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Computer Concepts

Chapter Seven: The Web and E-mail

A Guide to this Instructor’s Manual:

We have designed this Instructor’s Manual to supplement and enhance your teaching experience through classroom activities and a cohesive chapter summary. 
This document is organized chronologically, using the same heading in blue that you see in the textbook. Under each heading you will find (in order): Lecture Notes that summarize the section, Figures and Boxes found in the section (if any), Teacher Tips, Classroom Activities, and Lab Activities. Pay special attention to teaching tips, and activities geared towards quizzing your students, enhancing their critical thinking skills, and encouraging experimentation within the software. 
In addition to this Instructor’s Manual, our Instructor’s Resources CD also contains PowerPoint Presentations, Test Banks, and other supplements to aid in your teaching experience. 
For your students: 

Our latest online feature, CourseCasts, is a library of weekly podcasts designed to keep your students up to date with the latest in technology news. Direct your students to http://coursecasts.course.com, where they can download the most recent CourseCast onto their mp3 player. Ken Baldauf, host of CourseCasts, is a faculty member of the Florida State University Computer Science Department where he is responsible for teaching technology classes to thousands of FSU students each year. Ken is an expert in the latest technology and sorts through and aggregates the most pertinent news and information for CourseCasts so your students can spend their time enjoying technology, rather than trying to figure it out. Open or close your lecture with a discussion based on the latest CourseCast.
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Chapter Objectives

Students will have mastered the material in Chapter Seven when they can:

· Describe the roles that HTML, XHTML, HTTP, URLs, browsers, and Web servers play in bringing Web pages to your desktop

· Illustrate an example of an HTML tag

· List the names of at least four Web browsers

· Describe the purpose of helper applications, plug-ins, and players

· Describe the significance of a browser cache

· Explain why cookies are useful in an environment that is based on a stateless protocol, and provide some concrete examples of their use

· Identify at least three Web page authoring tools and discuss their advantages and disadvantages

· Identify the elements that typically form a Web page

· Explain how to test and post Web pages

· List some advantages and disadvantages of HTML scripts

· List and describe the elements of a search engine

· Demonstrate that you can use a search engine to locate information on the Web

· Create advanced search queries and correctly format citations for Web-based materials

· Discuss why e-commerce has become so popular with consumers and merchants

· List some threats to the security of credit card numbers and other sensitive data during e-commerce transactions

· Describe how the following e-commerce technologies work: shopping cars, SSL, one-time-use credit cards, electronic wallets, and person-to-person payment systems

· List the features that you would expect to find in a typical e-mail software package

· Explain how an e-mail system works and describe the difference between POP and Web-based e-mail

· List security precautions you can take to avoid cookie exploits, spam, phishing, and pharming

SECTION A: WEB TECHNOLOGY

Web Basics

LECTURE NOTES

· Make sure students understand the difference between the Internet (a vast network designed to transfer data from one computer to another) and the Web (an Internet service that offers a vast collection of documents, graphics, digitized video clips, and sound files that can be accessed by following links). 

· Point out that the Web is only one of many Internet services; e-mail and FTP are two others.

· Explain that a Web page is an HTML document. 

· Note that HTML documents are stored on Web servers. To access the Web and view the HTML documents as Web pages, you use a browser, which is Web client software. The browser requests a particular Web page using a command provided by the HTTP communications.

· Explain the difference between Web servers and Web sites, which are sometimes confused. A Web server is a computer and software that make data over the Web available, whereas a Web site provides a virtual location that you can visit to view information in the form of Web pages. 

· Point out that any computer can act as a Web server if it is running the correct software.

TEACHER TIP

What happens when a Web site goes down? Stress that a Web site can become unavailable for different reasons, including bugs in the HTML code, server hardware that develops a problem, or too much traffic to the Web site.

FIGURES

· Figure 7-1, Figure 7-2

CLASSROOM ACTIVITIES

1. Class Discussion: Ask students to discuss the Web. Have them name some of their favorite Web sites. How often do students use the Internet? For what purposes?

2. Quick Quiz:

· A(n) _______ typically contains a collection of related information organized and formatted so it can be accessed using a browser. (Answer: Web site.)

· A(n) ___________ is an Internet-based computer that accepts requests from browsers. (Answer: Web server.)

· A(n) ___________ is client software that displays Web page elements and handles links between pages. (Answer: Web browser or browser.)

HTML

LECTURE NOTES

· Use Figure 7-4 to point out what a Web page looks like as an HTML document. 

· Explain that a Web page is stored in HTML format. It uses a series of tags, such as <b> and <hr />, to tell your browser software how to display text and graphics.

· Note that Web pages must be stored on a Web server so that they are available to the public. 

· Explain that many ISPs offer Web server space for personal Web pages and some also offer space for e-commerce sites. 

· Explain that XHTML is a more codified version of HTML. It is also extensible, in that it can include customized tags. New Web pages should conform to the XHTML standards.

· Explain that DHTML is a Web page development tool that allows elements of a Web page to be changed while the page is being viewed. It is not a replacement for HTML.

· Find examples of DHTML. To demonstrate the difference between HTML and DHTML, find a Web page that uses DHTML—one where you can mouse over a graphic to change the graphic—and demonstrate the effects of using dynamic HTML.

TEACHER TIP

Examine a Web page’s code. Open any Web page, especially one that includes a lot of text, and then show the source code. In Internet Explorer, click View on the menu bar and then click Source. In viewing the source code, walk the students through some basic HTML tags. This will help them to see how HTML is organized.

FIGURES

· Figure 7-3

CLASSROOM ACTIVITIES

1. Assign a Project: Ask students to write a paragraph comparing and contrasting HTML, XHTML, and DHTML.

2. Quick Quiz:

· HTML is called a(n) _______ because authors mark up documents by inserting special instructions called HTML tags that specify how the document should appear when displayed on a computer screen or printed. (Answer: markup language.)

· What file extension does an HTML document have? (Answer: .htm or .html.)

· True/False: HTML documents look exactly like Web pages. (Answer: False.)

LAB ACTIVITY

Refer students to the New Perspectives Web site for a Student Edition Lab called “Web Design Principles.”

HTTP
LECTURE NOTES

· Use Figure 7-5 to explain what happens when you type a URL in your Web browser or click a link to a Web page. 

· Emphasize that a browser requests each page element—such as a graphic, button, sound, or video—separately, which explains why sophisticated Web pages can load slowly on a browser if the connection is not a fast one.

· Go over error messages. Students have probably seen messages displaying the HTTP 404 Not Found error when they use a URL to find a page that is no longer stored on a Web server. 

· Review the images shown in Figure 7-6.

FIGURES

· Figure 7-5, Figure 7-6

CLASSROOM ACTIVITIES

1. Assign a Project: Ask students to draw a diagram illustrating the flow of HTTP messages between a browser and a Web server.

2. Quick Quiz:

· A(n) _______ is an abstract concept that represents one end of a connection. (Answer: socket.)

· HTTP is a protocol that works with ___________ to get Web resources to your desktop. (Answer: TCP/IP.)

· True/False: HTTP generally allows only one request and response per session. (Answer: True.)

Web Browsers
LECTURE NOTES

· List some popular browsers. Students have probably worked with one or more of the popular browsers, such as Internet Explorer, Netscape Navigator, or Firefox. 

· Explain the two important processes a browser performs—it uses HTTP to communicate with a Web server, usually to request Web pages, and it interprets HTML tags to display Web pages.

· Demonstrate one or more browsers—the latest versions, if possible. 

· Stress that newer versions of browsers are usually more secure than earlier versions, as developers respond to known security holes.

· Explain why you would need helper applications and plug-ins. Many Web pages include media elements, such as video, sound, and animation. To view Web page media elements typically requires a special software module called a player/viewer/plug-in. These modules perform more specialized functions that browsers aren’t capable of handling. 

· Ask the class whether they have used QuickTime or Flash. Find out how many students knew that these were called plug-ins.

· Demonstrate a plug-in. You can show how to download a plug-in by visiting a Web site such as www.adobe.com, where you can download the Flash player to play videos in your browser. If you have time it is helpful to walk the students through the installation of the software.

· Point out that more sophisticated multimedia content is possible with the use of proprietary packages such as Flash. In order to create and deliver this sort of animation, Web developers must purchase special software. Web users can see the content if they have the free plug-ins that go along with the proprietary software. Make sure students understand that this is how vendors such as Adobe make their money—not from the free plug-ins and helper applications that people download, but from the fees that Web content creators must pay for the software that develops the animation and sound.

TEACHER TIP

Explain that one of the biggest problems Web designers face is creating Web pages that display correctly in most versions of the popular Web browsers. An effective demonstration would be to show one well-designed Web page in the latest version of IE, for example, and the same page in an earlier version.

FIGURES

· Figure 7-7, Figure 7-8

CLASSROOM ACTIVITIES

1. Class Discussion: Ask students which Web browsers they use. Have them discuss the pros and cons of the browsers they’re familiar with.

2. Quick Quiz:

· A(n) _______ is a program that extends a browser’s ability to work with file formats. (Answer: helper application.)

· True/False: It’s not a good idea to upgrade your browser when a new version becomes available. (Answer: False.)

· Name at least two Web browsers. (Answer: Microsoft Internet Explorer, Mozilla Firefox. Apple Safari, Netscape Navigator, Opera.)

Cookies
LECTURE NOTES

· Explain what a cookie is. Some people think cookies are unwanted software elements, but they are simply messages sent from a Web server to your browser and stored on your hard disk. They can enhance your online experience by storing your preferences and settings and communicating these to a Web server. However, if you want to keep this information private, you can set your browser to block cookies. 

· Explain what a cookie looks like. Find the Windows/Cookies folder on the demonstration computer, and use a text editor to see what kind of information it contains. Emphasize that a cookie is data, not a program.

FIGURES

· Figure 7-9, Figure 7-10

LAB ACTIVITY

Refer students to the New Perspectives Lab “Working with Cookies” deals with issues that relate to this section of the textbook. You might want to go through the lab during class time if you have a computer with a projection device. Or, assign this lab for students to do on their own.

CLASSROOM ACTIVITIES

1. Class Discussion: Ask students to discuss the advantages and disadvantages of cookies. What are students’ opinions of Web sites being able to keep track of their activity?

2. Quick Quiz:

· A(n) _______ is a small chunk of data generated by a Web server and stored in a text file on your computer’s hard disk. (Answer: cookie.)

· True/False: You cannot view the cookies stored on your computer. (Answer: False.)

· True/False: A Web developer can program a cookie to time out after a designated period of time. (Answer: True.)

Web Page Authoring
LECTURE NOTES

· Explain that it is possible to create an HTML document using a simple text editor, such as Notepad, but most word processing software provides a menu option for saving a standard document as a Web page. 

· Explain that more sophisticated Web authoring software is designed specifically to create HTML documents and provide tools to manage entire Web sites. 

· Create a simple title page using a word-processing program, save it in HTML format, then use a Web browser to demonstrate how the document would look as a Web page. 
· Demonstrate how to use a Web authoring package, such as FrontPage. 

· Review the benefits of a text editor approach. Although using a text editor to create HTML documents means you must insert all the tags yourself, expert Web page designers prefer a text editor because it doesn’t include hidden formatting codes that can interfere with the appearance of a Web page. In class, you can open any HTML document in Notepad or WordPad to examine the source code.

· Stress the importance of testing. Ideally, you should test using more than one browser and more than one version of each browser. During local testing, you should verify that the text, graphics, and other design elements appear as they were designed to appear. Then you should transfer the pages to a Web server and test each link.

· Emphasize to students that in order to view a Web page on the Internet, the page must be published on a Web server. Procedures for publishing personal pages vary, so students should contact the institution or business with which they wish to post their page for details.
TEACHER TIP

Compare the methods of Web page authoring. Create two versions of an HTML document—one in Notepad where you type the tags, and another in Word, where you save a document as a Web page. Use Notepad to open the HTML file created in Word and compare it to the other HTML file. Open both in a browser to compare them.

FIGURES

· Figure 7-11, Figure 7-12

LAB ACTIVITY

Refer students to the New Perspectives Web site for a Student Edition Lab called “Creating Web Pages.”

CLASSROOM ACTIVITIES

1. Assign a Project: Ask students to create a simple Web page using Microsoft Word. Was the process easy or difficult? How did it differ from creating a text document, if at all?

2. Quick Quiz:

· A(n) _______ adds HTML tags to a document, spreadsheet, or other text-based file to create an HTML document that can be displayed by a browser. (Answer: HTML conversion utility.)

· Name at least one type of tool you can use to create a Web page. (Answer: Text editor, HTML conversion utility, online Web authoring tool, Web authoring software.)

· True/False: Creating a Web page is the last step of the publishing process. (Answer: False.)

HTML Scripts
LECTURE NOTES

· Explain that forms are specialized Web pages. Web pages that contain forms contain programs or scripts that can send the data in the form to the Web server. The Web server can then use the information in the form to create response Web pages with specific information on them. 

· Use the board or a flip chart to diagram the process. Server-side technology might be a bit advanced for some users. 

· Compare basic HTML and more advanced types of document formatting languages and scripts. How are they different? Scripts let Web pages respond to user action and make decisions like a computer program.

· Demonstrate a script in action. To see scripts in action, visit a mortgage bank’s Web site or one that calculates a car loan. These loan payment calculations are performed by scripts. JavaScript and VBScript are the most popular scripting languages. Be sure the students understand that these are advanced tools used in Web design. Suggest a course in Web design if students want to learn to use scripting more extensively.

· Note that Java applets are small programs. They can add processing and interactive capabilities to Web pages. For example, using a Java applet, you can add calculators, sophisticated navigation bars, games, and visual effects to a Web page.

· Discuss the safety of Java applets. Although once considered a security risk, Java applets cannot perform activities that are typically associated with a virus or worm. For example, they cannot attach themselves to files, delete files on your hard disk, or mail themselves to people in your address book.

· Download an applet. Visit a Web site where you can download a Java applet—many of these sites also include demonstrations of applets that you can run in class.

· Explain that ActiveX controls add interactivity to Web pages. Unlike Java applets, Internet Explorer downloads an ActiveX control and runs it from your hard disk. Because ActiveX controls are complete programs, they can include routines that alter data. 

· Show students how to change the security settings in Internet Explorer so that it downloads and installs only ActiveX controls with signed digital certificates. (In Internet Explorer, click Tools on the menu bar and then click Internet Options. Click the Security tab to examine the security settings.)

TEACHER TIP

Show the difference between a client-side script and a server-side script. Show the source code of a Web page that uses a script—usually one that has a form. The HTML document will include scripting statements that the browser executes to display the form. The server executes statements in the server-side script, which typically accept and process the data. If you have ever filled out an online form, submitted it, and then received an error or reminder that you must complete a certain field in the form, you have worked with server-side scripts.

FIGURES

· Figure 7-13, Figure 7-14, Figure 7-15

LAB ACTIVITY

The New Perspectives Lab “Browser Security Settings” deals with issues that relate to this section of the textbook. You might want to go through the lab during class time if you have a computer with a projection device. Or, assign this lab for students to do on their own.

CLASSROOM ACTIVITIES

1. Assign a Project: Students should use the Internet to find their favorite site. Have them display the source code of the Web page displayed. Challenge them to find some link tags or other recognizable code.

2. Quick Quiz: 

· A program that extends a browser’s capabilities is known as _____________. (Answer: plug-in or helper application.)

· True/False: A cookie is data, not a computer program or script. (Answer: True)

· When your browser fetches pages and graphics to form a Web page, it stores that material in a Web _________.

a. codebase

b. gallery

c. index

d. cache

(Answer: d. cache)

SECTION B: SEARCH ENGINES

Search Engine Basics

LECTURE NOTES

· Demonstrate a search. Visit one or two popular search engines and show how to create a simple and an advanced search query, how to reduce the number of results, and how to visit the Web pages the search engine finds.

· Review sponsored links versus search results. Use Figure 7-19 to differentiate between the two kinds of links on a search engine results page like Google’s. Encourage students to do their own search in order to see the sponsored links that result.

· Discuss keyword stuffing. Show the source code for a page that has packed its meta keywords with words like “money” in order to trick the search engine into returning that page among its results.

FIGURES

· Figure 7-16, Figure 7-17, Figure 7-18, Figure 7-19

CLASSROOM ACTIVITIES

1. Class Discussion: Ask students to name popular search engines. List the search engines on a whiteboard. Which one(s) do students prefer? Why?

2. Quick Quiz:

· A(n) _______ is a program designed to help people locate information on the Web by formulating simple keyword queries. (Answer: Web search engine.)

· A(n) ___________ is a computer program that is automated to methodically visit Web sites. (Answer: Web crawler.)

· What is the name for a measure of the quality and quantity of the links from one Web page to others? (Answer: Link popularity.)

Formulating Searches 

LECTURE NOTES

· Explain how to narrow results with search operators. Make sure students understand how to use “and” and “not”.

· Use a metasearch engine. Encourage students to visit metagopher.com or dogpile.com to see how they differ from a traditional search engine like Google. Do they return better results than Google for the same search term(s)?

FIGURES

· Figure 7-20, Figure 7-21, Figure 7-22, Figure 7-23, Figure 7-24

CLASSROOM ACTIVITIES

1. Assign a Project: Give students a series of search requests that they need to convert into an advanced search string. For example, tell them that you need to find pages about diets (but not dieticians) that are appropriate for people with diabetes but you want to exclude from the results all references to the South Beach diet.
2. Quick Quiz:

· A(n) _______ is a word or symbol that describes a relationship between keywords and thereby helps you create a more focused query. (Answer: Boolean operator or search operator.)

· A(n) ___________ searches a series of other search engines and compiles the search results. (Answer: metasearch engine.)

· True/False: Narrowing a search increases the number of results and produces a less targeted list. (Answer: False.)

Citing Web-based Source Material

LECTURE NOTES

· Discuss the format of Web-based source material. 

· Note ways the format of the citations in Figure 7-26 differ from the citation styles students are used to from conventional sources.
TEACHER TIP
Emphasize the importance of citing Web-based sources. Make sure students understand that failing to do so could lead to charges of plagiarism.

FIGURES

· Figure 7-25, Figure 7-26

CLASSROOM ACTIVITIES

1. Class Discussion: Ask students if they have experience using information found on the Web in research or other projects. Have any students requested permission to use text, photos, music, videos, or other elements found on the Web? 
2. Quick Quiz:

· To obtain permission to use elements you find on the Web, you must contact the _______. (Answer: copyright holder.)

· True/False: You can use copyrighted material for scholarship and review without obtaining permission in the U.S. (Answer: True.)

SECTION C: E-COMMERCE

E-commerce Basics

LECTURE NOTES

· Discuss what e-commerce includes: When people think of e-commerce, they often think of shopping sites such as Amazon.com. However, e-commerce includes many kinds of exchanges of goods and services. Refer to Figure 7-27 to see examples. 

· Explain that e-commerce is the process of buying products and services by means of the Internet, and is an increasingly popular way of doing business. 

· Explain e-commerce customer classifications. Review B2C, C2C, B2B, and B2G customers. 

· Discuss techniques for gathering customers. 
· Discuss advertising on the Web, via banner ads, popup ads, etc. 

· Note the availability of e-commerce opportunities. E-commerce is limited largely to the U.S., Western Europe, and part of Asia. Discuss what might prevent people in developing nations from participating in e-commerce.

FIGURES

· Figure 7-27, Figure 7-28, Figure 7-29

LAB ACTIVITY

· Refer students to the New Perspectives Web site for a Student Edition Lab called “E-Commerce.”

CLASSROOM ACTIVITIES

1. Class Discussion: Ask students if they use the Web for business transactions. Ask them to name Web sites they’ve purchased goods or services from. Discuss how purchasing a product from an online retailer differs from purchasing a product in an online auction.
2. Quick Quiz:

· The ____________ is the number of times that site visitors click an ad to connect to the advertiser’s site. (Answer: click-through rate.)

· True/False: Both merchants and consumers benefit from e-commerce. (Answer: True.)

· A(n) ________ is an advertisement, typically embedded at the top of a Web page. (Answer: banner ad.)

Online Shopping

LECTURE NOTES

· Review the benefits of shopping online for both the shopper and the vendor. 
· Explain how online shopping carts work. Web pages store your selections until you decide to purchase them or leave the e-commerce site. 
· Use Figures 7-31 and 7-32 to show how shopping carts use cookies to maintain information about the shopper.

· Demonstrate the use of online shopping carts. In class, visit a popular e-commerce Web site and show how shopping carts work—select products and services and add them to the cart, delete them and return to shopping, and then exit. Look in the Windows/Cookies folder to find the cookie the Web site saved on your hard disk.

TEACHER TIP

Using their online shopping experience, have students compare the online process to an actual store purchase. Discuss the pros and cons of both.

FIGURES

· Figure 7-30, Figure 7-31, Figure 7-32
CLASSROOM ACTIVITIES

1. Class Discussion: Ask students whether they know anyone who refuses to shop online. Ask the class to discuss the benefits and drawbacks of online shopping. Are there risks? What are the rewards? What objections to online shopping have students heard from parents, family, or friends?

2. Quick Quiz:

· A(n) _________ keeps track of the merchandise you want to purchase from an e-commerce store. (Answer: shopping cart.)

· True/False: Cookies are not necessary to e-commerce transactions. (Answer: False.)

Online Auctions

LECTURE NOTES

· Discuss making purchases at an online auction. 
· Survey students about their experience with sites like eBay and Amazon Auctions.

FIGURES

· Figure 7-33

CLASSROOM ACTIVITIES

1. Assign a Project: Have students search for a product they’re interested in purchasing on eBay. Have them note availability and price and compare them to what they find at an online retailer’s site. Where can they get the best deal?

Online Payment

LECTURE NOTES

· Review secure connections versus secure Web sites. Discuss the difference between these two terms, which are easily confused. 

· Discuss how e-commerce sites take advantage of packet sniffers and the SSL and S-HTTP protocols to protect the data, such as credit card numbers, that is sent over HTTP.

· Go over the difference between SSL and S-HTTP. Emphasize that they are complementary and not competing technologies.

· Explain the benefits and ease-of-use of electronic wallets. Electronic wallets offer increased security for vendors and convenience for users. In class, you could demonstrate most of the steps of creating an electronic wallet, emphasizing the security features of using a password as a PIN to prevent unauthorized use. Figure 7-36 shows an example of an electronic wallet.

· Explain the risks of using electronic wallets. Electronic wallets can be security risks and users should exercise caution when using them.

· Discuss person-to-person payment services. As an alternative to credit card transactions, some e-commerce sites provide person-to-person payment services, which work like a checking account you establish in an account maintained by the Web site. PayPal is the most famous of these. Ask students if they have used it, or similar services. Some sites (PayPal included) allow you to assign a credit card for transactions. This keeps the credit card number out of the hands of individual vendors; PayPal charges your account, then pays the vendor minus a small service charge. 

TEACHER TIP

Caution students that they should be cautious about depositing money to a payment service. Developers are still working the kinks out of person-to-person payment services, so if they decide to use these services, they should keep their account balances low.

FIGURES

· Figure 7-34, Figure 7-35, Figure 7-36

CLASSROOM ACTIVITIES

1. Assign a Project: Ask students to find and read about an electronic wallet service online other than the services mentioned in the text, including the services offered by Microsoft, Google, and Yahoo! Then ask students to compare the service they found to one of those mentioned in the text on page 390.

2. Quick Quiz: 
· A(n) _______ credit card number works for a single online purchase. (Answer: one-time-use.)
· True/False: Consumer advocates recommend using person-to-person payment exclusively for online purchases and storing significant funds in these accounts for emergency use. (Answer: False.)
· A __________ ad overlays the content on a Web page, sometimes obscuring it until you click the ad or its timer expires and the ad disappears.

a. pop-up

b. hover

c. banner

d. click-through

(Answer: b. hover)

SECTION D: E-MAIL

E-mail Overview

LECTURE NOTES

· Familiarize students with a number of different e-mail programs. 

· Consider a demonstration of the key features of programs such as Eudora, Microsoft Outlook, and Microsoft Outlook Express. Emphasize that students can receive mail from and send mail to users who use a different e-mail program than they do.

· Discuss attachments. This can include what sort of things can be attachments, how to attach files, and the dangers of attachments.

FIGURES

· Figure 7-37, Figure 7-38, Figure 7-39, Figure 7-40, Figure 7-41

LAB ACTIVITY

· Refer students to the New Perspectives Web site for a Student Edition Lab called “E-Mail.”

CLASSROOM ACTIVITIES

1. Class Discussion: Ask students whether they use e-mail. What application or Web-based provider do they use? Do students know anyone who does not use e-mail? Why not?

2. Quick Quiz:

· A(n) _________ is a document that is composed on a computer and remains in digital form so that it can be transmitted to another computer. (Answer: e-mail message.)

· True/False: An e-mail message in HTML format cannot include graphics. (Answer: False.)

· What does MIME stand for? (Answer: Multi-Purpose Internet Mail Extensions.)

Netiquette

LECTURE NOTES

· Review the differences between the standards used in e-mail correspondence, and in text and instant messaging. 

· Discourage the use of IM-style shorthand. 

· Discuss the habit some people have of sending messages (jokes, warnings, and urban legends) to everyone in their address book. Do students like getting these kinds of messages, or are they annoyed by them?

· Review the bulleted points about netiquette on pages 396-97.

TEACHER TIP
Refer students to Figure 7-42, which shows several smileys. Go over each one explaining which keyboard characters are used to create them.

FIGURES

· Figure 7-42

CLASSROOM ACTIVITIES

1. Quick Quiz:

· _________ is online jargon for Internet etiquette. (Answer: Netiquette.)

· True/False: An e-mail message that’s typed in all uppercase means that you’re shouting. (Answer: True.)

E-mail Technology

LECTURE NOTES

· Ask students ‘where does my message go when I click Send?’. Use Figure 7-44 to illustrate the process of sending and receiving an e-mail message, and how a POP server handles mail.

· Go over basic differences between POP and IMAP. Stress that students in most cases will not have a choice of which one to use.

· Discuss Web based e-mail, including how to set it up, and advantages of Web-based e-mail over an e-mail client (and vice versa). Ensure that students understand where their e-mail messages are stored (local hard disk vs. Web server). 

FIGURES

· Figure 7-43, Figure 7-44

CLASSROOM ACTIVITIES

1. Assign a Project: If any students do not have e-mail accounts, have them create them. All students should use their e-mail accounts to send you a message. In the message they should describe what kind of e-mail system they use: Web-based, POP, or IMAP.

2. Quick Quiz:

· Every e-mail message includes a(n) _________ header and the body of the message. (Answer: message)
· Of the three types of e-mail systems, which is the one that stores new messages on an e-mail server, then automatically downloads those messages to your computer when you connect to your ISP and request your mail?

a. POP

b. IMAP

c. Web-based email

d. POP3

(Answer: a. POP)

SECTION E: WEB AND E-MAIL SECURITY 

Cookie Exploits

LECTURE NOTES

· Go over privacy issues. 

· Discuss spyware, Web bugs, and ad-serving cookies that track your movement around the Web. What can you do to prevent this? Discuss ad-blocking software and antispyware. 

· Search the Web for sites from which you can download this kind of software.

TEACHER TIP
Demonstrate visiting a Web site that uses cookies, such as an online retailer, then deleting the cookie for that Web site. Explain why deleting the cookie is preferable to disabling cookies in this case—because you might later want to make purchases from this retailer.

FIGURES

· Figure 7-45, Figure 7-46, Figure 7-47, Figure 7-48

CLASSROOM ACTIVITIES

1. Class Discussion: Ask students whether they’ve been aware of ad-serving cookies on any Web sites they’ve visited. How concerned are students about their Web usage being tracked? Are they concerned enough to block or delete cookies? Why or why not?

2. Quick Quiz:

· A(n) _________ is the Flash equivalent of a Web cookie. (Answer: Flash cookie.)

· True/False: The downside of deleting cookies is it might disrupt your attempts to opt out of various cookie schemes. (Answer: True.)

· True/False: Third-party ad-serving cookies make it possible to track your Internet activities across sites. (Answer: True.)

Spam

LECTURE NOTES

· Discuss spam. Where does spam come from? Who generates it? Why do they do so?

· Discuss spam filters. How do they work? Are they reliable? Do any students have e-mail accounts without spam filters? If so, how much spam do they get? Compare that to an account that uses spam filtering.

FIGURES

· Figure 7-49, Figure 7-50
CLASSROOM ACTIVITIES

1. Class Discussion: Ask students whether they receive spam. How much? Have any students gone so far as to change their e-mail address to avoid spam?

2. Quick Quiz:

· _________ is unwanted electronic junk mail. (Answer: Spam.)

· A(n) __________ is a type of utility software that captures unsolicited e-mail messages before they reach your inbox. (Answer: spam filter.)

· True/False: Spam is annoying but generally harmless. (Answer: False.)

Phishing

LECTURE NOTES

· Explain or demonstrate what phishing messages and Web sites look like. Use a resource like the one at http://www.webopedia.com/DidYouKnow/Internet/2005/phishing.asp to show students examples of phishing messages, in order to illustrate how carefully you must look at them in order to distinguish them from legitimate messages.

· Review the list of guidelines for secure and private Web usage listed in Figure 7-52.

TEACHER TIP
Emphasize that when in doubt of an e-mail’s authenticity, the safe approach is to assume that the e-mail is fake, delete it, and if possible, report it to the company it appears to come from. Explain that many companies have procedures listed on their Web sites for reporting suspicious e-mail. Paypal is an example.

CLASSROOM ACTIVITIES

1. Class Discussion: Display a sample phishing e-mail message for the class and ask them to identify the elements of the message that give away that the e-mail is not a legitimate one.
Fake Sites

LECTURE NOTES

· Alert students to the dangers of fake storefronts. 
· Caution students against giving out their credit card numbers in response to e-mail requests, even if the request seems legitimate. 

FIGURES

· Figure 7-51, Figure 7-52
CLASSROOM ACTIVITIES

1. Class Discussion: Dispaly a sample fake Web site for the class and ask them to identify the elements of the Web page that give away that the site is not a legitimate one.

2. Quick Quiz:

· __________ is an e-mail based scam that is designed to persuade you to reveal confidential information such as your bank account number or Social Security number. (Answer: Phishing)
· True/False: Anonymizer software allows you to browse through Web sites anonymously. (Answer: True)
· A(n) ________ is typically a 1x1 pixel graphic embedded in a Web page or e-mail message.

a. Web bug

b. Flash cookie

c. ad-serving cookie

d. anonymous proxy

(Answer: a. Web bug)

Glossary of Key Terms
· ActiveX control (372)
· ad-blocking software (385)
· ad-serving cookie (400)
· antispyware (402)
· Ajax (Asynchronous JavaScript and XML) (362)
· anonymous proxy service (403)
· Atom (360)
· B2B (business-to-business) (384)
· B2C (business-to-consumer) (384)
· B2G (business-to-government) (384)
· banner ad (385)
· Boolean operator (379)
· C2C (consumer-to-consumer) (384)
· click-through rate (385)
· client-side script (372)
· cookie (368)
· DHTML (362)
· digital certificate (373)
· e-commerce (384)
· e-mail account (392)
· e-mail attachment (393)
· e-mail authentication (403)
· e-mail client software (398)
· e-mail message (392)
· e-mail servers (397) 

· e-mail system (397)

· electronic wallet (390)

· Flash cookie (402)

· helper application (367)

· hover ad (385)

· HTML (Hypertext Markup Language) 362)

· HTML conversion utility (369)

· HTML document (362)

· HTML forms (371)

· HTML script (371)

· HTML tags (362)

· HTTP (364)

· HTTP status code (365)

· hypertext (360)

· hypertext link (361)

· IMAP (internet Messaging Access Protocol) (397)
· Java applet (372)
· keyword stuffing (378)
· Link popularity (377)
· markup language (362)
· message header (392)
· meta keyword (378)
· metasearch engine (380)
· MIME (Multi-Purpose Internet Mail Extensions) (393)
· netiquette (396)
· online auction (388)
· person-to-person payment (390)
· pharming (405)
· phishing (405)
· plug-in (367)
· podcast (360)
· POP (Post Office Protocol) (397)
· POP server (398)
· pop-up ad (385)
· query processor (377)
· RSS (Really Simple Syndication) (360)
· S-HTTP (secure HTTP) (389)
· search engine indexer (376)
· search terms (378)
· secure connection (389)
· server-side script (371)
· smileys (396)
· SMTP server (Simple Mail Transfer Protocol server) (398)
· socket (364)
· spam (403)
· spam filter (404)
· SSl (Secure Sockets Layer) (389)
· stateless protocol (365)
· store-and-forward (397)
· TLS (Transport Layer Security) (389)
· URL (Uniform Resource Locator) (361)
· videocasting (361)
· Web (360)
· Web 2.0 (361)
· Web-based e-mail (397)
· Web browser (361)
· Web bug (402)
· Web cache (367)
· Web crawler (375)
· Web page (361)
· Web search engine (374)
· Web server (361)
· Web site (360)
· wiki (361)
· XHTML (362)
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