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Abstract:


For hundreds of years we have been creating cards to serve as identifiers for ourselves.  Since the 1950’s we have been implementing ways to incorporate card-carried credit as well.  Today, we are seeing the next link in the evolutionary chain of card-carried information and identification.  This is the smart card.  A smart card is any card containing integrated circuits.  The prospects of having a much more secure way to authenticate information appeals to almost all markets, and the possibilities seem to be endless for this type of technology.  Newer, faster ways of dealing with encryption make data transfer more secure than ever and the increase in memory capacity coupled with the decrease in physical size makes these cards very versatile.  In short, the electronic wallet is almost within reach.  There is no longer the question can we do it, but should we do it.

A History of Cards


Paper identification has been used since…well…since the invention of paper.  Before that there were other mundane implementations, but now it seems that we have gone back too far.  Needless to say, paper identification has been around for some time.  Today it has certain features to make it more personalized (such as photos and other personal information as well as security measures).  In the 1950’s we saw the first PVC based cards come out.  PVC represents the next step in evolution due to its high durability.  Diner’s Club was the first major credit group to issue these cards.  Unfortunately, the only security features on this card were the upraised letters and numbers on the front.  This type of card was very easy to replicate and thus, fraudulent copies were plentiful.  Not only that, but human error also led to losses due to the bad bookkeeping and other issues that came from a human having to take all of the information in.  Something had to be done to authenticate the user more effectively.  


This brings us to the age of the magnetic strip card.  Visa and Mastercard were among the first to come out with these cards.  Sears also had strong foothold on this market; however, they stubbornly did not accept the ISO standards on size until it was too late and fell behind the competition.  These cards were the first to be machine-readable.  The strips themselves could hold around 1000 bits and contained information such as a card identification number, pin offset (used as a function of DES encryption), and expiration date.  They also sported the upraised letters and numbers like before.  By combining these two, and having the ability to compare information relatively quickly to centralized databases, now there was a better way to authenticate user accounts.  

The problems that now came about had to do with verifying the identity of the user, the ease of replication and reading of information stored on the insecure magnetic strips, and protecting information that needs to be encrypted during transit between the acquirer and the authenticator.  Thus, no sensitive information could be stored on the strip.  We also have to remember that there is a very small amount of space on these cards!  The other problem, which was experienced most by European nations, is the huge back-end infrastructure involved.  Since European nations generally did not have this infrastructure, they were forced to look at two courses of action:  get the infrastructure (ouch!), or beef up the client side technology.  In 1968, they were helped along with their decision.  

The Birth of Smart Cards


In 1968, Jürgen Dethloff and Helmut Grötrupp came up with a design for the first ICC (integrated circuit card).  The first field test took place in 1984 by the French PTT.  By this year the cards already incorporated cryptography.  At this point the Smart Card was born.  What is a Smart Card?  Smart Cards can be defined in three ways:  IC cards with ISO 7816 interface, processor IC cards, or personal identity token containing IC’s.  There are several different types of cards today.  One type of card is the memory card.  This card is used only to store information.  An example of this type of card would be the Telecarté in France (French phone card).  Another type of card is the wired logic (or intelligent memory card).  These cards contain simple built in logic that usually governs access to information stored on the card.  An example of this type of card would be the German healthcare cards that have now been issued to every German citizen.  


The next level up in smart card line is the
 processor card.  These cards have both memory storage and a processor on the card so that data computation can be performed.  These are useful for encryption/decryption.  The Carté Bancaire in France has over 22 million of these cards issued.  For some banks that wish to use higher levels of encryption, there are cards equipped with cryptographic co-processors.  These are a significant bit more expensive than standard processor smart cards; however, they allow the transaction time, for authentication using RSA encryption above 1024 bit private keys, to comply with ISO standards  (So you don’t have to wait 10 minutes for your card transactions to authenticate).  These beasts will become obsolete as faster processors come into the market.  


Another genera of smart card is the contactless smart card.  These cards have no contacts on the face of the card and are governed by a different set of ISO standards than the cards with contacts.  This idea is to cut back on the contact wear and tear.  It will also allow for more application of the smart card.  Finally, we come to optical smart cards.  These cards hold a relatively large amount of information in comparison to their brethren.  The issue is the fact that it is a write once storage type.  No changes can be made after information is initially stored.  This type of card would be good for healthcare information that is data intensive and stored in a history/archive style.  It is also a very expensive option and has not seen much use as of yet.  Perhaps in the future we will see hybrid cards that have both optical storage and standard storage.  Only the future will tell. 

Standards


So what are the standards?  Are there standards?  Well, the answer is yes and no.  ISO has several standards published that regard IC cards, but they are not all encompassing.  These standards deal mostly with physical specifications.  The ISO/IEC 7810 deals with physical dimensions of cards and calls for an ID-1 format.  To humans this means that the card should be the same size and thickness as the magnetic strip cards we currently carry.  The ISO/IEC 7816 deals with physical dimensions and purposes of the contacts on smart cards.  ISO/IEC 10536 deals with contactless smart cards and the ISO/IEC 11693/11694 deals with optical smart cards.  These are some of the current standards offered by ISO to regulate smart card development.  Other standards for transmission of data and transactions have yet to be recognized as international standards; however, the EMV (Europay International, Mastercard International , and Visa International) have combined forces to develop some transaction standards that will are being accepted by most other businesses (since they are the biggest fish in the credit pond).  

ISO/IEC 7810 & 7816
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This is the first standard for the function and location of contacts on a smart cards.  Image 1.1 shows the physical dimensions laid out 

for contacts on a smart card that is compliant with 

the ID-1 format.  It lays out the exact location for 

each contact so that readers can be standardized.  

The purpose of each contact has been defined 

by the ISO/IEC 7816.  The contacts in image 1.2 

have the following functions:



age 1.1 (from Litronic’s whitepaper) 
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C1-ISO Read Power





C2-ISO Reset and reader type detection


C3-ISO Clock (3.579 MHz)


C4-Reserved for future use


C5-Ground


C6-Programming Power


C7-ISO 7816 I/0







C8-Reserved for future use

           Image 1.2(form Litronic’s whitepaper)

USB Changes

The problem with ISO 7816 is that the I/O transfer rate was pitifully slow.  To fix this little issue, a company called Forté proposed a modification to smart cards to allow them to comply with the ISO 7816, but also utilize a faster USB data transfer.  The proposal involved converting the C6 contact (no longer necessary for current cards) into a 48 Mhz clock needed for the UART (Universal Asynchronous Transmitter) that is used for USB devices.  Also, connections C4 and C8 that were previously reserved for future use would become the data pair for receiving USB transmissions.  Now we can have communications with smart cards at a much higher speed.  Today, USB smart card readers are common.  

Transfer Protocols


Transfer protocols are still developing for smart cards; however, several already exist.  The different types that exist today are defined by their transfer type and are given a ‘T’ value.  The following table describes the different protocol definitions.

	T=0
	Asynchronous, Half-Duplex, byte-oriented

	T=1
	Asynchronous, Half-Duplex, block-oriented

	T=2
	Asynchronous, Full-Duplex, byte-oriented

	T=4
	An Extension of T=1

	T=5-T=13

&

T=15
	Reserved for Future Use

	T=14
	No ISO Standard (ie: German Healthcare Card)


Operating Systems


Operating systems on smart cards serve a much different purpose than the operating systems that are used for PC’s. They are primarily used for file management, memory management, granting privileges for data access, and loading/managing applications.  There is no GUI involved here currently since most operations are on card and do not involve display.  By doing away with large GUI implementations, most programs (and the OS itself) are kept to a small enough size so that they are practical for limited memory environments.  There are both proprietary and non-proprietary operating systems available for smart cards on the market today.  Microsoft leads the effort for the proprietary side with a Windows for smart cards.

Languages Used


Many languages are utilized by smart cards today.  Many cards are made specifically for the language that is chosen.  One such card is the BasicCard.  This is the first smart card programmable in Basic.  BasicCard is the OS of the card that allows for expedient compilation of Basic programs.  Basic doesn’t take up much space, and there is a large base of laborers that already know the language.  The chips required on these cards would be smaller (since Basic is not very resource-hungry) and thus the cost would be kept down.  These cards support T=0 and T=1 transfer protocols.  

Another example would be the JavaCard.  Currently this is the leading type of card in the multi-application card industry.  Again, Java has a large base of knowledge to tap since Java has been around for many years now.  The JavaCard is also compatible with most standards like ISO, EMV, GlobalPlatform, 3GPP, and ETSI.  Java is a much more resource-hungry than Basic; however, the virtual machine used by Java makes it a much more portable language (it works on any operating system).  

Card Statistics


To give an idea of the computing power/specifications of smart cards, I will list some of the specs of one of the more current cards on the market.  A Forté Card sports a 32-bit RISC processor, 96 Kbytes of ROM + 64 Kbytes of EEPROM (firmware).  It has 5 Kbytes of SRAM, a Fast math coprocessor (4096-bit modulus), a hardware random key generator and primality check, as well as symmetric and asymmetric (RSA & DSA to 2048) encryption.

Attacking Smart Cards


Attacking smart cards is a little more complex than attacking mag-strip cards.  The most effective attack method on password-protected smart cards is social engineering.  If you don’t have those skills (or that just isn’t possible), then there are some physical attacks and code attacks that have proven effective in some cases.  


One of the problems that plagued the makers of smart cards was the particularly high voltage necessary to block the EEPROM gates.  It has been found in some cases, that by blocking voltage to that specific contact (obviously this is for contact connections), you can change the action of the card.  The first Pay-TV cards were programmed to allow access to all channels.  The broadcast station would then send a signal to each specific card and block the channels that were not paid for.  If the correct contact was covered by tape (or dirt…etc.) the station would not be able to supply enough voltage to block the EEPROM and effectively grant access to all channels (and cancel the subscription from the user side without the broadcast company knowing about it).  The same trick could be applied to early French phone cards.  By blocking the correct contact, the card would effectively not decrement the credits stored on the card.  


Smart cards are also susceptible to voltage and temperature shifts.  The PIC16C84 microprocessor had a little habit of clearing the security bit (without erasing memory) if the VCC is raised to VPP - 0.5V.  A similar attack can be made on the DS5000 when you drop the voltage slightly during write processes.  It would sometimes just drop the security bit on the transmission.  The best hack of all would be on the cards using an analog random number generator.  By varying the voltage you can get the RNG (which is used to generate keys for encryption processes) to dump out all 1’s.  


If you are a science type, you could try focusing UV light on the security lock cell to disable it (on some cards it is far enough away from everything else that you don’t damage the memory you want).  Most cards are compensating for these known issues today.  Some fixes are easy, like moving the security lock cell to a less accessible position.  Others require more thought.  Some card producers tried to put tamper traps on their cards so that the card would fry its own memory if there were any large temperature or voltage swings.  Unfortunately, the voltage shift whenever a card is first being read is so severe that it often trips the tamper trap!  So the fixes still need to become more refined; but most have been addressed.  Even the EEPROM issue with high voltage requirement has been resolved by converting a 5V power source to 12V by using an on-chip oscillator and diode/capacitor network. 

Where are they going?


Some people would say that we are on a collision course with the era of the electronic wallet.  The possibilities are incredible for smart cards that have multiple-application potential.  In the article “A Smart Card For Everyone?”, Andy Briney tells a little story that gives a vivid picture of where smart card creators want the business to go.  In it he writes:


“Imagine leaving for work in the morning, walking out of your house and down the street to the subway station.  As you enter the station, you walk right past the line at the ticket counter and through the turnstile, which automatically deducts the fare from a smart card in your hip pocket.  Twenty minutes later, you get off the subway and grab a cup of coffee, paying with the same smart card.  Arriving at work, you whip the card out again fro the lobby security guard, who glances at the photo and waves you through.  Now at your office door, you use the smart card/ID badge as a key, waving it past an RF reader on the wall.  Finally, as you sit down at your desk and boot up your PC, you slide the car---the same card—into a reader, enter your PIN and log on to the network.  You’ve used your smart card 5 times and it’s not even 9 a.m.”



(Briney, Andy)

From this article we can see that single application cards are not the target of this technology.  There can be a card that does everything!  It can be used for AVI (like the SR91 project in California) and pay highway tolls, while also reporting vehicle information, traffic congestion and accidents to a centralized location to help cut down on traffic jams.  They can be used even more effectively to verify our identity when coupled with biometrics.  The cards can hold your entire health history, your birth certificate an Social Security card (no more annoying certified copies).  They can hold all of your auto information, even update it and pay the fees without having to go to the DMV!  They can hold personal pictures, a resume, act as a notebook/phonebook/planner when coupled with an input/output device (such as a PDA?).  They can even be used as a panic device…one push of a button and you can have the 911 called, given your personal information and your exact location!  The nearest police officer (we know where he is because of his smart card) will be automatically queued up with the information and cut down on reaction time so that you have a better chance of getting the help you need when you need it.  

Identification and access are brought to a new level; you can be assigned access to places both at work and domestic with your electronic keys.  The key will even verify which driver you are as you get into your car and adjust seat, radio, and even temperature settings to your personal levels.  For companies, access can be denied just as easily (if you fire someone you can immediately revoke all access without having to get keys from them.  Passing business cards will be a breeze (not to mention directions!).  Currency would be automatically get recalculated dependant on your location (virtually a one world currency!)  You could even have proximity alarms set on your card to let you know when your friends (or enemies) are near you!  Wow!  The government could even track where we are and what we do so that they can better work for us!  Wait a minute….  

Ethics


With all of these cool things we can do with smart cards, it is important that we do not simply rush into it head first without thinking about the implications of our actions.  There are several major issues with personal privacy that are apparent with these applications.  How much privacy, and ultimately freedom, are we willing to compromise in the name of convenience?  The idea of having our movements and actions tracked and analyzed, even controlled by the contents on our identification cards is reminiscent of George Orwell’s world in 1984.  Any kind of identification implant would meet immediate protest from religious groups who would recognize it as the mark of the beast.  They would see it as the ushering in of the end days (see the bad parts of Revelations if you don’t get it).  The movie The Net gives a fictional story about a girl who’s identity is stolen, and smart cards would bring a whole new reality to the idea.  A new level of terrorism could come out of this!  It behooves us to take a step back from all of the wonderful advances that seem to be before us and think about the issues that could arise. 

Conclusion

A professor once said to me that the key to heaven also unlocks the doors of hell.  What I took it to mean is that sometimes the things that seem to do the most good for us can also be turned into the things that cause the most harm.  It is scary how correct he is.  Smart cards have many potential uses, most of which have not made it to this paper.  I am sure that many will come before we are finished with this technology push.  Making life a bit more convenient for everyone is a wonderful intention.  Now we simply need to remember to inject a healthy dose of prudence and tread lightly so that we do things right.      
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