Rules for Online Banking Personal Services of Bank of China Limited 
(BOCNET)

Article 1　Any customer who has opened a Great Wall Debit Card, Centralized Credit Card, Quasi-Credit Card and passbook account (Ordinary Demand Account, All-In-One Demand Account and All-In-One Time Account) may register for online banking personal services with any business outlet of Bank of China Limited (BOC) or self online registration for online banking personal services by Internet. Any user of online banking services shall pursuant to the Rules to conduct online banking businesses.

Article 2  The online banking personal services of BOC have three versions: Personal Inquiry Version, Personal Wealthy-management Version and VIP Version. Personal Inquiry Version only provides account inquiry service. Personal Wealthy-management Version and VIP Version offer its customers with the following service functions: account inquiry, account transfer, cross-border remittance, initiative collection, personal-to-corporate transfer, credit card, foreign exchange transaction, treasury bond transaction, fund transaction, gold transaction, B shares and third party custody, Precious metals agency transaction, bank-futures account transfer，BOC Wealthy Management Plan, Structural Wealthy Management, Individual settlement and sales of foreign exchange, Management into personal loans, Interbank interlinked services, E-payment, agent payment service, and self-service linked account. VIP edition provides VIP information service additionally. BOC provides different service functions to different customers according to their registration type and the identity authentication method applied by them. The self online registered customers can only use inquiry version of online banking personal service. The customers who want to register for the VIP Version service must provide BOC Wealth Management VIP Card. Customer can upgrade the service version by showing valid identification materials required by BOC to BOC counter.
Interbank interlinked services provide customer with convenient functions among different banks based on inter-bank payment system (internet payment subsystem) of PBOC. With this service, Customers are able to process inter-bank inquiry of transfer of their account funds and receive feedback on transaction result through online banking of Bank of China on a real-time basis. The Interbank interlinked services can be only used by Personal Wealthy-management Version and VIP Version. Functions include: contract for agreed payment, contract for agreed enquiry, interbank accounts inquiry, transfer service etc.
Article 3  BOC provides 24-hour online banking personal services, though a concrete service shall be handled during a given system processing time.

Article 4  Customers shall pay attention to the following matters when making use of the online banking personal services of BOC for the first time: 

1. The customers who registered for the online banking service through business outlet of BOC shall customize the online banking user name after logging on the system with the logon serial number printed on the service slip (6-20 digit combination of numbers and letters); The user name set during initial logon into the online banking system cannot be modified once it is confirmed by the customer.

2. The customers who registered for the online banking service through business outlet of BOC shall change the 6-digit numerical password set at the counter during registration to a new logon password pursuant to the requirements of User Security Mechanism (8-20 digit combination of numbers and letters); Customers may irregularly modify the password according to the actual needs.

3. Please customize the reserved information in time, and the customer can choose to use BOC e-Message to receive tips promptly on online banking operation to manage your account and improve your online banking security.

Article 5  When customers enroll for Online Banking Personal service, all of your linked accounts in your telephone banking profile will be linked automatically to your Online Banking account. If you no longer want to access any of your linked accounts through Online Banking, you can unlink them by going to: Personal Setting -> Account Maintenance. And you can also link any accounts through Online Banking self-service.
Article 6  A customer may apply for one authentication tool or authentication tool portfolio according to his/her need. A customer who has applied for a certification must use the identity certification tool, user name and logon password to enter the online banking system. Moreover, a customer may select to activate the SMS transaction code authentication to strengthen the safety of fund and transaction. Rules for SMS transaction code is  following:
1. The verification service of SMS TRANSACTION CODE of the Bank of China is a transaction confirmation method combined with verification through SMS provided by the Bank to a customer during the confirmation process of the transactions such as transfer to others and e-payment by a customer via the Username、Password and E-Token. After activation, the Bank will trigger the amount in accordance with the services predefined and provide additional ID verification services as to the transactions over the trigger amount. The trigger amount of service set by A customer shall be smaller than that by the system default; if A customer does not set the trigger amount after activating the service or the trigger amount is left blank, the trigger amount will be set as the system default.
2. A customer applies for the SMS TRANSACTION CODE service provided by the Bank of his/her own accord. The customers of E-Token of the Bank of China can apply for the SMS TRANSACTION CODE verification service in the outlets of the Bank or self-service via Online Banking. After activation, if the remittance and transfer or online payment transaction amount exceeds the set trigger limit, the transaction can only be completed through mobile phone transaction code. The transactions required mobile phone transaction code include intra-bank transfer (including non-linked credit card repayment, initiative collection and personal-to-corporate transfer), domestic inter-bank transfer, cross-border remittance, and E-payment.
3. The customer shall reserve the mobile phone number in line with the sending manner of the specific service and ensure the accuracy of the reserved information. The Bank will assume no responsibility over any loss from the failure to receive the SMS due to the incompleteness or incorrectness of the reserved information of the customer. The customer shall make timely modification in the outlets of the Bank if his/her mobile phone number is changed; A customer will take full responsibility over any loss due to the failure to receive the SMS of SMS TRANSACTION CODE verification service. 

4. A customer shall check the transaction information on the mobile phone against the current transaction, and confirm the transaction provided no mistake thereof. Otherwise, the customer will bear full responsibility if any loss occurs. 

5. The Bank shall charge some fees over some services during the SMS TRANSACTION CODE verification service, which would be clearly indicated in the obvious position on the related page. If a customer chooses the paid services, the Bank will charge the customer in accordance with the charging standard publicly notified.

6. The Bank will hold no liability for any failure of transactions and consequences herewith due to force majeure and the other non-bank reasons (such as the customer’s mobile number is incorrect or invalid, mobile phone power failure, charge overdue, no service coverage and so on). 

7. A customer has the right to terminate the SMS TRANSACTION CODE verification service. In such case, the customer would go to the outlets of the Bank to cancel the service.

8. The Bank is entitled to update or adjust the service regulations of the SMS TRANSACTION CODE verification service to meet the development of the service, of which the customer shall be informed in appropriate ways such as notices on the website （http://www.boc.cn）and transaction tips. A customer shall use the service in accordance with the latest functions or transaction rules.

9. The Bank shall keep the mobile phone number of a customer as confidential information, except otherwise regulated by the State laws and regulations.

Article 7  The identity certification tool used by a personal customer to access the online banking system shall be independent from (i.e. shall not be shared with) that used by him as an operator of a corporate customer.

Article 8  An online banking customer of BOC shall maintain the password and identity authentification tool in a safe and confidential manner, including but not limited to:

1. Avoid writing down or recording the password in such a way that other people may be easily figure out;

2. Avoid disclosing the password to any other person, including staff of BOC (in operations, BOC staff can not and does not need to know customer’s passwords);

3. Destroy the password envelop or other password-related notices immediately after accessing to the online bank services for the first time;

4. Avoid using the easy-to-guess passwords (such as, birth day, telephone number, other personal information, or regular combination of numbers or letters), or the password relating to a third party (such as the same password with that of E-mail);

5. Avoid storing the password on any software that saves the password automatically (such as the windows which promoting “save password” on the computer screens or similar functions of internet browser);

6. Change the password regularly or periodically, and avoid using two passwords alternatively;

7. Avoid sending the online banking account number and password through e-mails or short message.
8. Avoid telling the dynamic password to anyone else.

9. Once receiving strange telephone, SMS or online transaction information, please do not listen to or believe it, and do not transfer or make remittance. Please call 110 for enquiry, reporting or police if any doubts to prevent the fraud.

10. The customer shall verify it after receiving the collection instruction from online banking, earnestly check the important information including payee’s name, account, mobile phone number, payment amount and currency and pay it after verification.
Article 9  Where a customer enters wrong username, passwords, e-Token dynamic password、mobile phone transaction code for 5 consecutive times a day, BOC will temporarily lock up his/her online banking account on the day and BOC will unlock the account automatically the next day or the customer shall reset his/her password by presenting his/her valid identity certificate to a counter of their opening bank on the day. Where a customer fails to authenticate the username or password or e-Token dynamic password、mobile phone transaction code for 15 consecutive times accumulatively, Bank of China will temporarily stop his/her transaction qualification, and the customer shall reset the password, unlock or apply for a new authentication tool by presenting his/her valid identity certificate and the locked authentification tool to a counter of their opening bank. The customer may continue handling transactions at the outlet counters when his/her qualification for online banking transaction is temporarily stopped. 

Article 10  The system sets different limits according to the specific certification. A customer may set a transaction limit lower than the system limit via BOC online banking system. Please refer to the following table for the current limits set by the system (in RMB): 

	Personal Wealthy-management Version Service Scope and  Transaction Limits 

	Transaction
	Authentification tool
	Upper limit of a single transaction
	Accumulative amount per day

	Remittance and account transfer among linked accounts
	Dynamic password 
e-Token
	RMB 10,000,000
	RMB 100,000,000

	Transfer to non-linked accounts opened with BOC
	Dynamic password
e-Token
	RMB 1,000,000
	RMB 2,000,000



	Personal-to-corporate transfer
	Dynamic password 
e-Token
	RMB 1,000,000
	

	Non-linked credit card payment
	Dynamic password 
e-Token
	RMB 1,000,000
	

	Initiative collection
	Dynamic password 
e-Token
	RMB 1,000,000
	

	Transfer to accounts opened with the other bank
	Dynamic password 
e-Token
	RMB 1,000,000
	RMB 2,000,000

	Personal time deposit
	Dynamic password 
e-Token
	RMB 50,000,000
	RMB 100,000,000

	Cross-border remittance
	Dynamic password 
e-Token
	RMB 350,000
	RMB 350,000

	Fee payment service
	Dynamic password 
e-Token
	RMB 400,000
	RMB 400,000

	Foreign exchange transaction
	Dynamic password 
e-Token
	RMB 50,000,000
	-

	Gold transaction
	Dynamic password 
e-Token
	RMB 50,000,000
	-

	Fund transaction
	Dynamic password 
e-Token
	RMB 50,000,000
	-

	Trade of book-entry treasure bonds
	Dynamic password 
e-Token
	RMB 50,000,000
	-

	Third party custody
	Dynamic password 
e-Token
	RMB 50,000,000
	-

	Bank securities fund transaction for B shares
	Dynamic password 
e-Token
	RMB 50,000,000
	-

	Precious metals agency transaction
	Dynamic password 
e-Token
	RMB 50,000,000
	

	Bank-futures account transfer
	Dynamic password 
e-Token
	RMB 50,000,000
	RMB 2,000,000,000

	E－payment
	Dynamic password 
e-Token
	RMB 50,000
	RMB 100,000

	BOC Wealthy Management Plan
	Dynamic password 
e-Token
	RMB 50,000,000
	 

	Structural wealthy management
	Dynamic password 
e-Token
	RMB 50,000,000
	 

	*Individual settlement and sales of foreign exchange
	Dynamic password 
e-Token
	　RMB 350,000
	　RMB 350,000

	Interbank interlinked services—Transfer to accounts opened with the other bank
	Dynamic password 
e-Token
	RMB 50,000
	RMB 1,000,000

	Interbank interlinked services—contract for agreed payment
	Dynamic password 
e-Token
	RMB 50,000
	RMB 100,000

	Interbank interlinked services—Credit card repayment
	Dynamic password 
e-Token
	RMB 50,000
	-


	VIP Version Service Scope and Transaction Limits 

	Transaction
	Authentification tool
	Upper limit of a single transaction
	Accumulative amount per day

	Remittance and account transfer among linked accounts
	Dynamic password 
e-Token
	RMB 100,000,000
	RMB 1000,000,000

	Transfer to non-linked accounts opened with BOC
	Dynamic password
e-Token
	RMB 50,000,000
	RMB 100,000,000

	Personal-to-corporate transfer
	Dynamic password 
e-Token
	RMB 50,000,000
	

	Non-linked credit card payment
	Dynamic password 
e-Token
	RMB 50,000,000
	

	Initiative collection
	Dynamic password 
e-Token
	RMB 50,000,000
	

	Transfer to accounts opened with the other bank
	Dynamic password 
e-Token
	RMB 10,000,000
	RMB 50,000,000

	Personal time deposit
	Dynamic password 
e-Token
	RMB 100,000,000
	RMB 1,000,000,000

	Cross-border remittance
	Dynamic password 
e-Token
	RMB 350,000
	RMB 350,000

	Fee payment service
	Dynamic password 
e-Token
	RMB 400,000
	RMB 400,000

	Foreign exchange transaction
	Dynamic password 
e-Token
	RMB 100,000,000
	-

	Gold transaction
	Dynamic password 
e-Token
	RMB 100,000,000
	-

	Fund transaction
	Dynamic password 
e-Token
	RMB 100,000,000
	-

	Trade of book-entry treasure bonds
	Dynamic password 
e-Token
	RMB 100,000,000
	-

	Third party custody
	Dynamic password 
e-Token
	RMB 100,000,000
	-

	Bank-securities fund transaction for B shares
	Dynamic password 
e-Token
	RMB 100,000,000
	-

	Precious metals agency transaction
	Dynamic password 
e-Token
	RMB 100,000,000
	

	Bank-futures account transfer
	Dynamic password 
e-Token
	RMB 100,000,000
	RMB 2,000,000,000

	E－payment
	Dynamic password 
e-Token
	RMB 50,000
	RMB 100,000

	BOC Wealthy Management Plan
	Dynamic password 
e-Token
	RMB 100,000,000
	 

	Structural wealthy management
	Dynamic password 
e-Token
	RMB 100,000,000
	 

	*Individual settlement and sales of foreign exchange
	Dynamic password 
e-Token
	　RMB 350,000
	　RMB 350,000

	Interbank interlinked services—Transfer to accounts opened with the other bank
	Dynamic password 
e-Token
	RMB 50,000
	RMB 2,000,000

	Interbank interlinked services—contract for agreed payment
	Dynamic password 
e-Token
	RMB 50,000
	RMB 200,000

	Interbank interlinked services—Credit card repayment
	Dynamic password 
e-Token
	RMB 50,000
	-


NOTE:

1. For Great Wall Quasi Credit Card, there is an additional transaction limit (for both single transaction & cumulative amount per day) of RMB500,000 set by the Credit Card Issuer system.

2. The limit of E-payment Transaction will be different based on specific online merchants and card types(Debit Card, Quasi Credit Card, BOC Credit Card etc.), please refer to the public notices of online  merchants.

3. The limit of E-payment Transaction will be set differently according to the different e-payment by different branch. Please read the public notices of the branch or system information for details.

4.The limit of futures-bank transfer Transaction will be set differently by different futures company. Please contact your futures company for details.

5. The limit of individual settlement and sales of foreign exchange is set by a fixed foreign exchange rate USD1=RMB7 and only used as a reference. Any user of individual settlement and sales of foreign exchange of online banking shall pursuant to the limit of USD50,000 per head per annum by the State Administration of Foreign Exchange.
6. According to the current provisions of State Administration of Foreign Exchange, the daily accumulative foreign remittance below USD50,000 can be handled directly by the online banking, and the remittance over USD50,000 needs to be handled at the counter with certificates. The limit of cross-border outward remittance is set by a fixed foreign exchange rate USD1=RMB7 and only used as a reference. Any user of cross-border outward remittance shall pursuant to the limit regulated by the State Administration of Foreign Exchange.
7、The SMS transaction code trigger limit of Personal Wealthy-management Version and VIP Version transaction Transfer to non-linked accounts opened with BOC、Transfer to accounts opened with the other bank、and Cross-border remittance is RMB50,000;The SMS transaction code trigger limit of  E－payment transaction is RMB500.Customer can set the the SMS transaction code trigger limit ,but it shall be equal or less than the default upper limit.
Article 11  A customer shall make sure logging on the correct website of BOC (http://www.boc.cn). Customers are advised to directly input this website into the browser or add it to their favorites, and avoid visiting BOC web through email or hyperlinks. BOC offers its customers with reserved information authentification service to help customers to identify the false websites. It is suggested that customers customized  the reserved information immediately after firstly using the online banking services, and do not provide the reserved information to the inquiries of any other person, other websites, telephones or short  messages, expect when making transactions in BOC.

Article 12  Customers shall ensure a secure computer environment and safe information saved in the computer systems and communication systems when making use of the online banking services. Please download and install the controls provided by BOC for protecting the security of client, regularly download and install the latest security programs or patches for the operating system and browser, install firewall, install and update the anti-virus software. 

Article 13  Customers using the online banking services of BOC shall pay service fees as per the criteria formulated by BOC. Except as otherwise expressly granted herein, the service fees of BOC Online Banking Personal Service will be deducted from the registered account generally, and the remittance charge will be deducted from the payer’s account directly.

Article 14  Customers who apply for online services including Bank-futures account transfer, B shares and third party custody should register for such services at business outlet of BOC firstly. Where customers make businesses including foreign exchange transaction, treasury bond transaction, gold transaction, third party custody, individual settlement and sales of Foreign exchange and bank-futures account transfer via online banking system of BOC, he/she shall abide by the applicable trading rules formulated by the corresponding management institutions, and shall sign a supplementary agreement with BOC through the Internet and confirm the agreement with dynamic password.

Article 15  BOC will publish an announcement in advance to remind its customers before upgrading of the website or online banking system. Customers shall use other channels such as counter service or telephone banking to complete the transactions, in case the online banking service is suspended due to service upgrade or is not available resulted from Force Majeure. 

Article 16  The interpretation and amendment rights of the Rules shall be vested with BOC. 
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