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Payment card processing by University departments shall comply with the Payment Card Industry Data Security Standard (PCIDSS).  All University departments or units accepting payments via debit or credit card, in support of their operations or activities, must be approved through the Office of the Controller.
The Payment Card Industry Data Security Standards (PCI DSS) is a set of comprehensive requirements developed by the major credit card companies to protect sensitive cardholder information.  All merchants/Departments are subject to compliance with these regulations.  For additional information please visit https://www.pcisecuritystandards.org/.
As part of an effort to ensure compliance at FIU, the Office of the Controller and University Technology Services are working to develop written policies and procedures to comply with PCI DSS rules and regulations.   Once the policy and procedures are finalized, they will be shared with the University community. 
PCI DSS is comprised of 12 security requirements (grouped in six goals) as listed below: 

Build and Maintain a Secure Network
Requirement 1: Install and maintain a firewall configuration to protect cardholder data
Requirement 2: Do not use vendor-supplied defaults for system passwords and other security parameters 

Protect Cardholder Data

Requirement 3: Protect stored cardholder data
Requirement 4: Encrypt transmission of cardholder data across open, public networks 

Maintain a Vulnerability Management Program
Requirement 5: Use and regularly update anti-virus software
Requirement 6: Develop and maintain secure systems and applications 

Implement Strong Access Control Measures
Requirement 7: Restrict access to cardholder data by business need-to-know
Requirement 8: Assign a unique ID to each person with computer access
Requirement 9: Restrict physical access to cardholder data

Regularly Monitor and Test Networks
Requirement 10: Track and monitor all access to network resources and cardholder data
Requirement 11: Regularly test security systems and processes

Maintain an Information Security Policy
Requirement 12: Maintain a policy that addresses information security 
Areas of Concern
Storing Sensitive Cardholder Data

PCI DSS aims to protect sensitive payment card data.  The unique payment card number (credit or debit card) that identifies the cardholder account should not be stored (in writing, on a computer, etc) in its entirety.   Do not store the card verification code/value/PIN normally printed on the front or back of the card. As a best business practice, do not request customers to mail or fax credit card numbers.  In the event that a fax is necessary, ensure that the fax machine is in a secure location and accessible to only those employees responsible for processing payment cards.  In addition, ensure that the sensitive cardholder data is either truncated or shredded upon processing.
Third Party Processors
Departments using a third party processor for online merchant accounts must ensure that the vendor is PCI DSS compliant and approved by the Division of Information Technology.  Agreements must be reviewed and approved by the Office of the General Counsel and Purchasing Department.  A written agreement should be maintained, which includes a written acknowledgement that the service providers are responsible for the security of cardholder data that they possess.
Software for Internet Locations
Departments should purchase software for the use of payment card processing after obtaining approval from the Division of Information Technology and the Purchasing Department.  Such procedure will ensure that the terms and conditions of the contract are reviewed and approved.

Maintain a Current Privacy Policy

Departments accepting payments over the internet are required to maintain a current privacy policy that delineates how information collected from consumers will be used.  This policy should be approved by General Counsel.
Maintain a Current Refund Policy

Departments accepting payments over the internet are required to maintain a current refund policy that delineates how and if refunds are processed.  This policy should be approved by General Counsel.
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