e-Commerce Year One

Angela Gilmore

Payment Systems

Most forms of e-Commerce, by their nature, require payments to be made in return for the goods and services that they provide.  Most e-commerce sites accept payment by credit or debit cards however prepay smart cards and electronic bill payment are other alternatives that are becoming more popular.

Internet Merchant Accounts
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Payment systems can be integrated into e-commerce sites in a number of ways.  One simple method is for the e-business to collect and calculate the data from the shopping basket so that when the customer selects the checkout button the total amount is sent to a payment gateway.  A secure server at the bank’s end of the gateway will then deal with the payment and take care of the security issues.  
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In this way the e-business has no dealings or knowledge of the customer’s credit card details as it receives payment directly from the bank.  The main drawback of this approach is that the customer will be aware that the transaction is being performed by a third party, even if the payment gateway is customised to look like the e-business’ site.  

This method is known as an Internet Merchant Account and is used by some very successful e-businesses. A number of banks including WorldPay offer a scheme that works in this way.  

WorldPay
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Adding Value Fare Discounts

Octopus Card

Get on board with the Octopus

Hong Kong public transpart has a worldwide reputation for quality, efficiency and
innovation. So when smart card technology was sufficiently developed, most of the
major transpoart operators in Hong Kong formed a company to co-ordinate the
design and purchase of a smart card ticketing system which would be used by all
operators. For customer convenience the system uses only one ticket which is
called the Octopus card.

Octopus is the "touch and go" electronic payment system. Each card contains a

huilt-in microchip which contains the owner's payment information. You simply "beep” your Octopus card on a
reader and the carrect amount will be deduced from your card automatically. Octopus cards can he used in over 80
service providers in transport and nan-transport sectars. For details, you can visitthe Octopus Cards Limited

wehsite.

Taking an Octopus on Citybus
All Citybus huses are equipped with Octopus equipment and customers can now use their Octopus card for fare

payment on all routes (except route 629 & 630). This means thatyou no longer need to carry loose change for your
hus journeys, instead one ticket is all you need.

You can also enjoy several fare discounts by using Octopus Card when travelling on the designated routes, please
visit Fare Discount section for details.

CITYBUS 7 &

Copyright (c) Citybus Limited, Hong Kong [2002]. All Rights Reserved. Privacy Policy Terms of Use

FIGURE 11-7 Octopus smart card information on the Hong Kong Citybus site



Worldpay offer their customers an Internet Merchant Account with Payment Processing in one package.  They state that this is perfect for small and start-up businesses who may struggle to get an Internet Merchant Account from their bank and for those who want to accept multiple currencies.  They approve over 90% of applications and can have a business trading in just 7-10 days.

Their Internet Merchant Account offers the following functions:-
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Accepting Payments – a wide variety of card types are accepted and the system will integrate with the companies existing inventory systems.  The company can choose to have the payments processed in real time or deferred to allow orders to be reviewed before payment is sought

· Multiple Currencies – payment will be accepted in up to 144 different currencies and the payment language can be customized to match the language(s) of the organizations web site.  The currency to be paid into the bank can also be selected.
· Secure Processing – the system is very secure with remote data storage, state of the art encryption techniques and constant security and payment enhancements being made.  Card and account details are captured on secure servers and payment processing supports internationally recognized security checks.  Fraud prevention is also included.
· Shopping Cart Integration – the WorldPay payment system will integrate seamlessly with a wide selection of the leading shopping carts 
· Management System – the system includes a service that allows the organization to review, control and report on the payment, settlement and anti fraud information that is processed.

· Optional Functions – additional features, at additional costs, are also available including

· Internet Terminal – for a £100 set up fee this system will also accept payments by phone, fax and e-mail
· Repeat Billing – for a £100 set up fee the system will allow payments in installments and by subscription offering the customer direct debit and standing order style arrangements
· Fraud Prevention – additional and more robust fraud protection techniques can be purchased
· Shopping Cart and Hosting Account – more complex integrated solutions can also be purchased

WorldPay’s charges are as follows:-

· Set up Fee - £200

· Monthly Fee - £30 per month

· Credit Card Charges – 3.75%-4.5% (fees and processing)

· UK Debit Card Charges - £0.45-£0.50 (fees and processing)

Full Merchant Account
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Other e-commerce websites use a full merchant system where they take full responsibility for:-

· The shopping basket facility

· All payments made on the site

· Storage of credit card details

· SSL/TLS security

Another method that can be used is a Full Merchant system.  With a full merchant system, when a payment is made by the customer the e-commerce site sends a request for authorization to a payment gateway which will return either an authorization code or a rejection.  On a regular basis the card payments are forwarded to the business’ bank for payment.  The bank will collect the payments from the cardholders’ banks and forward payment to the company minus commission and any chargebacks (refunds owed to the customer due to disputes).  
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Electronic Cash

Electronic cash is a term that describes any value storage and exchange system created by a private entity that:

· Does not use paper documents or coins

· Can serve as a substitute for government-issued physical currency

It is attractive in two arenas:

· Sale of goods and services of less than $10

· Sale of goods and services to those without credit cards
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Electronic cash relies on the idea of online cash storage.  Using this method a trusted third party is involved in all transfers of electronic cash and they hold the consumers’ cash accounts.

Electronic cash has some advantages. Transactions are more efficient and the transfer of e-cash on the Internet costs less than processing credit card transactions.  It is also portable, anonymous and suitable for international transactions. 
There are also disadvantages in using e-cash as its use provides no audit trail, it is susceptible to forgery and the problem of money laundering arises.

e-cash solutions are offered by:- 

· CheckFree

· Largest online bill processor in the world

· Provides online payment processing services  

· Clickshare

· An electronic cash system aimed at magazine and newspaper publishers
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PayPal

PayPal is an Internet business which allows the transfer of money between email users and merchants.  In some ways it is almost a cross between e-cash and an internet merchant account.  It was founded in December 1998 by Peter Thiel and Max Levchin in Silicon Valley, California although nowadays its headquarters are located in San Jose.  In October 2002 PayPal was acquired by eBay. 

With PayPal, you have an online account that makes it easy to send money from a variety of sources (like your credit card or bank account) to a variety of recipients (such as an online store or your landlord) – without sharing your financial information.”   So the online store or your landlord never sees your credit card number or banking information.

PayPal operates in 57 countries.  In February 2006 PayPal declared that it reached 100 million accounts. Today PayPal processes an average of 1017€ in total payment volume every second.  PayPal supports payments in U.S. Dollars, Canadian Dollars, Australian Dollars, Euros, Pounds, Japanese Yen and Chinese Renminbi.
PayPal is not a bank but considered a money service – a company that offers e-cash.  PayPal works as an extra layer -  as a security feature, because everyone's information, including credit card numbers, bank account numbers and address, stay with PayPal. With other online transactions, that information is transmitted from the buyer to the merchant to the credit card processor. 
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All the money held in PayPal accounts is placed into one or more bank accounts, where PayPal collects interest. A basic PayPal account (Personal) is free. User can send funds to anyone with an e-mail address, whether or not they have a PayPal account. They'll get a message from PayPal about the funds, and then they just have to sign up for their own account.
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Signing up for PayPal is quick and doesn't even require that the user enters any bank account information … although a checking account or credit card is required to use many of PayPal's features. 
Websites can integrate PayPal into their webpages.  Sellers can build buttons that buyers click to complete payment.  Sellers create their criteria for each button (cost, shipping charges, etc.) and PayPal generates the appropriate HTML
There are three types of account with PayPal:-

· Account types:
· Personal – suitable for occasional online purchases
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Premier 
- suitable for business owners
· Business

PayPal allows businesses to:-

· Accept instant, secure payments from anyone with a credit card* or checking account, and an email address. (*Receiving credit card payments is a feature for Business and Premier accounts.) 
· Sell via auctions, websites, marketplaces or email 
· Have no set up or monthly fees
· Enjoy low transaction fees - 2.9% + £0.30 per transaction
· Instant availability of funds 
· Proven fraud and chargeback protection 
· Reliable customer service 
· Buy and Sell globally with PayPal's Multiple Currencies feature. Make or accept payments in U.S. Dollars, Canadian Dollars, Euros, Pounds Sterling and Yen. 
· Convenient HTML interface for simple site integration 
· Trusted by over 3 million businesses 
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Advantages
· Transfer: Send and Receive is handled in different actions

· Money that is transmitted is split into different bank accounts

· Fast & Easy Transfers
· 25 million people have PayPal accounts
Disadvantages

· Customers need to leave the merchant web site to complete the transaction. This can be seen as unprofessional and also confusing to the user. 
· A long and confusing Terms of Service Agreement that tricks users into giving up both their rights to sue the company and their protections under credit card laws 
· Rude customer service representatives 
· Poor hiring practices that have led to a number of scams committed as "inside jobs" 
· You do not have the flexibility that you may need for things like shipping charges, design, reporting and handling returns. 

· PayPal is available to people in 45 countries only 
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PayPal is a fast, easy and secure way to transact internationally.  It works well for eBay or for websites.  The fees are competitive with merchant processing accounts and it offers currency conversion between any of six currencies within the PayPal system.
Smart Cards

Smart cards are stored-value cards which can hold private user data, such as financial facts.  They can store about 100 times more information than a magnetic strip plastic card and are generally considered safer than conventional credit cards.  

The Smart Card Alliance:

· Promotes the benefits of smart cards
· Promotes widespread acceptance of multiple-application smart card technology
· Members include companies in banking, financial services, computer technology, and healthcare
· Promotes compatibility among smart cards, card reader devices, and applications

eCharge
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eCharge is based on the idea of making purchases via mobiles phones and uses phone accounts to pay merchant bills.  The customer can buy goods by choosing eCharge and it then dials and connects to special number.  This method uses proprietary security including Caller ID but it is mainly available in the United States and has not really taken off in the UK.
More information on a number of these techniques is available at the following websites:-

www.nochex.com
www.worldpay.com
www.paypal.com/uk/cgi-bin/webscr?cmd=_merchant-outside
Task 

A local company called Loughshore Crafts want you to recommend a suitable payments system for their small business.  

You should produce a report that compares the use of PayPal as a payment system with the service provided by one other system of your choice.  As Loughshore Crafts has not yet established their website they have no shopping cart software and they want a secure and easy to use solution.
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