To:                   Faculty and Staff

From:               Stephen D. Carter, Chief Financial Officer

Subj:                Data Security

Date:                June 4, 2008

As you have no doubt seen on the news or read in newspapers lately, theft of data has become an increasing problem.  Phillips Academy has been reviewing its practices relating to data security and protection of any personally-identifiable information of our many user groups; applicants, students, employees, alumni, customers, etc.  As a result, we have identified a number of areas where we can take steps to improve our data security practices.

One of the first steps we have taken is the purchase and testing of a means of encrypting the data stored on mobile devices such as laptop computers.  We are now ready to deploy this technology to end users.  We intend to deploy this technology to various departments over the next few months and wanted you to be aware that staff from the technology department will be contacting you to schedule implementation of this software.  The software will be deployed first to departments who are on the road a significant portion of the time, such as OAR and Admission, and to devices that contain sensitive data such as those used by financial and human resources employees.  

The next initiative that will be undertaken is a data inventory and classification project.  This will be a large-scale effort to identify the various types of data that are being collected and stored by departments across campus.  The inventory is the first step in making sure we are adequately protecting sensitive data.  There are laws regulating the storage of personally-identifiable data and reporting requirements in the event of a breach of such data and we are taking steps to ensure that we are in compliance with all such requirements.  Phillips Academy takes its obligation to protect sensitive data very seriously and part of that responsibility involves being fully aware of the types of data being solicited and stored.  We expect that a data security vendor will be assisting in these efforts, but I wanted to make sure you were aware that these efforts are underway.  

In the meantime, please take a minute to look over any forms you might be using to see if you are asking for information such as social security number, credit card number, drivers license number, passport number and/or date of birth, and then ask yourself if you really need that data.  If you have forms that request such information, please review your security practices with Maureen Nunez, x4105, to ensure that all necessary precautions are in place.  

We are very aware of the prevalence of identity theft and want to make sure that Phillips Academy is taking all appropriate steps to protect the data we collect and store.  If you have any questions or concerns about data security, please contact my office, the risk management office or the technology department.  Thank you for your assistance with these important initiatives.

Pointsec PC Full Disk Encryption 

User Impact Statement
Once a disk has been encrypted and designated for one specific user, there are 3 points of impact.
1. You will be prompted with the Pointsec login (see image below) each time you turn on your computer. 

2. Your computer will go into a locked state and require you to login again if there is no keyboard or mouse activity on your computer for 20 minutes. 

3. You are the only one that can log into your computer, unless you (or the other user) contact the helpdesk (x4357) for intervention. 
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