Privacy Audit Questionnaire Checklist

Background

The American Library Association strives to protect the privacy and confidentiality of its members and staff, and that of the general public, in all interactions and transactions.  

ALA is conducting a privacy audit to discover and examine its current policies and practices regarding the collection, storage, and use of data considered to be private or sensitive information by members, customers, staff members, the public, and the law.

The purpose of the audit is to evaluate ALA’s policies and practices of data collection, use, and storage and develop and recommend additional policies and procedures that will bring its handling of private or sensitive data into conformity with both the law and the core values of the library and association professions.

Private and Confidential Information

Information can be both private and confidential.  For example, your performance evaluation form is private from almost everyone else in ALA.  It becomes confidential to those who have access to it, such as your immediate supervisor and Human Resources.

Most of the information ALA collects should be considered confidential.  Confidentiality exists when a unit is in possession of personally identifiable information about its staff, members, the public, and vendors, and keeps that information private on their behalf. Confidentiality is each unit’s responsibility. This responsibility is assumed when a unit collects information such as registration lists, social security numbers of speakers and award recipients, employee information (performance evaluations), home addresses, vendor information, and so forth.
How to Proceed

Begin your privacy audit by ascertaining what kinds of private information each person in your unit collects and who in your unit has access to it.  All other questions follow from determining these kinds of information and access points.

When in doubt about which information should be noted by your unit, note all information collected by your unit.  Chances are, it is private information to someone.

Privacy Audit Questionnaire Checklist

1. What kind of information is being collected?

( ALA Staff

Examples

· Employment Information (e.g., social security numbers, salary, etc.)

· Contact Information (e.g., home addresses, home telephone numbers, etc.)

· Other

( Member

Examples

· Registration Information (e.g., home addresses, home telephone numbers, credit card numbers, etc.)

· Purchasing Information (e.g., credit card numbers)

· Speaker Information (e.g., social security numbers, etc.)

· Award Information (e.g., home addresses, home telephone numbers, social security numbers, etc.)

· Other
( Vendors/Public

· Registration Information (e.g., home addresses, home telephone numbers, credit card numbers, etc.)

· Financial Information (employee identification numbers, etc.)

· Speaker Information (e.g., social security numbers, etc.)

· Award Information (e.g., home addresses, home telephone numbers, social security numbers, etc.)

· Information collected from or about children under the age of 18

· Other

2. Why is the information being collected?

( ALA Staff
( Member

( Vendors/Public

3. Who is collecting this information? 

( ALA Staff
( Member

( Vendors/Public

4. Who else uses or has access to the information? 

( ALA Staff
( Member

( Vendors/Public

5. How is this information being kept, and for how long? 

( ALA Staff
( Member

( Vendors/Public

6. Where is this information being kept?

( ALA Staff
( Member

( Vendors/Public

7.
How is the information being used? 

( ALA Staff
( Member

( Vendors/Public

8.
How is the information secured?

( ALA Staff
( Member

( Vendors/Public
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