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Introduction


Americans are slowly waking to the realization that computers pose a threat to their privacy. Computers convert the most intimate of communications and activities – writing letters, speaking on the telephone, filling prescriptions, taking photographs – into electronic records that are easy to store and easy to access. Computerized surveillance technologies make it easy to track people’s movements and listen in on their private conversations. By networking computers and using them to exchange files at high speed, a company can aggregate electronic information about the private habits of computer users. We are uneasy about the motives of the companies gathering that information and the uses to which the information is being put. We fear for our privacy in cyberspace.

This presentation explores some of the privacy problems that arise on college and university campuses at the dawn of the digital millennium. It begins on a technological note by describing various ways in which advances in computer technology jeopardize the privacy rights of computer users and those whose movements are tracked by computers. Next, it defines privacy as a legal concept by examining the great Supreme Court landmarks on the constitutionally protected right of privacy. Third, the presentation examines the various ways – Constitutional, common law, and regulatory – in which privacy advocates seek to protect people’s privacy in the age of computer technology. Last, it turns to the nation’s college and university campuses. It describes efforts under way to address computer-related privacy concerns, and it touches upon some other, non-computer-related issues involving privacy rights on campus. 

I.  A Crash Course (no pun intended) on Digital Threats to Privacy

The last decade has witnessed an explosion in the amount of information available in digital form. As telephones are replaced by computerized telephony, analog television signals by digitized cable transmissions, letter writing by word processing, phonograph records by MP3 files, conventional film by camera diskettes and DVD disks, digitization has revolutionized the way we create and store words, pictures and sounds. Intimate communications that once vanished without a trace after they were uttered can now be recorded, stored inexpensively, and reproduced for audiences of thousands or even millions. Information technologies have spread into every facet of life, from the workplace to the marketplace to the home. “Exponential increases in computing power and dramatic decreases in the physical size and price of computers have created a frenzied cycle in which both individuals and organizations increasingly use computers, spawning phenomenal growth in and dependence on computer-based services, and resulting in greater demand for and use of computers.”

At just the moment when the amount of digitized information is exploding, information technology is growing faster, cheaper, and easier to use. Today, 50 percent of American homes have computers that can access the Internet, up from 45 percent a year ago and less than 15 percent in 1995. By the year 2003, 177 million Americans – two-thirds of the country’s population -- will be online. Global commerce via the Internet, which stood at $50 billion in 1998, more than doubled in 1999 to an estimated $111 billion, and will increase tenfold over the next three years to $1.3 trillion in 2003.
 The exponential growth in computer use is fueled by advances in the speed of computers, increased storage capacity, and improvements in interconnectivity technology. Twenty years ago, a computer with sufficient memory to store the contents of a small telephone book cost $10,000 and occupied a dedicated room. Today, a computer a thousand times more powerful costs less than $500 and fits into a shirt pocket. As one observer has noted:


The practical ability to create, manipulate, store, transmit, and link digital information is the single most influential innovation of the twentieth century. Computers and the networks that connect them have rapidly become a dominant force in business, government, education, recreation, and virtually all other aspects of society in the United States and throughout the world. … No form of communication other than face-to-face conversation and handwritten, hand-delivered messages escapes the reach of electronic information technologies. … [N]o communication that bridges geographic space or is accessible to more than a few people exists today without some electronic component. And the dominance of electronic communication is growing at an astonishing pace.

The proliferation of computers, our growing dependence on them to perform work- and household-related tasks, and the ease and low cost with which data about our computer utilization can be collected and shared with third parties have prompted growing concern about the privacy rights of computer users. As noted privacy advocate Marc Rotenberg observed, “privacy will be to the information economy of the next century what consumer protection and environmental concerns have been to the industrial society of the 20th century.”

Privacy advocates identify two distinct kinds of threats associated with computer technology: loss of control over personally identifiable data, and loss of personal privacy through intrusive surveillance technologies. 

Concerns about unauthorized access to records in computerized databases. Individual computer users are increasingly unable to control personally identifiable information about themselves once such information is stored in computerized databases. It may be information a person knowingly discloses but does not expect to be used for other purposes without permission (for example, information about a customer’s purchases at a Website that may be used by the operator of the site to market other products to that same customer). Or it may be information a computer user unwittingly reveals simply as a byproduct of using a particular technology (for example, the kind of information a company that maintains a Website can collect through “cookies” or other forms of electronic tracers, information such as a potential customer’s e-mail address or the URLs of other Web pages the customer may have visited). Interactive computing inevitably requires users to reveal personally identiable information about themselves – their e-mail addresses if they expect to receive a response, their credit card numbers if they make a purchase, their fingerprints or photograph if they seek admittance to a secured area. Users are usually willing to provide this information as long as they understand the purpose for which it is sought and the limitations on the uses that will be made of it when it is in someone else’s custody. It is the unauthorized use of personal information – the surrender of ultimate control over personal data – that galls us and gives rise to privacy concerns.

As more data are collected in digital format, and as digital information becomes easier and cheaper to store, others know more about us than ever before. As long ago as 1994, computers in the United States held more than 5 billion records containing personal information about people – 20 records for every man, woman, and child in the country. One industry alone – the credit reporting industry – maintained 400 million credit files, which were updated at the rate of more than 2 billion entries every month and used to process more than a million credit applications every day. As chronicled in a cover story that appeared in Time Magazine in 1997, the amount of information routinely collected about people and stored in computers is startling and disturbing:

· Every time a person uses an automated teller machine at a bank, the bank records details about the time, date, and nature of the transaction. At many ATMs, video cameras take pictures of customers. The pictures are digitized and stored along with the transaction record.

· As part of employer-sponsored health insurance plans, many companies provide prescription drug cards to their employees. When employees use their cards to purchase prescription medication, a record of the transaction showing the name of the employee and the prescription drug is generated and stored in the plan manager’s database. According to a recent survey, one-third of all Fortune 500 companies routinely access the prescription drug records of employees and make employment-related decisions based on those purchases. Through the prescription drug subsidy, employers know which employees take prescription medication for HIV infection, emotional disorders, and many other diseases.

· Supermarkets that offer magnetically-coded discount cards use those cards to track and store records of their customers’ purchases. Those records are used to customize advertising and discount coupons to match the purchasing preferences of individual customers. Like almost all such records, they are also sold to other companies for mailing-list and marketing purposes.

· Every time a customer makes a telephone call or uses a credit card, an electronic record is created and stored. Those records are sold to companies that use them to tailor mailing lists for advertising purposes. They are also sold to private investigators and given to law enforcement agencies, which use them to track an individual’s private telephone calls and consumer purchases.

· Internet service providers like America Online assign a unique identifying stamp known as an Internet Protocol address (or “IP address”) to each subscriber’s account. When a customer accesses the World Wide Web through his or her Internet service provider, the customer leaves digital footprints that enable the ISP – or retailers who buy the information from the ISP – to trace the customer’s various destinations in cyberspace. Even if the customer seeks to conceal his or her identity, for example by using a pseudonymous e-mail address, it is relatively easy for the ISP to crack the alias using the customer’s IP address.

· Almost all e-commerce sites on the World Wide Web utilize “cookie” technology to learn basic information about people who visit their site, including Zip code, Internet service provider, what parts of the Web site are visited, and how long the visit lasts. Each visitor who purchases goods or services from the site is required to divulge other personal information, such as name, e-mail address, and credit card number. All this information is stored and used for marketing purposes.

· In many parts of the country, drivers pay tolls electronically by purchasing magnetic cards and placing them on the dashboards or fenders of their automobiles. Every time the driver passes through a toll booth, computers record the date and time. Those records can be sold to commercial businesses for targeted advertising or given to law enforcement agencies.

“The general public,” noted The Economist last year, “may be only vaguely aware of the mushrooming growth of information-gathering, but when they are offered a glimpse most people do not like what they see.”
 A survey conducted in 1998 by the Federal Trade Commission found that 80 percent of American computer users are worried about both the volume of information collected on their on-line habits and what happens to that information once it is stored in computer databases. Three years ago, in one of the first concerted campaigns against commercial exploitation of so-called aggregated databases, privacy advocates derailed plans by the large on-line research company Lexis-Nexis to offer subscribers access to an on-line database containing the names, addresses, social security numbers, and credit histories of more than 300 million individuals. Facing charges that the database violated federal laws prohibiting unuathorized disclosure of social security numbers, the company eventually abandoned its plan to market the database. More recently, a small software company in New Hampshire announced plans to purchase the digitized images of more than 20 million drivers’ license photographs from state departments of motor vehicles, which it then intended to resell to credit bureaus and check verification companies. The outpouring of criticism from angry computer users was so strong that three states eventually canceled sales and the company suspended its marketing plan.
 

Surveillance concerns. Computers are increasingly used to track people’s movements, both in cyberspace and in real space. Intrusive surveillance technologies compromise privacy rights in the more traditional geographic or spatial sense. “The paraphernalia of snooping,” to use The Economist’s term, enable third parties to monitor people’s movements and intercept their communications on a micro-scale that would have been unimaginable a decade ago. Privacy concerns arise from the unauthorized use of technologies to spy on people’s activities in the workplace, at home , and in cyberspace.

Surveillance technology is embedded in the software that runs our computers. Last year, two of the country’s largest technology companies, Intel and Microsoft, were criticized by privacy groups for offering new products – processing chips in Intel’s case, system software in Microsoft’s – containing embedded identification numbers that allowed users’ individual movements over the Internet to be tracked. At about the same time, a small software company called Andromedia introduced a new product that allows Web page retailers to watch the online shopping behavior of individual consumers in real time. Using the new software,

companies [can] see which items a customer inspects, puts in or removes from a shopping cart, and buys. … For example, a retailer might see that customers repeatedly put a certain item in their shopping carts, but remove it before heading to the check-out area. Site administrators could set up a rule in [the company’s] server to offer customers a 15% discount on that item whenever it is removed from a cart. “We’re starting to get into the heads of the shoppers because we’re tracking not only purchases but the events around the purchasers,” says Kathleen Hayes, director of business development at Andromedia.

Privacy advocates immediately objected: one critic “compare[d] the [new] technology to a salesperson who follows shoppers around a store watching everything they consider buying,” and asked, “if a shopper won’t allow someone to follow him around the store, why would he allow online marketers to observe him shopping online?”


Surveillance is not limited to the use people make of their computers in cyberspace. It has a real-space dimension too. A person who lives and works in a metropolitan area in the United States is photographed by surveillance cameras an average of twenty times per day. Cameras are everywhere – at highway interchanges, in the lobbies of apartment and office buildings, at entrances to parking lots, in stores, in banks, in elevators, and increasingly in the workplace.  In a 1997 survey, nearly two-thirds of 900 large companies surveyed admitted to engaging in some form of  electronic surveillance of their workers. Companies place surveillance cameras in restrooms, lounges, locker rooms, and other areas that raise substantial privacy concerns.
 

To the consternation of privacy advocates, advances in surveillance technology are finding their way into the marketplace. “Already,” reports The Economist, “tiny microphones are capable of recording whispered conversations from across the street. Conversations can even be monitored from the normally imperceptible vibrations of window glass.” Satellite images, once the exclusive province of the armed forces, are now manufactured commercially and sold to companies desiring to spy on their competitors. According to The Economist, “video cameras the size of a large wasp may some day be able to fly into a room, attach themselves to a wall or ceiling and record everything that goes on there.” Even more surreal are applications of the new science of “biometrics,” which uses technology to identify people from their voices, eyeballs, and genetic coding. While software manufactureres extol biometric applications as foolproof, cost-effective ways of allowing employees or credit-card users to identify themselves, privacy experts express anxiety over the “ever widening trail of electronic data” that will be kept on individuals and stored in computer memories in the future.

II.  From the 21st Century to the 19th: The Constitutional Right to Privacy


To protect against the formidable technology of 21st-century threats to privacy, litigants must rely on legal concepts that are distinctly 19th century in origin.


The Constitution of the United States does not use the word “privacy.” Although the Bill of Rights contains protections against government usurpation of other fundamental civil liberties, such as the right to freedom of speech, the right to freedom of religion, and the guarantee of due process, the right to privacy is not mentioned there or elsewhere in the Constitution. It was not until 1890 that legal scholars first attempted to articulate a fundamental civil liberty, the right of each individual “to determin[e], ordinarily, to what extent his thoughts, sentiments, and emotions shall be communicated to others,” a right scholars of the period referred to as “the right to privacy.”
 

It was not until three-quarters of a century later, in 1965, that the Supreme Court of the United States first recognized a constitutionally predicated right of privacy. In Griswold v. Connecticut, 381 U.S. 479 (1965), the medical director of Connecticut’s chapter of Planned Parenthood was convicted of violating a state criminal statute making it illegal to prescribe birth control pills or other contraceptive devices. The director’s defense was that he prescribed contraceptives to married persons only, and that married couples had a constitutionally protected right to be free from government interference in matters as fundamentally private as conception and reproduction. The Supreme Court, in a decision written by Justice William O. Douglas, struck down the Connecticut statute and declared broadly that individuals have a fundamental constitutional right that protects “the sanctity of a man’s home and the privacies of life.” 381 U.S. at 484, quoting Boyd v. U.S., 116 U.S. 616, 630 (1886). In one of the most famous passages in all of American constitutional law, Justice Douglas surmounted the practical problem of deriving a right to privacy from a Constitution that didn’t use the word by advancing the theory of “penumbral” rights, rights grounded, not in the literal words of the Bill of Rights, but in the “penumbras” – the shadows – “formed by emanations from those guarantees that help give them life and substance.” 381 U.S. at 484.


Griswold and a small number of Supreme Court cases decided in its wake stand for the proposition that the Constitution protects the privacy rights of individuals in matters relating to some – but not all – aspects of personal life. The right to privacy includes freedom of choice in matters relating to marriage,
 child bearing,
 and child rearing.
 But, as noted in one leading constitutional-law treatise, “the list of [privacy] rights which the Court has found to be fundamental … is not a long one.”
 It is restricted, by and large, to the most traditional of family functions -- marriage and parenthood – and carries with it the faintly anachronistic aroma of 19th-century notions of American family life. 

In fact, one of the striking features of Constitutional jurisprudence over the last two decades has been the Supreme Court’s consistent refusal to extend the Constitutional right of privacy into other, less traditional realms of intensely private human activity, despite repeated invitations from privacy-right proponents to do so. In case after case, the Court has refused to recognize a generalized right to privacy that goes beyond the narrow right of nuclear family members to make fundamental decisions about marriage and children. 

In the years immediately following Griswold, litigants pressed the argument that Justice Douglas’s penumbral right to privacy encompassed the general freedom to engage in consensual, private behavior involving no demonstrable harm to third parties. The argument went nowhere, and was rejected directly in Bowers v. Hardwick, 478 U.S. 186 (1986), when the Supreme Court upheld a state sodomy statute that criminalized consensual homosexual activity between adults in private:


We … register our disagreement … that the Court’s prior cases have construed the Constitution to confer a right of privacy that extends to homosexual sodomy and for all intents and purposes have decided this case. … [The Court’s prior privacy decisions] were described as dealing with child rearing and education; with family relationships; with procreation; with marriage; with contraception; and with abortion. … Accepting the decisions in these cases and the above description of them, we think it evident that none of the rights announced in those cases bears any resemblance to the claimed constitutional right of homosexuals to engage in acts of sodomy that is asserted in this case. No connection between family, marriage, or procreation on the one hand and homosexual activity on the other has been demonstrated, either by the Court of Appeals or by respondent. Moreover, any claim that these cases nevertheless stand for the proposition that any kind of private sexual conduct between consenting adults is constitutionally insulated from state proscription is unsupportable. Indeed, the Court … [has repeatedly] asserted that the privacy right, which the Griswold line of cases found to be one of the protections provided by the Due Process Clause, did not reach so far. [478 U.S. at 190-91; citations omitted.]


On other fronts too, privacy advocates have had little or no success persuading the Court to recognize a broad Constitutionally-based right to personal privacy. In a series of cases in the 1970’s and 1980’s, the Court refused repeated invitations to recognize privacy-based limitations on the government’s power to collect data on private individuals. In Whalen v. Roe, 429 U.S. 589 (1977), for example, litigants used privacy arguments in an attack on a New York anti-drug law that required physicians and pharmacists to forward information to state authorities when filling prescriptions for drugs containing narcotics. While observing that the reporting requirement posed a threat to individual privacy, the Court nevertheless upheld the statute on the ground that it furthered the legitimate state goal of controlling illegal drug distribution. In another case, this one involving an institution of higher education, the Court refused to quash a warrant allowing police officers to search the offices of a campus newspaper for potentially incriminating photographs and photographic negatives that could be used to glean the identity of students who had participated in a campus demonstration. Zurcher v. Stanford Daily, 436 U.S. 547 (1978). Finally, in a heart-wrenching case involving perhaps the most fundamental privacy right of all – the right to die -- the Court in Cruzan v. Director, Missouri Dep’t of Health, 497 U.S. 261 (1990), found it unnecessary to determine as a matter of Constitutional law whether an individual has a protected privacy right to refuse medical treatment, and instead ruled “vague[ly],” in the word of one distinguished commentator, that any right to reject medical treatment would have to be balanced against society’s interest in protecting the sanctity of human life.
 
In sum: The constitutional right of privacy derived from Justice Douglas’s tantalizing decision in Griswold appears, a third of a century later, to be limited in scope and lacking in persuasive power to a new generation of federal judges. It is not a concept that makes the transition easily to contemporary threats to privacy posed by computers, computerized surveillance technologies, and other defining characteristics of the digital age.

III.  Protecting Privacy in the Digital Age


If the concept of a wide-ranging constitutional right to privacy predicated on “penumbral” rights has proven inadequate to the realities of the technological age, it doesn’t follow that privacy advocates have no weapons at their disposal with which to defend the privacy rights of individual citizens. In this section, we consider three other approaches to the protection of privacy rights – one premised on the Constitution (the Fourth Amendment guarantee of protection against unreasonable searches), one derived from common law (the tort of invasion of privacy), and one just emerging from the nascent national and international law of information technology.

A. Search and Seizure Law

We spoke earlier of threats to physical privacy posed by surveillance technology. While no generalized right to privacy protects against intrusive surveillance, the Fourth Amendment guarantees an individual’s right to be “secure … against unreasonable searches and seizures,” and the Fourth Amendment has long provided protection against violations of individuals’ reasonable expectations of physical privacy.


Under the Fourth Amendment, searches cannot be conducted unless the state actor performing the search obtains a warrant upon a showing of probable cause that a crime has been committed.
 But in the context of an administrative search – in other words, a search undertaken, not to enforce criminal laws, but to assure compliance with institutional regulations, such as health codes, safety standards, or rules against drugs and alcohol – courts employ a balancing test under which the landlord’s interest in enforcing its standards is weighed against the intrusion on individual privacy interests.
 In general, courts have been sympathetic to claims that warrantless searches were necessitated by the imperative of enforcing institutional policies and standards, particularly drug and alcohol policies.

B.  Tort Actions for Invasion of Privacy

According to the facts alleged in the complaint in Doe v. High-Tech Institute, Inc., 972 P. 2d 1060 (Colo. App. 1998), John Doe enrolled in a medical assistant training program offered by a private institution in Colorado called Cambridge College. Shortly after the course began, Doe informed the instructor that he was HIV-positive and requested the instructor to treat the information as confidential. A short time later, the instructor informed the class that all students at Cambridge were required to be tested for German measles. Each student was given a consent form indicating that a blood sample would be drawn for the purpose of performing the German measles test. Doe signed the form. Without his knowledge, the instructor ordered the laboratory to test Doe’s blood sample for HIV. When the test returned a positive result, the laboratory reported Doe’s name and address to the Colorado Department of Health and Cambridge College, all as required under state law. Doe subsequently sued Cambridge for invasion of privacy.


Invasion of privacy, as the court observed in Doe, is the name given to a family of closely related common-law causes of action under the law of tort. A claim for invasion of privacy exists under any of the following circumstances:

· False publicity: If one is subject to publicity that places one in a false light in the public eye.

· Appropriation of name or likeness: If one’s name or likeness is appropriated without permission for another’s benefit.

· Public disclosure of private facts: If information or activities that one has held private are communicated or published to third parties.

· Intrusion upon seclusion: If private facts which would not otherwise be of legitimate concern to the public are disclosed in a manner that would be deemed highly offensive to a reasonable person.

A person has a privacy interest in his or her blood sample and in the medical information that can be obtained by testing it, and an institution of higher education that conducts unauthorized tests on blood samples or disseminates the results of unauthorized tests is liable for invasion of privacy. As the court continued in provocative dictum, the general tort of invasion of privacy would comprehend “repeated and harassing telephone calls, … [and] evesdropping by wiretapping,” among other forms of conduct. Doe, 972 P. 2d at 1067, citing W. Prosser & W. Keeton, Torts § 117 (5th ed. 1984).


As one expert on privacy law recently observed:

Surreptitious taping and filming present especially dicey situations. As the technology to miniaturize cameras, recorders and transmitters has become more affordable, predictions – or fears – of an explosion of litigation may be realized. But until courts decide more cases, the … limits are hard to discern.

So far, at least, courts have proven surprisingly resistant to claims by the victims of surreptitious recording that their privacy rights have been invaded. In Desnick v. American Broadcasting Cos., 44 F. 3d 1345 (7th Cir. 1995), for example, the ABC-TV investigative show Prime Time Live send bogus patients equipped with hidden cameras into an eye clinic to gather evidence of allegedly deceptive marketing practices. The court held that the clinic, by opening its office to anyone expressing a desire for ophthalmologic services, passively consented to the videotaping of professional (as opposed to personal) interactions with clinic staff, and could not for that reason sue ABC for invasion of privacy.

C.  The Nascent Effort to Protect Digital Privacy by Federal Regulation


Although the legally enforceable right to privacy originated in the United States more than thirty years ago in Griswold, the first and most comprehensive efforts to establish a legislative right of privacy were European. In Europe, legislation defines privacy as a fundamental civil right and protects citizens from unauthorized uses of electronic data. The first data protection statute was enacted by the German state of Hesse in 1970. Three years later, Sweden became the first country to adopt privacy protection legislation at the national level. In 1995, the Council of Ministers of the European Union adopted a sweeping directive on The Protection of Individuals with Regard to the Processing of Personal Data and on the Free Movement of Such Data. The EU Directive, which became effective on October 24, 1998, provides broad protections against unauthorized “processing of personal data,” a term inclusively defined to cover the collection and storage of any information relating to an identified or identifiable natural person. Declaring in its preamble that privacy is a basic human right, the EU Directive requires any company that collects personal data to inform subjects of the purposes for which the data will be used, and prohibits resale of data without the express permission of the individual data subject. The Directive holds companies strictly liable for unauthorized disclosure of personal data, and requires each member country in the European Union to designate a government agency with the power to investigate data processing that “poses specific risks to the rights and freedoms of individuals.” The EU approach to electronic privacy is frequently invoked by privacy advocates in the United States as an aspirational model; as one observer noted, “[it] is difficult to imagine a regulatory regime offering any greater protection to information privacy, or any greater contrast to U.S. law.”


The legal and political approach to privacy protection in this country is significantly different from the European model. In the United States, government agencies rely on the computer industry to police itself and -- in the past, at least -- have been reluctant to create privacy rights by statute or regulation. Reflecting the fact that political power is diffused in the United States among different branches of the federal government and between federal, state and local governments, regulatory efforts have until recently been fitful, uncoordinated, and largely ineffective in this country. At the federal level, Congress’s attention has focused on the federal government’s record access and safekeeping policies; the Privacy Act of 1974, for example, applies only to the recordkeeping practices of federal departments and agencies and does not reach any of the private-sector marketing or surveillance practices mentioned in Part I of this paper. American privacy activists often invoke the more protective European model as a goal worth striving for, and there are some indications that the federal government may be willing to play a more active role in the protection of privacy rights in the future.


Recently, in response to persistent advocacy by privacy groups, the U.S. Federal Trade Commission has shown interest in a more activist approach. Beginning in 1996, the FTC staff prepared a series of reports on privacy issues relating to the use of computers.
 In June, 1998, the Commission issued a report that castigated e-commerce companies for “fall[ing] far short of what is needed to protect consumers,” and told the online industry to make the case for effective self-regulation or face FTC rulemaking. Some attributed the FTC’s aggressiveness to signals that the EU would bar American e-commerce sites from soliciting customers in Europe unless the federal government took a tougher position on protecting online privacy – “a dispute,” the New York Times reported, “that threaten[s] to escalate into the first Internet trade war.”

Prodded by the FTC, the American computer industry made several efforts to forestall federal regulation by establishing industry standards protecting the privacy rights of computer users. In 1997, many of the country’s largest technology companies, including IBM, Compaq, Microsoft, and America Online, organized TRUSTe, a non-profit privacy initiative designed to enhance consumers’ confidence in the Web by awarding a “seal of approval” to sites that agreed to observe rudimentary privacy protections and post privacy policies on their Websites. The Better Business Bureau followed with a “seal of approval” program of its own.
 Although there is no legislative obligation to do so, most commercial Web sites today post privacy policies on their home pages. The typical privacy policy explains to visitors what personally identifiable information is gathered about them, what uses the host site makes of the information, and what steps visitors can take to restrict the dissemination of such information to third parties.
 

In 1998, shortly after the FTC issued its report on electronic privacy, many of the same companies that organized TRUSTe met in Washington to establish a lobbying organization to press the case for self-regulation. The Online Privacy Alliance, as the organization was christened, has become a major force in jawboning companies to post codified privacy policies on their Websites and to “foster consumer confidence by protecting personal privacy in cyberspace.”
 Notwithstanding the well publicized work of the Online Privacy Alliance and member companies, privacy advocates remain skeptical that self-regulation will work: “Poll after poll shows that people want legislation, not fine print, to protect privacy on the Internet,” said Marc Rotenberg, a well-known privacy advocate, in testimony before the House of two years ago.


Although electronic privacy concerns have been with us for a decade or longer, it is only in the last twelve months that the issue has emerged as a topic of sustained regulatory attention. One reason for the current level of interest in electronic privacy is the growth of e-commerce over the World Wide Web, which adds a disturbing digital dimension to all the questionable marketing practices we associate with older forms of commerce. Today, virtually every major retailer in the country operates a Web page and does significant business over the Internet. Aggressive marketing, junk mail, efforts by retailers to learn as much as possible about the shopping habits of their customers – not only do all of these practices lend themselves well to the world of e-commerce, but technology allows retailers to refine these practices and make them more intrusive. As the Web becomes more commercial, and as advertising emerges as the dominant way for on-line retailers to finance their Web pages, commercial Web sites use increasingly sophisticated software to track the browsing and purchasing habits of their customers. Many shoppers profess to be indifferent, seeing computerized marketing as just another form of aggressive advertising, the cyber-equivalent of pushy television commercials or telemarketing. But others are angered, particularly when technologies used to monitor and record shopping habits – “cookies,” tracking software, analysis of credit card records – are not disclosed. We can always ignore an advertisement or hang up on a telemarketer, but we have a higher level of discomfort at the thought of data collection going on without our knowledge and for purposes we don’t understand.

Another reason for the growing interest in electronic privacy is the digitization of more sensitive forms of information. Medical records, once written by hand and stored physically in metal file folders, are now prepared digitally and stored in computers. Patients are apprehensive about the ease with which computerized medical records can be duplicated and shared – with insurers, with employers, even with law enforcement agencies. In just the last few months computerized medical records have become a political hot potato. Proposed White House regulations issued in late 1999 would give patients a new right to inspect, copy, and make corrections to medical records that are kept electronically, and would require health-care providers to issue notices informing patients of their rights. The health insurance industry objects to the proposed regulations, saying that the notice provisions alone would add as much as $40 billion to health insurance premiums over the next five years. The American Medical Association and other physician groups also object to the proposed regulations, but for the opposite reason: because the regulations authorize disclosure of patient records without the subjects’ consent under certain circumstances, physicians worry that the regulations do not go far enough in protecting the privacy rights of patients.

IV.  Privacy Rights on Campus

Let me test this working hypothesis on you:


Privacy protection on campus, never rock-solid to begin with, is more perilous than ever because:

· Rapid advances in threatening technologies have not yet galvanized courts and legislators to develop new standards and new theories for the protection of fundamental privacy rights; and

· In an odd way, we exalt other rights – the right to physical security and the right, pernicious as it may be, to be bombarded by advertisements for new products and services – more than the right to privacy. In other words, our own sense of privacy may have eroded; we willingly trade in our privacy to take advantage of the economies of the computer age.

Keep these points in mind as we explore three contemporary privacy issues on American college campuses: non-consensual searches, the release of hitherto private information about student disciplinary proceedings, and the manner in which privacy concerns are addressed (or not addressed) in campus computer-use policies.

A. Non-Consensual Searches of Dormitory Rooms and Offices


As stated on page 11 of this paper, the Fourth Amendment protects against “unreasonable searches and seizures,” and the Fourth Amendment has long provided protection against violations of individuals’ reasonable expectations of physical privacy.


But like the rest of the protections in the Bill of Rights, the Fourth Amendment protects only against searches by government actors, not private ones. For our purposes, that means that the strictures in the Fourth Amendment apply to instrumentalities of the government – state-supported colleges and universities – and not to private institutions of higher education, with narrow exceptions.


In general terms, a private college or university has considerably more latitude in conducting unauthorized searches of campus buildings than does a public college or university. The narrow exception alluded to in the previous paragraph is when a search is conducted by a campus police or public safety officer in jurisdictions that by statute or ordinance bestow on private security forces all the powers of municipal, county, or state police officers. Under such circumstances, a search conducted by a campus security officer is governed by Fourth Amendment principles, even if the institution is private.
 


All that having been said: Students alleging that their privacy rights were violated by non-consensual searches of their dormitory rooms have fared poorly in court. With only a few exceptions, courts have sustained warrantless searches on one (or both) of two grounds: 

· Students implicitly consented to searches by signing room contracts that either gave campus authorities the right to enter their rooms or incorporated campus regulations allowing such searches
; or

· Such searches were necessary to enable campuses to enforce laws and regulations concerning the possession of drugs and alcohol.

B.  Loosening Student Privacy Protections Under the Buckley Amendment

Until 1998, the Buckley Amendment
 contained what some perceived to be a loophole. Buckley, which was enacted in part to protect the privacy of education records by limiting the circumstances under which a record could be disclosed without the permission of the subject of the record, became a barrier to the release of sensitive, highly charged information about student disciplinary proceedings. In 1996, the student newspaper at the University of North Carolina Chapel Hill sued under the state Public Records Law to obtain the record of a disciplinary proceeding against two students accused of removing copies of a student-produced publication, the Carolina Review, from magazine racks around campus. The court held that the record was an “education record” under Buckley and that the university was under no obligation to produce it.
 

That court case and others
 persuaded Congress that legislative clarification was in order. In 1998, as part of the omnibus Higher Education Amendments enacted that year, Congress amended Buckley to make it easier, in several respects, for colleges and universities to release education records hitherto deemed private. Under the 1998 legislation and implementing Department of Education regulations,
 colleges and universities are permitted – not required, but permitted – to disclose the results of a disciplinary hearing against a student charged with a violent crime to the victim of the crime. In a controversial feature of the new law, colleges and universities are also permitted – again, not required, but permitted – to disclose to the parents of any student under the age of 21 that that student has been adjudged guilty of alcohol or drug offenses. Under prior law, colleges authorities were prohibited by Buckley from making that information available to parents.

The new law has been controversial on many campuses:

“Not only do we have to consider what's in the best interest of the students, but now we have to ask ourselves whether we have a legal duty to notify parents,” says Gus Kravas, vice-provost for student affairs at Washington State University, where students rioted last spring to protest strict alcohol rules. 

…

William W. Harmon, vice-president for student affairs at the University of Virginia, says if it's necessary to call parents, the student -- rather than an administrator -- should do the dialing. 


“We have students who say that when they screw up in the larger society, the world isn't going to call their parents,” Mr. Harmon says. “If I'm 18 years old and someone says, 'I'm going to tell your mother on you,' I'm not sure how I would respond to that, as opposed to someone saying, 'Look, I think you have a problem, let's see if we could deal with it.' 

“In some instances, I think it's appropriate to call the parent; in others, I'm not so sure, and that's why we haven't developed a consistent policy.”

C. Privacy: The Great Disappearing Act in Campus Computer-Use Policies

The majority of American campuses today have policies in place that regulate the use of computing facilities. Cornell University’s Computer Policy and Law Program has done a significant public service by collecting policies from several hundred institutions and placing them on a Website (www.cornell.edu/CPL/policies). 


To what extent do these policies address privacy issues? While some institutions go to great lengths to ensure that the privacy rights of computer users are respected, most treat the subject cursorily, if at all. A typical provision is this one, from the Georgia Institute of Technology’s Computer and Network Usage Policy:

To the greatest extent possible in a public setting we want to preserve the individual's privacy. Electronic and other technological methods must not be used to infringe upon privacy. However, users must recognize that Georgia Tech computer systems and networks are public and subject to the Georgia Open Records Act. Users, thus, utilize such systems at their own risk.

Many, perhaps most institutions reserve the right to monitor the computer use of individual members of the campus community. Here is a typical provision, this one from Tufts University’s Information Technology Responsible Use Policy:

The university may also specifically monitor the activity and accounts of individual users of university computing resources, including individual login sessions and communications, without notice, when (a) the user has voluntarily made them accessible to the public, as by posting to Usenet or a web page; (b) it reasonably appears necessary to do so to protect the integrity, security, or functionality of university or other computing resources or to protect the university from liability; (c) there is reasonable cause to believe that the user has violated, or is violating, this policy; (d) an account appears to be engaged in unusual or unusually excessive activity; as indicated by the monitoring of general activity and usage patterns; or (e) it is otherwise required or permitted by law.

Very few institutional policies prohibit campus authorities from using “cookies” or other technologies to monitor computer utilization for research or internal administrative purposes, an omission that some privacy proponents regard as indefensible.

Conclusions

Like cyberspace itself, this paper bombards the reader with “hyperlinks” as it jumps from one datum and one concept to another. Let’s take a beat. What can we conclude?


First and most important, lawyers would conclude that we have not inherited from the pre-digital age a Constitutional regime sympathetic to the privacy rights of individual citizens. The right to privacy is narrower than one might at first blush believe, comprehending at most limited freedom from government interference in sensitive matters relating to marriage and family – but little more. In sphere after sphere of jurisprudence – from search and seizure law to the common law of tort, from the Buckley Amendment to the emerging law of international data collection – privacy rights are fragile and in retreat.


Second, self-regulation – by commercial Web sites, by computer hardware and software companies, even by colleges and universities that own centralized computing systems – leaves much to be desired in terms of the protection it affords to individual users’ privacy.


Third, in today’s digital world, privacy is threatened as never before. Analog information that formerly vanished the moment it was shared with another has been replaced with digital information that seemingly exists forever. Once created, digital information can be stored cheaply, manipulated, and disseminated with terrifying speed to masses of recipients, some of whom have their own commercial interests in mind when they seek access to it.


Fourth and paradoxically – many of us don’t care. We view the loss of privacy, in some perverse way, as the cost of efficiencies associated with computerization. Professor Alan Westin, one of the great figures in the intellectual development of privacy law in this country and the author of the classic book Privacy and Freedom (1967), told the New York Times three months ago that only about a quarter of the population is vigilant about privacy rights. About the same percentage is indifferent. Dr. Westin refers to the 50 percent of the population in the middle as “privacy pragmatists,” people who are willing to sacrifice their privacy if they understand the benefits.
 To be truthful, there is no constituency on college campuses clamoring for the inclusion of privacy protections in computer policies. Most of us are dimly aware that our movements across the World Wide Web are tracked by companies that use information to tailor advertisements. But many of us don’t care. We even appreciate the efficiencies that come from such practices.

Appendix: Privacy Advocacy Organizations

Like the Internet itself, the landscape of organizations dedicated to the protection of online privacy is vast, disorganized, and constantly changing. No organization has assumed a preeminent role representing computer users on the privacy front. Most of the organizations that have achieved some visibility in the last five years are small in terms of both their budgets and their staffs.


The organizations profiled below are arbitrarily divided into three categories. The first group are foundation-supported or membership-supported organizations that focus on general electronic privacy issues, usually as advocates for privacy protection, supporters of government regulation in the European tradition, and skeptics of industry self-regulation. The second group consists of organizations created or financially supported by the technology industry. In the third group are small special-interest organizations that tend to focus on one aspect of privacy.

A.  Organizations with a General Focus
American Civil Liberties Union

Cyber-Liberties Project

www.aclu.org/issues/cyber/hmcl.html 

New York, NY

The ACLU is the nation's largest and best-known advocate of individual rights. Its Cyber-Liberties Project focuses on privacy, censorship, and surveillance issues in cyberspace.

Computer Professionals for Social Responsibility
www.cpsr.org 

Palo Alto, CA

CPSR is an alliance of computer scientists and others concerned about the impact of computer technology on society. It was founded in the early 1980s and is one of the nation’s oldest organizations dedicated to computer use issues. Its goal is to supply technical expertise on issues affecting the development and use of computers. CPSR’s “Privacy and Civil Liberties Project,” founded in 1986, subsequently reorganized and became the Electronic Privacy Information Center (see below).

Electronic Frontier Foundation

www.eff.org 

San Francisco, CA

EFF is a nonprofit organization promoting fundamental civil liberties in cyberspace. Its mission is “to help civilize the electronic frontier; to make it truly useful and beneficial not just to a technical elite, but to everyone; and to do this in a way which is in keeping with our society's highest traditions of the free and open flow of information and communication.” Founded in 1990, EFF is one of the nation’s largest electronic privacy organizations, with twelve staff members.

Electronic Privacy Information Center

www.epic.org 

Washington, DC

EPIC, founded in 1994 as the reorganized incarnation of the Privacy and Civil Liberties Project of Computer Professionals for Social Responsibility, is a public interest research center focusing on emerging privacy issues relating to the Internet. EPIC’s staff of seven includes two of the most visible proponents of electronic privacy: Marc Rotenberg, the Director, and David Sobel, the General Counsel.

The Freedom Forum Online

www.freedomforum.org/technology/welcome.asp 

Arlington, VA

The Freedom Forum is a grantmaking foundation dedicated to free press and free speech issues. Founded in 1991, it recently organized a Technology Project focusing on Internet privacy concerns. The staff and budget are both small.

The Privacy Forum
Woodland Hills, CA

This is an online, moderated discussion group. Material is usefully archived on the Web (www.vortex.com/privacy). Sponsored in part by telecommunications companies (Cisco Systems, Cable & Wireless, and others), it focuses on privacy issues in the telecommunications industry. 

B.  Industry-Sponsored Organizations

Center for Democracy and Technology

www.cdt.org 

Washington, DC

This nonprofit organization fosters “democratic values and constitutional liberties in the digital age.” It has a number of projects, one of which focuses on Internet privacy issues. Funding is provided by Internet-related companies, including AOL, AT&T, IBM, Microsoft, and more than 30 others. CDT is a large organization, with a dozen staff members and an elaborate Web page.

Online Privacy Alliance

www.privacyalliance.com 

Washington, DC

OPA is a new, industry-funded organization created to head off government regulation of the Internet and promote industry self-regulation. It describes itself as “a diverse group of corporations and associations who have come together to introduce and promote business-wide actions that create an environment of trust and foster the protection of individuals’ privacy online.” Although its staff is small, OPA has already staked out a significant role as a high-visibility player in the electronic privacy arena.

C.  Special Interest Organizations

Junkbusters

www.junkbusters.com 

Green Brook, NJ

Junkbusters, founded in 1996, arms consumers with software and other weapons to combat the proliferation of computerized junk mail from direct marketers. Its popular, aggressively written Web site includes a page titled “How to Protect Your Privacy from Commercial Invasions.” Unlike organizations identified above, Junkbusters is a profit-making site and unabashedly so.

Privacy Rights Clearinghouse

www.privacyrights.org 

San Diego, CA

PRC is a project of Utility Consumers Action Network, a consumer advocacy group. It focuses on privacy issues of interest to e-commerce customers and functions as an online consumer protection bureau.

Media Access Project
www.mediaaccess.org 

Washington, DC

MAP is a venerable (27-year-old) public interest law firm that “represents the public’s First Amendment right to have affordable access to a vibrant marketplace of issues and ideas via telecommunications services and the electronic mass media.” In recent years, MAP has become a champion of electronic free speech and has led the effort to have Congressional restrictions on Internet speech declared unconstitutional.

Privada, Inc.

www.privada.net 

San Jose, CA

Privada is one of a growing number of so-called “infomediary” companies that serve as brokers of information between consumers and e-commerce companies.
 Privada was founded in 1997 “to develop technologies that enable Internet privacy by disassociating a user’s real world identity from his/her online identity.” Subscribers pay $5 per month for an array of privacy-protection services such as anonymous e-mail, filtered Web browsing, and protection against unauthorized use of credit card numbers. Some of the largest technology companies in the country are preparing to market their own infomediary programs, such as Lucent Technologies’ “Proxymate” service (www.proxymate.com) and the Novell Corporation’s “Digital Me” program (www.digitalme.com). 

Private Citizen, Inc.
www.private-citizen.com 

Naperville, IL

PCI was formed in 1988 “to protect residents and businesses from the privacy-abusing practices of the direct marketing industry.” Like Junkbusters, PCI is a profit-making company. It charges members $20 a year to have their names listed in a “do-not-call directory” sent to 1,500 telemarketing firms in the United States.

* * * * * * * * * * * * * * * * * * * * * *


This appendix lists a dozen organizations that are dedicated in one fashion or another to electronic privacy protection. These organizations are all small (or small projects of larger organizations); even the biggest of them have staffs of less than 15 people and annual budgets under $1 million, and many of them are one-person operations. For space reasons, I’ve stopped with a dozen. The EPIC home page alone lists close to 50 organizations and Web sites dedicated to the protection of electronic privacy,
 and it’s safe to say that there are scores, perhaps hundreds of others in the disorganized clutter of cyberspace.
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