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PREFACE

Debates regarding technology and its potentially invasive effects on the individual’s privacy have become a great concern in the 21st century. In 2001, America was stricken with the horrific events of 9/11, where a series of coordinated terrorist attacks killed thousands of people. The effects stretched beyond New York and turned America’s strength and confidence into fear. In response, the U.S. government initiated a series of acts to increase security and protect America from terrorists. In particular, the Patriot Act was designed to “detect and disrupt terrorist threats” with the use of “new tools”.
 These tools, such as biometric face scanning, satellite spying, tracking devices, and wiretapping mechanisms are the latest revolutions in technology. The technological advances are used to detect unlawful acts throughout the nation, including the police force, casinos, and in public areas. This is where technology can potentially become intrusive and interfere with the right to privacy, which can be defined as “a state of being free from unauthorized intrusion”.
  The right to privacy is not mentioned explicitly in the text of the Constitution although in 1890 Justice Louis Brandeis did promote an individual’s “right to be left alone”. Recently, the right to privacy has become more narrowly defined because limitations in its definition allow the government to be, arguably, more empowered in protecting its citizens. Individuals are concerned about what personal information has entered the public domain, and how that information is used.The convergence of technology with the Internet has allowed the world to connect on the information highway.
  The Internet has linked individuals through online networks, which have organized humans worldwide based upon affiliations, characteristics, and desires. These networks often require users to provide one’s name, address, email, demographics, financial information, and identification numbers, which are often provided to third parties for marketing purposes. The information leakage that occurs to third party vendors is an ongoing concern of the general public.

The rise of the Internet has created and enhanced business opportunities worldwide. Online market-makers like eBay, online banks, and numerous other players participate in e-business. Online banks allow customers to more efficiently pay bills, check accounts, and transfer money. The positive aspects are endless, but the business has not developed without problems. The threat of fraud and identity theft created by the potentially unsecured flow of personal information has become a costly epidemic. The outbreak of identity theft has also been an impetus for right-to-privacy legislation, which requires that the flow of personal information be protected more thoroughly. 

Advancements in technology have stood as some of the most enormous progressive movements our society has witnessed. The students of the Leeds School’ graduating class of 2007 has dedicated their last semester to familiarizing themselves with these issues and their effects on privacy. In each area of research, students have conducted interviews and compiled survey and experimental results to provide a first-hand encounter with each topic. The purpose of our studies is to introduce the advancements in technology, discuss their purpose and explain why they represent a growing concern for privacy. 

 It is of the utmost importance that society becomes more aware of the implications of technology, so that the individual can protect her personal information. In the health care industry, patients are concerned that their private medical records are subject to public exposure, which may result in a variety of problems. To thwart these problems, Congress passed the Health Insurance Portability and Accountability Act (HIPAA), which became effective in July, 1997. HIPAA is a “grouping of regulations that seek to combat waste, fraud, and abuse in health care delivery and health insurance”,
 and is an example of the recognition of a problem and the adjustments made to solve it. Perhaps, a positive incorporation of HIPAA will lead to more changes that  can better incorporate technology, so that it does not impede on individuals’ privacy. Gandhi said it best when he addressed the people of India: “We must be the changes we wish to see.” 


For the editorial committee

Mackenzie Stender
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Privacy among Employee’s Personal Lives: Establishing Rules, Risks, Legality and Future of Relationships within the Workplace.

Natalie Poull and Kristin Anne Lindback

Employee Romance Overview

Employers willingly accept critical information from you.  They have your name, phone numbers, social security number, and other classified personal information that is stored for review.  They can scan phone calls, catch all the keystrokes you make and read your emails.  Further, they can access credit scores, potential liabilities and even see how many parking tickets you have.  Most employees accept this as an everyday part of life that they cannot change.  In recent years, organizations have become more concerned with privacy rights at work.  Even though privacy of individuals at work is expected, the extent to which privacy affects individual attitudes and perceptions is less clear. After all, information on what you do after work hours, who you are romantically involved with, and your relations with other employees within the same office can lead to legal and moral issues. 

Companies require employees to sign privacy agreements so that no outsiders are allowed to know inter-company happenings.  They are protecting themselves for good reasons, such as competitive advantages, and as soon as you sign that contract, you are promising to keep their secrets to success.  But who is looking out for your personal privacy?  The following information analyzes the understanding of what managers and employers know about your personal relationships within the workplace and the ethicality of such an issue. Also, this report will focus on past and present cases involving employee relationships to determine what the future outlook is for confidentiality within relationships in the work place.  It is vital that employees know their rights and the legal issues involved with signing a right to privacy agreement so that the result is in the best interests of everyone within a given company. 

Practical Uses and Considerations

Nature of the Workplace

The workplace has changed dramatically from being mostly male dominated to a more diverse and dynamic environment.  This change is initiated by economic, social and demographic changes.  These alterations have created a new workplace, one in which employee attraction is easily sparked and romances blossom.  In fact, a 2004 Glamour magazine survey of 1,747 employees concluded that 41% of Americans between 25 and 40 have engaged in an office romance (De La Vina).  Workplace romances are defined as relationships between coworkers which are characterized by sexual attraction.  They can be classified as open relationships, where everyone else in the workplace is aware of the relationship, or closed relationships, meaning it is being kept a secret from coworkers.  It is no surprise that keeping a secret in an office is not easy.  For example, there was a couple that was trying to keep its relationship from becoming public in the office because the man was a subordinate to the woman.  Their office had a pet-friendly policy, and when the woman brought her poodle to work, it was extra affectionate toward the man over anyone else in the office.  The poodle gave their relationship away (De La Vina).
Workplace romances have almost always been a part of everyday business, but their frequency has recently increased.  Due to technology, longer hours and changing morals and ethics, there are many more motivations and consequences to this behavior.  Companies today are trying to create a family environment to enact company loyalty and improve productivity.  These new conditions that exist in the office include proximity (working closely together to foster interpersonal attractions), intensity of the working relationships (the pursuit of similar work goals and feelings of accomplishment) and willingness and motivation to become romantically involved.  According to a survey, there are four motives that encourage the average employee to participate in a workplace romance:

· Love Motive:  This motive is considered when two people become sincerely involved.  They are truly in love and have a committed, long-term relationship that could become permanent.

· Ego Motive: This type of relationship is considered a fling.  Those who participate in this motive are often in search for personal rewards such as excitement, adventure, or sexual experiences.

· Job Motive: This is the utilitarian motive because one of the parties is looking for work-related benefits (i.e. pay raise, promotion or job security).

· Power Motive: This is another utilitarian motive and usually involves both off and on the job rewards.  For example, one of the parties may enhance power and visibility through the relationship (Paul).

Relationship Types

There are three relationship types that are vital to the understanding of the legality of workplace romance: supervisor romances, coworker romances and conflict-of-interest romances.  Supervisor romances create a great liability for employers because a superior is involved with a subordinate.  In Meritor vs. Vinson, “the Supreme Court ruled that agency principle applies to Title VII sexual harassment suits.  Under agency principle, employers are liable for acts of their "agents" or supervisors” (Freeman, 182-185).  This is seen as damaging to lower subordinates.  Because of these potential risks, superiors can intervene on these relations, as they are a potential threat to the company.  Take, for example, Larry Ellison, the CEO of Oracle. He had to defend himself against a sexual harassment lawsuit because a former employee claimed he fired her after she threatened to end their 18-month relationship (Markels).  Liabilities will be incurred when coworker relationships become hostile, or if two individuals end the relationship.

If policing happens, there is a chance that the employer may be sued. For example, Wal-Mart lost a lawsuit when “it attempted to forbid coworkers (one of whom was married) from dating” (Freeman, pg. 182, 4 pgs).  The last relationship type is considered conflict of interest, where there is a risk for the employer by dating someone such as a competitor’s employee. Anyone who has a conflict of work interest through their relationships will usually be directed to inform Human Resources through company policies. Nondisclosure documents are used to protect employers from these instances. Employee rights and employer rights are very difficult to define within this context.  IBM, for example, tried to persuade an employee to stop dating another employee at a competing firm. They strongly discourage office romance, and state this in their Manager’s Manual: “A manager may not date or have a romantic relationship with an employee who reports through his or her management chain, even when the relationship is voluntary and welcome” (Markels).  Interestingly, a relationship ban may breach the right to privacy under the Human Rights Act 1998. This has, however, never been conducted (Personnel Today, 18).  Also, a company may have incurred a lawsuit because it had practices that stated one would have to disclose that he was dating an employee from a competing firm, even if it would not affect his overall performance.

Companies can also try to get around this by persuasion or policing to keep the relationship from continuing. This is where the issue of privacy comes along. If employers can read your emails, can they hold anything they find in them against you, and persuade you one way or another so you will follow their rules, or feel threatened by them? These relationships create those critical questions.

Understanding of Romance, Privacy and Workplace Environment

Relationships in the workplace are continuously debated because there is strong evidence to support both sides.  For instance, the gossip created by a volatile sexual-harassment case can cause a 20% dip in productivity and bad publicity can dampen profits as much as 30%
 (Crain, Par 2). In addition, payments to these complainants have increased to well over $25 million in total (Markels). This shows the negative affects relationships have on corporations and how it is especially difficult to deal with relationship issues. 

Even though companies are highly affected internally by gossip in private relationship issues, women are likely to be the complainants in sexual-harassment cases and the public will soon know about the issue.  Women make up 85% of the consumer base (even men’s products), and most likely will not support corporations that do not treat women fairly.  In addition, more often than not, Sheila from Crain Corporation states that “liability has little to do with whether a company has a dating policy and everything to do with how a company responds once a complaint has been lodged” (Crain, Par 4).  Many attorneys state that “dating prohibitions are largely unnecessary even as a smoke screen for firings because most workers can be fired at will” (Crain, Par 4).

Research Topic for Further Investigation:

Research Findings

Workplace romance guidelines for employees:
· Do not make any sexual or suggestive comments in the workplace.

· Understand that men and women interpret things differently.

· Be aware of your body language. Certain signals may be interpreted as sexual vibes.

· Watch how close you get to a group member.  Workers in team activities share an intimacy and someone may confuse it for romantic gestures.

· If you choose to enter into an office romance, know the risks involved.

· Do not cross the line according to the courts’ standards: whether a reasonable person would consider the behavior abusive or hostile.

Workplace romance guidelines for employers
· Be aware of any relationships going on in the office.  It is better to be prepared if a situation arises.

· Establish a policy that prohibits professional decisions based on sexual relations.  Be sure that your policies do not invade employee privacy.  Do not establish a policy that outlaws an employee dating another employee.  

· Know the laws and court rulings so you are always prepared with knowledge of the precedence.

· Establish a sexual harassment policy that ensures all employees know what sexual harassment is defined as, and what the implications will be in the workplace.

· Always document notifications and actions.  Keeping detailed records will help you down the road in a court challenge.
· Provide a workshop to educate employees about the risks of workplace romances (Paul).
Graphical Analysis of Survey

A recent survey of 520 employees and 323 management representatives nationwide discussed the legal rights to monitor workers and has found that employees do not always agree to these regulations (Workplace Privacy Poll, January 2005; Society for Human Resource Management/CareerJournal.com).  The following poll asked employees (on a 1-to-4 scale where 1 = strongly disagree and 4 = strongly agree) if they believed that employers have the right to perform different types of monitoring. The results are as follows: 
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Interview: Sandra Wallace, Partner and Head of Equality and Diversity, DLA Piper

A questionnaire has been provided which details information from a lawyer that will provide insight on privacy and employee romance issues.
Q: One of my managers is having an affair with a junior member of his team. This is causing resentment among other employees. Can we move her to another team?

A: Investigate the situation to determine whether there is a problem and, if so, the best way to deal with it. Speak to the employees concerned informally, explain your concerns and emphasize the importance of maintaining professional behavior in the office.

If the relationship does cause problems, there may be steps you can take that do not involve transferring either employee. For example, if the manager has responsibility for the junior employee's appraisal and there is a concern about favoritism, could another manager carry it out? All viable options should be discussed with the employee and agreed to in advance.

If a satisfactory solution cannot be found, it may be appropriate to transfer one of the employees concerned, either temporarily or permanently. However, be careful when considering which employee to transfer, and ensure that you have objective reasons for choosing to move one and not the other. If you simply transfer the more junior employee, this could result in a claim for sex or age discrimination. If the contract of employment does not allow you to transfer the employee, you will need their consent.

Q: After a recent team meeting in the pub, two employees were discovered in a compromising position in the boardroom. Can we dismiss them?

A: You have a right to expect certain standards of behavior in the workplace, and this almost certainly falls below those standards. The incident should be treated as misconduct, but you should not take any action without first investigating further and giving the employees the opportunity to explain themselves.

Whether a warning or dismissal is an appropriate sanction will depend on the circumstances, but to protect yourself against tribunal claims, you should follow a proper procedure first and consider all the options. Make sure you treat both employees the same, however, as inconsistent treatment may lead to discrimination claims.

Q: An employee has complained about a colleague making unwanted advances towards her at departmental Friday night drinks. These drinks took place off work premises. Do we have to get involved?

A: Yes. As an employer, you could be vicariously liable for sexual harassment - even if the unwanted attention takes place outside working hours and off the premises - if there is a sufficient connection with work, as is the case of a work social event.

The complaints should be promptly and thoroughly investigated. If the complaints are upheld, a disciplinary sanction up to and including dismissal may be appropriate.

Make clear to all employees that unwanted attention might give rise to harassment claims.

Q: Should we just ban workplace relationships?

A: In practice, a ban is likely to be unsuccessful, and may in fact be counterproductive, as it will lead to more secrecy about office liaisons. This could cause problems if harassment claims are brought at a later date. A relationship ban may also be in breach of the right to privacy under the Human Rights Act 1998, although this has not yet been tested.

A more effective option is to have procedures in place to deal with problems if they arise, and clear guidelines for staff involved in office relationships about the standards of behavior expected.

Before implementing a procedure, you should identify where the organization may be exposed to potential risks, such as breach of confidence, conflict of interest or supervisory issues. Managers should be provided with guidance and training on how to implement and monitor the policy.

Q: Can we at least require employees to tell us if they begin a workplace relationship?

A: It has become more common in recent years for employers to require staff to notify their manager or HR department if they become involved with a colleague, or even to require employees to enter into a so-called 'love contract', where both sign an agreement stating that the relationship is consensual, and that they understand the sexual harassment policy.

The difficulty with these types of measures is that they are extremely difficult to apply and enforce. For example, at what stage do you require the disclosure of the relationship? Also, these measures do not protect you against tribunal claims. If an employee brings a claim of harassment as a result of a workplace relationship that has gone wrong, it will not assist the employer to argue that the employee failed to disclose the relationship.

Powerful Statistics from Survey Results:

Statistics from the American Management Association about privacy and employee romance are as follows:

· 69 to 84% - Opt for the "no policy'' route for companies, e.g. Time Warner, AT&T and many universities.

· 12% - Company had a policy (American Management Association).

· 92% of those said the only policy they had concerned relationships with subordinates. 

· 30% of the 391 managers polled admitted to dating a coworker themselves. 

· 44% of the dating managers wound up marrying their colleague, and another 23% became involved in a long-term relationship.

· In a 2003 Vault.com survey, 59% of 1,118 employees polled admitted to dating a colleague.  An additional 17% said they would like to.

Consequences of Workplace Romances


There is a very fine line between regulating workplace romances and invading your employee’s privacy.  On the one hand, romances in the workplace can have very severe risks and sometimes illegal consequences for the parties and the company.  On the other hand, many believe employees should have the right to date whomever they chose, and their personal relationships should be of no business to the employer.  There are both individual, as well as organizational, consequences in the company due to workplace romances.  These risks can be significant determining factors as to whether an individual will become involved in a relationship, or if a company believes it should attempt to regulate relationships. 

To begin, an individual consequence would be risks to one’s career.  For example, if it is a manager and lower level employee involved in the relationship, (1) other employees may lose respect for the manager because they believe his/her judgment will be biased and (2) the lower-level member may not know whether he/she receives the promotion due to his/her actual knowledge and experience, or favoritism.  Another risk for the individuals involved is consequences for their home and family.  If one of the persons is involved in a marriage or long-term relationship at home, the office relationship will obviously lead to several unfavorable consequences.  Finally, the last major risk to individuals is the risk of violating office norms.  When groups of people are spending many long hours together, and working in close conditions, there are usually strict, unspoken guidelines set about crossing the line between personal and coworker relationships.  Even attempting to keep the relationship a secret will probably fail since other employees may notice a change in behavior and become aware of the relationship taking place (Paul).

The next category of risks pertains to organizational, or company risks.  As previously stated, there is a fine line between employee privacy and regulation, but severe consequences may create an opportunity for employers to dance on that line, in order to diminish unfavorable penalties for the company.  These risks include role conflict, favoritism, reduced productivity, intra-group conflict, and, more seriously, sexual harassment (Paul).


Role conflict exists when there are different behaviors portrayed in the same situation. This type of conflict may result in favoritism, complaints to management, and inequitable allocation of resources (Paul).  This could potentially be devastating for the company as it could disrupt everyday operations and have a negative impact on coworker loyalty, group cooperation, communication and company confidence, as well as confidence in the companies and their managers.  

The most serious and effect of employee romances in the workplace is sexual harassment.  In legal terms, this is defined as any unwelcome sexual conduct on the job that creates an intimidating, hostile or offensive working environment.  There are two legal forms of sexual harassment.  The first is called quid pro quo harassment, which includes offensive sexual innuendos, physical contact, sexual remarks and inquiries, and demands for sexual favors to keep a job or obtain a promotion. The second form of sexual harassment, hostile work environment harassment, is sexually offensive conduct that permeates the workplace making it a difficult or unpleasant work environment.  Both of these are protected under Title VII of the Civil Rights Act as sex discrimination. In order for an instance to be considered sexual harassment and protected under those laws, certain standards must be met.  For example, the conduct must have been unwelcome, it must have been severe enough to create a hostile work environment, and it must be based on gender or affected a term, condition or privilege of employment (Paul).

Believe it or not, an employer can be held liable for any form of sexual harassment that takes place between his/her employees and, most especially, an employee and a customer.  This is a vast issue when it comes to the legality of sexual harassment and workplace romances.  It depends on whether the employer had actual or constructive knowledge of the problem and took no prompt or adequate remedial action.  The Equal Employment Opportunity Commission (EEOC) generally creates the rules and liabilities that pertain to this issue.  They may require that a policy be written for the company that involves the legal ramifications of sexual harassment in the workplace.  Such policies should “identify what constitutes sexual harassment, be communicated to every employee, require immediate investigation of complaints by an impartial investigator, specify taking vigorous disciplinary measures against the perpetrator and training for managers and workers” (Paul).

In addition to those consequences, employers are beginning to regulate workplace romances because they are worried about trade secrets (protecting sensitive, internal information), and they want to avoid lawsuits.  Many companies now include nondisclosure policies and conflict-of-interest dating rules are written to protect trade secrets.  They do not want one of their employees in a romance with another employee from a competing company.  Naturally, companies would like to avoid lawsuits to limit costs, negative public news, and unfavorable court actions.  

Employee Romance and the Law


While most companies are worried about protecting themselves from negative internal as well as external issues, employees are more focused on privacy and fair treatment.  There are no laws that specifically pertain to employee romances, but many other laws do cross that line and provide some guidelines for the matter.  There are many instances where courts disagree as to who is in the wrong, and more times than not employers and employees are in conflict with each other.  There are two types of laws that help guide employee romance issues: public sector laws and private sector laws.  

Public sector laws apply specifically to defining the legality of employee romances in pubic sector jobs.  These laws are for cases that are based on an employee’s constitutional right to privacy from governmental interference (Libbin).  The Fourth Amendment protects citizens against unreasonable search and seizure.  This can be helpful in the case of the employer who went to unreasonable searching standards to find out information about an employee’s relationship.  For this instance, the reasonableness of a search is defined and determined by “balancing the extent of the invasion and the extent to which the employee should expect privacy in an area against the employer’s interest in the security of the workforce and other job related concerns.”  In addition to this, the Fifth and Fourteenth Amendments also protect an employee’s right to privacy.  It states that: 

The state may not restrict one’s right to privacy and free association, including workplace relationships, without justification.  For a restriction to be allowed, the state must also show that the restriction is justified by compelling state interest. The restriction must also be the least intrusive alternative available (Paul).

Throughout history, it seems the courts simply rule on a case-by-case basis when it comes to workplace romances.  Although there are no strong laws pertaining to this issue, it does appear that they heavily weight the effect it had on job performance.

Along with the constitutional laws, there is a federal law that also applies to the matter at hand.  The Privacy Act of 1974 restricted the government from intruding in the personal lives of federal employees.  It basically “regulated the release of personal information about federal employees by federal agencies.”  In addition to this, Congress passed the federal wire tapping statute and Title II of the Omnibus and Crime Control and Safe Streets Act of 1986 (Libbin).  This was a huge step in employee privacy because it made it illegal for employers to monitor employees’ telephone calls and other communications without a court order.  

Private sector laws vary significantly from those of the public sector.  Once again, there are generally no laws that apply specifically to employee romance, but private sector employers are not bound by constitutional constraints, either. In order to fix this, the state legislatures have addressed employee romance policies in four ways:
· Enacted legislation that mirrored federal law regarding the compilation and dissemination of information.
· State constitutions now recognize a constitutional right to privacy

· Protected employees in certain areas of employment, such as personal records or the use of credit information.

· Left private sector employees to fend for themselves while the federal laws and the Constitution afford protection to federal employees and those subject to state action.

In addition to these state laws, many courts have enacted common law to regulate and provide a guideline for charging an employer with intrusion into seclusion.  In order for the employer to be found guilty, the employee must: 

· Show the employer intentionally intruded into a private area.

· Explain that he was entitled to privacy in that area.

· Illustrate the intrusion would be objectionable to a person of reasonable sensitivity.

· Prove the intrusion may occur in any number of ways.

· Confirm the employer verbally requested information as a condition of employment.

· Be required to provide information in other ways, such as through polygraphs, drug tests, or psychological tests.

· Request an annual medical examination.

· Show the employer asked others personal information about his employees.

· Demonstrate the employer went into private places belonging to him.


If the employer is found guilty of any of these, it may constitute wrongful invasion of privacy if it would be offensive to a reasonably sensitive person.  The employer can counteract these if he can show reasonable business-related justification for the invasion.  For example, employers can regulate some employee off-duty activities if they are affecting job performance (Paul).
Conclusion: An Uncomfortable Area for Employers

The first thought some may have to the unanswered question of employee romance is to ban relationships in the workplace altogether.  Legally, this could never be possible. It is unrealistic and, according to Business Insurance, “about 40% of employees report being involved in a workplace romance at some point in their careers, according to the 2006 Workplace Romance survey by the Alexandria, Va.-based Society for Human Resource Management and the New York-based Wall Street Journal's CareerJounal.com web site.”  In addition, according to a SHRM survey, “more than 70% of organizations reported having neither written nor verbal policies that address workplace romance. Of those companies that did have an office romance policy, only 9% prohibited dating.”


Employee romances will continue to be debated for years to come.  There is no one set standard on the issue, and, as you can now see, many companies take completely different stances on the problem.  The research survey gives guidelines to employers and employees on this controversial issue.  Please read through each carefully; you never know when they may pertain to you.
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How Safe is Personal and Financial Data with Financial Institutions and Banks?

Kyle C. Reischmann and Fielding Thurston Miller

Introduction
The convenience of online banking has made managing our personal finances easier than ever.  With the growing acceptance of credit cards amongst retailers, plastic is slowly replacing cash as the preferred payment method.  People are signing up for and carrying credit cards at a progressively younger age.  However, with this new financial freedom comes risk.  Identity theft and financial fraud have become an increased concern, forcing the financial institutions and their customers to take action.  These new concerns have led to the question: how safe is personal and financial data with banks and other financial institutions?  Furthermore, what can be done to increase the protection of this information?  


For over a century Americans have entrusted their assets to financial institutions and banks.  As of June 30, 2007, a total of 8,615 banks and financial institutions reported to the FDIC (Federal Deposit Insurance Corporation).  In total, these banks and financial institutions were responsible for a combined $12,261,029,490 in customer assets.  As a customer of a bank or financial institution one assumes that their assets and their personal information are safe. However, this is increasingly not the case as customers’ personal and financial information is often at risk with these financial institutions. The loss of this sensitive personal information often stems from internal and external sources, and in many cases leads to identity theft.  

In describing identity theft, the Federal Trade Commission (FTC) states, “Identity theft occurs when someone uses your personally identifying information, like your name, Social Security number, or credit card number, without your permission, to commit fraud or other crimes” (About Identity Theft, p. 1).  According to the FBI, identity theft is the fastest growing crime to plague our nation (About Identity Theft, 1).  According to the FTC’s report “Consumer Fraud and Identity Theft Complaint Data” which was published in February 7, 2007, over 670,000 complaints of fraud and identity theft were filed the previous year. However, one can infer that the true number is much higher, taking into account that many instances do not get reported or the victim is not aware that she has become the target of identity theft. 

 This reported fraud and identity theft led to an estimate of consumer losses in excess of $1.1 billion (Consumer Fraud and Identity Theft Complaint Data, 6).  Of the over 670,000 complaints of fraud and identity theft, the leading type was credit card fraud at 25%.  Tied for second were bank fraud and phone or utilities fraud, both at 16%.  The leading type of bank fraud, according to the FTC report, was fraud related to the electronic transfer of funds from account to account making up about 50% of bank fraud (Consumer Fraud and Identity Theft Complaint Data, 3).  These statistics reveal the prevalence of banking and credit fraud, and further enforce why this should be of significant concern to the users of these services.
Traditional Forms of Identity Theft and Bank Fraud
Traditionally, the means of acquiring somebody’s personal and account information have been by physical theft.  Physical identity theft and account fraud have been problems since the birth of the banking industry.  These types of theft and fraud range from simply looking over someone’s shoulder to acquire their account information, to the writing of fraudulent checks.  Personal information theft can also stem from offenders searching through people’s mail, stealing credit cards from purses and wallets, and simply stumbling across somebody’s information and using it dishonestly.  Furthermore, the use of insiders in identity and account information abuse schemes has become a problem in the industry.  

Theft of Financial Statements, Information, and Other Hard-Copy Financial Documents

The first way in which customers’ financial information has been traditionally compromised is through basic document theft.  This is a very simple way for criminals to obtain the identity and account information they seek.  The most basic form of theft does not actually require them to physically obtain a document containing a customer’s sensitive information.  Rather, the perpetrator simply looks over a victim’s shoulder while they have their account information in front of them.  This can be done in public settings such as at the bank while a person fills out an account slip or at the grocery store while a customer writes a check.  Another form of this fraud is the stealing of account information from a person’s mailbox or trash.  Once thieves have obtained this information they are free to access victim’s accounts and write faulty checks from those accounts.  If this type of fraud goes unnoticed, a thief can essentially bleed the victim’s bank account dry.  Furthermore, it is common for identity thieves to steal credit cards and use them to make fraudulent purchases.  In many instances, by the time the victim notices that his or her card has been lost or stolen many fraudulent charges have already been made.  Another way of acquiring this personal information can result from pre-approved credit card offers found in mail and garbage receptacles searching.  Once a thief has obtained these offers, he can use them to open credit card accounts in victim’s names.  According to the FTC’s 2007 report About Identity Theft:
They may open new credit card accounts in your name.  When they use the cards and don’t pay the bills, the delinquent accounts appear on your credit report.  They may change the billing address on your credit card so that you no longer receive bills, and then run up charges on your account.  Because your bills are now sent to a different address, it may be sometime before you realize there’s a problem. (About Identity Theft, 1)

Fraud on existing accounts makes up approximately 40% of all credit card fraud while fraud on new accounts makes up approximately 60% of this fraudulent activity (Consumer Fraud and Identity Theft Complaint Data, 3).  It is clear to see that theft of financial statements and other hard-copy financial documents is a very real risk to customers of financial institutions. Although these forms of identity and account fraud seem primitive, they pose a very real threat to consumers. Robert Lemos, author of the article Defending Your Identity, in reference to a 2005 study performed by Javelin Research states, “According to the Javelin study, only 11.6 percent of identity theft occurred online. Users who monitored their accounts online suffered an average of $451 in losses, far less than the average of $4,543 for cases detected by paper statements” (Lemos, 143).  

Despite the risks that come along with the use of paper statements and financial documents, it is up to the consumer to keep his or her financial statements protected.  Taking simple steps such as being aware of who is around when statements are visible can greatly reduce these risks.  People must also get into the habit of shredding all documents that contain any sort of account or personal information.  The simple act of shredding all credit card offers and bank statements takes mere seconds and virtually guarantees that sensitive information cannot be recovered from those documents.  Finally, the regular checking of one’s credit score and history will allow customers to bank safer.  Checking this score at least once every four months is strongly advised.

Information Leaks By Insiders

Another traditional form of identity theft stems from banks’ own employees.  This form of bank fraud takes advantage of people’s trust in the safety of the bank, as well as in his or her banker.  Insider fraud consists of bank employees acquiring your financial information and using it for purposes other than those agreed by you and your bank.  This can range from approving questionable transactions and loans to giving out customer information for the direct transfer of funds to either themselves or others.  The perpetrators committing this insider fraud range from personal opportunists to people with ties to organized crime and gangs.  Many banking customers are unaware of the threat posed by insider fraud.  However, insider fraud is a real concern and according to Jane Croft of the Financial Times newspaper, it now accounts for over 60% off all financial institution fraud in London (Croft, 3).  Moreover, according to the FDIC, insider fraud and embezzlement accounts for over 50% of cases settled by the FBI in America over the past few years (Bank Fraud and Insider Abuse, 1).  It is evident that insider fraud is a serious risk to customers and it is on the rise at an alarming rate.  Many factors have led to this increase in insider fraud, such as agency crackdowns and security measures making outsider fraud more difficult and the high turnover rate of bank employees leading to less thorough employee screening and training. 

In regards to this problem, both the customer and financial institution must take action to prevent insider fraud.  The bank itself must enforce stricter screening processes when hiring employees who will have access to sensitive customer information.  Furthermore, banks must pay close attention to employee transactions and follow up thoroughly on any suspicious activity.  As a customer, one must demand that their bank take the appropriate measures to ensure that their employee’s act in an ethical manner at all times.  Personal and financial information are both too important to put in the hands of a bank that cannot be fully trusted.

Contemporary Forms of Identity Theft and Bank Fraud
Computers and the Internet have become an integral part of people’s personal and professional lives. Industries have begun conducting more and more business via the Internet and have begun storing vast amounts of data on servers as opposed to in filing cabinets.  This switch from pen and paper to mouse and keyboard has greatly reduced transaction times and increased convenience for every bank customer.  While this new technology has greatly increased industry productivity, it has also exposed the industry to new types of digital security threats.  Among these new concerns are phishing, skimming, hacking, and data outsourcing. Using these new digital methods, criminals have been able to successfully adapt to the growing digital integration in banking.

Phishing

Phishing is the act of attempting to acquire a person’s private information under false pretences. The criminals committing these crimes typically seek credit card numbers, social security numbers, usernames and passwords. Commonly, someone will write an email to a potential victim posing as a trustworthy source requesting this sensitive information.  Phishing has gained notoriety as of late, primarily due to extensive coverage in the media.  The skill these so called “phishers” have been able to develop is the ability to mask their true identity. Their emails look official enough to the untrained eye to con even the most conservative customer into giving away their personal account information.  These emails often times contain official looking seals and company logos to make them look more authentic.  Furthermore, these scam emails often contain links to websites that greatly resemble the real website they want the customer to believe they are visiting. These fake websites are designed to look and function nearly identically to the actual website they are impersonating.  Typically the domain name is spelled slightly differently causing the average victim to not notice.  Phishing has been rising steadily in the U.S., which has the most active phishing websites in the world.   According the FBI, phishing has recently become, “the hottest and most troubling new scam on the Internet” (When Internet Scam Artists, 1).  With a 104% increase in the amount of phishing scams from the previous year and 980 known phishing websites targeting banks, it is apparent that phishing is going to be a continuing problem that must be dealt with in the future (Ecker, p. 14).  

Despite efforts from the government and financial institutions to crack down on phishing, ultimately it is up to the consumer to ensure he doesn’t fall victim to one of these scams.  Simple steps can be taken by consumers to ensure their safety. To start, never give out financial information via email or in response to unsolicited communication.  Banks will never write a customer an email asking for personal or account information. Also, check credit card and bank statements regularly for suspicious transactions. Finally, if an email appears to solicit personal information and its authenticity is uncertain, immediate contact with the issuing bank is necessary to determine its authenticity.

Skimming


Another technique of stealing one’s financial information is through skimming.  Skimming is the act of using a device similar in size to a beeper to swipe and store the information stored on the magnetic strip of a credit card.  Once this information has been obtained, the perpetrator can use it to make purchases online as well as sell it to criminal organizations with the resources to create new, fully functional credit cards linked to the account from which the card information was originally “skimmed”.  Skimming is a growing problem, particularly in the hospitality industry.  It is estimated that 70% of all skimming occurs at restaurants (Drummond, 28). Restaurants have increased risk stemming from the relative ease with which the crime can be executed.  It is common practice for patrons of a restaurant to allow servers to walk-off with their credit card to process it to pay for the meal.  It is easy for dishonest servers to conceal skimming devices beneath clothing and obtain all your credit card information with a simple swipe of the wrist. 

Recently, an organized crime ring focused on skimming was uncovered in New York City that involved over forty restaurants.  Servers were being paid a flat fee for every credit card skimmed.  The information was then being used to make fraudulent credit cards responsible for $3 million in fraudulent charges (Drummond, 28).  Another form of skimming involves altering ATM machines.  This can be done by simply attaching a discreet device to the front of the ATM that records your card information.  Someone can put one of these devices on an ATM and record dozens of people’s credit card numbers without their knowledge.  In more extreme cases, there have been reports of entirely fake ATM machines being planted by thieves.  These ATM machines look just like a real ATM however their sole function is to steal credit card information.  Once a victim swipes their card and enters their pin, the machine has all the necessary information and does not dispense money like a real ATM.  Once again, this information can be used to make fraudulent credit cards and make ATM withdrawals from the victims account.  

One way that restaurant skimming is being addressed, is through the development of new point of sale or POS devices that allow you to pay for meals at restaurants at your table.  This makes it so servers have no chance to be alone with customer’s cards and therefore reduces the risk of skimming. These particular POS devices are handheld credit card machines that every server carries and uses for all credit card transactions.  Another action that can be taken is increased awareness on the customer’s behalf.  If an ATM looks suspicious or out of place, there is a chance it is a skimming device and it should be avoided.  Also, if it looks like there is something out of place on or near the swiping device, a different ATM should be used. 

Hacking

Hacking is another means by which potential identity thieves may obtain a persons’ personal and financial information from their bank.  Hacking is a growing problem, with attacks on banks up 81% in 2007 from the previous year (Gaudin, 17).  Along with the increased attacks on banks, attacks on credit unions are up 62% from the previous year. According to SecureWorks Inc., an Atlanta based security provider for banks and credit unions, their clients received an average of 808 attacks per month (Gaudin, 17).  There are two main forms of hacking: conventional hacking and the use of malicious software. Conventional hacking consists of attempting to bypass the security measures, such as firewalls and passwords most financial institutions have in place on their online banking system to gain access to customers’ accounts.  This conventional form of hacking has become more difficult as of late due to the increased amount of encrypting and security measures banks have added to their websites. However, through skill and the use of underground hacking programs, customers’ data and personal information is still at risk to conventional hackers. Malicious software of “Malware” programs, like hacking programs, is illegal.  However, malware programs are still readily available on the black market.  Malware is loaded into a computer and is programmed to remember certain things people enter in to websites such as user names and passwords.  For example, a hacker may load a program into a computer that is activated and remembers login information from Bank X’s website.  The hacker may return a week later and check on the program.  If a customer of Bank X has looked at her online financial statements in that week, the hacker will have their login information.  Once they have this information, they can transfer funds and open credit cards linked to the account. 

 Hacking is a real threat to customers trusting their financial information to financial institutions.  It is up to the banks to stay one step ahead of hackers to prevent the leak of sensitive account information.  One should never use an online banking feature that is not encrypted to protect it from hackers.  Also, only personal computers should be used to access financial information.  People should never access their bank websites from public computers that may be infected with malware.

Data and Task Outsourcing 


The final major risk to customers’ personal and financial information is the widespread use of data and task outsourcing.  Data outsourcing is the storage of data and information on servers owned by other companies that are not under the bank’s direct control.  Often, the sheer volume of data and information that a financial institution stores is too overwhelming for their servers and infrastructure to handle.  To combat this, they entrust the storage of this data to companies, both domestic and foreign, whose only business is the storing of data for other companies.  This leads to many security issues.  In addition to storing the data, there are other tasks being entrusted into the hands of third parties. Amongst these are technology, research, analysis, and functions other than cash handling (Bradford, p. 12).  With the majority of data and tasks being outsourced to India and Russia, it raises a whole new set of security issues.  When a bank entrusts customers’ data to a company they have no direct control over, it is obvious they are putting the information at risk.  The safety of customers’ data and essentially their identity is in the hands of someone thousands of miles away that neither they nor their bank have ever met.  Furthermore, the security of the servers and online infrastructure of the company holding the information is not easily controlled.  For all a customer knows, his or her financial and personal data could be sitting on a server in a warehouse in Bangladesh with virtually no security.  Also, the outsourcing of tasks is a risk to your financial security.  When you entrust research and analysis to a third party, quality control is difficult to manage.  It is unknown how well the research and analysis customers are receiving from these third parties back can be trusted.  

Despite all these risks, outsourcing of data and tasks is going to continue to rise.  It is up to the banks and financial institutions to reduce the risk of data breaches and information loss due to outsourcing.  Banks must be able to exert some degree of control over the companies with whom they are entrusting your information.  Legal requirements and efforts must be put in place to ensure the safety of your information.  Without these steps, not only is your bank’s reputation on the line, but your identity and financial security is as well.

Primary Research

Survey


To gain access to additional research material, we administered a survey aimed at compiling demographic data, gauging the perceptions of personal and financial information safety, and collecting information regarding peoples’ general knowledge of the dangers of banking.  We received back 40 filled out surveys from people ranging in age from 20-77.

From this survey, we believe that several important facts become clear.  The first is the high number of customers who bank online as opposed to traditional pen and paper banking.  The trend to move toward more secure online banking appears to be very strong.  However, of the eight people who filled out the survey who said they do not bank online, all of them were above the age of 30 and five of the eight were between the ages of 55 and 77.  This trend shows how the older generation is lagging behind in the new trend of online banking. Despite new threats from criminals using hacking and phishing to access customer accounts online, online banking is still more secure than traditional pen and paper banking.  By completing all transactions and bill-payments online, customers can virtually eliminate the paper trail of statements, checks, and credit card bills sought by criminals.  By doing all of their banking online, customers can take a huge step toward securing their personal and financial information with their bank.  

Another revealing statistic is that 55% of the respondents do not shred their account statements or credit card offers.  Although many people occasionally shred documents when they remember, it is crucial to take this step every single time.  This is a very simple step that can be taken to virtually eliminate the threat of identity thieves searching through your trash receptacles to retrieve sensitive financial and personal information.

Another revealing statistic is that only 42.5% of those polled check their bank statements daily.  Even worse, only 25% check them once a month and 7.5% never check them at all.  Checking bank statements daily is an extremely simple step one can take to ensure that no fraud is taking place on their account.  With online banking, checking statements takes no more than one minute per day.  When statements are checked daily and fraud is detected, it is almost immediate and the damage to the person’s account and credit can be kept to a minimum.

Finally, it is interesting to note that 90% of people feel safe with their financial institution, despite the many ways in which a person’s personal and financial information may be compromised.  They range from the very high-tech to the extremely low-tech.  It can be debated as to the true danger posed by each of these methods for committing identity theft.  However, it is undeniable that the danger is present.  This statistic shows that the public is generally uninformed about the risks associated with banking.  The best way to increase their safety is through the education of the customers about these risks.  

Interview


We sat down with a business banking specialist, who will remain anonymous for privacy reasons, at the Wells Fargo branch on Walnut St. in Boulder and asked her several questions.  The main question we confronted her with was how safe is account and personal information with the bank?  And as a follow up, we asked if, in her opinion, online or traditional banking was safer?  She told us, as one would expect from a banker, that the information was safe with them.  She did however give several suggestions as to how consumers’ can take certain measures to increase their safety.  The primary suggestion she had was to do your banking online.  Security features for online banking include password protection, encryption, timed log-off, firewalls, and constant surveillance by IT professionals.  After further research, we found that most banks offer similar online protection.  Furthermore, she suggested limiting your paper trail.  This means doing all banking online and eliminating paper account statements.  Although it is possible to greatly reduce the paper trail, she admitted sometimes it can be hard.  If you do get anything in the mail containing personal information you should shred regardless of the source.  The insight of an industry insider can be very helpful and following her suggestions can greatly increase the security of customers’ personal and account information with their bank.
Conclusion

Theft of personal and financial data is a major problem for both financial institutions and their customers.  Traditional threats have been around since the birth of the banking industry and continue today with no end in sight.  The ever-evolving technology of the 21st century has led to a whole new form of identity theft and bank fraud.  These methods of fraud are constantly changing with the goal of staying one step ahead of bank security measures.  Each party has a responsibility to ensure the safety of this information. Financial institutions are responsible for ensuring the security of data by working with ethical companies, hiring honest employees, and monitoring the flow of information by using the most secure technology available.  Consumers are responsible for using common sense to protect their financial security by only providing personal information to trusted people, shredding their account documents, and taking an active role in protecting their information.  As the role of technology increases in personal financial management, online banking is steadily replacing traditional paper and pen banking as the preferred method of managing finances.  This technology has increased productivity, reduced transaction times, and increased convenience for consumers all while making banking safer. Online banking has cut the amount of paper required for transactions considerably, reducing the feasibility of traditional identity theft and fraud.  As a result of this transition, criminals have been forced to come up with much more creative ways in which to acquire personal and financial data.  Banking as we know it has been around for centuries, and if consumers and financial institutions take an active role in insuring the safety and ease with which banks operate, the banking industry will remain as safe as possible for centuries to come.
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The Dangers of Credit Card Skimming 
In Restaurants

Mackenzie Stender and Geoffrey Schosheim

Introduction
Identity theft, including credit card fraud; has become a costly epidemic on a global scale.  Credit card skimming is a specific identity theft activity that is becoming increasingly more popular with scam artists and in black markets around the world.  Statistics have shown that ten percent of Americans have been victims of credit card fraud.  In addition, five percent of Americans have claimed that their credit card information has been used without their knowledge or permission (Bankrate).  These statistics have been steadily increasing every year.  With the recent trends in technology and easy access to credit cards, new challenges in fraud prevention are arising. These technological advances have made owning a credit card increasingly more dangerous and potentially more expensive for both the consumer and the credit card company.  

In the following investigation we will show that credit card skimming, specifically in restaurants, has made the general public significantly more susceptible to credit card fraud and identity theft. This is because one doesn’t have to physically lose their card or have their information stolen off the Internet to become a victim of stolen identities and other fraudulent activities.  Additionally, our research will depict the lack of awareness of credit card users and restaurant managers about the existence and dangerous implications of this invasive scam.

The objective of this study is to research the level of awareness of credit card skimming and to educate uninformed credit card users about the growing risks that surround their use.  It is not plausible to propose a comprehensive solution, but certainly educating credit card users is a step in the right direction. We hypothesize that most people will believe that losing their credit card is pretty frightening, but few realize that they do not have to lose their card to have it stolen or to have thousands of dollars in fraudulent charges made on their account.
Credit Cards – A Growth Industry 
Based on Federal Reserve figures, there are approximately 1.3 billion credit cards in circulation in the United States with about 750-800 billion dollars in credit card balances (Federal Reserve). Of the 750-800 billion dollar cumulative balance, the average American has access to approximately $19,000 (FICO Credit Scores). Furthermore, the average American has four credit cards in total; up from 3.2 in 2004. From 1996 to 2005, the total number of bank credit cards increased 46% (Card Ratings). If the number of credit cards is growing this rapidly and credit card swipes are stored for extended periods of time, the costly implications of credit card skimming are immeasurable and shocking.
Skimming

A common technique that has emerged amongst scam artists is known as skimming.  Skimming involves any theft of credit card information that takes place during what is supposed to be a legitimate transaction.  According to Visa, 70% of skimming occurs in restaurants, ranking them number one among retail establishments (Transaction World).  The process used in restaurants is inconspicuous and rather cheap.  An employee of an establishment simply takes the customer’s credit card and, using a skimming machine, can copy whatever information is encoded in the magnetic strip.  These machines cost as low as three hundred dollars and are available on the Internet.  This information is all that is necessary to reprint counterfeit cards that are used to make illegal purchases.  It is estimated that the average skimmed card will make $2,000 worth of charges before being detected (Transaction World).  

Additionally, skimming machines have been used with ATM machines in order to steal debit card information.  Combined with the consumer’s pin number, which can be videotaped by a hidden camera, the credit card information is used to create counterfeit cards that can be sold on black markets and over the Internet.  Although this specific scheme is becoming more common, restaurants are the most popular targets for credit card skimmers.  For this reason, our investigation will focus solely on credit card skimming in restaurants and pubs.
Credit card skimming has resulted in losses totaling over $1 billion per year (Transaction World).  According to VISA, 70% of skimming occurs in restaurants, meaning that credit card companies and cardholders are losing more than $700 million annually (Transaction World).  Additionally, cases of skimming are much more common in some states than others.  26% of skimming cases occur in California, 23% in Florida, and 8% in New York, accounting for more than half of the skimming cases nationwide (Nation’s Restaurant News). Penalties under law vary from state to state, with some sates having no related legislation and others having penalties ranging from misdemeanors to major felonies. With skimming machines costing on average $300, there are little if any barriers to entry in this illegal industry.

With the majority of credit card skimming occurring in restaurants, it is necessary to ask why these establishments are major targets for fraud artists. To answer this question requires a first hand account with a restaurant employee. According to Fallon Feast, a waitress at La Cantine in Aspen, Colorado, the minimum wage is three dollars an hour. Although most cash income is made off of tips, “the income is never sufficient” (Feast, Fallon). Therefore, it is not surprising that fraud artists target these underpaid workers and convince them to skim a few credit cards for a fee. 

Reported Cases of Credit Card Skimming 

Instances of credit card skimming have been reported and investigated for more than ten years.  In the United States, skimming is more common in major cities although there have been an increasing number of skimming reports in less populated areas across the nation.  One specific case occurred in Fenwick, Delaware.  Katsiaryna Kabiarets, a waitress at Harpoon Hanna’s restaurant, was indicted on December 15, 2005 on one count of conspiracy to commit credit card fraud, one count of aggravated identity theft, and four counts of identity theft:
If convicted, Kabiarets faces a maximum sentence of 5 years imprisonment for the count of conspiracy to commit credit card fraud and 3 years imprisonment for each count of identity theft. In addition, if she is convicted of aggravated identity theft, she faces a minimum mandatory sentence of 2 years imprisonment consecutive to any other sentence imposed. Kabiarets also faces a maximum fine of $250,000 for each count (Department of Justice).  

Kabiarets claimed that she was recruited to perform the scam and was paid $10-$15 for each account stolen.  Additionally, she claimed to have skimmed more than 50 credit cards over the course of her employment.  This case was minor compared to the criminal ring that was investigated and prosecuted in New York for credit card skimming and distributing counterfeit cards.


In April of 2007, New York City police participated with Secret Service, local FBI and the District Attorney’s Identity Theft Unit.  In total, they arrested 13 conspirators involved in a multi-stage credit card fraud scheme.  The investigation lasted ten months and revealed that between November of 2005 and April of 2007 the conspirators were responsible for unauthorized charges totaling more than three million dollars.  “Of the 13 indicted defendants, seven are charged with Grand Larceny in the Second Degree, which is a class C felony punishable by 15 years in prison. All 13 defendants are charged with Conspiracy in the Fourth Degree, which is a class E felony punishable by up to four years in prison” (Manhattana). Each member of the crime syndicate played a different role in the production and distribution of counterfeit credit cards.  The credit card information stolen by the perpetrators was done through the use of inexpensive skimming machines that are available over the Internet. This case is a prime example of the intricacies of identity theft through the use of credit card skimming.

Legislation


The prosecution of credit card fraud, specifically cases of skimming, is based on legislation that differs from state to state.  Currently, only 25 of the 50 states have formal statutes that apply specifically to credit card skimming.  At present, Colorado does not have legislative statutes targeting skimming.  The following three states’ legislations regarding credit card skimming exemplify the range of the severity of punishment for this fraudulent activity.  Aside from the 25 states that have no statutes regarding credit card skimming, California has the most liberal legislation while Florida’s statute is the most stringent.  The following are the legislations of the states.
California


Cal. Penal Code §502.6:  “Any person who possesses and uses a scanning and/or re-encoding device with the intent to defraud will be guilty of a misdemeanor punishable by no more than one year in county jail and/or a fine not in excess of $1,000” (NCSL).

West Virginia


W. Va. Code §61-3-56:  “An individual who uses a scanning or re-encoding device for unlawful purposes will be guilty of: First offense – a misdemeanor punishable by confinement in county or regional jail for no more than a year and/or a fine no more than $1,000; Second and subsequent offenses – a felony punishable by no less than a year and no more than three years in state jail and/or a fine no more than $5,000” (NCSL).

Florida


Fla. Stat. §817.625:  “A person who unlawfully uses a scanning or re-encoding device with the intent to defraud will be guilty of a third degree felony punishable by no more than five years imprisonment for first offense.  For second and subsequent offenses the individual is guilty of a second degree felony punishable by no more than 15 years imprisonment” (NCSL)
Colorado 

According to the Jefferson County Sheriff’s Department, Colorado is the fifth ranked state in the amount of identity theft complaints to the Federal Trade Commission (JCSD). This fact implies some serious concerns for the Colorado State Legislature.  Colorado is one of the 25 states without specific statutes that carry penalties for credit card skimming. 

 As credit card skimming becomes more prevalent throughout the country, each state needs to consider examining the legal ramifications for such activities.  As cases of skimming become a problem in the state of Colorado, legislators will be pressured to impose statutes to regulate and prevent this activity.

Restaurant Interviews
	
	Position
	Yrs. In Industry
	Knowledge of Skimming
	Encountered Skimming Cases

	Pearl Street Pub
	Manager 
	15 Yrs. 
	Yes 
	No 

	Boulder Café
	Manager 
	10 Yrs. 
	Yes 
	No 

	Trattoria (café Antica Roma)
	Manager
	2Yrs. 
	No 
	No 

	Old Chicago
	Manager 
	2 Yrs. 
	No 
	No 

	Cheesecake Factory
	Manager 
	6.5 Yrs. 
	Yes 
	Yes at L.A. location

	Trattoria on Pearl
	Manager 
	13 Yrs. 
	Yes 
	No 

	Brasserie Ten Ten
	Manager 
	8 Yrs. 
	Yes 
	No 

	The Mediterranean Restaurant
	Manager 
	6 Yrs. 
	No 
	No 

	Boulder Chophouse
	Manager 
	7 Yrs. 
	No 
	No 

	Rio
	Manager
	11 Yrs. 
	Yes 
	No 

	Gondolier
	Manager 
	10 Yrs. 
	No 
	No 

	Bacaro
	Manager 
	5 Yrs. 
	No 
	No 

	Pasta Jay’s
	Manager 
	2 Yrs. 
	No 
	No 


Pedestrian Interviews 
The aspect of this primary research focused on assessing the awareness levels of the general public about credit card skimming. Out of 100 people interviewed, only 15 had heard about credit card skimming and, of those 15, only five were informed about its dangers. In addition, there were seven people who had never heard of the term skimming, but when the activity was explained to them they seemed to have some previous awareness of the problem. Therefore, we can conservatively that 22 out of 100 people had heard of credit card skimming and of those 22, only five were wellinformed of its dangers.   
Results 
The results of our interviews, which we conducted with managers at 13 of Boulder’s major restaurants, were as predicted.  With an average of seven years of experience between the thirteen managers, only 46% had ever heard of skimming and 7.7%, or one out of 13 had been involved in a skimming case. Kyley Zimmerman, manager of The Cheesecake Factory on Pearl Street in Boulder, was the only manager who had encountered a case of credit card skimming.  According to Zimmerman, when she was managing at the Cheesecake Factory’s Woodland Hills Los Angeles location she witnessed an employee skimming credit cards. The result was an immediate job displacement, but no legal action was taken. This leniency is not surprising given the liberal legislation on skimming in California compared to other states such as Florida or Idaho. 


Skimming in Boulder, CO does not seem to be an immediate concern, but this result could be due to the small occupancy levels of the restaurants interviewed. Small occupancy levels allow restaurant managers to keep a closer watch on their employees’ activities. Additionally, in most of the interviews that were conducted, it was learned that employees were required to work at the establishment for at least one year before being promoted to a server.  Therefore, there are few instances of waiters or waitresses with questionable character in most of the restaurants in Boulder. While many restaurant managers and the general public were unaware of skimming, they were all thankful for the information we supplied them with while interviewing.
Tips on how to Avoid Becoming a Victim of Credit Card Skimming

· If possible, never lose sight of your credit card when it is taken by a waiter or waitress to be scanned.

· If you must give your card to an employee at a restaurant or bar, keep a close watch of what they do with your card. 

· Constantly check your bank and credit card statements for unauthorized charges.

· Never leave your credit card out in the open.
· Check your credit report at least once per year.
Conclusion

Our research and investigation have led us to a number of conclusions about the prevalence, awareness and regulation of credit card skimming.  For the most part, we correctly predicted that there was a minimal amount of public awareness about the hazards of credit card skimming.  However, we did not anticipate that more than half of the restaurant managers interviewed would be completely uninformed about credit card skimming and its implications.  The fact that only half of the 50 states have legislation targeted towards penalizing those who practice credit card skimming is disturbing.  This fraudulent activity has been a growing problem for authorities around the globe.  Those states that have yet to impose legislation outlawing credit card skimming are vulnerable to increasing numbers of cases of identity theft and fraud.  Credit card skimming is a costly epidemic that will continue to spread on a local, national and global scale unless each state imposes legislation prohibiting the activity and unless those states that currently have such laws impose them more stringently. 

While the results of this investigation prove that there is minimal awareness about the dangers of credit card skimming, it is important to note that each subject interviewed or surveyed was provided with background information about credit card skimming and tips to avoid being victimized by criminals participating in this illegal activity.  As technology advances in our society, criminals are going to be tempted to use technology for illegal financial gain.  While eliminating credit card skimming completely is unfeasible, it is important that consumers and business managers are well informed about the dangers of credit card skimming. 
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Employee Monitoring with GPS

David Meyers and David Patience

Introduction

Technology used to track employees has not only transformed the workplace environment, but has also raised many privacy and legal issues.  The tracking technology is centered on the Global Positioning System (GPS), which is able to relay information and images in real-time concerning the activities of employees.  Another common method used to track employees is infrared badges that are linked to the GPS. The three most commonly used means of tracking employee are through vehicles, cell phones, and badges.  The capabilities of this technology create major privacy issues as employers can now be informed of the daily activities of employees in and out of the workplace.  Advancements in technology and industry competition have driven down the price of tracking devices, making tracking employees more prevalent than ever before.  In fact, the GPS industry has an estimated annual growth rate of 31% (Federal Communication Commission).  In 2000, GPS had about 1.5 million active units online, which is estimated to grow to 6.5 million online active users by 2010.  The net sales of the GPS industry in 2002 were $7 billion and by 2010, the industry as a whole is estimated to be worth around $50 billion.


The massive growth of employee tracking has created a continual struggle between employees and their employers.  Many Fourth Amendment rights are in jeopardy due to new and improved GPS technology capabilities (Spiers). The Fourth Amendment of the Unites States of American states:

The right of the people to be secure in their persons, houses, papers, and effects, against unreasonable searches and seizures, shall not be violated, and no warrants shall issue, but upon probably cause…


GPS tracking capabilities are constantly questioned in courts as high as the United States Supreme Court.  The invasive nature of this technology can create an uncomfortable atmosphere between employers and employees.  Incidents have occurred in which an employee was terminated for an action that he/she committed without knowing he/she was being tracked.  The following chapter will explain the technology behind GPS tracking and how the system is able to track individuals.  It will also include the major means of how employers track employees, court litigation on the invasiveness of the GPS system, and the ethical issues this technology has created.   
Evolution of Global Positioning Systems
The first Global Positioning Systems (GPS) satellite was launched in 1978 by the Department of Defense (DOD).  During the next 16 years, the government launched 23 more satellites which completed what is now known as the NavStar Constellation.  This extensive network currently has over 27 satellites and plays a key role in both military and civil navigation (Kightlinger).
There have been several advancements throughout the lifetime of this equipment. Two of these changes include accuracy and reliability.  Modern GPS systems are able to measure the location of the receiver within several feet and can even obtain signal in densely populated areas.  In the early days of GPS, measurements were less accurate than a few feet and signal strength was often a problem.  This made it harder to get the exact location.  Now, GPS triangulation is more precise and accurate than ever before. 

Other aspects of the industry that have changed include price, size, and popularity.  The price of GPS has dropped significantly since the technology was first introduced.  Manufactures have also been able to reduce the size of the receivers so the system can be used discretely.  One of the biggest changes we have seen in this industry is an increase in consumer popularity.  Most cars on the road today are equipped with some type of GPS technology.  

When GPS was in the early stages of its development, its main purpose was for emergency situations and government defense.  Now, there are many other uses for GPS, including personal and company use.  For example, companies like OnStar and LoJack have been in the GPS business and have grown with the technology. OnStar has more than 80,000 cars that subscribe to their service. Although the development of this technology has brought about many positive aspects, people are the negative side due to privacy invasion and other ethical issues dealing with tracking.  
Technology Behind Global Positioning Systems

Global Positioning Systems are quite advanced and there are several components needed in order to accurately report one’s position.  A GPS works 24 hours a day, in any weather, worldwide.  There are three main components of GPS:

1. Constellation of Satellites

First there needs to be a constellation of satellites.  The U.S. NavStar Constellation consists of 27 satellites each of which circles the earth twice daily.  These satellites are solar powered and constantly transmit data about their location back to earth, were the data is used in real-time or stored in databases to be used at a later date.  The satellites orbit Earth almost 12,000 miles above us and travel at speeds of around 7,000 miles per hour.  These incredibly dense satellites weigh 2,000 pounds each and are a massive 17 feet across.  Each satellite is built to last around 10 years and the U.S. government replaces them as they wear out.
2. Control Segment

The second component needed is a control segment that maintains GPS through a system of ground monitoring stations and satellite upload facilities. The satellite transmits signals to these upload facilities which then travel on frequencies in the microwave part of the light spectrum.  There are three different kinds of data sent from the satellite to the ground stations.  The first type is a pseudorandom code.  This is a code that identifies which satellite sent the signal.  The next type of data is ephemeris data; this is constantly transmitted by each satellite in the constellation and contains important information about the satellites condition as well as the current date and time.  Lastly, the almanac data tells the receiver where the satellite should be at any given time.  Each satellite transmits almanac data showing orbital information for that satellite as well as other satellites in the system.  

3. User Receivers

The last part of a GPS is the user receiver.  This is the unit that is purchased by the user. GPS is free of charge, if an individual has a GPS transmitter and all receivers run of the same constellation.  The use of triangulation allows the receiver to calculate the user’s exact location.  A receiver must be locked on to three satellites to produce a 2D position and four satellites for a 3D position.  The 2D position consists of only latitude and longitude while the 3D position adds elevation.  After the position is found, speed and bearing may also be calculated.  Although the technology is very similar, civil and military GPS still have differences.  The military GPS is much more detailed and the zoom and location capabilities are more accurate than civil GPS  (Singerman).
Employee Tracking

Vehicle Tracking


The original idea of placing GPS units in automobiles was for aiding the driver in navigation.  The driver is able to have real-time navigation instructions and traffic updates.  Systems such as OnStar and LoJack are examples of GPS that can be used in automobiles for reasons other than navigation.  These systems were originally set up to aid in the locating of a stolen car and theft prevention, but they have evolved into multi-tasking systems than can run diagnostics checks, unlock car doors, and even make dinner reservations at your favorite restaurant.  The original intentions of using GPS were to aid the driver and make the car ride more enjoyable, by making navigation effortless.


Then employers began to use the GPS to track the actual vehicle itself, and advancements in GPS technology have enabled employers to track a lot more than just vehicle location.  Fleet tracking has become a standard in the delivery, cab, and car rental industries.  This technology is called Automatic Vehicle Locations (AVL) and is a combination of GPS and computer tracking monitoring systems.  The employer is able to watch the vehicle travel on a digital map of the surrounding area or a real-time image of the vehicle.


Originally this technology allowed an employer to see the location of a vehicle on a delayed signal.  Currently, GPS allows for real-time information including location, direction, speed, altitude, and engine diagnostics of the vehicle. Automobiles with GPS devices transmit continual signals to orbiting satellites so that the various types of information can be seen by an employer. These systems have revolutionized employer capabilities of tracking vehicles. 


A 2003 survey by Lawn & Landscape magazine found 53% of the companies surveyed either use GPS to track all of their vehicles, some of their vehicles, or were considering using GPS in the future.  In the delivery, cab, and car rental industries, the percentage of companies using GPS for tracking was 93%.  This is an extremely high percentage and illustrates how widely this technology is used.  Companies such as Federal Express and 303 Taxi and Messenger Service have all employees sign a disclaimer than states all drivers will be monitored 24 hours a day, seven days a week and employees will be fired for improper use of vehicles.  Other companies, such as Stericycle Medical Disposal, do not inform truck drivers of their monitoring policies even though the company does monitor trucks with GPS tracking technology. The current laws of vehicle tracking varies from state to state in wording, but the unanimous consensus is that the only person legally allowed to place a GPS transmitter, with the intent to track that vehicle, is the registered owner of that vehicle, besides law enforcement officers.

GPS tracking allows a company to see vehicles, which are significant assets to the firm, at all times.  Doug Conway, founder of Boulder Super Shuttle, began tracking his trucks in 2003 and states that it has created greater productivity for the firm.  “Now that drivers know we are watching them at all times, there is less room for unapproved use of our shuttles by employees,” Mr. Conway stated.  This belief is widely accepted by most managers in similar industries in the United States.   Most managers are willing to forfeit their employees’ privacy for the greater good of the firm.


GPS tracking technology is not limited to the tracking of corporate users, as law enforcement agencies now use the technology to track their police force. For example, in Clinton, New Jersey, GPS tracking devices were placed in the front grill of squad cars in 2001.  This later resulted in the suspension of officers, as many cars were found loitering around diners and hanging out in parking lots for excessive time periods.  The reason for this was because the data transferred in the GPS logbook stated they were on patrol at those locations.  This is not a standalone incident, as it is estimated that over 1,200 employees were terminated based on the tracking of vehicles by GPS in the U.S. alone.  

Cell Phone Tracking


The popularity of employing tracking through cell phones has also increased with advancements in technology and is now the most common form of employee tracking.  In 1999, the U.S. Congress passed the E911 act, which is a law requiring all cell phones manufactured after 2005 to use GPS. This will allow emergency crews to respond faster to 911 calls. Emergency crews are not the only people using GPS-equipped phones, as there is no current law regarding employers using this technology to track their employees. The only flaw with cell phone tracking is that the phone must be turned on for the GPS system to work.  Until 2004, only the U.S. government was tracking individuals by their cell phones.  Now, private tracking capabilities are made possible by the use of SIM Cards.  This technology allows employers to keep an electronic leash on employees.  


Cell phones can be tracked in two different ways:  The first is triangulation, which can be done on any cell phone but the process is slow.  The second and most widely used is through GPS tracking of the SIM card that is in the cell phone.  Since the wireless communications industry has moved to using SIM cards in cell phones, almost all modern cell phones can be tracked using GPS technology.  Employee tracking through cell phones has become very prevalent for employers in and out of the workplace and especially during lunch breaks.  


Since the E911 Act of 1999 all cell phones purchased in the United States can be domestically tracked on any wireless network.  The most widely tracked networks in 2006 were AT&T, Verizon Wireless, and Nextel Communications, with each network averaging more than 2,500 cell phones tracked daily through the use of GPS.  In 2004, Nextel Communications began selling Mobile Locator, giving bosses an easy way to track an employee with cell phones that had a SIM card inside of the phone. This was the first civilian tracking system that was introduced.  It allowed anyone using the Nextel network to be tracked with GPS effortlessly and Nextel more than doubled their corporate customer base in 2005.  Since 2004, most wireless networks sell similar GPS location products and all networks can be tracked by employers.  GPS cell phone tracking has become so widely used, mostly because of employee tracking, that an entire industry has evolved.  Companies such as TruePosition and Xora have made it their sole line of business to tracking individuals through cell phones. They are extremely profitable and are used by major corporations, which include U.S. Foodservices and McKinsey Consulting Firm.  

The demand for GPS cell phone tracking technology is extremely high and Nextel claims to have more than 1,000 corporate customers that continually track their employees.  An example of an inexpensive tracking system is GPS TimeTrack.  This is a Java based program widely used by corporations in the US.  The user simply puts a cell phone number into the input box and the software will locate the position of the cell phone on a map. The program then periodically requests the latitude and longitude of that cell phone number, giving an employer an employee exact location.  This simply technology is becoming widely used by corporations and the GPS cell phone tracking industry is at an all time high in 2007, bringing in $2.9 billion.


One example of the application of this technology took place in Chicago during 2005.  More than 500 city employees were issued cell phones that could be tracked by GPS, without telling the employees the phones had this capability.  The city said that the phones were issued as a tool to increase employee productivity.  Several garbage and traffic enforcement officers were fired because of their location during working hours.  Several court cases derived from this incident, and now all city employees carry these phones after several unions won concessions for the episode.  Now, all city employees in Chicago are notified and have to sign a contract that they can be tracked by the city during working hours. 

Infrared Badge Tracking


Infrared Tracking does not use GPS.  Instead, it uses light from a scanner or censor to record and employee’s location.  This allows an employer to see the location or door of the building an employee was in during the day, through the infrared badge.  This is very cutting edge technology, and is more expensive than cell phone or vehicle tracking.  These tags of badges are about the size of a credit card and are normally attached to an employee’s identification card.  The badge includes sensors that are encircled by electromagnetic fields.  This tracking device is mainly used in hospitals.  The system enables employers to see in real-time where each doctor and nurse is within the hospital.  This practice was first put in use at New York Memorial Hospital in 1998, due to a decline in patient satisfaction.  Currently there are 52 hospitals in the US that use this location system to track hospital employees. 

Complaints concerning invasion of privacy are relatively low for this form of tracking technology.  This is because most people agree that this technology is practical in a hospital.  The nurses’ union of Brooklyn filed a grievance against the use of infrared badges, but lost in arbitration as the court concluded that the technology’s benefits greatly outnumbered its complaints.  Most hospital union employees that are willing to wear the badge know that “The parties agree that data acquired by and preserved with the [tracking] system shall not be the sole source of information used to impose discipline or evaluate any nurse.”  This was the agreed solution of an incident that involved union members of the Alaska Nurses Association.  
Primary Research

A survey of 100 CU Boulder students was administered, and the results were compiled.  The short survey included the following four questions: 

1. Have you ever heard of employee GPS tracking? 

2. Do you know that you can be tracked by anyone through your cell phone? 

3. Do you believe this is an invasive practice?

4. Would you accept a job that used this technology to track you during the workday?  

The results indicated that 54 respondents had heard of the technology.  24 respondents knew that they could be tracked through their cell phone.  87 thought the technology was invasive, and 41 respondents said they would accept a job that used this technology.


The results are clear that this technology is relatively new and unheard of throughout the Boulder, Colorado community.  The most staggering result was that 86% of respondents thought the technology to be invasive.  This is clearly a signal that the overall belief of this technology is invasive to individuals and is becoming increasingly controversial.
Ethics Relating to Employee Tracking

Global Positioning Systems are relatively new in the corporate world.  Today employers in almost every industry can track and monitor their employees using several different methods.  Since this is so new for many people, there are many ethical issues associated with tracking.  


Many employees feel that being monitored by GPS by their employer is an invasion of their privacy and should not be allowed.  However, some employers are not using this technology strictly for watching their employees.  They use this technology to track and monitor their assets as well.  GPS can prevent assets from being lost or stolen and can also collect data that will help determine efficiency for the company.  By law, the owner of a vehicle has the right to track it without telling anyone. This brings up a major ethical issue surrounding employee monitoring.  Is it ethical for employees to track their employees without their consent?  Many employees believe if they are being monitored, they should at least be notified by the employer, especially when they are driving the tracked vehicle or talking on the followed cell phone.

Employees have gone on strike and used collective bargaining tactics to avoid the infringement of their privacy.  Employers need to be careful how they implement GPS systems.  If done the wrong way, employers can lose their employees trust and dedication.  Another ethical issue is employee tracking during break, lunch or off-hours.  Should employers be allowed to track employees when they are not working?  Many employees have been fired because they violated company policy during lunch with company property.  This is a very difficult problem because it would be difficult to turn off the GPS while each and every employee is out to lunch.  Also, if you witness bad behavior off the clock, can you ignore something that you know is wrong?  Should a truck driver be fired for stopping at the post office to mail a letter during work?  Should an employee be fired for driving to the post office in the company vehicle during lunch break?  There are no right or wrong answers to these questions.  Since GPS employee tracking is so new, many people do not know exactly what to think or how to feel about some of the ethical dilemmas.
Legislation and Court Cases


There are no clear laws regarding the use of GPS tracking for employees, but there have been several court cases relating to similar issues on privacy.  The reason for the lack of legislation is because there are a lot of gray areas within the scope of this topic.  Workplace privacy cases are usually mitigated by common law, state law, and the Fourth Amendment.   Ideally, the courts try to find a balance by looking at the employers needs while keeping the employee’s legitimate expectation for privacy in mind.  


Although there have not been many cases involving GPS employer tracking, there have been cases related to employee privacy.  There have also been court cases in which the police violated privacy rights by using GPS to track a vehicle without a proper search warrant.  Over the next several years, much more legislation will likely dictate what is right and wrong regarding the use of GPS with employee and asset tracking.  

Conclusion


There have been several positive and negative aspects of employee tracking with the use of GPS and infrared technology.  There is a lot of uncertainty with this industry as to how far they will take it in the future.  Privacy infringement has been one of the biggest problems with America’s new asset management systems.  Whether it is GPS tracking by phone, in vehicles, or through the use of infrared ID badges, employers are watching employees’ moves now, more than ever.  Since this industry has developed so fast, there is very little legislation protecting the rights of employees.  We will see unions fighting for more employee privacy regarding tracking issues in the future.  Many companies are forced to pay hefty legal fees due to the fact the ethics of tracking employees are questionable.  The biggest issue seems to be when employers are terminated and are unaware employers were tracking them.  Some companies are starting to realize the problems relating to these privacy issues and require employees to sign consent forms for the GPS and infrared tracking.  Companies need to be more careful in America with regards to how they track their assets and employees.  The under lying question for managers needs to be whether or not it is worth it to sacrifice their employees’ trust for greater productivity in the firm.
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Clubs, Bars, and the Driver’s License Scanning System

Katie R. Holloman and D. Evan Ponder
According to the United States Census Bureau (2005), nearly 4.3 million U.S. adults claim to frequent bars and nightclubs on a weekly basis. Bars and nightclubs only constitute 2% of over fifty different categories of leisure activities. Yet bars and nightclubs are definitely a large part of American culture (2007 U.S. Census Bureau). Despite the popularity of these activities to Americans, most patrons are unaware of the underlying threat that faces them each time they visit an establishment that scans their driver’s license. By merely having your driver’s license scanned at a bar or club, all of the information held on that license can be stored indefinitely in an establishment’s unsecured databases.
Identification scanning systems, such as the Z22 Mobile ID Scanner from Tokenworks (2002-2007), are marketed to businesses as the foolproof way to avoid trouble with the law due to allowing underage customers into their establishments. The Z22 “alarms if an ID is underage or expired and helps to identify fake IDs by cross checking the displayed name with that printed on the ID.” It also “records transactions (into a database) so you can prove a specific ID was checked at a specific time which is vital when establishing an affirmative defense with state authorities” (Tokenworks Inc.). Other ID scanners actually scan a picture of the ID and store the whole image in a database. Every piece of information, including name, address, and driver’s license number that is on a driver’s license is stored on a computer owned by the person who owns the scanning equipment (as opposed to a third party). According to Tokenworks Inc., this system “pays for itself by preventing one infraction, typically $2,000 in fines, legal fees, and lost time (first offense). On the third offense, most states will revoke a liquor license, effectively putting the company out of business.” These systems are designed for use in conjunction with a trained door person to prevent minors from participating in the twenty-one and up nightlife.

The problem, however, is not with the scanning systems; it is with the lack of standardized safety practices that result when there is no law governing their use. In other words, while the systems are extremely effective in deterring underage persons from gaining access to restricted places, they are leaving everyone else at risk of having their personal information used inappropriately. Information can be used unsafely by both the business and anyone who can access the on-site computer system where the information is stored. Some examples of who might have access to, or be able to access, this information are: employees of the business, patrons of the business, other businesses, and, if the computer that houses the database has Internet access, anyone with even the slightest of hacking abilities. None of these people should have access to any amount of one’s personal information without their explicit consent.
Research Question
What is the extent to which driver’s license information is accessed, stored, protected, and used after being scanned in the night entertainment industry? In order to answer this question, two methods of research were undertaken:  article/case study retrieval and administering surveys. 

Journals

First, a journal search for articles and case studies relating to driver’s license privacy in the nightlife entertainment industry was conducted. There is not a wealth of information currently available on this subject, but some previous case studies were quite useful.

The night entertainment industry is an area in which legislation for the protection of both establishment owners and patrons is a gray area. There is an urgent need for laws that discern between driver’s license scanning practices that are ethical and unethical, legal and illegal. Although driver’s license information seems miniscule in comparison to one’s social security number being lost or stolen, it is just as vital. With the information from one’s driver’s license, information relating to credit cards, residential history, car registration, driving records, and even social security number can be attained. According to the results of our survey, currently, the number of clubs and bars that do not utilize driver’s license scanners outweighs the number that do by 3:1 However, businesses with these systems in place are more commonly using them to advance their own interests rather than the protection of their patrons. 

Many businesses in the nightlife entertainment industry are invading privacy by keeping driver’s license information for indefinite periods of time. Federal Privacy Commissioner Karen Curtis acknowledges a club “should keep information as long as they need it... why do they need it for a longer period of time (than a particular night)?” Businesses (including bars and nightclubs) that have a turnover of $3 million or more per year must make patrons aware that they are collecting their information, the purpose for doing so, and who else might have access to it (Flynn, Russell 2006). But this compliance with privacy laws does not seem to be a regular occurrence within the nightlife entertainment industry and is proven by the lack of knowledge portrayed in the survey results.

In New York, for example, the fight over requiring all nightclubs to install driver’s license scanning equipment is underway. Leading the battle is City Council Speaker Christine Quinn, who believes the equipment is essential for deterring underage drinking and maintaining night entertainment safety for employees and patrons. Quinn states, “People know that when you go to an establishment where liquor is sold, you have to prove you are of a certain age...So I don’t believe there is any expectation of privacy as it relates to going to a club” (Hu 2006). Although Quinn has recognized that underage drinking is a problem within itself, scanning driver’s licenses to prevent such illegalities while leaking or storing personal information seems negligible.

Another example for the future of driver’s license scanning equipment takes place in New Jersey, where legislation is being put into place to restrict the collection of personal driver’s license information without the owner’s consent. This was initiated after a Trenton, New Jersey, nightclub called Kat Man Du was discovered to have stored embedded information of 15,000 of its customer’s driver’s licenses to a database. Ronald K. Chen, New Jersey’s public advocate states, “the chances of it ever being completely eliminated is remote” (Randall 2007). Furthermore, if New Jersey’s legislation revision of its “Driver’s Privacy Protection Act” passes, it will include a clause restricting the use of collected information for marketing purposes. However, the new legislation also includes updated licenses that include digital strips that can display names, addresses, and physical characteristics of the holder once scanned. This driver’s license information is commonly used for business marketing within bars and clubs to distribute promotional material and seek demographics (Randall 2007).

Club/Bar Manager Interviews

Second, owners and managers of popular Denver area clubs and bars were interviewed. The goal was to find out if they utilize identification scanning technology to attain their patrons’ information and, if so, how this data is stored, for how long, and for what purposes it is used. The information uncovered from these interviews produced some very surprising details as to how establishments use the technology and information.

  According to the local owner of Denver’s Hiccups Sports Bar & Grille, Roxanne Armstrong, every person to enter her bar has their driver’s license scanned. On any given night, the number of driver’s licenses scanned can range from 40 to 250. This data is then stored indefinitely in Armstrong’s T. C. & C. identification scanning equipment. Although Armstrong claims to use this information for no other reason than to verify legal drinking age in order to “[resist] los[ing] my license...it’s...my livelihood” (Armstrong 2007), the capability to attain this private information seems effortless and the necessity to keep this information is non-existent.

Jordan Cromwell has been an employee of Denver’s Comedy Works for over two years. He disclosed that even though he believes that the driver’s license information stored indefinitely on databases is very secure, it is used primarily to verify legal drinking age and secondarily for marketing purposes. Driver’s license information collected on a nightly basis ranges between 100 and 300 patrons. This information is then used to uncover demographic target markets and potentially used to send follow-up marketing promotions directly to patrons, without permission. Surprisingly, Cromwell compared their driver’s license database to their existing credit card database. Comedy Works has been storing their customer’s credit card information for up to seven years (Cromwell 2007). Driver’s license and credit card information are similar in their respective need to be private and secure, yet driver’s license information is being kept indefinitely. Comedy Works is yet another example of how venues excuse the importance of their patrons’ privacy and safety for their own gain.

Dave, who declined to give his surname, is a manager at the Cowboy Lounge in Denver. He says that they use a driver’s license scanning machine, primarily because it came with the bar when it changed ownership a couple of years ago. The Cowboy Lounge’s machine is one that scans a picture of the entire driver’s license into a database, instead of simply extracting the data from the magnetic strip on the back. In the four days per week that the Cowboy Lounge is open for business, between 800 and 1200 driver’s licenses are scanned. He says that the database has never been cleared, acknowledging that up to five years of personal information is in the database at the moment --  this time period spans the two owners. Dave adds that the information has never been lost and that it is safe as a result of limited access to the database, which is in a locked room. However, there are six managers that have direct access to the computer. Despite these “security measures,” it is still possible for someone to potentially hack the system online, or even physically steal the entire database. Combine these possibilities with the current utilization of the data by the Cowboy Lounge (none), and the hypothetical uses of the information (which have yet to prove to be ethically sound), and there is little doubt that thousands of people’s information is at risk.

Dave is also a manager at the Tavern Downtown in Denver. He says that the Tavern does not use any type of scanning equipment. He states the reasons for not using technology to verify age as being that his bouncers are extensively trained. In addition, he states that the machines aren’t able to catch the subtle nuances that bouncers look for in people’s attitudes and demeanor. He also says that physical constraints (having wires everywhere would be a liability) limit the establishment’s ability to house such technology. Dave says that neither money nor respecting their customer’s privacy affect the decision to not use scanning equipment. This interview shows a lack of knowledge about the use of the technology. According to Tokenworks Inc., the devices are to be used in conjunction with the staff’s perceptive abilities and professional opinions. While these machines cannot perceive nervousness or awkwardness, which the bouncers may be able to do, it gives the staff the ability to compare the information visible on the license to the information embedded in the magnetic strip (Tokenworks Inc.). This case was shown in an ABC News video case, featuring underage drinking in New York and New Jersey, and the detrimental effects to teens when they enter clubs at an illegal age (ABC News 2006).

Another Dave, different from the aforementioned, is the General Manager of Lodo’s Bar and Grill in Denver. His bar does not use any form of identification scanning equipment either. His reasons include protecting their customer’s privacy, as well as costs, but primarily he believes that driver’s license scanning equipment does not “universally work as well as (manually) checking IDs.” He says the systems are unreliable and his only concern was with pass-backs. Pass-backs are when someone goes into the venue legitimately and then passes their driver’s license to another person outside the bar. In this case, the ID is real and this makes it hard to bust someone. Once again this shows a general ignorance of the proper use of the driver’s license scanning equipment. The bouncer should be using the scanner AND checking IDs manually, cross-referencing both for the best results. And most scanners have the ability to uncover pass-back schemes in their software, audibly signaling the bouncer if the license is a repeat.

The best system we found costs $1500 before an instant $200 rebate online. This cost is minimal when compared to the costs of getting caught with underage people in a bar. The privacy issue can be contained easily if the information is handled in a logically responsible manner. And once again, the equipment is intended to be used in conjunction with a trained staff member to cover all of the inadequacies of using the human eye and the scanning system separately.

Club/Bar Patron Surveys

Surveys were then administered in Denver to people that participate in the nightlife. This was an excellent indicator of the awareness level of what the identification scanning equipment does and public feelings about the use of such technology. The data received from these surveys showed an average age of 26 years old, in addition to including 70% of persons surveyed being single and the remaining 30% being married or engaged. Overall, of those surveyed, 44% were female and 56% male. The average number of times those surveyed “go out to a club/bar on a weekly basis” is 2.3. While only about 25% of bars and clubs were mentioned in survey responses, 48% of survey respondents indicated that they have visited establishments that use some form of scanning equipment. When asked, “how does having your driver’s license scanned make you feel?” on a scale of 1 to 10 (1 being “bad” and 10 being “good”), the average response was 5.9. This shows a general indifference about having one’s license scanned. Furthermore, 36% of respondents think that establishments that scan IDs are actually retaining information while 20% of respondents think that everything on a license is being stored. Finally, only 12% of respondents think that the establishments are using the information for things other than the security of the venue.

Basically, this shows that while there is a general apathy about having one’s driver’s license scanned, most people trust that the places scanning their licenses are not saving the information past the door. Of the people worried about their information being stored, very few believe that it is being used outside of the scope of ensuring a safe and legal atmosphere within the establishments. The data didn’t change significantly between those that were single and those that were married or engaged. Nor did it change significantly between women and men respondents, with the exception of what the respondents think is being stored. Of those that think excessive information is being stored, 80% are women. This general unawareness is a sign that businesses are not divulging what is actually happening when an ID is scanned, and that is a gross abuse of trust. Customers expect that because they are paying for a good or service, they should be treated as a valuable asset to the viability of the business.  These businesses think that they are protecting themselves in the long run by complying more with existing laws. However, when they don’t consider their customers’ safety and privacy concerns, they are sending a very strong message that they don’t think about morality.

Therefore, the identification scanning systems are a complete necessity, with the ability to circumvent the human errors that must occur when bouncers check IDs based on experience and training alone, despite the confidence of the managing staff of Lodo’s Bar and Grill and the Tavern Downtown. But it is not ethically or morally acceptable to allow businesses to retain personal information without explicit permission, much less to store it for profit against their customer’s knowledge. Also, it is definitely morally questionable to hold a patron’s information for periods of time extending into decades.
Conclusion

The solution is to pass laws that will ban the use of this information for marketing and promotional purposes, limit the amount of time that businesses can store this information, and mandate full transparency by establishments as to how and why they are using and storing this information. Until this happens, it is only a matter of time before we see serious infractions resulting from the lack of priority in securing these databases. Unsecured databases, which may result in the circulation of patron’s private driver’s license information is on the brink of being public knowledge and under the guise of absolute security. How would you want the law to protect your personal information and to what extent should the law do so?
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Privacy and Casinos: What They Know About You

Tyler Grady and Kory Felzien

Introduction
You and your friends go to Las Vegas for a night of gambling. As soon as you set foot on the strip, you walk into a network of thousands of cameras that watch your every move and keep it on record. As the cocktail waitress fetches your gin and tonic and you place your first bet, you wonder, what do these casinos really know about me and how will they use the information they have? For many years casinos have been using cameras to catch cheaters and monitor all movement on the floor. The casinos say they are using these cameras to watch for all fraudulent activities and to ensure the safety of the casino patrons and employees. Whether it’s counting cards or claiming missed payouts, there are many people trying to scam casinos. Las Vegas and many other casino hot spots are taking preventative measures to guarantee that these types of things do not happen. 

But how far does this go? What technologies are casinos using to combat unfairly advantaged players and assist in security measures? What privacy issues arise with these new levels of security? What programs are being adapted to ensure data security? What does the public know about this? This chapter will answer these questions and give insight into the secret world of casino surveillance technology.

History


Gambling was first legalized in Nevada in 1931. Since then, gamblers of all types have been trying to find ways to beat the system. In the early days of gambling, cheating techniques were simpler and more obvious. Examples include simple tricks such as phony die to help guarantee a certain number, diverting the attention of the casino attendants to put down late bets, stealing chips or money, or the use of unofficial coins in the machines. These days, cheaters have gone to new lengths to outwit the house. 


Casinos around the globe tell a number of unimaginable stories about gamblers who have cleverly devised ways to cheat. One story involves a South African gang who was able to win over $300,000 by cheating the system. This gang infiltrated the factory of a playing-card manufacturer, who happened to be the card supplier of a local casino. Because members of the gang worked at the factory, they were able to insert a small defect into the cards to represent different suits and high and low cards. By doing this, gang members playing at the casino were able to identify what type of card was drawn and gain a significant edge while playing.


Another case involved a young student from the Massachusetts Institute of Technology who used a special jacket he constructed during an assignment in school to win himself a great deal of money. The jacket included a wearable blackjack card-counting computer that took advantage of the fact that, in this particular game, knowing the cards in play increases the gambler’s odds. Ultimately, the device was recognized by casino surveillance because his device let off flickers, which were picked up by infrared cameras (Casino Surveillance).

The use of technology in surveillance systems is in no way new to casinos, as casinos are always striving to protect and maximize their gaming revenues. Large amounts of currency move throughout a casino, which tempts players to find ways to cheat the system. Since the beginning of the gaming industry, players have been finding ways to increase their odds. Nowadays, of the 150 million people who visit US casinos each year, there are only about 5,000 who pose a risk from a security standpoint (Casino Surveillance). These people are the professional cheats, the incredibly intelligent who are able to think of new ways to attempt to outthink casino surveillance systems. The billions of dollars that casinos spend on security are, of course, for these select individuals.

New Technologies
A major reason that controversial surveillance technologies, such as biometric face scanning and other database scanning programs, are common in casinos is that casino patrons are accepting of heavy security and do not find it overly intrusive. In this industry, operators are free to develop programs to track all the behavior and money throughout the entire complex of the casino. Additionally, when professional cheaters began to take advantage of the out-dated casino security systems, a game of cat and mouse began as casinos tried to catch and out-smart the swindlers. Because casinos have extremely high spending power, they are able to stay on top of emerging technologies. In fact, the surveillance technology used in the gaming industry is among the most high-tech available in any form of business across the globe.

Video Surveillance


Visual surveillance systems used in casinos have made giant strides in the realm of productivity. Originally, visual surveillance simply involved managers observing players from catwalks above the gaming floor. Once closed-circuit television technology was developed, surveillance became a way to detect wrongdoers and keep records of the offenses. Closed-circuit television is the use of video cameras to transmit a signal to a specific, limited set of monitors. What makes closed-circuit television different from broadcast television is that the signal is not openly transmitted, but it may be transmitted through wireless points and links. The Mirage, which at the time was the most expensive hotel/casino in history, was the first casino to use this technology. The problem originally brought up regarding breaches in privacy with closed-circuit television was the idea that the monitors were used as a social control measure instead of a deterrent to crime. In the United States, however, there are no data protection laws or systems in place to inhibit the use of this technology. In some cases, the Fourth Amendment, which prohibits “unreasonable searches and seizures,” has been brought into play, but courts typically do not uphold this view in cases regarding closed-circuit television. 

One means of surveillance incorporates the use of many small cameras, stowed behind one-way glass surfaces to detect fraudulent acts. These cameras are so well hidden that players are typically unaware of their presence. Additionally, the periodic movement of cameras prevents them from being easily identified, thus keeping cheaters on their toes. At this point in time, the cameras have become so high-tech that they are able to see more than just faces; they can actually see player’s cards (Casino Surveillance).

Going Digital


Digital surveillance cameras and digital video recorder (DVR) systems are now replacing VHS technology. They are making storage, retrieval, and analysis of footage a much simpler process. Because data capture is switching to digital formats, clarity when zooming is making operators jobs much simpler. Along with this, surveillance monitors no longer have to sit in front of a multitude of screens. They can now look at multiple views in one touch screen or mouse-driven monitor. One specific example of this digital surveillance technology is being used at Viejas Casino in San Diego, CA. Viejas is using Sanyo DSR-M800 camera system. Viejas Casino chose this system because it was user-friendly, sustainable on a generator and technically accessible. The system records at the rate of 30 frames per second, and it has the ability to zoom in to incredibly close ranges, zoom out to show fuller presentations, and also monitor full-screen or quad pictures. One of the most significant aspects of the system is that it has the ability to obtain images so quickly. The Sanyo DSR-M800 saves Viejas 70-80 percent of search time per case. The system allows for continuous storage of seven to 35 days in high-quality mode (Brebric 2005). Viejas leverages this technology for a wide variety of purposes, including monitoring parking lots and driveways and using this technology to determine customer disputes, such as questions of who sat down at a slot machine first. Digital surveillance cameras are able to provide a clear look into exactly what was going on at casinos, but this technology still leaves out the answer to the “who” question. Exactly what type of person is present at each casino? Exactly who are the patrons?

Radio Frequency Identification Technology


Radio Frequency Identification technology is quickly making its mark on the business world. RFID technology has already been used to identify, locate and research the behavior of consumers in various industries all over the world. “An RFID tag is a small chip with a built-in antenna that can be attached to just about anything. It doesn’t need a power source – when a radio signal from an RFID reader hits it, the tag sends back a reply that includes the chip’s ID information” (Dobrota, 2006). Not only have RFID tags proven useful on consumer durables, like in the case of Wal-Mart, but companies are also using them to keep track of important files and prototypes. Even the U.S. Government is using RFID technology in newly issued passports to help locate criminals with outstanding warrants and to identify counterfeits. It is obvious that companies are finding many uses for it, but can RFID technology benefit consumers as well? It turns out that everyday people are making use of RFID technology by putting tracers on their vehicles, car keys, and even their pets. Since there has been so much competition in this new industry, the cost of RFID tags has been driven down to almost nothing. Anyone can now buy as many RFID tags as they want for as little as ten cents a tag (Dobrota p. 2). If you were a company looking to further your research on the use and disposal of your products, why wouldn’t you use them? 

Despite all of the benefits RFID tags seem to promote there is one issue that consumers still may want to worry about; invasion of privacy. Many people are worried that the products they buy will soon turn into active tracing devices, and these devices will keep an eye on their every move. Are these RFID tags invading our privacy or providing useful benefits to us as consumers? 

RFID Chips – Tracking Every Bet

The gaming industry is currently one of the biggest users of RFID. While supermarkets and retailers are vigorously testing the waters with RFID tags, casinos have already put the technology into full use. Currently, new casinos such as the Wynn Hotel and Casino in Las Vegas are taking preventative measures to stop cheaters by installing RFID tags on every chip in circulation. These tags will stop cheating by tracking, tracing and storing every bet that each gambler makes. According to gambling-industry representatives, RFID tags enhance security by alerting gaming officials when the value of the chips does not correspond to the monetary amount the gambler has in play (McCutcheon, 2005). Tim Richards, the vice-president of Progressive Gambling, says that RFID chips can “determine if players are potentially cheating, if they are paid when they shouldn’t be paid [and] what strategy they use, if any” (Dobrota, p. 2). The RFID chips are able to identify when the chips are in a player’s hand and when they are on the table, signaling to the casino the bet amount and the possible payout. This capability allows the casino to prevent fraudulent claims from players demanding false payouts and recognize the betting patterns of cheaters that are counting cards or making forged bets.

RFID – Use and Abuse

What else are the casinos using this technology for? Marketing. Casinos are recording the information that the RFID chips are collecting and storing it in large databases. With RFID information in their databases, casinos can make profiles of gamblers based on their preferences, betting habits and gambling performance. There are many uses for this type of profiling. For example, a losing player in the casino might be offered a steak dinner to help reconcile his losses and encourage him to play again tomorrow. On the other hand, a winning player would be sent a couple of stiff drinks in hopes to alter his winning pattern. When casinos recognize what type of gambler a person is, they can influence the person to keep betting with promotional offers like attractive spectators, free drinks, meals and rooms. Casinos can also profit by identifying gambling addicts and enticing them to gamble more with free gambling accounts. With these examples in mind, it’s easy to see how some of the uses of this technology could bring up moral and ethical concerns. One concern people have is over the range in which the RFID chips can be traced. People want to know if the chips they have are being traced out of the casino and into their hotel rooms. While many worry about issues like this, casino managers urge people to trust that the technology is being used for benevolent purposes (Blades, par. 1). Nevertheless, people remain skeptical about the use RFID  technology in relation to privacy. It’s obvious that RFID tags can do wonders for business efficiency, but the effect of the technology on privacy might overcome its benefits to businesses. 


Biometrics and Face Scanning

Biometric face scanning is a new technology that is used in casinos as a surveillance mechanism that can link a face with a name – and a personal record. Biometrics is the study of a person’s physiological features and behavioral characteristics. Face scanning is the technology in which people can be identified based on their facial features. This technology works by analyzing a person’s face based on distinguishing features, which include specific proportions and angles that are unique to a person’s face that cannot be hidden by beards, makeup, glasses or hats. This technology recognizes a person by using special security cameras to scan people’s faces and create three-dimensional images out of multiple two-dimensional scans. The end result is then stored in a database and scanned across the casino records for VIPs, problem gamblers and criminals. If no record is found, the system creates a new account for that person. One of the huge benefits this technology gives casinos is the ability to identify people without having to stop them as they walk through the doors. Dr. Thomas Zielke, vice president of Cross Match Technologies notes, “There is always the question of how to monitor visitors in public areas without significantly limiting access. Identifying the target individuals without denying entry to the unknown public is the key to success, and facial recognition is one of the best ways that this can be achieved” (German Casinos, par. 5). The objective of the technology is to monitor people without disrupting them, but isn’t it important for the visitors to know what they are walking into?

Face Recognition Teams Up With RFID


The use of Face Recognition Systems ties in closely with the use of RFID chips. While the Facial Recognition System creates a profile of an individual, the RFID chips store important data about the individual. Some of this information includes the games that are being played, the amount of money the person is willing to bet and the strategy the individual has been using. All of these statistics are recorded and put into a database that is accessed the next time the individual’s face is recognized. This all leads to more moneymaking opportunities for the casinos. Biometrica Systems, one of the leading providers of face recognition technology to the gaming industry, states that biometrics “[enhances] a casino’s operational intelligence, which can be used to reduce unnecessary losses and drive a more profitable business operation” (Biometrica, par. 1). Casinos have already eliminated losses they used to incur by proactively removing problem gamblers who are identified by the cameras on the casino floor. As a known cheater is identified, a red flag instantly goes off in the surveillance room, signaling that the person is banned from the casino. The casino floor security is notified and the person is immediately removed from the property. With this current level of technology, it is rare that any gambler known to have a prior record of cheating can get any farther than the casino doorway. 

Casino Patron Vulnerability


As technology continues to further enhance casino surveillance, are people getting more and more victimized? Much of the use of Face Recognition Systems is for identifying people in public places who are criminals or terrorists. This strategy is good in theory, but if the system is wrong, it can lead to huge problems. It has already been recognized that face recognition is not 100% accurate. USA Today reported that when tested in an airport in Boston, facial recognition Systems produced a 39% rate of failure (Allan par. 2). Why is this important? Face Recognition Systems in casinos are set up to identify criminals, terrorists and problem gamblers. If face recognition systems are wrong, a person could be identified as a criminal even if he just has a couple facial features in common with the person in the computer’s database. Many people are worried that they will be profiled as terrorists just because they have some similar features. If one person simply looks like another, is it fair to kick him out of the casino or keep a close eye on him just because the computer said so? 

In addition, privacy issues might also come into play over the confidentiality of face scanning database records. Since no one has signed any agreement, will casinos share people’s gambling records with other institutions? Back in “the good old days” of Las Vegas, many people liked to joke that they could become someone else just for the weekend – unfortunately, that option is no longer available. 

Databases

As previously mentioned, biometric face scanning has caused enormous advances in casino security. Through the use of this new technology combined with extensive databases, casinos are able to distinguish exactly who is entering the casinos. Since the events of September 11, the casino industry has made significant contributions to the advancement of security measures. Through the use of databases, the Las Vegas Security Chiefs Association has combined forces with the federal, state and local governments by offering their facilities to be used as testing grounds for applications of security technologies. Police and Las Vegas Security officials are integrating the systems to include FBI and DHS watch lists to be searchable in coordination with biometric facial recognition technology. This means that cameras could be scanning a room, recognize a person, scan it through an extremely comprehensive database and locate a wanted criminal. In an interview with Shawn Jacobs (name has been changed per request), a representative from the Las Vegas Metropolitan Police, Jacobs said “Biometric facial recognition technology holds the future as far as casinos being able to help out in catching criminals. There is a lot of potential in the idea that casinos are able to use security methods that other places, say for instance, streets, cannot. This is still in the works, but I hope it will be up and running soon.” The system holds insurmountable benefits to the casino security team, as well as to the police force. The Stratosphere became the first casino in Las Vegas to use facial recognition technology back in 1999. The system installed was created by Viisage, which is now part of L-1 Identity Solutions. Managers of the Stratosphere used a preloaded database of recognized offenders, along with the addition of their own known crooks, to identify potential threats to the business (Blades 2007). Corporate vice president of surveillance and compliance officer for American Casino & Entertainment, Derk Boss, explained the positive and negatives of the system in an interview:
The system was a great help in the beginning. It helped us recognize people who were just flying in from Atlantic City to Las Vegas and playing our games, and we were trying to figure out who they were because they were using false names and such. But history has conspired to make the system less necessary today.  It comes down to a couple of things. For one, we don't deal with those kinds of people as much anymore. There are certainly still card counters and advantage players, but they're not as bad as they used to be, for whatever reason. And 9/11 has really changed this as well, because we tend to know our players a bit more. They check into the hotel and an ID is being asked for. When you go to get a players' card, IDs are asked for. So we find out who they are faster through other means.


These “other means” are part of a highly intuitive idea first started by Harrah’s. Anyone who has visited a casino recently has noticed that the picture of the triumphant old woman with her bucket of coins she won, no longer exists. Many casinos have moved in the direction of ticket-in/ticket-out (TITO) technology.  TITO technology combats the problem of coin theft through schemes with the intent to distract the coin carrier and rob them (Blades 2007). Additionally, it reduces labor and maintenance costs. This is all part of the modern casino, a computerized facility system that relies on layers of technology to keep the gamblers playing and especially, the high rollers rolling. 

Staying Loyal

The modern casino is made up of a network of high-tech slots, video surveillance technology, and data mining applications put together to underline customer loyalty to individual casinos through loyalty cards. Imagine a customer pulling into Harrah’s Las Vegas. 
A smiling valet greets her by name. Instead of having to wade through a crowded lobby to reach the casino, she steps quickly into the gaming room and sits down at a slot machine. The card reader on the machine pages her host, who approaches every so often to ensure that she's happy with the service she's receiving. Although the customer doesn't fit the stereotypical profile of a Las Vegas high roller, Harrah's makes sure she feels special. Because the casino delivers the recognition and service she has come to expect, she'll return to Harrah's again and again (Loveman 2003).


These loyalty cards provide a number of valuable statistics to casinos. Harrah’s Casino created their Total Rewards program about ten years ago to encourage guests to continue staying with them, making them the first to undertake this type of project. Guests at the hotels and casinos register for a loyalty card by sharing the information on their driver’s license, such as their name, address, and date of birth. Anytime they visit one of the 39 locations, they can use their cards to earn credits toward food and merchandise. Similar to other loyalty programs, tier credits can be earned to give members higher status in the program. Each time a customer visits and uses their card, their preferences are recorded, everything down to the types of games they play, the amenities they prefer in the hotels, etc. Harrah’s stores customer data from the casino floors in its so-called Winners Information Network, an IBM Informix database running on an IBM AIX-based system. Not every employee has access to this information due to the guidelines set by Harrah’s. For example, if a manager at one location wanted information on their own property, they could access this information freely. However, if that same manager wanted a marketing list for the entire customer base, they would have to go through the central relationship-marketing group. Harrah’s and its business partners can access some of the information gathered from the joint online promotions, but these promotions are always positioned as opt in. The way Harrah’s eases uncertainties of customers is by explaining that by tracking your play at their properties, they can help you enjoy the experience better with richer rewards and improved service (Norton 2005). The customers understand exactly what information is being stored, the rewards they are earning, and what Harrah’s will do with the information. Today 80% of the 200,000 to 250,000 customers who visit Harrah’s properties are members of the loyalty program. Since launching its rewards program Harrah’s has increased its share of the market from 36% to 50% (Hoffman 2007).


While programs such as these can provide immense benefits to the customers and casinos, it is important to understand that with the advancements in technology to acquire large amounts of data about customers, the possibility of data theft or misuse can occur. Pechanga Resort and Casino in the city of Temecula, the largest casino in California, has the same technological advancements of casinos such as Harrah’s and is aware of these dangers. Gilbert Mendoza, network security administrator for Pechanga, explains that “In this age, information is gold, and we are very serious about maintaining the security and integrity of our sensitive data. We are bound by certain internal control standards that are set by our gaming commission, and the primary directive of IT is to ensure the security of our data” (2006).  With nearly 5,000 employees scattered across the resort’s property, the possibility for a data breach through users’ USB devices and other peripherals is always possible. Vulnerable endpoints are a growing concern in the casino database industry, especially as flash drives and CDs become cheaper and more capable of storing large amounts of data. A program called Safend Protector is currently being used at Pechanga to combat this problem.  The product has the ability to track and enforce the types of devices that are allowed to connect to the system, record serial numbers of these devices, and administer file access logging and cryptology (Chickowski 2006). Programs such as Safend must be employed at all casinos to ensure customer data is protected and does not end up in the wrong hands. 

Security in Casinos Survey


Since the threat of invasion of privacy is already present in casinos, we conducted a survey to discover the amount of information the average person knew about casinos and their new developments in security. The study produced 40 responses over a wide variety of demographics in order to give accurate results for the experiment. 60% of the respondents were female, and the respondents’ ages ranged from 21 to 75. The survey asked each of the respondents a variety of questions, including their reasons for going to the casino. The results of the survey showed that there were almost as many people who went to party as there were people who went to gamble. Whether it be partying or gambling, were the people aware of the information leech they were walking into? The results of the survey showed that of all the people who had been to casinos, 60% believed that there wasn’t too much security at the casinos they visited. With that, only 25% felt that they experienced some invasion of privacy at the casino and of those people, only 60% had ever heard of RFID technology. This bit of data shows that the public is not well informed on what types of activity is going on behind the scenes of casinos and other businesses. This may be due to the enormous amount of secrecy casinos are surrounded by. How can people make good judgments about privacy in casinos if they are not aware of what is going on in them? 

With many privacy issues arising from the increase in casino surveillance, it is important that the public is aware of the threats surrounding them. Out of the 40 respondents, 20% left their visit to the casino with a winning gambling record. Little do these winners know that their next visit to the casino could mean that more odds are against them than before. As casinos gain information about individuals, they will also acquire the means to defusing their strategies and find ways to bring more probabilities in their favor. Another scary statistic brought on by this survey was that nearly 90% of all the respondents were on social networks like MySpace and Facebook. In this day and age, it is widely known that many institutions such as employers are tapping into these social networks and finding information previously thought to be secret. Casinos are no different: they have the ability to go into social networking sites just like other companies to acquire data that they use to make profiles for gamblers. Along with that, casinos can upload people’s pictures with facial recognition systems and create visual profiles of a person even before they step foot in a casino for the first time. Sooner or later, a casino’s database could grow to be as large a government census. 

On a surprising note, 40% of the respondents revealed that they had been victims of credit card fraud. How does that tie into all this? Recently, at the Atlantis Hotel and Casino located in the Bahamas, 50,000 guest records were stolen that contained personal information, including detailed credit card and identification information (OCN par. 1). Although the Atlantis Hotel and Casino is not located in any major gaming area like Las Vegas or Atlantic City, it is important to note that if hackers can break this database, they can infiltrate others. While many people still feel immune to the effects of casino security, across the world casinos are revamping surveillance systems gaining more information on more people every single day. 
Conclusion


Over the years society has increased its level of technology in order to make life easier for people all over the world. Like many institutions, casinos have adopted new technologies to help their business run more effectively and efficiently. From security cameras to RFID chips, the gaming industry has taken extra precautions to foil cheaters and eliminate unnecessary losses. Somewhere between all of the technological advances, patrons of casinos lost their ability to be inconspicuous. Technological advancements in casinos have given surveillance systems the ability to identify each person who walks into a casino. Information is continuously collected on people and held for an unknown amount of time, only to be used in the casinos’ favor at any time that they see fit. Unfortunately, the majority of the public is unaware of the consequences they incur upon stepping foot in a gaming establishment. While casino executives continue to increase profits, patrons are losing more and more privacy each day. It is important that the public becomes more aware of this issue, because if this trend persists, the exposure that people have by walking into a casino might mean an all access pass for all casino personnel. Currently, there is no legislation targeted at casinos concerning privacy rights, but as the public becomes more aware of the dangers of patronage, privacy debates will surely commence. Until then, casinos will stay in hot pursuit over technologies that will help them prevent fraud while in the meantime people’s privacy rights will remain in question. 
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Who is Watching Who?  
Privacy Concerns Regarding the 
Evolution of Television

Jason Angiulo and Grant Kleinwachter
How far off was George Orwell’s novel 1984 in predicting the privacy of daily life in the future?  How often are you really alone? How often do you have absolute privacy?  Does the general public know that “big brother” is closely monitoring them in the comforts of their homes?  Approximately 90% of Americans have invited the most invasive entity ever created into their homes to stay -- the television, and more specifically, the set-top box used by all cable and satellite television programming providers.  This clever spy can access each click of the remote control to report crucial information back to the provider. Then, by using analytical software, service providers can create viewing profiles of every customer.  This chapter will study television service providers to find out exactly what information is collected. We will also explore how it is used to determine the future of privacy related to the evolution of television. This chapter intends to answer the question: Is data mining in the digital television world a privacy threat or a welcome convenience?
The Evolution of Television
The evolution of television and supporting technologies has significantly influenced the privacy issues customers face today.  When television was initially accepted in the homes of Americans, the fulfillment of programming was drastically different. Television programming was originally transferred over radio waves to antennas on the homes or televisions of viewers.  Programming was free and networks based their revenues on advertising models. Over time, networks of coaxial and fiber cabling, along with the expanded use of satellites, have permitted a radically different approach to the fulfillment of programming.  Cable and satellite providers offer their services on various levels of competition including price, advertising, features and content.  

This competitive drive has forced programming providers to employ less than ethical solutions to gain a leg up on their competition.  Through the implementation of the “digital set-top box,” these companies gained the ability to closely watch and profile their customers based on their interaction with the television system.  Furthering the evolution of television, the Federal Trade Commission recently voted to require television manufacturers to implement the set-top box technology directly into new television models, forcing all subscribers of digital television programming into the watching eye of providers.  

To provide an idea of how much this industry is growing and the number of people this technology will affect, Kagan Research provides the following graph representing the continued increase in digital cable subscribers over the past six years.
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How the Information is Collected
In the not-so-distant past the only way television service providers were able to collect viewing information on a user was through a ratings system developed by Nielsen Media Research. This system was initially developed in the 1940s and has been updated and modified significantly since its inception (Nielsen Media Research). This rating system is able to calculate audience size and composition on a large scale. There are two ways that Nielsen gathers this information. The first is a survey of people from multiple demographics asking them to keep a TV viewing diary of their viewing habits. The other is by using Set Meters, which are small devices connected to televisions in selected homes. Although this system has been useful for years, it has come under scrutiny by the television service providers because the information gathered can often be skewed by the randomness of the surveys and meters used. 

With digital cable on the rise everyday, more and more cable television service providers are offering the bulk of their channel content in digital format only. This means that to be able to obtain a majority of service provider’s programming, you will need to have a digital cable receiver in your home. This is where the service providers are starting to collect most of the information about specific viewers and their locations. As of June 2007, 35,255,000 cable subscribers had a digital cable subscription (Cable Industry Statistics). Most of these households own more than one digital set top box. These numbers provide more accurate data collection than the random collection of the Nielsen ratings system. 

Now we will examine how these digital cable boxes collect information on specific viewers. Every time a cable box is turned on, it sends information to the cable provider. As soon as you click a button on the remote control it creates an “event”. These events trigger lines of code that were developed by the specific cable service provider. Events are numerous, and any one event can hold an infinite amount of code. The trigger can do three different things: (Spy-TV)

· Provide you with the programs or services you select

· Collect and save information about your clicks for quality assurance

· Enter information into a database used by analytical profiling software

These specific events are used in the following manner: You turn on your cable box and an event is sent to the database creating a session start time. This session and the exact time of power on is logged. The power on button also sends information to the system to start recording every button press a user makes on their remote. These events are where the cable service providers can obtain their most valuable information. By logging every click of the remote it is possible to determine many things about the TV users viewing habits including:

· Start and stop times – when and how often

· Shows watched – very specific information is gathered: how much of a program was watched, how long you roamed channels, how long a user stayed on a specific channel, etc.
· Advertisements viewed – which commercials were viewed fully, which were skipped (DVR/TIVO), which made the user change the channel

· Program guide – how you manipulated the program guide, what pages of the guide were used

· Services selected – such as Cable On-Demand or classified ads 

As soon as the cable box is powered off, a session number is assigned for the specific user, and all of these different types of data are stored in a database.  Computer programs or people then analyze these databases to create highly detailed profiles.

How the Information is Used


Every specific event stored on a database can be analyzed to create a profile on each specific consumer. Each television service provider employs different software companies to develop profiling software for their systems. Although developed by different companies, the general use of these programs is the same. These programs create specific demographic information that can be useful to the television service provider for marketing and sales purposes. 


The first type of profile developed is of specific user viewing habits. This information is used to detect how many people are watching a specific program at a specific time. It also analyses how loyal a specific viewer is to a program. This information is very useful to the TV networks because it tells them what programs are good for airing and which ones should be canceled. These are vital statistics that tell TV networks how to keep your eyes glued to the screen. This in turn provides information on how much a segment of commercial time costs during a specific show or event. 


Another type of profile is a demographic profile. Most of this information is collected when you sign up for your TV service. Information included is home address, street location, and specific neighborhoods. By using this general information, providers can make estimates of household income and purchasing habits in specifics areas. They do this by analyzing the ads and commercial information that are viewed on the TV screen. With this information, the computer program is able to determine if you are a high, medium, or low-end buyer, as well as how likely your household is to be interested in a specific product or service. 


Information about your lifestyle can also be profiled.  Just by analyzing the content watched, computer programs can detect many traits about you, your family and/or your roommates.  It is possible to detect how many people or what specific person in a household is watching the television at a specific period of time.  It is also possible to sense viewers’ age, gender, race, and even sexual orientation.  It is possible for a program to infer all of this about the user because people’s viewing choices start to adhere to specific patterns. Once these patterns are detected, the user’s profile becomes more specific. 


After all this information is stored about a user and a profile is created, these programs then break the profiles down into segments. This is where the information becomes very useful and profitable for the cable service providers. Information on specific segments of people can be sold to corporations, or to the advertising firms that develop the commercials for these companies. This allows the companies to partake in direct marketing to specific consumers rather than broad marketing. Marketing to people who are more likely to be interested in their products provides companies with greater response to their services or products while cutting costs. This information can also be sold to governments seeking information on possible terrorist threats, illegal activities, or political activists. 
The Future of Television


With the growth of technology in the digital television industry and insufficient legislation protecting citizens, the sky is the limit for the programming providers. With all of the information being collected on digital television subscribers, it will be possible to send specifically targeted advertisements to each particular user. For example, Fred turns on his television and the system is alerted. The program brings up Fred’s profile to analyze and sends targeted ads to him.  It knows that usually every Friday Fred orders a pizza at 8:00pm.  At 7:15pm the cable box brings up a menu where Fred can order his pizza directly from the TV interface without even having to get up from the couch. While Fred is waiting for his pizza to arrive, another commercial break hits. At this point a jewelry store advertisement is shown.  This specific ad was targeted at Fred because in the past few months it was detected that Fred has been living with a woman, and it is two weeks before Valentines Day.  The jewelry store ad also brings up a click box where Fred can obtain more information on the store, such as their offerings and locations. This is just one example of how advertising can be tailored to a specific user. There are endless possibilities of how profile information will be used in the future for advertising purposes. The (limitless) possibilities increase daily with the size of the databases constantly being analyzed.


Other advancements in the digital television world will include the ability to interact with TV game shows or other multiplayer games. Interactive television (iTV) provides a medium much like the Internet by connecting viewers through to a game of their choice. There are multiple possibilities from poker to chess, all controlled by the remote control. Another development in the works is the ability to interact with live broadcasts. Soon, viewers will have the option to choose which camera angle they want to watch a football game with.  Two-way communication will allow conversations and comments among those viewing the same program through a simple chat interface. These advancements can already be seen today with the use of SMS text messaging in programs like American Idol, Monday Night Football, etc.  Using iTV instead of a cell phone to communicate with these programs will only be a remote click away. 


With the development of all these new mining technologies and profiling activities, the fact is that your television will start to manipulate you, the consumer. The interface will be able to offer anything and everything at the touch of a button. Set-top boxes will begin to make pop-up like suggestions about what to watch, movies to purchase, where to eat that night, upcoming events to attend, etc. It is in this way that the TV will be able to manipulate its viewers even more directly than it can now.  True, a cable box with an implemented DVR can already suggest shows depending on previous watched/recorded content, but it is still not able to provide the accuracy of future iTV systems. The rising advertisement opportunities provide new incentives for companies to advertise directly with digital television service providers. Due to the increasing imposition of the Internet on other advertising mediums, there is enormous pressure for the quick development of iTV by television networks, advertisers, and especially television service providers. The possible uses of iTV are endless and the true power of the system has yet to be determined. The opportunities provided by this technology, both financial and social, are in the hands of the service providers, advertising firms, television networks, and government.  The future of the most powerful and widely implemented electronic, interactive, communication system is to be determined by the desires and ethical decisions of profit-seeking conglomerates such as AT&T, AOL-Time Warner, Clear Channel, and News Corp.  The most important ethical concern with the emerging iTV technology is the invasion of consumer privacy. 

Privacy Issues Related to Interactive Television and Data Collection


There are certainly many reasons to continue the development and implementation of interactive television.  However, pressing issues should alarm the general population about the powers granted to private corporations.  In short, American citizens need to be weary about accepting iTV too hastily.  Concerns regarding privacy in our country have been addressed since its inception, yet it is easy to misinterpret the context of legislation in the face of change.  Historically, the government and federal legislation have been unable to substantially protect citizens from crimes involving emerging technologies.  The failure of congress to address technological issues in a timely manner has allowed perpetrators to freely terrorize the digital world.  

The television industry takes advantage of the lack of legislation and regulation surrounding data collection and subjects consumers to practices that many feel are invasive.  While there are a few laws regarding the information collected by television service providers, they are insufficient at protecting citizen rights.  These laws mandate the service providers to collect information about consumers, granted it be used to more accurately deliver service and the information collected will be released to the consumer upon request.  The laws also require the service provider to notify the consumer of any data collection taking place. This notification is generally included in the “Terms and Conditions” and “Privacy Statement” documents provided by every digital television subscription service. Unfortunately, those entering into the contract often ignore or misinterpret the statements. Issues with the existing laws include the lack of regulation for the use of information being collected or a required time period for the information to be destroyed.  Additionally, consumers only need to be notified in writing of the data collection, and consumers not sending in written refusals automatically grant permission for the data collection upon use of the service. Consumers are, thus, intentionally not given an obvious choice whether to participate in the data collection. Some customers are not even aware they have a choice or that data is being collected.  Even if a consumer does mail in a refusal of permission there is no guarantee that it will be processed at all, since no regulatory body controls the flow of data between set-top boxes and program providers.  

While these lax laws only apply to the “events” sent from your set-top box, there are much more strict regulations regarding PIN, or “personably identifiable information,” such as name, telephone number, credit card numbers, etc. for any company in any industry.  This PIN data collected at the original purchase of the service is, supposedly, never mixed in the same database with set-top box data and it is illegal for service providers to do so.  This is the only legal assurance we have that the data collected on what is watched or bought through the television is strictly anonymous.  

Although the information collected is considered “anonymous,” since it is not tied directly to your name, it is still an invasion of privacy.  First, names are hardly of any use to these systems since advertisers and service providers all reduce you to a statistic anyway.  Even though the system does not match names with other statistics, rights may still have been violated.  The truth is, service providers monitor and categorize the individual behaviors of each of their customers in their own homes. The manner in which the data is collected is physically invasive. Even worse, consumers are practically tricked into participation with the “legally required” notice hidden in the fine print. Additionally, the FCC is unable to ensure that set-top box data is never associated with PIN data. Subscribers must simply rely on the goodwill of the service providers to securely and conservatively use personal information in an ethical manner. The privacy issue continues further as the television service providers are legally allowed to sell and share the information collected from set-top boxes for financial profits or other intangible gains.  Previously, customers received compensation for their participation in behavioral studies and marketing surveys.  Now, the information is simply being taken from consumers every minute of every day and resold at huge profits.

 After examining the television service subscription industry, it is clear to see that the legal regulations favor the television service providers over the citizens the law is supposed to be protecting.  A serious restructuring of legislation needs to be implemented before the widespread use of iTV destroys the little remaining privacy available to citizens.
Public Opinion of Television Set-Top Box Data Collection

It is one thing to claim that the data collection practices of television service providers invades privacy, but it is harder to prove it.  The most developed support for this argument comes from lobbyist organizations such as the American Civil Liberties Union (ACLU) and the Center for Digital Democracy.  While these organizations hold some power when addressing Congress, it is the overall support of the public that is crucial for enacting change. It is the public’s opinion that truly grabs the attention of the nation’s leaders, making them consider current events and emerging technologies.

To help gauge the public’s position on this matter, a survey was provided to a random sample of 108 American citizens.  This survey covered everything from the respondents’ knowledge of interactive television to their opinions on privacy and data collection from set-top boxes.  The results were astonishing in some aspects while confirming many previous assumptions in others.  For example, over 75% (82 respondents) confirmed that their household contained a digital set-top box.  Although 89% (96 respondents) did not read the “Terms and Conditions” or “Privacy Statement” which explains that data is being collected, 63% (68 of the respondents) generally assume television service providers are monitoring each set-top box at any given time.  This means the majority of the population probably assumes their television service providers are monitoring them in some way.  Furthermore, nearly 55% (59 respondents) of those surveyed responded they did not care if television service providers recorded, monitored, stored, or analyzed information about how they interacted with the service.  

Although the sample audience did not seem to care that the set-top box information was being collected, about 78% (84 respondents) did not want the information shared with any third parties, such as television networks or advertisers.  The overwhelming majority of the sample population, almost 90% (97 respondents), would prefer to have a choice before being subjected to the data collection practices of the service providers.  Additionally, two-thirds, or (72 respondents), would like to see legislation passed regulating the data collection of set-top boxes to protect citizens.  Overall, of the total 108 respondents 64, around 60%, felt that the collection, storage, use, and sale of data from television interaction were in fact an invasion of privacy.  While not an overwhelming majority, this statistic speaks volumes about the public’s opinion of privacy and the civil rights continuously being violated.

Public sentiments are made clear from the results of this survey.  While the manner in which the data is collected by these devices is considered an invasion of privacy, the majority of citizens do not necessarily mind.  Due to the benefits received by the service, many consider the data collection an acceptable and necessary intrusion if the data is used in an honest manner.  The public believes the government should set regulations requiring service providers to allow each customer a choice to opt in or opt out, prior to being subjected to data collection techniques.  Additionally, legislation should be passed limiting the type of data collected, the manner in which it is collected, the manner in which data is used and sold thereafter, and ultimately the length in which the data and associated profiles can be stored.  While 64% (69 respondents) believe that advertising should be based somewhat on consumer habits, a strong majority feel that the detailed information contained in specific viewer profiles should not be shared with third parties.  If these concerns can be successfully addressed, then iTV may certainly become the most widely used, all-inclusive entertainment and communication technology ever developed.

Data Mining and iTV: Intrusion or Delusion


Are the concerns of civil liberty advocates grounded in some truth, or is this research a paranoid delusion?  Based on research, survey analysis, legal reviews, interviews, and personal opinions, there is definitely an invasive component associated with the conduct of television service providers.  While it is the public’s opinion that these companies are directly taking advantage of citizens’ rights, the majority does not seem to care.  People certainly recognize the privacy issues arising from the evolution of iTV technology, but deem the intrusive flow of data between the set-top box and programming providers acceptable in order to receive the services and benefits desired.  

Data mining in the world of digital interactive television is certainly a welcomed convenience, but only acceptable up to a point.  Once the line is crossed, the technology and the related data become intrusive.  There are already legal limitations regarding the association of personally identifiable information with set-top box data.  Stricter regulations should be placed on how data can and will be used in the future and with whom data can be shared or sold.  Service providers should be required to allow each customer to make a conscious decision regarding their inclusion in data collection and profiling.  Being genuine and open about the collection of data and the manner it is used will certainly make the intrusive nature of the conduct less insulting.

While service providers claim all the data being collected remains anonymous in the system, the manner in which the data is collected and utilized afterward is still, most certainly, an invasion of privacy.  When considering whether the conduct is invasive, courts should investigate the physical collection of the data, the motives of data analysis, actual data collected, and the effect the collected data may have on the consumers.

In order to prevent the recurring privacy violations of television service providers, the government needs to realize that television is a continuously developing technology and congress must regulate the industry accordingly.  There are many advantages and disadvantages outlined in this chapter regarding the implementation of iTV.  Although only 13% of our survey respondents accurately know what interactive television is, a tremendous majority are interested in the benefits offered by the technology.   Interactive television is here to stay and the effects it has on society will be determined as the technology evolves.  It is the responsibility of the government, business-conglomerates, and the public to ensure that the benefits of iTV technology enhance the lives of users without sacrificing privacy in the name of the almighty dollar.
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The Anatomy of Identity Theft

David Wilson and Eric Malin


Ranked number one on the Federal Trade Commission’s complaint list, identity theft has been casting a dark shadow over many American citizens and is increasing in frequency. This leads any individual to question how easy it really is to obtain information about anyone.  There is a remarkable amount of information already stored on the Internet that can be obtained for a small fee.  There are old-fashioned methods of obtaining information, such as mimicking an individual over the phone or creating fake identification cards.  There is also the opportunity to acquire information legitimately and use that data for malicious purposes.  Whatever the method may be, one still must consider what type of information can be obtained from various sources.  One of America’s most problematic crimes will demonstrate how an ‘average’ person can gather enough information in order to steal an individual’s identity. These sources have been neglected in the past, although this data is open to the public.
Types of Identity Theft
Conventional


The most common type identity theft is referred to as conventional identity theft. This occurs when the identity thief attains as much information as possible about a single targeted individual, and appears to be the most stereotypical type of identity theft
Synthetic

Another type of identity theft that is currently on the rise is known as synthetic identity theft.  This is a newer type of piracy that is becoming more difficult to trace. This is a type of fraud in which thieves create new identities by combining information from different individuals, by combining real and fake information, or by using fake information (McFadden).  An identity thief will utilize a real social security number from one person and combine it with a name other than the one associated with that number.  Amazingly, this type of combination usually does not hit the victim’s credit report!  Synthetic identity theft creates sub files at credit bureaus.  A sub file refers to additional credit report information which is tied to a real consumer’s social security number but a different name (McFadden).  Thus, when negative information gets stored in the sub file, that consumer’s credit will decline and he/she will have no idea until a creditor checks the credit report and asks for all supporting documents.

Post Mortem


The last type of commonly used identity theft is referred to as post mortem.  This literally entails an individual stealing the identity from someone who has passed away. The Social Security Administration (SSA) keeps a database of who has passed away in order to ensure that taxpayers’ money does not keep going to the deceased. The SSA publishes a death database online for employers to check and ensure that the people they are hiring are who they say they are.  Also, people have been known to use social security numbers related to dead newborns.  For example, newborns do not have any previous work history, thus, identity thieves could easily create entirely new people, as if the child had never died.
The Three Tiers

Identity theft can be thought of as a three-tiered structure. The three tiers are:  tier one - personal information, tier two - governmental information and tier three - institutional information.  Tier one includes personal pieces of information about an individual, such as: full name, birth date, telephone number, current and previous addresses, email address and other personal details.  Tier two includes information the government employs to aid in storing detailed data about a specific individual:  social security numbers (SSN), employer identification numbers (EINs), driver’s license numbers and vehicle identification numbers (VINs).  Tier three encompasses important financial and medical information, as well as specific records that would only apply to business institutions. This type of data includes bank account numbers, credit card numbers and insurance policy numbers. The specificity of the data and the difficulty of obtaining it increases with each tier.



Each tier is comprised of three elements:  information, source of information and method used to obtain the information.  They are summarized as follows.
Information:  Information describes the type of data contained in the tier.  In tier one, for example, this would be the full name, phone number, address, etc. of the victim.  The tier, by definition, is classified by the type of records located in that tier and not by the sources or methods that can be associated with that tier.
Source:  The source is the institution or storage unit from which the information was obtained.  For example, if one was able to attain a person’s date of birth from facebook.com, the website would be the source. When looking at sources of information, a source can technically be grouped into tiers sorted by the highest degree of information obtainable.  This means that if the department of motor vehicles was able to reveal names, addresses, phone numbers, and SSNs, the source would be grouped into tier 2, because SSN is the highest degree of information.  There is also a good chance that sources in higher tiers will include information that other storage units have in lower tiers.
Method:  The method describes how the identity thief attains information from the source.  In the case of acquiring a date of birth from facebook.com, the act of hacking a facebook.com account in order to gain access to that information would be considered the method.  Methods are particularly unique because they describe the way in which people are able to acquire the information.  These include: social engineering, hacking, openly requesting information, and paid membership.  Any method can be used for any source, because one can openly request information or employ social engineering to obtain the information needed.  Following is an explanation of such methods:
Social Engineering:  This is the preferred method of manipulating people and obtaining data by any identity thief.  Whether by telephone, in person or through a website, this method is merely the act of pretending to be someone or something that you are not.  For example, one can call a mortgage company and try to use someone else’s name and address in order to obtain more sensitive information.  One can also construct fake websites and attempt to capture people’s information by having them submit various information in your website and storing that data (also known as phishing).  Another instance would be sending a letter to someone pretending to be an insurance company and explaining to him or her that they need to send you updated information in order to continue providing a service.  
Dumpster Diving:  Records are thrown away by individuals daily, which greatly assist an identity thief in his/her endeavors to steal a person’s identity.  Simple offers for credit cards can be utilized to secure information or actually obtain a credit card.  That allows an identity thief to maximize the benefit of the credit card, make no payments and severely harm or destroy a person’s credit rating.  Obtainable information which is thrown away daily, includes: medical bills, old car insurance policies, old medical/health policies and bills, telephones bills, utilities invoices, mortgage payment bills, social security numbers, and Medicare bills.  Many of those invoices identify the person by name, birth date and identification number. In some instances, the identification number is identical to the individual’s social security number.  More daring thieves steal mail from corporate mail rooms, mailboxes, infiltrate medical offices and insurance companies, work for office and home cleaning companies, hospitals, retirement homes and other corporations including state, city and local governmental agencies where confidential information is readily available.
Hacking:  There are two types of hackers: white hats and black hats.  The white hats break into networks or modify hardware for non-malicious purposes, normally contacting the network administrator to alert them of a security flaw. Black hat hackers attack networks with a malicious intent, not alerting the network administrator of a breach and utilizing the information gathered for their own needs. 
Openly Requested Information:  This is where an individual openly requests information about someone other than himself/herself.  Whether or not this person is breaking the law depends solely on the intent in which he/she plans on using the information.  For example, if you go to the DMV and request vehicle information on a random person and do not use that information in a malicious manner, then you are within the bounds of the law.  However, if you lie about how you intend to use the information and actually end up stealing that person’s identity, then you are breaking the law, but punished only if you are caught. 
Bribes and Hired Professionals:  When information cannot be found externally from a source, the researcher might be forced to pay off individuals in order to pass data to them. This comes into play when an individual becomes heavily involved in trying to gather information for tier three. One could, for example, pay a nurse or clerk to provide a patient’s medical records or policy number.  Hired professionals are individuals who are appointed to perform certain tasks or create tools for utilization by the identity thief.  These could include a private investigator, photographer or a hacker that is able to create hacking tools and websites for phishing.  

Figure A below summarizes the structure of the tiers and what is included in each.

Figure A.  
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Stealing an Identity

The following is a breakdown of each source, corresponding tier, associated methods, attainable information and relative costs.  Keep in mind that the sources are not limited to the information listed.  

Source:  Facebook.com / Tier:  1


Probably known as the most convenient way to obtain free information, facebook.com has spiraled into a billion dollar business as children and adults, alike, have flocked to the idea of social networking.  Obtaining an account is easy.  Some would call facebook.com a social networking trap, as employers actually refuse to hire young people due to explicit pictures and other obscenities posted on facebook.com.  Others would describe it as a site where an individual can keep in touch with long-lost friends around the globe.  Whatever your intention may be, there is no doubt that facebook.com is literally a massive database which is the foundation for the informational structure of tier one.  

Associated Methods:  Ordinary use, hacking

Information Available:  Name, gender, sexual preference, relationship status, birth date, home town, political views, religious views, email address, instant messenger screen names, phone number, current home address, activities, personal interests (movies, books, etc.), college, major, year of high school graduation, year of college graduation, employer, position, time spent with the company, job description, many other miscellaneous applications and pictures

Cost to Obtain Information:  There are no monetary costs.  Also, acquiring a facebook.com account is virtually effortless as long as one has an Internet access.


Source:  Myspace.com / Tier:  1


Although myspace.com was promoted as the place for users seeking alternatives to facebook.com, the site is currently considered to be the leader in social networking in terms of traffic. Even when trying to contrast differences between the two websites, myspace.com does reveal nearly the same amount of information as facebook.com.
Associated Methods:  Ordinary use, hacking

Information Available:  Same as facebook.com, except you can also obtain height and body type, as well as courses taken in college.

Cost to Obtain Information:  There are no monetary costs.  Also, acquiring a myspace.com account is virtually effortless as long as one has access to the Internet.
Source:  County Assessor / Tier:  2

What happens if you do not possess the name of an individual?  Do you have an address?  Is it possible to drive around and find a street name or even a house number and then be able to locate your target?  If so, then all that is required is to search for your particular county’s assessor’s office in a search engine.  From there, you need to provide very minimal information in order to obtain a decent amount of useful data.  For example, while visiting the site for Denver, you can easily obtain the owner information for any home in Denver.  The following information is available:  comparable sales information for the property, property sales information for the neighborhood, property tax data for the property and a considerable number of other useful pieces of information.  It will even draw a map of the property with the associated address and parcel number.

Associated Methods:  Ordinary use

Information Available: Name, address, history of the home, property values, property taxes and mortgage details

Cost to Obtain Information:  These sites tend to be free.
Source:  DMV / Tier:  2


A significant degree of information from both tier one and two could easily be obtained at a low cost.  At your local Department of Motor Vehicles, there are specific forms available for requesting driver and vehicle information.  All one needs is the name, last known address, and date of birth in order to compile a fairly significant itemization of information.  Interestingly, one does not necessarily need a last known address or even a date of birth in order to obtain this information.  The last known address only assists in narrowing down the search of the individual (since many people have the same name).  This is also true for the date of birth.  At minimum, one must provide a name and approximate age (although once a person is in front of the clerk at the DMV, a guessing game cannot be played).  There is a check box section for why this information is being requested.  However, one of the options reads: “In research activities (the information may not be published, redisclosed, or used to contact the parties).” Therefore, selecting an excuse is not all that difficult.  What could one do with all of this information?  The answer is actually quite simple and incredibly powerful – construct a fake ID!

Making a fake ID with completely accurate information becomes quite simple:  all you would need after acquiring this information from the DMV would be a template for a license (which could be scanned) and a photo.  Now, there are complications, such as holograms, black light recognition and scanning capabilities, which could be obtained from professional fake ID producers.  However, you are not interested in getting into your local bar with this fake ID. You are interested in setting up a bank account, which requires only a state issued ID, a second form of ID and a social security number.  With this fake ID, you lack only one vital piece of information from being able to leap into tier 3 – a social security number.  Once that is obtained, you can easily set up a bank account. 
Associated Methods:  Openly request information

Information Available:  Name, address, driver’s license number, eye color, hair color, weight, any recent citations, vehicle license plate and title numbers, traffic accident reports and traffic tickets

Cost to Obtain Information:  The cost for each printed piece of paper is $2.20.  For example, the record containing the driver’s license number will be on one page and there will be a separate page for each vehicle registered in that person’s name.  Thus, if one looks for John Smith and he has two cars in his name, then the total cost will be a mere $6.60.

Source:  County Court Cases / Tier:  3


Most counties now have all of their case information online.  If one navigates to google.com and types in ‘Denver County Court,’ for example, he/she will be directed to a website where all that is needed is the name of an individual or a business.  Further, one can obtain that individual’s date of birth and information on any past or current cases.  Interestingly enough, the most significant piece of information provided at no cost is the case number.  If there was a judgment (which is detailed in the online report) then one can pull the file at the county court office.  There are facts contained in many files, which lawyers will refer to as ‘discovery.’  This is a formal investigation, which is governed by court rules prior to a trial.  Discovery allows one party to question other parties and occasionally witnesses.  It also permits one party to force  others to produce requested documents or other physical evidence (NOLO).  Thus, one could obtain such information as social security numbers, credit card numbers and bank account numbers.  Keep in mind, the file will not pop out and give a bank account number.  However, it could provide the amount of a line of credit from a particular bank with the account number!  As long as an open mind is kept and one is willing to backtrack, extremely valuable information can be found in a court case file.

Associated Methods:  Ordinary use

Information Available:  Name, birth date, civil record, criminal record, social security number, bank account number and credit card number.

Cost to Obtain Information:  This information requires very little effort to obtain and only entails the transportation costs of visiting your local county court.


Source:  Receipts / Tier:  3


Most business in the consumer services industry will reproduce only the last four digits of a credit card number, if that is the form of payment the consumer chooses to use.  There are a few places, such as restaurants, that will print out your full name, credit card number and the expiration date.  This can be incredibly dangerous, as it would take literally no effort for an employee and possibly even another customer to steal this information and use it in a way that could be catastrophic.

Associated Methods:  Ordinary use, social engineering

Information Available:  Name, credit card number, expiration date of credit card

Cost to Obtain Information:  There is no cost or effort to bending over and picking up someone’s receipt on the sidewalk.

Source:  Google / Tier:  3


The benefits of Google.com are interesting due to the fact that it indexes a large portion of the Internet. Google.com is also a method for finding various online databases and services that can disclose information such as social security numbers or court cases information. In this sense, Google.com is a portal for finding the tools a person would need on the Internet for the task of researching an individual to steal his/her identity. Google.com also has a massive database containing enormous amounts of information on many people throughout the world.  

Associated Methods:  Ordinary use, hacking

Information Available:  Nearly an infinite amount of data can be at your fingertips.  One can easily obtain the majority of data from tier one by typing in keywords and pulling that information straight from the database of Google.com.

Cost to Obtain Information:  The information is free.
Source:  Various Online Databases / Tier:  3


It is not as unrestricted as one would assume to go online and acquire a large amount of information about an individual.  Many sites merely pull their data from public sources and then charge one a fee when it could be searched elsewhere for free. However, if one has a business and is agreeable to answering a series of questions, information can be obtained including social security numbers and even credit reports.  Unfortunately, this particular source is diminishing with new privacy laws, as stated by one private investigator:  

The method I use to obtain social security numbers is almost always through computer database searches.  These are pay sites that I'm able to access with my business.  However, several of these companies are now starting to only give me partial social security numbers.  This current "privacy issue" being debated is causing problems even for conducting legitimate business.  There are still a couple of database companies that provide quality service/complete information (Private Investigator).  

Netdetective.com: When searching through this database, it is quite difficult to find specific people. There are incorrect and/or incomplete pieces of information everywhere. For example, one may search by address and discover someone with a similar name but different age.  When asked where this site acquires the bulk of their data, their response was simple, “One of the most time consuming processes in maintaining our service is keeping our database up to date.  So in order to save us time and money and ultimately keep our prices so low, we use a third-party companies that specializes in compiling and formatting databases from public records. Voter registration, DMV records, public phone books, and many other public files are used in developing our database.  Unlisted phone numbers are included where available.” (W). Since every source they use is public, it is easy for one to obtain this information himself/herself.  This is not a recommended website, especially since a monetary cost is involved.

Associated Methods:  Paid membership, hacking

Information Available: Name, address, age, criminal records, DMV records and social security number

Cost to Obtain Information:  In order to activate an account, $29.00 is required.  If one requests more detailed information, he/she will be hit with a $10.00 charge.  Be careful, this is not a onetime charge.  An account will be depleted by $10.00 every month until they are informed otherwise.  The effort is frustrating.  It is not easy to navigate and even more difficult to locate specific individuals.  Combining the cost and effort makes this online database one of the worst to use.

Searchrecords.org: This website was more user friendly than netdetective.com.  It continues to be quite difficult to obtain the required information about specific people if they are under certain ages.  It appears that homeowner records are the foundation of this site.  Thus, if one is searching for someone who has never owned his/her own home, it will be ,much more difficult to find him or her.  As a matter of fact, if one purchases the standard membership for searchrecords.org, then the only information provided is the homeowner details, which may or may not include a date of birth.  However, visiting your local county assessor’s office will easily furnish this information. In addition, this database is difficult to work with, as it will report the same name numerous times.  
Associated Methods:  Paid membership, hacking

Information Available:  Name, birth date, property information, address history, marital status, neighborhood information and criminal check

Cost to Obtain Information:  A onetime fee of $39.95 is required in order to access homeowner information.  If you wish to initiate a ‘complete background check,’ including much of the information above, then you must pay an additional $20.00 per record. You can easily obtain this information for free elsewhere. One positive about a background check from this website is that if you are unable to find who you are looking for then you will not be charged.

Intelius.com: This type of online database houses a great deal of information, which is contained in tier one.  This would be the recommended website to use among the other three listed in this report. 

Associated Methods:  Paid membership, hacking

Information Available: Name, age, home address, phone number, neighbors, jobs, various statistics about the area surrounding the home address, title reports which included the owners name, mortgage amount, mortgage company, taxes, size and type of dwelling

Cost to Obtain Information:  Registering at this site will cost $49-$89 depending on the level of your search.

Docusearch.com:  This site promises that it has the ability to find full and complete social security numbers if the individual being searched has a debt obligation to the person searching for his/her information. This service mentions that everyone who requests this information will have to present documents supporting his/her claim and also submit to a phone interview.

Associated Methods:  Paid membership, hacking

Information Available:  Name, home address, telephone number, social security number and more information if you are willing to submit to the privacy terms

Cost to Obtain Information:  Membership requirement is $49.

Source:  Trash / Tier:  3


There is no limit to the amount of information that can be found in trash.  As long as one does not get caught and is willing to get a little dirty, there’s no telling what can be found buried in a dumpster.

Associated Methods:  Dumpster diving
Information Available: Combines all the information from tiers one, two and three.  If one picks through someone’s personal trash, their bills will most likely be found.  If one goes through a company’s dumpster, patient information, employee records and even old applications for employment can be found. 

Cost to Obtain Information:  There is no cost to obtain this information other than rubber gloves, dirty overalls, and conquering one’s fear of spoiled food and rats.

Source:  Life Insurance and Medical Insurance Companies / Tier:  3


These companies retain extensive data files regarding their patients.   Surprisingly, many medical insurance companies, such as Blue Cross and Blue Shield, use a person’s social security number as the member ID.  Thus, finding an old bill or statement in the trash can easily open access to tier three information.  Also, pharmacies have access to medical insurance companies and can access social security numbers, dates of birth and other personal information in the insurance company’s database, as well as in the database of the pharmacy.

Associated Methods:  Bribes and hired professionals, dumpster dive, hacking

Information Available: Name, home and business addresses, phone number, social security number, birth date, medical history, illness and accident information and drug usage

Cost to Obtain Information:  It will range from negligible to high cost.  If one dumpster dives, it will not cost a cent.  However, if someone is hired who is working within one of the businesses to obtain the information, the costs will be more significant.  This is also true if a computer hacker is hired to gain access to the database.
Source:  Banks / Tier:  3


Today, all banks maintain extensive personal information on all depositors, clients and borrowers.  As regulatory environments change within securities, sales and stock brokerage business, banks have access to many databases, including bond and security agencies. Therefore, they are able to obtain an individual’s bank records file.  That file provides an extensive amount of information in regards to his/her personal finances, such as balance sheets and retirement accounts.

Associated Methods:  Bribes and hired professionals, hacking

Information Available: Credit report, total assets and liabilities, income and expenses, investment accounts and balances, cash, checking, savings and money market accounts, certificates of deposit, 401K retirement accounts and balances, amount of life insurance carried, alimony payment amount, present address and previous addresses for the past ten years, judgments, litigation, bankruptcy and criminal records.

Cost to Obtain Information:  There will be a significant cost.  One will need to either hire someone working within one of the businesses to obtain the information, or hire a computer hacker to gain access to the database.

Source:  Credit Reports / Tier:  3


These reports contain an immense amount of information on individuals.  Once a credit report is acquired, that particular individual is at the mercy of the thief’s imagination.  One of the most crucial pieces of information needed in order to request a credit report is a social security number.  A credit report can be obtained directly from a credit reporting agency, as well as through various databases online for a minimal fee.

Associated Methods:  Paid membership, hacking 

Information Available:  Name, aliases, present home address, past home addresses, birth date, social security number, spouse’s name and address, judgments, liens, collection items, credit card numbers, issuer, balances, history of payments, outstanding balances, monthly payments, sale/transfer of accounts to lenders’ purchasing rates, car loans, name of the lender, amount of loan, payment history, mortgage loans, respective addresses, loan numbers, balances, payments, lender, unsecured loans, credit lines, maximum credit available on the accounts, all balances and issuer of all credit facilities

Cost to Obtain Information:  Make sure to sign up for the right kind of database for a lower fee (some will go as low as $36).  

Source:  Mortgage Loan Document Files / Tier:  3


These files contain almost the same information as bank records and include credit reports.  They are the least safe of all the aforementioned records, as the information can be developed by unlicensed and unsupervised individuals who have the opportunity to sell the information.  There are no checks, balances or controls over the majority of mortgage originators or brokers.  Virtually anyone in the state of Colorado and many other states can portray himself/herself as a loan originator or broker.  Unsuspecting citizens freely provide all information needed for identity theft when applying for a home loan.  Once the home loan file is submitted to a licensed lender, that lender has in place security procedures to safeguard the information. Most originators and brokers keep a record of all information for several months and, in some cases, several years.  Destruction of old files is not handled in a secure manner as most files are simply thrown in the trash, not destroyed, shredded, or burned.

Associated Methods:  Dumpster diving, hacking, social engineering

Information Available:  Please refer to the following sources:  ‘Banks’ and ‘Credit Reports’

Cost to Obtain Information:  There is a very small cost to acquiring this information.  Interestingly, Colorado does not require mortgage bankers to be licensed.  Thus, you could easily follow the social engineering method above and receive files on an individual at little to no charge.

Conclusion

In summary, it is profound to realize that for a small fee, you can completely take over anyone’s identity.  At first, you can sign up for a free facebook.com account and immediately dip into someone’s personal life. From there, you can pay an insignificant price for an online database which will detail where he/she lives, what his/her neighborhood is like, what kind of car he/she drives and the true figures of his/her actual physique.  Then, you can construct a fake identification card, search his/her trash for a social security number, set up a bank account in his/her name and begin building credit that will never hit your own credit report.  Consequently, it would be ideal if an individual used different pieces of information from various individuals in order to construct a synthetic identity, which would be even more difficult for authorities to recognize. If an individual became comfortable speaking and feeling like another, using social engineering to acquire any missing information would be straightforward.  Understand that one has unrestricted access to all of these methods and sources.  However, they are the most overlooked ways of obtaining such vital information at incredibly low costs.  
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How Might Radio Frequency Identification
Affect Americans’ Lives in the Near Future?

Jeremy Martin and Jason Pott


Imagine driving to work down the highway and realizing that the gas tank is running low. In this situation one would pull off at the local gas station, but instead of scanning a credit card, he would simply have to wave his wrist in front of the scanner located on the pump. The scanner recognizes the credit card information and allows the pump to work to fill up the tank. At the same time the screen at the pump pulls up an advertisement for the credit card holder’s favorite soda. As he walk back towards their car, the doors automatically unlock. When he start up the car, his favorite radio station is queued back up. He takes the toll road to make up time, but when he gets to the toll station, the light turns green and he drives straight through. He arrives at his office and walks right in the front door. Meanwhile, the deliveryman waits at the door next to his for security to let him in.  When he sits down at his computer, he touches his wrist to the computer pad and his username and password are automatically entered. This may sound unrealistic, but if Radio Frequency Identification is used to its full capability, this fantasy could become a reality.  

An Overview of RFID and its History


Radio Frequency Identification (RFID) technology is a hot topic among many new technologies that could have a very serious effect on our future. Companies such as Wal-Mart can use RFID technology in countless ways to cut costs and increase profits. At this level, the use of RFID tags seems to have very few downsides, which will be addressed later. Furthermore, when the Sonmark Innovations Company discovered that RFID ink could be used in cattle hair to help reduce costs and prevent mad cow disease (Jones 1). Meanwhile, other companies worldwide searched for other uses for the new technology. Not long after that, RFID tags began replacing pet tags – by implanting an RFID chip in a pet, the owner’s information can be quickly retrieved if that lost pet is found. 


Large corporations are just beginning to profit from these benefits, and the more they do the more likely it is that other companies will want to incorporate RFID technology into their stores as well. If that is the case, RFID tags could become the standard in retail sales, considering that early uses have already been successful. RFID chips are already widespread throughout many of the products that consumers buy (Hamblen 1). The number of RFID tags is predicted to grow from “1.3 billion in 2005 to 33 billion by 2010” (Tanner 1). So even if a person does not have an RFID tag implanted directly in him or her, it is still likely that most items purchased in the future will have these tags. Every time someone walks through a doorway of a store or public building, her tags will be read and marketers, governments, and other entities might be looking at what that person buys, wears, and carries on their body. This would make it possible for “Big Brother” to know a lot more about everyone than they already do. So, as RFID tags become more prevalent, invasion of privacy becomes the real concern. Today, RFID technology is being considered for use in humans, but is already in use in others areas. So exactly how much do people really know about the questions that RFID technology raise, and how might it affect Americans’ lives in the near future? 

How an RFID Tag Operates

Although RFID tags have many possible uses, the way in which they work is relatively simple. For an RFID tag to operate, it only needs three things: a scanning antenna, a transceiver, and a transponder (Sarma et al., 455). The antenna sends out a short-range radio frequency and, in the case of passive RFID tags, provides the energy source needed to read the RFID tag. The passive tags have a much longer shelf life than the person using it would ever need it to last. The transceiver is the device that collects, decodes, and interprets the information. The transponder is the RFID tag itself – it stores and transmits the information so that the antenna can receive it. While passive tags can last an extremely long time, the drawback is they can be read on a much shorter distance. If a tag has its own power source, then the tag can be read at a much longer distance. For now, chips have power sources that can last approximately 10 years.  Scanners for these tags can be placed nearly anywhere in doorway entrances or store aisles and can read the tags people have on them or in their merchandise as they pass by (Sarma et al., 456). Essentially, the information on RFID tags is simply coded onto a computer chip, and almost any information can be stored in this way.
Why Companies Use RFID Tags


With the possibility of cutting costs such as man-hours, shipment problems and theft, it is obvious that companies may consider the initial cost of RFID technology worthwhile. It provides benefits such as instantaneous inventory with a simple scan of the store. The chips can be read on a variety of distances, but a range of 30 feet is usually standard, unless there is a goal of a shorter distance. This technology will also help decrease stolen goods by making theft more difficult for both employees and customers. Along with better security measures, instantaneous inventory makes it a lot easier to notice discrepancies of product sales and inventory. If a company chooses to, products can also be tracked during the entire production and shipment process.


The possibility of product tracking allows for product recalls to become much more efficient. In the past few years, Colorado has had many product recalls, including contaminated cat and dog food. One of the main issues of the recall was that so many different types of food were contaminated and the list of foods that were safe to buy was constantly changing. If RFID tags were implemented on all pet food products, tracking the source of the problem would have been quite simple. Once the source was identified and located, it would have been easy to figure out which items were tainted and which were uncontaminated. The same is true for several other recalls including the contaminated spinach that crossed Colorado’s boarders in the fall of 2006. RFID tags could have made the recall more efficient and allowed other producers to guarantee that their product was not included in the contamination.     

Research Method


To get a grasp on what the general public in the U.S. knows about RFID technology, two surveys were conducted. Both surveys were created and distributed using the online survey tool, www.surveymonkey.com. The first survey was distributed via email, so even though the survey itself did not have any personal or demographic information, the distribution controlled demographic and geographic bias. Attempts were made to reach every state possible, but since every state was not reached, a focus was placed on respondents to make sure they came from both coasts and the Midwest to get the best representation possible. The age of respondents ranged from 18 to 78 years old. 

The goal of the first survey was to poll the American population on what they knew about RFID technology, and what benefits or problems they might find with using it. This survey had 71 respondents. 


The second survey was aimed toward individuals currently in or training to be in the American Armed Forces. This survey polled these individuals’ general knowledge of RFID technology, but it also covered their sentiments regarding the possible exchange of RFID tags for dog tags, their feelings toward RFID, and what information they would want stored on a personal tag. This survey was also distributed via email, with the accomplished target of 40 respondents. Due to confidentiality issues in the Armed Forces, information on respondents is very limited. Lack of willing respondents made it difficult to distinguish personal or geographical information. A large portion of respondents came from the following groups: the Air Force, soldiers currently deployed in Iraq, and ROTC.   

How Aware are Americans of RFID Technology?


Awareness was a key issue that sparked interest in the research and was the grounds for creating the surveys.  The goal of the surveys was to get a better understanding of fellow Americans’ knowledge on the subject of RFID technology.  The first survey was directed at the Armed Forces because of the recent talk about replacing dog tags with RFID chips.  The second was directed at the general public, with the questions varying slightly between the two surveys.
After collecting 40 surveys from the Armed Forces and 71 from the general public, it was easy to begin analyzing the two side by side.  As expected, members of the Armed Forces had a higher understanding of RFID technology. Of the 40 surveyed, 60% knew what RFID technology was, compared with only 36.6% of the general public.  The results were right in line with the expectations and proved that there is in fact a lack of knowledge concerning RFID technology. From the results of the first question, one could conclude that most Americans are not as aware as they should be about RFID technology.  This statistic becomes even more powerful in light of the fact that RFID technology is everywhere. So, if the majority of the general public does not even know what RFID is, then the technology becomes a major privacy issue.  With so many people unaware of something as widespread as RFID, the doors are wide open for hackers to steal information and benefit from this new wave of technology.  Many companies have realized the cost-benefits that RFID presents.  For example, the world’s largest retailer, Wal-Mart, places RFID chips in almost every product they sell, and many are not removed or deactivated at the time of purchase, making “Big Brother” able to track everyone’s purchases.  When asked in the survey if the participants would be okay with someone being able to drive by your house and scan which products are inside, 76% said that they would have a problem with that. The fact is that the average consumer does not know that RFID chips exist on retail items and the 76% are also against RFID chips that remain on products.  When this information becomes more widespread and in the news on a regular basis, there will most certainly be more people against this use of RFID tags.  In addition to retail items, RFID chips are also in items that the average American would not expect to be tagged, including automobiles, security systems, credit cards, cell phones, and pets. The list continues to grow as producers of the chips continue to find more uses for RFID.  Of the listed items containing these chips, the only use known by the majority of the survey participants was the use of these chips in pets, with 79.3% of the participants expressing knowledge of this technology. Other than pets, the general public has a small understanding of the other uses of RFID technology.   Perhaps the most controversial use of RFID chips is actually injecting them into humans, only 35.2% of those surveyed being aware of the method. Thus, Americans are, for the most part, unaware of the use RFID chips in humans, leading to many questions and tough decisions on the horizon.  For now, a very small portion of the U.S. population has been injected with these chips. After making survey participants aware of this possible use of RFID’s, only 11.3% would want an RFID chip on their body.  This number is likely to increase as the technology improves, but this shows that the current market for human RFID chips is extremely small in the United States.

The Armed Forces were on the other end of the spectrum, with 60% knowing about RFID technology.  It was predicted that this might be due to recent considerations by the Armed Forces to replace dog tags with RFID chips.  Of those surveyed in the Armed Forces, 55% were aware that people are having RFID chips implanted under their skin.  The Armed Forces personnel’s knowledge of human chips was roughly 20% greater than that of the general public.  It was also hypothesized that since this technology could directly impact members of the Armed Forces, their awareness was higher.  Even though more Armed Forces respondents knew about human RFID chips, only 30% were aware that the RFID tags were being considered as a replacement for dog tags.  This number was actually surprisingly low, considering how many articles have recently been written about the military considering this new dog tag. One explanation for this lack of knowledge is that the Armed Forces have not presented this information to the troops directly. After being made aware of this new possibility, 82.5% said they would prefer to stay with dog tags and not use RFID technology.  In addition to the strong majority being against RFID chips, 70% did not believe that their information would be safe if they were captured by the enemy.  Having 70% of the troops interviewed be concerned that the enemy would get their information could present many unneeded problems for a soldier already in a tough situation.  60% of the troops interviewed said that very few or no choices are left up to them in the service, and more often than not they are told what to do. This raises some moral questions as to whether or not these new chips would be an invasion of their privacy.

What are the Current and Future Pros and Cons of RFID Technology?
Pros:


There is no denying that RFID technology has already begun to save money for large corporations. As mentioned before, replacing the current bar code technology with an RFID chip on merchandise, a company can know exactly what is in stock, preventing theft and controlling inventories (Sarma et al., 455). In addition to knowing exactly how many items are in stock, a company using RFID chips can determine where a shipment is and how long it will be until the supply arrives. Because RFID tags can reduce labor and simplify inventory tracking, their higher cost is easily outweighed by the benefits. Overall, “Radio Frequency Identification has the potential to enhance tracking and identification activities across business processes” (“2007 Capstone Abstracts” 2).

Human RFID chips also have many benefits and are currently being used in a few areas of the world.  One example is a nightclub in Barcelona, which requires VIP guests to inject an RFID chip in order to gain access to exclusive rooms (Morton 1). “In addition to access to exclusive rooms, patrons of this particular club can link their tag to a line of credit” (Morton 1).  Instead of presenting an identification card or credit card, a patron could simply have their chip scanned to prove their age or access funds for their next purchase.  

Law enforcement could also benefit from RFID tags in various ways, such as keeping track of convicted criminals. As a result, criminals who are seen as a threat to society could be required to have an RFID chip placed within them to track their every move and prevent further crime.  For example, if a law enforcement agency suddenly saw multiple criminals concentrated in a particular area, at a conspicuous time, an officer could quickly respond to the scene to make sure everything was safe.  Officers on duty could also be tracked easily and be found quickly if they were not responding to the radio. From the law enforcement perspective, RFID tags would drastically prevent crime as well as help solve crimes in a more timely fashion. 

Additionally, RFID technology has already directly revolutionized the marketing industry. Marketers can now target individuals based on what tagged items they have in their homes (Convery 2).  Instead of receiving large amounts of junk mail that will quickly make their way to the trashcan, marketers can customize the advertisements for each individual person. These ads would contain the exact items you wanted and make shopping much easier and convenient. There are various ways in which RFID tags could make everyday life more convenient and our nation a safer place.  As this new technology continues to grow, new uses will be developed and more experiments will be put to the test.
Cons:


As with almost every new technology, RFID tags do have some downsides.  One of the biggest and most obvious downsides is the loss of privacy.  Even if one refuses to have a chip injected under their skin, it may still be possible for someone to track their every move.  Presently, some new cell phones have been equipped with RFID tags and many consumers who own these phones are unaware of the RFID tag installed within the phone.  Since almost everyone carries a cell phone these days, “Big Brother” can always know where people are located.  It is believed that in the near future every phone will be equipped with an RFID tag and, with no current laws enforcing RFID disclosure, manufacturers are not be required to inform the consumer of the tags’ presence. In addition to cell phones, many new cars are being equipped with RFID tags. Thus, if someone does leave a cell phone at home, an interested party might still know exactly where that person is located.  For those who are looking to ensure that their privacy is still intact, they need to go far beyond just avoiding cars and cell phones.  “Consumers may not be aware that the product or its packaging are tagged, or of the locations of RFID readers” (Convery 2).


Privacy is lost just by purchasing an everyday item, it is obvious that those injected with the RFID tags would have a complete loss of privacy and could be tracked at all times.  Even though it is tough to maintain privacy now, things will only get worse with human RFID tags. These human tags would only open another door for those seeking to steal an identity and give criminals all of the needed information on one single tag, especially since RFID tags are not completely secure.


Marketing is yet another concern as the tags present an opportunity for retailers to target certain specific individuals. “Tags and loyalty programs could be combined to embed personal identity information in tags” (Convery 2).  This technology would allow retailers to know exactly how much money the customers make and then adjust the price of the items accordingly.  For example, someone who is known by the marketing agency to have a low annual income could potentially be offered a lower price to complete an online sale.

How Safe is RFID Information?


Hacking is a real concern when storing any form of important information on anything that might be read or linked to the Internet. The respondents of the surveys took this into account when an astounding 88.7% said that they would not want an RFID tag on their body at all times. To our surprise, 59.2% would also question the safety of the storage of this information, even though people give their credit cards to people like waiters every day with little worry. When taking the previous two factors into account, it is surprising to see that even though respondents have concerns, if they had to have an RFID tag on their person, 72.4% would want their medical information stored on it. The Armed Forces survey also showed that 82.5% of respondents would prefer their dog tags to an RFID tag. At the same time, 70% of respondents would be afraid of the enemy gaining their information if they were to have an RFID tag implanted on them. Again, although they have real concerns, 80.6% said they would like an RFID tag to have medical information available on it if they did have a tag on them.  


For now, it cannot be said that RFID information is 100% safe. Depending on the type of tag and, of course, how much you are willing to pay for it, security can be increased. As for the future security of RFID information, there are two schools of thought. First, people from the RFID industry typically believe that the processes can be improved upon and security will become less of an issue. Others believe that “an RFID tag is essentially a tiny computer chip connected to a network, and it relies on software that is inevitably going to have a few bugs in it, and inevitably some of those bugs will be potential vulnerabilities that some bright spark will figure out how to exploit” (Tanner 1).  


For now there are essentially four ways to hack a RFID tag: skimming, eavesdropping, counterfeiting, and replay (Leavitt 1). Both skimming and eavesdropping are similar; in either situation, the security of the radio transmission is compromised. With skimming, an unauthorized connection accesses the data located on the RFID tag (Leavitt 1). In this case the information on the RFID tag is read. Eavesdropping, on the other hand, intercepts the signal between the RFID tag and the authorized reader. In this case the information is accepted from the compromised transmission. Counterfeiting (also referred to as “cloning”) occurs when an individual produces an illegal copy of the tag itself. Finally, with replay, a transmission is recorded and then reproduced illegally (Leavitt 2).


Currently these are the only known forms of RFID hacking, but just like any other computer-based product it is likely that as technology and security measures increase, so too will the counterpart. This assumption is made because to date there is not any product available that can guarantee the safety of a personal computer or the information that it stores. At the same time we also know that a personal computer can be found in most households across America. Although the idea of an RFID tag implanted under everyone’s skin with important information on it may seem like something to laugh at, the idea of a personal computer in everyone’s household was once laughed at as well.

Are Americans Ready to Take the Next Step in RFID Technology?


From the survey results, the American public does not appear to be ready to be implanted with an RFID. That is a choice that people have for now. People also seem to have adverse feelings towards the idea of RFID tags not being deactivated when retail items are purchased. In this case, a consumer can try to avoid this situation to the best of her ability, but she will not always know if an item has an RFID tag on it, or if that tag will be deactivated. So if Americans seem to be saying that RFID needs to move forward with caution, why are programs like e-Passport moving forward?


e- Passport is a new type of passport that will include an RFID chip in it (Moss 1). A passport is not entirely optional -- Americans need one if they plan on ever traveling outside the country. A person could circumvent the system by deciding to never to leave the country, but is that really something someone should have to give up just to avoid being tagged with an RFID chip? Initially the passport chip will hold similar information that is stored on the bar codes today: name, photo, passport number, and date of birth (Moss 1). The chips that are being put into the passports also have enough capacity to hold biometric information such as fingerprints and iris scans (Moss 1). Other programs are also being considered, such as a new form of National Identification Card that would include an RFID chip or medical wristbands with RFID tags. However, the e-Passport seems to be the RFID implementation most likely to impact Americans in the near future.

With these upcoming requirements of RFID chips, America’s next greatest defense is knowledge. The more a person knows about the RFID systems in place, the better off he is. Americans should be asking questions like, “How much personal information goes onto, say, a medical wristband? Who has access to it? How do you check that the information is correct? How do you know when it’s been compromised”?  When these types of questions are asked, secrecy becomes the main problem. “Companies don’t want fraudsters gaming the system. Governments don’t want terrorists or criminals to find a weakness that could be exploited to create fake IDs or attack the system itself” (Tanner 1). So these RFID tags are put in place for convenience and protection, but when we want to access the information, or know how the system works, we can’t. That by itself would reduce the protection of the American people. Are Americans ready for this future? 
Conclusion

There is no denying that RFID technology is extremely widespread and will only continue to grow over time.  As more RFID chips are placed in our society, Americans will have less and less privacy.  Although RFID chips could make many things easier, this gain comes with a cost, and that cost is privacy.  In the near future, American society will be faced with some very real and hard decisions regarding RFID technology. RFID tags are most likely going to be offered to the Armed Forces as an option to replace dog tags in the near future. Based on the survey, 60% of those in the Armed Forces feel they are allowed to make few to no decisions for themselves. How much of an option are people really going to have as this technology moves forward? 
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Biometric Face Scanning

Ryan J. Margoles and Christopher M. Green
Public surveillance is something that has occurred since societies were formed. Yet technology has advanced to a point that there is not a single public street that does not have the potential to be monitored at all times. Currently, the majority of public surveillance is done passively because of the high cost of constant human interaction with the technology, but in the future, an active system may be established. Much like what is seen in many Hollywood movies, technology is being developed and used that can gather a wealth of information about any person who comes into view of its lenses. Without any human intervention, authorities are able to discover where anyone is on the streets of our cities and beyond. These results are achieved through a highly advanced technology known as biometric face scanning. This chapter will investigate how this technology works, its current and future uses, and how the public feels about being unknowingly monitored. 
Introduction to Biometrics


Biometrics refers to a group of authentication and identification methods that involve the analysis of one’s physiological features and behavioral characteristics (Biometrics.gov).  As the need for new methods of security in our society grows, so do the relevant technologies, and especially the uses of biometrics. Biometrics can use multiple features of the human body including the eyes, hands, face, and fingers of any individual. By analyzing the unique features of these body parts, systems can be put into place that will automatically identify and authorize any subject. The most commonly used system involves fingerprints, and has been utilized for many years by law enforcement. As technology advanced over the years, biometrics has relied on digital capabilities. Every biometric system follows a five-step process. Sensors collect the data and convert the information to a digital format, which is sent through a quality control algorithm. The data is then stored while a matching algorithm compares it to previously stored data. Finally, a decision is made, either automatically or manually, to determine the identification or authorization of the subject (Biometrics.gov).
Face Recognition

Face recognition or scanning is the newest method of identification being developed in the field of biometrics. This technology allows subjects to be scanned by devices that look no different than a security camera. The device analyzes the unique features of a person’s face and links it to a stored database (www.face-rec.org). This type of device is already being used in many countries throughout Europe, and its use in the U.S. is currently being debated and experimented with. Its security advantages lie in the scanner’s inconspicuous ability to biometrically identify people on the greater scale (www.face-rec.org). Where previous biometric methods required a voluntary action by the subject, face scanners can retrieve the necessary data unbeknownst to and unauthorized by the subject (www.face-rec.org). This feature allows constant supervision and knowledge of any person in a given area, such as airports. 

Face scanners can serve not only as security measures, but also for consumer advertising. Scanners allow stores to know who is purchasing their items and compile databases of purchase histories. This will allow stores to provide a more customized experience for each consumer and to tailor its advertising focus on past purchases and trends.  
How Facial Recognition Software Works

There are numerous companies that have developed facial recognition technology. L-1 Identity Solutions has a program called FaceIt.  FaceIt can identify someone in real-time using high-resolution cameras and a criminal database.  This software works by matching up “landmarks” of people’s faces from the database and the real-time image (FaceIt Argus). These landmarks include the distance between the eyes, width of the nose, shape of the cheekbones, nostril width, eye angle, scars, and more (Johnson and Bonser, How Facial Recognition Systems Work). There are about 80 landmarks that FaceIt employs to identify a person. The camera scans the real-time image of someone’s face, identifies the key nodal points and scans the database for potential matches (Johnson and Bonser).

Other programs use the concept of eigenfaces to match images from their databases to camera stills.  Eigenfaces are the characteristics of people’s faces that do not change (Pissarenko).  Each eigenface represents a different feature of the face; so theoretically, a person’s face could be reconstructed based on information from eigenfaces. A database of images is analyzed to develop a set of eigenfaces for each person.  A camera can take a picture of a person’s face and, depending on the angle, can assign weights to how prevalent an eigenface is within the picture (Pissarenko). Since there are many features of the face, a process called Principal Component Analysis (PCA) is used along with eigenfaces to aid in identification (Principal Component Analysis). PCA is basically a process of taking a large group of correlated values and transforming them into a smaller group of uncorrelated values. We can apply this to eigenfaces by saying that many facial features are related.  This will reduce the amount of variables used in analysis by allowing us to analyze groups of eigenfaces instead of individual ones.  In summary, a database of pictures can be broken down into eigenfaces for comparison to pictures taken from cameras.  Cameras take pictures of people and based on the weighting assigned to each eigenface calculated from the picture, it can reconstruct a face. This new face can be compared within the database to find a positive match of a person.

A more robust method of facial recognition that is not susceptible to lighting or facial expressions is 3D modeling.  This type of facial recognition is normally done in six steps: detection, alignment, measurement, representation, matching, and verification (Johnson and Bonser).  Detection is the step in the process in which person’s face is captured by a camera.  The next step, alignment, detects the face angle relative to the camera, the chin angle, the pose and more in order to align the picture for matching in a later step.  The third step measures the eigenfaces and categorizes them.  The fourth step is the conversion of the eigenfaces into a code that the computer can render later on.  In the matching step, the computer analyzes the eigenfaces and attempts to match them to database pictures.  Lastly, the computer verifies the match using the two-dimensional matching mechanism as is contained in the FaceIt program.  This method does not require the person to be looking into the camera.  It supposedly is capable of identifying someone from a profile view. 
Another company, Animetrics, has developed a program called FACEngine ID that employs a new process which can transform a picture from two-dimensional to three-dimensional (FACEngine ID).  FACEngine ID uses three-dimensional analysis of a picture along with a unique lighting correction tool to match faces to people.  This lighting correction feature is helping to eliminate the flaws that most other tools have.  It uses a system called ”photometric invariance” (FACEngine ID).  This system analyzes a map of light intensities to identify from where the poor lighting issues within a picture are emanating.  

This method appears to be on the cutting edge of technology.  The concept of eigenfaces is being expanded to three-dimensional technology to ensure better accuracy.  It seems that in the next few years, this idea will develop into a program that is accurate, inconspicuous, fast and, most auspiciously, involuntarily used.  
Legalities

As facial recognition becomes a prominent part of society, many opponents will attack it on a legal front. Unfortunately for those opponents, these are not going to be much ground for them to stand on. The government and law officials appear to be protected in their use of cameras in public places.  At the very least there is no legislation barring them from engaging in such activity. Through interpretations of The Constitution, especially the First and Fourth Amendments, it appears that the government would not be overstepping its bounds by using facial recognition technology in public places (Nieto).

Title I of the Electronic Communications Privacy Act of 1986 (18 U.S.C. Section 2510), is a statute that was brought forth to limit the government’s ability to wiretap an individual or group of people. Essentially, the government is not allowed to record sound in public places, but no limitations are placed on visual recording (Nieto). Therefore, the use of facial recognition would not be limited in public places since it does not require sound to operate.


What most opponents argue is that mass public surveillance infringes on the Fourth Amendment. The key part of this amendment is the term unreasonable search and seizures. Opponents of facial scanning would argue that by unknowingly acquiring information in a public area is an unreasonable search. They would argue that law enforcement should only be allowed to scan one’s facial features only if they have reasonable suspicion to do so (Eisenberg). The ACLU states that widespread implementation of face scanning, “…would mean a frightening change to life in America, where we have always prided ourselves on our freedom to go about our lives without being tracked by the government unless we're suspected of wrongdoing” (Eisenberg). Whether the ACLU is right or wrong about this, they cannot claim that the use of such technology is illegal or unconstitutional.


Though the use of facial recognition technology may seem unreasonable to some, what makes it legal is that it is not classified as a search. A search must be deemed an invasion of a person’s reasonable expectation of privacy. U.S. courts have determined that a person’s physical characteristics, which are readily viewable by the public eye, cannot be protected by the notion of a reasonable expectation of privacy. The U.S. Supreme Court in Katz vs. United States 389 U.S. 347 (1967), claimed that “Generally, a person walking along a public sidewalk or standing in a public park cannot reasonably expect that his activity will be immune from the public eye or from observation by the police” (Nieto). This is not the only case where the Supreme Court has ruled in this manner, therefore it appears that whether unreasonable or not, the American Public has no legal right to be immune from facial recognition technology.
Current Uses

Though the technology of face recognition software is in its early stages of development, it has still found its way into today’s society, as both corporations and governments seem to recognize its potential upsides and advantages. As the use of this technology is growing, many examples of both failures and successes emerge. Most of the failures are due to the inability to correctly identify matches in the database, but its successes have been heralded for the technologies’ efficiency and ease of use.

One of the current successes of face recognition technology can be found in Australian airports, as used by the Australian Customs Service. As of 2007, both the Sydney and Melbourne airports have integrated a system known as SmartGate into their customs clearance program for Australian passport holders (SmartGate). In development since 2002, SmartGate is a series of booths that attempts to increase the ability of the airport to handle its increasing number of internationally-bound passengers. These booths allow passengers to be cleared through customs without ever interacting with an agent, thus significantly decreasing time (SmartGate). Passengers approach the booths setup at their prospective gates, have their passport scanned, ticket issued, and face biometrics scanned instantaneously. According to the project leader of SmartGate, Gillian Savage, the biometric technology of the booths is working well, but challenges have arisen trying to coordinate all the information through the various stages of the check in process. This process can only be used by Australian ePassport holders, but Savage expects to integrate all international passengers in the near future (SmartGate). The implementation of electronic passports around the world allows this system to be very effective, as an electronic database is created by the picture contained in the passport’s digital chip. The Australian Customs Service chose face recognition over other biometrics for its special advantages, including its application to the general public, ease of use, and its less intrusive nature (SmartGate). They also claim that it is has a proven high level of accuracy, and is backed by the International Civil Aviation Organization’s unanimous resolution to deem face recognition as an acceptable option for machine-assisted identification. They have noted such benefits as the ability to deter forgery or theft of passports and enhanced border security. SmartGate is a clear example of how face recognition technology can be successfully implemented and enhance many aspects of an organization and on people’s lives.

One of the most notable and public failures of face recognition technology is its use on public streets by the Tampa Police Department in Florida. This application became national news when its use was publicized in connection the Super Bowl hosted in Tampa. Shortly thereafter, in the summer of 2001, police in Tampa installed approximately 30 cameras in the city’s crime-ridden nightlife district. These cameras scanned the faces of citizens as they walked along public streets, and attempted to match them with pictures in a criminal database. From its onset, there was public resistance as citizens often made gestures to the cameras or wore masks to mock law enforcement. The ACLU quickly jumped on this hot topic, condemning the technology’s broad use on public streets. In addition, the ACLU immediately raised questions about the system’s accuracy and claimed it only provided a false sense of security to the citizens of Tampa. In this example of facial recognition technology, the ACLU’s concerns were proven to be legitimate. After a pricey investment of tax dollars and man-hours, this security project lasted for less than three months. In those three months, not only did the technology not lead to one arrest, it was wrought with errors, including gender misidentification, that eventually lead to its demise. The Tampa police scrapped the project not because of privacy concerns, but rather because it simply did not work. The ACLU said of this failure, "Tampa's off-again, on-again use of face-recognition software reminds us that public officials should not slavishly embrace whatever latest fad in surveillance technology comes along" (ACLU). Though there have been many advances in face recognition technology, the incident in Tampa demonstrates that there must be proof of low error testing before it can be relied upon for matters dealing with safety and security.

Though the use of face recognition by police in the U.S. is not widespread, across the pond in Europe many countries have aggressively developed this technology for its use in public. This is most evident in the United Kingdom, and as of 2004 over 4 million surveillance cameras were installed. Though only a small percentage of those cameras use face recognition technology, that number is increasing.  In October 2006, the Police Information Technology Organization implemented FIND, Facial Image National Database. In the future, this database will use facial recognition technology to link mug shots for use by all departments throughout England (NPIA). Currently it is employed in three areas of the U.K. including Lancashire, West Yorkshire and Merseyside, whose police departments are fully integrated into this pilot program. The purpose of the program, according to the National Policing Improvement Agency, is to increase effectiveness in the identification of suspects and to create a national database of images that will be used to contribute to future automated facial recognition systems. The initial pilot program of FIND is coming to the end of its yearlong trial October of 2007, when its effectiveness will be evaluated (NPIA). Recently, Aurora Computer Services won the contract to take on the daunting task of integrating U.K.’s surveillance systems with facial recognition. Aurora will use its eGallery product, which can store hundreds of thousands of images and generate templates automatically so that they can be matched with images from the source devices. In 2007, Aurora partnered with 3M to help take on this task, and there are reportedly over two million images already linked to eGallery’s database. After the contract was given out, Geoff Whitaker, the head of Biometrics at PITO, stated “Whilst at the present time it seems unlikely that the accuracy of automated facial recognition technology will ever match that of fingerprints, it is nevertheless a powerful tool… and it has a vital role to play within the investigative process" (PITO). It appears that the U.K. is the leader in this form of surveillance and has every intention of implementing facial recognition technology on a nationwide scale.
Research

A questionnaire was distributed to 47 individuals and was aimed at answering the following question:  What are the general feelings and attitudes toward the use of technology to candidly recognize an individual without his/her permission or knowledge? A variety of people were surveyed from around the United States, with an age range of 19 to 60. The introduction of the questionnaire gave a brief overview of what this technology entails, and what the current and future uses are. There was even an opportunity for respondents to watch a YouTube clip from the science fiction film Minority Report to give them a visual representation of this technology. This introduction and clip insured that the respondents had a base of knowledge about the technology so that they could accurately respond to the questionnaire. The questionnaire was constructed with a range of topics including advertising, law enforcement, and terrorism. The ultimate goal was to have the respondents answer the question “Do you feel the use of face recognition technology is more convenient or invasive?” The key results and responses are examined in the following section.

Advertising

As previously discussed, one of the uses of facial recognition technology falls into the realm of commercial advertising. Companies and corporations are constantly searching for ways to predict reactions from potential customers. This is done through the use of television and the Internet by research groups, leading to customized advertising based on the content of the channel or the website viewed. This is much more difficult to do in the public realm, as the differences in a person viewing an advertisement, such as a billboard, vary and change constantly. Yet, if advertisers were able to accurately recognize the viewer, they would gain an enormous advantage in the effectiveness of their campaigns by customizing how and what they display. This can be done by recognizing emotions and pulling up shopping histories. In our research we asked a specific question to determine what the general feelings would be toward this type of activity by advertisers.

Q: Would you feel comfortable with advertisers storing your personal information, so that when you enter a store, advertisements can be customized from information such as your purchasing history?

A: The results show very strong tendency towards feeling uncomfortable with face recognition in advertising. 84% of respondents said they would not be comfortable with this activity from advertisers. Where almost the majority of the data shows a split between feelings on the use of this technology, this is the one area that has decided to swing in a particular direction. One respondent replied, “No, I would like to enter a store with out a ‘intent to sell’ target on my forehead.” Such powerful resentment gives foresight to what would be heavy resistance by consumers if they found out they where being observed and categorized without their permission even if that meant every advertisement was tailored toward their liking.
Terrorism

Another area that the questionnaire focused on was the use of facial recognition in aiding our government on the war on terrorism. This use could aid the government by allowing it to create a database of suspected terrorists with a mug shot or information about their facial features. With the advent of this technology in airports or along the borders, the government would hope to recognize and intercept terrorists before they enter the country. Facial Recognition would also help in tracking terrorist activities, along with the analysis of stored footage if another attack were to occur.

Q: Do you feel this would aid in our nation’s safety against terrorist organizations, i.e. tracking known or suspected terrorists?

A: ‘

48% of the respondents claimed that they believe it would help; 26% said, “Possibly;” and another 26% said, “No.” This indicates that there is no strong opinion towards one certain feeling. A large number said that it would help, and those who said “Possibly” questioned its effectiveness. One respondent said, “It should.  However, the likelihood of suspected terrorists or career criminals allowing themselves to be scanned is very unlikely.” This data implies that if the technology advances far enough, and the government created an accurate database, then the majority of people would be convinced of its effectiveness against terrorism. Those that showed concern or negative feelings toward this technology and its use against terrorism expressed concerns with profiling and the ethics behind it. A respondent expressed this sentiment, “Ultimately it would just continue the stereotyping that has already occurred since 9/11…A face-typing database would just give the government more faces to follow because of suspicions that lack credibility.”  This is a major concern that many skeptics have including those involved in civil liberties.
Interview

In order to supplement the data that was collected from a random sample of people, a member of the community was interviewed who had expertise in the use of the technology in law enforcement.  The intention was to gain insight into the current uses of video surveillance and how the use of facial technology would or would not contribute to the law enforcement community. The interviewee was Commander Brad Wiesley of the University of Colorado at Boulder Police Department. Commander Wiesley is head of Technical and DPS Support Services Division of the 45-officer police department, one of the largest in the state of Colorado. In his sixth year at the CUPD and 30th year in law enforcement, he is in charge of all dispatch and video surveillance issues on campus. Currently, there are approximately 300 cameras installed on the Boulder campus, and are used mainly as a deterrent to crime, as no one is staffed to actively monitor the digital video feeds. Commander Wiesley prefers to use the term video security or surveillance. Currently if an incident occurs on campus that is captured by the cameras, an officer will review the digital film in an effort to corroborate testimonies of witnesses. If someone’s identity needs to be confirmed, it is usually done by someone who was present during the incident and may recognize the suspect. Although the CUPD does have a database of photographs already on file, it would be a futile attempt if they tried to match photos without knowing names.


When asked if he foresaw the use of facial recognition technology in the future, Commander Wiesley stated, “We don’t get to make decisions on policy or laws, that is up to legislators and the public. If this technology was approved, there would be some places for use here at this campus.” One area in which he believed the use would be widely accepted (and would have a significant impact on campus security) would be facial recognition as replacement to student identification cards.  Currently, students are required to carry an ID card at all times on campus which is used for such things as entrance into dormitories, recreation center, and dining halls. Commander Wiesley feels that the use of facial recognition technology would not only improve security in these places, it would be much more convenient for students and faculty.


With many crises occurring on campuses around the nation, most notably at Virginia Tech, we asked Commander Wiesley if the use of facial recognition technology would aid the police. His first concern dealt with whether or not the technology would be fast enough to identify the assailant in an effective amount of time. If the technology was advanced enough, it would help aid police in corroborating witness testimonies by ending perception issues. “When witnessing a crime, many people have perception issues. To someone who is 5’6”, they may describe many assailants as tall, when they may be in fact very average in height.” Facial recognition would assist in identifying the assailant and producing all of their biometric specifications. Police would then possess an accurate picture with whom they are dealing. He also forecast benefit in being able to know the background with whom you are dealing in order to aid in such things as negotiation. “By knowing exactly who the assailant is and what their background is, negotiators would have an easier time in talking them down by knowing possible mental triggers.” Without facial recognition, police have to depend solely on witnesses and hope to track down people who would personally know the background of the suspects. Facial recognition would take much of the error out of this process and reduce crucial time needed in a time of crisis.


Overall, Commander Wiesley feels that there are both positives and negatives to the use of facial technology. He believes that a convenient benefit of this technology could be for building access. Yet he foresees much public resistance if it is exploited to actively scan people without their knowledge or without suspicion. “It would not be illegal to scan someone in public, much like the license plate of a car. Yet it would still be heavily resisted by the public because of the invasion on privacy.” Commander Wiesley confirmed some previous thoughts on facial recognition while providing an expert perspective from a veteran in the law enforcement field.
Conclusion

Based on the research conducted, facial recognition is soon to be much more than just a movie theme.  Its uses range across a wide spectrum, and its versatility will propel it into everyday life. Whether it is used on a nationwide scale by the government for law enforcement, or just to personalize advertisement, it appears that future generations will be familiar with this technology. This was confirmed by the interview with Commander Brad Wiesley as he, too foresees its unlimited future use.  The surveys we collected show that though this technology will be used in society, it appears that many may not be ready for it. Several categories indicated a split in the approval of the various uses of facial recognition. It will be quite interesting to watch the unfolding of the many applications of this technology and how the governments and corporations will justify its utilization to a hesitant public.
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Phishing: Don’t Take the Bait

Jesse A. Kittelstad and Eric M. Rodriguez

“Of the 500, exactly 80% of them were deceived and entered their information”

This quote is from the Wall Street Journal on an experiment done on college students that illustrates the high possibility of successful phishing attacks on common individuals in our society today. Each student was sent a phishing email and 80% of them took the bait.
Introduction
The Internet has progressed exponentially in the last decade. Throughout this timeframe many retailers, banks, and credit card companies have implemented online solutions aimed at helping their customers and simplifying the online experience. These simplifications have led to an increased use of the online marketplace, and although an improved online experience has done wonders for many, most all advances in technology come with sacrifice. Many problems have surfaced in the last few years that deal directly with this increase in online transactions. Specifically phishing scams have developed, creating unknown risks for users of the online marketplace. The increased prevalence of phishing on the Internet has led to the following questions: What are the risks of online banking and retailing with consideration to phishing, are people aware of these risks, and how can we help to prevent these scams? 
What is Phishing?
Phishing is an attempt from either, individuals or companies, to acquire sensitive and personal information including usernames, passwords, and credit card information by disguising fraudulent websites as trustworthy. Companies such as Amazon, PayPal, and eBay are common targets with banking institutions following close behind. Phishing efforts are typically carried out via emails and instant messages, however the latest relatively unknown strategy is via SMS (Short Message Service) text messaging and social networking sites that specifically target mobile devices. The innovativeness of this strategy has led to many people being unaware of the implications of text messaging. An experiment conducted at Indiana University in 2005 showed a 70% success rate of social networking phishing attacks (Indiana University, 2005). This tactic has become increasingly popular because a URL cannot be seen in a text message. All a person can see is a link and a message, such as “click here”. After a user clicks on this link they are often enrolled in an auto-pay system with the company involved in the scheme. The message may say, “You have chosen to register with ‘company X’ and will be charged ‘$$$’ per month.” In other cases the text messages may say, “we recently activated your account for a certain service”, such as monthly ring tones. The user, thinking they mistakenly subscribed, will type the link from the phone onto a computer to “unregister.” From there, the site may ask the individual to enter a credit card number or other sensitive information so that they may deactivate the account. However, what they have really done is entered a phishing site that appears to be authentic but in fact has given a stranger all of their personal information. With the increase in Internet access for cell phones (e.g. iPhone), the user is more susceptible to these types of attacks. In addition, because most phones use smaller screens, the users are more likely to overlook the details that  they would normally see on their home PC.


In other forms of so-called context aware phishing, a “phisher” will gain the trust of victims by obtaining information about their bidding history or shopping preferences (freely available from eBay), their banking institutions (discoverable through their Web browser history) or their mothers’ maiden names (which can be inferred from data required by law to be public) (Indiana.edu). Because phishing can be approached through both physical and technical vulnerabilities, it has established itself as a leading strategy for many of the people behind online fraud. By creating a false sense of security for their targets, “phishers” can trick almost anyone into providing their most private information.

Who Phishes and Why?

The people behind phishing emails have the intention of stealing sensitive information. There has been no proven data that can help to explain the psychological make-up of any particular “phisher”. The common conclusion of nearly every site visited was that phishing provides any individual a simple and easy method of obtaining private information that can be either sold or used for malicious purposes. These “phishers” literally send out millions of scam emails in the hopes that even a few recipients will act on them and provide their personal and financial information. Anyone with an email address is at risk of being “phished”. Any email address that has been made public on the Internet (posting in forums, newsgroups or on a Web site) is more susceptible to phishing as the email address can be saved by spiders (programs that automatically fetch Web pages) that search the Internet and grab as many email addresses as possible. This is why phishing is such a profitable form of fraud; “phishers” can cheaply and easily access millions of valid email addresses to send these scams to (webopedia.com).

Phishing For Techniques
Link manipulation is the most well known technique of phishing. Phishers will typically misspell a common website so that when the user goes to the site it looks identical to the authentic website. For example someone can unknowingly type www.paypol.com and arrive at a phishing website that asks for sensitive information. Another attempt may appear in the form of an email that is virtually impossible to distinguish and may contain several links to “update your account”. They can even have the correct link that actually says www.paypal.com/security but upon clicking the link, it takes you to the phishing website. Thinking the link is legitimate, the user will typically not think twice to double-check the URL. 

Tele-communication has always been a prevalent source of phishing attempts. This occurs when the phisher acquires a phone number, and leaves a message posing as the recipient’s bank. The recording will sound similar to a typical message from a bank, asking the recipient to dial in an account number and PIN. There are no visual signs of fraud, so it is even more difficult to detect. These phishers are even able to use fake caller ID systems making it appear that their call is coming from your trusted bank.

Dating sites were the original  targets of phishers. When the user visits this particular dating site, the website downloads either a virus and/or a Trojan that infiltrates your computer system and tracks your websites and keystrokes, with the goal of stealing passwords and account numbers. Text messaging has also become one of the leading forms of phishing. During an attempted “phish”, a recipient will receive a text message stating a specific organization is going to charge a few dollars a day unless the recipient goes to a specific website to unsubscribe. Since the average recipient would never suspect text messaging as a source of phishing, this new technique might prove to be a success. 
         As with most malicious code, once a small percentage of the population catches on to the source, the perpetrators find ways to alter the attack, and in this case, make the scam harder to detect. The newest type of phishing is one that focuses on a single user or a department within an organization, which is appropriately referred to as “spear phishing”. The phishing email will appear to be legitimately addressed from someone within the organization that holds a position of trust, and will request information such as login IDs and passwords from colleagues. Spear phishing scams will also often appear to be from a company's own human resources or technical support divisions and may ask employees to update their username and passwords. Once phishers get this data they can gain entry into secured networks. As with many other typical phishing techniques there are additional types of spear phishing attacks that will ask users to click on a link, which will deploy spy ware that can steal data from the individual involved.

Statistics
In a recent survey taken by Gartner Research in November of 2006, the number of U.S. adults that are certain, or at least believe that they have received phishing emails has nearly doubled from 2004 until 2006 (emarketer.com). In 2004, 57 million U.S. adults had received a phishing email. By the end of 2006 this number had nearly doubled to 109 million adults. These numbers are revealing and demonstrate the enormous growth of phishing and the possibility of future success. Statistics also show that the average loss per victim of phishing attacks grew from $257 in 2004 to $1,244 in 2006 (emarketer.com). It was concluded by Gartner Research that financial losses stemming from phishing attacks increased to more than $2.8 billion in 2006, making phishing an extremely inviting and successful source of money. Statistics continue to illustrate that phishing is on the rise but public knowledge on the matter is not. Losses are growing and attacks are increasing, leading to the conclusion that unless awareness of the matter increases, these numbers will continue to escalate.
To help the public become more aware of phishing, it is important to identify the main targets of phishing. As of the end of 2006, the top five United States businesses to be targeted by phishing in the month of October were as follows (phishtank.com):

1. PayPal (1,493 valid phishes)

2. eBay, Inc. (1,210 valid phishes)

3. Bank of America Corporation (191 valid phishes)

4. Wells Fargo (133 valid phishes)

5. JPMorgan Chase and Co. (104 valid phishes)

We have included some examples below to more clearly illustrate what a typical phishing scam may look like:[image: image7.wmf] 
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The above statistics show that PayPal and eBay led the way with a combined 2,500+ successful phishing scams in just the month of October. These numbers should give a basic understanding of how common phishing has become. In addition, 24% of worldwide phishing attacks occur in the United States, making it  the worldwide leader. As of mid-2007, China was slowly beginning to catch up to the United States and is expected to pass us before year’s end as the leading target for phishing attacks (antiphishing.org). From our research we concluded that both China and the U.S. lead the way due to the Internet access available in these regions. Refer to the picture below for a more detailed illustration.

[image: image9.bmp]
Phishing Damages Dive Deep

Damages can range from denied access to your own email account, to substantial financial losses. In essence, it is quite simple to affect someone’s identity through phishing. For example, phishers can search public records and use this information in conjunction with the information they received from you. Think about how easy it would be to create a whole series of fake accounts based entirely on acquired personal information. United States’ businesses alone lose about 2 billion dollars a year from phishing. Of the 1.2 million known people successfully attacked, each lost a little less than a thousand dollars before realizing they had been a victim of a phishing attack. An experiment was conducted at West Point Military Academy where 500 students were sent fake emails and told to enter sensitive information. Of the 500, exactly 80% were deceived and entered in their information (The Wall Street Journal).
Combating Phishing: Don’t Take the Bait!

The best strategy to combat phishing is an increase in education regarding the risks of phishing. By spreading the word to others, our society can greatly reduce the risks associated with this tactic. Understanding the techniques, fraudulent emails, and awareness of how they work are among the best weapons to combat phishing. Also, be weary in giving away credit card information or other sensitive information where it does not seem legitimate. Many of the banks listed above send out emails to their customers but always issue warnings to their customers stating something to the effect of “Remember Bank X will never ask you to enter personal information via email or telephone”. Another step includes modifying your browsing habits. If you do receive an email asking you to verify something, it is most likely of malicious intent and its hyperlinks should never be followed. Bank of America now asks you to select a personal image to see when logging into your account so that it gives you an added security. PayPal will always address you by username instead of “Dear PayPal Customer.” Due to the increased awareness of phishing websites, Internet browsers such as Mozilla Firefox have implemented programs into their browser that help keep users safer. For example, if a person were to receive an email from a phishing website and was then redirected to a particular link, Mozilla would recognize this link and immediately notify its user of the possible source of this email. Phishing Protection is turned on by default in Firefox 2, and works by checking the sites that you browse against a list of known phishing sites. This list is automatically downloaded and regularly updated within Firefox 2 when the Phishing Protection feature is enabled. Since phishing attacks can occur very quickly, there's also an option to check the sites you browse against an online service for more up-to-date protection (Mozilla.com). Lastly, when visiting a website with secure information, the user should always look for the “Authentication Key” located near the bottom right of their screen. This symbol appears as a padlock and was created to recognize protected sites and provide additional security for these sites’ users and customers.

Scope:


Throughout the course of our research, we identified the risks associated with phishing, discovered different techniques used to phish and revealed techniques used to combat phishing attempts. In addition, we surveyed individuals asking them these key questions:

1. Do you use the Internet?

2. Are you aware of phishing and the threat it poses?

3. Are you aware that you have ever been phished before? 

4. Do you do anything to help prevent phishers from accessing your private information?

Our interviews were focused on the Boulder and Westminster area and we interviewed both male and female individuals from a wide range of age groups. All interviews were completed face to face.

Survey:


In a survey done on 100 people throughout the Boulder and Westminster area, the following facts were encountered: Test subjects composed of both female and male participants and varied in age from 17 to 74. Of the 100 people that we interviewed, 92 of them use the Internet on a continual basis. Surprisingly, only 40% of those that use the Internet are even aware of phishing and the threats that phishing poses. Of the 40% that were aware of phishing, nearly all of them had encountered phishing attempts. Keep in mind that the other 66 people that were not aware of being phished in the past weren’t really ever aware of phishing at all. This illustrates the fact that most of the individuals that are aware of phishing, had experienced phishing attempts in the past. Those that were never aware of the scam very well could have been the targets of phishing as well. The answers to our fourth question were a bit uncomforting, as 40% of the people that were aware of phishing and the threats it poses to them, only seven of them actually altered their Internet habits to combat it. Participant info is listed below:

Participant Info

Gender

Age
        Use Internet?        Aware of Phishing?




Male: 42

17-20: 12

Yes: 92

Yes: 37


Female: 58
21-25: 24

No: 8

No: 58


26-35: 22






36-50: 18



51-60: 13



61-74: 11


Phished Before?

Doing Anything?

Yes: 34



Yes: 7

No: 66



No: 93

From the information collected in our survey, it is clear that a majority of the population is not aware of phishing, and the threat that it poses to them specifically, or to our society in general. To think that only seven of the individuals surveyed had actually changed their online habits to help prevent phishing is both surprising and disturbing. In conclusion, efforts to educate users and prevent phishing attacks are currently not enough and therefore online banking and e-tailing risks will continue to be an increasing threat, mostly to the uneducated users. Through education and most importantly, simple knowledge that phishing does exist, our society can take a step in becoming a safer online community. By reducing the chances of successful phishing attacks, these scams will surely begin to disappear and hopefully restore the safety of our online world.
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Credit Cards and Online Fraud

David Krysl and Erik Peterson

Introduction
Imagine you are walking to class one day, and you receive a call from your credit card company.  The person on the other end of the line informs you that there have been some unusual charges made to your account.  When you arrive in class, you pull out your laptop and immediately check your electronic statement.  Sure enough, someone has been using your credit card without your authorization.  How could this have happened – where did they find your information?  Suddenly, you remember that  a few days ago you received an email from your credit card company claiming that they needed you to verify your account, which you did.    At the time, you thought nothing of it, but now, you realize that you are a victim of a phishing scheme and credit card identity theft.  What could have been done to prevent this?  How important is credit card security and does online banking protect you or make you more vulnerable to identity theft or scams?
Practical Uses and Considerations

Credit is an important part of U.S. society – everything from getting a job to financing a mortgage depends on it.  For this reason, credit card security is a very important issue.  Businesses use credit to obtain loans, to manage costs, and to track and account for purchases.  Credit is what makes primary spending possible and needs to be used responsibly.  It also played a large role in the stock market crash of 1929, illustrating that there are risks associated when credit goes unmonitored.  Online banking allows for the quick observation and transfer of information to make consistent, informed spending decisions.  However, even considering all the benefits that come with online use, is it only safe to conduct banking operations with a Macintosh, due to millions of viruses and computer problems associated with Microsoft PCs?  What are the risks associated with credit card use?  What are the methods thieves use to steal identities and credit information? 

Research Methods: Secondary Research


 The following chapter will revolve around the questions of: “Where do young professionals stand on credit card use and online banking? What threats and prevention techniques are they aware of and taking in today’s market?” These questions have evolved into a more specific interest of how the attitudes of young adults affect their financial processes in day-to-day transactions. Initial research was conducted by exploring financial databases and publications such as The Wall Street Journal and Computer World. While the exploration was specifically focused on young adult information, it also revealed insight about basic online banking and fraudulent ways to obtain private information. There are several techniques and methods of credit card and identity theft that are used today.  Some are more common and well known than others, but there are a few that might catch you by surprise.

Traditional Fraud Methods

Lost Wallet or Stolen Checkbook

This is the most common way for thieves to steal information. A stolen wallet usually contains a number of credit cards and forms of identification and personal information.  From this, the thief would be able to open fake accounts and change mailing addresses, etc. (Common Frauds).

Theft from Merchants

Store merchants sometimes leave documents containing personal customer information in dumpsters behind their store (Green (page or year?)). Ultimately, thieves rummage through dumpsters searching for these documents, obtaining private and sensitive information about you. 

Another store-related issue is the improper use of out-of-date PIN pads.  For example, some major supermarket chains recently discovered that the PIN pads in their checkout lanes had been tampered with.  Small electronic devices had been installed in the swipe machines in order to capture customer credit card numbers and PIN numbers as customers paid for their merchandise (SourceMedia).

Mail Theft

Even people who are vigilant about protecting their identity can fall victim to mail theft. Thieves look for pre-approved credit card offers and bank statements. They will then open accounts in the victim’s name.  Additionally, they look for outgoing payments left for the postal service to collect (Common Frauds). This is especially dangerous to the victim because the fraud might go undetected for a long period of time.  The thief could have opened credit accounts with a different address and run charges on that account undetected by the victim.  This could potentially destroy the credit rating of the victim, a problem that is very difficult to fix.  By the time the victim realizes that identity theft has taken place, it could be too late. It could be discovered when the victim is denied for loans or pulls a credit report and finds unknown accounts.

Skimming

Skimming is a relatively new method of stealing credit card information. All it takes is a magnetic strip reader that stores information. These devices, which are inexpensive to buy, can easily be kept secret by the thief.  Once the card is swiped, the information contained on the magnetic strip can then be recorded and used to make fraudulent credit cards.  The U.S. Secret Service estimates that around 25% of all credit card fraud comes from skimming (Wellner).

It is estimated that 70% of skimming occurs in restaurants.  There are a couple of reasons for this.  First, it is common for servers to take the customer’s credit card to another part of the restaurant to complete the transaction.  Also, the lack of quality background checks when hiring and the high employee turnover rate makes skimming more probable to occur and difficult to track.  In New York City, police uncovered a crime ring involving 40 restaurants.  Servers were being paid flat rates by professional criminals for credit card numbers, and it is estimated that there were around $3 million worth of fraudulent charges made on these skimmed credit cards (Drummond).

Online Fraud

There are many forms of online fraud.  The most prominent are: E-mail, phishing schemes, Trojan horse viruses, and spyware.

Phishing Schemes

Phishing is defined as “the act of harvesting personal, bank, and credit information by way of forged emails and fake websites” (Sarel).  Essentially, consumers are tricked into giving away their personal information over websites and e-mails that give the appearance of being authentic.  For example, a consumer may receive an e-mail stating that their online credit card account needs to be verified.  A provided link takes the recipient to a website that very closely resembles the real website.  This unsuspecting consumer would then be asked to enter some personal information, including addresses, social security number, credit card number, PIN number, or passwords, which is immediately being transferred to the criminals.  This consumer may not know he or she was a victim of identity theft until much later (Sarel).

The Federal Trade Commission estimates that phishing scheme losses total around $1.2 billion a year. It also estimated that in 2004, there were about 2 million U.S. adult Internet users who fell victim to phishing schemes.  An organization called the Anti-Phishing Working Group (APWG) estimates that phishing schemes are growing at an extremely rapid rate of almost 30% per month.  They also estimate that anywhere between 75 and 150 million phishing e-mails are sent daily.  In addition, phishing is moving into arenas such as SMS text messaging, Instant Messaging, and search engines (Sarel).

Trojan Horses

A Trojan horse is a program that gives the appearance of doing one thing but, in fact, does something else (Common Frauds).   Instead of being a common virus, a Trojan horse is usually a back door for other software to be installed. These programs often scour hard drives for specific information, such as social security numbers, passwords, addresses, account numbers, etc., and then send this information back to the host source (Common Frauds).

Monster.com experienced the danger of Trojan horses in August, 2007 when their database was attacked by a Trojan horse called Infostealer.Monstres. The program stole 1.3 million user’s names, addresses, e-mail addresses, and resume ID numbers.  Phishing e-mails were then sent to all the users, installing mal-ware on their computers (Keizer, 10).

Spyware

Spyware is software that is unknowingly installed on a computer and can track both the online activity and personal information of the user.  Most programs are simply used to track online activity for marketing purposes.  However, many programs cause a noticeable slowdown in the operation of the computer.  Also, much of this software has the potential to steal very sensitive information and data.  For example, key-loggers are programs that run in the background of one’s computer and log every keystroke or click.  When analyzed by an identity thief, the 16 digit credit card number you used for purchasing new merchandise on eBay can be picked out and used by the thief (Common Frauds).

Current Regulations
What is being done to maintain security in online transactions?  Some financial institutions such as Bank of America, Vanguard and ING have instituted a selectable picture that should appear every time the user logs in so that he/she knows the site is authentic (Face). Visa offers an online protection plan entitled “Verified by Visa.”  It utilizes a personal password known only to Visa and the user for authorizing purchases.  VeriSign offers the same type of service for MasterCard users.  These services prevent fraudulent purchases in cases of card loss or theft. They also guarantee that the merchants will not be held liable for losses associated with purchases involving correct password use (Kuykendall). Currently, regulation focuses on the use of stolen data, even though investigation and pursuit of those using the information for their own, personal financial gain is much more important.  Additionally, emphasis is not being put on the requirement of financial institutions to have the latest technology to prevent phishing. Despite this lack of regulation, as consumers will favor companies that provide better precautions, financial institutions will need to be competitive in the field of security, thus creating standards for the industry.  

Research Methods: Primary Research

With the expansion of the internet over the last two decades, a growing amount of the financial community has turned to web-based interactions for convenience reasons.  This has led to the development of personal financial tools for the global community.  Since millions of people are creating accounts, signing on, and using the personal financial planning software as provided by banks, the software has become a significant target for attack by thieves.  The increase in use is easily comparable to the exponential growth of Windows-based PCs and the subsequent development of viruses.  The following research is focused on examining where people conduct their finances and how secure they are while doing it.  In addition, the study also considers measurements of how secure the customers believe their financial transactions should be made.


The Survey topics include online fraud, and smartly managing or reducing it, with emphasis on identity theft, the piracy of existing accounts, the creation of new credit accounts, and the subsequent plundering of such accounts.  The general public has been informed about the importance of discretion in sharing personal information, but some cases, such as in those dealing with key-loggers, do not rely on the user actually turning the information over. Where does the average user suspect threats to their security lie?  Obviously, if they are merely logging into their bank’s secured website, they expect it to be safe.  With the availability of new information about schemes, and the precautions available, including safety tests like the one available on Visa.com, the average user should be better educated and protected.  The following survey that was administered contains questions about identity theft protection, information that was being compromised versus protected, the amount of information known about past personal experiences, and places where others have had their identity stolen or online fraud occurred.  The attitudes measured by this survey often influence how humans operate, even if they are simply formed by rumors.  Thus, the survey served several purposes:  gather information, dispel rumors, and educate the surveyed on his/her current activities.

Results

The purpose of the wide use of surveys and selective interviews was to conduct research within a representative group of young adults. The survey was kept simple and emphasized the use of services and personal caution practices. A total of 80 responses were collected and analyzed as follows. 
Data collection resulted in an average of 1.45 credit cards per person. While this number is lower than the national average of about 4 cards per person, it is still shows that individuals tend to have more than one card.  The average age of our respondents was 22, which is a good indicator as to why the average cards held is far below the national average.  An advantage of this particular survey was the avoidance of the topic of personal debt and the focus on demographic information. An interesting finding of the survey was that even though everyone uses the Internet daily, only around 60% used online banking for payments and statements. There was a survey average of 3.7 out of 5 for having a sense of security online.  At around 76%, this is close to the amount of people who use online banking.  Also, of those surveyed, over 70% actively tracked their purchases, whether that be online or via paper statements each month.

These numbers reflect a growing trend in online use for banking and maintaining security.  Some of this is due to the efficiency of information transfer and the incentives provided by banks in an effort to reduce paper costs.  They can save postage, paper, ink and return costs by instilling a common online banking practice.  For example, Wells Fargo is currently running a $25,000 sweepstakes for its account holders who sign up for online statements.    Online banking may present a false sense of security as compared to leaving a paper trail.  Included on the survey was an open-ended question concerning the loss of personal information and the possibility of identity theft.  The respondents were asked to identify where they believed their personal information was most likely at risk.  Over half of the responses involved either losing their wallets or from social outings.  However, the interesting aspect to this question was that 30% of respondents indicated the Internet as an area most likely to compromise their security. This tends to indicate that while the Internet is a preferred mode of financial communication, it is not fully trusted.  This presents a problem to the online banking world that will have to be answered in the future. 

Conclusions

The initiation of another round of surveys is needed to delve deeper into how people use online banking.  Questions may include what steps each specific bank uses to maintain security and privacy and what the average individual can do to be more protected.  The use of defensive approaches, whether they be anti-virus or anti-spyware software, stronger passwords, or the use of web browsers other than Microsoft Internet Explorer needs to be looked into further.  

 
The survey results and prior research indicate that many people are apprehensive about using the Internet for storing and carrying out financial tasks.  Many do not take the necessary steps or precautions to protect themselves.  This can be corrected in simple ways.  A few words of caution are as follows: 

· Next time you click the submit button, be sure that the web address is that of the legitimate site, without any extra numbers in front. 
· Also, make sure that you are signed up to receive notifications related to peculiar spending at unusual locations and retailers. 
· Use bookmarks for accessing your online banking.  It will guarantee reaching the correct website each time.  There will not be a problem with logging on to a phishing site or mistyping the link.  
· Maintain passwords and change them often. Most companies recommend the use of mixed capital/lowercase letters and numbers and symbols, as the best way to preserve your security.  
· Finally, install and use spyware/malware-finding software.  Even with all the problems associated with online use, each can be solved through conscious and safe use.  
· Never click links in emails without a trustworthy sender.  Your bank will notify you to sign-in for needed updates.  You never need to click a specific link to access what they may need you to review. 
As globalization furthers itself and communications improve, new security measures will have to continue to protect your privacy.  Means of theft by mail and other traditional methods will continue to occur even while the public becomes more and more vigilant.  Online banking will continue to be the fastest and safest method of conducting finances. 
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Consumer Computer Safeguards: Are They Effective?

Brian L. Sims and Michael P. Sullivan

Consumer Computer Safeguards Introduction


In this day and age, purchasing a personal computer is a fairly costly expenditure.  Many people, especially college students, have the funds to purchase only a single computer and upgrade only when necessary. Therefore, it is very common for people to look into purchasing antivirus computer programs, anti-spyware programs and disk clean-up software to ensure that their investment will last as long as possible.  How effective are these programs at safeguarding personal computers from potential hackers or identity thieves in the first place?  

This chapter includes research on the history of computer viruses and hackers, in order to analyze the effectiveness of the top-rated antivirus protection software, and predict what the future will allow users to do to protect their computers and personal information.  Finally, case studies involving specific information about breaches of university and company databases are examined in order to relate major database breaches to issues more commonly faced by owning a personal computer.

Currently, there are many companies that have antivirus software on the market to assist in computer safeguarding, but how effective are these forms of protection?  A study performed in May 2007 shows that even when personal computers are “protected” by the top names in antivirus software, an average of 40% of computers still manage to  become infected with malicious viruses (Sherstobitoff 188).  This high computer infection rate raises an important issue of whether the infected computers were independently subject to targeted attacks or whether an infection outbreak was a reaction to remnants of previous infections. 

The goal of the new-age hacker is to remain hidden, stealthy to the point where day-to-day computer usage will not pick up on his presence.  It is with this type of tactic that a hacker is able to gather the information that they seek and leave before any defensive action can be taken.  In the meantime, the hacker can use stolen account numbers and passwords before personal information protections can be changed.  The more information a hacker knows about their victim before the victim becomes aware of a security breach, the more difficult it is for the victim to recuperate from the losses of their personal information.  The vulnerable circumstances enabled by the security breach enable the hacker to easily exploit the victim’s stolen information.  


The future will undoubtedly hold many advances in technology, so it becomes increasingly important to stay ahead of hackers by safeguarding computers as much as possible.  The computer protection market will likely remain private and continue to improve to create more secure computer databases.  Neil McDonald, a Gartner analyst stated that “by the end of 2007, 75% of enterprises will be infected with undetected, financially motivated, targeted malware that evaded their traditional perimeter and host defenses” (Sherstobitoff, 190). The public concern that hackers will continue to adapt and overcome developing computer safeguards and protections is obvious, but the answer lies in the simple solution of being a more conscientious computer user. Furthermore, changing passwords often, constantly monitoring bank status and accounts, checking credit reports often for discrepancies and actively staying aware of suspicious emails and suspicious activity may be the best safeguards against potential hackers.   

The History of Hacking and Viruses


Hacking, in the simplest of terms, is gaining access to information that does not belong to you.  More specifically, it is defined as the altering of an interface to perform something not initially intended for that hardware.  Malicious computer hackers generally fall into one of two categories: recognition-seekers and the financially-motivated.  In the past, computer hackers were motivated by the recognition and fame they would receive for gaining access to a variety of “secure” information.  As times change, and valuable financial information is increasingly sent through the Internet, hackers and virus creators are adapting to capitalize on the greater accessibility to valuable information (Brief History).  


Some terms important to the understanding of computer infections include viruses, worms, Trojan horses, spyware and malware.  A virus is an umbrella term for any type of malicious file that a user personally downloads onto their computer, in many cases  inadvertently. Worms, on the other hand, find their way onto computers without any action on the part of the user.  Worms require no explicit download to get into a system and therefore they can be much harder to detect until something is misused or altered.  Recently, worms have been largely combated to reduce their effect to a negligible amount.  

The Trojan horse is another kind of virus. A Trojan uses another program or file to house itself within a computer while it simultaneously gathers information stored in the computer or destroys computer files.  Email has been the preferred infection for Trojan viruses.  Hackers are increasingly able to manipulate the Internet to infect computers even when users are not using email (Cluley, 60).  

Spyware and malware are two types of computer infections with very similar characteristics.  Both spyware and malware feed off of activity on the Internet.  While users are surfing the Internet, spyware and malware watch and gain information about a variety of the user’s behaviors.  They follow user trends and gather personal information when the computer’s user divulges personal or financial information during online shopping, banking or signing up for services such as  magazine subscriptions. Once spyware and malware have sufficient personal information, they typically relay this information back to a hackers’ databases in order to sell and exploit they information they have collected (Virus Damage).  

The largest difference between spyware and malware is that spyware originally developed from adware, a type of application designed to cater to users’ Internet trends and advertise to the users based on her Internet behavior. Spyware mutated from a fundamentally harmless class of programs into a more malicious type called malware.  Malware works under the same basic principles as adware, but the malware creator’s motive instead focuses more specifically on gaining identity-related information rather than tracking a given user’s shopping or Internet surfing behaviors (Spanbauer).

In the past, hackers  more commonly focused on gaining some sort of fame through their hacking efforts. Older viruses commonly displayed some sort of visual representation that would communicate to the user that their computer’s security had been breached. Other than being an inconvenience to clear up, older viruses usually resulted in a loss of data and a destruction of computer files. The objective of hackers was rarely to steal data, but rather to cause frustration and  inconvenience for the computer’s user (Brief History).  
 

In 2005, a shift from massive blanket attacks on computers to targeted attacks took place (Sherstobitoff, 188).  Hackers  began to realize the potential for personal gain from having access to personal information, rather than from simply disrupting a computer’s functionality and subsequently having a virus named after them.  Due to the increased ease of online banking and shopping, both personal and commercial banking can be conducted entirely over the Internet.  Whether individuals choose to use their computer to perform financial activities or not, hackers use the Internet to collect financial account information so as to gain access to personal bank accounts or to sell this information for profit. Banking is just one example of a sensitive information source that is constantly being invaded by hackers. Our research will also discuss computer security breaches at top-ranked universities across the United States to show how areas outside of online banking are also at risk.
Effectiveness of Top-Rated Antivirus Programs 

The computer protection market is saturated with antivirus software. It seems that antivirus software companies are formed almost as quickly as new viruses are created.  Each year the top five antivirus companies compete for top rankings as they develop more user-friendly software.  Symantec (Norton), Kaspersky, and BitDefender consistently hold top positions in the antivirus software industry.  An evaluation of each of these companies will show that while they do provide adequate protection from potential hackers, a considerable amount of relevant information still exists that they are reluctant to share (Naraine).
Kaspersky Antivirus Software
 

Kaspersky is a relatively new antivirus protection provider that seems to be on the leading edge of antivirus protection.  The company has the quickest turnaround time in producing new signatures, and also has a 96% malware detection rate. One of the downsides of Kaspersky Antivirus Software is its price, which costs $50 to download.  However, the renewal rate for subsequent years costs approximately thirty-five dollars. Kaspersky also has rootkit and keylogger protection, which is the reason that it outranks many of its competitors (Naraine).
Symantec (Norton) Antivirus Software

Norton is the number one recognizable name in antivirus protection and is also one of the best.  Norton makes the most updates to their software annually.  The company has created a very user-friendly format for the average customer but it lack customizable features. Unfortunately, the Norton product also has one of the slowest response times in the industry, and can take up to twelve hours per scan. The company is focused on improving performance, however, by developing a program with a footprint so small that its services will not interfere with performing regular computer tasks. Norton’s antivirus software costs $40 initially, with a savings of only $1 per year for renewal (Naraine).
BitDefender Antivirus Software

BitDefender is another well-recognized antivirus software company.  BitDefender is on the cheaper side of the antivirus software industry, with an initial cost of thirty dollars, and an additional cost of twenty-two dollars per year for renewal.  BitDefender is impressive on both malware and unknown threat detection. Where it seems to fall short is in its detection of false negatives, meaning that it often identifies legitimate programs as viruses, and in its impact on overall performance. However, BitDefender does have some of the best customer service in the industry. The company has maintained some of the highest customer service turnaround times and ease of problem solving for several years.  BitDefender is also one of a few programs that scans the computer daily.  Considering how much BitDefender can slow down computer systems, it is ultimately up to the consumer whether to prioritize computer safety or system performance (Naraine). 
Recommendations for an Antivirus Program

Choosing consumer antivirus software is not a life or death decision, and it is not worth spending a lot of time debating the issue. It would be better to choose a specific program and have computer protection rather than hold out for research.  Many people that buy antivirus software generally like what they have chosen no matter which brand it is. If money is an issue and general computer performance loss is not a concern, than BitDefender may be the right choice.  If consistency and ease-of-use are the main priorities, then Norton is a solid option.  Kaspersky may be the right choice for power users due to its customizability. Finally, it is better to have any antivirus program rather than no antivirus protection since most computers are already infected and need to be remedied.  The chart below shows a comparison of the three products most critical attributes:
	
	COST
	CUSTOMIZABLE?
	PERFORMANCE DEGRADATION

	KASPERSKY
	$50
	Excellent
	10%

	NORTON
	$40
	Moderate
	10%

	BITDEFENDER
	$30
	Poor
	124%


Information Breaches and Virus Case Studies


It is interesting to examine the manner in which larger organizations treat the threat of viruses and targeted attacks. By looking at how universities and other companies deal with such issues, one can gain more information about how to successfully combat malicious attacks on personal computers.  


Universities are becoming a prominent target for hackers to gain massive amounts of information about a variety of educated and typically wealthy people.  Many universities are finding out that their measures to protect sensitive information regarding their students, alumni, faculty and staff are grossly inadequate.  This is clearly displayed in the nationally publicized information breaches at University of Alaska, Ohio University, University of Texas, University of Western Illinois, Georgetown and UCLA.  

“It’s still common at many universities to see not so much as a firewall [in terms of security]” (Britt 1).  For example, Ohio University accidentally exposed the personal information of 173,000 people.  Even more mind-blowing is that 270,000 people fell victim to compromised information at the University of Southern California (ID Thieves).  “And just why is higher education a target of hackers?  Higher education institutions have more information on students and alumni than many financial institutions, retailers, or other companies” (Britt 1).  In some cases people were only trying to access university records to see if they were accepted, but in the process, their ability to hack into the university system clearly demonstrates just how dangerously easy it was for sensitive information to be accessed (Britt).  Perhaps the source of the problem is not that the educated elite is not paying the issue enough attention, but rather that there is no funding to properly investigate breaches and secure the databases.  In many examples, universities focus on academic research so heavily that data security efforts are short-changed and underfunded. The good news is that the trend is beginning to move in a more protection-centered direction. Top universities, such as University of California at Berkeley, Boston College, Harvard and Massachusetts Institute of Technology, are proactively allocating increasing amounts money to data security research (Britt). Their efforts and investigations will not only ensure that their respective records are more safe, but could very well improve the overall ability to combat personal computer attacks on individuals.     


Apart from the problems that universities in America face, companies across the globe face similar computer security problems.  Recently, there was a worldwide sting of arrests related to a Trojan attack on an Israeli writer, Amnon Jackont.  Jackont noticed excerpts from a book he was writing appearing on the Internet.  He immediately reported this to police who then proceeded to analyze his computer.  Jackont assumed that a son-in-law (with whom he was not on good terms) was the source of his computer security problem. It turned out that Jackont’s hunch was correct, and the investigation overturned a massive network of Trojan type viruses that the son-in-law, Michael Haephrati, was using to acquire the book excerpts among many other files.  It turned out that Haephrati had been building “made to order” Trojan viruses for clients. Haephrati would sell these viruses to his clients, who would use the viruses to hack into a number of Israeli industries including telecommunications, television, and car importers.  Over 20 people from countries all over the world were arrested (Sherstobitoff).  


An example like this, although large and global in scale, gives a clear depiction that combating virus attacks is possible. Noting Jackont’s proactive approach, one can see that a quick response and punishment can be issued with reasonable effort.  In most cases, it is tragic to see what can happen when a computer database is compromised, but as technology further improves and adapts consumer behaviors will continue to change also.  

What the Future Might Hold in Virus Protection

Virus and antivirus software has become a game of cat and mouse, and unfortunately the mice are multiplying far faster then the cats can keep up.  Writers of viruses are now flooding the Internet knowing that antivirus companies do not have the means to handle the barrage of incoming malware attacks:  
More pieces of malware were received in 2006 than in the entire previous 15 years combined.   In May 2006 alone, there were 60,000 pieces of malware detected compared to a cumulative total of 40,000 from 1991 to 2003. (Sherstobitoff). 
As viruses become better written and more difficult to detect, antivirus companies continue to struggle with what viruses they should address first.  

Another form of hacking is being referred to as “social engineering.” Social engineering is when a hacker physically calls a business and asks questions that can be hazardous to the company or employees of the company.   This kind of social engineering attack uses spyware to find out  enough information about a given person or company in order to ask the right questions of a database operator to receive social security numbers and other secured information.  The scary part about this form of attack is that someone doesn’t need to hack into the company’s database to find information, but can instead find the name of someone in the human resources department and hope that the targeted person is too busy to realize that they should not be divulging this information over the telephone:  

While companies are spending more of their IT budgets on security (20%), most of it goes to technology like firewalls and antivirus software. Training employees about security risks, on the other hand, is neglected.  Only 15% of security budgets go to training and 53% of companies don’t provide any security training for their employees (Worthen).  
Of course, antivirus software is not able to address the issues of social engineering. Instead, it focuses on combating the flood of malware on the Internet. IBM is taking a leading approach and designing software that seeks out and eliminates viruses before they have the opportunity to spread.  According to IBM, the company has been working on this defense system for a few years, and have developed “The Digital Immune System for Cyberspace [which] can automatically detect viral activity during early spread, automatically develop a cure and distribute it across the Internet faster than the virus spreads” (IBM).  If all safeguard companies are coming up with software that has the potential to detect and cure viruses before they spread, this may be a victory for the antivirus companies.  At least until the new, latest and greatest form of hacking is born.
Consumer Computer Safeguards Conclusion


After examining the top three ranked antivirus programs, it becomes clear that any virus protection is better than no virus protection.  A computer straight out of the box is highly vulnerable and susceptible to attacks from all over the Internet.  In essence, purchasing antivirus software is equivalent to a forty dollar per year insurance policy for computer safety.  At times, antivirus programs may perform at less than preferred speeds, their effectiveness may be weak and they may not update as regularly as they should, but their protection is far better than nothing, and the software is still improving.  

Most United States citizens house a wealth of information on their computer that, if lost or misused, would cause a colossal headache.  The amount of time spent on personal computers, along with how much information they contain, definitely inflates the value of the personal computer beyond its initial monetary cost.  Ask anyone who has had their computer crash or stolen, and they would gladly pay much more for a new computer if they could just have all of their old information back.


It is a constant battle to protect computers from hackers and virus makers.  Furthermore, it is highly improbable that computers will ever be completely protected from financially motivated malware, but it is possible to reduce the risk before anything horrible happens. John Ballantine, an instructor at the University of Colorado, who was a victim of identity theft, said that identity theft is “just like cancer, you never know when it is coming and you are never able to fully prevent it, but you can reduce your risk of developing most forms.”  Based on our research, we believe that the cancer-virus analogy also applies to virus and malware infection, whether the attack is financially motivated or a search for personal information.  Computer users need to take precautions now to help reduce the risk of infection, and live with the peace of mind that the computer has enough protection to be able to prevent an attack.  

Works Cited

“A Brief History of Hardware Hacking.”  Communications of the ACM.  June 2006 / Vol.49, No.6.

Britt, Phillip.  “Protecting Against Data Breaches in Higher Education.”  Information Today.  July/August 2005.  Vol. 22, Issue 7.

Cluley, Graham.  “Virus Attacks: Who is to Blame?”  Computer Weekly.  16 Sept 2003, p60.

“ID Thieves Targeting Universities.”  The Information Management Journal.  March/April 2007.

Naraine, Ryan.  “Virus Stoppers.”  PC World Magazine, June 2007.

Sherstobitoff, Ryan and Bustanante, Pedro.  “You Installed Internet Security on Your Network:  Is Your Computer Safe?”  Information Systems Security 16:188-194, 2007.  

Spanbauer, Scott.  “It’s Time to Update Your Internet Security Arsenal.”  Here’s How – Internet Tips.  PC World Magazine, May 2005.

“Virus Damages.”  Computer Virus Prevalence Survey ISCA Labs.  June 2005.  http://www.ioma.com.

14

Online Predators & Child Protection:
The Dangers of Growing Up on the Internet
Sebastian A. Tomich and Jocelyn E. Liipfert
Growing Up With the Internet
It seems surreal worrying about the effects of the Internet on children today. Our generation has grown up alongside the Internet, and our increased use of the Internet for educational research, social interaction and global communication has led to the proliferation of online risks. With the development of the Internet’s threats, online users have become more mature and more capable of responding to the Internet’s growing dangers.  Children using the Internet today have not had this development experience, and are frequently forced to face the overwhelming amount of threatening images and information. With this outlook, it is clear that children using the Internet face a much larger array of threats ranging from random exposure to inappropriate materials, such as pornography to sexual solicitations from online predators. Internet pornography used to be comprised primarily of “members only” websites, whereas now typing “xxx” into a Google search will put you one click away from hard-core pornography (Claburn 16 Oct. 2007).  Instant messaging, social networking sites, and chat rooms provide a semi-anonymous gateway for online child predators to reach their underage victims.  

With the Internet’s increasing threats, parents, software companies, law enforcement, and social interest groups have all had to adapt and develop new ways to combat Internet dangers.  The parental safeguard software industry has evolved from simple niche programs designed to block specific websites to offering parents the ability to completely monitor their child’s online activity. The U.S. government has enacted new legislation and created law enforcement divisions for the sole purpose of fighting Internet crimes against children. In response to the growing threat of online pedophiles, groups such as Perverted-Justice.com have formed to address the online sexual solicitation of minors.  With the hope of catching online predators in the act, Perverted-Justice.com takes a proactive approach to making the Internet a safer place for minors.  

Above all, these various online protection groups and activists contribute to the fight to successfully combat many of the threats children face on the Internet. However, the decision regarding how much Internet exposure is reasonable and whether to monitor children’s Internet usage ultimately lies with parents. The use of parental safeguard software might offer filters from unwanted material and give parents the ability to supervise their children’s Internet activity, but does protection software violate children’s rights to privacy on the Internet?  If a child knows that their activity is being monitored, does it violate the trust between a child and their parents?  The supervision and protection of children on the Internet presents a series of ethical dilemmas that reveal no one definitive answer.  

Research Goal and Methodology
Through our research, we aim to identify what actions are currently being taken to protect children from online predators.  In order to accurately identify these protections, we plan to first establish the kinds of dangers today’s children face while using the Internet.  A summary of secondary research on existing legislation, special interest groups, and the variety of available parental control software will provide insight to the different kinds of protection currently available for children using the Internet.

We also conduct primary research to examine the effectiveness of Internet safeguards and the degree to which parents utilize them to determine how aware parents are of Internet control programs, and how effective these programs are in protecting children online.  Through our own experiments, we will test the frequency to which online predators sexually solicit minors.   

Finally, we will examine the ethical issues associated with the monitoring of children’s Internet use through primary research and provide recommendations on how best to protect children in a society with a growing reliance on the Internet. 

The Evolving Role of Government in Online Child Protection
A number of laws have been proposed which aim to protect the safety of children on the Internet.  However, a number of the acts passed have ignited opposition from civil rights groups such as the American Civil Liberties Union (ACLU) for stepping too far into the privacy of American citizens.  An overview and explanation of the different laws pertaining to children as Internet users currently being debated will provide insight into the government’s evolving role in online protection.

The Child Online Protection Act (COPA) passed in 1998 by President Clinton has been controversial regarding the online protection of children.  The act was designed to prohibit online website operators from knowingly providing sexually explicit material to minors (COPA 20 Oct. 2007). COPA would require US commercial providers of pornographic material to create restrictions, such as requiring credit cards, which would disallow children from accessing the information and material available on their sites. Violators of COPA would be “subject to fines of up to US $50,000 per offense, prison terms up to six months, or both” (COPA 20 Oct. 2007).  Immediately after COPA was passed, the ACLU submitted a First Amendment challenge against the act, claiming that COPA violated the protection of free speech as guaranteed under the Constitution. In Ashcroft v. ACLU, the courts upheld the injunction, stating that the law violated the First and Fifth Amendments (“Ashcroft v. ACLU” 20 Oct. 2007).  

The government has appealed the court’s decision ruling in favor of the ACLU.  The conflict surrounding the enactment of COPA has raised the issue of how far the government can go to protect the children before it begins to invade their civil rights.  Those in support of COPA firmly believe that if the act were to take effect, children would not be harmed by the level of pornographic and offensive material currently available on the Internet.  However, the ACLU and other groups in opposition to the act believe that the enactment of COPA would severely restrict the rights of young American citizens. 

In 1994, the state of New Jersey passed Megan’s Law, which requires law enforcement to make the public aware of sex offenders that live in their communities.  The law was passed after the brutal rape and murder of seven-year-old Megan Kanka, by her neighbor Jesse Timmendequas, on July 29, 1994.  Timmendequas was a convicted sex offender who lived with two other convicted sex offenders, unbeknownst to the neighborhood, in the house across the street from Megan Kanka.  Timmendequas convinced Megan to come into his home to see a puppy, and subsequently raped her, beat her against a dresser, and strangled her to death with a belt.  Timmendequas plead guilty to the kidnapping, assault, and murder of Megan Kanka, and was placed on New Jersey’s Death Row (Glaberson 28 May 1996).  Megan’s tragic death led to the adoption of Megan’s Law in New Jersey and in a number of other states to protect children from potential sex offenders.

On July 27, 2006, President George W. Bush enacted the Adam Walsh Child Protection and Safety Act (AWA).  The AWA organizes all sex offenders into three tiers based on the extent of their offense.  Offenders classified as Tier 3 are required by law to routinely update their geographic location and personal information into a national sex offender registry.  The AWA also “[authorized] additional new regional Internet Crimes Against Children Task Forces” which are designed to provide financial aid and training to state and local police officers to more effectively handle crimes that involve the “sexual exploitation of minors on the Internet” (“President Signs Adam Walsh Act” 27 Jul. 2006). The AWA has been the target of significant debate for its expansive scope.  Before state governments had even adopted the act, a homeless convicted sex offender was sentenced to life for failure to register in the national sex offender database (Dewan, 3 Aug. 2007).  In response to complaints regarding the disadvantages of AWA, President Bush steadily claims that the law comprehensively protects children from potential abuse or abduction, and makes an important step “to protect those who cannot protect themselves” (“President Signs Adam Walsh Act” 27 Jul. 2006).  

The Deleting Online Predators Act of 2006 (DOPA) aspires to protect children specifically from online predators in circumstances where children are not under direct parental supervision. DOPA prevents children’s access to “Commercial Networking Websites” and “Chat Rooms” in school and library settings, and has received significant scrutiny, as its protections would limit accessibility to potentially harmless and educational material (Oder, p16-17).

The COPA, AWA and DOPA represent the U.S. Government legislation enacted to protect children from potential online dangers.  However, the heated controversy that surrounds the enactment of these laws is a testament to the fact that many American citizens feel uncomfortable with the protective role of the government over the Internet.  In his ruling against COPA, U.S. District Judge Lowell Reed alluded to the idea that “perhaps we do the minors of this country harm if First Amendment protections, which [children] will with age inherit fully, are chipped away in the name of their protection” (“Court decisions against Internet Filtering” 15 Oct. 2007).  The relationship between government protection of children and Internet use is clearly still developing, and raises an interesting ethical dilemma: Does protecting our children from the threats of the Internet rob them of their rights to privacy?

Child Protection Organizations: Vigilante Journalism & Non-Profits 

The controversial role of government on the Internet has resulted in a number of special interest groups who have taken the responsibility of protecting children from online dangers into their own hands. The various types of protectionist groups fell into one of two categories: online predator vigilantes and safety education organizations.

 
“Vigilance committees,” such as Perverted Justice and Dateline NBC’s To Catch a Predator, were formed with the intent of publicly outing and arresting online predators.  Several organizations, such as Point Smart Click Safe, The Polly Klaas Foundation, and The Center for Missing and Exploited Children, have taken less overt, more educational-based approaches to protecting children on the Internet.


Perverted Justice is a self-proclaimed, peaceful vigilance committee made up of volunteer contributors whose goal is to find and convict online sexual predators.  These volunteers pose as underage children between the ages of 10 and 15 on online chat room sites and wait to be solicited by online predators.  Once the volunteer gains enough incriminating material against a given sexual solicitor, the volunteer hands the information over to law enforcement, hoping to make an arrest  (Perverted-Justice 15 Sept. 2007).  

Despite Perverted Justice’s controversial use of misrepresentation, the group boasts 233 successful predator convictions.  The Perverted-Justice.com website is abundant with information regarding their evidence-gathering tactics, conversations with predators, their pictures, and relevant information for law enforcement officials and media (Perverted-Justice 15 Sept. 2007).  Perverted Justice’s hands-on approach to catching online predators formed the basis of Dateline NBC’s hidden camera investigation To Catch a Predator, which was hosted by journalist Chris Hansen. 

To Catch a Predator uses the evidence compiled by the Perverted Justice team to lure an online predator to a specific location.  A young girl is used to portray the underage child the predator believes they spoke with online.  The young girl lets the predator into the house, and sits him in the kitchen, while she runs off to do something in another part of the house. To the predators’ surprise, Hansen then enters the kitchen and begins to interrogate the pedophile.  Hansen begins reading sexually explicit lines from the predator’s conversation with the alleged minor and questions the predator’s motives for online sexual advances made to the minor.  Many of the predators will then try to leave the interrogation and avert incriminating questions.  Upon leaving the house, the predator is approached and arrested by law enforcement officials.  

To Catch a Predator has conducted investigations in cities across the U.S. including Long Island, New York; Herndon, Virginia; Mira Loma, California; Greenville, Ohio; Fortson, Georgia; Petaluma, California; Long Beach, California; Murphy, Texas; Flagler Beach, Florida; Ocean County, New Jersey; and Louisville and Bowling Green, Kentucky.  Dateline claims that To Catch a Predator is an example of “cutting-edge journalism” as it aims to spread awareness of online predators to the general public and serves as a deterrent for potential predators (Hansen 13 Mar. 2007).  

Despite the largely successful efforts of Perverted Justice and To Catch a Predator, many Americans have criticized their tactics as an example of journalism overreaching into the duties of law enforcement arena. An example that has been greatly disputed is To Catch a Predator’s alleged use of entrapment as a tool to catch predators, and the broadcasting of their crime on national television (Montopoli 7 Feb. 2006).  The official legal definition of entrapment is when one is “induced or persuaded by law enforcement officers or their agents to commit a crime that he had no previous intent to commit.”  While the investigators normally wait for the predator to bring up the subject of sex, from time to time the decoy will bring it up first.  The initiation of the sexual conversation by the decoy has provoked accusations that Dateline and Perverted Justice are indeed entrapping these men (Montopoli 7 Feb. 2006).  

Dateline NBC’s Stone Phillips defends To Catch a Predator against this claim, explaining, “In many cases, the decoy is the first to bring up the subject of sex.  However, the transcripts show that once the hook is baited, the fish jump and run like you wouldn’t believe.”  Phillips believes that Dateline is using enticement rather than entrapment.  By simply reading the conversations with the predators posted on Perverted Justice’s website, Phillips says “the more obvious it becomes that these men are not first-timers when it comes to engaging minors in graphic online chats (Montopoli 7 Feb. 2007). 

The actions of vigilante journalism also raise the question of whether it’s ethical for journalists to be responsible for the punishment of criminals.  Chris Hansen states that the job of the journalist is to perform the investigation itself and leave the punishment up to police and prosecutors.  However, critics argue that the mere act of identifying someone as an attempted child molester on national television is a form of punishment in itself (Montopoli 7 Feb. 2007).  

The idea of national public embarrassment was too much for alleged child molester and public figure, Louis “Bill” Conradt, chief felony assistant district attorney and former elected district attorney of Rockwall County, Texas.  During To Catch a Predator’s investigation in the area, the former district attorney sexually solicited one of Perverted Justice’s decoys, who acted as a 13-year-old boy online.  When local authorities went to Conradt’s home with an arrest warrant, Conradt went into another room and shot himself, and died shortly after at a nearby Dallas hospital (“Texas prosecutor” 6 Nov. 2006).  Conradt did not go to the location of the alleged decoy or have contact with Dateline, but Conradt’s suicide raised further doubts and ethical controversy about the procedures of To Catch a Predator and Perverted Justice.

The investigations conducted by To Catch a Predator and Perverted Justice leave a number of ethical questions unanswered:  Are these journalists and volunteers conducting their investigations ethically?  Would the alleged predators have engaged in sexual conversations if the decoy hadn’t initiated talk about sex?  Are the investigative journalists of To Catch a Predator overstepping the boundary between journalism and law enforcement?  Is it fair for journalists to publicly subject these alleged predators to televised embarrassment and public punishment?  These dilemmas and concerns must be weighed with the fact that the efforts of To Catch a Predator and Perverted Justice have led to the conviction of over 200 online child predators.  This conflict between controversial journalism and apprehension of online predators begs the underlying question of vigilante journalism: Do the ends justify the means?


A less controversial approach has been adopted by organizations such as The Polly Klaas Foundation, PointSmartClickSafe.org and the National Center for Missing and Exploited Children.  These groups have developed and compiled safety education resources for parents to use to protect and educate their children about the potential dangers of the Internet and predators.


The Polly Klaas Foundation was formed in 1993 during the disappearance of 12-year-old Polly Klaas.  The young girl was kidnapped at knifepoint from her own home during a sleepover with a couple of her friends in Petaluma, California.  Two months later after the arrest of her attacker, Polly’s body was discovered, and further investigation revealed that she had been raped and strangled.  

The Polly Klaas Foundation, which was initially created to aid in her search, now is a national nonprofit organization and aims to locate children who go missing, to prevent children from abduction, and to promote laws to protect the safety of children.  The Polly Klaas Foundation offers an Internet Safety Kit which “contains guidance for parents on ways to keep [their] children safer online [and] help open communication about the Internet with [their] children” (The Polly Klaas Foundation 15 Oct. 2007).  The organization also offers a plethora of information, entertainment, and communities for concerned parents to seek help and involvement.


PointSmartClickSafe.org is a program created by the cable industry to “educate parents about online safety and appropriate use of the Internet by their children.”  PointSmart identifies the risks presented by technology, and offers “a full range of tools, information and resources to help better shape and manage [children’s] online use.”   The initiative is centered on three main concepts: control, education, and choice (PointSmartClickSafe.org).  


The National Center for Missing and Exploited Children (NCMEC) is the U.S. national resource for preventing the abduction and sexual exploitation of children, finding missing children, and “[assisting] victims of child abduction and sexual exploitation, their families, and the professionals who serve them.”  Attention to Internet safety is identified as an important facet in the protection of children, and the NCMEC stresses the education of children about the dangers of the Internet as the most effective means to prevent online child sexual exploitation.  

Primary Research: Experiment, Survey
Through our primary research, we conducted an online chat room experiment to gain an understanding of how adults would treat an underage girl in a chat room.  We then distributed a survey regarding the safety of the Internet for children to parents to examine how parents feel about the Internet, its growing threats, online protection software and software effectiveness.

In the experiment portion of our primary research, we posed as a fifteen-year girl on Yahoo! Chat with the goal of monitoring the amount of solicitations, and measuring reactions of potential predators to parental safeguard software.  With the screen name JessPrincess2008, we entered the local “Colorado Romance” chat room, and solicitations immediately began. Responses from adult men varied when “JessPrincess2008” mentioned that she was fifteen; some chatters immediately said “goodbye” while others continued with inappropriate chat.  One respondent, a 41-year-old male from Littleton, continued chatting, and described how JessPrincess2008 “must drive boys crazy.” The 41-year-old then shared that he “enjoys misbehaving with dirty web cams.”  The majority of chatters continued with no response to JessPrincess2008’s age, and some adult men even offered to meet in person. To see the dialog from our experiment, please refer to Appendix A. 

To test the effectiveness of an Internet safeguard program in an online chat room setting, we entered the following warning into the chat box after a sexual solicitation to JessPrincess2008 occurred: “This conversation is being monitored by PredAlert Internet Protection Services.”  Nearly every time the above captioned was put in the conversation, the respondent immediately disconnected from the chat (Appendix B).  This shows that the implied presence of a parental safeguard alone could prevent a possible altercation with a child predator. 


Our second form of primary research involved a survey directed to parents with the goal of measuring opinions regarding online predators and the usage of Parental Safeguard Software.  The results showed that only two out of forty-five respondents currently use parental safeguard software and felt that the programs were moderately effective (average of 5 on a Likert Scale of 1-7).  Only one respondent used software that allows them to monitor their children’s Internet activity. The survey revealed that the respondents not only had a lacking perception of the threat of online predators, but that they also trust their children to use the Internet safely and value their privacy.  Parents also consistently cited education as the most important tool in protecting their children from the dangers of the Internet.

Parental Safeguard Software  
Choosing a parental safeguard program is like shopping for bread at a supermarket: there is a variety of different programs to choose from with little difference between them.  The programs’ various displays and features vary, but most parental safeguard programs offer similar benefits.  Because the programs are all so similar, it is difficult to recommend a single best program on the market.  Most programs offer website viewing restrictions, monitoring reports, instant messaging and social networking restrictions, and outside solicitation blocking. Types of software packages include simple and straightforward safeguard protections which are lumped into general computer protection programs such as Norton Symantec.  Specialized protection programs such as Net Nanny also exist on the online protection market, and are specifically designed to protect children from online threats. 

Consumer Reports ranks the Top 5 Most Widely Used Parental Safeguard Software as follows:

1. Cyber Patrol by Surf Control

2. Norton Symantec

3. McAfee

4. Microsoft Parental Control

5. Safe Eyes 

Safe Eyes is in the category of specific safeguard software designed solely for monitoring children.  It offers basic features such as website filtering and blocking, usage reports and time limits, email filtering, and personal information blocking.  Its instant messaging service blocks inappropriate incoming messages based on criteria set by the user.  Finally, Safe Eyes offers an instant alert system via email or telephone and notifies the administrator of any breaches or incoming solicitations. This is a valuable feature, as it rids parents of the risk of finding out too late that a potential predator has approached their child (“What are ‘Parental Controls?’” 15 Oct. 2007). 

Being that Microsoft Parental Controls are offered with the Windows operating system, it is understandable how it is one of the most widely used safeguard programs.  Through either the Windows Live Family Care Package or through the Windows Vista Parental Control Center, Microsoft allows parents to help protect and monitor their children on the Internet.  The Windows Live feature is more of a basic safeguard that allows the user to customize Internet settings for each account and to summarize Internet usage reports.  Windows Vista is slightly more advanced as it offers a family control panel in the administrator account.  Using the family control panel, a parent can track Internet usage, see usage reports, block particular websites, and allocate Internet usage time.  Although the Microsoft Parental Control software is free, it does not allow for real-time monitoring or for more advanced features such as instant message and social network monitoring (“Improve Your Family’s Web Security” 28 Sept. 2006). 


Cyber Patrol by Surf Control is another widely used safeguard program and is specifically used for monitoring children’s Internet usage.  On the monitoring side, it offers comprehensive reports and even real time monitoring that allows parents to view their children’s screen from another computer.  In regard to filtering, parents can create a “Yes List” of only pre-approved sites. Parents can even create a “Stealth Mode” of filtering that displays a “page cannot be displayed” message when the website is blocked.  In order to avoid alerting the child to the filtering, Cyber Patrol also offers full personal information protection that will block a child from giving out names, credit card numbers, telephone numbers, and address information.  This software has many effective features, but it lacks a real time monitoring service (Cyber Patrol 15 Oct. 2007).

McAfee and Norton Symantec are both large mainstream Internet safeguard software providers that offer parental control features as extensions to existing safeguard packages. Though they both offer features such as website restrictions and content filtering, they lack key features such as instant message filtering and usage reports (“Norton Add-On Pack” 12 Oct. 2007).  For a parent concerned with the child privacy issues of monitoring online activity, these are both fitting options (“McAfee Parental Controls” 1 Jul. 2003). 

Ethical Dilemma, a “Right vs. Right” decision
Choosing whether or not to monitor children’s online activity is not an easy decision to make.  Protecting a child is usually a top priority, but when it verges on infringing upon their privacy, the decision of whether or not to monitor children is left to the ethical discretion of parents.  Parents are faced with having to choose to protect their children’s safety in the short term and potentially damage their children’s trust in the long term or to not monitor the child and expose them to the risks of the Internet while honoring children’s right to privacy.  Marc Rotenberg, Executive Director of the Electronic Privacy Information Center, claims that monitoring “is like reading your kid’s journal,” and that “doing secretive surveillance of your kids is likely to lead to a breakdown of trust" (Armstrong; Casement 15 Oct. 2007). This ethical dilemma can be characterized as a right vs. right decision: in either case, parents are doing the “right” thing for their children.  However, the ultimate decision comes down to whether parents prefer to protect short-term safety or long-term trust (Kidder 20 Feb. 2007). 

Our survey of 45 parent respondents showed that parents felt monitoring their children was generally not necessary, and utilizing Internet restrictions and educating children on the risks of using the Internet were more appropriate.  As stated previously, a federal judge had ruled that the Child Online Protection Act chipped away at the First Amendment protections (“Court decisions against Internet Filtering” 15 Oct. 2007).  This act bears resemblance to monitoring your child through safeguard software, as monitoring again impedes on a child’s privacy.  But if a parent knew of or witnessed their child being solicited by an online predator, would she still feel it is not right to monitor their child? 

Monitoring children’s Internet activity certainly has its benefits.  While at work, Vickye Young was monitoring her daughter’s Internet activity through a real time parental safeguard program called IM Einstein.  The program allowed for her to have a “virtual peak over her child’s shoulder.”  Vickye all of a sudden realized that her daughter was being solicited by a sexual predator, and immediately left her office for home.  When confronted, her daughter started crying, explaining that these predators wouldn’t leave her alone.  After Ms. Young talked to the predators herself, she immediately cut off her home Internet service (Armstrong; Casement Oct. 1999). 

Comparing Vickye Young’s case to our survey results, there is a strong possibility that our respondents would have a different opinion on monitoring if their child had an altercation with an online predator.  As mentioned earlier, studies have shown that one in seven children who use the Internet have been sexually solicited, yet the respondents of our survey only ranked the threat of online predators for children using the Internet an average of four on a 1-7 Likert scale.  This shows that the parents’ we surveyed perceived the threat of online predators to be less than what exists in reality. 
Conclusion: Guidelines for Protecting Children Using the Internet

It must first be stated that the only foolproof way to guarantee children’s online safety is through complete Internet abstinence.  Realistically, this is not possible due to society’s growing dependency on the Internet.  Thus, a moderated balance of education and online usage restrictions will lead to a society of children that are better equipped to deal with online threats. 

Currently, legislation governing online protection of children is faced with the dilemma of how far society should go to protect their children before they begin to infringe upon children’s rights to privacy.  Laws such as COPA, DOPA and AWA will continue to evolve as the relationship between the government and Internet privacy becomes more clearly defined.  Vigilance groups such as To Catch a Predator and Perverted Justice have received considerable criticism for their controversial use of decoys and possibly even entrapment to catch potential pedophiles. However, these groups have also made significant contributions to public awareness of online child predators, and made sizeable headway into identifying and apprehending those who sexually solicit minors to make the Internet a safer place for children.  On the less controversial side are the child safety interest groups such as The Polly Klaas Foundation, the NCMEC and PointSmartClickSafe.org, who have all identified education as the most important tool for parents to protect their children from the dangers of the Internet.  As awareness of online threats to children grows, sites popularly used by children are adapting to growing concerns parents have regarding the safety of their children.

 
 The use of parental safeguard software may create an ethical dilemma regarding privacy, but will still help to create a safer online environment for children. Though the extent of monitoring lies with the decision of the parent, we suggest at least using some form of safeguard protection. As shown through our experiment, the presence of safeguard software had an immediate impact on the extent of solicitations from potential predators. Restricting certain categories of Internet sites such as pornography, especially communication outlets such as chat rooms, instant messaging services, and social networking sites, will greatly reduce the risk of online predators while also avoiding the dilemma of privacy invasion. 
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Appendix A


Chat Room Conversation: Solicitation

mr_tigger76 9:38 PM hi how are you tonight

jessprincess2008

jessprincess2008 9:40 PM doing good u?

jessprincess2008 9:40 PM asl?

jessprincess2008 9:41 PM 15 / f/ boulder

mr_tigger76

mr_tigger76 9:41 PM ohh hi

mr_tigger76 9:42 PM 43/m/littleton

jessprincess2008

jessprincess2008 9:42 PM cool

jessprincess2008 9:42 PM whats up

mr_tigger76

mr_tigger76 9:42 PM not much really

mr_tigger76 9:42 PM how about you

jessprincess2008

jessprincess2008 9:42 PM hanging out

jessprincess2008 9:42 PM i want to go out

mr_tigger76

mr_tigger76 9:42 PM have a fun halloween

mr_tigger76 9:43 PM ahh well kinda late now

jessprincess2008

jessprincess2008 9:43 PM i know

jessprincess2008 9:43 PM i can sneak out though

mr_tigger76

mr_tigger76 9:43 PM really do you do that?

jessprincess2008

jessprincess2008 9:43 PM when i can

jessprincess2008 9:43 PM my mom is in bed now so its easy

mr_tigger76

mr_tigger76 9:44 PM ahhh she is asleep huh

mr_tigger76 9:44 PM your computer in your room

jessprincess2008

jessprincess2008 9:44 PM yeh

mr_tigger76

mr_tigger76 9:44 PM thats cool

jessprincess2008

jessprincess2008 9:44 PM r u just hanging out tonight?

mr_tigger76

mr_tigger76 9:44 PM so what do you like to do for fun

mr_tigger76 9:44 PM yes

mr_tigger76 9:45 PM thinking about bed but hangin up so far

jessprincess2008

jessprincess2008 9:45 PM i dont know dance other stuff hehe

mr_tigger76

mr_tigger76 9:45 PM other stuff huh

jessprincess2008

jessprincess2008 9:45 PM yeh for sure

mr_tigger76

mr_tigger76 9:45 PM lol

mr_tigger76 9:45 PM sounds like fun

jessprincess2008

jessprincess2008 9:46 PM yeh for sure

jessprincess2008 9:46 PM what about u

mr_tigger76

mr_tigger76 9:46 PM well work of course. theatre, movies, and iher stuff, lol

mr_tigger76 9:46 PM other

jessprincess2008

jessprincess2008 9:47 PM nice well we have something in common

mr_tigger76

mr_tigger76 9:47 PM yes we do it sounds like

jessprincess2008

jessprincess2008 9:47 PM what kind of other stuff do u like to do?

mr_tigger76

mr_tigger76 9:48 PM well most of it is kinda mis behaving

jessprincess2008

jessprincess2008 9:48 PM really?

mr_tigger76

mr_tigger76 9:48 PM yes

mr_tigger76 9:48 PM cam stuff, some dirty little videos from time to time

jessprincess2008

jessprincess2008 9:48 PM sounds hot

jessprincess2008 9:49 PM do you have a cam, i wish i had one but my mom wont let me

mr_tigger76

mr_tigger76 9:49 PM what others stuff do you like

mr_tigger76 9:49 PM I do have a cam

jessprincess2008

jessprincess2008 9:49 PM misbehaving you could say

jessprincess2008 9:49 PM i can connect to your cam i will send you a pic

mr_tigger76

mr_tigger76 9:50 PM I can't get it out right now, my wife is home

jessprincess2008

jessprincess2008 9:50 PM sucks

jessprincess2008 9:50 PM maybe later

jessprincess2008 9:51 PM if i dont go out by then

mr_tigger76

mr_tigger76 9:51 PM well probably can't tonight

mr_tigger76 9:52 PM do you have a boy friend

jessprincess2008

jessprincess2008 9:53 PM no im single

jessprincess2008 9:53 PM its more fun

mr_tigger76

mr_tigger76 9:53 PM it is huh?

jessprincess2008

jessprincess2008 9:53 PM yeh can hook up more

mr_tigger76

mr_tigger76 9:53 PM do you hook up alot?

jessprincess2008

jessprincess2008 9:54 PM try to

mr_tigger76

mr_tigger76 9:54 PM thats cool

jessprincess2008

jessprincess2008 9:54 PM some guys my age arnt any fun

jessprincess2008 9:54 PM u?

mr_tigger76

mr_tigger76 9:54 PM so you like older guys

jessprincess2008

jessprincess2008 9:54 PM yeh definetely

mr_tigger76

mr_tigger76 9:54 PM wow thats cool

mr_tigger76 9:54 PM I bet your hot

jessprincess2008

jessprincess2008 9:55 PM i think i am

mr_tigger76

mr_tigger76 9:55 PM well I am sure you are

mr_tigger76 9:56 PM I bet you drive the guys crazy

jessprincess2008

jessprincess2008 9:56 PM i try as hard as i can

mr_tigger76

mr_tigger76 9:56 PM do you really ohh my

mr_tigger76 9:56 PM thats hot

jessprincess2008

jessprincess2008 9:57 PM thanx

jessprincess2008 9:57 PM hehe

mr_tigger76

mr_tigger76 9:57 PM kinda scary these days hooking up with someone really young

jessprincess2008

jessprincess2008 9:58 PM we are better though

mr_tigger76

mr_tigger76 9:58 PM are you??

jessprincess2008

jessprincess2008 9:59 PM yeh i think so

jessprincess2008 9:59 PM hehe

mr_tigger76

mr_tigger76 9:59 PM mmm sounds nice

mr_tigger76 9:59 PM what do you like to do most

jessprincess2008

jessprincess2008 9:59 PM the fun stuff

jessprincess2008 9:59 PM what would u do to me

mr_tigger76

mr_tigger76 9:59 PM what ever you wanted

mr_tigger76 9:59 PM name it

jessprincess2008

jessprincess2008 10:00 PM well....

jessprincess2008 10:02 PM i get nervous talking about it

mr_tigger76

mr_tigger76 10:02 PM why would that be

jessprincess2008

jessprincess2008 10:03 PM i have only had sex with 5 guys

mr_tigger76

mr_tigger76 10:03 PM well thats ok

jessprincess2008

jessprincess2008 10:03 PM thanx

mr_tigger76

mr_tigger76 10:04 PM doesn;t mean you don;t know what you like

mr_tigger7610:06 PM ohh shoot I need to go

Appendix B

Chat Room Conversation: Reaction to safeguard

rcyc_k: hi

jessprincess2008: hey whats up asl?

rcyc_k: asl

jessprincess2008: 15 f boulde

rcyc_k: what u up to

jessprincess2008: just hanging out mom is asleep so i can finally chill

jessprincess2008: asl?

rcyc_k: 27m cali

jessprincess2008: cool

rcyc_k: what u look like

jessprincess2008: i dunno hot

rcyc_k: can i see u

rcyc_k: how u look like

jessprincess2008: i dont have a cam

rcyc_k: ur cute

rcyc_k: u got mic

jessprincess2008: no my mom takes it all away

jessprincess2008: “This Conversation is being monitored 

  by PredAlert Internet Services”
jessprincess2008: sorry it does that everytime i chat

rcyc_k: ooh ok

jessprincess2008: my mom records it

rcyc_k: thats ok

jessprincess2008: hello?
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How Much Do Prospective Employers Know About Applicants?
Amy Albert and Katie McKirahan

As the end of college is rapidly approaching and job hunting is about to begin, many future graduates find it prudent to delete compromising Facebook accounts, but this is only the tip of the iceberg. How much do employers really know about the people they interview and employ? Could past mistakes haunt potential success and future careers? Today, 80% of major companies run background checks on every potential employee. This incredible statistic results in a three billion dollar industry in the United States alone. Employers check for everything from simple traffic violations to cross checking the sexual predator list. 


According to InfoLink, a prominent background check company based in California, 8.3% of all applicants checked have some sort of criminal record. How accurate are these reports? Do they have an obligation to getting the facts right? A potential employee Stan MacDonald was rejected from an information technology position because he was screened and found to have a criminal record. According to MacDonald, he was never convicted of any such crime. He never even saw the results from the background check. MacDonald was forced to get a lawyer to try and clear his faulty record and try to bring his case to the Privacy Rights Clearinghouse (PRC). PRC provides free legal help to people in similar situations as MacDonald. According to the PRC, they see cases like MacDonald’s every day. The reason for this is many court records are incomplete and sloppy, leading to inaccurate records that are affecting individuals like MacDonald, hopelessly trying to find employment. As MacDonald continues to fight to clear his name he is forced take low paying, temporary jobs that do not require background checks. Legal fees are a necessary expense in order to eventually clear his name to enable him to get a better job, a job he deserves. Will he be able to afford the necessary legal time that is essential to clear his name? 

There is hope. Applicants have established rights regarding companies’ screening processes. An applicant has the right to file a suit against a screening company if errors have resulted from negligence. An applicant also has the right to request the results of his background screen from the employer who performed the screening. MacDonald, unfortunately, was unaware of these rights until it was too late. 

Background screening costs can vary anywhere from virtually free to over a hundred thousand dollars for one person. The more a company pays, the more information it can obtain about the applicant. InfoLink Screening, for example, can report on everywhere a person has ever lived, court records pertaining to them dating back seven years, identity, possible aliases, criminal records, a motor vehicle report derived from their driving history, and their credit score just from having the social security number and/or permanent address of an applicant (two essential pieces of information on every application.) According to InfoLink, 41.6% of applicants have a running violation with the Department of Motor Vehicles (DMV), 39.2% have bad credit, 26.4% have discrepancies in their resumes about past employment, 8.3% have a criminal record, 8.2% have embellished their education, and 3.3% have tested positive for illegal drugs (see Figure 1).
Figure 1. InfoLink Background Problems.
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 Here are some common sense tips for what to avoid during an interview.  Do not embellish past work experience. Do not lie about the level of education completed. If convicted of a crime, be honest and straightforward. If an applicant approaches the situation with honesty, then she has the advantage of being able to explain what happened and what was learned from the situation. Finally, it is important for everyone to know their rights and to exercise them. Performing a background check on herself will inform an applicant on what may come up for the employer. The applicant can then make sure the facts are right before going into an interview.  

Then, what are the dangers from Facebook and other social networking sites? There are even social networking sites, including Jobster and LinkedIn, where professionals can post their resumes and information. These sites are similar to Facebook in that they show the individual’s social network but different in that they focus on who the individual is linked to professionally, including peers and direct reports. Employers can now leverage these sites to question an applicant’s past coworkers about the applicant’s personality, work habits, and attitude simply by messaging the potential employee’s friends and connections. These sites enable employers to find out about potential employees before they ever get an interview. It is not difficult to see how this can create a problem for an applicant if a past coworker does not have a positive opinion of him. According to Cathy Hennessey of American Standard Cos., “Even professionals and CEOs have experienced the practice, often referred to as ‘informal reference checking’. Social Networking has changed everything.”

 Employers start by looking for mutual connections on Jobster and LinkedIn, and then proceed to the applicant’s Facebook and MySpace pages to learn more. The employer may then contact one of the individual’s connections, but there is no guarantee that the references sought by the company will be favorable. What should be done to avoid an unfavorable reference from a disgruntled acquaintance or coworker? The first and most logical step is to “de-friend” questionable friends and acquaintances that could mar both references and reputation. Another route is to utilize the reference functionality available on LinkedIn and Jobster. By selecting the references in this way, an applicant is ensuring that he is shown in a positive light. Simultaneously, there reference is easier for an employer to find. All potential applicants have to do is clean up their social networking sites and they should have nothing to fear. These methods are frequently used by technology companies, although financial companies and human resources departments in a variety of industries are taking note. As part of this research, interviews were conducted with several employers, including the Marine Core and PetSmart. The following is what was found about the background verification process with these organizations. 
Catamount Country Club-Steamboat Springs, Colorado
Robert McKirahan is the General Manager of Catamount Country Club and Resort. The Catamount is a golf course, country club and lake resort.

Information Included in the Check: Credit check, criminal check and resume discrepancies. 
Cost: $29.99 per employee.
Background Check Company: TRW located in San Francisco, California

Mr. McKirahan stated that Catamount used to pay for a $99 background check but found the amount of information that it provided was unnecessary for the positions that the company was interested in hiring for. Mr. McKirahan primarily hires service staff, bell staff and golf course maintenance staff. Since it is a country club, less precaution needs to be taken and none of the employees are required to handle any cash – everything is put on a membership account for the convenience of their members. Thus, it is not necessary for the club to be overly worried about things such as credit discrepancies. However, Mr. McKirahan remains concerned about the honesty of the applicants: 
On our application it clearly states that if you as a potential employee lie about something, we will background check you and if you are lying we will simply not hire you on the basis that you have lied. With this warning in place, most applicants give us much more information than we would have been able to get with our simple background check we have in place (Rob McKirahan).
In other words, if an applicant falsifies any information on the application and is caught, he is immediately discharged from the running for the position. Reasons an applicant would not be hired after the background check include a violent criminal record and lying on the application. For example, “A DUI isn’t a big deal if we’re hiring someone to be a hostess” unless the applicant lies about it.

Background checks are becoming increasingly important in today’s world of endless liability. When Mr. McKirahan was a manager in Florida for Broken Sound Resort and Country Club, there was a large golf tournament on the upcoming weekend and he was one dishwasher short. On Thursday, getting desperate, the hiring manager for the club went ahead and hired a dishwasher and put him to work the next day for the tournament. The dishwasher’s job was contingent on his background check going through the following week. The worst possible thing that could happen did.  It turned out that the dishwasher had been convicted of battery and assault. On Saturday night, the dishwasher attacked a fellow employee in the parking lot. A lawsuit then ensued and the club ended up getting sued for endangering the lives of others by hiring a convicted felon. This example and hundreds more show why companies are willing to spend hundreds of dollars to prevent lawsuits and issues.

L3 Government Contractor-San Diego, California
L3 is a top-secret engineering firm that works for the defense sector of the U.S. government. Kelly McKirahan was interviewed. Ms. McKirahan is an entry-level engineer specializing in physics for L3.

Information Included in the Check: Criminal, credit (any unexplained bankruptcy and the applicant will not be hired), resume discrepancies, degree discrepancies, relatives living outside of the U.S., trips outside the country in the past ten years, life health history, FBI records, driving records, fingerprinting, work history, living situation, social security number, financial information, gambling/drinking habits.
Cost: Up to $60,000 for top secret security clearance.
Background Check Company: FBI

Ms. McKirahan describes the process she went through when first applying for a job with L3:
They will ask your friends, relatives and people surrounding you what you are like as a person. Do you keep secrets well? Do you gamble? Do you drink a lot? Are you in financial distress? The reasons they want to know this about me is because they don’t want us getting drunk and telling people government secrets or getting into a financially unstable position and selling top secrets of the U.S. government for money to foreign agents. 
This may all sound a little extreme. Ms. McKirahan said that the government has sent people out to ask about her personal habits to make sure that she will be a reliable government worker that will not leak the defense secrets to say an “Iraqi spy.” It sounds ridiculous but these are real concerns especially in the business of national security. The government is spending a lot of money and will continue to spend a lot of money to ensure safety and secrecy of its projects. It takes six months to completely clear a person for top-secret security clearance. 
Aspen Ski Company-Aspen, Colorado
For those considering taking a year or two off after graduation, maybe teach skiing, here’s what the Aspen Ski Company’s head of hiring, Michelle Tsou, is looking for. 

Information Included in Check: Criminal, credit check, fingerprinting only for jobs dealing with the preschool program.
Cost: $35 approximately, $25 for fingerprinting.
Background Check Company: FBI, CBI (Colorado Bureau of Investigation).
Ms. Tsou was quick to say that general ski instructors get the generic criminal and credit check. The only people that get fingerprinted are those working with children age six and under; this is because Aspen Ski Company is a licensed preschool. All preschools and schools require fingerprinting of all teachers and those in contact with the children. If someone has any credit card fraud or any criminal record involving money, they will not be hired for any position that deals with the handling of money such as lift ticket sales or a lodge cashier. However, that same applicant could still teach skiing if she has the right references and displayed the right temperament. For obvious reasons, having a DUI on a driving record will not affect an applicant’s chances of teaching skiing or any other non-driving position.  Even if an applicant is the right candidate and they have had a misdemeanor for using drugs, such as marijuana, they would still be considered in the running for the majority of Aspen Ski Company positions. Any criminal offense related to stealing and the applicant will not be hired. Out of the 500-600 annual applicants to the ski school, they only hire, at a maximum, about 25 full-time and 100 part-time employees. An applicant can do minor drugs and drink and still be a ski instructor as long as they have the right attitude and do not have a record of stealing.

Pilgrim Furniture City-Southington, Connecticut
Pilgrim Furniture is a retail store that sells an assortment of home furniture. An interview was conducted with the Human Resource director, Josslyn Disanto.

Information Included in the Check: Criminal check for the past 7 years, credit check.
Cost: $10-$20

Background Check Company: Research Services LLC.

Ms. Disanto said when a potential employee is applying and has a criminal record she looks at how many offenses there are, the circumstances of the offense, when it occurred, etc. “Just because you have made a mistake doesn’t necessarily take you out of the running. If the applicant has been to rehabilitation, this is another factor to take into account if we are considering hiring them.” Josslyn says it matters where they are today, not where they were in the past; if she believes they have changed and will work hard for the company she will hire them. “In this day and age, negligent hiring is a liability to the company.  If the company fails to investigate an applicant who subsequently runs amok, then we may be subject to monetary damages.” Ms. Disanto went into further detail on what jobs are right for what people:
An applicant will immediately be disqualified if there is a conviction of say, child molestation or anything related to injuring someone.  Since our company deals primarily with the public, we have the responsibility to protect our customers and employees to the fullest extent.  Another situation might be if the applicant lied on the background check or during the initial interview process about prior convictions.... this will weigh heavily on our decisions to ultimately hire.

Again, an applicant that has, say, a track record of molestation is not going to be hired by any company that requires a background check.

Alpine Bank-Western Colorado
In general, the banking industry has very stringent background checks because potentially all employees are handling large amounts of money every day. Christy Shelton, a manager of a local branch of Alpine Bank, was interviewed.

Information Included in the Check: Credit check, resume discrepancies, criminal record. 
Cost: $50-$100

Background Check Company: ADP (Automatic Data Processing Inc. a payroll and human resource company)

Christy Shelton stated, “We have to be very careful when hiring for our banks. Each employee is bonded, which means they are insured because they handle money every day.” The bank will not hire dishonest persons, people with a history of credit fraud, theft or in a position of financial instability. “There’s too much risk when hiring someone that has a history of bad credit or financial instability, we can’t take the risk that they may steal from the bank.” On the other hand, minor drug or alcohol infractions, such as a DUI, will not hurt an applicant’s chances of working for Alpine Bank. Banks take background checks very seriously, they in the most literal sense cannot afford not to.

Broadcom-Irvine, California
Broadcom is a technology corporation that specializes in the manufacture of chips found in devices such as iPods, cell phones, Nintendo Wii, etc. Specifically, the company makes the technology that simulates the golf swing on TV when playing with the Wii and the “touch” technology of iPhone screens. Doug Fauth, a Global University Relations Manager, was interviewed on their hiring practices.

Information Included in Check: Credit check, criminal check, academic discrepancies, resume discrepancies, terrorist lists, sexual offender list.
Cost: $100

Background Check Company: $250 (entry level)-$450 (professional level)

In the interview, Doug Fauth gave some insight into what the company looks for: “The red flags that come up when we are screening a potential employee are violent acts, history of crime, violent felonies. We don’t want to hire an ex-murderer, that’s why we invest so much money into our background checks” (Doug Fauth).  Mr. Fauth also went on to say that having bad credit does not affect an applicant’s chance of being hired. Stealing and fraud, on the other hand, are frowned upon and will result in disqualifying an applicant for a job with Broadcom.  He went on to say that, “Bankruptcy isn’t something we look at. Just because someone has difficulty with their own personal finances, that won’t affect our decision in hiring them.” 
PetSmart-Boulder, Colorado
An interview was conducted with Will Stapleton, the hiring manager for PetSmart the Boulder PeSsmart store. He had some good news for those with a less than sparkling record.

Information Included in Record: Criminal check (only for managers).
Cost: $20-$30

Background Check Company: CBI (Colorado Bureau of Investigation)

If a person wants to work at PetSmart, as a cashier or a dog washer, they could have a criminal record a mile long and they will still hire that applicant. The company does a very minimal background check, and therefore would not know the person’s criminal record. Think about that the next time visiting PetSmart: the cashier could be a convicted sex offender, and the groomer could have been convicted for assault. Does anyone really want his or her pup in the hands of someone who could hurt him? The risk is real.
KB Homes- Las Vegas Nevada
Gwen McKirahan is a real estate agent for KB homes. Ms. McKirahan’s office is located in a growing community located in the Las Vegas suburbs. Currently, KB Homes does not run a background check at all. In order to get a real estate license in each state, brokers must be fingerprinted and go through an FBI check and fingerprinting. The fingerprinting costs approximately $39, and the costs are incurred by the agent. Ms. Kirahan had the following to say about her hiring experience: “It’s weird, when they hire you its very old school. They base everything off of references and who you know.” KB assumes that if an agent has her license, their background ran clean. As long as an agent does not have a criminal background, she is set to practice real estate in the state of their choice. The company that hires them will only check their references.
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Marine Corp-United States of America

Captain/Officer Selection Officer Christopher B. Timothy was interviewed from the United States Marine Corp.
Background Check Includes: Criminal background check, credit history, everywhere the recruit has ever lived, people the recruit has been in contact with, personal habits, health history, injury history, psychological health history, if a recruit has relatives living outside the U.S., where the recruit traveled outside the U.S. in the past ten years, the list goes on.
Cost: $60,000 for every Marine that enlists ranging all the way up to $120,000 for top-secret security clearance

Background Check Company: FBI/Personal Investigators

Every single Marine that enlists gets an extremely stringent background check. “An investigator from the U.S. government goes to every address that Marines have ever lived at and questions the surrounding people, down to the smallest acquaintance. This is the Marine Corp, we aren’t messing around” (Captain Timothy). For top security clearance the background check becomes increasingly more expensive. Which leads to the question, is $60,000 a bit extreme for every man and woman that enlists?
Conclusion
Depending on the company, an applicant may be subject to a background check ranging from non-existent to knowing every last detail about her, regardless of the cost. PetSmart and the U.S. military are excellent examples of how much background check procedures vary by employer. PetSmart takes on a huge amount of liability by not checking the majority of their employees, while it is impossible not to ask if the U.S. government is going overboard and wasting tax dollars.

Due to the high turnover rate, service industries are more lenient on background checks. For the ski and food industries, as long as the applicant has no violent history she will be able to get a job. Financial and real estate industries are more demanding, checking for financial history, criminal offenses and credit history. Finally, those wishing to work for the government or a government contractor better have a perfect record – these organizations go as far as finding out personal habits. From the interviews presented here, it is clear that what people are looking for differs across the industries and even from position to position within the same company. Applicants should take this information and use it to help them in their quest for employment after college. Remember, no matter what, one is able to work at PetSmart, ankle bracelet and all.

How to Successfully Find a Job
· Clean up social networking sites, delete compromising friends and connections. Make sure your social networking page reflects a positive image of you.
· Post positive references.
· Be honest when applying and interviewing.
· Run a background check on yourself to make sure there are no discrepancies

· Request your background check from your employer – it’s your right!
· Do not commit violent crime.
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Online Profiling Based on “Friends” and Networks Introduction

Andrew Stout and Matt Beelner

Social networking sites with personalized online content are abundant on the World Wide Web.  Kids and young adults are offering up enormous amounts of private information on social networks such as Facebook and MySpace, while many older adults frequent friendship and dating sites, including Friendster and Match.com, give away quite a bit of personal detail. Personal information is a crucial component to the attractiveness of the social networks for marketers because of its ability to segment users into highly defined groups. These highly defined groups can be penetrated with marketing efforts, targeted more precisely than has ever been possible. Unfortunately, this information is not only used by marketers, but also by people that gather and use similar information to profile individuals by race, religion, or associations.


New types of social networks and personalized online content have begun to gain popularity.  Sites such as RapLeaf or UpScoop use email addresses to gain access to personal information that is floating around the Internet – whether that information is meant to be public or private seems to be of no importance.  UpScoop needs only an email address and its password to search over 400,000,000 user profiles on the Internet for related content.  In comparison, RapLeaf requires only an email address to obtain information that is stored on the web.  Although RapLeaf cannot gain access to the same amount of information as UpScoop, it does not require a user’s password, so access is not as restricted.  When the authors entered their email addresses in RapLeaf, with no other information given, it was able to report their age, current location, and somehow the system also knew that one of the authors had lived in France.


LinkedUp is an entirely different kind of social networking site because of its unique ability to predict “friends”, or relationships, by matching your own information with that of the online community.  When you log onto your account at LinkedUp.com, the site will automatically show you a list of people that it thinks you may be friends with and asks you if you would like to add them as “friends.”  This new kind of technology is particularly unique because, unlike the other sites, LinkedUp takes the liberty of going ahead and comparing your personal information with that of others, without you explicitly requesting it to do so. With the relative ease of which social networks are obtaining individuals’ personal information, the door has now been opened for firms to develop software that could be used to mine information from social networks and profile users without the knowledge or consent of those being monitored.

Profiling can be done by private and public organizations alike and could become commonplace without the knowledge of the user. Users will be grouped fairly or unfairly by the associations they have across social networks.  This information presents many opportunities for people to take advantage of. The first and most obvious is advertising. Advertisers can target the specific needs of a group for different products and identify their friends as being in the same market for increased penetration.  However, what if this information is used for the wrong purpose? Profiling can easily be used to target specific groups. There is a strong possibility that this technology, and others in the future, could facilitate discrimination. People could be unfairly grouped together by their race, religion, or nationality.  
Racial profiling is already a problem in society, and it traditionally takes place in broad view and on city streets. How much harder would it be to detect and stop racial profiling if it were being conducted in an office across a secure network?  Terrorism is a very important issue around the world.  Countries, most notably the U.S., are entering into unexplored territory with regard to gathering intelligence related to terrorists and terrorist activities.  Some would argue that being able to make associations across social networks would help protect against terrorist attacks by detecting terrorists or potential terrorists that would have otherwise been missed. Others would argue that making such associations is a violation of privacy and would further erode our rights as citizens against government spying.  Here is an example of how technology might play a role in the fight against terrorism. If an individual makes a terrorist threat, chances are he is tied to a terrorist organization. By tracking this person’s activities and “friends” across online networks, it is much easier to find out who he is involved with. One can assume that the closest “friends” to this user and the friends with the most messages sent to this known terrorist would be the most likely to have the same beliefs. Thus, they could be profiled as terrorists as well.  Whether this is ethical or not can be debated from both sides.

 There are many possibilities for this technology. In order to be safe and protected, we need to look further into the significance of profiling and see how information about sets of known online “friends” can be used to predict and find unknown online “friends” of the same group.
Research

To predict associations across social networks, it was necessary to create accounts on the 106 different social networks that were found on the Internet.  Some of the networks were set up in the same format as Facebook or MySpace, i.e. that they are open to anybody and do not have a specific focus other than providing an interactive, online community for its members. These sites are used like online yearbooks where people store pictures and information of what they are doing with their life. They are a great way for old friends to keep in touch both locally and internationally.  Others sites are more specific in aim and scope. There are networks set up specifically for people of single nations or ethnicities, such as BlackPlanet (which caters to African Americans), while others were set-up as a host for multiple blogs, such as Windows Live Spaces.  The common thread between all these social networking sites is that people all over the world willingly sign up for these online communities and offer up plenty of information that can be used to place them into groups, either consciously or unconsciously.  


In order to conduct research across the various social networks, fake personas were created, including an email address and personal information that is required to set up an account. The required personal information varies from site to site but some common items are birthplace, age, sex, occupation, etc. The next step was to sign up for as many social networks as possible. Some sites were not included because of financial fees required to join, including online dating sites.  Others were not possible because they were in a foreign language, such as Amina-Chechen.  But for the most part, all that was needed was what many would consider ‘basic personal information’.  The fake personas were developed around the main profile called Michael Parker Webb.  To gain the information needed to continue the research, a spreadsheet was made with every social network in the first column and different pieces of identifying information across the top.  This information included age, hometown, gender, email, address, school, etc.  We then coded what each network required, requested or left optional by giving them a numerical value. A value of 1 indicated that the information was required, 2 meant the information was requested and 3 meant the information was completely optional to disclose.  Through this research, we were trying to get an idea of what were the common pieces of information that each site was asking for, possibly drawing a link between different sites. This would be an easy way to profile individuals and ultimately place them into groups based upon their basic information.  For instance if 75 out of 100 people are from boulder and of those 75 people, 55 have an @colorado.edu email address, then one could assume that there is a small chance that some of these profiles might know each other.  But, if 42 of the 55 are of the same age, 23 of the 42 consume alcohol and of that, five live on the same street, then it could be reasonable to think that those five know each other.  This may seem trivial or blown out of proportion, but if one of those five people was found to be participating in illegal activity (especially anything terrorism related), it would not be outrageous to think that the government could look into or monitor the other four individuals.  Now, even though there is a strong likelihood that these people know each other, it could still be coincidental.  If it turns out that none of these people know each other, they could be subject to unjust treatment through incorrect assumptions made by the government based on its research on social networks.
Initial Findings


After signing up for many networks, it was easy to determine the most common information required by the site to create a profile. We also found what information was requested by the same sites, both at the time of registration, and soon thereafter.  There were only a few pieces of information that most sites required of the user to create an account.  That information consisted of a name and an email address.  


Most sites required the user to give them a birth date, but some of the sites gave a list of birth years to choose from that went all the way up to the present year of 2007, while others only gave the option of selecting a birth year that would fit their user policy.  Basically, if a user’s birth year was not on the list, they were not old enough to join the network.  Some would say that limiting the selection of ages to conform to rules and user agreement is a good idea, but there are some major problems with this.  If a list of birth years is confined to only the years that are ‘accepted’ then that person has no choice but to select one of the years available, whether that is actually her birth year or not.  Now, if a site offers all the birth years in their list for selection, when a year is chosen that violates the ‘terms of use’, the site can reject the user’s application and inform them that they are not allowed on the site.  


Sites consistently requested that the user give some part of their current address, in most cases at least a zip code.  Often the zip code was used to place a user in what the site referred to as a ‘network’.  The network is a way to group people into different regions, most commonly by state or by city.  Hometown was also requested by many sites in what seemed to be an attempt to aid users in finding friends that they may have grown up with, but do not necessarily live near currently.  Surprisingly, only one site requested the user’s phone number, although none expressly prohibited posting a phone number in the sections where users can freely write about themselves.  The site that did ask for the phone number was a site designed for professional networking and it was suggested as a means of being able to be contacted by fellow users.  


Different sites, such as those based around occupation or sexual preference, ask for some pieces of information differently.  Professional networking sites will ask for an occupation, which is picked from a list of predefined job titles or areas of emphasis, while social networks will ask vague questions letting a user fill in their occupation or major of study.  Very few sites ask for the user’s sexual orientation out right, but everyone asked for either the users interests (in men or women, or both) or if the user was in a relationship.  If a user selects that she is in a relationship, the user is asked to enter in the significant other’s name.  Obviously, if a user is male it will be easy to infer his sexual orientation based on his partner of choice.


As was stated above, one of the two pieces of information that was required by every site was an email address.  Additionally, about half of the sites requested that the user provide the site with her email account password so that the site could access the user’s contact list.  The sites that asked for the email account information also asked for the user’s instant messenger account name and password so that they could gain access to the user’s ‘buddies’. Although sites claim these tools makes it much easier to find your friends, we are very concerned with giving this information away and what the sites do with it. The use of a user’s email account and contacts was the focus of our efforts as we progressed in our research. We aimed to find how they are finding a user’s friends and if they are storing the information that the user is providing to them.
Further Research

The second piece of research conducted collected the sites that either requested or required a user to upload email contacts onto their site.  Many sites do this in an effort to gain more users and to see what activities its members are participating in.  As mentioned above, some sites go as far as to ask for a login name and password, which allows the sites to go in and pull whatever they want out of an email account.  This part of the research was focused on finding out what exact information the sites are taking from users’ email accounts when a login name and password are given.

For this step in the research process, four additional fake personas were created, for a total of five. Out of these five, four profiles were signed into seven different networks to see how accurate the email search works to find friends among the sites. For our research we picked Facebook, Classmates, Friendster, Linkedin, Hi5, Bebo and Tagged to test their email search.


These social networks do not explain how their email search works exactly. All the sites claim that they do not store a user’s user login and password. To find out exactly how and what these networks search in an account, a series of emails and contacts were set up between our five profiles. To see if they are just looking at the contact lists, we put “Eric” in “Mike’s” contact list only (see end of paper for details on the five profiles). There were no other ties or emails linking the two together. To test if the sites checked an individual’s sent emails we sent an email from “Mike” to “Shannon”, and “Shannon” did not reply. “Shannon” was also not in “Mike’s” contact list. The lone, sent email was the only connection between the two. Next, to see if the sites were searching an inbox, we sent emails back and forth between “Steve” and “Mike”. All four (“Mike”, “Eric”, “Shannon” and “Steve”) were all members of the seven networks mentioned before. After all these emails and connections were set up, we went back to the networks, signed in as “Mike” and ran the email search by giving his Gmail account login and password.


Our results were interesting:, all the sites picked up “Eric” and “Eric” alone. This demonstrates that all the networks are just looking at the contact lists when searching the email accounts. They did not look through any sent or received emails between users. If they did, they did not find any of our connections. We were curious to find out what would happen if we put in someone from “Mike’s” contacts that is not a member of any social network. We made the fifth profile, “Rick“, which we put in “Mike’s” contacts and ran the searches again. The results again prove the sites only look at one’s contact list. Now with a contact that is not on the network, the sites pulled up Rick and asked if we wanted to invite him to join the network. None of the seven sites automatically sent out an invite, they all asked for the user’s permission first. After giving out the information, email accounts were monitored for spam to see if they're giving out a user’s email information to anyone. After two weeks, there has not been any spam received by the users.
Conclusion
Profiling and grouping is becoming a large problem with social networks online. With so much personal information given up to these sites, it is easy for a user to group people. Based on our research we find it extremely important to keep your profile and the information you give away as minimal as possible. Although we did not find any spam sent or passwords saved when giving out our email information to the different networks, we still do not recommend anyone to give out this information because even though we cannot find it, the passwords may still be saved on a different server for future use. 
The Five Experimental Profiles:

1)
Name: Michael Parker Webb            
Address: 2552 14th Street Boulder, CO 80302

Email: mikepwebb@gmail.com

Password: mikeypw2552

Hometown: Boulder

High School: Boulder HS

D.O.B.: 01-02-1984      

Sex: Male

Political: Moderate

Religious: None

Job: Student

2)
Name: Eric Ross Stevens     

Address: 183 Seminole Ave Boulder, CO 80303

Email: eric.ross.stevens@gmail.com

Password: EricRS11

Hometown: Boulder

High School: Fairview HS

D.O.B.: 07-25-1980     

Sex: Male

Political: Conservative 

Religious: None
Job: Student

3)
Name: Shannon Sofia Craft          

Address: 654 Marine St. Boulder, Co 80302

Email: shannon.sofia.craft@gmail.com

Password: ShanSof99

Hometown: Englewood

High School: Cherry Creek HS

D.O.B.:   11-21-1982    

Sex: Female
Political: Liberal
Religious: Jewish

4)
Name: Steve Evan Ross          

Address: 2788 South 45th Street Boulder, Co 80305

Email: steve.evan.ross@gmail.com

Password: steER999

Hometown: Broomfield

High School: Broomfield HS

D.O.B.:   6-21-1982    

Sex: Male

Political: Liberal

Religious: Jewish

Graduated: 1999

Occupation:  McDonalds Manager

5)
Name: Rick James West         

Address: 1138 10th Street Broomfield, Co 80020

Email: rickjwest99@gmail.com

Password: rickjw99

Hometown: Broomfield

High School: Broomfield HS

D.O.B.:   2-2-1977    

Sex: Male

Political: Conservative
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Dangers of Social Networks to Student-Athletes

Kevin Lybass and Gordon Nguyen

Introduction


Student-athletes are treated differently on college campuses, and it is no different on online social networks like Facebook.  Everyone wants to brush shoulders with famous people and student-athletes are the easiest and closest way to get connected to a celebrity on college campuses.  However, the results are not all positive.  Social networks, like Facebook and MySpace, have revolutionized the social scene for college students nationwide and facilitated the exposure of students’ private information to the mass membership of these networks.  The voluntary exposure of privacy that uninformed college athletes have within social networks is an easy way for athletes to bring negative attention to their universities.  Our research intends to find out what steps are being taken to assist student-athletes in coping with the scrutiny that comes with being in the limelight on a constant basis.

Background Information


Many student-athletes are warned or punished for their online identities, including profiles, pictures and Facebook groups. Most of the negative consequences occur when athletes post pictures doing any of the following: drinking alcohol, participating in parties with racial overtones, activities involving hazing, or making references to drugs and sex.  Photos of University of Iowa football players Dominique Douglas, Anthony Bowman and Arvell Nelson flashing large amounts of cash and liquor bottles are a prime example of such carelessness.  Douglas and Bowman were suspended indefinitely from the team since they both were already dealing with other legal issues (Berman).  After the story leaked to the media, The Iowa City Press-Citizen, a newspaper in Iowa City, Iowa, found twenty underage Iowa football players with Facebook photos “involving alcohol – everything from holding a bottle to shotgunning beer” (Berman).  Five were named in The Des Moines Register, a newspaper from Des Moines, Iowa, as starters who left their Facebook profiles open for public viewing. Another example concerns two members of the LSU swim team who joined a Facebook group and posted derogatory comments about their coaches. The students were expelled from the team, ultimately causing them to transfer to another university in order to pursue their aspirations in collegiate swimming.  In an event that gained more national notoriety, the entire Northwestern University women’s soccer team was suspended for pictures posted on Facebook from a team party deemed as ‘hazing’ by athletic department officials (“College Athletes Gone Wild”). The pictures displayed team rookies blindfolded in a hostage-like situation.  Both the University of Maine’s women’s softball team and Sacramento State University’s women’s soccer team were discovered to have pictures of similar activities at ‘annual rookie parties’ on Webshots.com, (Burks). At the University of Southern California, a group of linebackers on the football team created a Facebook group called “The White Nation,” on which a member posted a racist drawing as a joke.  The drawing was discovered by another USC student, who reported it to university administrators.  Discipline was handled internally by USC football coach Pete Carroll who said that it was, “a great lesson in how volatile things posted online are where someone might think they are telling a joke to a friend but someone outside of that circle sees it and is offended” (“College Athletes Gone Wild”).  These do not seem to be isolated cases; reports have come out about student-athletes at universities at all levels of collegiate sports. As Jaime Pollard, Athletic Director at Iowa State University, said, “the Internet, along with advancing technology, continues to create new problems when it comes to college athletics…not only from a public relations side, but from a safety side” (Plansky).

What Is Being Done?


It is no secret that athletic departments and universities are aware of the situation created by these social networks and are taking preventative measures against future incidents.  However, administrators find themselves ‘charting new territory’ in designing effective controls for prevention.  Every student-athlete signs an NCAA Code of Conduct outlining certain behavioral and academic obligations but this agreement does not ‘cover all of the bases.’  Each school can enact policies of its own as long as they remain consistent with the overarching policies of the university and NCAA.  Although the athletic director has ultimate authority, coaches can distribute and enforce their own punishments (“Ceal Barry Interview”). However. specific violations have set precedents (Horwath).  


These occurrences have stirred up enough media attention that several universities have taken swift action, banning student-athletes from using the sites like Facebook, MySpace, and the photo-sharing site Webshots.com.  After being banned from these websites, numerous athletes at the University of Minnesota-Duluth created alias accounts, causing the university to issue warnings to those players.  Minnesota-Duluth eventually decided to allow student-athletes back on the online social networking sites, but required them to sign an Internet code of conduct (“College Athletes Gone Wild”). Kent State and Loyola Universities were among others who banned all athletes from those sites.  Loyola’s athletic director John Planek explained that the ban was primarily to “protect them from gamblers, agents or sexual predators who could learn about them, or contact them, through their profiles” (Brady and Libit).  The University of Kentucky created an addendum to their student-athlete code of conduct, similar to the University of Minnesota-Duluth, stating where the athletic department’s expectations of online behavior stand (“College Athletes Gone Wild”). The University of South Carolina established an entire section of its student-athlete handbook on tips for being smart about online activity and expectations about online behavior.  Purdue University is taking a lighter approach by conducting seminars, educating student-athletes about the dangers of social networking websites.  These classes inform student-athletes of the consequences of posting suggestive and illegal material online in addition to the other dangers posed by gamblers and sports agents.  Pablo Malavenda, Associate Dean of Students at Purdue University and Facebook expert, conducts these seminars for schools around the Big Ten Conference.  Malavenda stated:
I want them to walk out of that room #1 realizing that this private community that Facebook has created for their university is not private. If you’re logging into our school’s network, 52,000 people can see your profile if you open it up to be seen (“College Athletes Gone Wild”).  


Some colleges have decided to make ultimatums with their students regarding the material posted on their profiles: clean it up or be suspended or expelled from the team. At Florida State University, athletes were given 10 days to clean up their online profiles after the review of a random selection of student-athlete profiles revealed photos that had administrators “surprised and dismayed” (Brady and Libit).  A simple reminder is the method of choice at Baylor University, where more than 400 student-athletes received an email from the athletic director reemphasizing the fact that all student-athletes are ambassadors of their university, (Brady and Libit).  


In a survey conducted by ESPN.com, student-athletes were asked “Should schools censor student-athletes’ profiles on social-networking sites?”  Of the respondents quoted by the website, most believe that everyone should be free to post whatever they want. However, they realize that they must be smart about what they post because as a student-athlete they represent their school’s students, faculty, and alumni (ESPNU: Campus Call).  

The NCAA’s Stance

Currently, the NCAA does not plan to establish any rules regarding student-athletes’ use of online social networks.  Therefore, the NCAA has taken a passive stance on the issue and has allowed universities to implement their own regulations.  In addition, the NCAA has not contacted its member schools in regards to Facebook (“Cyber Communities”). The NCAA Division I Student-Athlete Advisory Committee, a group of student-athletes from around the country who meet for leadership conferences to discuss and develop opinions on specific topics, has made online social networks a subject of discussion.  A presentation to the NCAA Committee on Sportsmanship and Ethical Conduct is available online as well. The presentation defines social networks, describes the origins and recent popularity of MySpace and Facebook, illustrates several campus encounters and responses, and discusses the ethics behind their use (“Cyber Communities”).

An Administrator’s View


Ceal Barry, the Associate Athletic Director in Academics and Director of Student Services at the University of Colorado at Boulder, presented a fascinating view of an administrator’s analysis of the use of online social networks by student-athletes.  In her eyes, the problem is a small issue in comparison to other issues that face the athletic department, and it is outweighed by academics and funding (“Ceal Barry Interview”).  She described a “300 versus 300” idea: if three-hundred randomly selected student-athlete online profiles were matched up to three-hundred randomly selected ordinary student online profiles, the student-athletes’ profiles would be significantly ‘cleaner’ with respect to inappropriate material than the ordinary students (“Ceal Barry Interview”).  She explained that CU-Boulder does not have any rules or punishments for inappropriate material posted by its athletes. However, the coaches can hand down punishment for any abuse of team policies (“Ceal Barry Interview”).  Ceal stressed that the key to prevention is education in the form of specialized classes, media training, and mentoring by coaches, (“Ceal Barry Interview”).  However, every student-athlete’s schedule is packed solid with classes, practices, and other team activities, therefore it is difficult to justify many new seminars on the use of online social networks beyond the normal student-athlete curriculum (“Ceal Barry Interview”). The NCAA CHAMPS/Life Skills Program is a series of classes that teach student-athletes the life skills needed to excel in life ‘off the field.’  Electronic etiquette, which involves proper behavior when using email, texting, and other online resources, is one topic that the CHAMPS Program tutors athletes in.  Media training educates athletes on how to handle interviews and press conferences with the media through first-hand experiences.  Media training is imperative to the university’s image as well as  the individual athlete’s persona.  


Coaches can be influential people in the lives of student-athletes.  Even though most people attach a team’s record to the performance of the coach, the qualities of the people that graduate from that team are major reflections on the coach.  Coaches are being forced to address the use of online social networks with their teams due to its effect on recruiting results since potential recruits are looking at the online profiles of current team members to aid with choosing a university (“Ceal Barry Interview”).  


The University of Colorado depends heavily on self-policed style enforcement on the use of online social networks.  Student-athletes are considered adults, and they should act accordingly. In the team environment, upperclassmen and team captains are relied upon to mentor underclassmen in situations of inappropriate use (“Ceal Barry Interview”).  To expand the awareness of this issue with student-athletes, the Student-Athlete Advisory Committee of CU-Boulder has created a list of suggested guidelines for use with online social networks.  These guidelines are generally common sense in that if there is any doubt about posting something, avoid posting it. Other principles include keeping online profiles set to the highest privacy setting and maintaining awareness of pictures placed or ‘tagged’ on these online social networks. These suggested guidelines are now a part of the university’s student-athlete handbook (“Ceal Barry Interview”).  

Conclusions



Many experts claim that the obvious solution for student-athletes is to refrain from posting any suspect information and photos on these websites.  Conclusively, student-athletes are not getting the message.  There are continuous reports on student athletes and social networking.  As the inquiry into this issue increases, more reporters around are scouring the Internet for more inappropriate material that will keep athletes in trouble.  These occurrences serve as a reminder of the responsibilities of being a student-athlete at the collegiate level.  


The University of Colorado at Boulder will assess student-athletes’ use of online social networks. The approach almost appears to resemble a laissez-faire style.  Based on the varying strictness in steps taken by university nationwide, the use of online social networks seems to be a ‘blip on the radar’ for both the NCAA and most of its member schools. It is apparent that other concerns, such as funding and academics, outweigh the potential damage of some negative publicity.  


Online social networks like Facebook and MySpace should not be eliminated from the social lives of student-athletes.  In the end, they are college students and should be able to connect with their friends.  As with most college students, you cannot take Facebook away from the student-athlete. Conversely, it is necessary for student-athletes to be conscious of any suggested guidelines or established rules at their universities before they create their online persona.


University of Iowa football coach, Kirk Ferentz, pointed out that these occurrences are nothing new to college students.  “If you picked up the student directory, selected a random student and went to the individual’s Facebook profile, it wouldn’t be a shock if that student had photos featuring activities that aren’t rare for college students.  Essentially, the players on the football team are just that – college students” (Berman).  ESPN.com’s Page 2 columnist Jason Whitlock agrees that these activities are nothing new on college campuses or to student athletes.  Jason stated that “There is just far more easy-to-obtain proof of [students] wildness than when we were in college.  Advanced technology is a curse and a blessing” (Whitlock).


Online social networks are growing in popularity and trend with teenagers as the rate of growth declines among college students (“Cyber Communities”).  Many students are setting up their Facebook accounts prior to arriving to college orientations because they already have their campus email address. This younger crowd is already proven to have loose control on profile information, which can translate to future student-athletes willingly providing more private information than ever before, opening the door for gamblers and agents targeting these athletes (“Cyber Communities”).  It seems that we have only seen the ‘tip of the iceberg’ on this issue as the future points to an increase in the use of social networks among college students. For instance, these networks are exploding in popularity with teens as young as twelve years old.  In an age where technology makes networking and connectivity easier than ever, young people are exposing more of their private lives to the public domain of the Internet on a daily basis, and student-athletes are no exception.
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Can You Hear Me Now?

Grant Leibowitz and Joel Magun

Many Americans are unaware of the systems the United States government is establishing to intercept information.  Most people in the United States do not realize that any cell phone in America is susceptible to wiretapping.  In addition, traditional landline telephones, Internet telephone services and other communications sent via the Internet are all susceptible to interception. The United States Government has a system known as the Digital Collection System Network, or DCSNet, which is highly interwoven into the telecom infrastructure.  In the last 10 years, the amount of criminal wiretaps in the United States has increased by over 60%. Out of those wiretaps, over 90% are connected to cell phones. 

In the 1990’s, the Department of Justice noted increased difficulty in performing wiretapping due to new technologies, such as cell phones, and features, such as call forwarding (Singel).  In 1994, Congress responded to the complaints of the Justice Department by passing legislation that extended the government’s ability to wiretap and eavesdrop on telephone conversations and other electronic transfers of information. Although ease-of-use comes along with the new wiretapping system, taxpayers are burdened with the cost. The government has spent millions of dollars on making the wiretapping system up-to-date and compliant with new standards.  There are plans to spend even more money to advance the wiretapping system since many traditional, non-compliant wire-line switches still exist.

In order to better understand wiretapping, it is important to analyze what the DCSNet is and how it works.  It is also crucial to discover how much the general public knows of the DCSNet system and what the implications are for the security of communication to fully grasp the digital intercept capabilities of the United States government. 
History of Wiretapping
Wiretapping is as old as the telephone itself.  It was almost simultaneously developed with the invention of the telegraph in 1844. In the early days of the telephone, multiple operators were required to relay the messages and trace the paths that were needed for a call to be placed.  This meant that there would almost always be someone on the other line that could be potentially listening in to what was being said; privacy was never guaranteed (Markels). 
 In 1888, the “Strowger Selector” was invented by a funeral parlor whose calls were being transferred by a competitor’s wife.  The woman was redirecting incoming calls to the funeral parlor to her husband in order to increase his business. “The device cut out the operator from the connection; however it could not stop others who wanted to listen by tapping into the line” (Markels). 


 The first law to address wiretapping was the Federal Communications Act, passed by Congress in 1934. The law stated that "no person not being authorized by the sender shall intercept any communication and divulge or publish the existence, contents, substance, purport, effect, or meaning of such intercepted communications to any person."  This law did not claim wiretapping was illegal, but merely prevented all information collected during the wiretap from being released.  

In 1968, Congress passed the Omnibus Crime Control and Safe Streets Act, the first federal law to restrict wiretapping. "To safeguard the privacy of innocent persons, the interception of wire or oral communications where none of the parties to the communication has consented to the interception should be allowed only when authorized by a court of competent jurisdiction and should remain under the control and supervision of the authorizing court."  The Omnibus Crime Control and Safe Streets Act did not, however, speak of the president’s right to authorize wiretaps to “protect the United States”.  

In 1974, President Richard Nixon was impeached for authorizing the wiretapping of 17 individuals in order to influence the outcome of the 1972 presidential election.  Congress finally acted on behalf of elected officials who were fed up with wiretapping authorization abuses performed by individuals under power.


In 1978, the Foreign Intelligence Surveillance Act (FISA) was passed to create a legal review process to ensure wiretaps were used for the sole purpose of national security. Along with this act,  a secret court was also established to handle the applications for warrants.  “Warrant applications under the FISA  are drafted by attorneys in the General Counsel’s Office at the National Security Agency at the request of an officer of one of the federal intelligence agencies. Each application must contain the Attorney General’s certification that the target of the proposed surveillance is either a ‘foreign power’ or ‘the agent of a foreign power’ and, in the case of a U.S. citizen or resident alien, that the target may be involved in the commission of a crime,” (fjc.gov).  These applications were to be submitted to the secret court called the Foreign Intelligence Surveillance Court. 


 In 1986, the Electronics Communication Privacy Act expanded wiretapping restrictions to emails and cell phones.  In 1994, Congress passed the Communications Assistance for Law Enforcement Act, or CALEA, mandating backdoor access in U.S. telephone switches.  Before this law was enacted, the FBI first needed a court order to conduct wiretapping, and the agency would be further required to go to the phone company to create a physical tap on the phone system.  

Now, it is much more time efficient and effective for the FBI to get surveillance on someone. In 2002, the current U.S. President George Bush authorized a spying program to prevent future attacks by monitoring suspected terrorists.  DCSNet is the program that is used to monitor these suspected terrorists, as authorized by President Bush.  


“Carnivore is an FBI-developed tool that enables law enforcement to monitor Internet communications” (Liberty Coalition).  In 2001, Carnivore was renamed to DCS-1000 due to updates in the system.  This system’s function can be interpreted to be the wiretapping of the Internet.  Since the Internet was becoming more widely used by terrorists for their communication, it was crucial that the government have some sort of defense against terrorists’ potential threats.  The DCS system is now even more advanced and has higher levels for greater surveillance.  


An amendment to the 1978 Foreign Intelligence Surveillance Act is the Protect America Act of 2007. “The new law effectively expands the National Security Agency's power to eavesdrop on phone calls, email messages and other Internet traffic with limited court oversight,” (McCullagh, Broache).  Although the use of these systems is controversial, there is a considerable amount of legislation to support their use.  Below is a brief description of laws pertaining to the use of DCSNet.  
Laws Effecting the Use of DCSNet 

(Laws accessed through the Cornell University Law School website)
50 U.S.C. §1861 - The Director of the FBI may apply for an order requiring anything for an investigation to obtain foreign intelligence information not concerning a United States person, provided that it is not solely upon the basis of activities protected by the First Amendment.  
18 U.S.C. § 2709 – A wire or electronic service provider must comply with a request for subscriber information and toll billing records made by the Director of the FBI.  This means that companies who provide communication services to the public must cooperate with the FBI when asked for information.

18 U.S.C. § 2702 – Any electronic communication service that is provided to the public shall not knowingly divulge to any person or entity the contents of a communication while in electronic storage by that service. This means that telephone and Internet companies are not allowed to give out the information stored about their clients. It also refers to the fact that Sprint is not allowed to release information that is collected by the DCSNet system.

18 U.S.C. § 3121 – No person may install or use a pen register or a trap and trace device without first obtaining a court order under the Foreign Intelligence Surveillance Act of 1978.  
50 U.S.C. § 1843 – Authorization during emergencies for the installation and use of a pen register or tape and trace device.  This law goes hand in hand with 18 U.S.C. § 3121 and clarifies when a pen register or trace device can be used under certain circumstances.

50 U.S.C. §1805 – Law stating when it is appropriate for a judge to order approving of electronic surveillance as long as a federal agent is authorized by both the attorney general and the president. Subsection (f) provides for emergency electronic surveillance, if a proper FISA  order is not received within 72 hours of the Attorney General’s authorization, the surveillance will be terminated

18 U.S.C. § 2703 - A governmental entity may require the disclosure by a provider of electronic communication service of the contents of a wire or electronic communication that is in electronic storage in an electronic communications system for one hundred and eighty days or less.  This means that the government can collect, from any communication service, contents of communication devices in a certain timeframe. 
Patriot Act Section 216 - This law extends provisions written to authorize installation of pen registers and trap and trace devices, which record outgoing and incoming phone numbers, to record all computer routing, addressing, and signaling information.

18 U.S.C. § 2520(d) – Complete defense to any provider who in good faith relies on a court warrant or order, a grand jury subpoena, a legislative authorization, or a statutory authorization for an emergency situation. This law is similar to 2518 § 7 stating that if an officer requests the assistance of a civilian, they are required by law to assist that officer and are at no risk of prosecution. 18 U.S.C. § 2520(d) is the same application used on a large scale with the DCSNet to protect companies who have private information requested by the government. 

47 U.S.C. § 222 – The Telecommunications Act of 1996 – Governs the privacy of customer information obtained by telecommunication carriers.

18 U.S.C. § 2706 – A governmental entity obtaining the contents of communications, records, or other information of this title shall pay to the person or entity assembling or providing such information a fee for reimbursement for such costs as are reasonably necessary and which have been directly incurred in searching for, assembling, reproducing, or otherwise providing such information.

Current Wiretaps Usage
The current wiretapping method evolved from the DCS-1000, or Carnivore, and is a 3-tiered system by the name of DCSNet.  The Digital Collection System Network is a point-and-click surveillance system that performs wiretaps almost instantly for “collecting and processing data for court-ordered electronic surveillance (ELSUR) operations” (Hardy, 62).  The DCSNet has extensive information-gathering capabilities and is able to intercept many forms of communication.  

Steven Bellovin, a Columbia University computer science professor and surveillance expert, described the DCSNet as a "‘comprehensive wiretap system that intercepts wire-line phones, cellular phones, SMS and push-to-talk systems’” (Singel).  The Information received by the DCSNet can be sent to FBI field offices and undercover locations through a private, encrypted system operating separate from the Internet.  This encrypted backbone is run by Sprint on the government’s behalf and allows information to be sent around the world almost instantly. 

The DCSNet surveillance systems allows FBI agents to “play back recordings even as they are being captured, create master wiretap files, send digital recordings to translators, track the rough location of targets in real time using cell-tower information, and even stream intercepts outward to mobile surveillance vans” (Singel). Information collected by the DCSNet system is stored by an Oracle database.  The database system has had a growth in storage of 62% in wiretaps and over 3,000% in digital files, such as emails, over the last three years (Singel). Using a very simple fill-in-the-blank screen, the DCSNet can instantly wiretap a device and allow remote access to the information anywhere in the world. The system collects the numbers dialed and sends the information to FBI analysts trained to profile the patterns of phone calls (Singel). 

The 3-tiered system is broken down into DCS-3000, DCS-6000 and DCS-5000. The DCS-3000, also known as Red Hook, is the most basic of the DCS systems in terms of collecting telephone data and costs American tax payers around $10 million (Singel). The DCS-3000 collects “ISDN [integrated services digital network] signals between the telephone company central offices and the subscriber’s residence” (Hardy, 28).  

This type of system is also known as a pen registers and trap-and-traces system, where pen registers record outgoing calls and trap-and-traces record incoming calls. The Red Hook system collects Call Data Channel (CDC) information, which refers to what number sent information to another rather than collecting the actual information (Hardy 79).  

The DCS-3000 was initially tested by the United States Government in 1996. During the trial, the Electronic Surveillance Technology Section (EST-4) of a legal attachment of the FBI in Ottawa was used to test the system, which showcases the system’s international capabilities (Hardy, 33).  Over the past 11 years, the DCS-3000 has been refined to function without high far end bit errors (FEBEs), or “bursts that repeatedly caus[e] the RedHook [system’s] serial bridge to go into safety bypass mode” (Hardy, 33).  

FEBEs cause the system to shut down so a less complicated system was also developed. The simplistic system is “a ‘Lunch Box’ computer-based Red Hook system, called Red Hook Lite’” which is not as thorough as the regular Red Hook system in helping to expedite the deployment process (Hardy, 48). A lunch box computer is portable and designed for ease-of-use. The only requirement in order to put the DCS-3000 wiretap into effect is for investigators to certify that the phone numbers is relevant to an investigation (Singel).

 The next level of the DCSNet system is the DCS-6000 or Digital Storm. This level of the system collects the content of phone calls and text messages for full wiretap orders. Whereas the DCS-3000 only records incoming and outgoing numbers, the DCS-6000 records the actual information and conversations themselves. This collection system collects the Call Content Channel (CCC) information since the actual information sent from one use to another is gathered (Hardy, 79). The DCS-6000 is the system most often portrayed in movies, since the full extent of conversations and communications can be captured.  

Ironically, the most technical and classified section of the DCSNet system has the moniker DCS-5000. This element of the system is used for wiretaps targeting spies or terrorists. For 2008, “the FBI requests 14 positions, 7 FTE [Field Trained Employees], and $10,297,000 (including $7,035,000 in non-personnel funding) for digital collection capabilities [DCS-5000] to provide: 

· Technical solutions for Foreign Intelligence Surveillance Court authorized data and telecommunications intercepts

· Technical support for law enforcement

· Coordination in identifying capabilities delivering technology

· Expertise to address operational challenges”

(Federal Bureau of Investigation)

These requirements show that the FBI is still using and developing the DCS-5000 system, and is the reason the government has failed to release any information about the system except the name of the system and  who is being targeted. 

The FBI states that the DCS-3000 is only an interim solution and that they are “investigating and deploying other options from outside vendors,” which includes the DCS-5000 (Hardy, 93).  It is a known fact that there is a wide gap between the technology that the government discloses using and their actual technological capabilities.  National security is often cited as the reason they do not reveal the full extent of the government’s capacity.  

For example, the document released by the FBI pertaining to the DCS-3000, as required by law as a result of EFF v. Department of Justice, had most sections blocked out and some pages entirely devoid of text. As David Hardy the Section Chief from the FBI’s Records Management Division stated, “deletions have been made to protect information which is exempt from disclosure” (Hardy, 1). 

Although a warrant is required for the use of a wiretap, the government is able to initiate a wiretap 72 hours before receiving confirmation from the FISA secret court (Milch, 3).  The DCS-3000 pen register and trap-and-trace systems can be set up 48 hours before being approved by the FISA secret court under 50 U.S.C. § 1843 and 18 U.S.C §§ 2702 (b)(8) and (c)(4), if the situation is considered to be an emergency (Milch, 3). 

On Oct 12, 2007  Randal S Milch, Sr. Vice President of Legal, External Affairs and General Counsel for Verizon Business, responded to questions posed by the chairmen of the Committee of Energy and Commerce, including the chairman of the Subcommittee on Telecommunications and the Internet and Subcommittee on Oversight and Investigation.  Questions were posed to evaluate the company’s ability “to provide assistance to government entities in their law enforcement and counter-terrorism efforts” (Milch, 2). Many of the questions posed were related to secret court authorization and the amount of wiretaps that were operated outside of the laws established by FISA. 

Up until September of 2007, 61,000 requests had been made to provide information about Verizon’s customers without FISA authorization, including 24,000 from federal officials and 37,000 from state and local officials (Milch, 5).  In addition, Milch explained that Verizon does not determine if the government is acting within the scope of its authority when it requests information. He stated that the “statutory provisions are consistent with longstanding common law principles, which allow citizens to rely on the government’s judgment when [the government] asks for assistance” (Milch, 6). Milch’s statement implies that even if the government was found to be requesting information illegally, Verizon would have no responsibility to deny the request because the company was only relying on the judgment of the government. 

General Public Knowledge About DCSNet and Wiretapping


A survey was conducted in order to determine how much the public knows about the DCSNet system and the use of wiretaps in America. The survey targeted United States citizens from varying backgrounds, occupations and locations throughout the country.  Of the 100 respondents, 85% did not know what the DCSNet system is or how it is being used.  This apparent lack of familiarity shows that there is a major disparity between the knowledge of the United States public and the governmental elements which could have an effect on the lives of everyday United States citizens.  Although those surveyed did not know of the specific system, almost all were aware that wiretapping was taking place within our country. 


It was evident from the examination of the survey results that most people do not realize the amount of tax money being spent on the system.  The government has spent over $500 million dollars on making the wiretapping system up-to-date and compliant with new standards.  Amazingly, 45.9% of those surveyed suspected that system cost $100 million or less.  According to the 2006 U.S. Court Wiretap Report, a DCSNet wiretap order costs taxpayers $67,000 per order on average, however, most people believed these wiretaps were much closer to the cost of a traditional wiretap. 

When asked how long it takes to commence a wiretap, over one-third of those questioned were correct in believing that a wiretap can be initiated almost instantly. Understandably, the time frame in which it takes to begin a wiretap is confusing since it can be started before the required paperwork is completed for FISA. Over 80% of those surveyed believed that the wiretap could be commenced within 48 hours, with 70% of those respondents believing it takes 24 hours or less. In addition, most respondents were unaware of how different types of wiretaps required differing authorizations, yet over 70% were correct in the belief that a court order is required.  Because of the lack of understanding about the wiretapping system, only 26% realized that a secret court authorization was required rather than a simple court order.  

When asked about the vulnerability of different means of communication, survey respondents overwhelmingly believed that communication through the Internet was the most vulnerable.  Very few were aware of the vulnerability of SMS text messaging communications and many thought that Voice over Internet Protocol (VoIP) was more susceptible to interception than it truly is. The difference between perceived vulnerability and actual technological vulnerability shows that there is a common belief among Americans that telephone communication is safer than information sent via the Internet.  

The truth is that VoIP has a very low vulnerability because of the ability to separate the conversations into small packets of information and send the different packages on different routes through the Internet.  Over 93% of the respondents believed that there have been conversations that have been inadvertently overheard using the DCSNet, which, according to the American Intelligence Chief, is true.  It is remarkable that this many people believe innocent Americans’ communications have been intercepted, yet there has not been any public upheaval as a result. 

Risks to the Safety of Information


There are many concerns about the privacy of communication as a result of the DCSNet system. The communications sent by Americans are widely susceptible to interception by the government.  Unbeknownst to most, once the government has personal information, the information remains vulnerable to interception and misuse.  The areas with the highest level of threat for the security of electronic information transfer result from having the DCSNet operate on Windows-based computers, which have no Intrusion Detection System (IDS) and from the use of public companies for the transfer and storage of information gathered by the system. Since the Widows operating system code is public, many people throughout the world have access to the program on which the DCSNet is built.  This could potentially result in clever code being designed to attach itself to the DCSNet program.  If someone who had access to the DCSNet system uploaded the program, they could possibly obtain the plethora of sensitive information

In a 2006 review of the DCSNet, an IDS was recommended yet never installed (Department of Justice).  By not having a system to detect when the DCSNet has been infiltrated, hackers who gain access to the system would be able to steal the information gathered by the program.  It is quite possible that foreign entities that gain access to this system could use this information and jeopardize the safety of American citizens. 


Another great risk to the security of information is that both the gathering and transfer of all the data collected by the DCSNet system is facilitated by publicly traded companies operating on behalf of the U.S. Government.  The involvement of publicly traded companies in the DCSNet system poses a substantial risk, as many people who are not directly involved with the Government have partial access to sensitive personal information. In addition, the means by which the information is gathered could be easily illegally accessed.  The storage of the data could also be at risk of access to people outside the government.  It is possible that someone within the system could gain access to stored information and divulge that information to someone who would use it against the United States Government and its people.  


The motives for obtaining such information are numerous.  The person intercepting the data may want money, use the information to orchestrate attacks against U.S. civilians, seek protection for terrorist activities, or a combination of the three.  The monetary gains for such classified information could be substantial. It is also possible that a foreign organization would want to use this information to plan a strategic attack against the United States and would be willing to pay a high price in order to obtain it.  In addition, a foreign organization with terrorist ties may want the information to see if any of their members are being tracked. 

Because of these points of vulnerability, the risk of information held by the DCSNet system is very high. There is no safe way to use electronic devices for information transfer. As proof, “under grilling from congressional Democrats… the nation's intelligence chief said he doesn't know how many Americans' phone and email conversations have been inadvertently overheard in the process of foreign-oriented snooping”(Broache).  The United States intelligence chief stated “I don't have the exact number… It is a very small number considering that there are billions of transactions everyday" (Broache).  Even though many Americans believe they are safe, this shows that the system does inadvertently intrude upon their privacy, creating a great deal of concern for privacy.
Future Implications of Communication

The evolution of wiretapping and the DCSNet system has put our private communications and everyday conversations at risk.  Wiretapping was once intended to be used on foreign intelligence, but has now expanded to include the citizens of the United StatesWiretapping possesses a serious threat to the safety of civil rights.  Under certain circumstances, some representatives of authority can obtain a wiretap without any permission from the usual authorities.  Because of the extent of the surveillance system, there is no guarantee that proper authorization has been obtained for a wiretap.  This means that if the U.S. Government suspects a threat to the safety of this nation, for reasons they deem to be true or suspected, or that somehow national security is comprised, one could be listened in on during a conversation which should be personal and private. This clear invasion of privacy results in a risk that the future communication in America could be intercepted at will.  

Are the American people going to have to go to extreme lengths to make sure conversations are only heard by who they were intended for? The use of systems such as DCSNet raises serious civil liberty and privacy concerns. It is of the utmost importance that the public follows the legislation being reviewed and passed very carefully.  If laws are being made that contradict civil rights, the public must react and take charge of the new legislation. Action will need to be taken to protect the citizens of the United States from activities such as random wiretapping, which violates numerous laws, and even the Bill of Rights.  It is America’s responsibility to make sure that the government and the laws enacted work for the people rather than against the people.
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Law Enforcement and Privacy

By Jill Van Horn and Conor Law

Introduction
For a good number of young adults, social life revolves around sex, drugs, and rock‘n’roll. These activities often lead to infractions such as using fake ID’s, disturbing the peace, driving under the influence, drug possession, and fighting. Keeping control over these activities is left up to the police.  Americans want the proper law enforcement authorities to stop illegal activities, and therefore they give authorities permission to use sophisticated technology to create criminal and behavioral profiles. However, the techniques employed by police and school administration can violate privacy rights. Therefore, we ask, how concerned are the most vulnerable young adults and high school students, about these potential violations?
As one grows up, one gets exposed to different levels of law enforcement. Although most people stay away from the illegal activities that would get them involved with local, state, or federal law enforcement, a good number of young adults have crossed paths with law enforcement and were charged with misdemeanors or disciplined by school administrators. Law enforcement agencies have a vast range of high-tech resources that are used to create profiles that often contain sensitive information. In the case of a known convict, a criminal profile is created. In the case of a minor infraction, a less specific ‘questionable’ behavior classification is common. This is possible because law enforcement uses similar business intelligence systems, much like a customer relationship management (CRM) systems used by market researchers to create consumer profiles.

 The goal of our research is to understand the violations of privacy rights by law enforcement and school administrators as they conduct investigations. We will then addresses what is being done to return to the constitutional safeguards protecting individual privacy rights.   
How Was the Scope Defined?

Questionable behavior profiling is practiced by high-level administrations, although finding information regarding the tactics used is difficult. “There is nothing on the Internet or the web about these kinds of methods simply because no one wants to talk about [it].  Citizens don’t want to believe that they are being watched, and authorities don’t want to admit that they are categorizing behind the scenes. Things could get ugly if everyone was aware of all of the details that went on behind closed doors at the police station. There is information being looked up daily on people” (Smith, 17 October). This statement from a police officer is the type of information that comes from first hand experiences with state bureaus of investigation, local police, and school administrations.
Questionable Behavior Defined


Questionable behavior can encompass a wide range of activities, as perceived by many different people, and has varying definitions. In our definition, questionable behavior is breaking the law or set of rules. The records kept by the Department of Justice and school administrations hold the evidence on this behavior.

Before catching criminals for questionable behavior, authorities are required to have a search warrant in order to enter a place of residence or business.  However, in order to get a search warrant, law enforcement must show probable cause. A profile of a suspect is generated based on the information in the bureau’s database, which integrates data from nearly every aspect of one’s criminal past. The database at the local police department can tell authorities about a given suspect’s past convictions, tickets, and warnings received (Smith, 17 October).  
Profiling


Profiling can be done on many different levels.  First, the definition for profiling is “correlating a number of distinct data items in order to assess how close a person comes to a predetermined characterization or model of infraction” (Clarke, 1993).  This definition is specifically oriented toward law enforcement.  Profiling should not be viewed as a process that can be properly conducted separate from investigative efforts since criminal profiling is greatly dependent on the accuracy of information connection to crime. Also, because additional information may be incoming and/or previously acquired, it may prove to be flawed. “Profiling should be considered an ongoing process that does not end until a suspect is arrested and convicted” (Clarke, 1993).
The profiling process can be broken down into stages, the first being data collection.  This stage involves collecting all data available on crimes and the population on criminals.  The next stage involves organizing decision process models: this involves the profiler or program organizing the data into meaningful patterns. Third, the profiler makes a crime assessment to form a criminal profile.  This profile helps by “drawing” an initial description of the most likely suspects (Criminal Profiling Scientific Research). 
First Hand Data: Interviews
Justin Smith

Jefferson County Police Officer


 The two databases that Officer Smith and fellow policemen use are Tiburon and Cop Link. The information is safeguarded, and only persons with a login ID can access the information. Any of the following information can be found about a given person: where they have lived in the past, how much rent they were paying if they were, who their roommates were, if they had been contacted by police or have been convicted of a crime, and any affiliations they have with criminals, suspects, or witnesses. Officer Smith also said there are several websites available in which you can pay a minimal fee to get this information. He commented, “You can go into work and look up one of your buddies or a potential date, and find out information you wouldn’t believe” (Smith, 17 October). Any servicemen with a police ID can look up anyone and use that information for non-work purposes. This, we believe, could prove to be a violation of privacy and/or unsafe.


When asked to walk us through a typical day involving a suspect affiliated with illegal behavior, Officer Smith gave us a case that occurred in July of 2007. Suspicion was raised when two people were pulled over the same day, living at the same address, and both found to be in possession of paraphernalia. In his line of work, Justin said that the police are constantly looking for patterns of behavior that might look suspicious.  When patterns are found, law enforcement will develop a focus area. Often suspects are identified using analytical techniques and in the end get convicted (Smith, 17 October).  This association process is used to locate suspects.

After an initial run-in, the suspect’s name can be retrieved by a simple query. The officer can now pull up names of those connected to suspects. Affiliation may mean an old neighbor, a witness in one of their cases, a suspect in a case, etc.  Next, Officer Smith drives to every one of the addresses, questions the affiliated party, and tries to get as much information and as many new leads as possible. He said, “My job is great, I drive an unmarked car, wear jeans and a t-shirt [to work] and no one ever knows I’m a cop until they are in handcuffs” (Smith, 17 October).  

After getting as much information as possible from the affiliates, Officer Smith goes back to the office and investigates any additional information he received, running names through the database, looking for anyone to reach the top of the list when queried. Those suspects who end up at the top of the list are considered more probable potential suspects, due to past records, friends, and affiliations.  If there are leads to less probable suspects, then these names are ignored. These queries will show the persons that are probably involved in illegal behavior. 


Officer Smith concluded that by expressing how difficult it can be to catch these types of criminals.  After given a focus area by high authorities, the turnaround time for catching the people involved can take anywhere from one hour to nine weeks.  “Sometimes information is not easy to get,” said Smith, “and when people are smart, they are a lot harder to pin to the crime.”  Oftentimes, the police will arrest one drug dealer and, by the end of the day, five or six additional arrests will be made. 

According to Officer Smith, the higher authorities including the Federal Government are doing a lot more profiling. The police force will usually just get a name, area, or description of a person, and be told to investigate and catch the criminal.  Although the police do a lot with databases and criminal reports, this lower level of law enforcement does not make correlations beyond affiliations to known criminals.  
Joey Trojan

University Security Guard

Joey Trojan, a current student and full-time employee on-campus, has an interesting combination of expertise in campus security, philosophy and psychology. After switching out of the Leeds School of Business because his finance major was no longer interesting, Trojan integrated his academic skills with his natural passion for information technology in various law enforcement and security jobs. The main goal of this interview was to understand the different authorities at work on a college campus. 


After the authors described the database and business intelligence focus of the law enforcement and privacy research project, Mr. Trojan had this response: “I am not sure if the University is using business intelligence but all citations with CUPD are accessible, including warnings. And I am not sure what the university does with the data collected, but again the records are used when making an administrative decision regarding things like graduate programs and student behavior violations.” 


By the end, the conversation shifted to an incident from a dorm-life memory of two undercover security personnel, with badges, questioning a student and searching his dorm room for evidence of marijuana, which authorities believed he was distributing. Although the raid was unsuccessful, a ticket was written for possessing less than one ounce of marijuana. The incident was documented but when the student called to get more information, the person on the other line said, “She could see no court date so the charges must have been dropped.” Enthusiastic that he would not have to tell his parents, the student pushed the matter into the realm of rumors rather than investigating it further. Mr. Trojan had this to say in response: “CSA undercover units [are] not actual police, but are police in training, [and] are the ‘eyes and ears’ for the police. The unreported violation could not go unnoticed because violations and warnings are documented on tri-carbon-copy sheets, one for the offender, one for the police report and one for public records” (Trojan, 25 October). The interview ended by Trojan posing this question, “If a student fits the ‘mold’, then what steps are supposed to be taken before that student gets a violation to prevent him or her from possible expulsion or, worse, being falsely accused in the first place?”
Donna Rae Sockell

Former Assistant Principal at Boulder High School for 2 years

Q:  Do you feel the precautions taken in schools are effective?

Yes, there are so many laws today surrounding issues at the school, how much and how little you can be involved with the student, what is their property and what is yours (commenting on the Monarch incident).  The school took as many actions as they could to keep kids safe on school grounds.  

Q:  How involved was the school with local police?

The school was involved with the police, but on different levels.  The police were called in when there was an alleged illegality taking place on school premises.  When any illegal behavior was going on at the school, the police were called immediately after the school administration was contacted. There was often times data and information that the police wouldn’t reveal to the school, but the school would always give to the police.  If a police was involved in busting up a party, the officer didn’t always notify the school.  

Q:  What kind of information was kept on file about the students?  

Any disciplinary action taken against a student throughout his/her schooling years was documented.  If a student was sent to the office for anything, it was documented first on paper, put into a file, and then put into various software programs. There were codes entered about students, and securely stored. Only school faculty and parents of students could access a student’s file. On the file was kept various things such as: medical issues, allergies, grades, emergency contact, medications, address, phone number, allowance of children to be photographed, discipline taken against child, and any issues in the classroom in which the teacher has documented.  This being said, there was information on each and every student, constantly being updated.  The information wasn’t used in a harmful way, and utmost care was taken to protect the profiles, only giving access with a username and password.  There were different levels of access for parents, faculty, and administration.  

Q:  Were student profiles ever targeted for meeting certain criteria, and then investigated for having that “profile”?

Students were not targeted because of what was on their profile, but if a teacher had an issue with a student in the classroom he/she could pull up the student’s profile and find out past problems.  The child’s record could influence them to pursue or dismiss the issue.  

Q:  What is your viewpoint on the current Monarch case (discussed later in the paper)?

I believe that the administration has gone beyond an invasion of privacy.  I cannot even believe what is going on there.
Richard Cole

Accounting and Multimedia Teacher at Denver South High School

The purpose of the interview with Richard Cole was to understand how student profiles get into a database and what data is available.  Most importantly, we created a SWOT analysis to determine the effectiveness of investing in information systems technology for the teachers and faculty.  
	Strengths:

· Find information at pertinent times. For instance, Cole researched a troubled student based on what previous teachers said about him

· Help see current trends in a student’s study habits, attendance, and work load
	Weaknesses

· Parents don’t utilize the technology to know the attendance, grades and classroom behavior

· Teachers don’t know how to use the data properly and sometimes make wrong interpretations 


	Opportunities:

· More data gives teachers the means to make better decisions on how to improve metrics such as reading level
· Demographics on where the students go to middle school could enhance recruiting
	Threats:

· More computerized systems will not be enough to improve safety and security

· Teachers hold students too accountable for their past behavior

· Cole does not think teachers use the student profiles very much but he knows that the administration does


Before finishing the interview Richard Cole was asked, “Have you ever been asked by your superiors to provide information about a student you believe went against your ethics as a teacher?” The first example fit the individual versus community dilemma.  He described how coaching ladies basketball at times put him in difficult situations. In one such case, he was questioned about a player who might have been drinking at a concert. Cole ran into the girl at the concert and the head coach of the varsity basketball team knew this fact. When asked, “Did you see if she was drunk at the concert?” Cole replied, “I never saw that she was drinking alcohol and therefore I do not think so.” In the next example, Cole talked about the potential uses of the school’s database. Typically, he will check his students’ grades and behavioral comments by other teachers but believes every student should be judged on his or her actual behavior in his class. One student, however, had an awful track record and was already flagged for administrative surveillance. Early in the semester, Cole had to repeatedly write referrals and send the student to the administration office. Finally, the disruptive student was removed from the school because he broke enough rules to be expelled.
High School Student Interviews


The following stories illustrate administrators either stretching their power or abusing it. The first was about an off-campus incident. Recently, a community member angrily stormed into a high school because he was sprayed from a car with a water gun. The school administration used the man’s description of the car, suspect and timing to pin down the students involved. The school disciplined these students with suspension but the parents are fighting the charges because they believe the incident occurred outside of the school’s jurisdiction, off school property. While this incident was not a school issue, the school administered the discipline. 

More serious stories of administrative abuses of power relate to the illegal substances and cell phone policies. In the next scenarios, one student was suspended for possession of illegal substances and the other received the same punishment for ‘suspicion’ of being in possession of a banned substance. In the suspicion case, the student got suspended for what he called ‘association’ with alcohol use. While this particular student was not drinking, because he was responsible for driving, his friends were consuming alcohol off-campus during their lunch period. Those drinking were caught by teachers and the administrators also questioned this student. All of the students involved were suspended even though the school administration knew the driver had not been drinking. 

In the next suspension case, the student was searched because the administration had probable cause to think he had been smoking marijuana prior to coming to school. As the student’s personal items were examined, his cell phone was taken out of his sight and later returned to his parents. The parents of the student were notified after the search and discovery of marijuana in his possession. The student claimed he felt violated because he knew the administrators had read his text messages and looked in his call log. In addition, the suspended student said his friends had also claimed the administration had gone through their phones. 

The information gained from talking with high school teachers and students gave us new insight into the high-tech tactics used by law enforcement in school zones. This research paper relates the high school student’s story of a confiscated cell phone, to the students’ right to privacy debate in the Boulder Valley School District. On October 7, 2007, the American Civil Liberties Union of Colorado (ACLU) wrote a letter to Boulder’s Board of Education criticizing the school administration of Monarch High. According to the ACLU, this Boulder Valley high school confiscates cell phones during infractions as minor as smoking cigarettes on school grounds. When in possession of the students’ cell phones, administrators copy text messages and keep them in student records. While this research group cannot confirm that other high school administrations have transcribed the text messages off confiscated cell phones, the interviews with students suggest Denver Public School administrators might be committing the same invasions of students’ right to privacy.

 This discovery created additional topics related to the original objective of researching law enforcement and privacy. Therefore, while visiting the public high schools, we had the opportunity to measure the perceived right to privacy among the students. The research method employed was a survey of 30 high school students. The results were segmented by grade level to gauge the variance among age groups in relation to having their right to privacy protected by the administration.
Summary of Survey Results

The distribution of those surveyed by grade level was as follows: 3% were freshmen, 13% sophomores, 30% juniors, and 54% seniors. The questions allowed students to give multiple answers regarding metal detectors, cameras, voice recording, wiretapping, intercepting text messages, email monitoring, and drug testing given different placements on-campus. 

In the first question, students were asked what technologies violated their right to privacy when used in any of the following: classrooms, hallways, and outside. Cameras seemed to be the least invasive.  Only 20% of the students said they disapproved of cameras outside the building and slightly over 25% disapproved of cameras in the hallways. On the other hand, students were strongly against any surveillance technology inside the classroom. This trend was consistent for all the technologies, but most notably over 80% of students said voice recorders, wiretaps, email monitors and text message interceptors had no place in the classroom. 

The second question asked the students to identify what campus surveillance technologies were needed to ensure their safety and security. For the most part the technology options received less than 10% approval at school, except metal detectors and cameras, which had roughly 50% approval by students. Interestingly, 15% surveyed were okay with drug testing in school. Voice recording was of the greatest concern with 92% of the students in disapproval.

After speaking with several classes of students it was evident that students were concerned over their rights in school. When asked if they believe that their high school administrators protect their right to privacy, only 30% said yes. Several students felt it necessary to write their own answer such as “for the most part” and “sometimes,” and others were more aggressive deciding to circle no, ten times. Thankfully for these young adults, an investigation into unlawful searches and seizures uncovered incidents that the ACLU deemed to violate Colorado criminal statues and the Fourth Amendment of the Constitution. Our survey also included a question to measure whether or not students were aware of the right to privacy issue being debated in the Boulder Valley School District (i.e. at Monarch High School). Among the seniors, four out of the sixteen said yes. 
Civil Liberties Violation
The ACLU’s letter on October 10, 2007, to the Boulder Valley School District Board of Education requested the unlawful search and seizure of cell phones and asked administration to recognize that students have the right to privacy while at school. The allegations are severe and address a real problem in the accountability of school administrations. Three illegal patterns of behavior were outlined in the letter. The administrators believe they have the right to seize a cell phone and do as they wish with the private data stored inside; use misleading reasoning to gain possession of cell phones, and, even delay student efforts to involve their parents or obstruct efforts to get information on the school’s investigation. These activities have crossed the line and illustrate a consistent pattern in too many investigations.  When an investigation does not lead to the desired end, the boundaries of the investigation are expanded at an administration’s will.

Complaints about school disciplinary action and investigative tactics are common because when accused of breaking the rules, it comes down to a student’s word against the administrator’s. And there is no balance of power between the two parties. Administrators not only have the law on their side, but they act as law enforcement both on and off the school’s property. Parents who feel the rights of their children were violated also have little alternative except to change schools. Fighting a suspension will usually fail because the parent’s efforts will not resolve the issue before the suspension expires and the student returns to school. Hopefully, the pressure by the ACLU will lead to the creation of an oversight committee to protect student rights. Although, this pattern of injustice ceases once an individual is no longer in school, the law enforcers can migrate the schools permanent records to their databases when deemed necessary.
Conclusion


The local law enforcement community is complex and saturated with overlaps in jurisdictions. For example, the local police can step into a school incident after the administration can pin a crime to a student, and school administrations can discipline students for off campus behaviors. The situations on college and high school campuses where authorities push beyond probable cause have made many young people highly suspicious of law enforcement’s activities rather than making them comfortable in cooperating with an investigation. The students that have spoken up when their right to privacy was violated do not feel an ultimate resolution was reached. Instead, they believe more students will be subject to the same mistreatment. On top of that, Information technology has created new avenues for law enforcement to gather personal information, and limiting the amount of information obtained to only the relevant subject is nearly impossible. Subjecting students to flawed cell phone policies is increasing the information stored in disciplinary and permanent records, adding more information to an already overflowing file of past behavior.  


In conclusion, we cannot say for certain that authorities at the state and local level are profiling, although there is substantial evidence that suggests that they are. The databases owned by these authorities involve so much information, and it seems to be available to more individuals than necessary.  Based on the information stored and the procedures needed to get the information, there seem to be discrepancies between privacy and protection of our personal information, leading to profiling. 
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Protecting Privacy? The Case of Electronic Surveillance
Alex Scharwath and Cody Peinovich

The benefits of technological advances over the past century can be seen everywhere you look. It seems that we are living in a world of technological dependency, as methods of communication are more efficient than ever. Technological innovations not only affect our personal lives but also the economy, government functions, and our political structure as well. Surveillance law was initiated to address deficiencies in law enforcement, arising out of a need to prevent and solve crimes and terrorism. In addition to the inherent functions of surveillance, its mere presence may act as a deterrent to criminals before crime becomes reality.

As a United States citizen, you have the luxury of feeling a sense of security in knowing that the government has the ability to protect us better than ever before.  With the current laws regulating electronic surveillance, are we helping protect the inherent rights of citizens guaranteed by the U.S. Constitution, or are these laws creating deficiencies in surveillance effectiveness? Our research question is then this: Where is the usage of wiretapping, as a means of electronic surveillance, headed in the future? We will answer this question by analyzing the progression of historical surveillance measures and trends to see if we are heading down a slippery slope or helping increase our security effectiveness.

Does the scope of electronic surveillance capabilities compromise our guaranteed Fourth Amendment rights? The search and seizure clause of the Amendment states:

The right of the people to be secure in their persons, houses, papers, and effects, against unreasonable searches and seizures, shall not be violated; and no Warrants shall issue but upon probable cause, supported by Oath or affirmation, and particularly describing the place to be searched, and the persons or things to be seized.

According to this excerpt from the Fourth Amendment, the government has no right to conduct searches and seizures without a warrant based on probable cause. There must be an explicit description of what is being searched and who is under scrutiny. Recent developments regarding privacy laws have given the government new abilities to regulate our most fundamental rights.

History of Surveillance Law


There are many potential benefits that come from electronic surveillance for law enforcement and national security. While it may prevent future crime or solve previously committed crimes, there is a fine line between protecting U.S. citizens and violating their privacy rights. When the FBI was founded in 1908, the topic of surveillance law was entering a new era. Many states began passing laws criminalizing wiretapping. However, in Olmstead v. United States in 1928, the Supreme Court ruled that the Fourth Amendment did not apply to wiretapping saying, “The court concluded that since there was no searching or seizures, the evidence was acquired by hearing only and did not go against the regulations designated under the Fourth Amendment.”  This may appear to be a little shortsighted, considering the Bill of Rights was written before the invention of the telephone or even the telegraph.


The middle of the twentieth century posed even more problems for the legitimacy of electronic surveillance laws. At one point, J. Edgar Hoover, the head of the FBI promised to fire any employee engaged in wiretapping. During World War II and later, during the Cold War, Hoover authorized hundreds of wiretaps including those on political enemies, celebrities, Supreme Court justices, writers and others (Solove, 2004). Political dissenters were targeted through the program COINTELPRO, Counter Intelligence Program. Through this program, information was collected about political groups seen as domestic security threats and this acquired data was aggressively used to disrupt the lives of many suspects, such as convincing employers to fire individuals. 


The case of Smith v. Maryland touches upon the very definition of the word “search.” The Supreme Court ruled that the installation and use of the pen register, a device that records any number dialed from an individual telephone line, did not fall under the definition of a “search” with respect to the Fourth Amendment. More recently the term “pen register” includes similar functions performed while monitoring Internet and cellular phone use. The ruling stated that a pen register does not constitute a search since the petitioner voluntarily gave out numerical information to the telephone company. However, there is no clear consensus on exactly what is required to be “voluntary.” According to the ruling in this particular case, any and all information transferred to a third party is voluntary and subject to scrutiny. If we employ this logic to all third party transactions, should the government have the right to all of our credit card bills as well? 

The Roots of Wiretapping 

With the invention of the telegraph in 1844 came the creative way to monitor people’s conversations in a growing and evolving surveillance technique known as wiretapping. Since its inception, wiretapping has created challenges for the application of the Fourth Amendment. Following the invention of the telephone, the microphone, and many other technologies, wiretapping has become more and more widespread and easier to implement. But in order to understand the effects of wiretapping on the United States and the world, we must become familiar with its roots and historical development.

The first action taken by the United States government to counter the legality and ethical use of wiretapping was the Federal Communication Act of 1934, which states “No person not being authorized by the sender shall intercept any communication and divulge or publish the existence, contents, substance, purport, effect, or meaning of such intercepted communications to any person” (Wikipedia, 2007).  However, this act created a Catch-22 in the interpretation that this law did not forbid wiretapping itself but forbade the disclosure of information gathered through wiretapping. So from this point on, law enforcement agencies and the government continued to progress their surveillance measures and wiretap with increasing frequency. From here to 1960, public knowledge of wiretapping and similar surveillance techniques increased and controversy amplified the public’s opinion that their personal lives were being unrightfully invaded. In 1967, the Supreme Court of the United States held that the regulations under the Fourth Amendment applied equally to wiretapping and other forms of electronic surveillance.

The Foreign Intelligence Surveillance Act (FISA) 

One act in general became the major turning point in the history and advancement of electronic surveillance. The progression of government’s need of additional tools for domestic security led to the creation of the Foreign Intelligence Surveillance Act (FISA). This act, passed in 1978, gives the government the right to electronically monitor suspected foreign intelligence agents within the United States. Over a decade earlier, in 1967, the Supreme Court of the United States held that the regulations under the Fourth Amendment applied equally to warrantless wiretapping and other forms of electronic surveillance. Several legal cases helped change the previous Supreme Court ruling and eventually led to the creation of the FISA and to the legality of wiretapping. 

The first case was United States vs. United States District Court, Plamondon in 1972. In this case, the United States conducted warrantless wiretaps on three suspects and eventually charged the individuals with conspiracy to destroy government property. After an appeal in the Sixth Circuit, the court held “that the wiretaps were an unconstitutional violation of the Fourth Amendment and as such must be disclosed to the defense. This established the precedent that a warrant needed to be obtained before beginning electronic surveillance even if domestic security issues were involved” (U.S. Supreme Court, 1972). Domestic security surveillance may involve different policy and practical considerations from the surveillance of ‘ordinary’ crime. Following this new legal precedent in wiretapping, two other significant cases helped lead to more legalities of wiretap usage. First was the United States vs. Brown in 1973, where the government, through an authorized wiretap for foreign intelligence purposes, intercepted a domestic threatening conversation of a U.S. citizen. The United States vs. Butenko in 1974, a man was discovered releasing important information regarding foreign policy and military structure of the United States to international figures. The Supreme Court “recognized that protecting the United States against espionage is a ‘foreign intelligence purpose,’ and that warrant less electronic surveillance may be used in furtherance of that purpose” (Ashcroft). 

These court cases eventually led to the development of the FISA which, as mentioned earlier, regulates the surveillance and collection of foreign intelligence domestically. After the enactment of the FISA, some questions regarding the permissible range of foreign intelligence electronic surveillance were made. Congress addressed these questions by laying out acceptable reasons for electronic surveillance, “including the nature, circumstances, and purpose of the search, the threat it is intended to address, and the technology involved” (Ashcroft). 

Now let us consider the progression the electronic surveillance law up to post FISA. It seems the illegality of warrantless wiretaps has evolved into a “need-to-use” basis, and that it has become a legal necessity for the government to gather foreign intelligence through electronic monitoring. How will this affect the future use of wiretapping? Will the government push to extend their electronic surveillance rights to monitor U.S. citizens for domestic purposes? The FISA is an example of the slippery slope idea stated earlier, and we will attempt to address these questions later in the chapter through analysis of progressions and historical trends.

Post-FISA

In 1993, more rights were granted to the government for wiretapping and surveillance stating that all it takes to get a court order for wiretapping is probable cause, i.e. the belief that an individual is involved or will be involved in criminal activity combined with the belief that particular communications concerning that offense will be obtained through such interception. Also, it must be indicated that normal investigative procedures have been tried and have failed or reasonably appear unlikely to succeed or to be too dangerous, and that the facilities from which, or the place where the communications are to be intercepted, are being used, or are about to be used, in connection with the commission of such an offense.

“Domestic Terrorism”

There have been two primary legislations designed to regulate U.S. electronic surveillance law, the first being the FISA, and the second is the Electronic Communications Privacy Act (ECPA). The ECPA sets out the general provisions for the use of electronic communications. When referring to electronic communications, the act "means any transfer of signs, signals, writing, images, sounds, data, or intelligence of any nature transmitted in whole or in part by a wire, radio, electromagnetic, photo electronic or photo optical system that affects interstate or foreign commerce." While the focus of the ECPA is on domestic surveillance, FISA’s purpose is to regulate the gathering of foreign intelligence data. The extension of FISA with the Protect America Act poses a serious risk to privacy with regard to cell phone communications, which will be addressed later in the chapter.

The USA Patriot Act

Following the September 11 attacks in 2001, Congress was quick to pass the USA Patriot Act. The law provided for a significant expansion of power for law enforcement authorities in support of the fight against terrorism. The Patriot Act’s most profound changes were to electronic surveillance law. It suddenly became much easier for law enforcement agencies to search telephone and email communications or obtain any records on a particular individual. An important aspect of the law is its expanded definition of terrorism to include “domestic terrorism.” This expansion has the biggest impact on U.S. citizens because it gives law enforcement agencies more power in terms of domestic surveillance.


The first legal challenge to the powers granted in the Patriot Act was a lawsuit filed by the ACLU. The lawsuit claimed that the new law threatens individual privacy and free-speech rights. The provision cited in the lawsuit essentially “gags” any institution, such as libraries, hospitals and Internet providers, following FBI confiscation of any records. This would be in direct violation of our First Amendment right to free speech. 


The main issue in this provision of the Patriot Act that fell under extensive scrutiny covered the subject of “national security letters.” The FBI would send these NSLs to private companies demanding private data. Striking down this portion of the Patriot Act, U.S. District Judge Victor Marrero said the secrecy provisions are "the legislative equivalent of breaking and entering, with an ominous free pass to the hijacking of constitutional values." 

While the issue of national security letters has recently become a hot topic, the government has had the ability to issue these letters for years. However, the enactment of the Patriot Act greatly reduced rules for issuing NSLs while increasing the secrecy requirements. Therefore, obtaining personal information from private companies became easier to do and even easier to hide. As a result of these changes, there has been a spike in the issuance of NSLs from 9,000 in the year 2000, to 50,000 in 2005 (Justice Department).

While it has become a common trend to attribute the flaws in surveillance law to the Patriot Act, this is not entirely accurate. It does raise some serious concerns with the effectiveness and legality of electronic surveillance, but it is not the cause of problems, just a contributing factor.

Protect America Act

On August 5, 2007, Congress passed the Protect America Act, which further increased the Government’s right to use wiretapping and other electronic surveillance measures more freely. As an extension to FISA, the government has the right to oversee requests for surveillance warrants by federal police agencies -- primarily the FBI -- against suspected foreign intelligence agents inside the U.S., and that the court must act to direct Third Party assistance in surveillance measures and protect Third Parties from lawsuits arising from their assistance to government officials.

The Modern Cellular Phone


The unveiling of the first commercially available mobile phone in 1983, while an obscure date at the moment, may possibly be seen as a landmark event in the grand scheme of things. There is no arguing about the prevalence of cell phone use and how some people are completely lost without their Sidekick. What most do not realize is that the strides taken in cellular phone technology are almost unimaginable.


The first generation of cell phones could only support calls up to 60 minutes long, requiring the user to subsequently charge the phone for up to 10 hours. The huge phones originally developed seem ludicrous when compared the tiny, more efficient third generation (3G) mobile phone systems. The technologies associated with 3G standards allow network operators to offer more services with greater efficiency due to increased capacity. These networks have evolved to include Internet access as well as video capabilities.


In August 2006, Sprint Nextel Corp. announced plans to develop the first fourth generation (4G) nationwide broadband wireless network. The new network would offer customers “faster speeds, lower cost, and greater convenience and enhanced multimedia quality” (Sprint News Release, 2006).

As we continue to see a trend towards performing even more daily tasks on our cell phones, we will be putting extremely valuable personal information out there. While there should be nothing to fear if you aren’t doing anything illegal, do we really want the government to have access to every transaction or function we perform over mobile phone networks? If we apply the same logic as the judge ruling in the previously mentioned Smith v. Maryland case, then any action taken via cellular phone means we are voluntarily submitting information to the service provider.

Where is Privacy Headed?

When analyzing the history of privacy laws, two things are clear: (1) The government will find ways around Constitutional rights in times of crisis, and (2) theoretically, laws are more strict regarding what information can be released. While the first point is quite evident and logical, the second is more intriguing. According to Judy Peinovich, a Senior Business Manager, companies must be careful on how and what information is made available. For example, AT&T employees must have a legitimate business reason for looking at a particular account. Peinovich stated that she could not even look at her own account, let alone anyone else’s.

Telephone companies collect information regarding the time, date, and destination number of each call, collectively referred to as customer proprietary network information (CPNI). Companies had previously been able to sell this data to third party companies but, following the Telecommunications Act of 1996, customer approval was required for any disclosure of CPNI with third parties. However, the government has and will most likely continue to find ways around this.

The issue of national security letters is familiar territory with AT&T as well. A class-action lawsuit against AT&T claims that the company’s cooperation with the NSA in “its secret surveillance of millions of ordinary Americans” violates free speech and privacy rights (McCullagh, 2006). While AT&T may have violated the law, they only did so under the discretion of the federal government, therefore raising the issue of the “state secrets” doctrine (U.S. v. Reynolds, 1953). This allows the government to interfere in any lawsuit that may compromise national security or reveal military secrets. The law may limit government powers regarding surveillance in theory, but as of now there is always a way around the law if deemed a matter of national security.

To paint a clear picture of the trend in privacy rights, the actions of J. Edgar Hoover serve as a perfect indicator. Recent events illustrate that, for the sake of national security, the government is willing to sacrifice citizens’ rights. After vehemently opposing wiretapping, Hoover made a complete 180-degree turn and helped ignite the use of electronic surveillance. Is the Protect America Act just another part of the knee-jerk reaction to threats to national security? History has shown that in times of uncertainty, the one thing you can be certain of is the government is not afraid of limiting privacy rights.

Interview (10/29/2007): Judy Peinovich

Senior Business Manager at AT&T

Q:  What is the current state of privacy laws in the telecommunications industry?

A: We must be very careful with how we make our information available. There’s a lot of information, but there are restrictions as to what information can be shared and how it can be shared.

Q: What kinds of restrictions?

A: For instance, you can only look at a customer account for a business reason. Last week my neighbor asked if I could look at her account status. I told her I’d love to but I’m not even allowed to look at my own account myself.

Q: Have you noticed any trends in privacy laws in recent years?

A: The laws are getting tighter with regard to what information can be released. Certain things can be released for fraud protection, but for the most part the laws are pretty restrictive.

Q: How is customer information released?

A: We have to ask the customer if they’re willing to share their CPNI, customer proprietary network information. With so many customers though, we utilize an “opt-out” feature in which we notify customers they must inform us if we cannot use information. There are just too many customers to ask each one individually.

Interview (10/30/2007): Paul Ohm

Law Professor at University of Colorado at Boulder
Q: Are you aware of any identifiable trends in privacy laws?

A: There’s a lot you can cover on that. First, you need to figure out if you want to focus on the Congressional side of privacy laws or the topic of national intelligence. With national intelligence, your research isn’t focused on criminal wiretaps.

Q: Is there any way we can narrow our research to be more specific?

A: Try focusing on modern technology. For example, look at the history of the cell phone and how it influenced modern surveillance, such as the roving wiretap.

Q: Are there any cases or resources you recommend looking into?

A: There’s 4 main cases to look at, Katz, Miller, Smith v. Maryland, and the Keith case, also known as U.S. v. District Court. Also look at the Mayfield case, it talks about the upper and lower courts of FISA.

Q: Does the government’s response to 9/11 resemble McCarthyism in the middle of the 20th century?

A: Yeah, research J. Edgar Hoover and the beginnings of the FBI. Also look at Dan Solove’s The Digital Person, it covers a lot of the history of privacy and surveillance law.
Works Cited
Sprint Nextel, “Sprint Nextel Announces 4G Wireless Broadband Initiative with Intel.”
Lanman, Henry. 2006, “Secret Guarding”, Slate, May 22, 2006, http://www.slate.com/id/2142155/ 

White House, Press Release, August 6, 2007 http://www.whitehouse.gov/news/releases/2007/08/20070806-5.html 

Eggen, Dan. 2007. “White House Fights Democratic Changes to Surveillance Ace,” Washington Post, October 11, 2007

USA TODAY, “Feds Move to Dismiss Domestic Spying Suit,” April 29, 2006 http://www.usatoday.com/news/nation/2006-04-29-domestic-spying_x.htm.
Justice Department. Ashcroft, John, United States Foreign Intelligence Surveillance Court of Review, September 9, 2002.  http://www.fas.org/irp/agency/doj/fisa/092502sup.html 

"Federal Communication Act of 1934." Wikipedia.Com. Retrieved November 1, 2007 http://en.wikipedia.org/wiki/Communications_Act_of_1934 

"Supreme Court Collection." Cornell University Law School. Retrieved November 1, 2007 http://www.law.cornell.edu/supct/index.html

21

Eyes in the Sky:  Spying by Satellite
Josh Kugizaki and Matthew Ian Hardy
Advances in technology relating to spy satellites and Global Positioning System (GPS) tracking equipment have evoked concern among American citizens about their privacy.   At the forefront of the current privacy war between Americans and the U.S. government is the Patriot Act.  The Patriot Act, among other things, allows the government to “intercept wire, oral, and electronic communications relating to terrorism.”  In the wake of this controversial wire-monitoring act looms the approaching future of watching Americans from the sky via satellite.  Through spy satellite technology and GPS advancements, the government may be taking strides towards unlimited surveillance of Americans from above.

On August 15th, 2007, the Director of National Intelligence, Michael McConnell, requested that domestic security officials  be granted the power to utilize the United States’ powerful spy-satellite technology for the purpose of law enforcement and domestic security.  If this request is granted, the Department of Homeland Security (DHS) will have access, on a case-by-case basis, to this technology. The information will be used to facilitate information exchange between domestic civilian agencies and law enforcement departments.
History of Spy Satellites

For 60 years, U.S. spy satellites were used overseas for reconnaissance, military, and intelligence applications.  More recently, they have been deployed for a range of domestic uses, including natural disaster damage assessment, weather forecasting, pollution control, surface temperature mapping, and fire detection and alert.   The Federal Bureau of Investigations (FBI) has also requested the assistance of these satellites during the Washington area sniper incidents  (Warrick).

On March 16, 1955, the United States Air Force (USAF) began developing an exploration satellite intended to supply constant surveillance of “preselected areas of the earth” in order “to determine the status of a potential enemy’s war-making capability” (Wikipedia).  This first application of spy satellites in the U.S. has laid the framework for what may evolve into the next era of domestic law enforcement.

In the 1970’s, satellite technology was capable of providing an image of a location on the Earth’s surface with a sixty-meter resolution.  Current satellite imaging systems have the ability to identify objects on Earth as small as five centimeters in length.  This increase in technology has brought satellite imaging to the public, through applications such as Google Earth.

Currently, overseas spy satellites are used in reconnaissance to identify potential enemy threats and assist ground-based troops.  This includes locating missile bays, transport routes, weapons of mass destruction and creating detailed maps for U.S. soldiers. Modern spy satellites now possess thermal identification capabilities. This allows for the monitoring of activity inside structures, below forest canopies, and underground—even through concrete! These satellites can also identify inconsistencies and weak points in buildings, which can prove useful when reporting the information back to personnel units on the ground (Block).  Currently, intelligence officials at the National Reconnaissance Office Headquarters in Virginia are optimizing a program that implements visible light imagery and radar imaging to convert an image from two to three-dimensional.
Current Spy Satellite Conditions

Currently, five U.S. spy satellites pass over every point on earth at least twice a day.  Three of these are “visible light” or “keyhole class” satellites, with a five to six inch resolution.  In other words, these satellites are unable to read the numbers and letters on a license plate, although they can determine the state designation of the plate.  The other two are “radar imaging” satellites and have a resolution of three feet.  They are manufactured by Lockheed Martin in Colorado and are primarily used for weather forecasting and natural disaster assessment purposes (Wikipedia).
The Domestic Use of Spy Satellites

Following the September 11th attacks on the World Trade Center, a study conducted by U.S. intelligence officials found “an urgent need for action because opportunities to better protect the homeland are being missed” (Warrick).  The rapidly advancing technology of spy satellites, coupled with these post-9/11 precautions eventually led to the recent request for domestic deployment.  Homeland Security officials are asking to allow civil agencies and law enforcement departments to be able to access the information transmitted by spy satellites for use as a by-product in other applications overseas and in the U.S.

This ability, however, comes at a price to U.S. citizens.  Spy satellites and their applications are top secret and inaccessible to the general public, meaning they have little knowledge regarding this equipment.  However, a large supply of leaked information allows for an insight into the current innovations and possible domestic uses of spy satellite technology for research purposes.

Legislative Advancements

The guidelines for the use of this new technology, requires the instatement of the National Applications Office (NAO).  This branch will be a sector of the DHS, and will only be allowed to access satellite information relating to homeland security and traditional civil applications.  This includes the ability to request spy satellite images and information to “enhance border security, defend critical infrastructure and coordinate disaster response” (Bayerstein).  The eventual goal of the National Applications Office officials remains to grant access to satellite records to federal and local law enforcement agencies in order to prevent domestic crime.
Primary Research

Throughout this research, a survey was conducted to determine the general public’s view of the domestic use of spy satellites.  It included 43 respondents ranging in age from 17-61 and provided a general overview of their understanding, thoughts, and privacy concerns relating to this emerging issue.  

Of all the respondents, 74% were unaware of the current legislative initiatives relating to spy satellites and their domestic application.  The remaining 26% were completely unaware that the DHS aims to access domestic information from spy satellites.  When questioning the public’s general feelings toward the domestic use of spy satellites, we found that 65 percent of respondents were averse to domestic spy satellite use, 28 percent welcomed it, and 7 percent were indifferent to the implementation of domestic spy satellite programs.
When asking the respondents for their reasoning behind their disapproval of spy satellites being used domestically for law enforcement, most remarked that privacy issues were at the root of their aversion.  One respondent, a 36-year-old man, stated, “Bush is already listening to our phone conversations, now he wants to watch us from the sky too?” This seemingly brash assertion proved to be the sentiment of several respondents that were opposed to domestic spy satellite use.  The respondents that welcomed satellite-aided law enforcement in the U.S. believed it would provide them with a sense of security.  A 21-year-old female responded, “If you have nothing to hide, there are no privacy issues that come into play.”

Our survey reinforces the concept that the majority of the general public does not welcome government agencies using spy satellite technology for domestic law enforcement purposes.  For these respondents, the possible costs to privacy outweigh the benefits of a potentially higher level of homeland security.  However, most respondents believe the plan is plausible and may be effective in reducing domestic crime, although, “it is essential that these capabilities be used carefully, with due regard for Americans' privacy concerns and with careful monitoring, including congressional oversight” (Warrick).  Government officials have addressed this and the legislation is currently at a stalemate while the DHS and National Applications Office attempt to prove that the civil liberties and privacy of our nation will remain intact with the instatement of this new legislation.
Pros and Cons of Government Access to Satellite Technology

There are clearly positive results that may come from the DHS and law-enforcement officials utilizing satellite surveillance tools.  For example, the technology would provide high-resolution images and data in real time.  This unprecedented access would assist in “identifying smuggler staging areas, a gang safe house, or possibly even a building being used by terrorists to manufacture chemical weapons.” (Block)  Also, the domestic use of spy satellite imaging would enhance border control and potentially decrease the amount of illegal immigration into the U.S.  

The benefit of implementing this administration is the promotion of a more secure society in the U.S.  However, as our survey revealed, the costs and compromises to the public’s privacy may outweigh these benefits.  Lee Tien, Staff Counsel with the Electronic Frontier Foundation stated, "We're in a world where more and more of our activities can be viewed in public and [...] be correlated and linked together."  This statement summarizes the privacy issues that arise due to this developing legislation.  As this legislation is still in the process of review, there is no evidence illustrating the specific privacy issues that the general public will face if the Department of National Security is granted access to the spy satellite imaging.      

However, other forms of satellite monitoring are currently at the forefront of the privacy battle in the U.S. GPS’s are constantly evolving and, in turn, compromising the privacy of Americans, while little legislation and restriction exists to monitor the government’s use of this technology.
Introduction to GPS


Multiple uses exist for GPS tracking devices in our dynamic, technology-driven society and government.  Today, many phones have GPS capabilities that allow 911 dispatching units to identify the user’s location to within three meters (Nelson).  You can attach a GPS to your car and the unit will provide a current location with exact directions to your destination.  Firefighters can transmit their precise location while fighting wildfires, allowing fire departments to keep an up-to-date record of the exact whereabouts of each individual and the best evacuation plan if needed.  These common applications of GPS bring rise to the question:  What if GPS technology is used without our knowledge?  Are these uses defying current privacy and civil liberty standards?  
Current Applications


GPS privacy breaches have the potential to be monumental if no laws or regulations are instated to control the information monitoring process.  For example, On-Star is a GPS device installed on vehicles that provides drivers with their exact location, directions, diagnostic reports, locksmith services, and the ability to remotely talk to an On-Star representative anywhere in the world if problems arise.  On several accounts, the FBI remotely activated the On-Star microphone capabilities in a car to listen to the conversations in real time (McCullagh, Declan).  The FBI’s ability to access your On-Star microphone and listen to your conversation while tracking the vehicle’s movement using satellites paints a disturbing image of Americans’ privacy slipping away.  Fortunately, the 9th District Court of Appeals stated that the FBI is not legally entitled to remotely activate the On-Star microphones for surveillance purposes in vehicles, because doing so would impair the system during an emergency situation (McCullagh, Declan).  This is only a small win for American citizens, as the court ruled the FBI hacking to be unsafe, rather than an invasion of privacy.
Corporate Use


Many corporations are using GPS technology to monitor their employees and in some cases, their customers.  Acme Rent-A-Car, a Connecticut based rental car company, is being sued by James Turner for using a GPS device on his rental car to track his location and speed.  After returning the car to the rental company, Turner found a bill in the mail for $450 from the rental agency for speeding three times while renting the car.  Turner later discovered that Acme not only monitored his speed, but also monitored his location.  Acme’s computer system receives a message every time one of their cars crosses county lines, state lines, or country borders (Lemos).   Is this a privacy breach or is Acme simply concerned about the location of their cars and their need to protect their real property?  Currently, federal and state laws agree with Acme, concluding that this act of “inventory tracking” cannot be construed as a privacy violation.
Privacy Concerns and Benefits of GPS

A study done by market analysts reported 55% of all phones are sold with GPS technology embedded in them (Holson).  The majority of these cell phones are capable of determining the user’s location to about 100 feet.  Evolving technology is quickly causing this number to decrease, while a greater number of phones are manufactured with this tracking system.  This eventually leads to a decrease in overall American privacy, due to the accessibility and density of tracking technology available to the government.  

Today, in order for the police or government to place a GPS tracking device on a suspect they do not need a warrant (George).  This was clearly seen in litigation involving William Bradley Jackson, a suspect in his daughter’s murder case.  The police planted a GPS tracking device on Jackson’s car, convinced that he would eventually retrace his steps back to the site in which he buried his daughter.  The police were correct in their assumption, but never received a court ordered warrant for the GPS.  The clear and inexcusable evidence of Jackson murdering his daughter was almost dismissed due to a lack of warrant, but eventually he was found guilty.  Jackson appealed the ruling and said that it was unjust for the police to plant a GPS device on his car.  The court order of Spokane reviewed the specifics and all agreed that a warrant would not be needed in Jackson’s case (George).  They ruled that since they could track Jackson via police car, the only difference in tracking him by GPS is that it is electronic, but has the same outcome as a police vehicle (George). The evidence that the secretly planted GPS offered is clearly beneficial to today’s society, but is this benefit from worth the loss of citizens’ privacy? 

To gain more insight to this question, a survey was conducted with 27 people, ages 19-48.  We discovered that 93% of the respondents  believed that government tracking of vehicles is a breach of privacy.  However, our results varied when we rephrased the question to read: “Do you feel that law enforcement agencies using GPS satellite tracking technology to monitor potential suspects is a breach of privacy?”  Of the 27 respondents, only 11 thought that using GPS satellite-tracking technology to monitor potential suspects can be considered a breach of privacy.  

This provided useful insight into the general public’s perspective in regards to the use of GPS tracking by law enforcement.  Most welcome the idea, if it does not affect their everyday quality of life.  This is a reasonable assertion.  However, with increasing technology comes increasing privacy compromises, and the public cannot be assured that they will not become a victim of a privacy breach in a police investigation if our government grants law enforcement agencies the liberty to utilize and implement this powerful GPS technology at will.

Our survey also found that 89% of respondents would mind being tracked by the government via cell phone GPS technology.  This percentage has led to the conclusion that the remaining 10% of respondents that would not mind being tracked by the government via cell phone GPS systems are younger participants, in the 19-25 year-old range.  The younger population may be more likely to accept this intrusive technology because of our society’s reliance on cell phones.
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A technological advancement emerging with the growth of social networking is the use of GPS surveillance inside a social networking site.  For a small fee of $2.99 per month, you and your friends have the ability to track anyone inside your “friends list” by GPS (Holson, Laura).  A screen on your cell phone displays small dots with names representing the real-time locations of your friends.  We concluded from our survey that this type of monitoring (i.e. GPS friend monitoring) is slightly more acceptable because only 56% considered this to be intrusive.  83% of the 44% who found GPS social networking convenient were younger than 30 years old.  

In an interview with Kelly Stewart, she stated that  “I would not mind monitoring my friends and family by GPS, in fact I like the idea.  My concern is, if your friends can monitor you, than it is very likely that the phone company offering you service can monitor you as well. ”
Big Brother

The current GPS technology provides the government or a large corporation access to your movement and location, whether it is from a satellite, cell phone, or car imbedded GPS device.  The information of your whereabouts can be held for an infinite amount of time (currently there are no laws regulating this) due to a federal mandate allowing cell phone carriers the ability to constantly track you in case of an emergency (Nelson, Scott).  Information regarding consumer’s locations and movements can be useful to marketing firms.  There are also no current statutes prohibiting a phone company from selling your information because it is considered their property.  A marketing firm can, for example, determine from that data that you frequently shop at Target and Flatirons Mall on Highway 36.  They now have the ability to market to you accordingly from the information they purchased from the wireless service provider.  You are now at risk to receive advertisements in the mail or by cell phone that is targeted directly towards you.  For instance, the firm may send you a text message on your way home from work and remind you of the sale currently in progress at Flatirons Mall.  This form of advertising can become intrusive in your everyday life.  Would you feel violated knowing that someone is not only watching your movements, but also attempting to gain a profit from them?
Parents and GPS
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There is another issue that lies closer to home and is possibly more privacy sensitive to today’s younger generation.  Many phones now have GPS tracking capabilities that can be downloaded to a parent’s computer. Consequentially, this can reveal a child’s whereabouts, if they are outside the “boundary” the parents have decided upon.  If this is the case, an alarm will sound on the parents’ phone, alerting them of their child’s whereabouts (Hipolit).  Is this a tool to protect teens, or is it too invasive to the child’s privacy?  This technology is available from all the major cell phone carriers and is inexpensive with prices as low as $2.99 per month (Holson).  Surveying thirty-four students from Boulder High School, it was found that 95% found this technology to be intrusive and would interfere with their privacy. Obviously, privacy issues arise when parents monitor their teenagers in this manner, but most parents declare they are using the technology to keep their kids safe.  

Mindy, a stockbroker from H&R Block Financial Advisors, says she uses Chaperone with Child Safe from Verizon Wireless to monitor her kids.  She says, “It’s easy to operate and find the location of my kids either on my PC or Palm Pilot”.  Mindy uses the Chaperone application mainly as a safety tool for her kids, to ensure they are within the boundaries she has set.  In an interview with Crystal Wiley, a banker from Chase, who claims she uses the application for her teenage son, we found a different story.  She says, “I don’t trust my son as much as I used to.  Now I have the ability to track his every movement with his phone”.  Ms. Wiley uses the tool to spy on her children and monitor their location to ensure safety.  This GPS technology comes at a small price but has the ability to interfere with a person’s right to privacy.
Primary Research


Our research is based on two questionnaires.  One was aimed towards minors from Boulder High School where 34 completed surveys were collected.  These were intended to identify the level of acceptance of GPS tracking devices among younger citizens.  The other survey was given to 27 adults, ages 19-48, and was designed to determine what the perceptions of privacy breaches of GPS technology are and the willingness of the general public to accept GPS technology into their everyday lives.  The research was surprising, as noted above, because the younger the respondent, the more likely he/she is to accept GPS technology.  Another interesting fact is that high school students are more accepting of fellow students monitoring their location than of their parents doing the same. To further identify the privacy issues involved with GPS technology, an interview was conducted with two employees from Chase Bank and one employee from H&R Block.  These interviews gave us the insight to clearly identify the needs and concerns of parents and their children.  All parents were deeply concerned for their child’s safety, and two of the three interviewed were worried about their child’s privacy.
Conclusion


With the implementation of the Patriot Act, Americans are forfeiting privacies that they once took for granted.  Our research has proven that Americans, as a whole, are opposed to the implementation of law enforcement access to spy satellite technology.  This trend is also reflected in the public’s view of developing GPS technology and the resulting compromises to their privacy.  Members of the population that welcomed the development of this technology believe that the added security to our nation would outweigh the privacy costs. This distinction is difficult to make, yet it is clear that Americans’ level of privacy is constantly shrinking due to advancements in spy satellite and GPS technology. 
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How Has HIPPA Ensured Consumers That Protected Health Information Is Safe Under The New Technologically Oriented Guidelines?

Marc Ost and Summer Horton

HIPAA stands for the Health Insurance Portability and Accountability Act, and was enacted by the U.S. Congress in 1996 and became effective July 1, 1997.  HIPAA is a grouping of regulations that work to combat waste, fraud, and abuse in health care delivery and health insurance. The intention of HIPAA is also to improve the efficiency of the health care system, portability, and continuity of health insurance coverage in the group and individual markets.  In addition, the government established HIPAA to hold accountable those that do not comply with the regulations unambiguously declared within the act (What is HIPAA?, 2007). HIPAA has ensured patients that their protected health information is safe under the new technological oriented guidelines.


HIPAA privacy is important to the integrity of the healthcare system.  While the industry does not want to add more “red tape” to its already overloaded administrative healthcare processes, HIPAA was established to ensure that patients’ rights are protected as the ability to share healthcare information is increased. Since HIPAA has implemented the privacy requirements into the healthcare environments, the response by workers has varied.  For instance, the public as well as HIPAA officials want to know how well the staff members are complying with the privacy regulations.  In addition, accountability also depends on answering the following two questions: “Can our covered entities call themselves ‘compliant?’ And, in our quest for compliance, are we meeting the needs of our patients in this new HIPAA environment?” (Upham, 2006).

The new regulations offer privacy protection for a number of individually identifiable health data, known as protected health information (PHI).  Care must be exercised because there is a need to balance the privacy of individual health information and public health.  The Privacy Rule specifically authorizes disclosures without individual authorization to public health professionals authorized by law to gather or receive the information for the reason of stopping or controlling disease, injury, or disability.  This includes but is not limited to: public health surveillance, investigation, and intervention. However, only those who have a reason for this information are privy to it (Thacker, 2003).  

 
HIPAA ensures that while certain authorities have access to people's health information under specific conditions, the patient’s privacy is still protected and not made available to the general public.  Only a select few whose jobs depend on having such information have authorization. Most local medical professionals in Boulder believe that HIPAA has done a good job of protecting patient’s PHI. One doctor, who asked not to be named, said, “While most of the big hospitals and doctors were already HIPAA compliant before, HIPAA forced the smaller medical care providers to provide the same security of patient’s PHI as everyone else.” Of the surveys collected, most of the local medical professionals surveyed were in agreement that their systems were fairly secure before HIPAA.  

Considering the wide-range and scope of HIPAA, there are bound to be some horror stories regarding privacy issues and technology. Nevertheless, HIPAA ensures its patients that these incidences are few and far between.  “Strictly-speaking, HIPAA privacy regulations do not apply to providing treatment (or payment and healthcare operations), but rather to protecting the electronic transmission of PHI, and sound confidentiality practices have been in place for a long time.”  As a result, the shortage of support for the new regulations from clinicians seems to be connected to views that HIPAA privacy has created additional and bureaucratic administrative problems  that cause frustration and, at times, unsafe situations. Even though clinicians might complain with annoyance over superfluous measures to be observed in the name of HIPAA, it is the horror stories that clinicians cite, which are the most powerful (Upham, 2006).  However, the added security more than makes up for these few “horror stories.”  

 
When technology is brought into the mix, privacy concerns become a bigger issue. After all, privacy and security are among the most often cited concerns with technology.  If hospital computers are interconnected across state lines then determining who has access to such computers and sensitive information are of grave concern.  While HIPAA wants to ensure privacy of its patients and residents, it also wants to make it easier for health officials to obtain the information necessary to treat those who are sick.

Before HIPAA became law, there were only voluntary standards in place.  This prevented the industry from moving to a single, well-organized transaction environment.  The goal of HIPAA is to decrease the cost and the administrative burden of health care by offering a precise and detailed standard, whenever feasible, for electronic transmission of administrative and financial transactions. IT security infrastructures have since been reviewed with the intimidating risk of severe fines and, in a number of cases, criminal prosecution (HIPAA: the Critical Role of Strong Authentication, 2007).


The final Security Rule did not result in a greater number of intersections and dependencies with the Privacy Rule.  According to the comment and response section of the Privacy Rule, "There should be no potential for conflict between the safeguards required by the Privacy Rule and the final Security Rule standards, for several reasons...”  In addition, in preparing the last Security Rule, the Department worked to ensure that the Security Rule requirements for electronic information systems work well with all applicable requirements in the Privacy Rule.  “To comply with both rules, covered entities (CEs) must understand and map their PHI data flow.” In other words, they must know how and where PHI moves throughout their organization. 

Additionally, they must determine if PHI is being exchanged with outside entities such as business partners. Understanding the data flow is necessary if a CE is to choose and implement appropriate and reasonable PHI “safeguards.”  Evidently, the lack of a final Security Rule does not alleviate CEs of their responsibility to comply with the security implications of the Privacy Rule.  Being knowledgeable of the Security Rule and correctly put into practice, its procedures will facilitate CEs to meet the terms and specific requirements of the Privacy Rule (Weil, 2006).

As part of the research of this topic, a 7-question survey was sent out to 20 local healthcare providers in the Boulder, CO area.  From those that were sent out, 14 different healthcare providers responded to the survey.  In response to security questions, all providers indicated that the PHI of their patients is secure under HIPAA regulations.  In contrast, when asked about the security of their patients PHI before HIPAA, only 75 percent responded that the PHI was as secure as with HIPPA while the remainder indicated that there was room for improvement. 

There is also a notable difference between the responses received from small clinics and the responses received from larger healthcare entities.  All healthcare providers had to reform their technology to conform to HIPAA regulations.  All the smaller clinics surveyed indicated that they had to put more effort and money into conforming to the new regulations than some of the larger healthcare providers.  One small provider responded with “HIPAA really hurt our private practice in the beginning, but overall [it] has been beneficial to our patients.”  In order to actively test the security of PHI, a series of test phone calls were made.  A healthcare provider was contacted and the caller asked for a fictional patient’s records and PHI.  All healthcare providers that were contacted said that they cannot disclose information unless the caller has a signed HIPAA release form. 

Bob Brown is a former lawyer and acknowledged HIPAA expert.  In his experience with HIPAA lawsuits and complaints, he has discovered that it is not that the databases are getting hacked but employees who have access and are leaking information.  It is also the case that authorized individuals are not getting the proper information because CEs are being too careful about PHI. He specifically documented an incident where a father of a six year old boy could not get his son’s information form when he requested it.  The father was also a doctor who took his son to a different hospital for specialized treatment.  When he approached the nurse and asked to see his son’s information, the nurse refused saying that the hospital needs a signed document from the patient and that, if authorized, a copy would be mailed to his address.  This is a case showing that hospitals are being too cautious even though HIPAA clearly states that information is to be given to authorized individuals the way that they requested it.  In this case, the father asked to see it electronically at that given moment but the hospital worker denied his request (Brown 2007).  

This is a clear violation of HIPAA regulations that can be filed and prosecuted against if the father wished to.  If not then this is another incident of HIPAA regulations being violated that will go unreported and unpunished.  There is no formal agency or department that monitors for HIPAA violations.  If a violation occurs, it is up to those that discover the violation to report it.  This is one reason why many HIPAA violations go unpunished and unaccounted for. 

SXC provides pharmacies HIPAA-approved POS systems and software.  Chris Kouzois, the director of HIPAA and Network Services for SXC Health Solutions, was asked in an interview about his observations on the HIPAA regulations and how they have affected technology in the healthcare industry.  He pointed out that most HIPAA violations occurred because of the lack of HIPAA training or employee misconduct, and that no technological aspect was involved.  All SXC software is HIPAA compliant and was for the most part HIPAA compliant before the implementation of HIPAA.  More pharmacies are using SXC systems since 2003, when pharmacies had to be HIPAA compliant.

Other software companies, such as Oracle, are also producing HIPAA compliant software designed for healthcare companies to use in order to secure their databases from hackers.  It is the individual healthcare companies’ responsibility to ensure the security and safety of their patients PHI.  

There have been no large cases filed against individuals hacking into these new databases at the present time.  As stated before most cases are from employee misconduct or lack of efficient training.  This, however, does not mean that there are not hackers out there stealing information from these databases.  It is extremely difficult to detect a hacker and given that it is the CEOs’ and the patients’ responsibility to safeguard PHI, it is unlikely that a hacker will be discovered until after the PHI has been stolen and misused.

After looking at the research and information gathered it is clear that HIPAA is a secure and safe way for CEs to store and share PHI.  The research also shows that HIPAA is an improvement from the old system in both security and privacy.  Patients are now in charge of their information, but they are also responsible for making sure that their rights under HIPAA are not violated. For HIPAA to work properly, the law needs to be enforced and for violations to be punished.  Whether or not more regulations will be written in the future is still in speculation.  However, given the fact that HIPAA was first introduced in 1996 and continually amended till 2001 it would be no surprise to see more regulations in the future. 
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All-In-One ID Cards

Andrew S. Hartman and Travis J. O’Brien

Introduction

Is it possible for an individual to have only one card containing their credit cards, social security number, passport, driver’s license, and biometric detections?  If this is feasible and desirable, how will the privacy of individuals be protected?  These are questions that have greatly concerned Americans before and after the September 11 attacks.  National security, illegal immigration, and identity theft are major topics that not only American citizens are concerned with, but countries around the world.  People want to find a way to keep illegal citizens out of their countries and prevent terrorists from executing more destruction.  In order to achieve national security, new technologies are being implemented and steps are being taken to try to create a national ID that every American citizen will carry.  The idea of having a national ID/smart card is in the process of being developed and may be the ticket to help keep all countries safe and integrate convenience into the lives of its citizens.  Whether a person was going to the grocery store, airport, bars, or showing their ID to a law officer, he would only have to carry one universal card.  How are people going to be protected from identity theft, privacy, and discrimination? In the past, countries that have had national ID cards have had never-ending problems.  

National ID Cards

In the United States, national ID cards have been a topic of discussion since the time the Social Security Card was created in 1936.  They have been advocated as a means to guard against illegal immigration, to unmask potential terrorists, and to enhance national security.  When the Social Security Number (SSN) was created, it was meant to be used only as an account number associated with the Social Security system. Although the use of the SSN has expanded significantly, the idea of using this as a universal identifier has been consistently rejected. In 1971, the Social Security Administration rejected the extension of the SSN to the status of a national ID card.  The opposition continued when President Carter was in office and in 1977, the Carter Administration reiterated that the use of the SSN as a National ID card was neither possible nor desirable.  Then, when President Clinton took office, the Administration promoted a “Health Security Card,” assuring Americans that the card would protect their privacy and be strictly confidential.  This idea was rejected and showed that Americans were not ready for this type of identification.  Finally, a big step towards a national ID card came in 1999, with the revision of the Illegal Information and Immigrant Responsibility Act of 1996, which gave states the authorization to include social security numbers on driver’s licenses (EPIC).  

Another incident that expedited the idea of a National ID card was the attacks of September 11.  Freedom, privacy, security, and safety of all American citizens were at risk and the government was going to take actions to secure our country.  After the September 11 attacks, the government and citizens were in favor of National ID cards and wanted them implemented.  U.S. polls were taken to see if Americans were in favor of such ID cards; 70% that were interviewed by the Pew Research Center said that they approved the requirement for every U.S. citizen to carry an ID card.   A week later, a New York Times/CSB News poll said that 56% of people were in favor of these cards.  Soon after the attacks, the CEO of Oracle, Larry Ellison, called for the development of a national identification system and offered to donate the technology to make it possible.  The type of cards that he proposed would include things such as fingerprints and photographs of all legal American citizens.  After this was proposed, there was a lot of opposition and political debates. For example, former House Speaker Newt Gingrich testified that he “would not institute a national ID card because you get into civil liberties issues” (EPIC).

All-In-One Smart Card

Today, illegal immigration, privacy, and technology are three topics that arise when discussing possible national ID cards.  The topic has now moved to all-in-one ID cards or smart cards (Daniel Walking).  A smart card or integrated circuit card (ICC) is any pocket-sized card that consists of embedded integrated circuits that can process information.  It can receive and process data and can then output the information.  The dimensions are normally the size of a credit card: 85.60 x 53.98 mm.  There are two general categories of smart cards: contact and contactless.  To create a contact smart card, the card must be inserted into a smart card reader that has a direct connection to a conductive contact plate, which is typically gold-plated, on the surface of the card.   The transmission of data, card status, and commands takes place over the point of physical contact.  A contactless card, on the other hand, requires only close proximity to a smart card reader.  The two will communicate through their antennas by radio frequencies.  The contactless card is often used for building entry and payment that requires a fast card interface, such as a swipe-less RFID credit card (Smart Card Alliance).


Two types of chips are used: microcontroller chips and memory chips.  Microcontroller chips can add, delete, and manipulate information that is given to the card, almost like a small computer.  Although memory chips are less expensive than microcontroller chips, they have minimal and optional security. 


The technology of smart cards is rapidly growing and is being used in many different countries, which will be discussed further in the paper.  They are also used in many worldwide applications such as: employee badges, citizen ID documents, electronic passports, driver’s licenses, health information cards, citizen health cards, payment applications and telephone applications.  The Frost & Sullivan smart card report, published in 2005, predicted that the smart card industry would grow rapidly at a 27.7% compound annual rate over the next five years.  This will be up from the 132.2 million that were shipped in 2004.  The reason for this rapid technology is the increasing number of contactless credit and debit cards, electronic passports and travel documents, and the idea of having a national ID card (Smart Card Alliance).

Past National ID Cards

Many countries in the past have attempted to implement National ID cards, which contained an individual’s personal information, nationality, ethnicity, photograph, special stamps, fingerprints, and much more information.  Most of the following countries have used the information on the cards to profile certain religions, ethnicities, and nationalities and some have led to mass genocides like Rwanda in 1994. 

· Burundi National ID was established in 1930s and discontinued in 1962.  Under Belgian colonial control, the cards reinforced ethnic identity by grouping individuals as Tutsi (85%), Hutu (14%), and Twa(1%).  The ethnic grouping created by the ID card created hatred between the groups (Prevent Genocide Int., Global Survey).
· Democratic Republic of Congo established the cards in the 1930s and discontinued them in 1960.  Similar to Burundi under Belgian colonial control, these cards reinforced ethnic or tribal identity as well as religion, class, or regional identity (Prevent Genocide Int., Global Survey).
· France established national ID cards that contained special stamps in 1918 in Alsace-Lorraine.  This four-part ID card system was intended to identify pure bloods, either Alastians or Lorraines (A), mixed ancestry (B), “boches” aka recent German immigrants (C), and foreigners (D). Pure bloods received the right of free travel, currency exchange, and the right to vote.  The other three groups had restricted rights and Alsatian Protestants were persecuted (Prevent Genocide Int., Global Survey).
· Germany established “Special” ID cards in 1927 that contained fingerprints and a photograph for Roma and Sinti people.  Everyone over the age of six was required to carry the cards.  The police, in an attempt to complete the registration, raided 8,000 homes in three days, and these cards eventually led to “sterilization” and mass arrests.  Germany also introduced a yellow “J Stamp” on ID cards and passports for people that were Jewish, had Jewish ancestry, or based their religion on grandparents in 1938.  This identification led to the mass genocide of targeted groups during WWII (Prevent Genocide Int., Global Survey).
· Greece had a national ID card that was discontinued in 2000.  This card contained religious affiliation of citizens (Orthodox, Catholic, Muslim, or Israelites). Fingerprints, citizenship, spouse’s name, and profession of the individual were also included on the card. The Greek Orthodox (98% of population) has attempted to restore the discontinued national ID.  The Archbishop Christodoulos was the leader of the group (Prevent Genocide Int., Global Survey).
· U.S.S.R. required identity documents, Soviet Internal Passports, and a Propiska (residence permit) in 1932 and later replaced in 1997.  Internal Passports were issued at the age of 16 and contained the bearer’s ethnic nationality, which eventually enabled officers to relocate people of certain nationalities. The Propiska was hard to obtain and change even though the government required it for individuals to work, get married, or to gain access to education and other social services.  Employers or authorities could demand to see ones’ Internal Passport at any given time, requiring holders to carry them constantly (Prevent Genocide Int., Global Survey).
· The Rwanda national ID card was established in 1962 and later discontinued in 1996.  Underneath the photograph on the ID card, four different ethnicities were listed (Hutu, Tutsi, Twa, Naturalise). Three of the four would be crossed out with the remaining one was not crossed out, thus indicating the card bearer’s ethnicity. The name was located on page one, while the picture, photograph, and other personal information was located on pages two and three.  Although the Hutu and Tutsi shared similar religious beliefs, had frequent intermarriages, and similar physical appearances, these national cards aided in the mass genocide of the Tutsi by the Hutu during 1994. (Prevent Genocide Int., Global Survey)

· South Africa had Reference Books that were up to 96 pages long and were established in 1891, 1952, and 1966.  They were eventually reformed in 1986 and later ended in 1994.  These books contained racial categories (African, European, Malay, Griqua, Chinese, Indian, and Other) and were used to monitor a person’s place of work, residence, and nearly every other aspect of an individual’s life (Prevent Genocide Int., Global Survey).
Inadvertently, in the past, national ID cards have aided in creating societies that are de-individualized, elitists, and totalitarian.

De-Individualization

One purpose of an ID is to allow the ID bearer access to a given activity, and the examiner’s judgment of the ID allows or denies access.  Classification of race, religion, and nationality could impact the examiner’s decision. Based on the classification, the examiner can separate the person from the society and position him into a specified group, thus delineating groups and not promoting individuality.  This will lead to discrimination against groups and individuals, which will therefore create a separated society (Prevent Genocide Int., Global Classification).
Elitism


Creating distinctive groups in a society will eventually result in the development of a group that believes they are superior to others.  These elitists believe that the other groups are at a level subservient to themselves, creating hatred, fear, and possible violence between the groups. ID cards aid and provide power to restrict human rights based on classification and can invoke hate crimes.  Certain inferior groups are not allowed to access certain societal activities and/or places because they are inferior based on their classification (Prevent Genocide Int., Global Classification).
Totalitarianism

Totalitarianism is the harshest state that classification can create. The Elitists view their inferior counterparts as a threat and create solutions to that group from their community. Similar to the Nazi regime in Germany, viewing certain groups as less human can lead to mass genocides that aim to cleanse or sterilize the inferior group based on race, religion, or nationality. IDs that contain involuntary information of an individual’s race, religion, nationality, or some other identifiable trait allow them to be targeted easily and effectively.  Laws that require individuals to carry identification, containing such specific group affiliation, will force classification whether it is wanted or not (Prevent Genocide Int., Global Classification).
Past actions have created a three-step approach that could lead to unneeded classification and possible genocide.  However, these past examples show a few circumstances that were created because unnecessary personal information was involuntarily made public. Although the national ID cards of the past were created by and for the government, in different situations they allowed for civilians to classify individuals.  With future national ID cards, governments should be aware of information that can classify individuals and understand and acknowledge the potential ramifications it could have on the society.  There are certain characteristics and information that should be placed on a National ID card, and having religion or ethnicity on the card will create racial discrimination.

Current and Future National ID Cards

Today, Malaysia, China, Singapore, and Cyprus have national ID cards that are in effect, and Britain has passed a law under the Identity Cards Act 2006, describing the future implementation of national IDs.  The United States has also taken steps to accommodate more information on driver’s licenses and passports. 
Malaysia


The world’s first smart national ID card  (that must be carried at all times) started on September 5th, 2001, and later in 2003, a MyKad card was launched for children.  MyKad is close to the same size as credit cards and has a microchip that contains biometric information and other applications, such as a limited debit account. MyKad is used as an identity card, driver’s license, passport (mostly for incoming), ATM, touch and go pay, contains health information and has many other features.  Race and religion information is stored on the chip, but if the card bearer’s religion is Islam, then this is printed on the face of the card.  Many citizens have cited that the religion recordings have been inaccurate in classifying many non-Muslim people as Muslim (MyKad and Screenshots).
China


China introduced a national ID card in 2003, which requires individuals (permanent and non-permanent) that live in Hong Kong longer than 180 days to obtain a Hong Kong Identity Card (HKID). The face of the card displays common information as one would see on today’s U.S. driver license, but in English and Chinese (Wikipedia, HKID).  The microchips store data in different areas, so when scanned at specific locations it only displays the information in which the scanner has access.  The chip stores all of the visible information on physical, thumbprints, and immigration information (Gov. of HKSAR).  The government has placed checks and balances to protect all information stored on the card and network, and sharing of information is not permitted between government departments (Gov. Smart ID, China). 
Singapore


The National Registration Identity Card (NRIC) requires citizens and permanent residents of Singapore to obtain the card at age 15 and older.  Singapore law states that an individual does not need to show police officers the NRIC, but if a person is unable to show identification, the law then permits the officer to detain that individual. The face of the card includes common driver’s license information as well as race, nationality, and fingerprints.  The card is identified by an NRIC number, which is the same as the number given at birth registration, similar to the U.S. social security number (Wikipedia, Singapore and Immigration & Checkpoints Authority).
Britain


Although the Identity Cards Act of 2006 has passed, the national ID cards have yet to be implemented.  The plan is to contain up to 50 different pieces of individual’s information on the card, including fingerprints, iris scan, facial scan, and past and current residences.  Residents will have option to opt out from receiving the card until 2010, at which point it is mandatory, but they will still need to register with the government’s databases.  These cards will be issued at passport renewal locations, and all non-citizens must obtain a card.  The cards link to a computer database, which is connected to multiple government branches, and shortly following registration, fingerprints will be scanned to match unsolved murders. Public concerns include discrimination, heavy cost, human rights, identity theft, and many more (Office of Public Sector Information).
U.S. Biometric Passports


In August of 2006, the Colorado Passport Agency started to distribute passports containing contactless chips (RFID) that can store up to 64 kilobytes worth of information.  The U.S. has not yet enforced laws to allow as much biometric information as other countries, but steps have been taken in that direction.  These passports can contain biometric identifiers such as fingerprints, iris scan, and facial scan (Wikipedia Passport).  When the U.S. decided to participate in the Visa Waiver Program, it required passports to contain electronic chips with an image of the bearer. The U.S. Congress passed legislation and will comply with future standards set by the Visa Waiver Program Internationally (U.S. Dept. of State).
Plan of Action

The goal of the report is to find out if Americans are in favor or a national ID card and see how technology will eventually evolve into a national ID/smart card.  There are many benefits and potential problems with these cards, so it is important to get the general understanding and opinions of individuals on this topic.  Illegal immigration, national security, and technology are are rapidly evolving and need to be addressed.  If people are ready for this type of identification, what things would they want on their national ID cards?  Every day, privacy and technology are crossing the line over and over again, and people are not sure where they are going to set their boundaries.  Eventually, there are going to be new ideas in technology that will raise red flags for citizens.  Will a national ID/smart card finally make Americans draw the line?  This type of card includes all the different risks already associated with technology: RFID chips, phishing, identity theft, hacking, tracking, etc., and the reactions of Americans to this topic need to be analyzed.

National ID/Smart Card Survey Results


In order to find opinions on this issue, a survey was conducted and resulted in 65 respondents, ages 18-31.  The results for the 65 people were as follows:

· Average age: 22

· Sex: 57% Male, 43% Female

· Education Level: 83% Undergraduate, 17% Graduate

· Aware of national ID card: 42% Yes, 58% No

· Aware of all-in-one smart card: 17% Yes, 83% No

· Opposed to national ID/smart card: 35% Yes, 65% No

· Discrimination problems to non-U.S. citizens: 48% Yes, 52% No

· Help to reduce illegal immigration: 57% Yes, 43% No

· Number of credit/debit cards carried in wallet on average: 2.68

· Number of times credit/debit/ID card was lost: 1.26

· Victims of identity theft: 5 Yes, 60 No

· Things they would want on a smart card: 

	1 Credit Card
	>2 Credit Cards
	1 Debit Card
	>2 Debit Cards
	SSN#
	Driver’s License

	43%
	32%
	45%
	20%
	22%
	78%

	Passport
	Finger Prints
	Other Biometric Info
	Marital Status
	Profession
	Nothing

	54%
	46%
	28%
	12%
	14%
	20%


It is apparent that more people are aware of a National ID card, but only 17% were aware of an all-in-one smart card.  In addition, 65% said that they would be in favor of having such a card and more than half surveyed said that it would not cause discrimination and would also help to cut back on illegal immigration.  The survey results were very interesting because they were almost split down the middle: most people were either completely for this type of card or they were completely against this idea.  Surprisingly, over half of the respondents would want their passport on their smart card, but only 22% would want their social security number on their card.  SSN is included on most U.S. identification documents today.  Also, 46% would want finger prints on the card, but only 28% would want other biometric features embedded.  Overall, the survey demonstrated that people are still hesitant about this new technology.

Individuals for National ID/Smart Card
People in favor of the card provided some benefits that the card would create. For example, it would be easy to use and very convenient because all cards would be together since people would only need to carry around a small wallet or purse.  Others surveyed said it would help to standardize the ID system and create better national security.  A few other benefits listed were the reduction of fake IDs, more difficult to create false identification, decrease in illegal immigration, and reduction in identity theft.  There were a few people who completely supported the idea and made strong comments, stating that something needed to be done with the system of identification.  One individual said, “I hope it cuts back on illegal immigration.  And if it does cause discrimination to non-U.S. citizens, who cares?  It is not my problem.” Another individual touched on the subject of implementation by other countries: “most countries have national, instead of state/provincial, IDs which seems to work well and really makes little difference.”  

Individuals against National/ID Smart Card

On the other hand, some people were completely against the idea of national ID cards and had good reasons for this.  The four main reasons why people did not want this ID card were: 1) the violation of an individual’s privacy, 2) identity theft, 3) discrimination of individuals, and 4) inconvenience if the card is lost or stolen.  Almost all of the 23 people who were opposed to this idea, said that it was because of privacy issues.  One individual commented: 

I like having as much privacy as possible and I wouldn't want the government to know my profession.  For instance, I work under-the-table and claim no income.  It works well for me and different systems don’t communicate with each other, such as the IRS. I am very against having biometric information included; this could create many problems of discrimination.  Also, marital status is not any of the government’s business.

Although this person has a good point with privacy concerns, especially as they relate to biometric features and the marital status, it is not clear where he/she was going with the IRS claim.  Working under the table so as not to report any income and not pay any taxes is, after all, against the law. 

The second major concern was identity theft. It seems like having all the information in one place will increase the threat of identity theft.  No matter what encryption there is, people will figure out how to crack it.  People are concerned that eventually hackers will catch up with this technology and will be able to obtain all of an individual’s information, just by getting one card.  This also coincides with the problem of losing the card or having it stolen.  The time and hassle to get another card would be extremely annoying, and an individual would not have any form of ID or a way to pay for something.

The last reason why people are extremely against a smart card is because of discrimination reasons.  Depending on what would go on the card, people would be subject to discrimination because there might be a lot more check points or stops to make sure that an individual is a legal American citizen.  Today, as well as in the past, discrimination is a large problem and has led to countries abandoning their national ID card programs.

Conclusion
In conclusion, there are many concerns and opinions in relation to the idea of national ID/smart cards.  In the past, there have been many countries that have implemented a national ID, but there have been many problems because of what has been placed on the card.  If a national ID card was standardized and did not discriminate against any cultures, ethnicities, or religions, this card should and could be implemented in the future.  It is a little too early for a smart card to be implemented because, as the survey showed, Americans are not ready to have all of their biometric, financial, and health information on one card.  After a national ID is implemented, people will become more comfortable with a standardized card and will eventually not be as opposed to a smart card.  

As technology evolves, there are a lot more privacy issues with which Americans are concerned.  Citizens are not comfortable with the idea of having an RFID chip on them all the time since it would allow the government to follow them wherever they go.  People are worried that the government will use national ID/smart cards in violation of human rights laws, and will track and profile them with the use of these cards. In addition, people are worried that this will increase the number of cases of identity theft because it will be a lot easier to obtain an individual’s information by skimming techniques. Skimming already takes place in America today and all it would take is for a thief to skim your smart card and they would have all of your information.

On the other hand, there are numerous benefits of a National ID/smart card. It would create a standardized way for all American citizens to be recognized, which would help to cut back on illegal immigration and terrorism. If this technology is implemented, the government will be able to use these cards for tracking purposes, but they will use it to track illegal immigrants, terrorists, and thieves.  Inevitably, hackers will find a way to get into these cards, but technology will keep up with the hackers and will make it harder and harder for them to break the encryption.  With the RFID technology, if a card is lost, it will be easier to locate because the card will have a RFID chip.  An individual will report the missing card and a local authority will be able to track the location of the card.  In addition, with the technology of biometric recognition characteristics of fingerprinting, people will be able to put their finger against the card, and then the card would be able to detect whether or not it is the right person.  This type of technology is not going to be implemented in the next five years, but the idea of smart card usage in America is growing and people are becoming more aware and in favor of a national ID/smart card.
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