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1. Definitions and Abbreviations
Refer to Glossary and Definition of Terms document.
2. Related Documents

Please note that the following documents should also be reviewed

· Glossary and Definition of Terms
· Online Vending Processes Validation spreadsheet
· Server Functional/Technical requirements
· Client Functional/Technical specification

· XMLVend specification
· Eskom extensions for XMLVend
3. Introduction
This document outlines the processes that support the Eskom Online Vending System Use Cases. The document does not provide exhaustive detail, but aims to convey key functions in each process. All the Use Cases in this document map to legitimate XMLVend Use Cases. These Use Cases are defined in the generic “XMLVend” and “Eskom XMLVend Extensions” documents.
Note that there are potentially many other processes on the Server and on the Clients that are not directly related to the Use Cases, e.g. the Client encoding process of a magnetic token or meter card as well as many of the background processes on the Server.
This document must therefore be read in conjunction with the other defined documents for OVS.  
4. Principles for Use Cases

The following design principles have been applied:

· Endeavour to vend a token to the customer at all times. For example, a blind vend may be allowed if the customer provides sufficient information to produce the required token.

· Minimise the need for the customer to contact Eskom.

· The Online vending database is always the master and trusted data store. Except with respect to AT and TT data elements which are more accurate when provided from a meter card or old successful token. However, this database cannot be updated on the Server. Updated data must be imported from the Eskom CC & B system
· FBE tokens can only be issued for registered meters. It is a fair assumption that Eskom can claim the FBE subsidy if the meter is available on the Online Vending Database.

· To ensure that money for debt recovery is properly allocated, debt recovery can only be allowed if a valid account number has already been provided for the specific prepaid meter via a data download
· The detail design of the Use Cases is specified in the XMLVend specification.  That specification also includes the validations for optional and mandatory fields used.  

It is recommended that validation be performed by the client against the XMLVend schema before submission of any requests. This will improve the overall response time of the Client and prevent erroneous client requests that would fail in any case.  

It is further recommended that the Client validates the entries as they are entered, or alternatively remembers original data for correction if some fields failed Client validation. This will avoid having to retype all the entries if one field has failed validation. 
· The Online Vending Server does not support cancellations or reversals. It is the Client’s responsibility to track all XMLVend requests and ensure that responses are received for every request.  The Client must record/print unfulfilled requests and required reversals which will be used as input into a separate manual reconciliation and reversal process.  Also refer to the section on “Guaranteed Message Delivery Mechanism”
5. Business Rules

Not withstanding the business rules and specifications contained in this document, should the reader find the contents unclear, please seek clarification from Eskom.

6. Assumptions for Use Cases

· The vending station at the vendor is always an online Vending Client. This Client may sometimes have a Client-Server that translates the XMLVend communication into a proprietary interface but this action will be transparent to the Server.
· The meter serial number matches the meter where token will be entered

· The Server database is populated with registered (installed) meters only. (There may however be meters installed in the field, that are not yet registered on the Server database)
· The Use Case descriptions are described in terms of a vendor operated client that communicates directly with Eskom’s XMLVend server. Suppliers of alternative solutions should interpret the concept of vendor and client in terms of their own environment.
7. Guaranteed Message Delivery Mechanism

The Eskom Online Vending Server does not support transaction cancellations or reversals. Whenever a client request is processed successfully that request is recorded as a completed transaction and the results are permanent.

Some Use Case requests do not have any monetary (i.e. credit related) effects and can mostly be re-requested as many times as required by the Client.  However many Use Cases (like a normal purchase credit token request) will result in a credit deduction from the vendor account and such requests cannot be requested multiple times. There is instead a dedicated Use Case called “Issue Advise (last response)” that will allow a Client to retrieve a copy of an earlier transaction without causing any additional changes.

It is therefore the Client’s responsibility to ensure that a valid response is received for every request that has been submitted and processed by the Server. This can be done by following the guaranteed message delivery mechanism as described here.
The following Use Cases have monetary effects and the Client must ensure that a valid response is received for every one of these requests that are processed by the Server.
· Purchase Credit Token

· Meter Credit Transfer

· Pay Account (all types)

For the above Use cases, the Client must follow the following process:

1. When such a request is submitted, the Client must store the Message ID to non-volatile storage (with optionally some additional data from the request for possible Client use)

2. If no valid response for this request has been received from the Server after a preset time, the Client must revert to the timeout condition processing.  The specific timeout is typically configured manually on the Client and will depend on the specific design as well as the speed and reliability of the communication channel.
3. To process the timeout condition the Client submits the “Issue advice (last response)” Use Case request.   The Client must automatically populate the “Advice Request Message ID” field for the original request. A similar timeout period would apply.
4. If the Server architecture comprises multiple companion or failover Servers, the Server that is processing the “Issue Advice (last response)” must confirm from all other companion Servers whether the requested Message ID does indeed exist.
5. If any of the Servers processed the original request, the response would include a copy of the original response and the Client can process it exactly the same as the original request.
· The Vendor may hand this response to the customer same as the original as it will contain the same token and receipt.
· There is a chance the customer may have left before the request could have been completed.  In this case the Vendor’s credit account would have been reduced but the vendor probably did not receive any money from the customer.  The Vendor would then retain this auto-reprint receipt as proof of the transaction and his credit will be refunded via a manual reconciliation process at a later time. 
6. If none of the Servers processed the original request; it will respond with an exception that the request does not exist. The Client can then simply clear the outstanding Message ID from non-volatile storage and continue vending since this request was never processed.
7. If the Server that is processing the “Issue Advice (last response)” cannot confirm from all other companion Servers whether the requested Message was processed, an “Indeterminate Last Response” Exception Message will be returned to the Client. The Client must print out the error message and clear the outstanding Message ID from non-volatile storage.  The Vendor should retain the receipt for manual reconciliation.  
8. If the Server or communication channel has experienced an extended failure, it is possible that the “Issue advice (last response)” request from the Client would also time out.  The Client should then repeat the request.  The number of times that the Client must automatically continue to repeat the request is not defined, but the Client must never completely abort the request until a valid response (either positive or negative) has been received from the Server.
· If the communication has failed completely, the Client may be reset or powered down. However, after the Client has again established successful communication with the Server, it must first process any outstanding requests before continuing normal vending operations.

9. It is further the Client’s responsibility to ensure that all the requested Message IDs are unique.  It is therefore recommended that the Client record the Message ID for every request, even though the other types of Use Case Requests must not follow the above process.
· For the other Use Cases the Client must follow a similar timeout period as described above. However, instead of issuing an “Issue advice (last response)” request, the Client must simply display the error message as described for the specific Use Case and abort the process. In this case the Vendor can simply re-request the operation at a later time.

10. The Client must not have any manual means for the Vendor to invoke a new “Issue advice (last response)” request.

8. Generic Process for All STS Meter Specific Requests

These generic actions must be performed by the Server for every meter specific token request.  (Some additional checks are required for Vending which may not be required for other requests). 

1. The Vending Client / Vendor is connected, authenticated and authorized to vend
2. Validate XMLVend data as described in XMLVend specification. Should the validation fail go to Error message (as defined in the specific Use Cases).

3. Validate EAN number for Certificate on every request.  (This is necessary to prevent the Vendor using credit from someone else’s certificate after he has successfully signed on with his own Certificate)

4. Ensure the requested XMLVend request function is allowed for the specific vendor. (As configured under “Vendor Management” in the “Functional Requirements for the Eskom Server” )

5. Ensure enough and correct data exists for the specific function.  This must also include other basic checks like “Allowed to vend if meter data not on database?”, also min and max limits for vend etc.  These actions are further described in the respective Use Cases  

6. Ensure the requested Supply Group is allowed for the specific vendor (As configured under  “Vendor Management” in the “Functional Requirements for the Eskom Server”)

7. Multiple Key Revision Numbers (KRNs) may exist for a specific Supply Group.  These KRNs do not necessary follow in sequential order but each has an activation date. Some activation dates may be in the past while others may be in the future.  Before any Supply Group Code is used to generate an STS function, the Server must ensure that the KRN with the latest active date is used for the request. If the data supplied by the client is not for the latest active KRN, the Server must regard it as an incorrect Supply Group and take the necessary action as defined for such a scenario.

8. Multiple tariff entries may exist for a specific Tariff Index but each entry will have an activation date. Some activation dates may be in the past while others may be in the future.  Before the Tariff data is used to generate an STS function, the Server must ensure that the tariff entry with the latest active date is used for the request. (Tariffs are configured per Supply Group but is not KRN dependant)
9. If more than one STS token is requested for the same meter within one minute, the Server must automatically increment the STS token ID for that meter to ensure that all the tokens (except FBE tokens) have unique IDs.  

10. Some rounding of data may be required when tokens are made. This this is applicable for (but not limited to), Vend, FBE token, Debt recovery, Credit refund, Power limit. All rounding must be done to the nearest supported resolution and is always done in favour of the customer. This means for example that rounding for Vend will be upwards while rounding for Debt recovery will be downwards.
11. Log Transaction and other events e.g. any possible vend exception logs etc. Also record totals per SGC, per Client for commission and revenue calculation purposes. Refer to the “Functional Requirements for the Eskom Server” for more detailed information on this.
9. Use Cases

Note that several Use Cases are described twice in this document with some slight variations.  The reason for this apparent duplication is to clearly indicate the differences in processing required when the Client submits an XMLVend request that: (a) contains only the Meter serial number, or (b) contains all the Meter configuration information.

The following Use Cases apply to this condition:

· Purchase Credit Token

· Meter Credit Transfer

· Collect FBE

· Meter Specific Engineering Token

· Pay Debt

There are some additional minor variations/requirements when a Client submits all the Meter configuration information as track 2 Meter data, or when such data is submitted as individual fields. However both these scenarios are covered under the same Use Case Description for “All data”.
9.1 Purchase Credit Token (meter serial number only) Use Case

9.1.1 Scenario Description

This scenario covers the customer’s request for one or more Credit Tokens using only the meter’s serial number.

The Purchase Credit Token Use Case will automatically also investigate whether the meter number is eligible for FBE token issue, Fixed charges and for Debt Recovery and include them automatically where applicable.  The FBE, Fixed charges and Debt Recovery are therefore optional returns in the response from the Server.

9.1.2 Desired Outcome

· A new Purchase Credit token is created for the customer’s meter.
· If the customer/meter is so configured, the Server will also issue an FBE token and/or will recover outstanding fixed charges and/or debt.

· Credit transaction, Debt Recovery transaction, Fixed Charges transaction and FBE transaction are all recorded as separate entries on the Server database.
9.1.3 Participants

· Customer

· Vending Client

· Vendor
· Vending Server

9.1.4 Key Business Rules

· The vendor must have enough credit

· The vendor is configured for the required SGC.

· The Client must be configured to process this Use Case
· A Credit token will still be issued if the meter is not registered on the Server database.  However, the meter details will be logged in an exception log for later reporting to correct the CC & B database.

· If a customer is registered on the Server database, then the information configured on the Server database must be used when tokens are created (not the data entered)

· Credit tokens can be vended to meters that are not registered on the Server but the number of vends may be limited to a server configured value

· The credit energy type (i.e. resource) is defined in the respective tariff and may be in kWh or currency although all purchases must remain in Rand.

· FBE value is specified in the Benefit Indicator file for the meter. For currency vending, the FBE kWh value must be multiplied by the first block rate of the currency tariff, (round up).
· FBE tokens will not be issued to customers/meters that are not registered on the Server
· The sequence of payment allocation for a vend transaction will be: (1) Debt Recovery, (2) Fixed Charges, (3) Energy purchase

· Debt Recovery percentage is specified in the Benefit Indicator file for the meter and is calculated over the whole purchase amount.

· Debt Recovery will only be allowed if the meter is registered on the Server with a matching account number, to ensure proper allocation of recovered funds.

· Fixed Charges values are specified in the tariff file for the meter.

· Fixed Charges will be recovered if the respective tariff is configured for it, even if the meter is not registered on the Server.

· Fixed Charges are calculated according to the daily fixed charge as specified in the respective tariff. If a previous purchase for the meter exists, the duration must be calculated from the previous purchase (exclusive), until today’s date (inclusive). If no previous purchase exists but the meter is registered, the duration is calculated from the registration date (inclusive) until today’s date (inclusive). If no previous purchase exists and the meter is not registered, the fixed charge is only relevant for today’s date. 

· If the purchase amount is not sufficient for all the outstanding Fixed Charges, partial payment must also be allowed, even if it means the customer will not receive energy.

9.1.5 Workflow

	Step No
	Client
	Server

	1
	The Vendor must enter the following fields on the Client, as typically obtained from an old token

· Meter serial number (for which the credit must be encoded)
· The required Rand value
	

	2
	Confirm if STS data valid?

· Meter serial number is 11a to 13a digits (i.e. a standard number format)

If not, display message similar to Exception Message 040001 Invalid / Missing parameters required to submit the request
· Branch to step 1
	

	3
	Confirm if Luhn check digit correct on meter serial number

If not, display message similar to Exception Message 040000 MSNO fails the meter check digit validation
· Branch to step 1
	

	4
	Confirm if other data valid?

· Rand value correct format
If not, display message similar to Exception Message 040001 Invalid / Missing parameters required to submit the request
· Branch to step 1
	

	5
	Create XMLVend Request

· Create Purchase Credit Token Use Case request with the above data only

· Save the Message ID to non-volatile storage.
· Submit request
	

	6
	
	Identify language to respond in:

· code in SOAP header field “locale”
If not present or unsupported use English

· Confirm if XMLVend request supported?
If not, return error response with Exception Message 010031 XMLVend Request not supported on server
· Branch to step 1

	7
	
	Perform XMLVend Schema and Eskom specialisation validation

· Meter serial number 11a to 13a
· Rand value 
If validation fail, return error response with Exception Message 010002 Schema invalid parameters supplied for request
· Branch to step 1

	8
	
	Verify the Client ID 

· Confirm that the Client ID (EAN number) matches the Common Name field in the Client Certificate for the current SSL session
If not, return error response with Exception Message 050000 Client ID (EAN Number) doesn’t match Client ID on certificate
· Branch to step 1

	9
	
	Verify if Message ID for the Request is unique 

· Confirm that the Message ID for this Client (EAN number) does not exist on the Server
If not, return error response with Exception Message 020000 Message ID not unique
· Branch to step 1

	10
	
	Verify if Message ID for the Request has not expired 

· Confirm that the Message ID for this Client (EAN number) has not already been advised as not processed. (Such action must preclude later processing of same Message ID)
If already advised, return error response with Exception Message 020001 Expired MsgID, message has been advised
· Branch to step 1

	11
	
	Ensure Vendor is registered and not blocked
· Confirm that Client ID registered and that a valid vendor account exists

· Confirm that CDU ID block flag not set 

If not, return error response with Exception Message 010032 Client ID not registered or blocked
· Branch to step 1

	12
	
	Verify if Client ID configured for this function
· Confirm that Purchase Credit Token is enabled for the specific Client ID

 If not, return error response with Exception Message 010001 Client not configured for this function
· Branch to step 1

	13
	
	Confirm if Luhn check digit correct for meter serial number

If not, return error response with Exception Message 010006 MSNO fails meter check digit validation
· Branch to step 1

	14
	
	Verify that Meter exist in database

· If exist, clear any count that may exist for “purchase unregistered times”
If not, return error response with Exception Message 010017 Insufficient meter data / meter not registered, require additional info
· Branch to step 1

	15
	
	Confirm that other STS data for this meter valid

· Supply Group Code for meter exist and valid

· Key Revision for meter exist and valid

· Tariff Index for meter exist and valid

· Algorithm Technology for meter exist and valid

· Token Technology for meter exist

If not, return error response with Exception Message 010005 STS Data Not Valid
· Branch to step 1

	16
	
	Confirm that Vendor authorised for this Supply Group Code

If not, return error response with Exception Message 010000 Client not configured for SGC
· Branch to step 1

	17
	
	Confirm that Client can vend with manual entry

· Ensure “Swipe card only” configuration not set for the Client ID (this is a “number only” based request)
· Ensure the client did not include Track 2 data in request
If not, return error response with Exception Message 010020 Require Meter Card
· Branch to step 1

	18
	
	Confirm that more recent meter data has not been received on the database

· The “New meter data” flag is only set when different data is downloaded for SGC, KRN or TI
If this flag is set, return error response with Exception Message 010012 More recent meter data received on database
· Branch to step 1

	19
	
	Confirm that meter has not been blocked for purchasing
· If the “Customer Block” flag is set, the transaction cannot continue
If this flag is set, return error response with Exception Message 010011 Meter blocked
· Branch to step 1

	20
	
	Confirm if the customer qualifies for FBE
· The FBE indicator for the meter may be from the Benefit Indicator Table or directly from the Tariff Index table (depending on the configuration for the relevant Supply Group)

· The FBE kWh to issue is shown in these same tables

· For currency FBE the amount must be calculated from the kWh value

If customer not eligible for FBE, include warning message in response with Warning Message 060000 Meter not configured on an FBE Tariff
· Branch to step 21

	21
	
	Confirm that other data is valid

· Rand value requested must be equal or between the global configured values for minimum and maximum Rand value for sales
If not, return error response with Exception Message 010008 Other parameters invalid for request
· Branch to step 1

	22
	
	Ensure the tariff rate with the latest active date is used (to calculate Rand amount on receipt and credit deduction)

	23
	
	Confirm that the vendor (Client ID account) has enough Credit
· Available credit - required Rand amount > credit limit for Client ID

If not, return error response with Exception Message 010010 Not enough Credit available for Vendor
· Branch to step 1

	24
	
	Confirm if the customer qualifies for Debt Recovery
· For Debt recovery, the outstanding debt balance must be greater than zero

· For overrecovery, the outstanding debt balance must be less than zero

· The Debt Recovery indication for the meter must match the Benefit Indicator Table
· The method and amount to recover is shown in this same table

If customer not eligible for Debt Recovery or Refund, simply skip this step 

· Branch to step 28

	25
	
	Ensure that an account number exists for this meter in the downloaded customer data

If not, log a CC&B exception as “no account number” along with all the meter configuration data
· Branch to step 28

	26
	
	For Debt recovery, deduct vendor (Client ID account) credit
· Available credit – Debt Recovery Rand amount
For Overrecovery, do nothing

	27
	
	Create Account payment transaction for the debt recovery or Overrecovery transaction for refund
For Debt recovery

· Log debt recovery transaction in the Transaction database as Account Payment transaction type.
· Include the account number

· Transaction code for debt recovery 9240

	28
	
	Confirm if the customer qualifies for Fixed Charges
· For fixed charges the value is specified in the relevant tariff

If customer not eligible for Fixed Charges, simply skip this step 

· Branch to step 31

	29
	
	For Fixed Charges, deduct vendor (Client ID account) credit

· Available credit – Fixed Charges Rand amount

	30
	
	Create payment transaction for the fixed charges

· Log fixed charges transaction in the Transaction database as Fixed Charges transaction type.

· Transaction code 9270

	31
	
	Create the first token(s)
· Create an STS credit token (either in kWh or in currency) for : Rand value requested, minus Debt Recovered amount and Fixed Charges amount.
· If Overrecovery required, create STS (refund) token as a normal credit token

	32
	
	Deduct vendor (Client ID account) credit
Available credit - vended Rand amount

	33
	
	Log transaction in transaction database
· Transaction code for kWh 9230, currency 9260 

For Overrecovery

· Log Overrecovery transaction in the Transaction database as Ajustment transaction type

· Include the account number

· Transaction code for over recovery kWh 9238, currency 9268

	34
	
	Confirm whether this is the first purchase this month for this meter

· If first purchase, also confirm if customer qualifies for FBE

If not, eligible for FBE, simply skip this step 

· Branch to step 37

	35
	
	Create the second token(s)

· Create an STS credit token for the FBE kWh or currency value.

	36
	
	Log transaction in transaction database
· Transaction code code for kWh 9236, currency 9266

	37
	
	Send Response

Purchase Credit Token Use Case Response

· May optionally include FBE token and also Debt Recovery, Fixed Charge or Overrecovery transaction

	38
	If a valid response received within time X,

· Clear the Message ID
If not, display message similar to Exception Message 040003 Transaction timed out. Requesting Last Response (auto-reprint)
· Branch to Use Case Issue Advice (last response)
· Process ends

(X is configured on the Client and will depend on manufacturer’s design as well as quality and speed of the communications network)
	

	39
	If Client can produce a token for this token technology

· Produce Token
· Process completed
If not, still print the numeric token

· Display message similar to Warning Message 080000 Token Technology for Credit Token not supported (Reprint)
· Process completed
	


9.2 Purchase Credit Token (all data) Use Case

9.2.1 Scenario Description

This scenario covers the customer’s request for one or more Credit Tokens for his or her prepayment meter. The customer provides all meter configuration information (MSNO, SGC, KRN, TI, TT, AT) from a meter card or manually entered from an old token.
The Purchase Credit Token Use Case will automatically also investigate whether the meter number is eligible for FBE token issue, Fixed charges and for Debt Recovery and include them automatically where applicable.  The FBE, Fixed charges and Debt Recovery are therefore optional returns in the response from the Server.

9.2.2 Desired Outcome

· A new Purchase Credit token is created for the customer’s meter.

· If the customer/meter is so configured, the Server will also issue an FBE token and/or will recover outstanding fixed charges and/or debt.

· Credit transaction, Debt Recovery transaction, Fixed Charges transaction and FBE transaction are all recorded as separate entries on the Server database.
9.2.3 Participants

· Customer

· Vending Client

· Vendor
· Vending Server

9.2.4 Key Business Rules

· The vendor must have enough credit

· The vendor is configured for the required SGC.

· The Client must be configured to process this Use Case.
· While there are two options for the Client to provide the meter information (as swipe card track 2 data, or as individual fields) these options are mutually exclusive. To ensure that this data can be used correctly on the Server for later decisions, the Server shall not allow requests where both these options are submitted in the same request.

· A Credit token will still be issued if the meter is not registered on the Server database.  However, the meter details will be logged in an exception log for later reporting to correct the CC & B database.

· If a customer is registered on the Server database, then the information configured on the Server database must be used when tokens are created (not the data entered)

· Credit tokens can be vended to meters that are not registered on the Server but the number of vends may be limited to a server configured value.
· The credit energy type (i.e. resource) is defined in the respective tariff and may be in kWh or currency although all purchases must remain in Rand.

· FBE value is specified in the Benefit Indicator file for the meter. For currency vending, the FBE kWh value must be multiplied by the first block rate of the currency tariff, (round up).

· FBE tokens will not be issued to customers/meters that are not registered on the Server

· The sequence of payment allocation for a vend transaction will be: (1) Debt Recovery, (2) Fixed Charges, (3) Energy purchase

· Debt Recovery percentage is specified in the Benefit Indicator file for the meter and is calculated over the whole purchase amount.

· Debt Recovery will only be allowed if the meter is registered on the Server with a matching account number, to ensure proper allocation of recovered funds.

· Fixed Charges values are specified in the tariff file for the meter.

· Fixed Charges will be recovered if the respective tariff is configured for it, even if the meter is not registered on the Server.

· Fixed Charges are calculated according to the daily fixed charge as specified in the respective tariff. If a previous purchase for the meter exists, the duration must be calculated from the previous purchase (exclusive), until today’s date (inclusive). If no previous purchase exists but the meter is registered, the duration is calculated from the registration date (inclusive) until today’s date (inclusive). If no previous purchase exists and the meter is not registered, the fixed charge is only relevant for today’s date. 

· If the purchase amount is not sufficient for all the outstanding Fixed Charges, partial payment must also be allowed, even if it means the customer will not receive energy.
9.2.5 Workflow

	Step No.
	Client
	Server

	1
	The Vendor must enter the following fields on the Client, as typically obtained from a Meter Card or old token

· Meter serial number (for which the credit must be encoded)
· Supply Group Code

· Key revision number

· Tariff Index

· Algorithm Technology

· Token Technology

· The required Rand value
	

	2
	If this data is entered manually, confirm if STS data valid?
· Meter serial number is 11a to 13a digits (i.e. a standard number format)
· Supply Group is 6n

· Key revision number is 1n

· Tariff Index is 2n

· Algorithm and Token technology each 2n or selected from a defined list

If entered via a meter card, only confirm that the CRC on the card is correct.
If not, display message similar to Exception Message 040001 Invalid / Missing parameters required to submit the request
· Branch to step 1
	

	3
	If not entered via Meter Card, confirm if Luhn check digit correct on meter serial number

If not, display message similar to Exception Message 040000 MSNO fails the meter check digit validation
· Branch to step 1
	

	4
	Confirm if other data valid?

· Rand value correct format
If not, display message similar to Exception Message 040001 Invalid / Missing parameters required to submit the request
· Branch to step 1
	

	5
	Create XMLVend Request

· Create Purchase Credit Token Use Case request with all the above data

· If the meter configuration information was entered manually, those fields must be submitted and the data must not be assembled into a simulated meter card data track.

· If the meter configuration information was supplied from a meter card, only the complete track 2 data must be submitted and the data must not be extracted into the various individual fields as well.  This is required by the server to identify how meter information was entered.

· Save the Message ID to non-volatile storage.
· Submit request
	

	6
	
	Identify language to respond in:

· code in SOAP header field “locale”
If not present or unsupported use English

· Confirm if XMLVend request supported?
If not, return error response with Exception Message 010031 XMLVend Request not supported on server
· Branch to step 1

	7
	
	Perform XMLVend Schema and Eskom specialisation validation

· Meter serial number 11a to 13a
· Supply Group 6n

· Key revision number 1n

· Tariff Index 2n

· Algorithm and Token technology each 2n
· Rand value 
If validation fail, return error response with Exception Message 010002 Schema invalid parameters supplied for request
· Branch to step 1

	8
	
	Verify the Client ID 

· Confirm that the Client ID (EAN number) matches the Common Name field in the Client Certificate for the current SSL session
If not, return error response with Exception Message 050000 Client ID (EAN Number) doesn’t match Client ID on certificate
· Branch to step 1

	9
	
	Verify if Message ID for the Request is unique 

· Confirm that the Message ID for this Client (EAN number) does not exist on the Server
If not, return error response with Exception Message 020000 Message ID not unique
· Branch to step 1

	10
	
	Verify if Message ID for the Request has not expired 

· Confirm that the Message ID for this Client (EAN number) has not already been advised as not processed. (Such action must preclude later processing of same Message ID)
If already advised, return error response with Exception Message 020001 Expired MsgID, message has been advised
· Branch to step 1

	11
	
	Ensure Vendor is registered and not blocked
· Confirm that Client ID registered and that a valid vendor account exists

· Confirm that CDU ID block flag not set 

If not, return error response with Exception Message 010032 Client ID not registered or blocked
· Branch to step 1

	12
	
	Verify if Client ID configured for this function
· Confirm that Purchase Credit Token is enabled for the specific Client ID

 If not, return error response with Exception Message 010001 Client not configured for this function
· Branch to step 1

	13
	
	Confirm if Luhn check digit correct for Meter serial number

If not, return error response with Exception Message 010006 MSNO fails meter check digit validation
· Branch to step 1

	14
	
	Verify that Meter exist in database

· If exist, clear any count that may exist for “purchase unregistered times”
If not, log a CC&B exception as “Meter does not exist in DB” along with all the meter configuration data
· Branch to step 15

	15
	
	Confirm that other STS data for this meter valid

· Supply Group Code for meter exist and valid

· Key Revision for meter exist and valid

· Tariff Index for meter exist and valid

· Algorithm Technology for meter exist and valid

· Token Technology for meter exist

If not, return error response with Exception Message 010005 STS Data Not Valid
· Branch to step 1

	16
	
	Confirm that Vendor authorised for this Supply Group Code

If not, return error response with Exception Message 010000 Client not configured for SGC
· Branch to step 1

	17
	
	If Track 2 data not present in request (i.e. data entered manually on Client), confirm that Client can vend with manual entry

· Ensure “Swipe card only” configuration not set for the Client ID
If only swipe card allowed for Client, return error response with Exception Message 010020 Require Meter Card
· Branch to step 1

	18
	
	Confirm if the supplied STS meter data is the same as the data on the database.

· If this meter is not on database, or if  supplied data the same as on database, continue normally
If database data different from STS data submitted, return error response with Exception Message 010012 More recent meter data received on database
Branch to step 1

	19
	
	Confirm that meter has not been blocked for purchasing
· If the “Customer Block” flag is set, the transaction cannot continue
If this flag is set, return error response with Exception Message 010011 Meter blocked
· Branch to step 1

	20
	
	If meter not registered on the dataset confirm that the total number of  vends for this meter <= X
· Increment total vends for this meter if < X

· Include Warning Message 060005 Limited Purchases left
If number of vends > X

· Log new CC&B exception state “All grace purchases used-meter not on DB” along with all the meter configuration information

· Return error response with Exception Message 010019 All Grace Purchases used
· Branch to step 1
X is a server configuration for the number of times that a customer can purchase unregistered.

	21
	
	Confirm if the customer qualifies for FBE
· The FBE indicator for the meter may be from the Benefit Indicator Table or directly from the Tariff Index table (depending on the configuration for the relevant Supply Group)

· The FBE kWh to issue is shown in these same tables

· For currency FBE the amount must be calculated from the kWh value

If customer not eligible for FBE or if meter not on database, include warning message in response with Warning Message 060000 Meter not configured on an FBE Tariff
· Branch to step 22

	22
	
	Confirm if the supplied Algorithm Tech and Token Type the same as the data on the database.

· If this meter is not on database, or if  supplied data the same as on database, continue normally
If database data different from the data submitted, use instead the data submitted for these two fields (not the database data)

· Log a CC&B exception with all the meter configuration data from the database as well as the data submitted
· Branch to step 23

	23
	
	Confirm that other data is valid

· Rand value requested must be equal or between the global configured values for minimum and maximum Rand value for sales

If not, return error response with Exception Message 010008 Other parameters invalid for request
· Branch to step 1

	24
	
	Confirm that the key revision to use for the requested supply group has the latest effective date.

If there is a key revision with a later (and already effective) date, return error response with Exception Message 010021 KRN for SGC has expired. Update Meter Key
· Branch to step 1

	25
	
	Ensure the tariff rate with the latest active date is used (to calculate Rand amount on receipt and credit deduction)

	26
	
	Confirm that the vendor (Client ID account) has enough Credit
· Available credit - required Rand amount > credit limit for Client ID

If not, return error response with Exception Message 010010 Not enough Credit available for Vendor
· Branch to step 1

	27
	
	Confirm if the customer qualifies for Debt Recovery
Confirm if the customer qualifies for Debt Recovery
· For Debt recovery, the outstanding debt balance must be greater than zero

· For overrecovery, the outstanding debt balance must be less than zero

· The Debt Recovery indication for the meter must match the Benefit Indicator Table
· The method and amount to recover is shown in this same table
If customer not eligible for Debt Recovery or Refund, simply skip this step 

· Branch to step 31

	28
	
	Ensure that an account number exists for this meter in the downloaded customer data

If not, log a CC&B exception as “no account number” along with all the meter configuration data
· Branch to step 31

	29
	
	For Debt recovery, deduct vendor (Client ID account) credit

· Available credit – Debt Recovery Rand amount

· For Overrecovery, do nothing

	30
	
	Create Account payment transaction for the debt recovery or Overrecovery transaction for refund

For Debt recovery

· Log debt recovery transaction in the Transaction database as Account Payment transaction type.

· Include the account number

· Transaction code for debt recovery 9240

	31
	
	Confirm if the customer qualifies for Fixed Charges
· For fixed charges the value is specified in the relevant tariff

If customer not eligible for Fixed Charges, simply skip this step 

· Branch to step 34

	32
	
	For Fixed Charges, deduct vendor (Client ID account) credit

· Available credit – Fixed Charges Rand amount

	33
	
	Create payment transaction for the fixed charges

· Log fixed charges transaction in the Transaction database as Fixed Charges transaction type.

· Transaction code 9270

	34
	
	Create the first token(s)
· Create an STS credit token (either in kWh or in currency) for : Rand value requested, minus Debt Recovered amount and Fixed Charges amount.
· If Overrecovery required, create STS (refund) token as a normal credit token

	35
	
	Deduct vendor (Client ID account) credit
Available credit - vended Rand amount

	36
	
	Log transaction in transaction database
· Transaction code for kWh 9230, currency 9260 

For Overrecovery

· Log Overrecovery transaction in the Transaction database as Ajustment transaction type

· Include the account number

· Transaction code for over recovery kWh 9238, currency 9268 

Clear any “New meter data” flag that might exist on the database for this meter. (This is required since the data might have been changed on the system and this flag set, but the customer could have already updated the meter via another channel to be the same as the database.)

	37
	
	Confirm whether this is the first purchase this month for this meter

· If first purchase, also confirm if customer qualifies for FBE

If not, eligible for FBE, simply skip this step 

· Branch to step 40

	38
	
	Create the second token(s)

· Create an STS credit token for the FBE kWh or currency value.

	39
	
	Log transaction in transaction database
· Transaction code code for kWh 9236, currency 9266

	40
	
	Send Response

Purchase Credit Token Use Case Response

· May optionally include FBE token and also Debt Recovery, Fixed Charge or Overrecovery transaction

	41
	If a valid response received within time X,

· Clear the Message ID
If not, display message similar to Exception Message 040003 Transaction timed out. Requesting Last Response (auto-reprint)
· Branch to Use Case Issue Advice (last response)
· Process ends

(X is configured on the Client and will depend on manufacturer’s design as well as quality and speed of the communications network)
	

	42
	If Client can produce a token for this token technology

· Produce Token
· Process completed
If not, still print the numeric token

· Display message similar to Warning Message 080000 Token Technology for Credit Token not supported (Reprint)
· Process completed
	


9.3 Meter Credit Transfer (meter serial number only) Use Case

9.3.1 Scenario Description

This scenario covers the customer’s request for a Meter Credit Transfer Token for his or her prepayment meter. The customer provides only the meter serial number.

The meter credit transfer Use Case refers to the replacement transaction.  A meter credit transfer token is only vended when a faulty meter has been replaced in the field and the customer now requires a token for the credit that remained on his old meter, to enter it into the new meter.   
This Use Case will still decrement the vendor’s credit (PSG) and the original meter change-out slip must be retained so that a manual reconciliation and refund of this credit to the vendor can be done at a later stage.  The meter change-out slip must contain the new meter serial number, the old meter serial number, the kWh or currency to transfer, a reference number for the slip and a valid signature from the field service representative.
9.3.2 Desired Outcome

· A new Meter Credit Transfer token is created which replace the amount of electricity on the customer’s meter before the meter was replaced. 
· The vendor retains the original meter change-out slip for manual credit reconciliation.
9.3.3 Participants

· Customer

· Vending Client

· Vendor
· Vending Server

9.3.4 Key Business Rules

· Credit is deducted for this, therefore the vendor must have sufficient credit

· The vendor is configured for the required SGC.

· The Client must be configured to process this Use Case

· If a customer is registered on the Server database, then the information configured on the Server database must be used when tokens are created.

· A Meter Credit Transfer token will still be issued if the meter is not registered on the Server as many times as required. No meter details will be logged in an exception log.

· Meter Credit Transfer tokens can be requested for kWh amounts or for currency amounts

· The credit amount must first be manually converted to the correct credit format as defined by the respective tariff for the new meter, i.e. in kWh or Currency.

· If the tariff is for an incline block rate, the first block must be used for the credit conversion. For a time of use tariff, the standard rate tariff must be used.
· Debt recovery, Fixed Charges and FBE will not be included in Meter Credit Transfer transactions.
9.3.5 Workflow

	Step No.
	Client
	Server

	1. 
	The Vendor must enter the following fields on the Client, as obtained from the Change-out slip

· New meter serial number (for which the credit must be encoded)
The rest of the information must be entered as obtained from the Change-out slip

· The energy amount in kWh or currency in Rand.
· Old meter serial number
· The reference number for the change-out slip
	

	2. 
	Confirm if STS data valid?

· New meter serial number is 11a to 13a digits (i.e. a standard number format)

If not, display message similar to Exception Message 040001 Invalid / Missing parameters required to submit the request
· Branch to step 1
	

	3. 
	Confirm if Luhn check digit correct on meter serial number

If not, display message similar to Exception Message 040000 MSNO fails the meter check digit validation
· Branch to step 1
	

	4. 
	Confirm if other data valid?

· KWh energy for token “nnn.n”

· Currency for token “nnnn.nn”

· Old meter serial number 11a to 13a
· Ref no 3a to 8a

If not, display message similar to Exception Message 040001 Invalid / Missing parameters required to submit the request
· Branch to step 1
	

	5. 
	Create XMLVend Request

· Create Meter Credit Transfer Token Use Case request with the above data only

· Save the Message ID to non-volatile storage.
· Submit request
	

	6. 
	
	Identify language to respond in:

· code in SOAP header field “locale”
If not present or unsupported use English

· Confirm if XMLVend request supported?
If not, return error response with Exception Message 010031 XMLVend Request not supported on server
· Branch to step 1

	7. 
	
	Perform XMLVend Schema and Eskom specialisation validation

· Meter serial number 11a to 13a
· kWh energy for token “nnn.nn”

· Currency for token “nnnn.nn”
· Old Meter serial number 11a to 13a
· Ref No 3a to 8a

If validation fail, return error response with Exception Message 010002 Schema invalid parameters supplied for request
· Branch to step 1

	8. 
	
	Verify the Client ID 

· Confirm that the Client ID (EAN number) matches the Common Name field in the Client Certificate for the current SSL session
If not, return error response with Exception Message 050000 Client ID (EAN Number) doesn’t match Client ID on certificate
· Branch to step 1

	9. 
	
	Verify if Message ID for the Request is unique 

· Confirm that the Message ID for this Client (EAN number) does not exist on the Server

If not, return error response with Exception Message 020000 Message ID not unique
· Branch to step 1

	10. 
	
	Verify if Message ID for the Request has not expired 

· Confirm that the Message ID for this Client (EAN number) has not already been advised as not processed. (Such action must preclude later processing of same Message ID)

If already advised, return error response with Exception Message 020001 Expired MsgID, message has been advised
· Branch to step 1

	11. 
	
	Ensure Vendor is registered and not blocked
· Confirm that Client ID registered and that a valid vendor account exists

· Confirm that CDU ID block flag not set 

If not, return error response with Exception Message 010032 Client ID not registered or blocked
· Branch to step 1

	12. 
	
	Verify if Client ID configured for this function
· Confirm that Meter Credit Transfer Token is enabled for the specific Client ID

 If not, return error response with Exception Message 010001 Client not configured for this function
· Branch to step 1

	13. 
	
	Confirm if Luhn check digit correct for new Meter serial number

If not, return error response with Exception Message 010006 MSNO fails meter check digit validation
· Branch to step 1

	14. 
	
	Verify that new Meter exist in database

If not, return error response with Exception Message 010017 Insufficient meter data / meter not registered, require additional info
· Branch to step 1

	15. 
	
	Confirm that other STS data for this  (new) meter valid

· Supply Group Code for meter exist and valid

· Key Revision for meter exist and valid

· Tariff Index for meter exist and valid

· Algorithm Technology for meter exist and valid

· Token Technology for meter exist

If not, return error response with Exception Message 010005 STS Data Not Valid
· Branch to step 1

	16. 
	
	Confirm that Vendor authorised for this Supply Group Code

If not, return error response with Exception Message 010000 Client not configured for SGC
· Branch to step 1

	17. 
	
	Confirm that Client can vend with manual entry

· Ensure “Swipe card only” configuration not set for the Client ID (this is a “number only” based request)
· Ensure the client did not include Track 2 data in request
If not, return error response with Exception Message 010020 Require Meter Card
· Branch to step 1

	18. 
	
	Confirm that more recent meter data has not been received on the database

· The “New meter data” flag is only set when different data is downloaded for SGC, KRN or TI
If this flag is set, return error response with Exception Message 010012 More recent meter data received on database
· Branch to step 1

	19. 
	
	Confirm that other data is valid

· kWh requested must be less than the global configured value for maximum kWh transfer

· Currency requested must be less than the global configured value for maximum currency transfer

If not, return error response with Exception Message 010008 Other parameters invalid for request
· Branch to step 1

	20. 
	
	Ensure the tariff rate with the latest active date is used (to calculate Rand amount on receipt and credit deduction)

	21. 
	
	Confirm that the vendor (Client ID account) has enough Credit
· Available credit - required Rand amount > credit limit for Client ID

If not, return error response with Exception Message 010010 Not enough Credit available for Vendor
· Branch to step 1

	22. 
	
	Create the first token
· Create an STS credit token for the kWh or currency value requested

	23. 
	
	Deduct vendor (Client ID account) credit
· Available credit - required Rand amount

	24. 
	
	Log transaction in transaction database
· Transaction code for kWh 9235, currency 9265 

	25. 
	
	Send Response

· Meter Credit Transfer Token Use Case Response

	26. 
	If a valid response received within time X,

· Clear the Message ID
If not, display message similar to Exception Message 040003 Transaction timed out. Requesting Last Response (auto-reprint)
· Branch to Use Case Issue Advice (last response)
· Process ends

(X is configured on the Client and will depend on manufacturer’s design as well as quality and speed of the communications network)
	

	27. 
	If Client can produce a token for this token technology
· Produce Token
· Process completed
If not, still print the numeric token

· Display message similar to Warning Message 080000 Token Technology for Credit Token not supported (Reprint)
· Process completed
	


9.4 Meter Credit Transfer (all data) Use Case

9.4.1 Scenario Description

This scenario covers the customer’s request for a Meter Credit Transfer Token for his or her prepayment meter. The customer provides meter configuration information (MSNO, SGC, KRN, TI, TT, AT) from a meter card or an old token

The meter credit transfer Use Case refers to the replacement transaction.  A meter credit transfer token is only vended when a faulty meter has been replaced in the field and the customer now requires a token for the credit that remained on his old meter, to enter it into the new meter.   

This Use Case will still decrement the vendor’s credit (PSG) and the original meter change-out slip must be retained so that a manual reconciliation and refund of this credit to the vendor, can be done at a later stage.  The meter change-out slip must contain the new meter serial number, the old meter serial number, the kWh or currency to transfer, a reference number for the slip and a valid signature from the field service representative.

The only difference between this Use Case and the previous Use Case is that here the Vendor provides all the necessary configuration information for the meter. This information may be manually entered from an old token or may be entered via the meter swipe card.  The Vendor will often need to use this option if the meter does not yet exist on the Server database.

9.4.2 Desired Outcome

· A new meter credit transfer token is created which replace the amount of electricity on the customers meter before the meter was replaced. 

· The vendor retains the original meter change-out slip for manual credit reconciliation.

9.4.3 Participants

· Customer

· Vending Client

· Vendor
· Vending Server

9.4.4 Key Business Rules

· Credit is deducted for this, therefore the vendor must have sufficient credit

· The vendor is configured for the required SGC.

· The Client must be configured to process this Use Case

· While there are two options for the Client to provide the meter information (as swipe card track 2 data, or as individual fields) these options are mutually exclusive. To ensure that this data can be used correctly on the Server for later decisions, the Server shall not allow requests where both these options are submitted in the same request.

· If a customer is registered on the Server database, then the information configured on the Server database must be used when tokens are created.

· A Meter Credit Transfer token will still be issued if the meter is not registered on the Server as many times as required. No meter details will be logged in an exception log.

· Meter Credit Transfer tokens can be requested for kWh amounts or for currency amounts

· The credit amount must first be manually converted to the correct credit format as defined by the respective tariff for the new meter, i.e. in kWh or Currency.

· If the tariff is for an incline block rate, the first block must be used for the credit conversion. For a time of use tariff, the standard rate tariff must be used.

· Debt recovery, Fixed Charges and FBE will not be included in Meter Credit Transfer transactions.
9.4.5 Workflow

	Step No.
	Client
	Server

	1. 
	The Vendor must manually enter the following fields on the Client, from an old token (or other source) or alternatively by swiping the meter card for the new meter:

· New meter serial number (for which the credit must be encoded)
· Supply Group Code

· Key revision number

· Tariff Index

· Algorithm Technology

· Token Technology

The rest of the information must be entered as obtained from the Change-out slip

· The energy amount in kWh or currency in Rand.
· Old meter serial number
· The reference number for the change-out slip
	

	2. 
	If this data is entered manually, confirm if STS data valid?

· New meter serial number is 11a to 13a digits (i.e. a standard number format)
· Supply Group is 6n

· Key revision number is 1n

· Tariff Index is 2n

· Algorithm and Token technology each 2n or selected from a defined list

If entered via a meter card, only confirm that the CRC on the card is correct.
If not, display message similar to Exception Message 040001 Invalid / Missing parameters required to submit the request
· Branch to step 1
	

	3. 
	Confirm if Luhn check digit correct on meter serial number if entered manually
If not, display message similar to Exception Message 040000 MSNO fails the meter check digit validation
· Branch to step 1
	

	4. 
	Confirm if other data valid?

· KWh energy for token “nnn.nn”

· Currency for token “nnnn.nn”

· Old meter serial number 11a to 13a
· Ref no 3a to 8a

If not, display message similar to Exception Message 040001 Invalid / Missing parameters required to submit the request
· Branch to step 1
	

	5. 
	Create XMLVend Request

· Create Meter Credit Transfer Token Use Case request with all the above data

· If the meter configuration information was entered manually, those fields must be submitted and the data must not be assembled into a simulated meter card data track.
· If the meter configuration information was supplied from a meter card, only the complete track 2 data must be submitted and the data must not be extracted into the various individual fields as well.  This is required by the server to identify how meter information was entered.

· Save the Message ID to non-volatile storage.
· Submit request
	

	6. 
	
	Identify language to respond in:

· code in SOAP header field “locale”
If not present or unsupported use English

· Confirm if XMLVend request supported?
If not, return error response with Exception Message 010031 XMLVend Request not supported on server
· Branch to step 1

	7. 
	
	Perform XMLVend Schema and Eskom specialisation validation

· Meter serial number 11a to 13a
· Supply Group 6n

· Key revision number 1n

· Tariff Index 2n

· Algorithm and Token technology each 2n
· kWh energy for token  “nnn.nn”

· Currency for token “nnnn.nn”
· Old Meter serial number 11a to 13a
· Ref No 3a to 8a

If validation fail, return error response with Exception Message 010002 Schema invalid parameters supplied for request
· Branch to step 1

	8. 
	
	Verify the Client ID 

· Confirm that the Client ID (EAN number) matches the Common Name field in the Client Certificate for the current SSL session
If not, return error response with Exception Message 050000 Client ID (EAN Number) doesn’t match Client ID on certificate
· Branch to step 1

	9. 
	
	Verify if Message ID for the Request is unique 

· Confirm that the Message ID for this Client (EAN number) does not exist on the Server
If not, return error response with Exception Message 020000 Message ID not unique
· Branch to step 1

	10. 
	
	Verify if Message ID for the Request has not expired 

· Confirm that the Message ID for this Client (EAN number) has not already been advised as not processed. (Such action must preclude later processing of same Message ID)
If already advised, return error response with Exception Message 020001 Expired MsgID, message has been advised
· Branch to step 1

	11. 
	
	Ensure Vendor is registered and not blocked
· Confirm that Client ID registered and that a valid vendor account exists

· Confirm that CDU ID block flag not set 

If not, return error response with Exception Message 010032 Client ID not registered or blocked
· Branch to step 1

	12. 
	
	Verify if Client ID configured for this function
· Confirm that Meter Credit Transfer Token is enabled for the specific Client ID

 If not, return error response with Exception Message 010001 Client not configured for this function
· Branch to step 1

	13. 
	
	Confirm if Luhn check digit correct for the new Meter serial number

If not, return error response with Exception Message 010006 MSNO fails meter check digit validation
· Branch to step 1

	14. 
	
	Confirm that other STS data for this (new) meter valid

· Supply Group Code exist and valid

· Key Revision exist and valid

· Tariff Index exist and valid

· Algorithm Technology exist and valid

· Token Technology exist

If not, return error response with Exception Message 010005 STS Data Not Valid
· Branch to step 1

	15. 
	
	Confirm that Vendor authorised for this Supply Group Code

If not, return error response with Exception Message 010000 Client not configured for SGC
· Branch to step 1

	16. 
	
	Confirm that Client can vend with manual entry

· If track 2 data not submitted, ensure “Swipe card only” configuration not set for the Client ID
· Otherwise continue normally
If not, return error response with Exception Message 010020 Require Meter Card
· Branch to step 1

	17. 
	
	Confirm if the supplied STS meter data is the same as the data on the database.

· If this meter is not on database, or if data the same as on database, continue normally
If database data different from STS data submitted, return error response with Exception Message 010012 More recent meter data received on database
· Branch to step 1

	18. 
	
	Confirm if the supplied Algorithm Tech and Token Type the same as the data on the database.

· If this meter is not on database, or if  supplied data the same as on database, continue normally
If database data different from the data submitted, use instead the data submitted for these two fields (not the database data)

· Log a CC&B exception with all the meter configuration data from the database as well as the data submitted
· Branch to step 19

	19. 
	
	Confirm that other data is valid

· kWh requested must be less than the global configured value for maximum kWh transfer

· Currency requested must be less than the global configured value for maximum currency transfer

If not, return error response with Exception Message 010008 Other parameters invalid for request
· Branch to step 1

	20. 
	
	Confirm that the key revision to use for the requested supply group has the latest effective date.
If there is a key revision with a later (and already effective) date, return error response with Exception Message 010021 KRN for SGC has expired. Update Meter Key
· Branch to step 1

	21. 
	
	Ensure the tariff rate with the latest active date is used (to calculate Rand amount on receipt and credit deduction)

	22. 
	
	Confirm that the vendor (Client ID account) has enough Credit
· Available credit - required Rand amount > credit limit for Client ID

If not, return error response with Exception Message 010010 Not enough Credit available for Vendor
· Branch to step 1

	23. 
	
	Create the first token
· Create an STS credit token for the kWh or currency value requested

	24. 
	
	Deduct vendor (Client ID account) credit
· Available credit - required Rand amount

	25. 
	
	Log transaction in transaction database
· Transaction code 9235, currency 9265
· Clear any “New meter data” flag that might exist on the database for this meter. (This is required since the data might have been changed on the system and this flag set, but the customer could have already updated the meter via another channel to be the same as the database.)

	26. 
	
	Send Response

· Meter Credit Transfer Token Use Case Response

	27. 
	If a valid response received within time X,

· Clear the Message ID
If not, display message similar to Exception Message 040003 Transaction timed out. Requesting Last Response (auto-reprint)
· Branch to Use Case Issue Advice (last response)
· Process ends

(X is configured on the Client and will depend on manufacturer’s design as well as quality and speed of the communications network)
	

	28. 
	If Client can produce a token for this token technology

· Produce Token
· Process completed
If not, still print the numeric token

· Display message similar to Warning Message 080000 Token Technology for Credit Token not supported (Reprint)
· Process completed
	


9.5 Collect FBE (meter serial number only) Use Case

9.5.1 Scenario Description

This scenario covers the customer’s request for a separate FBE issue that is not necessarily tied to any other transaction. The customer provides only the meter serial number.
9.5.2 Desired Outcome

· An FBE token is generated for the requested meter number
· The FBE – transaction is recorded on the Server.

· No credit deductions are made
9.5.3 Participants

· Customer

· Vending Client

· Vendor
· Vending Server

9.5.4 Key Business Rules

· No vendor credit is required since FBE is free to the customer

· The vendor is configured for the required SGC.

· The client must be configured to process this Use Case

· FBE tokens may be issued as many times as requested for a customer

· FBE tokens will not be issued to customers/meters that are not registered on the Server

· The customer must be specifically configured to receive FBE issues
· If a customer is registered on the Server database, then the information configured on the Server database must be used when tokens are created

· While there are two options for the Client to provide the meter information (as swipe card track 2 data, or as individual fields) these options are mutually exclusive. To ensure that this data can be used correctly on the Server for later decisions, the Server shall not allow requests where both these options are submitted in the same request.

9.5.5 Workflow

	Step No.
	Client
	Server

	1
	The Vendor must enter the following fields on the Client, as typically obtained from an old token

· Meter serial number (for which the token must be encoded)
	

	2
	Confirm if STS data valid?

· Meter serial number is 11a to 13a digits (i.e. a standard number format)

If not, display message similar to Exception Message 040001 Invalid / Missing parameters required to submit the request
· Branch to step 1
	

	3
	Confirm if Luhn check digit correct on meter serial number

If not, display message similar to Exception Message 040000 MSNO fails the meter check digit validation
· Branch to step 1
	

	4
	Create XMLVend Request

· Create Collect FBE Token Use Case request with the above data only

· Save the Message ID to non-volatile storage.
· Submit request
	

	5
	
	Identify language to respond in:

· code in SOAP header field “locale”
If not present or unsupported use English

· Confirm if XMLVend request supported?
If not, return error response with Exception Message 010031 XMLVend Request not supported on server
· Branch to step 1

	6
	
	Perform XMLVend Schema and Eskom specialisation validation

· Meter serial number 11a to 13a
If validation fail, return error response with Exception Message 010002 Schema invalid parameters supplied for request
· Branch to step 1

	7
	
	Verify the Client ID 

· Confirm that the Client ID (EAN number) matches the Common Name field in the Client Certificate for the current SSL session
If not, return error response with Exception Message 050000 Client ID (EAN Number) doesn’t match Client ID on certificate
· Branch to step 1

	8
	
	Verify if Message ID for the Request is unique 

· Confirm that the Message ID for this Client (EAN number) does not exist on the Server
If not, return error response with Exception Message 020000 Message ID not unique
· Branch to step 1

	9
	
	Verify if Message ID for the Request has not expired 

· Confirm that the Message ID for this Client (EAN number) has not already been advised as not processed. (Such action must preclude later processing of same Message ID)
If already advised, return error response with Exception Message 020001 Expired MsgID, message has been advised
· Branch to step 1

	10
	
	Ensure Vendor is registered and not blocked
· Confirm that Client ID registered and that a valid vendor account exists

· Confirm that CDU ID block flag not set 

If not, return error response with Exception Message 010032 Client ID not registered or blocked
· Branch to step 1

	11
	
	Verify if Client ID configured for this function
· Confirm that Collect FBE Token is enabled for the specific Client ID

 If not, return error response with Exception Message 010001 Client not configured for this function
· Branch to step 1

	12
	
	Confirm if Luhn check digit correct for Meter serial number

If not, return error response with Exception Message 010006 MSNO fails meter check digit validation
· Branch to step 1

	13
	
	Verify that Meter exist in database
If not, return error response with Exception Message 010009 Cannot vend FBE, meter not registered
· Branch to step 1

	14
	
	Confirm that other STS data for this meter valid

· Supply Group Code for meter exist and valid

· Key Revision for meter exist and valid

· Tariff Index for meter exist and valid

· Algorithm Technology for meter exist and valid

· Token Technology for meter exist

If not, return error response with Exception Message 010005 STS Data Not Valid
· Branch to step 1

	15
	
	Confirm that Vendor authorised for this Supply Group Code

If not, return error response with Exception Message 010000 Client not configured for SGC
· Branch to step 1

	16
	
	Confirm that Client can vend with manual entry

· Ensure “Swipe card only” configuration not set for the Client ID (this is a “number only” based request)
· Ensure the client did not include Track 2 data in request
If not, return error response with Exception Message 010020 Require Meter Card
· Branch to step 1

	17
	
	Confirm that more recent meter data has not been received on the database

· The “New meter data” flag is only set when different data is downloaded for SGC, KRN or TI
If this flag is set, return error response with Exception Message 010012 More recent meter data received on database
· Branch to step 1

	18
	
	Confirm that meter has not been blocked for purchasing
· If the “Customer Block” flag is set, the transaction cannot continue
If this flag is set, return error response with Exception Message 010011 Meter blocked
· Branch to step 1

	19
	
	Confirm if the customer qualifies for FBE
· The FBE indicator for the meter may be from the Benefit Indicator Table or directly from the Tariff Index table (depending on the configuration for the relevant Supply Group)

· The FBE kWh to issue is shown in these same tables

· For currency FBE the amount must be calculated from the kWh value and the tariff rate
If not, return error response with Exception Message 010013 Meter not configured on an FBE Tariff
· Branch to step 1

	20
	
	Ensure the tariff rate with the latest active date is used (to calculate Rand amount and credit deduction)

	21
	
	Create the first token (either in kWh or in currency)
· Create an STS credit token for the configured FBE kWh value. 

	22
	
	Log transaction in transaction database
· Transaction code for kWh 9236, currency 9266

	23
	
	Send Response
· Collect FBE Token Use Case Response

	24
	If a valid response received within time X,

· Clear the Message ID
If not, display message similar to Exception Message 040004 Communications timeout
· Do not Branch to Use Case Issue Advice (last response)
· Process ends

(X is configured on the Client and will depend on manufacturer’s design as well as quality and speed of the communications network)
	

	25
	If Client can produce a token for this token technology

· Produce Token
· Process completed
If not, still print the numeric token

· Display message similar to Warning Message 080001 Token Technology for non-Credit Token not supported (Re-request)
· Process completed
	


9.6 Collect FBE (all data) Use Case

9.6.1 Scenario Description

This scenario covers the customer’s request for a separate FBE issue that is not necessarily tied to any other transaction. The customer provides meter configuration information (MSNO, SGC, KRN, TI, TT, AT) from a meter card or an old token

9.6.2 Desired Outcome

· An FBE token is generated for the requested meter number
· The FBE – transaction is recorded on the Server.

· No credit deductions are made
9.6.3 Participants

· Customer

· Vending Client

· Vendor
· Vending Server

9.6.4 Key Business Rules

· No vendor credit is required since FBE is free to the customer

· The vendor is configured for the required SGC.

· The client must be configured to process this Use Case

· FBE tokens may be issued as many times as requested for a customer

· FBE tokens will not be issued to customers/meters that are not registered on the Server

· The customer must be specifically configured to receive FBE issues

· If a customer is registered on the Server database, then the information configured on the Server database must be used when tokens are created (except AT and TT)
· While there are two options for the Client to provide the meter information (as swipe card track 2 data, or as individual fields) these options are mutually exclusive. To ensure that this data can be used correctly on the Server for later decisions, the Server shall not allow requests where both these options are submitted in the same request.

9.6.5 Workflow

	Step No.
	Client
	Server

	1
	The Vendor must enter the following fields on the Client, as typically obtained from a Meter Card or old token

· Meter serial number (for which the token must be encoded)
· Supply Group Code

· Key revision number

· Tariff Index

· Algorithm Technology

· Token Technology
	

	2
	If this data is entered manually, confirm if STS data valid?

· Meter serial number is 11a to 13a digits (i.e. a standard number format)
· Supply Group is 6n

· Key revision number is 1n

· Tariff Index is 2n

· Algorithm and Token technology each 2n or selected from a defined list

If entered via a meter card, only confirm that the CRC on the card is correct.
If not, display message similar to Exception Message 040001 Invalid / Missing parameters required to submit the request
· Branch to step 1
	

	3
	If not entered via Meter Card, confirm if Luhn check digit correct on meter serial number

If not, display message similar to Exception Message 040000 MSNO fails the meter check digit validation
· Branch to step 1
	

	4
	Create XMLVend Request

· Create Collect FBE Token Use Case request with all the above data
· If the meter configuration information was entered manually, those fields must be submitted and the data must not be assembled into a simulated meter card data track.

· If the meter configuration information was supplied from a meter card, only the complete track 2 data must be submitted and the data must not be extracted into the various individual fields as well.  This is required by the server to identify how meter information was entered.

· Save the Message ID to non-volatile storage.
· Submit request
	

	5
	
	Identify language to respond in:

· code in SOAP header field “locale”
If not present or unsupported use English

· Confirm if XMLVend request supported?
If not, return error response with Exception Message 010031 XMLVend Request not supported on server
· Branch to step 1

	6
	
	Perform XMLVend Schema and Eskom specialisation validation

· Meter serial number 11a to 13a
· Supply Group 6n

· Key revision number 1n

· Tariff Index 2n

· Algorithm and Token technology each 2n
· Rand value 
If validation fail, return error response with Exception Message 010002 Schema invalid parameters supplied for request
· Branch to step 1

	7
	
	Verify the Client ID 

· Confirm that the Client ID (EAN number) matches the Common Name field in the Client Certificate for the current SSL session
If not, return error response with Exception Message 050000 Client ID (EAN Number) doesn’t match Client ID on certificate
· Branch to step 1

	8
	
	Verify if Message ID for the Request is unique 

· Confirm that the Message ID for this Client (EAN number) does not exist on the Server
If not, return error response with Exception Message 020000 Message ID not unique
· Branch to step 1

	9
	
	Verify if Message ID for the Request has not expired 

· Confirm that the Message ID for this Client (EAN number) has not already been advised as not processed. (Such action must preclude later processing of same Message ID)
If already advised, return error response with Exception Message 020001 Expired MsgID, message has been advised
· Branch to step 1

	10
	
	Ensure Vendor is registered and not blocked
· Confirm that Client ID registered and that a valid vendor account exists

· Confirm that CDU ID block flag not set 

If not, return error response with Exception Message 010032 Client ID not registered or blocked
· Branch to step 1

	11
	
	Verify if Client ID configured for this function
· Confirm that Collect FBE Token is enabled for the specific Client ID

 If not, return error response with Exception Message 010001 Client not configured for this function
· Branch to step 1

	12
	
	Confirm if Luhn check digit correct for Meter serial number

If not, return error response with Exception Message 010006 MSNO fails meter check digit validation
· Branch to step 1

	13
	
	Verify that Meter exist in database
If not, return error response with Exception Message 010009 Cannot vend FBE, meter not registered
· Branch to step 1

	14
	
	Confirm that other STS data for this meter valid

· Supply Group Code for meter exist and valid

· Key Revision for meter exist and valid

· Tariff Index for meter exist and valid

· Algorithm Technology for meter exist and valid

· Token Technology for meter exist

If not, return error response with Exception Message 010005 STS Data Not Valid
· Branch to step 1

	15
	
	Confirm that Vendor authorised for this Supply Group Code

If not, return error response with Exception Message 010000 Client not configured for SGC
· Branch to step 1

	16
	
	If Track 2 data not present in request (i.e. data entered manually on Client), confirm that Client can vend with manual entry

· Ensure “Swipe card only” configuration not set for the Client ID
If only swipe card allowed for Client, return error response with Exception Message 010020 Require Meter Card
· Branch to step 1

	17
	
	Confirm if the supplied STS meter data is the same as the data on the database.

· If this meter is not on database, or if  supplied data the same as on database, continue normally
If database data different from STS data submitted, return error response with Exception Message 010012 More recent meter data received on database
Branch to step 1

	18
	
	Confirm that meter has not been blocked for purchasing
· If the “Customer Block” flag is set, the transaction cannot continue
If this flag is set, return error response with Exception Message 010011 Meter blocked
· Branch to step 1

	19
	
	Confirm if the customer qualifies for FBE
· The FBE indicator for the meter may be from the Benefit Indicator Table or directly from the Tariff Index table (depending on the configuration for the relevant Supply Group)

· The FBE kWh to issue is shown in these same tables

· For currency FBE the amount must be calculated from the kWh value and the tariff rate

If not, return error response with Exception Message 010013 Meter not configured on an FBE Tariff
· Branch to step 1

	20
	
	Confirm if the supplied Algorithm Tech and Token Type the same as the data on the database.

· If this meter is not on database, or if  supplied data the same as on database, continue normally
If database data different from the data submitted, use instead the data submitted for these two fields (not the database data)

· Log a CC&B exception with all the meter configuration data from the database as well as the data submitted
· Branch to step 21

	21
	
	Confirm that the key revision to use for the requested supply group has the latest effective date.
If there is a key revision with a later (and already effective) date, return error response with Exception Message 010021 KRN for SGC has expired. Update Meter Key
· Branch to step 1

	22
	
	Ensure the tariff rate with the latest active date is used (to calculate Rand amount and credit deduction)

	23
	
	Create the first token (either in kWh or in currency)
· Create an STS credit token for the configured FBE kWh value. 

	24
	
	Log transaction in transaction database
· Transaction code for kWh 9236, currency 9266
· Clear any “New meter data” flag that might exist on the database for this meter. (This is required since the data might have been changed on the system and this flag set, but the customer could have already updated the meter via another channel to be the same as the database.)

	25
	
	Send Response
· Collect FBE Token Use Case Response

	26
	If a valid response received within time X,

· Clear the Message ID
If not, display message similar to Exception Message 040004 Communications timeout
· Do not Branch to Use Case Issue Advice (last response)
· Process ends

(X is configured on the Client and will depend on manufacturer’s design as well as quality and speed of the communications network)
	

	27
	If Client can produce a token for this token technology

· Produce Token
· Process completed
If not, still print the numeric token

· Display message similar to Warning Message 080001 Token Technology for non-Credit Token not supported (Re-request)
· Process completed
	


9.7 Free Issue Token Use Case

9.7.1 Scenario Description

Not supported

The online vending Server is based on an upfront credit model for the Vendor. All vend requests will therefore deduct the Vendor’s available credit.  If a Client wishes to issue a token for free to a customer (e.g. as a promotional gift), the Client must translate that token into a normal Vend request before submitting it to the Server.

9.7.2 Desired Outcome

The Server returns the Exception Message. 010031 XMLVend Request not supported on server
9.8 Cancel Token Use Case

9.8.1 Scenario Description

Not supported

The Server is designed with a Guaranteed Message Delivery Mechanism.  (See section 7 Guaranteed Message Delivery Mechanism) In the event of a complete communications breakdown during a request, the Client must keep proof of the processed request and valid requests will be refunded via a manual reconciliation process.
9.8.2 Desired Outcome

The Server returns the Exception Message. 010031 XMLVend Request not supported on server
9.9 Update Meter Key Use Case

9.9.1 Scenario Description

This scenario covers the request for Update Meter Key tokens. (This is a specialised implementation of a meter key change request) 
The Update Meter Key Data Use Case is used request a set of key change tokens, which are used to update one or more key data items (i.e. SGC, TI and KRN) for a specific meter.  This Use Case is manually triggered from the client.   
The "From" meter key data is obtained from a meter card or an old token. The "To" meter key data is always obtained from the Server database which implies that this request will only work for a meter that exists in the Server database. The Vendor will not be allowed to enter his own "To" meter data, as this will always be obtained from Server database. 
The fact that the result will always be in line with the Server configuration for the meter, removes the risks normally associated with doing key changes.  The Vendor may therefore re-try this transaction as many times as required and provide different parameters for the “From” information until the tokens are successfully accepted by the meter.
Every Update Meter Key transaction must also trigger the encoding of the meter card on the Client.

In addition, Eskom is following a strategy to issue a matching “Power Limit” token. A successful “Update Meter Key” response must therefore also include a matching “Set Max Power Limit” token.
9.9.2 Desired Outcome

· Two Key Change tokens are created to change his meter configuration to be the same as the Server database.

· A matching Set Max Power Limit token is. for this meter and included in the response

· The meter card is encoded by the Client to match the new meter configuration

9.9.3 Participants

· Customer

· Vending Client

· Vendor
· Vending Server

9.9.4 Key Business Rules

· No vendor credit is required

· The vendor must be configured for the “To” SGC.

· The client must be configured to process this Use Case

· Update Meter Key tokens  can only be produced if the meter is registered on the Server

· Update Meter Key tokens may be requested as many times as necessary for a customer

· Any combination of “From” data fields may be supplied by the Vendor
· The information that is configured on the Server database must be used for the “To” information when tokens are created (except AT and TT which may be obtained from the Client)

9.9.5 Workflow

	Step No.
	Client
	Server

	1
	The Vendor must enter the following fields on the Client, as typically obtained from a Meter Card or old token (this is the “From” data for the meter)
· Meter serial number (for which the token must be encoded)
· Supply Group Code
· Key revision number
· Tariff Index
· Algorithm Technology
· Token Technology
	

	2
	If this data is manually entered, confirm that STS data valid?

· Meter serial number is 11a to 13a digits (i.e. a standard number format)
· Supply Group is 6n

· Key revision number is 1n

· Tariff Index is 2n

· Algorithm and Token technology each 2n or selected from a defined list

If entered via a meter card, only confirm that the CRC on the card is correct.
If not, display message similar to Exception Message 040001 Invalid / Missing parameters required to submit the request
· Branch to step 1
	

	3
	If not entered via Meter Card, confirm if Luhn check digit correct on meter serial number

If not, display message similar to Exception Message 040000 MSNO fails the meter check digit validation
· Branch to step 1
	

	4
	Create XMLVend Request

· Create Update Meter Key Token Use Case request with all the above data

· If the meter configuration information was entered manually, those fields must be submitted and the data must not be assembled into a simulated meter card data track.

· If the meter configuration information was supplied from a meter card, only the complete track 2 data must be submitted and the data must not be extracted into the various individual fields as well.  This is required by the server to identify how meter information was entered.

· Save the Message ID to non-volatile storage.
· Submit request
	

	5
	
	Identify language to respond in:

· code in SOAP header field “locale”
If not present or unsupported use English

· Confirm if XMLVend request supported?
If not, return error response with Exception Message 010031 XMLVend Request not supported on server
· Branch to step 1

	6
	
	Perform XMLVend Schema and Eskom specialisation validation

· Meter serial number 11a to 13a
· Supply Group 6n

· Key revision number 1n

· Tariff Index 2n

· Algorithm and Token technology each 2n
· Rand value 
If validation fail, return error response with Exception Message 010002 Schema invalid parameters supplied for request
· Branch to step 1

	7
	
	Verify the Client ID 

· Confirm that the Client ID (EAN number) matches the Common Name field in the Client Certificate for the current SSL session
If not, return error response with Exception Message 050000 Client ID (EAN Number) doesn’t match Client ID on certificate
· Branch to step 1

	8
	
	Verify if Message ID for the Request is unique 

· Confirm that the Message ID for this Client (EAN number) does not exist on the Server
If not, return error response with Exception Message 020000 Message ID not unique
· Branch to step 1

	9
	
	Verify if Message ID for the Request has not expired 

· Confirm that the Message ID for this Client (EAN number) has not already been advised as not processed. (Such action must preclude later processing of same Message ID)
If already advised, return error response with Exception Message 020001 Expired MsgID, message has been advised
· Branch to step 1

	10
	
	Ensure Vendor is registered and not blocked
· Confirm that Client ID registered and that a valid vendor account exists

· Confirm that CDU ID block flag not set 

If not, return error response with Exception Message 010032 Client ID not registered or blocked
· Branch to step 1

	11
	
	Verify if Client ID configured for this function
· Confirm that Update Meter key Token is enabled for the specific Client ID

 If not, return error response with Exception Message 010001 Client not configured for this function
· Branch to step 1

	12
	
	Confirm if Luhn check digit correct for Meter serial number

If not, return error response with Exception Message 010006 MSNO fails meter check digit validation
· Branch to step 1

	13
	
	Verify that Meter exist in database
If not, return error response with Exception Message 010022 Cannot Update Meter Key, meter not registered
· Branch to step 1

	14
	
	Confirm that other STS data for this meter valid

· Supply Group Code for meter exist and valid

· Key Revision for meter exist and valid

· Tariff Index for meter exist and valid

· Algorithm Technology for meter exist and valid

· Token Technology for meter exist

If not, return error response with Exception Message 010005 STS Data Not Valid
· Branch to step 1

	15
	
	Confirm that vendor authorised for the “To” Supply Group Code. Vendor need not be authorised for “From” Supply Group
If not, return error response with Exception Message 010000 Client not configured for SGC
· Branch to step 1

	16
	
	If Track 2 data not present in request (i.e. data entered manually on Client), confirm that Client can vend with manual entry

· Ensure “Swipe card only” configuration not set for the Client ID
If only swipe card allowed for Client, return error response with Exception Message 010020 Require Meter Card
· Branch to step 1

	17
	
	Confirm if other data valid

If supplied STS meter data is the same as the data on the database,  return error response with Exception Message 010015 “From” meter key data same as “To” meter key data
· Clear any “New meter data” flag that might exist on the database for this meter 
· Branch to step 1 
(Note, this is the only branch instruction on a positive result)
If “to data” TI resource different to “from data” TI resource, include Warning Message 060003 Meter kWh/currency has changed in response                                                                                                                                                                                                                                                                                                                                                                                                                                                              
· Branch to step 18

	18
	
	Confirm if the supplied Algorithm Tech and Token Type the same as the data on the database.

· If this meter is not on database, or if  supplied data the same as on database, continue normally
If database data different from the data submitted, use instead the data submitted for these two fields (not the database data)

· Log a CC&B exception with all the meter configuration data from the database as well as the data submitted
· Branch to step 19

	19
	
	Ensure that the Server uses for “To” data, the key revision with the latest effective date for that supply group.
· Branch to step 20

	20
	
	Create the first token
· Create two Key Change tokens with the requested “From” data and the database as “To” data

	21
	
	Log transaction in Engineering Log only
· Clear any “New meter data” flag that might exist on the database for this meter.

	22
	
	Create the second token
· Create an STS “Set Max Power Limit” token for the kWh value that matches the “To” Tariff Index configuration.
The Power limit configuration is downloaded to the Server in the Benefit Indicator Table but is matched to the Tariff Index field

	23
	
	Log transaction in Engineering Log only

	24
	
	Send Response

Update Meter Key Use Case Response

· Must also include Set Max Power Limit token

	25
	If a valid response received within time X,

· Clear the Message ID
If not, display message similar to Exception Message 040004 Communications timeout
· Do not Branch to Use Case Issue Advice (last response)
· Process ends

(X is configured on the Client and will depend on manufacturer’s design as well as quality and speed of the communications network)
	

	26
	If Client can produce a token for this token technology

· Produce Tokens
· Process completed
If not, still print the numeric tokens
· Display message similar to Warning Message 080001 Token Technology for non-Credit Token not supported (Re-request)
	

	27
	Determine if Client can Encode Meter Card, 
· Encode with matching “To” meter configuration data.
If not, Display message similar to Warning Message 080002 Cannot encode a meter card - Encode Meter Card from suitable device
· Process completed
	


9.10 Meter Specific Engineering Token (meter serial number only) Use Case

9.10.1 Scenario Description

With this Use Case, the operator can request meter specific STS engineering tokens, which are defined in IEC 62055-41.  These tokens are used to update the meter configuration information. 

For this Use Case the operator provides the meter serial number to identify the meter as well as configuration parameters for certain engineering tokens.
The following meter specific engineering tokens must be supported

	No
	Token Name
	Token Specific Parameters

	1
	Set Power Limit
	Power Limit [nnn.nn  kW]

	2
	Set Phase Unbalance 
	Power Limit [nnn.nn  kW]

	3
	Add Default Credit1
	None

	4
	Clear Credit
	None

	5
	Clear Tamper
	None

	6
	Engineering Key Change2
	From
SGC [nnnnnn]

KRN [n]

TI  [nn]

To
SGC [nnnnnn]

KRN [n]

TI [nn]

	7
	Set Water Factor
	Water Factor [nnnnnn]


Notes:

1 The Default Credit is a single value configured on the Server in kWh and in Rand)
2 The “Engineering Key Change” function provides more flexibility for selected operators than the regular “Update Meter Key” function.  The “Update Meter Key” function shall always use the data on the Server database for the “To” information while the “Engineering Key Change” function shall allow the operator to provide the “To” information if the meter does not exist on the Server database. (If the meter already exists on the Server database, The Server shall return with message that data is changed to database [SGC, KRN, TI] and not “To” data)
9.10.2 Desired Outcome

· The requested Engineering token(s) are generated for the required meter number
· The transaction is recorded on the Server.

· No credit deductions are made
9.10.3 Participants

· Vending Client

· Technician
· Vending Server

9.10.4 Key Business Rules

· No vendor credit is required

· The vendor must be configured for both the “From” and “To” SGC.

· The client must be configured to process this Use Case

· Meter Specific Engineering tokens  can be produced even when the meter is not registered on the Server

· Tokens may be requested as many times as necessary

· Any combination of “From” data, “To” data and other parameters may be supplied by the Technician

· If the meter is registered on the database, the “To” information for a Key Change must be obtained from the database (except AT and TT which may be obtained from the Client)

9.10.5 Workflow

	Step No.
	Client
	Server

	1
	The Technician must enter the following fields on the Client, as typically obtained from a Meter Card or old token

· Select the specific Engineering token from:
Set Max Power Limit | Set Phase Unbalance Limit | Add Default Credit | Clear Credit | Clear Tamper | Key Change Token

· Enter Meter serial number (for which the token(s) must be encoded)
· Enter required parameters for:
Set Max Power Limit | Set Phase Unbalance Limit | “To data” for Key Change Token
	

	2
	If this data manually entered, confirm if STS data valid?

· Meter serial number is 11a to 13a digits (i.e. a standard number format)
If entered via a meter card, only confirm that the CRC on the card is correct.
If not, display message similar to Exception Message 040001 Invalid / Missing parameters required to submit the request
· Branch to step 1
	

	3
	If not entered via Meter Card, confirm if Luhn check digit correct on meter serial number

If not, display message similar to Exception Message 040000 MSNO fails the meter check digit validation
· Branch to step 1
	

	4
	Confirm if other data valid for various tokens?

· Power Limit kW “nnn.nn” | Unbalance Limit kW “nnn.nn” | “To data”: SGC “nnnnnn”; KRN “n”; TI “nn”

If not, display message similar to Exception Message 040001 Invalid / Missing parameters required to submit the request
· Branch to step 1
	

	5
	Create XMLVend Request

· Create Meter Specific Eng Token Use Case request with all the above data; Set Max Power Limit | Set Phase Unbalance Limit | Add Default Credit | Clear Credit | Clear Tamper | Key Change Token
· Save the Message ID to non-volatile storage.
· Submit request
	

	6
	
	Identify language to respond in:

· code in SOAP header field “locale”
If not present or unsupported use English

· Confirm if XMLVend request supported?
If not, return error response with Exception Message 010031 XMLVend Request not supported on server
· Branch to step 1

	7
	
	Perform XMLVend Schema and Eskom specialisation validation

· Meter serial number 11a to 13a
· Power Limit kW “nnn.nn” | Unbalance Limit kW “nnn.nn” | “To data”: SGC “nnnnnn”; KRN “n”; TI “nn”
If validation fail, return error response with Exception Message 010002 Schema invalid parameters supplied for request
· Branch to step 1

	8
	
	Verify the Client ID 

· Confirm that the Client ID (EAN number) matches the Common Name field in the Client Certificate for the current SSL session
If not, return error response with Exception Message 050000 Client ID (EAN Number) doesn’t match Client ID on certificate
· Branch to step 1

	9
	
	Verify if Message ID for the Request is unique 

· Confirm that the Message ID for this Client (EAN number) does not exist on the Server
If not, return error response with Exception Message 020000 Message ID not unique
· Branch to step 1

	10
	
	Verify if Message ID for the Request has not expired 

· Confirm that the Message ID for this Client (EAN number) has not already been advised as not processed. (Such action must preclude later processing of same Message ID)
If already advised, return error response with Exception Message 020001 Expired MsgID, message has been advised
· Branch to step 1

	11
	
	Ensure Vendor is registered and not blocked
· Confirm that Client ID registered and that a valid vendor account exists

· Confirm that CDU ID block flag not set 

If not, return error response with Exception Message 010032 Client ID not registered or blocked
· Branch to step 1

	12
	
	Verify if Client ID configured for the Meter Specific Engineering functions
 If not, return error response with Exception Message 010001 Client not configured for this function
· Branch to step 1

	13
	
	Confirm if Luhn check digit correct for Meter serial number

If not, return error response with Exception Message 010006 MSNO fails meter check digit validation
· Branch to step 1

	14
	
	Verify that Meter exist in database
If not, return error response with Exception Message 010017 Insufficient meter data / meter not registered, require additional info
· Branch to step 1

	15
	
	Confirm that other STS data for this meter valid

· Supply Group Code for meter exist and valid

· Key Revision for meter exist and valid

· Tariff Index for meter exist and valid

· Algorithm Technology for meter exist and valid

· Token Technology for meter exist

If not, return error response with Exception Message 010005 STS Data Not Valid
· Branch to step 1

	16
	
	Confirm that Vendor authorised for Supply Group Code. 
· For Key Change Vendor must both be authorised for “From” and “To” SGC (This is intentionally more restrictive than for the Update Meter Key function)
· For other functions SGC must be valid
If not, return error response with Exception Message 010000 Client not configured for SGC
· Branch to step 1

	17
	
	Confirm that more recent meter data has not been received on the database

· For Key Change, no check

Branch to step 18
· For other functions, The “New meter data” flag is only set when different data is downloaded for SGC, KRN or TI
If this flag is set, return error response with Exception Message 010012 More recent meter data received on database
· Branch to step 1

	18
	
	Confirm if the supplied STS meter data is the same as the data on the database.

· For Key Change,

If supplied data different from database, include Warning Message 060001 Engineering KCT, Meter data different in response

· For other functions,
No action
· Branch to step 19

	19
	
	Confirm if other data valid for various tokens

· Power Limit kW in range | Unbalance Limit kW in range | “To data”: SGC valid; KRN valid; TI valid
If “to data” TI resource different to “from data” TI resource, include Warning Message 060003 Meter kWh/currency has changed in response
If data invalid, return error response with Exception Message 010003 Incorrect engineering token parameters supplied
· Branch to step 1

	20
	
	Ensure that the Server uses for “To” data, the key revision with the latest effective date for that supply group.
· Branch to step 21

	21
	
	Create the first token
· Set Max Power Limit | Set Phase Unbalance Limit | Add Default Credit | Clear Credit | Clear Tamper | Key Change Tokens

	22
	
	Log transaction in Engineering Log only
· Only for Key change, clear “New meter data” flag that might exist on the database for this meter.

	23
	
	Create the second token
· Only for Key change, create an STS “Set Max Power Limit” token for the kWh value that matches the “To” Tariff Index configuration.
The Power limit configuration is downloaded to the Server in the Benefit Indicator Table but is matched to the Tariff Index field

	24
	
	Log transaction in Engineering Log only

	25
	
	Send Response
· Set Max Power Limit | Set Phase Unbalance Limit | Add Default Credit | Clear Credit | Clear Tamper | Key Change Tokens; Set Max Power Limit token

	26
	If a valid response received within time X,

· Clear the Message ID
If not, display message similar to Exception Message 040004 Communications timeout
· Do not Branch to Use Case Issue Advice (last response)
· Process ends

(X is configured on the Client and will depend on manufacturer’s design as well as quality and speed of the communications network)
	

	27
	If Client can produce a token for this token technology

· Produce Tokens
· Process completed
If not, still print the numeric tokens
· Display message similar to Warning Message 080001 Token Technology for non-Credit Token not supported (Re-request)
	

	28
	Determine if Client can Encode Meter Card, 

· For Key change token:
· Encode with matching “To” meter configuration data.
If not, Display message similar to Warning Message 080002 Cannot encode a meter card - Encode Meter Card from suitable device
· For other tokens:
· No action
· Process completed
	


9.11 Meter Specific Engineering Token (all data) Use Case

9.11.1 Scenario Description

With this Use Case, the operator can request meter specific STS engineering tokens, which are defined in IEC 62055-41.  These tokens are used to update the meter configuration information. 

For this scenario the operator provides all the meter configuration information (MSNO, SGC, KRN, TI, TT, AT) from a meter card or an old token.

The following meter specific engineering tokens must be supported

	No
	Token Name
	Token Specific Parameters

	1
	Set Power Limit
	Power Limit [nnn.nn  kW]

	2
	Set Phase Unbalance 
	Power Limit [nnn.nn  kW]

	3
	Add Default Credit1
	None

	4
	Clear Credit
	None

	5
	Clear Tamper
	None

	6
	Engineering Key Change2
	From

SGC [nnnnnn]

KRN [n]

TI  [nn]

To

SGC [nnnnnn]

KRN [n]

TI [nn]

	7
	Set Water Factor
	Water Factor [nnnnnn]


Notes:

1 The Default Credit Value is a single value configured on the Server in kWh and in Rand)
2 The “Engineering Key Change” function provides more flexibility for selected operators than the regular “Update Meter Key” function.  The “Update Meter Key” function shall always use the data on the Server database for the “To” information while the “Engineering Key Change” function shall allow the operator to provide the “To” information if the meter does not exist on the Server database. (If the meter already exists on the Server database, The Server shall return with message that data is instead changed to database [SGC, KRN, TI] and not “To” data)
3 The business logic for an Engineering token is somewhat different than for another transaction. For normal transactions, the philosophy is to always use the data that is on the Server if the meter is registered on the database. For Engineering tokens (except Engineering Key Change) the data that is supplied by the Client must always be used, irrespective of whether the meter exists on the database.  This relaxation is required since it is often required to code meters to different parameters in a meter laboratory, even when the meter data has not yet been updated on the Server database. Only the “to” data for an “Engineering Key Change” is still limited in the normal manner if the meter exists on the database. 

9.11.2 Desired Outcome

· The requested Engineering token(s) is generated for the required meter number
· The transaction is recorded on the Server.

· No credit deductions are made
9.11.3 Participants

· Vending Client

· Technician
· Vending Server

9.11.4 Key Business Rules

· No vendor credit is required

· The vendor must be configured for both the “From” and “To” SGC.

· The client must be configured to process this Use Case

· Meter Specific Engineering tokens  can be produced even when the meter is not registered on the Server

· Tokens may be requested as many times as necessary

· Any combination of “From” data, “To” data and other parameters may be supplied by the Technician

· If the meter is registered on the database, the “To” information for a Key Change must be obtained from the database (except AT and TT which may be obtained from the Client)
9.11.5 Workflow

	Step No.
	Client
	Server

	1
	The Technician must enter the following fields on the Client, as typically obtained from a Meter Card or old token

· Select the specific Engineering token from:
Set Max Power Limit | Set Phase Unbalance Limit | Add Default Credit | Clear Credit | Clear Tamper | Key Change Token

· Enter Meter serial number (for which the token(s) must be encoded)
· Supply Group Code

· Key revision number

· Tariff Index

· Algorithm Technology

· Token Technology

· Enter required parameters for:
Set Max Power Limit | Set Phase Unbalance Limit | “To data” for Key Change Token
	

	2
	If this data is entered manually, confirm if STS data valid?

· Meter serial number is 11a to 13a digits (i.e. a standard number format)
· Supply Group is 6n

· Key revision number is 1n

· Tariff Index is 2n

· Algorithm and Token technology each 2n or selected from a defined list

If entered via a meter card, only confirm that the CRC on the card is correct.
If not, display message similar to Exception Message 040001 Invalid / Missing parameters required to submit the request
· Branch to step 1
	

	3
	If not entered via Meter Card, confirm if Luhn check digit correct on meter serial number

If not, display message similar to Exception Message 040000 MSNO fails the meter check digit validation
· Branch to step 1
	

	4
	Confirm if other data valid for various tokens?

· Power Limit kW “nnn.nn” | Unbalance Limit kW “nnn.nn” | “To data”: SGC “nnnnnn”; KRN “n”; TI “nn”

If not, display message similar to Exception Message 040001 Invalid / Missing parameters required to submit the request
· Branch to step 1
	

	5
	Create XMLVend Request

· Create Meter Specific Eng Token Use Case request with all the above data; Set Max Power Limit | Set Phase Unbalance Limit | Add Default Credit | Clear Credit | Clear Tamper | Key Change Token

· Save the Message ID to non-volatile storage.
· Submit request
	

	6
	
	Identify language to respond in:

· code in SOAP header field “locale”
If not present or unsupported use English

· Confirm if XMLVend request supported?
If not, return error response with Exception Message 010031 XMLVend Request not supported on server
· Branch to step 1

	7
	
	Perform XMLVend Schema and Eskom specialisation validation

· Meter serial number 11a to 13a
· Supply Group 6n

· Key revision number 1n

· Tariff Index 2n

· Algorithm and Token technology each 2n
· Power Limit kW “nnn.nn” | Unbalance Limit kW “nnn.nn” | “To data”: SGC “nnnnnn”; KRN “n”; TI “nn”
If validation fail, return error response with Exception Message 010002 Schema invalid parameters supplied for request
· Branch to step 1

	8
	
	Verify the Client ID 

· Confirm that the Client ID (EAN number) matches the Common Name field in the Client Certificate for the current SSL session
If not, return error response with Exception Message 050000 Client ID (EAN Number) doesn’t match Client ID on certificate
· Branch to step 1

	9
	
	Verify if Message ID for the Request is unique 

· Confirm that the Message ID for this Client (EAN number) does not exist on the Server
If not, return error response with Exception Message 020000 Message ID not unique
· Branch to step 1

	10
	
	Verify if Message ID for the Request has not expired 

· Confirm that the Message ID for this Client (EAN number) has not already been advised as not processed. (Such action must preclude later processing of same Message ID)
If already advised, return error response with Exception Message 020001 Expired MsgID, message has been advised
· Branch to step 1

	11
	
	Ensure Vendor is registered and not blocked
· Confirm that Client ID registered and that a valid vendor account exists

· Confirm that CDU ID block flag not set 

If not, return error response with Exception Message 010032 Client ID not registered or blocked
· Branch to step 1

	12
	
	Verify if Client ID configured for the Meter Specific Engineering functions
 If not, return error response with Exception Message 010001 Client not configured for this function
· Branch to step 1

	13
	
	Confirm if Luhn check digit correct for Meter serial number

If not, return error response with Exception Message 010006 MSNO fails meter check digit validation
· Branch to step 1

	14
	
	Verify if meter exist in database
If not,  continue but remember status for later use 
· Branch to step 15

	15
	
	Confirm that other STS data for this meter valid

· Supply Group Code for meter exist and valid

· Key Revision for meter exist and valid

· Tariff Index for meter exist and valid

· Algorithm Technology for meter exist and valid

· Token Technology for meter exist

If not, return error response with Exception Message 010005 STS Data Not Valid
· Branch to step 1

	16
	
	Confirm that Vendor authorised for Supply Group Code. 

· For Key Change Vendor must both be authorised for “From” and “To” SGC (This is intentionally more restrictive than for the Update Meter Key function)

· For other functions SGC must be valid
If not, return error response with Exception Message 010000 Client not configured for SGC
· Branch to step 1

	17
	
	Confirm if the supplied STS meter data is the same as the data on the database. (only if meter exists in database)
· For Key Change,

If supplied data different from database, include Warning Message 060001 Engineering KCT, Meter data different in response

· For other functions,
No action
· Branch to step 18

	18
	
	Confirm if the supplied Algorithm Tech and Token Type the same as the data on the database.

· If this meter is not on database, or if  supplied data the same as on database, continue normally
If database data different from the data submitted, use instead the data submitted for these two fields (not the database data)

· Log a CC&B exception with all the meter configuration data from the database as well as the data submitted
· Branch to step 19

	19
	
	Confirm if other data valid for various tokens

· Power Limit kW in range | Unbalance Limit kW in range | “To data”: SGC valid; KRN valid; TI valid
If “to data” TI resource different to “from data” TI resource, include Warning Message 060003 Meter kWh/currency has changed in response
If data invalid, return error response with Exception Message 010003 Incorrect engineering token parameters supplied
· Branch to step 1

	20
	
	Ensure that the Server uses for “To” data, the key revision with the latest effective date for that supply group.
· Branch to step 21

	21
	
	Create the first token
· Set Max Power Limit | Set Phase Unbalance Limit | Add Default Credit | Clear Credit | Clear Tamper | Key Change Tokens

	22
	
	Log transaction in Engineering Log only
· Only for Key change, clear “New meter data” flag that might exist on the database for this meter.

	23
	
	Create the second token
· Only for Key change, create an STS “Set Max Power Limit” token for the kWh value that matches the “To” Tariff Index configuration.
The Power limit configuration is downloaded to the Server in the Benefit Indicator Table but is matched to the Tariff Index field

	24
	
	Log transaction in Engineering Log only

	25
	
	Send Response
· Set Max Power Limit | Set Phase Unbalance Limit | Add Default Credit | Clear Credit | Clear Tamper | Key Change Tokens; Set Max Power Limit token

	26
	If a valid response received within time X,

· Clear the Message ID
If not, display message similar to Exception Message 040004 Communications timeout
· Do not Branch to Use Case Issue Advice (last response)
· Process ends

(X is configured on the Client and will depend on manufacturer’s design as well as quality and speed of the communications network)
	

	27
	If Client can produce a token for this token technology

· Produce Tokens
· Process completed
If not, still print the numeric tokens
· Display message similar to Warning Message 080001 Token Technology for non-Credit Token not supported (Re-request)
	

	28
	Determine if Client can Encode Meter Card, 

· For Key change token:
· Encode with matching “To” meter configuration data.
If not, Display message similar to Warning Message 080002 Cannot encode a meter card - Encode Meter Card from suitable device
· For other tokens:
· No action
· Process completed
	


9.12 Non-meter Specific Engineering Token Use Case

9.12.1 Scenario Description

With this Use Case, the operator can request non-meter specific STS engineering tokens, which are defined in IEC 62055-41.  No meter details are required.  These are no-risk operations and also do not affect the vendor credit.
The following non-meter specific engineering tokens must be supported

	No
	Token Name

	1. 
	Test All

	2. 
	Test Disconnection 

	3. 
	Test Display

	4. 
	Test Input device

	5. 
	Display Total Energy consumed

	6. 
	Display Key Revision (KRN)  - (also includes key type)

	7. 
	Display Tariff Index (TI)

	8. 
	Display Maximum Power Limit

	9. 
	Display Phase Unbalance Limit

	10. 
	Display Tamper status

	11. 
	Display Credit available

	12. 
	Display Instantaneous Power

	13. 
	Display Version 

	14. 
	Display Water Factor

	15. 
	Display Tariff Rate


9.12.2 Desired Outcome

· The requested Engineering token is generated and will work in any STS meter

· No transactions are recorded on the Server.

· No credit deductions are made
9.12.3 Participants

· Technician

· Vending Client

· Vending Server

9.12.4 Key Business Rules

· No vendor credit is required

· The Operator does not have to be configured for specific supply groups to request these tokens.

· The Client must be configured to process this Use Case (only to limit their use to reasonable need)

· Since these tokens do not impose any risk, they do not have to be restricted

· Tokens may be requested as many times as necessary

9.12.5 Workflow

	Step No
	Client
	Server

	1
	The technician / vendor must select the required token from:
· Test All | Test Disconnect | Test Display | Test Input | Total Energy | Key Revision | Tariff Index | Max Power | Phase Unbalance | Tamper | Credit | Instant Power | Version | Water Factor | Tariff Rate
· Enter / select Algorithm Technology, Token Technology
	

	2
	Confirm if STS data valid?

· Algorithm and Token technology each 2n or selected from a defined list

If not, display message similar to Exception Message 040001 Invalid / Missing parameters required to submit the request
· Branch to step 1
	

	3
	Confirm if STS data valid?

· Non-meter specific token defined or selected from a defined list

If not, display message similar to Exception Message 040001 Invalid / Missing parameters required to submit the request
· Branch to step 1
	

	4
	Create XMLVend Request

· Create Non-meter specific Engineering Token Use Case request with all the above data

· Save the Message ID to non-volatile storage.
· Submit request
	

	5
	
	Identify language to respond in:

· code in SOAP header field “locale”
If not present or unsupported use English

· Confirm if XMLVend request supported?
If not, return error response with Exception Message 010031 XMLVend Request not supported on server
· Branch to step 1

	6
	
	Perform XMLVend Schema and Eskom specialisation validation

· Algorithm and Token technology each 2n
· Non-meter specific Engineering type (list)

If validation fail, return error response with Exception Message 010002 Schema invalid parameters supplied for request
· Branch to step 1

	7
	
	Verify the Client ID 

· Confirm that the Client ID (EAN number) matches the Common Name field in the Client Certificate for the current SSL session
If not, return error response with Exception Message 050000 Client ID (EAN Number) doesn’t match Client ID on certificate
· Branch to step 1

	8
	
	Verify if Message ID for the Request is unique 

· Confirm that the Message ID for this Client (EAN number) does not exist on the Server
If not, return error response with Exception Message 020000 Message ID not unique
· Branch to step 1

	9
	
	Verify if Message ID for the Request has not expired 

· Confirm that the Message ID for this Client (EAN number) has not already been advised as not processed. (Such action must preclude later processing of same Message ID)
If already advised, return error response with Exception Message 020001 Expired MsgID, message has been advised
· Branch to step 1

	10
	
	Ensure Vendor is registered and not blocked
· Confirm that Client ID registered and that a valid vendor account exists

· Confirm that CDU ID block flag not set 

If not, return error response with Exception Message 010032 Client ID not registered or blocked
· Branch to step 1

	11
	
	Verify if Client ID configured for this function
· Confirm that Verify Token is enabled for the specific Client ID

 If not, return error response with Exception Message 010001 Client not configured for this function
· Branch to step 1

	12
	
	Confirm that other STS data for this meter valid

· Algorithm Technology for meter exist and valid

· Token Technology for meter exist

If not, return error response with Exception Message 010005 STS Data Not Valid
· Branch to step 1

	13
	
	Perform Requested Function
· Create non-meter specific engineering token.

	14
	
	Send Response

· Non-meter specific engineering token Use Case Response

	15
	If a valid response received within time X,

· Clear the Message ID
If not, display message similar to Exception Message 040004 Communications timeout
· Do not Branch to Use Case Issue Advice (last response)
· Process ends

(X is configured on the Client and will depend on manufacturer’s design as well as quality and speed of the communications network)
	

	16
	If Client can produce a token for this token technology

· Produce Token / receipt
· Process completed
If not, still print the numeric token

· Display message similar to Warning Message 080001 Token Technology for non-Credit Token not supported (Re-request)
· Process completed
	


9.13 Verify Token (meter serial number only) Use Case

9.13.1 Scenario Description

This scenario covers the customer’s request to verify that a token should work in his meter and also to verify the value imbedded in an STS token. The customer provides only the meter serial number.

9.13.2 Desired Outcome

The system should produce a response stating that the token is valid for a particular tariff index and supply group code along with the extracted value.

9.13.3 Participants

· Customer

· Vending Client

· Vendor

· Vending Server

9.13.4 Key Business Rules
· No vendor credit is required

· The client must be configured to process this Use Case

· The Operator does not have to be configured for specific supply groups to request these tokens.

· The monetary value that is calculated from the kWh or currency on the token will only use the currently effective tariff rate.  It is therefore recognised that there might be slight differences in the monetary value reported for a verified token and the original purchase price. 
· Tokens may be requested as many times as necessary 
9.13.5 Workflow

	Step No
	Client
	Server

	1
	The Vendor must manually enter the following fields on the Client, from an old token or other source

· Meter serial number

· The 20 digit STS number may be typed manually from a numeric token or may be read from a magnetic STS token
	

	2
	Confirm if STS data valid?

· Meter serial number is 11a to 13a digits (i.e. a standard number format)

If not, display message similar to Exception Message 040001 Invalid / Missing parameters required to submit the request
· Branch to step 1
	

	3
	Confirm if Luhn check digit correct on meter serial number

If not, display message similar to Exception Message 040000 MSNO fails the meter check digit validation
· Branch to step 1
	

	4
	Confirm if other data valid?

· STS token 20n
If not, display message similar to Exception Message 040001 Invalid / Missing parameters required to submit the request
· Branch to step 1
	

	5
	Create XMLVend Request

· Create Verify Token Use Case request with all the above data

· Save the Message ID to non-volatile storage.
· Submit request
	

	6
	
	Identify language to respond in:

· code in SOAP header field “locale”
If not present or unsupported use English

· Confirm if XMLVend request supported?
If not, return error response with Exception Message 010031 XMLVend Request not supported on server
· Branch to step 1

	7
	
	Perform XMLVend Schema and Eskom specialisation validation

· Meter serial number 11a to 13a
· STS token 20n
If validation fail, return error response with Exception Message 010002 Schema invalid parameters supplied for request
· Branch to step 1

	8
	
	Verify the Client ID 

· Confirm that the Client ID (EAN number) matches the Common Name field in the Client Certificate for the current SSL session
If not, return error response with Exception Message 050000 Client ID (EAN Number) doesn’t match Client ID on certificate
· Branch to step 1

	9
	
	Verify if Message ID for the Request is unique 

· Confirm that the Message ID for this Client (EAN number) does not exist on the Server
If not, return error response with Exception Message 020000 Message ID not unique
· Branch to step 1

	10
	
	Verify if Message ID for the Request has not expired 

· Confirm that the Message ID for this Client (EAN number) has not already been advised as not processed. (Such action must preclude later processing of same Message ID)
If already advised, return error response with Exception Message 020001 Expired MsgID, message has been advised
· Branch to step 1

	11
	
	Ensure Vendor is registered and not blocked
· Confirm that Client ID registered and that a valid vendor account exists

· Confirm that CDU ID block flag not set 

If not, return error response with Exception Message 010032 Client ID not registered or blocked
· Branch to step 1

	12
	
	Verify if Client ID configured for this function
· Confirm that Verify Token is enabled for the specific Client ID

 If not, return error response with Exception Message 010001 Client not configured for this function
· Branch to step 1

	13
	
	Confirm if Luhn check digit correct for the Meter serial number

If not, return error response with Exception Message 010006 MSNO fails meter check digit validation
· Branch to step 1

	14
	
	Verify that Meter exist in database
If not, return error response with Exception Message 010017 Insufficient meter data / meter not registered, require additional info
Branch to step 1

	15
	
	Confirm that other STS data for this meter valid

· Supply Group Code exist and valid

· Key Revision exist and valid

· Tariff Index exist and valid

· Algorithm Technology exist and valid

· Token Technology exist

If not, return error response with Exception Message 010005 STS Data Not Valid
· Branch to step 1

	16
	
	Perform Requested Function
· Verify STS credit token

· If the result is in kWh  it must also be converted to the relevant Rand value, using the currently active tariff rate for the specific tariff. (It is accepted that there might be differences in price if the tariff rate has changed) 

If not, return error response with Exception Message 010033  Unable to verify token
· Branch to step 1

	17
	
	Send Response

· Verify Token Use Case Response

	18
	If a valid response received within time X,

· Clear the Message ID
If not, display message similar to Exception Message 040004 Communications timeout
· Do not Branch to Use Case Issue Advice (last response)
· Process ends

(X is configured on the Client and will depend on manufacturer’s design as well as quality and speed of the communications network)
	

	19
	Create output

· Print returned receipt
· Process completed
	


9.14 Verify Token (all data) Use Case

9.14.1 Scenario Description

This scenario covers the customer’s request to verify that a token should work in his meter and also to verify the value imbedded in an STS token. The customer provides meter configuration information (MSNO, SGC, KRN, TI, TT, AT) from a meter card or an old token
9.14.2 Desired Outcome

The system should produce a response stating that the token is valid for a particular tariff index and supply group code along with the extracted value.
9.14.3 Participants

· Customer

· Vending Client

· Vendor

· Vending Server

9.14.4 Key Business Rules
· No vendor credit is required

· The client must be configured to process this Use Case

· The Operator does not have to be configured for specific supply groups to request these tokens.

· The monetary value that is calculated from the kWh or currency on the token will only use the currently effective tariff rate.  It is therefore recognised that there might be slight differences in the monetary value reported for a verified token and the original purchase price. 
· Tokens may be requested as many times as necessary
9.14.5 Workflow

	Step No
	Client
	Server

	1
	The Vendor must manually enter the following fields on the Client, from an old token (or other source) or alternatively by swiping the meter card for the new meter:

· Meter serial number

· Supply Group Code

· Key revision number

· Tariff Index

· Algorithm Technology

· Token Technology

· The 20 digit STS number may be typed manually from a numeric token or may be read from a magnetic STS token
	

	2
	If this data is entered manually, confirm if STS data valid?

· Meter serial number is 11a to 13a digits (i.e. a standard number format)
· Supply Group is 6n

· Key revision number is 1n

· Tariff Index is 2n

· Algorithm and Token technology each 2n or selected from a defined list

If entered via a meter card, only confirm that the CRC on the card is correct.
If not, display message similar to Exception Message 040001 Invalid / Missing parameters required to submit the request
· Branch to step 1
	

	3
	Confirm if Luhn check digit correct on meter serial number if entered manually

If not, display message similar to Exception Message 040000 MSNO fails the meter check digit validation
· Branch to step 1
	

	4
	Confirm if other data valid?

· STS token 20n
If not, display message similar to Exception Message 040001 Invalid / Missing parameters required to submit the request
· Branch to step 1
	

	5
	Create XMLVend Request

· Create Verify Token Use Case request with all the above data

· If the meter configuration information was entered manually, those fields must be submitted and the data must not be assembled into a simulated meter card data track.

· If the meter configuration information was supplied from a meter card, only the complete track 2 data must be submitted and the data must not be extracted into the various individual fields as well.  This is required by the server to identify how meter information was entered.

· Save the Message ID to non-volatile storage.
· Submit request
	

	6
	
	Identify language to respond in:

· code in SOAP header field “locale”
If not present or unsupported use English

· Confirm if XMLVend request supported?
If not, return error response with Exception Message 010031 XMLVend Request not supported on server
· Branch to step 1

	7
	
	Perform XMLVend Schema and Eskom specialisation validation

· Meter serial number 11a to 13a
· Supply Group 6n

· Key revision number 1n

· Tariff Index 2n

· Algorithm and Token technology each 2n
· STS token 20n
If validation fail, return error response with Exception Message 010002 Schema invalid parameters supplied for request
· Branch to step 1

	8
	
	Verify the Client ID 

· Confirm that the Client ID (EAN number) matches the Common Name field in the Client Certificate for the current SSL session
If not, return error response with Exception Message 050000 Client ID (EAN Number) doesn’t match Client ID on certificate
· Branch to step 1

	9
	
	Verify if Message ID for the Request is unique 

· Confirm that the Message ID for this Client (EAN number) does not exist on the Server
If not, return error response with Exception Message 020000 Message ID not unique
· Branch to step 1

	10
	
	Verify if Message ID for the Request has not expired 

· Confirm that the Message ID for this Client (EAN number) has not already been advised as not processed. (Such action must preclude later processing of same Message ID)
If already advised, return error response with Exception Message 020001 Expired MsgID, message has been advised
· Branch to step 1

	11
	
	Ensure Vendor is registered and not blocked
· Confirm that Client ID registered and that a valid vendor account exists

· Confirm that CDU ID block flag not set 

If not, return error response with Exception Message 010032 Client ID not registered or blocked
· Branch to step 1

	12
	
	Verify if Client ID configured for this function
· Confirm that Verify Token is enabled for the specific Client ID

 If not, return error response with Exception Message 010001 Client not configured for this function
· Branch to step 1

	13
	
	Confirm if Luhn check digit correct for the Meter serial number

If not, return error response with Exception Message 010006 MSNO fails meter check digit validation
· Branch to step 1

	14
	
	Confirm that other STS data for this meter valid

· Supply Group Code exist and valid

· Key Revision exist and valid

· Tariff Index exist and valid

· Algorithm Technology exist and valid

· Token Technology exist

If not, return error response with Exception Message 010005 STS Data Not Valid
· Branch to step 1

	15
	
	Confirm if the supplied STS meter data is the same as the data on the database.
If database data different from STS data submitted, include with response Warning Message 060004 Meter details have changed
· Branch to step 16

	16
	
	Perform Requested Function
· Verify STS credit token
· If the result is in kWh  it must also be converted to the relevant Rand value, using the currently active tariff rate for the specific tariff. (It is accepted that there might be differences in price if the tariff rate has changed) 

	17
	
	Send Response

· Verify Token Use Case Response

	18
	If a valid response received within time X,

· Clear the Message ID
If not, display message similar to Exception Message 040004 Communications timeout
· Do not Branch to Use Case Issue Advice (last response)
· Process ends

(X is configured on the Client and will depend on manufacturer’s design as well as quality and speed of the communications network)
	

	19
	Create output

· Print returned receipt
· Process completed
	


9.15 Vend Trial Token Use Case

9.15.1 Scenario Description

Vend Trial Token operates exactly like the two scenarios of the real Vending Use Case (i.e. with meter serial number only and with all data), but no actual token is created or transaction recorded.
9.15.2 Desired Outcome

· The Vendor wants to confirm whether a token can be created successfully for a particular meter and what the applicable credit and deductions  will be.

· The Server performs all required validations for a real transaction but does not create a token or record the transaction

· The Server returns a Trial token receipt with twenty zeros in place of the STS numbers.
9.15.3 Participants

· Vending Client

· Vendor

· Vending Server

9.15.4 Key Business Rules

· Exactly the same processing and business rules will apply for Trial Vend as for a Normal Vend operation.

· Sufficient credit availability must be verified but not adjusted

· The vendor is configured for the required SGC.

· The Client must be configured to process the normal Vending Use Case

· No actual STS tokens must be created. The Server must return twenty zeros in place of the STS token numbers.

· Automatic FBE allocation, Fixed Charges and Debt Recovery must also be validated as defined for a normal vend operation but no actual tokens or adjustments created.

· The transaction(s) must not be recorded on the Server
· No customer or vending related flags must be modified

· Normal Vending related exception messages must be implemented as they would be for standard vending operation.

9.16 Pay Debt (meter serial number only) Use Case

9.16.1 Scenario Description

While debt recovery is automatically processed whenever a customer purchases electricity, this Use Case allows the customer to pay debt for a selected amount whenever so desired. For this scenario the customer provides only the meter’s serial number as identification.

9.16.2 Desired Outcome

· The customer pays the selected amount against his outstanding debt and receives a receipt as proof of payment.
· The Debt transaction is recorded on the Server.
9.16.3 Participants

· Customer

· Vending Client

· Vendor
· Vending Server

9.16.4 Key Business Rules

· The vendor must have enough credit

· The vendor is configured for the required SGC.

· The client must be configured to process this Use Case 

· Debt payment will only be allowed if the meter is registered on the Server with a matching account number. This is required to ensure proper allocation of recovered funds.

· Even though the debt payment will be allocated to an account number on the Server, the Pay Debt request will only be accepted when identified by a meter serial number
· The customer may decide how much and when he wants to pay additional amounts against his outstanding debt. (This is in addition to the mandatory debt recovery included in credit purchases)
· The outstanding amount may possibly not be known at the time of payment 

9.16.5 Workflow

	Step No.
	Client
	Server

	1
	The Vendor must enter the following fields on the Client, as typically obtained from an old token

· Meter serial number (for which the debt must be paid)
· The required Rand value
	

	2
	Confirm if STS data valid?

· Meter serial number is 11a to 13a digits (i.e. a standard number format)

If not, display message similar to Exception Message 040001 Invalid / Missing parameters required to submit the request
· Branch to step 1
	

	3
	Confirm if Luhn check digit correct on meter serial number

If not, display message similar to Exception Message 040000 MSNO fails the meter check digit validation
· Branch to step 1
	

	4
	Confirm if other data valid?

· Rand value correct format
If not, display message similar to Exception Message 040001 Invalid / Missing parameters required to submit the request
· Branch to step 1
	

	5
	Create XMLVend Request

· Create Pay Account (Debt recovery) Use Case request with the above data only

· Save the Message ID to non-volatile storage.
· Submit request
	

	6
	
	Identify language to respond in:

· code in SOAP header field “locale”
If not present or unsupported use English

· Confirm if XMLVend request supported?
If not, return error response with Exception Message 010031 XMLVend Request not supported on server
· Branch to step 1

	7
	
	Perform XMLVend Schema and Eskom specialisation validation

· Meter serial number 11a to 13a
· Rand value 
If validation fail, return error response with Exception Message 010002 Schema invalid parameters supplied for request
· Branch to step 1

	8
	
	Verify the Client ID 

· Confirm that the Client ID (EAN number) matches the Common Name field in the Client Certificate for the current SSL session
If not, return error response with Exception Message 050000 Client ID (EAN Number) doesn’t match Client ID on certificate
· Branch to step 1

	9
	
	Verify if Message ID for the Request is unique 

· Confirm that the Message ID for this Client (EAN number) does not exist on the Server
If not, return error response with Exception Message 020000 Message ID not unique
· Branch to step 1

	10
	
	Verify if Message ID for the Request has not expired 

· Confirm that the Message ID for this Client (EAN number) has not already been advised as not processed. (Such action must preclude later processing of same Message ID)
If already advised, return error response with Exception Message 020001 Expired MsgID, message has been advised
· Branch to step 1

	11
	
	Ensure Vendor is registered and not blocked
· Confirm that Client ID registered and that a valid vendor account exists

· Confirm that CDU ID block flag not set 

If not, return error response with Exception Message 010032 Client ID not registered or blocked
· Branch to step 1

	12
	
	Verify if Client ID configured for this function
· Confirm that Debt Recovery is enabled for the specific Client ID

 If not, return error response with Exception Message 010001 Client not configured for this function
· Branch to step 1

	13
	
	Confirm if Luhn check digit correct for meter serial number

If not, return error response with Exception Message 010006 MSNO fails meter check digit validation
· Branch to step 1

	14
	
	Verify that Meter configured for debt recovery

· Confirm that meter exist in database
If not, return error response with Exception Message 010038 Meter information not found
· Branch to step 1

	15
	
	Confirm that other STS data for this meter valid

· Supply Group Code for meter exist and valid

If not, return error response with Exception Message 010005 STS Data Not Valid
· Branch to step 1

	16
	
	Confirm that Vendor authorised for this Supply Group Code

If not, return error response with Exception Message 010000 Client not configured for SGC
· Branch to step 1

	17
	
	Confirm that Client can vend with manual entry

· Ensure “Swipe card only” configuration not set for the Client ID (this is a “number only” based request)
· Ensure the client did not include Track 2 data in request
If not, return error response with Exception Message 010020 Require Meter Card
· Branch to step 1

	18
	
	Confirm that other data is valid

· The Account Type supplied in the Use Case request is for “Debt Recovery”
If not, return error response with Exception Message 010024 Account type invalid
· Branch to step 1

	19
	
	Confirm that the vendor (Client ID account) has enough Credit
· Available credit - required Rand amount > credit limit for Client ID

If not, return error response with Exception Message 010010 Not enough Credit available for Vendor
· Branch to step 1

	20
	
	Confirm if the customer qualifies for Debt Recovery in the database.
· The Debt Recovery indication for the meter must match the Benefit Indicator Table
· The method and amount to recover is shown in this same table

· The customer’s Debt balance must be greater than zero
If not, return error response with Exception Message 010007 No outstanding debt
· Branch to step 1

	21
	
	Ensure that an account number exists for this meter in the downloaded customer database
If not, log a CC&B exception as “no account number” along with all the meter configuration data.
· Return error response with Exception Message 010004 Account number not linked to meter
· Branch to step 1

	22
	
	Deduct vendor (Client ID account) credit
· Available credit – Debt Payment amount

	23
	
	Create Account payment transaction for the debt payment 

· Log debt payment transaction in the Transaction database as Account Payment transaction type.
· Include the account number
· Transaction code 9240

	24
	
	Send Response

Pay Account (Debt recovery)  Use Case Response
· Include the meter details

· Include the account number that is linked to the meter

	25
	If a valid response received within time X,

· Clear the Message ID
If not, display message similar to Exception Message 040003 Transaction timed out. Requesting Last Response (auto-reprint)
· Branch to Use Case Issue Advice (last response)
· Process ends

(X is configured on the Client and will depend on manufacturer’s design as well as quality and speed of the communications network)
	

	26
	If Client can produce a token for this token technology

· Print receipt
If not, still print receipt
· Process completed
	


9.17 Pay Debt (all data) Use Case

9.17.1 Scenario Description

While debt recovery is automatically processed whenever a customer purchases electricity, this Use Case allows the customer to pay debt for a selected amount whenever so desired. For this scenario the customer provides all the meter configuration information (MSNO, SGC, KRN, TI, TT, AT) from a meter card or an old token

9.17.2 Desired Outcome

· The customer pays the selected amount against his outstanding debt and receives a receipt as proof of payment.
· The Debt transaction is recorded on the Server.
9.17.3 Participants

· Customer

· Vending Client

· Vendor
· Vending Server

9.17.4 Key Business Rules

· The vendor must have enough credit

· The vendor is configured for the required SGC.

· The client must be configured to process this Use Case

· Debt payment will only be allowed if the meter is registered on the Server with a matching account number. This is required to ensure proper allocation of recovered funds.

· Even though the debt payment will be allocated to an account number on the Server, the Pay Debt request will only be accepted when identified by a meter serial number

· The customer may decide how much and when he wants to pay additional amounts against his outstanding debt. (This is in addition to the mandatory debt recovery included in credit purchases)

· The outstanding amount may possibly not be known at the time of payment 

9.17.5 Workflow

	Step No.
	Client
	Server

	1
	The Vendor must enter the following fields on the Client, as typically obtained from an old token

· Meter serial number (for which the debt must be paid)
· Supply Group Code

· Key revision number

· Tariff Index

· Algorithm Technology

· Token Technology

· The required Rand value
	

	2
	If this data is entered manually, confirm if STS data valid?
· Meter serial number is 11a to 13a digits (i.e. a standard number format)
· Supply Group is 6n

· Key revision number is 1n

· Tariff Index is 2n

· Algorithm and Token technology each 2n or selected from a defined list

If entered via a meter card, only confirm that the CRC on the card is correct.
If not, display message similar to Exception Message 040001 Invalid / Missing parameters required to submit the request
· Branch to step 1
	

	3
	If not entered via Meter Card, confirm if Luhn check digit correct on meter serial number
If not, display message similar to Exception Message 040000 MSNO fails the meter check digit validation
· Branch to step 1
	

	4
	Confirm if other data valid?

· Rand value correct format
If not, display message similar to Exception Message 040001 Invalid / Missing parameters required to submit the request
· Branch to step 1
	

	5
	Create XMLVend Request

· Create Pay Account (Debt recovery) Use Case request with the above data only

· If the meter configuration information was entered manually, those fields must be submitted and the data must not be assembled into a simulated meter card data track.

· If the meter configuration information was supplied from a meter card, only the complete track 2 data must be submitted and the data must not be extracted into the various individual fields as well.  This is required by the server to identify how meter information was entered.

· Save the Message ID to non-volatile storage.
· Submit request
	

	6
	
	Identify language to respond in:

· code in SOAP header field “locale”
If not present or unsupported use English

· Confirm if XMLVend request supported?
If not, return error response with Exception Message 010031 XMLVend Request not supported on server
· Branch to step 1

	7
	
	Perform XMLVend Schema and Eskom specialisation validation

· Meter serial number 11a to 13a
· Supply Group 6n

· Key revision number 1n

· Tariff Index 2n

· Algorithm and Token technology each 2n
· Rand value 
If validation fail, return error response with Exception Message 010002 Schema invalid parameters supplied for request
· Branch to step 1

	8
	
	Verify the Client ID 

· Confirm that the Client ID (EAN number) matches the Common Name field in the Client Certificate for the current SSL session
If not, return error response with Exception Message 050000 Client ID (EAN Number) doesn’t match Client ID on certificate
· Branch to step 1

	9
	
	Verify if Message ID for the Request is unique 

· Confirm that the Message ID for this Client (EAN number) does not exist on the Server
If not, return error response with Exception Message 020000 Message ID not unique
· Branch to step 1

	10
	
	Verify if Message ID for the Request has not expired 

· Confirm that the Message ID for this Client (EAN number) has not already been advised as not processed. (Such action must preclude later processing of same Message ID)
If already advised, return error response with Exception Message 020001 Expired MsgID, message has been advised
· Branch to step 1

	11
	
	Ensure Vendor is registered and not blocked
· Confirm that Client ID registered and that a valid vendor account exists

· Confirm that CDU ID block flag not set 

If not, return error response with Exception Message 010032 Client ID not registered or blocked
· Branch to step 1

	12
	
	Verify if Client ID configured for this function
· Confirm that Debt Recovery is enabled for the specific Client ID

 If not, return error response with Exception Message 010001 Client not configured for this function
· Branch to step 1

	13
	
	Confirm if Luhn check digit correct for meter serial number

If not, return error response with Exception Message 010006 MSNO fails meter check digit validation
· Branch to step 1

	14
	
	Verify that Meter configured for debt recovery

· Confirm that meter exist in database
If not, return error response with Exception Message 010038 Meter information not found
· Branch to step 1

	15
	
	Confirm that other STS data for this meter valid

· Supply Group Code for meter exist and valid

· Key Revision for meter exist and valid

· Tariff Index for meter exist and valid

· Algorithm Technology for meter exist and valid

· Token Technology for meter exist
If not, return error response with Exception Message 010005 STS Data Not Valid
· Branch to step 1

	16
	
	Confirm that vendor authorised for this Supply Group Code

If not, return error response with Exception Message 010000 Client not configured for SGC
· Branch to step 1

	17
	
	If Track 2 data not present in request (i.e. data entered manually on Client), confirm that Client can vend with manual entry

· Ensure “Swipe card only” configuration not set for the Client ID
If only swipe card allowed for Client, return error response with Exception Message 010020 Require Meter Card
· Branch to step 1

	18
	
	Confirm that other data is valid

· The Account Type supplied in the Use Case request is for “Debt Recovery”
If not, return error response with Exception Message 010024 Account type invalid
· Branch to step 1

	19
	
	Confirm that the vendor (Client ID account) has enough Credit
· Available credit - required Rand amount > credit limit for Client ID

If not, return error response with Exception Message 010010 Not enough Credit available for Vendor
· Branch to step 1

	20
	
	Confirm if the customer qualifies for Debt Recovery in the database.
· The Debt Recovery indication for the meter must match the Benefit Indicator Table
· The method and amount to recover is shown in this same table

· The customer’s Debt balance must be greater than zero
If not, return error response with Exception Message 010007 No outstanding debt
· Branch to step 1

	21
	
	Ensure that an account number exists for this meter in the downloaded customer database
If not, log a CC&B exception as “no account number” along with all the meter configuration data.
· Return error response with Exception Message 010004 Account number not linked to meter
· Branch to step 1

	22
	
	Deduct vendor (Client ID account) credit
· Available credit – Debt Payment amount

	23
	
	Create Account payment transaction for the debt payment 

· Log debt payment transaction in the Transaction database as Account Payment transaction type.
· Include the account number
· Transaction code 9240

	24
	
	Send Response

Pay Account (Debt recovery)  Use Case Response
· Include the meter details

· Include the account number that is linked to the meter

	25
	If a valid response received within time X,

· Clear the Message ID
If not, display message similar to Exception Message 040003 Transaction timed out. Requesting Last Response (auto-reprint)
· Branch to Use Case Issue Advice (last response)
· Process ends

(X is configured on the Client and will depend on manufacturer’s design as well as quality and speed of the communications network)
	

	26
	If Client can produce a token for this token technology

· Print receipt
If not, still print receipt
· Process completed
	


9.18 Pay Account Use Case

9.18.1 Scenario Description

The Pay Account Use Case allows the customer to pay a selected amount against any valid account number.  While Pay Debt and the automatic Debt Recovery require an existing account number for that customer on the Server database, Pay Account will accept payment against any valid account number which is provided by the customer.
9.18.2 Desired Outcome

· The customer pays the selected amount against a valid account number and receives a receipt as proof of payment.
· The Account payment transaction is recorded on the Server.
9.18.3 Participants

· Customer

· Vending Client

· Vendor
· Vending Server

9.18.4 Key Business Rules

· The vendor must have enough credit

· The client must be configured to process this Use Case

· Account payment will be allowed even if the specific account information is not registered on the Server. The customer must provide the account number to pay against.
· The account number must include the matching check digit to ensure it is a valid number.
· The customer may decide how much and when he wants to pay additional amounts against his outstanding debt.

9.18.5 Workflow

	Step No.
	Client
	Server

	1
	The Vendor must enter the following fields on the Client, as typically obtained from an Eskom account or payment notification

· Account number that should be credited
· Account type selected as: Generic | Connection | Upgrade | Tamper Fee | Conversion
· The payment Rand value
	

	2
	Confirm if STS data valid?

· Account number 10n
If not, display message similar to Exception Message 040001 Invalid / Missing parameters required to submit the request
· Branch to step 1
	

	3
	Confirm if Luhn check digit correct on account number

If not, display message similar to Exception Message 040002 Account number invalid
· Branch to step 1
	

	4
	Confirm if other data valid?

· Rand value correct format
If not, display message similar to Exception Message 040001 Invalid / Missing parameters required to submit the request
· Branch to step 1
	

	5
	Create XMLVend Request

· Create Pay Account (Generic | Connection | Upgrade | Tamper | Conversion) Use Case request with the above data only

· Save the Message ID to non-volatile storage.
· Submit request
	

	6
	
	Identify language to respond in:

· code in SOAP header field “locale”
If not present or unsupported use English

· Confirm if XMLVend request supported?
If not, return error response with Exception Message 010031 XMLVend Request not supported on server
· Branch to step 1

	7
	
	Perform XMLVend Schema and Eskom specialisation validation

· Account number 20a
· Rand value 
If validation fail, return error response with Exception Message 010002 Schema invalid parameters supplied for request
· Branch to step 1

	8
	
	Verify the Client ID 

· Confirm that the Client ID (EAN number) matches the Common Name field in the Client Certificate for the current SSL session
If not, return error response with Exception Message 050000 Client ID (EAN Number) doesn’t match Client ID on certificate
· Branch to step 1

	9
	
	Verify if Message ID for the Request is unique 

· Confirm that the Message ID for this Client (EAN number) does not exist on the Server
If not, return error response with Exception Message 020000 Message ID not unique
· Branch to step 1

	10
	
	Verify if Message ID for the Request has not expired 

· Confirm that the Message ID for this Client (EAN number) has not already been advised as not processed. (Such action must preclude later processing of same Message ID)
If already advised, return error response with Exception Message 020001 Expired MsgID, message has been advised
· Branch to step 1

	11
	
	Ensure Vendor is registered and not blocked
· Confirm that Client ID registered and that a valid vendor account exists

· Confirm that CDU ID block flag not set 

If not, return error response with Exception Message 010032 Client ID not registered or blocked
· Branch to step 1

	12
	
	Verify if Client ID configured for this function
· Confirm that Pay Account is enabled for the specific Client ID

 If not, return error response with Exception Message 010001 Client not configured for this function
· Branch to step 1

	13
	
	Confirm that account number is all numeric and Luhn check digit correct
If not, return error response with Exception Message 010023 Account number invalid
· Branch to step 1

	14
	
	Confirm that other data is valid

· The Account Type supplied in the Use Case request is for “Generic” | “Connection” | “Upgrade” | “Tamper” | “Conversion”
If not, return error response with Exception Message 010024 Account type invalid
· Branch to step 1

	15
	
	Confirm that the vendor (Client ID account) has enough Credit
· Available credit - required Rand amount > credit limit for Client ID

If not, return error response with Exception Message 010010 Not enough Credit available for Vendor
· Branch to step 1

	16
	
	Deduct vendor (Client ID account) credit
· Available credit – Debt Payment amount

	17
	
	Create Account payment transaction for the debt payment 

· Log account payment transaction in the Transaction database.

· Transaction code 9240

	18
	
	Send Response

Pay Account (Generic | Connection | Upgrade | Tamper | Conversion)  Use Case Response
· Include the account number

	19
	If a valid response received within time X,

· Clear the Message ID
If not, display message similar to Exception Message 040003 Transaction timed out. Requesting Last Response (auto-reprint)
· Branch to Use Case Issue Advice (last response)
· Process ends

(X is configured on the Client and will depend on manufacturer’s design as well as quality and speed of the communications network)
	

	20
	If Client can produce a token for this token technology

· Print receipt
If not, still print receipt
· Process completed
	


9.19 Reprint Transaction Use Case

9.19.1 Scenario Description

A reprint Use Case allows a customer to print previously generated transaction(s). The input data must be Meter Serial Number, Account Number or the complete track 2 meter data. The Server returns a server configured number of credit related transactions. The Vendor then selects the required transactions to print from the returned list on the Client.

9.19.2 Desired Outcome

A reprint of the last set of transactions, including any FBE tokens and Debt recovery transactions which are auto-vended

9.19.3 Participants

· Customer

· Vending Client

· Vendor

· Vending Server

9.19.4 Key Business Rules

· Vendor credit is not affected

· The client must be configured to process this Use Case

· Individual FBE tokens are not reprinted as they can be requested again whenever required.  However, if an FBE token and debt recovery were automatically included with the vend request, they must also be included with the reprint of that transaction
· Only the last number of transactions will be available on the server for reprint. The specific number of transactions to store for reprint is a global configuration setting on the Server.

9.19.5 Workflow

	Step No
	Client
	Server

	1
	The Vendor must manually enter the following fields on the Client, from an old token or other source

· Meter serial number | Meter Card track 2 data | Account Number
	

	2
	Confirm if STS data valid?

· Meter serial number is 11a to 13a digits | Account Number 10n
If not, display message similar to Exception Message 040001 Invalid / Missing parameters required to submit the request
· Branch to step 1
	

	3
	Confirm if Luhn check digit correct on serial number

· Meter Serial Number Luhn check | Account Number Luhn check | Meter Card track 2 CRC check

If not, display message similar to Exception Message 040000 MSNO fails the meter check digit validation or 040002 Account number invalid
· Branch to step 1
	

	5
	Create XMLVend Request

· Create Reprint Transaction Use Case request with all the above data

· Save the Message ID to non-volatile storage.
· Submit request
	

	6
	
	Identify language to respond in:

· code in SOAP header field “locale”
If not present or unsupported use English

· Confirm if XMLVend request supported?
If not, return error response with Exception Message 010031 XMLVend Request not supported on server
· Branch to step 1

	7
	
	Perform XMLVend Schema and Eskom specialisation validation

· Meter serial number 11a to 13a | account number 20a
If validation fail, return error response with Exception Message 010002 Schema invalid parameters supplied for request
· Branch to step 1

	8
	
	Verify the Client ID 

· Confirm that the Client ID (EAN number) matches the Common Name field in the Client Certificate for the current SSL session
If not, return error response with Exception Message 050000 Client ID (EAN Number) doesn’t match Client ID on certificate
· Branch to step 1

	9
	
	Verify if Message ID for the Request is unique 

· Confirm that the Message ID for this Client (EAN number) does not exist on the Server
If not, return error response with Exception Message 020000 Message ID not unique
· Branch to step 1

	10
	
	Verify if Message ID for the Request has not expired 

· Confirm that the Message ID for this Client (EAN number) has not already been advised as not processed. (Such action must preclude later processing of same Message ID)
If already advised, return error response with Exception Message 020001 Expired MsgID, message has been advised
· Branch to step 1

	11
	
	Ensure Vendor is registered and not blocked
· Confirm that Client ID registered and that a valid vendor account exists

· Confirm that CDU ID block flag not set 

If not, return error response with Exception Message 010032 Client ID not registered or blocked
· Branch to step 1

	12
	
	Verify if Client ID configured for this function
· Confirm that Reprint Transaction is enabled for the specific Client ID

 If not, return error response with Exception Message 010001 Client not configured for this function
· Branch to step 1

	13
	
	Confirm if Luhn check digit correct for the Meter serial number | Account number
If not, return error response with Exception Message 010006 MSNO fails meter check digit validation or 010023 Account number invalid
· Branch to step 1

	14
	
	Perform Requested Function
· Select the last number of transactions for this meter | account number (up to a maximum of X)
X is a global server configuration for the number of transactions to return for a reprint request.
If not found, return error response with Exception Message 010036 No transactions found for Reprint
· Branch to step 1

	15
	
	Send Response

· Reprint Transaction Use Case Response

	16
	If a valid response received within time X,

· Clear the Message ID
If not, display message similar to Exception Message 040004 Communications timeout
· Do not Branch to Use Case Issue Advice (last response)
· Process ends

(X is configured on the Client and will depend on manufacturer’s design as well as quality and speed of the communications network)
	

	17
	Produce output

· Display list of received transactions for vendor to select the required one
	

	18
	If Client can produce a token for this token technology

· Produce Token / receipt
· Process completed
If not, still print the numeric token

· Display message similar to Warning Message 080001 Token Technology for non-Credit Token not supported (Re-request)
· Process completed
	


9.20 Confirm Meter Details Use Case

9.20.1 Scenario Description

The Confirm Meter Details Use Case allows the vendor to obtain the configuration information for a specific meter or to create a Meter Card for a meter. The vendor only requires the meter serial number for this request.
9.20.2 Desired Outcome

The Server returns all the meter configuration information for the Client to display. The Client may also allow the vendor to create a meter card from the returned information. Only the Token Technology information, may be changed by the Client when making a Meter Card, all other information must be used as supplied by the Server.
9.20.3 Participants

· Customer

· Vending Client

· Vendor

· Vending Server

9.20.4 Key Business Rules

· Vendor credit is not affected

· The client must be configured to process this Use Case 

· The meter must exist on the database for this Use Case to be successful

· Client can only modify the Token Technology Field in the returned data.

9.20.5 Workflow
	Step No
	Client
	Server

	1
	The Vendor must manually enter the following fields on the Client, from an old token or other source

· Meter serial number
	

	2
	Confirm if STS data valid?

· Meter serial number is 11a to 13a digits (i.e. a standard number format)

If not, display message similar to Exception Message 040001 Invalid / Missing parameters required to submit the request
· Branch to step 1
	

	3
	Confirm if Luhn check digit correct on meter serial number

If not, display message similar to Exception Message 040000 MSNO fails the meter check digit validation
· Branch to step 1
	

	4
	Create XMLVend Request

· Create Confirm Meter Detail Use Case Request with the above data

· Save the Message ID to non-volatile storage.
· Submit request
	

	5
	
	Identify language to respond in:

· code in SOAP header field “locale”
If not present or unsupported use English

· Confirm if XMLVend request supported?
If not, return error response with Exception Message 010031 XMLVend Request not supported on server
· Branch to step 1

	6
	
	Perform XMLVend Schema and Eskom specialisation validation

· Meter serial number 11a to 13a
If validation fail, return error response with Exception Message 010002 Schema invalid parameters supplied for request
· Branch to step 1

	7
	
	Verify the Client ID 

· Confirm that the Client ID (EAN number) matches the Common Name field in the Client Certificate for the current SSL session
If not, return error response with Exception Message 050000 Client ID (EAN Number) doesn’t match Client ID on certificate
· Branch to step 1

	8
	
	Verify if Message ID for the Request is unique 

· Confirm that the Message ID for this Client (EAN number) does not exist on the Server
If not, return error response with Exception Message 020000 Message ID not unique
· Branch to step 1

	9
	
	Verify if Message ID for the Request has not expired 

· Confirm that the Message ID for this Client (EAN number) has not already been advised as not processed. (Such action must preclude later processing of same Message ID)
If already advised, return error response with Exception Message 020001 Expired MsgID, message has been advised
· Branch to step 1

	10
	
	Ensure Vendor is registered and not blocked
· Confirm that Client ID registered and that a valid vendor account exists

· Confirm that CDU ID block flag not set 

If not, return error response with Exception Message 010032 Client ID not registered or blocked
· Branch to step 1

	11
	
	Verify if Client ID configured for this function
· Confirm that Confirm Meter Detail is enabled for the specific Client ID

 If not, return error response with Exception Message 010001 Client not configured for this function
· Branch to step 1

	12
	
	Confirm if Luhn check digit correct for the Meter serial number

If not, return error response with Exception Message 010006 MSNO fails meter check digit validation
· Branch to step 1

	13
	
	Verify that Meter exist in database
If not, return error response with Exception Message 010038 Meter information not found
Branch to step 1

	14
	
	Confirm that other STS data for this meter valid

· Supply Group Code exist and valid

· Key Revision exist and valid

· Tariff Index exist and valid

· Algorithm Technology exist and valid

· Token Technology exist

If not, return error response with Exception Message 010005 STS Data Not Valid
· Branch to step 1

	15
	
	Confirm that more recent meter data has not been received on the database

· The “New meter data” flag is only set when different data is downloaded for SGC, KRN or TI
If this flag is set, return error response with Exception Message 010012 More recent meter data received on database
· Branch to step 1

	16
	
	Send Response

· Confirm Meter Detail Use Case Response

	17
	If a valid response received within time X,

· Clear the Message ID
If not, display message similar to Exception Message 040004 Communications timeout
· Do not Branch to Use Case Issue Advice (last response)
· Process ends

(X is configured on the Client and will depend on manufacturer’s design as well as quality and speed of the communications network)
	

	18
	Create output

· Display returned results
· Optionally allow Vendor to encode a Meter Card with these details (and possibly modified TT)
· Process completed
	


9.21 Confirm Customer Details Use Case

9.21.1 Scenario Description

The Confirm Customer Details Use Case allows the vendor to obtain the information for a customer regarding the meter configuration, debt recovery tariff etc. Various fields may be used for the search criteria
9.21.2 Desired Outcome

The Server returns all the customer's information for the Client
9.21.3 Participants

· Customer

· Vending Client

· Vendor

· Vending Server

9.21.4 Key Business Rules

· Vendor credit is not affected 

· The client must be configured to process this Use Case
· The meter / customer must exist on the database for this Use Case to be successful

9.21.5 Workflow
	Step No
	Client
	Server

	1
	The Vendor must enter any of the following information on the Client as obtained from an old token or other source, or alternatively swipe a meter card
· Meter serial number | account number | address | name | ID number | meter card track 2 data
	

	2
	Confirm if STS data valid?

· Meter serial number is 11a to 13a digits | Account Number 10n
If not, display message similar to Exception Message 040001 Invalid / Missing parameters required to submit the request
· Branch to step 1
	

	3
	Confirm if Luhn check digit correct on serial number

· Meter Serial Number Luhn check | Account Number Luhn check | Meter Card track 2 CRC check

If not, display message similar to Exception Message 040000 MSNO fails the meter check digit validation or 040002 Account number invalid
· Branch to step 1
	

	4
	Create XMLVend Request

· Create Confirm Customer Detail Use Case Request with the above data

· Save the Message ID to non-volatile storage.
· Submit request
	

	5
	
	Identify language to respond in:

· code in SOAP header field “locale”
If not present or unsupported use English

· Confirm if XMLVend request supported?
If not, return error response with Exception Message 010031 XMLVend Request not supported on server
· Branch to step 1

	6
	
	Perform XMLVend Schema and Eskom specialisation validation

· Meter serial number 11a to 13a | account number 20a
If validation fail, return error response with Exception Message 010002 Schema invalid parameters supplied for request
· Branch to step 1

	7
	
	Verify the Client ID 

· Confirm that the Client ID (EAN number) matches the Common Name field in the Client Certificate for the current SSL session
If not, return error response with Exception Message 050000 Client ID (EAN Number) doesn’t match Client ID on certificate
· Branch to step 1

	8
	
	Verify if Message ID for the Request is unique 

· Confirm that the Message ID for this Client (EAN number) does not exist on the Server
If not, return error response with Exception Message 020000 Message ID not unique
· Branch to step 1

	9
	
	Verify if Message ID for the Request has not expired 

· Confirm that the Message ID for this Client (EAN number) has not already been advised as not processed. (Such action must preclude later processing of same Message ID)
If already advised, return error response with Exception Message 020001 Expired MsgID, message has been advised
· Branch to step 1

	10
	
	Ensure Vendor is registered and not blocked
· Confirm that Client ID registered and that a valid vendor account exists

· Confirm that CDU ID block flag not set 

If not, return error response with Exception Message 010032 Client ID not registered or blocked
· Branch to step 1

	11
	
	Verify if Client ID configured for this function
· Confirm that Confirm Customer Detail is enabled for the specific Client ID

 If not, return error response with Exception Message 010001 Client not configured for this function
· Branch to step 1

	12
	
	Confirm if Luhn check digit correct for the Meter serial number  | Account number
If not, return error response with Exception Message 010006 MSNO fails meter check digit validation or 010023 Account number invalid
· Branch to step 1

	13
	
	Select up to X number of customers / meters detail
· Ignore case and white space in search

If more than X found  include Warning Message 060002 Only first x records returned in response
If none found return error response with Exception Message 010035 Customer not found
· Branch to step 1

	14
	
	Send Response

· Confirm Customer Detail Use Case Response
· Include meter configuration
· Include Debt recovery configuration
· Include Fixed Charges flag
· Include FBE allocation flag
· Include more recent data update flag

	15
	If a valid response received within time X,

· Clear the Message ID
If not, display message similar to Exception Message 040004 Communications timeout
· Do not Branch to Use Case Issue Advice (last response)
· Process ends

(X is configured on the Client and will depend on manufacturer’s design as well as quality and speed of the communications network)
	

	16
	Create output

· Display returned results
· Process completed
	


9.22 Customer Fault Report Use Case

9.22.1 Scenario Description

The Customer Fault Report Use Case allows the vendor to report a meter (or other) fault to the utility, if the Vendor could not solve it.  The Online vending system provides the unique facility at the vending point where such an error can be reported and it can be reported very quickly to the Vending Server.  The Vending Server must have the capability to produce regular fault reports which can be forwarded to Field Services for formal registration on the Eskom system and subsequent correction.

To address the fault effectively, the specific meter serial number and other configuration information will be required, as well as contact details for the customer.  The Server must also create a unique fault reference number for the customer to aid in later fault identification.

	No
	Fault

(Only choose first correct fault description found)
	Fault type*

	1. 
	Serious Box or physical damage
	Physical meter or network

	2. 
	Fire / water damage
	Physical meter or network

	3. 
	Meter dead
	Physical meter or network

	4. 
	Keeps tripping or erratic trip
	Physical meter or network

	5. 
	No trip or disconnection
	Physical meter or network

	6. 
	Display, lights or buttons faulty 
	Physical meter or network

	7. 
	Tokens not working
	Physical meter or network

	8. 
	Network supply fault (not meter related)
	Physical meter or network


*
Note, future fault recording may include data or customer fault types
9.22.2 Desired Outcome

The Server logs the customer fault for later export to external systems. A unique fault reference number is created by the Server and included in the fault notification response to the Client
9.22.3 Participants

· Customer

· Vending Client

· Vendor

· Vending Server

9.22.4 Key Business Rules

· Vendor credit is not affected

· The client must be configured to process this Use Case

· The meter / customer do not have to exist on the database for this Use Case to be successful

· Complete meter configuration information must be supplied but only the Luhn check on the meter serial number is performed. Other fields are only validated for length and formatting.  This is done to encourage fault reporting even when complete data may not be accurate. 

9.22.5 Workflow

	Step No
	Client
	Server

	1
	The Vendor must manually enter the following fields on the Client, from an old token (or other source) or alternatively by swiping the meter card for the new meter:

· Meter serial number

· Supply Group Code

· Key revision number

· Tariff Index

· Algorithm Technology

· Token Technology

Select from a list on Client

· Fault type (as described under scenario description)
The following must be provided by the customer
· Name

· Address (or stand number etc.)

· Telephone number (optional)
	

	2
	If this data is entered manually, confirm if STS data valid?

· Meter serial number is 11a to 13a digits (i.e. a standard number format)
· Supply Group is 6n

· Key revision number is 1n

· Tariff Index is 2n

· Algorithm and Token technology each 2n or selected from a defined list

If entered via a meter card, only confirm that the CRC on the card is correct.
If not, display message similar to Exception Message 040001 Invalid / Missing parameters required to submit the request
· Branch to step 1
	

	3
	Confirm if Luhn check digit correct on meter serial number if entered manually

If not, display message similar to Exception Message 040000 MSNO fails the meter check digit validation
· Branch to step 1
	

	4
	Confirm if other data valid?

· Name 2-40a

· Address 4-80a
· Meter fault type (list)
If not, display message similar to Exception Message 040001 Invalid / Missing parameters required to submit the request
· Branch to step 1
	

	5
	Create XMLVend Request

· Create Customer Fault Report Use Case request with all the above data

· If the meter configuration information was entered manually, those fields must be submitted and the data must not be assembled into a simulated meter card data track.

· If the meter configuration information was supplied from a meter card, only the complete track 2 data must be submitted and the data must not be extracted into the various individual fields as well.  This is required by the server to identify how meter information was entered.

· Save the Message ID to non-volatile storage.
· Submit request
	

	6
	
	Identify language to respond in:

· code in SOAP header field “locale”
If not present or unsupported use English

· Confirm if XMLVend request supported?
If not, return error response with Exception Message 010031 XMLVend Request not supported on server
· Branch to step 1

	7
	
	Perform XMLVend Schema and Eskom specialisation validation

· Meter serial number 11a to 13a
· Supply Group 6n

· Key revision number 1n

· Tariff Index 2n

· Algorithm and Token technology each 2n
· Meter fault type (list)
If validation fail, return error response with Exception Message 010002 Schema invalid parameters supplied for request
· Branch to step 1

	8
	
	Verify the Client ID 

· Confirm that the Client ID (EAN number) matches the Common Name field in the Client Certificate for the current SSL session
If not, return error response with Exception Message 050000 Client ID (EAN Number) doesn’t match Client ID on certificate
· Branch to step 1

	9
	
	Verify if Message ID for the Request is unique 

· Confirm that the Message ID for this Client (EAN number) does not exist on the Server
If not, return error response with Exception Message 020000 Message ID not unique
· Branch to step 1

	10
	
	Verify if Message ID for the Request has not expired 

· Confirm that the Message ID for this Client (EAN number) has not already been advised as not processed. (Such action must preclude later processing of same Message ID)
If already advised, return error response with Exception Message 020001 Expired MsgID, message has been advised
· Branch to step 1

	11
	
	Ensure Vendor is registered and not blocked
· Confirm that Client ID registered and that a valid vendor account exists

· Confirm that CDU ID block flag not set 

If not, return error response with Exception Message 010032 Client ID not registered or blocked
· Branch to step 1

	12
	
	Verify if Client ID configured for this function
· Confirm that Customer Fault Report is enabled for the specific Client ID

 If not, return error response with Exception Message 010001 Client not configured for this function
· Branch to step 1

	13
	
	Confirm if Luhn check digit correct for the Meter serial number

If not, return error response with Exception Message 010006 MSNO fails meter check digit validation
· Branch to step 1

	14
	
	Confirm if the supplied STS meter data is the same as the data on the database.
If database data different from STS data submitted, include with response Warning Message 060004 Meter details have changed
· Branch to step 15

	15
	
	Perform Requested Function
· Generate unique fault reference number

· Log Customer fault.
· Log Customer & meter data faults in CC&B exception log with all data supplied by customer
· Log physical Meter and network faults in CC&I exception log with all data supplied by customer

	16
	
	Send Response

· Customer Fault Report Use Case Response

	17
	If a valid response received within time X,

· Clear the Message ID
If not, display message similar to Exception Message 040004 Communications timeout
· Do not Branch to Use Case Issue Advice (last response)
· Process ends

(X is configured on the Client and will depend on manufacturer’s design as well as quality and speed of the communications network)
	

	18
	Create output

· Print returned receipt
· Process completed
	


9.23 Create Deposit Slip Use Case

9.23.1 Scenario Description

Due to the upfront nature of online vending, it is not required anymore to tie banking deposits to any specific batches or transaction ranges.  The Vendor may now request a deposit slip at any time from the server when he wishes to make a deposit into his credit account. 

The Server must save the deposit slip created for possible future verification but no system functionality is tied to a specific deposit slip.  The Vendor may even discard the deposit slip without using it and request another.

The same upfront functionality eliminates the requirement for the server to be aware of the specific amount deposited for a specific deposit slip.  The server must only return a recommended deposit amount in the response.  The recommended amount is the value to deposit to return the vendor credit to the Optimum Credit Value:  

The recommended value is calculated as:

Deposit amount recommended = Optimum Credit Value + Credit Limit – Account Balance 
Note that any Emergency Credit that may exist is ignored

The Client may still allow the vendor to manually change the actual amount to be deposited before the deposit slip is printed.

9.23.2 Desired Outcome

· The Server generates a correctly formatted bank deposit slip for the Vendor with a recommended deposit amount.

· It is suggested that the Client machines allow the Vendor to adjust the recommended amount before the deposit slip is printed.

9.23.3 Participants

· Vending Client

· Vendor

· Vending Server

9.23.4 Key Business Rules

· Vendor credit is not affected

· The client must be configured to process this Use Case 

· Create Deposit Slips may be requested as often as required by the Vendor (not linked to any batches or transactions)
· The Server will identify every specific deposit slip with a unique reference number to assist vendors in managing deposit requests.

· Vendor credit notifications received from SAP will be identified by a unique bank reference number (as created by the bank) therefore no additional provision is required for identifying missing or duplicate notifications. 
9.23.5 Workflow

	Step No
	Client
	Server

	1
	· The Vendor only selects function, no further data required
	

	2
	Create XMLVend Request

· Create Deposit Slip Use Case request

· Save the Message ID to non-volatile storage.
· Submit request
	

	3
	
	Identify language to respond in:

· code in SOAP header field “locale”
If not present or unsupported use English

· Confirm if XMLVend request supported?
If not, return error response with Exception Message 010031 XMLVend Request not supported on server
· Branch to step 1

	4
	
	Perform XMLVend Schema and Eskom specialisation validation. Only XMLVend validation
If validation fail, return error response with Exception Message 010002 Schema invalid parameters supplied for request
· Branch to step 1

	5
	
	Verify the Client ID 

· Confirm that the Client ID (EAN number) matches the Common Name field in the Client Certificate for the current SSL session
If not, return error response with Exception Message 050000 Client ID (EAN Number) doesn’t match Client ID on certificate
· Branch to step 1

	6
	
	Verify if Message ID for the Request is unique 

· Confirm that the Message ID for this Client (EAN number) does not exist on the Server
If not, return error response with Exception Message 020000 Message ID not unique
· Branch to step 1

	7
	
	Verify if Message ID for the Request has not expired 

· Confirm that the Message ID for this Client (EAN number) has not already been advised as not processed. (Such action must preclude later processing of same Message ID)
If already advised, return error response with Exception Message 020001 Expired MsgID, message has been advised
· Branch to step 1

	8
	
	Ensure Vendor is registered and not blocked
· Confirm that Client ID registered and that a valid vendor account exists

· Confirm that CDU ID block flag not set 

If not, return error response with Exception Message 010032 Client ID not registered or blocked
· Branch to step 1

	9
	
	Verify if Client ID configured for this function
· Confirm that Create Deposit Slip is enabled for the specific Client ID

 If not, return error response with Exception Message 010001 Client not configured for this function
· Branch to step 1

	10
	
	Perform Requested Function
· Calculate recommended deposit amount = 
optimum credit + credit limit – account balance
(note: ignore emergency crd)
· Create reference number 

	11
	
	· Log Deposit slip with preferred amount, date and time

	12
	
	Send Response

· Create Deposit Slip Use Case Response

	13
	If a valid response received within time X,

· Clear the Message ID
If not, display message similar to Exception Message 040004 Communications timeout
· Do not Branch to Use Case Issue Advice (last response)
· Process ends

(X is configured on the Client and will depend on manufacturer’s design as well as quality and speed of the communications network)
	

	14
	Display Deposit slip details for Vendor
· Allow Vendor to modify the deposit amount
· Print modified Deposit Slip
· Process completed
	


9.24 Reprint Deposit Slip Use Case

9.24.1 Scenario Description

Due to the upfront nature of online vending, it is not required anymore to tie banking deposits to any specific batches or transaction ranges.  The Vendor may now request a deposit slip at any time from the server when he wishes to make a deposit into his credit account. 

This Use Case allows the vendor to reprint a previously created deposit slip (if it still exists on the Server). This will allow the vendor to use the same deposit slip reference number if the earlier deposit slip has been lost or damaged. Re-using the same deposit slip for multiple deposits is not recommended but will not affect the operations on the server.   

9.24.2 Desired Outcome

· The Vendor submits the request and the Server returns a pre-configured number of earlier deposit slips.

· It is suggested that the Client machines allow the Vendor to select the specific deposit slip to be printed.

9.24.3 Participants

· Vending Client

· Vendor

· Vending Server

9.24.4 Key Business Rules

· Vendor credit is not affected

· The client must be configured to process this Use Case

· Reprint Deposit Slips may be requested as often as required by the Vendor

· The Server will only return the last few Deposit Slips, depending on the specific global configuration.

· Since the Server is not aware of any local changes the Vendor may have made to the original recommended amount, all reprint Deposit Slips will again have the original recommended amounts.

· The Server will identify every specific deposit by a unique bank reference number (as created by the bank) therefore no special provision is made for identifying missing deposits.

9.24.5 Workflow

	Step No
	Client
	Server

	1
	· The Vendor only selects function, no further data required
	

	2
	Create XMLVend Request

· Reprint Deposit Slip Use Case request

· Save the Message ID to non-volatile storage.
· Submit request
	

	3
	
	Identify language to respond in:

· code in SOAP header field “locale”
If not present or unsupported use English

· Confirm if XMLVend request supported?
If not, return error response with Exception Message 010031 XMLVend Request not supported on server
· Branch to step 1

	4
	
	Perform XMLVend Schema and Eskom specialisation validation. (Only XMLVend validation)
If validation fail, return error response with Exception Message 010002 Schema invalid parameters supplied for request
· Branch to step 1

	5
	
	Verify the Client ID 

· Confirm that the Client ID (EAN number) matches the Common Name field in the Client Certificate for the current SSL session
If not, return error response with Exception Message 050000 Client ID (EAN Number) doesn’t match Client ID on certificate
· Branch to step 1

	6
	
	Verify if Message ID for the Request is unique 

· Confirm that the Message ID for this Client (EAN number) does not exist on the Server
If not, return error response with Exception Message 020000 Message ID not unique
· Branch to step 1

	7
	
	Verify if Message ID for the Request has not expired 

· Confirm that the Message ID for this Client (EAN number) has not already been advised as not processed. (Such action must preclude later processing of same Message ID)
If already advised, return error response with Exception Message 020001 Expired MsgID, message has been advised
· Branch to step 1

	8
	
	Ensure Vendor is registered and not blocked
· Confirm that Client ID registered and that a valid vendor account exists

· Confirm that CDU ID block flag not set 

If not, return error response with Exception Message 010032 Client ID not registered or blocked
· Branch to step 1

	9
	
	Verify if Client ID configured for this function
· Confirm that Reprint Deposit Slip is enabled for the specific Client ID

 If not, return error response with Exception Message 010001 Client not configured for this function
· Branch to step 1

	10
	
	Perform Requested Function
· Select the last number of Deposit Slips for this Client (up to a maximum of X)

X is a global server configuration for the number of deposit slips to return for a reprint request.

If not found, return error response with Exception Message 010034 No deposit slips available for this Vendor
· Branch to step 1

	11
	
	Send Response

· Reprint Deposit Slip Use Case Response

	12
	If a valid response received within time X,

· Clear the Message ID
If not, display message similar to Exception Message 040004 Communications timeout
· Do not Branch to Use Case Issue Advice (last response)
· Process ends

(X is configured on the Client and will depend on manufacturer’s design as well as quality and speed of the communications network)
	

	13
	Display Deposit slip details for Vendor

· Allow Vendor to modify the deposit amount
· Print modified Deposit Slip
· Process completed
	


9.25 Vendor Statement Use Case

9.25.1 Scenario Description

This Use Case allows the Vendor to verify the Available Credit, the Credit Limit, and the last X number of Credit Updates for the specific Client account. (X is configured on the Server).  This Use Case is manually triggered from the client.

Refer to the Vendor Statement receipt format in document “Online Vending Receipt Formats” and XMLVend specification for detailed information about all the fields in the statement.
Notice that the “Bank date” is the field when the action was initiated e.g. the transaction date of banking. The “Applied date” is the date that the actual change was applied on the Client account on the server (i.e. when the vendor would see the effect). 

9.25.2 Desired Outcome

The vendor is able to reconcile his bank deposits with the credit updates on the Server and to be able to see the remaining credit available   The Vendor Statement is shown and/or printed on the Client.  It is recommended that the statement is only displayed on the screen (if feasible) and the Vendor can optionally choose to print as well

9.25.3 Participants

· Vending Client

· Vendor

· Vending Server

9.25.4 Key Business Rules

· Vendor credit is not affected

· The client must be configured to process this Use Case

· Separate data fields must be maintained for “Account Balance” and “Available Credit”, for every Vendor Account.  “Available Credit” must be calculated as: 
Available Credit = Account Balance – Credit Limit – emergency credit limit (if exist)     (Credit Limits may be positive, zero or negative)

· The number of latest credit updates to display “X” to be configured on the Server as a global variable
9.25.5 Workflow

	Step No
	Client
	Server

	1
	· The Vendor only selects function, no further data required
	

	2
	Create XMLVend Request

· Vendor Statement Use Case request

· Save the Message ID to non-volatile storage.
· Submit request
	

	3
	
	Identify language to respond in:

· code in SOAP header field “locale”
If not present or unsupported use English

· Confirm if XMLVend request supported?
If not, return error response with Exception Message 010031 XMLVend Request not supported on server
· Branch to step 1

	4
	
	Perform XMLVend Schema and Eskom specialisation validation. (Only XMLVend validation)
If validation fail, return error response with Exception Message 010002 Schema invalid parameters supplied for request
· Branch to step 1

	5
	
	Verify the Client ID 

· Confirm that the Client ID (EAN number) matches the Common Name field in the Client Certificate for the current SSL session
If not, return error response with Exception Message 050000 Client ID (EAN Number) doesn’t match Client ID on certificate
· Branch to step 1

	6
	
	Verify if Message ID for the Request is unique 

· Confirm that the Message ID for this Client (EAN number) does not exist on the Server
If not, return error response with Exception Message 020000 Message ID not unique
· Branch to step 1

	7
	
	Verify if Message ID for the Request has not expired 

· Confirm that the Message ID for this Client (EAN number) has not already been advised as not processed. (Such action must preclude later processing of same Message ID)
If already advised, return error response with Exception Message 020001 Expired MsgID, message has been advised
· Branch to step 1

	8
	
	Ensure Vendor is registered and not blocked
· Confirm that Client ID registered and that a valid vendor account exists

· Confirm that CDU ID block flag not set 

If not, return error response with Exception Message 010032 Client ID not registered or blocked
· Branch to step 1

	9
	
	Verify if Client ID configured for this function
· Confirm that Vendor Statement is enabled for the specific Client ID

 If not, return error response with Exception Message 010001 Client not configured for this function
· Branch to step 1

	10
	
	Perform Requested Function
· Select the last number of Account entries for this Client (up to a maximum of X)

X is a global server configuration for the number of entries to return for Vendor Statement.

If no entries found, include in the response Warning Message 060006 No statement entries found
(The warning is done instead of an error since the Server will still return the available credit etc.)
· Branch to step 11

	11
	
	Send Response

· Vendor Statement Use Case Response

	12
	If a valid response received within time X,

· Clear the Message ID
If not, display message similar to Exception Message 040004 Communications timeout
· Do not Branch to Use Case Issue Advice (last response)
· Process ends

(X is configured on the Client and will depend on manufacturer’s design as well as quality and speed of the communications network)
	

	13
	Display Vendor Statement for Vendor

· Optionally Allow Vendor to print
· Process completed
	


9.26 Start Batch Use Case

9.26.1 Scenario Description

Not supported. 
The Server will automatically close all Sales Batches and Banking Batches during overnight processing. (The Server is not aware of Shift Batches.)  Batch processing by the Clients are therefore not supported on the Server.  If the Client wishes to use Banking -, Sales – and Shift – Batches, they must all be managed locally on the Client or Client Server.
9.26.2 Desired Outcome

The Server returns the Exception Message. 010031 XMLVend Request not supported on server
9.27 Check Batch Totals Use Case

9.27.1 Scenario Description

Not supported. 

The Server will automatically close all Sales Batches and Banking Batches during overnight processing. (The Server is not aware of Shift Batches.)  Batch processing by the Clients are therefore not supported on the Server.  If the Client wishes to use Banking -, Sales – and Shift – Batches, they must all be managed locally on the Client or Client Server.

9.27.2 Desired Outcome

The Server returns the Exception Message. 010031 XMLVend Request not supported on server
9.28 End Batch Use Case

9.28.1 Scenario Description

Not supported. 

The Server will automatically close all Sales Batches and Banking Batches during overnight processing. (The Server is not aware of Shift Batches.)  Batch processing by the Clients are therefore not supported on the Server.  If the Client wishes to use Banking -, Sales – and Shift – Batches, they must all be managed locally on the Client or Client Server.

9.28.2 Desired Outcome

The Server returns the Exception Message. 010031 XMLVend Request not supported on server
9.29 Reprint End Batch Use Case

9.29.1 Scenario Description

Not supported. 

The Server will automatically close all Sales Batches and Banking Batches during overnight processing. (The Server is not aware of Shift Batches.)  Batch processing by the Clients are therefore not supported on the Server.  If the Client wishes to use Banking -, Sales – and Shift – Batches, they must all be managed locally on the Client or Client Server.

9.29.2 Desired Outcome

The Server returns the Exception Message. 010031 XMLVend Request not supported on server
9.30 Issue Advice (last response) Use Case

9.30.1 Scenario Description

This Use Case is automatically generated by the Client if a valid response has not been received from the Server for the Client Configured duration. The specific duration is dependant on the unique Client circumstances as well as the reliability and bandwidth of the communications infrastructure.

This Use Case is only applicable for requests where permanent changes may result from the request namely; Credit Purchase, Meter Credit Transfer and Pay Account (all types).  This is specifically noted in every Use Case workflow where relevant.
Use Cases where permanent changes do not result from the request, shall not use this Use Case, the Client must instead simply inform the Vendor that the request has timed out and must be retried. 

9.30.2 Desired Outcome

· If the referenced Advice Request Message ID exists on the Server, the Server will return an auto-reprint transaction

· If the referenced Advice Request Message ID does not exist, (or if the requested message is of an invalid type for this response) the Server will return an exception message to indicate that the referenced request does not exist. The Client can then continue to vend normally.
· If the referenced Advice Request Message ID does exist, the Server must return the relevant auto-reprint transaction for that Message ID

· The Client must print the auto-reprint transaction so that the vendor can give it to the customer or otherwise retain the receipt to claim the value of the token back from Eskom if the customer has already left.
9.30.3 Participants

· Vending Client

· Vending Server

9.30.4 Key Business Rules

· The cancellation or reversal of a token creates potential risk for Eskom since the many Clients are not under Eskom’s control.  Therefore all transactions which are received and successfully processed by the Server will be assumed to be valid and credit will be deducted from the vendor accordingly.

· It is the Client/Vendor’s responsibility to prove that a requested transaction could not be completed with the customer.  
· It shall not be possible for the Vendor to request the Issue Advice (last response) Use Case via any manual means. The Client shall only request this Use Case via automatic means if no valid response has been received within a predetermined time.

· Should the communications issue be resolved while the customer is still present, the Auto-reprint transaction will allow the customer to still use this token in his meter

· If the customer has walked away before communications could be resolved, the Auto-reprint transaction will allow the vendor to claim the token back from Eskom via a subsequent reconciliation process.
· It is also possible that the original Vend request was processed by another companion Vending Server. The Server processing the Advice Last Response must enquire from all other companion Servers whether the requested Message ID does exist.
· If the Server fails to communicate with all the companion Vending Servers to determine if the Requested Message ID does indeed exist, the Server must return an “Indeterminate Last Response” Exception Message. 

· The Client must similarly print the Indeterminate Last Response to retain for later reconciliation and possible refund by Eskom.

· The Issue Advice request is only valid for initial requests of type: 

· Purchase Credit Token

· Meter Credit Transfer

· Pay Account - (all types)
9.30.5 Workflow
	Step No
	Client
	Server

	1
	After timeout, if the original request was of type:

· Purchase Credit Token, Meter Credit Transfer or Pay Account  - (all types)
· Create Issue Advice (last response) Use Case
	

	2
	Other data valid?

Auto populate data
· Advice Request Message ID
· Last Response Advice type
If data not valid, display message similar to Exception Message 040001 Invalid / Missing parameters required to submit the request
· Branch to step 1
	

	3
	Create XMLVend Request

· Issue Advice (last response) Use Case request

· Save the Message ID to non-volatile storage.
· Submit request
	

	4
	
	Identify language to respond in:

· code in SOAP header field “locale”
If not present or unsupported use English

· Confirm if XMLVend request supported?
If not, return error response with Exception Message 010031 XMLVend Request not supported on server
· Branch to step 1

	5
	
	Perform XMLVend Schema and Eskom specialisation validation. (Only XMLVend validation)
If validation fail, return error response with Exception Message 010002 Schema invalid parameters supplied for request
· Branch to step 1

	6
	
	Verify the Client ID 

· Confirm that the Client ID (EAN number) matches the Common Name field in the Client Certificate for the current SSL session
If not, return error response with Exception Message 050000 Client ID (EAN Number) doesn’t match Client ID on certificate
· Branch to step 1

	7
	
	Verify if Message ID for the Request is unique 

· Confirm that the Message ID for this Client (EAN number) does not exist on the Server
If not, return error response with Exception Message 020000 Message ID not unique
· Branch to step 1

	8
	
	Verify if Message ID for the Request has not expired 

· Confirm that the Message ID for this Client (EAN number) has not already been advised as not processed. (Such action must preclude later processing of same Message ID)
If already advised, return error response with Exception Message 020001 Expired MsgID, message has been advised
· Branch to step 1

	9
	
	Ensure Vendor is registered and not blocked
· Confirm that Client ID registered and that a valid vendor account exists

· Confirm that CDU ID block flag not set 

If not, return error response with Exception Message 010032 Client ID not registered or blocked
· Branch to step 1

	10
	
	· Ensure the MsgID being advised completed processing 

If not, return error response with Exception Message 010018 Server busy processing MsgID being Advised
· Branch to step 1

	11
	
	Perform Requested Function
· Select Advice Req Msg ID from current and all other companion Servers; 

· If found, also ensure message type is of:

Purchase Credit Token, Meter Credit Transfer or Pay Account - (all types) 
If no communication with all other servers, return error response with Exception Message 010016 Indeterminate Last Response
· Branch to step 1
If ID invalid or not exist, return error response with Exception Message 010014 No Last Response found
· Branch to step 1

	12
	
	Send Response

· Issue Advice (last response) Use Case Response

	13
	If a valid response received within time X,

· Clear the Message ID
If not, display message similar to Exception Message 040004 Communications timeout
· If no response received within time X, the Client should restart this request up to Y number of times

· Branch to step 3

· If still no response received after Y retries, the Client shall halt with a message to retry at a later time

· The Client shall not allow further XMLVend requests until the “Issue Advice (last response) has been finalised with a valid response from the server.

(X and Y are configured on the Client and will depend on manufacturer’s design as well as quality and speed of the communications network)
	

	14
	If Client can produce a token for this token technology

· Produce Token / receipt
· Process completed
If not, still print the numeric token

· Display message similar to Warning Message 080001 Token Technology for non-Credit Token not supported (Re-request)
· Process completed
	


9.31 Fault Response
9.31.1 Scenario Description

This is not a Use Case. It describes the standard Response from the Server to the Clients in the event of an error. 

If there is any fault in either the user submission via XMLVend or in the processing of the request, or any failure of the business rules inherent in the Server, the system shall return a fault message. This Response is implicitly supported in all Use Cases. All exception response messages use this Use Case.

9.31.2 Desired Outcome

The fault message should be displayed to the Vendor and in the event that the fault message impacts the user a user message shall also be printed.

9.31.3 Participants

· Customer

· Vending Client

· Vendor
· Vending Server

9.31.4 Key Business Rules
· Not applicable

9.31.5 Workflow

· Not applicable 
Annex A – Error and Warning Messages
10. Introduction

This Annex specifies client and Server error messages. Error messages occur when a particular Use Case is unable to achieve its desired outcome. Each error message is mapped to a specialisation of Fault message. 
This Annex also specifies Use Case warning messages. Warning messages are messages used to alert the Operator or customer of a potential issue. Warning messages however do not prevent desired outcome from being achieved. 
The error and warning messages must be printed as specified in reference [3] below
It is acknowledged that there exist many different technologies for Client devices and some of these technologies (e.g. a cellular phone type device) may not be able to display the full error message. In such scenarios, the Client may implement an abbreviated version of the error or warning messages but it must still convey all the prescribed fields of information data from the original message.

11. References

[1] SANS 1524-6-10: Electricity payment systems – Part 6-10: Interface standards – Online vending server – Vending clients.    (Generic XMLVend)
[2] Eskom Online Vending XMLVend Extensions, Restrictions, Optional Fields and Schema validation amendments.   (Eskom customised XMLVend)
[3] IEC 62055-41: Electricity metering – Payment systems – Part 41:
Standard transfer specification (STS) – Application layer protocol for one-way token
carrier systems.
[4] STS202-1: Addendum to IEC62055-41 – Electricity metering payment systems – Currency token
[5] STS 202-2: Addendum to IEC62055-41 – Standard transfer specification (STS) – Common Coded PAN for 2 and 4 Digit Manufacturer Codes

[6] Online Vending Receipt Formats.
12. XMLVend Fault Message Field Mappings

12.1 Server Error Messages

Server generated error messages are communicated using the Fault message as described in [1]. The error messages map to specialisations of the XMLVend <BusinessRuleEx> complex types already defined in [1] and those not defined in [1] are mapped to the custom Eskom extensions of the <BusinessRuleEx> complex types defined in [2].

The table below maps the XMLVend Fault message fields to the error messages defined in sections 4.1 and 5.1. 

	XMLVend Field
	Error Message Table Entry (section 4.1 and 5.1)

	<desc>
	“Message Number” appended with the “Message Name”

	<operatorMsg>
	“Operator Message”

	<customerMsg>
	“Customer Message”


12.2 Server Warning Messages

Server generated warning messages are communicated as part of the particular Use Case Response message when applicable, defined in sections 6.1
	XMLVend Field
	Error Message Table Entry (section 6.1)

	<operatorMsg>
	“Operator Message”

	<customerMsg>
	“Customer Message”


12.3 Client Error and Warning Messages

These do not map to XMLVend fields but must map to the similar fields for receipt printing purposes.  See sections 4.3 and 6.2.
13. Online Vending Exception Messages for English Language
These error messages are intended for the English language only. That is where the SOAP header field "locale" contains language code “en” or a code with prefix “en”. This is also the default language to respond in if no preference is indicated in the header, or if the requested language code is not supported.
When alternative languages are introduced, only the Customer Message will be affected. The Operator Message must always remain in English.

13.1 Server Error Messages

	Message Number 
	010000 XE "  010000"  

	Message Name
	
Client not configured for SGC

	Operator Message:
	Client not configured for SGC=YYYYYY. Contact Eskom.



	Customer Message:
	This Client does not support Supply Group YYYYYY 



	Affected Use Cases:
	Collect FBE with all data, Collect FBE with MSNO only, Eng with all data, Eng with MSNO only, Mtr credit transfer with all data, Mtr credit transfer with MSNO only, Pay Debt with all data, Pay Debt with MSNO only, Update mtr key, Vend with all data, Vend with MSNO only



	XMLVend Complex Type
	SGCAuthorisationEX


	Message Number 
	010001 XE "  010001"  

	Message Name
	Client not configured for this function

	Operator Message:
	Client not configured for this function. Contact Eskom.



	Customer Message:
	Requested function not allowed on this Client



	Affected Use Cases:
	Collect FBE with all data, Collect FBE with MSNO only, Eng with all data, Eng with MSNO only, Mtr credit transfer with all data, Pay Debt with MSNO only, Pay Debt all data, Pay Acc, Mtr credit transfer with MSNO only, Update mtr key, Vend with all data, Vend with MSNO only

Create Deposit Slip, Reprint Deposit Slip, Confirm Meter Details (Make Meter Card), Confirm Customer Details, Reprint Token, Vendor Statement, Verify Token with MSNO, Verify with all data, Customer Fault Report, Non-Meter Specific Eng.



	XMLVend Complex Type
	RequestAuthorisationEx


	Message Number 
	010002 XE "  010002"  

	Message Name
	Schema invalid parameters supplied for request

	Operator Message:
	X = YYY Not valid. Verify the data provided and retry

(E.g. “Supply Group =123456 Not valid. Verify the data provided and retry” )


	Customer Message:
	X = YYY Not valid. Verify the data provided and retry



	Affected Use Cases:
	Collect FBE with all data, Collect FBE with MSNO only, Eng with all data, Eng with MSNO only, Mtr credit transfer with all data, Mtr credit transfer with MSNO only, Pay Acc, Pay Debt with all data, Pay Debt with MSNO only, Update mtr key, Vend with all data, Vend with MSNO only

Create Deposit Slip, Reprint Deposit Slip, Confirm Meter Details (Make Meter Card), Confirm Customer Details, Reprint Token, Vendor Statement, Verify Token with MSNO, Verify Token with all data, Customer Fault Report, Non-Meter Specific Eng, Issue Advice (Last Response)



	XMLVend Complex Type
	XMLVendSchemaEx


	Message Number 
	010003 XE "  010003"  

	Message Name
	Incorrect engineering token parameters supplied

	Operator Message:
	Parameters for engineering token not completed correctly. Verify the parameters and retry



	Customer Message:
	Incorrect parameters supplied. Verify parameters and retry



	Affected Use Cases:
	Eng with all data, Eng with MSNO only



	Eskom Ext XMLVend Complex Type
	EngParameterEx


	Message Number 
	010004 XE "  010004"  

	Message Name
	Account number not linked to meter

	Operator Message:
	No account number found for this meter



	Customer Message:
	No account number found for this meter. Contact Eskom to establish link



	Affected Use Cases:
	Pay Debt with MSNO, Pay Debt will all data.



	Eskom Ext XMLVend Complex Type
	AccNumMeterLinkEx


	Message Number 
	010005 XE "  010005"  

	Message Name
	STS Data Not Valid

	Operator Message:
	STS data X = YYY Not valid. Verify data provided and retry



	Customer Message:
	STS data X = YYY Not valid. Verify data provided and retry



	Affected Use Cases:
	Collect FBE with all data, Collect FBE with MSNO only, Eng with all data, Eng with MSNO only, Mtr credit transfer with all data, Mtr credit transfer with MSNO only, Pay Debt with all data, Pay Debt with MSNO only, Update mtr key, Vend with all data, Vend with MSNO only.

Confirm Meter Details (Make Meter Card), Verify Token with MSNO, Verify with all data, Non-Meter Specific Eng.



	XMLVend Complex Type
	STSDataEx


	Message Number 
	010006 XE "  010006"  

	Message Name
	MSNO fails meter check digit validation

	Operator Message:
	Invalid Meter Number - Retry with data from Old Token



	Customer Message:
	Meter Number XXXX invalid - Retry with data from Old Token



	Affected Use Cases:
	Collect FBE with all data, Collect FBE with MSNO only, Eng with all data, Eng with MSNO only, Mtr credit transfer with all data, Mtr credit transfer with MSNO only, Pay Debt with all data, Pay Debt with MSNO only, Update mtr key, Vend with all data, Vend with MSNO only

Confirm Meter Details (Make Meter Card), Confirm Customer Details, Reprint Token, Verify Token with MSNO, Verify with all data, Customer Fault Report.



	XMLVend Complex Type
	MSNOCheckDigitEx


	Message Number 
	010007 XE "  010007"  

	Message Name
	No outstanding debt

	Operator Message:
	No outstanding debt for this meter


	Customer Message:
	No outstanding debt against meter XXXXX Contact Eskom for assistance


	Affected Use Cases:
	Pay Debt with all data, Pay Debt with MSNO only



	XMLVend Complex Type
	DebtEx


	Message Number 
	010008 XE "  010008"  

	Message Name
	Other parameters invalid for request

	Operator Message:
	X = YYY Not valid - Range Z-Z. Verify the data provided and retry



	Customer Message:
	X = YYY Not valid - Range Z-Z. Verify the data provided and retry



	Affected Use Cases:
	Mtr credit transfer with all data, Mtr credit transfer with MSNO only, Vend with all data, Vend with MSNO only.



	Eskom Ext XMLVend Complex Type
	<OtherDataEx>


	Message Number 
	010009 XE "  010009"  

	Message Name
	Cannot vend FBE, meter not registered

	Operator Message:
	Cannot vend FBE, meter not registered. Contact Eskom to be registered


	Customer Message:
	Cannot vend Free Basic Electricity - meter XXXXXX not registered. Contact local office for assistance.



	Affected Use Cases:
	Collect FBE with all data, Collect FBE with MSNO only



	Eskom Ext XMLVend Complex Type
	UnknownMeterFBEEx


	Message Number 
	010010 XE "  010010"  

	Message Name
	Not enough Credit available for Vendor

	Operator Message:
	Only RXXX credit available. Please deposit monies



	Customer Message:
	This vendor does not have enough credit, please try another vendor.


	Affected Use Cases:
	Mtr credit transfer with all data, Mtr credit transfer with MSNO only, Pay Acct, Pay Debt with all data, Pay Debt with MSNO only, Vend with all data, Vend with MSNO only



	XMLVend Complex Type
	VendorCreditEx


	Message Number 
	010011 XE "  010011"  

	Message Name
	Meter blocked

	Operator Message:
	This meter has been blocked.



	Customer Message:
	Meter XXXXX has been blocked. Please contact Eskom



	Affected Use Cases:
	Collect FBE with all data, Collect FBE with MSNO only, Vend with all data, Vend with MSNO only



	XMLVend Complex Type
	BlockedMeterEx


	Message Number 
	010012 XE "  010012"  

	Message Name
	More recent meter data received on database

	Operator Message:
	Information supplied not the same as database. First Update Meter Key and encode Meter Card



	Customer Message:
	Meter XXXXXX information supplied not the same as database. Meter Key must be Updated first.



	Affected Use Cases:
	Collect FBE with all data, Collect FBE with MSNO only, Eng with all data, Eng with MSNO only, Mtr credit transfer with all data, Mtr credit transfer with MSNO only, Vend with all data, Vend with MSNO only

Confirm Meter Details (Make Meter Card)



	Eskom ext XMLVend Complex Type
	MeterDataMisMatchEx


	Message Number 
	010013 XE "  010013"  

	Message Name
	Meter not configured on an FBE Tariff

	Operator Message:
	Meter is not configured for FBE



	Customer Message:
	Meter XXXXXX Not registered for Free Basic Electricity. Apply at your local office.



	Affected Use Cases:
	Collect FBE with all data, Collect FBE with MSNO only



	XMLVend Complex Type
	FBEEx


	Message Number 
	010014 XE "  010014"

	Message Name
	No Last Response found

	Operator Message:
	No uncompleted request found. Continue to vend normally.



	Customer Message:
	N/A



	Affected Use Cases:
	Issue Advice (Last Response)



	XMLVend-Ext Class
	<LastResponseEx>


	Message Number 
	010015 XE "  010015"  

	Message Name
	“From” meter key data same as “To” meter key data

	Operator Message:
	MSNO=XXXXXXXX “FROM” data same as “TO” data, SGC=XXXXXX, KRN=X, TI=XX”. Key Change not required



	Customer Message:
	N/A



	Affected Use Cases:
	Update mtr key



	XMLVend Complex Type
	UpdateMtrKeySameEx


	Message Number 
	010016 XE "  010016"  

	Message Name
	Indeterminate Last Response

	Operator Message:
	Unable to determine response for MessageID XXXX. Keep receipt for reconciliation

	Customer Message:
	N/A

	Affected Use Cases:
	Issue Advice (Last Response)



	XMLVend-Ext Class
	<IndeterminateResponseEx>


	Message Number 
	010017 XE "  010017"  

	Message Name
	Insufficient meter data / meter not registered, require additional info 

	Operator Message:
	Meter not registered. Additional meter information required from a Meter Card or Old Token.



	Customer Message:
	Meter XXXXXXXX not registered. Extra information required from Meter Card or old Token.



	Affected Use Cases:
	Eng with MSNO only, Vend with MSNO only

Verify Token will MSNO.



	XMLVend Complex Type
	InsufficientMeterDataEx


	Message Number 
	010018 XE "  010018"  

	Message Name
	Server busy processing MsgID being Advised

	Operator Message:
	Server is busy processing the MsgID being advised. 

Request the Issue Advice again

	Customer Message:
	N/A

	Affected Use Cases:
	Issue Advice (Last Response)

	Eskom Ext XMLVend Complex Type
	ServerBusyEx


	Message Number 
	010019 XE "  010019"  

	Message Name
	All Grace Purchases used

	Operator Message:
	Customer not registered and used all grace purchases. Log fault at vendor or contact Eskom



	Customer Message:
	Meter XXXXX not registered and all grace purchases used. Log fault at vendor or contact Eskom



	Affected Use Cases:
	Vend with all data



	Eskom Ext XMLVend Complex Type
	GracePurchaseEx


	Message Number 
	010020 XE "  010020"  

	Message Name
	Require Meter Card

	Operator Message:
	Must swipe a valid meter card to enter meter data.



	Customer Message:
	Must swipe a valid meter card to enter meter data.



	Affected Use Cases:
	Collect FBE with all data, Collect FBE with MSNO only, Mtr credit transfer with all data, Mtr credit transfer with MSNO only, Pay Debt with all data, Pay Debt with MSNO only, Update mtr key, Vend with all data, Vend with MSNO only

Confirm Customer Details, Reprint Token, Verify with all Data.



	XMLVend Complex Type
	RequireMeterCardEx


	Message Number 
	010021 XE "  010021"  

	Message Name
	KRN for SGC has expired. Update Meter Key

	Operator Message:
	KRN=X for SGC =YYYYYY has expired. Update Meter Key and encode Meter Card



	Customer Message:
	KRN=X for SGC =YYYYYY has expired. Meter Key  must be updated



	Affected Use Cases:
	Collect FBE with all data, Mtr credit transfer with all data, Vend with all data



	XMLVend Complex Type
	LatestKRNEx


	Message Number 
	010022 XE "  010022"  

	Message Name
	Cannot Update Meter Key, meter not registered

	Operator Message:
	Meter XXXXXXXX not registered. Do Engineering Key Change or contact Eskom to register meter.



	Customer Message:
	Meter XXXXXXXX not registered. Contact Eskom



	Affected Use Cases:
	Update mtr key



	XMLVend Complex Type
	UnknownMeterUpdateMtrKeyEx


	Message Number 
	010023 XE "  010023"  

	Message Name
	Account number invalid

	Operator Message:
	Account number invalid. Verify number from account



	Customer Message:
	Account number invalid. Verify number from your account



	Affected Use Cases:
	Pay Acct 



	Eskom Ext XMLVend Complex Type
	AccNumEx


	Message Number 
	010024 XE "  010024"  

	Message Name
	Account type invalid

	Operator Message:
	Account type invalid



	Customer Message:
	Account type invalid



	Affected Use Cases:
	Pay Acct, Pay Debt with all data, Pay Debt with MSNO only



	Eskom Ext XMLVend Complex Type
	AccTypeEx


	Message Number 
	010025 XE "  010025"  

	Message Name
	Not Used

	Operator Message:
	

	Customer Message:
	

	Affected Use Cases:
	


	Message Number 
	010026 XE "  010026"  

	Message Name
	Not Used

	Operator Message:
	

	Customer Message:
	

	Affected Use Cases:
	


	Message Number 
	010027 XE "  010027"  

	Message Name
	Not Used 

	Operator Message:
	

	Customer Message:
	

	Affected Use Cases:
	


	Message Number 
	010028 XE "  010028"  

	Message Name
	Not Used 

	Operator Message:
	

	Customer Message:
	

	Affected Use Cases:
	


	Message Number 
	010029 XE "  010029"  

	Message Name
	Not Used 

	Operator Message:
	

	Customer Message:
	

	Affected Use Cases:
	


	Message Number 
	010030 XE "  010030"  

	Message Name
	Not Used 

	Operator Message:
	

	Customer Message:
	

	Affected Use Cases:
	


	Message Number 
	010031 XE "  010031"  

	Message Name
	XMLVend Request not supported on server

	Operator Message:
	XXXXX XMLVend Request not supported by the server


	Customer Message:
	This function not supported by the server



	Affected Use Cases:
	Collect FBE with all data, Collect FBE with MSNO only, Eng with all data, Eng with MSNO only, Mtr credit transfer with all data, Mtr credit transfer with MSNO only, Pay Acct, Pay Debt with all data, Pay Debt with MSNO only, Update mtr key, Vend with all data, Vend with MSNO only

Create Deposit Slip, Reprint Deposit Slip, Confirm Meter Details (Make Meter Card), Confirm Customer Details, Reprint Token, Vendor Statement, Verify Token will MSNO, Verify with all data, Customer Fault Report, Non-Meter Specific Eng, Issue Advice (Last Response)



	XMLVend Complex Type
	UseCaseSupportEx


	Message Number 
	010032 XE "  010032"  

	Message Name
	Client ID not registered or blocked

	Operator Message:
	Vendor for Client ID XXX not registered or blocked. Contact Eskom


	Customer Message:
	This machine is not registered. Please try another vendor



	Affected Use Cases:
	Collect FBE with all data, Collect FBE with MSNO only, Eng with all data, Eng with MSNO only, Mtr credit transfer with all data, Mtr credit transfer with MSNO only, Pay Acct, Pay Debt with all data, Pay Debt with MSNO only, Update mtr key, Vend with all data, Vend with MSNO only

Create Deposit Slip, Reprint Deposit Slip, Confirm Meter Details (Make Meter Card), Confirm Customer Details, Reprint Token, Vendor Statement, Verify Token will MSNO, Verify with all data, Customer Fault Report, Non-Meter Specific Eng, Issue Advice (Last Response)



	XMLVend Complex Type
	ClientIDAuthorisationEx


	Message Number 
	010033 XE "  010033"  

	Message Name
	Unable to verify token

	Operator Message:
	Not verified -Token does not match meter information supplied



	Customer Message:
	Not verified -Token does not match meter information supplied



	Affected Use Cases:
	Verify Token with MSNO only, Verify with all data.



	XMLVend Complex Type
	VerifyTokenEx


	Message Number 
	010034 XE "  010034"  

	Message Name
	No deposit slips available for this Vendor

	Operator Message:
	No deposit slips found for deposit ref XXXXX



	Customer Message:
	N/A



	Affected Use Cases:
	Reprint Deposit Slip.



	XMLVend Complex Type
	ReprintDepositSlipEx


	Message Number 
	010035 XE "  010035"  

	Message Name
	Customer not found

	Operator Message:
	Customer not found. Try different search criteria



	Customer Message:
	N/A



	Affected Use Cases:
	Confirm Customer Details



	XMLVend Complex Type
	ConfirmCustomerEx


	Message Number 
	010036 XE "  010036"  

	Message Name
	No transactions found for Reprint

	Operator Message:
	No transactions found for meter / account


	Customer Message:
	No transactions found for meter XXXX



	Affected Use Cases:
	Reprint Token



	XMLVend Complex Type
	ReprintTokenEx


	Message Number 
	010037 XE "  010037"  

	Message Name
	Not Used

	Operator Message:
	

	Customer Message:
	

	Affected Use Cases:
	

	Eskom Ext XMLVend Complex Type
	


	Message Number 
	010038 XE “  010038"  

	Message Name
	Meter information not found

	Operator Message:
	Meter information not found, cannot process request. Contact Eskom to register meter


	Customer Message:
	Meter XXXX not found. Contact Eskom to register meter


	Affected Use Cases:
	Make Meter Card, Pay Debt with MSNO, Pay Debt will all data.



	XMLVend Complex Type
	UnknownMeterEx


13.2 System Error Messages

	Message Number 
	020000 XE "  020000"  

	Message Name
	Message ID not unique

	Operator Message:
	Duplicate message ID detected. Contact manufacturer


	Customer Message:
	Duplicate message ID submitted. Try another vendor



	Affected Use Cases:
	Collect FBE with all data, Collect FBE with MSNO only, Eng with all data, Eng with MSNO only, Mtr credit transfer with all data, Mtr credit transfer with MSNO only, Pay Acct _(Conn | Upgrd | Tamper | Conv), Pay Debt with all data, Pay Debt with MSNO only, Update mtr key, Vend with all data, Vend with MSNO only.

Create Deposit Slip, Reprint Deposit Slip, Confirm Meter Details (Make Meter Card), Confirm Customer Details, Reprint Token, Vendor Statement, Verify Token will MSNO, Verify with all data, Customer Fault Report, Non-Meter Specific Eng, Issue Advice (Last Response)



	XMLVend Complex type
	DuplicateMsgIDEx


	Message Number 
	020001 XE "  020001"  

	Message Name
	Expired MsgID, message has been advised

	Operator Message:
	MsgID, XXXXX, already advised as not processed.

Do a new request

	Customer Message:
	N/A

	Affected Use Cases:
	Mtr credit transfer with all data, Mtr credit transfer with MSNO only, Pay Acct, Pay Debt with all data, Pay Debt with MSNO only, Vend with all data, Vend with MSNO only

But may be implemented on server for all use cases if desired.



	Eskom Ext XMLVend Complex Type
	ExpiredMessageEx


13.3 Client Error Messages

	Message Number 
	040000 XE "  040000"  

	Message Name
	MSNO fails the meter check digit validation

	Operator Message:
	Invalid Meter Number - Retry with Old Token data


	Customer Message:
	Invalid Meter Number - Retry with Old Token



	Affected Use Cases:
	Collect FBE with all data, Collect FBE with MSNO only, Eng with all data, Eng with MSNO only, Mtr credit transfer with all data, Mtr credit transfer with MSNO only, Pay Debt with all data, Pay Debt with MSNO only, Update mtr key, Vend with all data, Vend with MSNO only.

Confirm Meter Details (Make Meter Card), Confirm Customer Details, Reprint Token, Verify Token with MSNO, Verify Token with all data, Customer Fault Report.




	Message Number 
	040001 XE "  040001"  

	Message Name
	Invalid / Missing parameters required to submit the request

	Operator Message:
	Required parameters invalid / missing. Verify data and retry


	Customer Message:
	Required data invalid / missing. Verify completed fields and retry


	Affected Use Cases:
	Collect FBE with all data, Collect FBE with MSNO only, Eng with all data, Eng with MSNO only, Mtr credit transfer with all data, Mtr credit transfer with MSNO only, Pay Acct, Pay Debt with all data, Pay Debt with MSNO only, Update mtr key, Vend with all data, Vend with MSNO only

Confirm Meter Details (Make Meter Card), Confirm Customer Details, Reprint Token, Verify Token with MSNO, Verify with all data, Customer Fault Report, Non-meter specific Eng, Issue Advice (Last Response).



	
	


	Message Number 
	040002 XE "  040002"  

	Message Name
	Account number invalid

	Operator Message:
	Account number invalid. Verify number from account



	Customer Message:
	Account number invalid. Verify number from your account



	Affected Use Cases:
	Pay Acct 




	Message Number 
	040003 XE "  040003"  

	Message Name
	Transaction timed out. Requesting Last Response (auto-reprint)

	Operator Message:
	This transaction has timed out. Requesting an auto-reprint


	Customer Message:
	Please wait. This transaction has timed out. Requesting an auto-reprint


	Affected Use Cases:
	Mtr credit transfer with all data, Mtr credit transfer with MSNO only, Pay Acct, Pay Debt with all data, Pay Debt with MSNO only, Vend with all data, Vend with MSNO only




Note: If this auto-reprint 040003 also fails after a set number of retries, the Client must branch to Error Number 040004 Communications timeout
	Message Number 
	040004 XE "  040004"  

	Message Name
	Communications timeout

	Operator Message:
	Communications timed out, please try again



	Customer Message:
	Communications unavailable at this time. Please try again or use another Vendor



	Affected Use Cases:
	Collect FBE with MSNO only, Collect FBE with all data, Eng with all data, Eng with MSNO only, Update mtr key

Create Deposit Slip, Reprint Deposit Slip, Confirm Meter Details (Make Meter Card), Confirm Customer Details, Reprint Token, Vendor Statement, Verify Token will MSNO, Verify with all data, Customer Fault Report, Non-Meter Specific Eng, Issue Advice (Last Response)




14. Security Violations


14.1 Server Security Violations

	Message Number 
	050000 XE "  050000"  

	Message Name
	Client ID (EAN Number) doesn’t match Client ID on certificate

	Operator Message:
	Client ID doesn’t match the Client ID on the client certificate


	Customer Message:
	This machine is not enabled. Try another vendor



	Affected Use Cases:
	Collect FBE with all data, Collect FBE with MSNO only, Eng with all data, Eng with MSNO only, Mtr credit transfer with all data, Mtr credit transfer with MSNO only, Pay Acct _(Conn | Upgrd | Tamper | Conv), Pay Debt with all data, Pay Debt with MSNO only, Update mtr key, Vend with all data, Vend with MSNO only.

Create Deposit Slip, Reprint Deposit Slip, Confirm Meter Details (Make Meter Card), Confirm Customer Details, Reprint Token, Vendor Statement, Verify Token will MSNO, Verify with all data, Customer Fault Report, Non-Meter Specific Eng, Issue Advice (Last Response)



	XMLVend Complex type
	ClientIDSSLEx


15. Warning Messages

15.1 Server Warning Messages

	Message Number 
	060000 XE "  060000"  

	Message Name
	Meter not configured on an FBE Tariff

	Operator Message:
	This meter is not configured for FBE


	Customer Message:
	Meter not registered for Free Basic Electricity. Please apply at your local office



	Affected Use Cases:
	Vend with all data, Vend with MSNO only.




	Message Number 
	060001 XE "  060001"  

	Message Name
	Engineering KCT, Meter data different

	Operator Message:
	MSNO=XXXXXXXX registered differently on database. Meter will be changed to SGC=VVVVVV, KRN=Y, TI=ZZ”



	Customer Message:
	N/A



	Affected Use Cases:
	Eng with all data, Eng with MSNO only




	Message Number 
	060002 XE "  060002"  

	Message Name
	Only first x records returned

	Operator Message:
	Only first x of y number of records returned. Refine search criteria.



	Customer Message:
	N/A



	Affected Use Cases:
	Confirm Meter Details (Make Meter Card)




	Message Number 
	060003 XE "  060003"  

	Message Name
	Meter kWh/currency has changed

	Operator Message:
	Tariff resource changed and meter must be changed between kWh and currency

	Customer Message:
	Meter mode must also be changed from XXX to YYY

	Affected Use Cases:
	Eng with all data, Eng with MSNO only, Update mtr key


	Message Number 
	060004 XE "  060004"  

	Message Name
	Meter details have changed

	Operator Message:
	Meter details have changed and may require a key change.



	Customer Message:
	Meter XXXX details have changed and may require a key change


	Affected Use Cases:
	Confirm Customer Details, Verify with all data, Customer Fault Report




	Message Number 
	060005 XE "  060005"  

	Message Name
	Limited Purchases left

	Operator Message:
	Customer not registered and may only purchase Y more times before being blocked. Log fault at vendor or contact Eskom



	Customer Message:
	Meter xxxxxxxxx not registered. You may only buy Y more times. Log fault at vendor or contact Eskom



	Affected Use Cases:
	Vend with all data




	Message Number 
	060006 XE "  060006"  

	Message Name
	No statement entries found

	Operator Message:
	No statement entries found.



	Customer Message:
	N/A



	Affected Use Cases:
	Vendor Statement




15.2 Client Warning Messages

	Message Number 
	080000 XE "  080000"  

	Message Name
	Token Technology for Credit Token not supported (Reprint)

	Operator Message:
	Client can not make this type of token. Reprint at a suitable client or encode token from the printed number


	Customer Message:
	Client can not make this type of token. Reprint at a suitable client or encode token from the printed number


	Affected Use Cases:
	Mtr credit transfer with all data, Mtr credit transfer with MSNO only, Vend with all data, Vend with MSNO only.




	Message Number 
	080001 XE "  080001"  

	Message Name
	Token Technology for non-Credit Token not supported (Re-request)

	Operator Message:
	Client can not make this type of token. Do a new request from a suitable client or encode token from the printed number.



	Customer Message:
	Client can not make this type of token. Do a new request from a suitable client or encode token from the printed number.



	Affected Use Cases:
	Collect FBE with all data, Collect FBE with MSNO only, Eng with all data, Eng with MSNO only, Update mtr key, 

Reprint Token, Non-Meter Specific Eng, Issue Advice (Last Response)




	Message Number 
	080002 XE "  080002"  

	Message Name
	Cannot encode a meter card - Encode Meter Card from suitable device

	Operator Message:
	This client cannot encode a meter card. Encode meter card at suitable device



	Customer Message:
	Your meter card could not be updated. Please encode card at another vendor



	Affected Use Cases:
	Eng with all data, Eng with MSNO only, Update mtr key, 

Confirm Meter Details (Make Meter Card)




16. Message Number Index
	Msg Number
	Msg Name
	Page

	010000
	Client not configured for SGC
	97

	010001
	Client not configured for this function
	97

	010002
	Schema invalid parameters supplied for request
	98

	010003
	Incorrect engineering token parameters supplied
	98

	010004
	Account number not linked to meter
	99

	010005
	STS Data Not Valid
	99

	010006
	MSNO fails meter check digit validation
	99

	010007
	No outstanding debt
	100

	010008
	Other parameters invalid for request
	100

	010009
	Cannot vend FBE, meter not registered
	100

	010010
	Not enough Credit available for Vendor
	101

	010011
	Meter blocked
	101

	010012
	More recent meter data received on database
	101

	010013
	Meter not configured on an FBE Tariff
	102

	010014
	No Last Response found
	102

	010015
	“From” meter key data same as “To” meter key data
	102

	010016
	Indeterminate Last Response
	103

	010017
	Insufficient meter data / meter not registered, require additional info
	103

	010018
	Server busy processing MsgID being Advised
	103

	010019
	All Grace Purchases used
	103

	010020
	Require Meter Card
	104

	010021
	KRN for SGC has expired. Update Meter Key
	104

	010022
	Cannot Update Meter Key, meter not registered
	104

	010023
	Account number invalid
	105

	010024
	Account type invalid
	105

	010025
	Not Used
	105

	010026
	Not Used
	105

	010027
	Not Used
	105

	010028
	Not Used
	106

	010029
	Not Used
	106

	010030
	Not Used
	106

	010031
	XMLVend Request not supported on server
	106

	010032
	Client ID not registered or blocked
	107

	010033
	Unable to verify token
	107

	010034
	No deposit slips available for this Vendor
	107

	010035
	Customer not found
	108

	010036
	No transactions found for Reprint
	108

	010037
	Not Used
	108

	010038
	Meter information not found
	108

	020000
	Message ID not unique
	109

	020001
	Expired MsgID, message has been advised
	109

	040000
	MSNO fails the meter check digit validation
	109

	040001
	Invalid / Missing parameters required to submit the request
	110

	040002
	Account number invalid
	110

	040003
	Transaction timed out. Requesting Last Response (auto-reprint)
	110

	040004
	Communications timeout
	111

	050000
	Client ID (EAN Number) doesn’t match Client ID on certificate
	111

	060000
	Meter not configured on an FBE Tariff
	112

	060001
	Engineering KCT, Meter data different
	112

	060002
	Only first x records returned
	112

	060003
	Meter kWh/currency has changed
	113

	060004
	Meter details have changed
	113

	060005
	Limited Purchases left
	113

	060006
	No statement entries found
	113

	080000
	Token Technology for Credit Token not supported (Reprint)
	114

	080001
	Token Technology for non-Credit Token not supported (Re-request)
	114

	080002
	Cannot encode a meter card - Encode Meter Card from suitable device
	114
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	010015
	“From” meter key data same as “To” meter key data
	102

	010023
	Account number invalid
	105

	040002
	Account number invalid
	110

	010004
	Account number not linked to meter
	99

	010024
	Account type invalid
	105

	010019
	All Grace Purchases used
	103

	080002
	Cannot encode a meter card - Encode Meter Card from suitable device
	114

	010022
	Cannot Update Meter Key, meter not registered
	104

	010009
	Cannot vend FBE, meter not registered
	100

	050000
	Client ID (EAN Number) doesn’t match Client ID on certificate
	111

	010032
	Client ID not registered or blocked
	107

	010000
	Client not configured for SGC
	97

	010001
	Client not configured for this function
	97

	040004
	Communications timeout
	111

	010035
	Customer not found
	108

	060001
	Engineering KCT, Meter data different
	112

	020001
	Expired MsgID, message has been advised
	109

	010003
	Incorrect engineering token parameters supplied
	98

	010016
	Indeterminate Last Response
	103

	010017
	Insufficient meter data / meter not registered, require additional info
	103

	040001
	Invalid / Missing parameters required to submit the request
	110

	010021
	KRN for SGC has expired. Update Meter Key
	104

	060005
	Limited Purchases left
	113

	020000
	Message ID not unique
	109

	010011
	Meter blocked
	101

	060004
	Meter details have changed
	113

	010038
	Meter information not found
	108

	060003
	Meter kWh/currency has changed
	113

	010013
	Meter not configured on an FBE Tariff
	102

	060000
	Meter not configured on an FBE Tariff
	112

	010012
	More recent meter data received on database
	101

	010006
	MSNO fails meter check digit validation
	99

	040000
	MSNO fails the meter check digit validation
	109

	010034
	No deposit slips available for this Vendor
	107

	010014
	No Last Response found
	102

	010007
	No outstanding debt
	100

	060006
	No statement entries found
	113

	010036
	No transactions found for Reprint
	108

	010010
	Not enough Credit available for Vendor
	101

	010025
	Not Used
	105

	010026
	Not Used
	105

	010027
	Not Used
	105

	010028
	Not Used
	106

	010029
	Not Used
	106

	010030
	Not Used
	106

	010037
	Not Used
	108

	060002
	Only first x records returned
	112

	010008
	Other parameters invalid for request
	100

	010020
	Require Meter Card
	104

	010002
	Schema invalid parameters supplied for request
	98

	010018
	Server busy processing MsgID being Advised
	103

	010005
	STS Data Not Valid
	99

	080000
	Token Technology for Credit Token not supported (Reprint)
	114

	080001
	Token Technology for non-Credit Token not supported (Re-request)
	114

	040003
	Transaction timed out. Requesting Last Response (auto-reprint)
	110

	010033
	Unable to verify token
	107

	010031
	XMLVend Request not supported on server
	106
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