Top

"#! {pass rest of file to this prog

I.e.

#! /usr/bin/perl

a perl prog

#! /usr/ksh


a korn shell prog"

"***** in diag link varification","","","","","","","***** under a link could mean a disk has been detected that is not configured.

Run 


cfgmgr

To the disk recognised."

".klogin","","","","","","","Alows multiple AIX users to same kerberos id"

".klogin","","","","","","","Contains Authorisation for kerberos

Look here for authentication problems."

".profile needs reply","","","","","","","I.e when you su to oracle, it requests the ORACLE_SID=[test]

echo | su - oracle -c "do something"

or

echo "Test" | su - oracle -c "do it"

to set ORACLE_SID to Test

Also works with 

su - oracle -c "do it" < {file name}

where {file name} contins a list of instructions

I.e. 

whoami

echo "ORACLE_SID = $ORACLE_DID""

"/etc/bootptab","","","","","","","Contains boot info for install, diag, maint etc (After setup_server}. 

Check Hardawre address is correct."

"/etc/filesystems = /etc/vfstab SUN","","","","","","",""

"/etc/ftpusers","","","","","","","

ftpd will not allow users in this list to ftp to this system.

Also shell must exist in /etc/security/login.cfg

I.e. add a user with Rsh, then remove Rsh from login.cfg

/etc/ftpaaccess.ctl

Allow and deny Host access, read only etc  

Give ftp users a shell of /bin/false

See man ftpd

"

"/etc/hosts.lpd","","","","","","","Remote hosts in this file can print on this system. Is more restrictive than /etc/hosts.equiv"

"/etc/netsvc.conf /etc/resolv.conf","","","","","","","/etc/netsvc.conf 

hosts = local, nis, bind

SUN = /etc/nsswitch.conf

hosts: files dns

Check /etc/hosts, first! then nis hosts map, then finaly DNS

/etc/resolv.conf

domain

w34

nameserver 172.25.192.194"

"/etc/rc{1 or 2 or 3}.d","","","","","","","File are executed on boot.

File within the directories have a leading sequential number to provide sequencing."

"/etc/resolve.conf","","","","","","","Contains DNS name servers I.e.

nameserver {IP}

namwserver {IP}

domain {w12}"

"/etc/security/.ids","","","","","","","Stores next id

{admin user} {user} {admin gid} {gid}"

"/etc/syslog.conf","","","","","","","Specifies log message locations"

"/proc","","","","","","","sun directory that holds current process lists."

"/spdata/sys1/sdr/partitions/{IP}/files","","","","","","","lists PS install data, nodes etc."

"/tftpboot","","","","","","","Nodes linked here will install at nest boot. Overides list in splstdata -b"

"/tftpboot","","","","","","","script.cust

firstboot.cust

tuning.cust"

"/usr/lpp/ssp/css/rc.switch","","","","","","","Add perm routes here."

"/usr/sampes/kernel/vmtune","","","",5"","","","minfree, maxfree, maxperm, minperm etc

Alos lookat 

/usr/samples/kernel/schedtune

Manages and tunes AIX virtual memeory

/usr/sampes/kernel/vmtune -p3 -P8

Changes maxperm % 8

and        minperm %  3"

"/usr/samples/kernel/schedtune","","","","","","",""

"/usr/share/dict/words","","","","","","","/etc/security/user

dictionlist = /usr/share/dict/words

Recomended dictionary for password cheching.

Part of "text processing" lpp"

"/var/adm/SPlogs/SPdaemon.log","","","","","","","Frame errors I.e.

spmon -d gives

Error: No frame registered with hardware monitor daemon

errpt -aN sphwlog

Also check tty

stty < /dev/tty0"

"/var/adm/sulog","","","","","","",""

"0516-304 lsvg: unable to find device 00~~~~~~~~~~~","","","","","","","Disk has been replaced etc

Use smitty reducevg 

or

reducevg {VG} "device id long no""

"080C","","","","","","","Start of dump

spmon -reset node{no}

spmon -reset node{no}"

"3004-009 Failed running login shell","","","","","","","check owner and permissions of root

ls -ld = drwxr-xr-x bin bin"

"376 Oracle error","","","","","","","

oerr ora 376 

file cannot be read at this time.

Probably file is offline, after a backup etc."

"3dmon","","","","","","","monitor all systems"

"581","","","","","","","DNS lookup problem,

Remove rctcpip, nfs &"

"ab Apache Benchmark","","","","","","","ab -n {no of requests} -c {no of concurrent users} {web ddress}:{port usually 80}/{test script see config for the DocumentRoot}

ab -c 2 -n 2 10.0.0.25:80/index.html"

"abd debug program","","","","","","",""

"aclget aclput acledit","","","","","","","aclget {file}

aclget {file1} I aclput {file2}"

"ADSM","","","","","","","dsmc

q files

query: archive, schedule, quit, help

DB2

As db2{sid}

db2adutl qury full

db2 list backup all for {sid}"

"After restore from mksys","","","","","","","Re add ICLI_{etc}=1 to /etc/environment"

"AIX Maintenance strategy","","","","","","","Should be upwards only

Fileset = Collection of logically related files, the smallest installable or updatable unit in AIX.

VRMF = Version Release Maintenance Fix level = level of fileset

PTF = Program Temporary Fix"

"Aliasing IP addresses","","","","","","","ifconfig {en2} alias {alias IP} netmask {from ifconfig -a } broadcast 

{from ifconfig -a} 

ifconfig en2 alias 172.25.195.60 netmask 255.255.255.0 broadcast 172.25.195.255

If you miss the alias, you have changed the current IP. Use the new one to get back!"

"Alternat H/W address for TCP/IP","","","","","","","lsdev -C -c adapter -t ethernet -H

chdev -l ent0 -a alt_addr=0X10005A4F1B7F -p

chdev -l ent0 -a use_alt_addr=yes"

"alt_disk_install","","","","","","","Creates a new system image or clones the current running system to an alternte disk.

/var/adm/ras/alt_disk_inst.log

To create the image

alt_disk_install -C hdisk{n} 

Uses exclude.rootvg

To remove the image

alt_disk_install -X old_rootvg

To determin the boot disk in a vg with multiple disks

alt_disk_install -q hdisk{n}

bos.alt_disk_install.rte

To change boot device, use

Boot system

Interupt boot with F1 as first configuration screen is diplayed.

Set boot device.

SP

As above, or  boot into maintenance mode.

Mount any rootvg 

use bootlist to set device for nest boot.

Can use optional mksysb image.

alt_disk_install -W hdiskN
Mount altroot disk


-S = suspend


-X = set bootlist back

"

"alt_disk_copy","","","","","","","

Clones current running system to an alternative disk.(Replaces part of alt_disk_install with alt_disk_copy, alt_disk_mksysb and alt_rootvg_op)

Alt_disk_copy -d hdisk{No} -P1

[lookup P1]

"

"Apache copy","","","","","","","

To make a working copy of a server

Copy the apropriate stanza from the end of httpd.conf, renameing ServerName and log entries etc.

I.e. /wwwroots/newname 

Create the new top level directory.

cd /wwwroots/OldName

find . -print ! cpio -pdl /wwwroots/New/Name

./apachectl configtest

./apachectl graceful

Enter ServerName in the web browser to test."

"apachectl","","","","","","","start stop configtest restart graceful"

"arp -a

arp -t atm -a","","","","","","","Also -d etc"

"ARP Address Resolution Protocol","","","","","","","Nodes on same segment of same LAN use ARP to determin the hardware address of each other. 

Node1 broadcasts an ARP request for node2's H/W addrees. This request has 1's H/W & IP address, & 2's IP.

When 2 recives the request, it places 1's entry into it's own ARP cache. It then sends an ARP responce to 1 with it's own IP and H/W address which 1 now places in it's own ARP cashe.

ARP has no fixed header, therefore OK with variety of technologies, I.e. Ethernet, Tocken ring, FDDI.

NOT point to points like SLIP"

"arp cache","","","","","","",""

"ASCII","","","","","","","American Standard Code for Information Interchange"

"Asynchronous I/O","","","","","","","aio rules of thumb

MAX servers = 10 X No disks used concurrently max 80. MIN = 1/2.

Set MAX = 80. Monitor, then set MAX = max for period + 10. MIN = MAX - 10

If oracle (db) shows high I/O wait, try to mod the aio"

"at","","","","","","","echo {Commands} ! at now +1 minute"

"ATM Asynchronous Transfer Mode","","","","","","",""

"atmstat at0","","","","","","","atm stats"

"Authentication problems AIX","","","","","","","lsauthent 


list authent

chauthent -k4 -std

This changes from kerberos 5 to 4

Change this in smit sp security to make perm"

"Automount daemon","","","","","","","/etc/auto/startauto"

"ls -l | awk ' $5 ~ /look/ {print $0}' ","","","","","","","

Only list lines that have 'show' in column 5

"

"awk -v LINE=6 'NR ==  LINE {print "Line No "LINE"="$0}' FILE","","","","","","","Prints line number 6"

"awk -v VAR=$VAR 'BEGIN {printf ("Formated %15s %8d",VAR, 200)}'","","","","","","","Prints formated output with no return \n

echo "jfgf 34" I \

awk '{printf "%8 %5\n",$1,$2}'

awk -f {prog} {file}

prog.awk

$1 ~ /item/ { Things to do I.e. 

( LINE = NR + 10 )

}

LINE == NR {print $0}"

"awk math function","","","","","","","awk 'BEGIN {print 2*3/4}'

or

echo "20 40" I awk '{print $1/$2}'

Performs real maths

bc << EOF

1 * 1.5

EOF

Ensure sign is postive

VAR={No}

bc << EOF

sqrt($VAR * $VAR)

EOF"

"awk print , = space","","","","","","","awk '{print "1","2"}'

= 1 2

awk '{print "1""2"}'

= 12

# Print lines 10 to 20

cat {file} | awk 'NR >= 10 && NR <= 20 {print $0}'

"

"Berkeley fast filesystems","","","","","","","The block is the I/O trasfer unit, the fragment is the disk storage unit, and is therfore more effecient on both transfer, and storage. 

Block is devided into 1,2,4 or 8 fragments."

"bindprocessor {process} {processorID}","","","","","","","I.e.

bindprocessor 78261 0"

"BNU","","","","","","","Basic Network utilities"

"boot address","","","","","","","use smitty chinet 

to put system back on boot address"

"bootinfo -y; svmon -P {pid},or bootinfo -k 

Top 10 mem processes 

Svmon -P -v -t 10 | more

Svmon -U -v -t 10 | more

","","","","","","","Shows 64 or 32 bit kernel

and

Processes info

To change to 64 bit

Ln -sf/usr/lib/boot/unix_64 /unix

Ln -sf/usr/lib/boot/unix_64 /usr/lib/boot/unix

Bosboot -ad /dev/ipldevices

Shutdown -Fr

Bootinfo -K (should = 64)

To swap back

Ln -sf/usr/lib/boot/unix_mp /unix

Ln -sf/usr/lib/boot/unix_mp

/usr/lib/boot/unix 

Bosboot -ad /dev/ipldevices

Shutdown -Fr

Bootinfo -K (should = 32)

Also see svmon, vmstat, curt, netpmon, tprof

"

"bootlist","","","","","","","bootlist -m normal -o
{display}

bootlist -m normal cd0 hdisk0"

"bp.conf","","","","","","","Client side config file for netbackup"

"break","","","","","","","Finish loop"

"c cc licence","","","","","","","Copy the indicated line in file cforaix_n.lic to nodelock

/var/ifor/nodelock

/usr/vac/cforaix_n.lic

ln -s /usr/vac/bin/xlc /usr/bin/cc"

"C compiler AIX","","","","","","","xlc

gcc from www.gcc.gnu

gcc -o file file.c

xlc -o file file.c

Look at make for complex projects."

"can't decode authenticator","","","","","","","Try

syspar_ctrl -R

stopsrc -s hardmon

startsrc -s hardmon"

"cannot fork:  too many processes","","","","","","","Look at max procs in system"

"cd /;shutdow -m","","","","","","","Puts system in maintenane shell"

"cdpro profile","","","","","","",""

"cfgadm","","","","","","","Configuration administration SUN"

"CGI Common Gateway Interface","","","","","","","Ap programing on the web

I.e. perl"

"Change host name (perm)","","","","","","","/usr/sbin/chdev -l inet0 -a hostname={name}

/usr/sbin/hostid {name}

/usr/lib/lpd/pio/etc/piodmgr -h"

/bin/uname -S{name}

"Character Matching","","","","","","","a..

a followed by any 2 chars

^wood

Only if wood is first 




Word

^a


If a is first char.

x$

Only if x i last 

^INSERT$

Just INSERT

^$

Null/ Blank line

x*

0 or more consecutive x's

xx*

1 or more consecutive x's

.*

0 or more charcaters

w.*s
w + 0 or more chars s at 



end

[!a-z]
Not a - z

'^[bc]at]

"

"chnfsmnt","","","","","","","-f {local fs} -d {remote fs} -h {"

"CLAIM","","","","","","","GBC49854

wet4fish

{Pause} if more etc

{F3} for others or try both

1 1. Labour

O  INT03508 U1AADLE SD IBM SAP

CL READ enter b

claimemp"

"Cluster ceck and synch","","","","","","","/usr/sbin/cluster/diag


cllistlogs


cllscf


cllsclstr


cllsfs


cllsgroup


cllsgrp


cllslv


cllsnode


cllsnw


cllsparam -n {node}


cllsres


cllsres


cllsserv


cllsstbys


cllssvcs


cllsvg"

"comms driver","","","","","","","Check tty1 w on other

Check idpl580 & idpl590

ill idpl procs

Restart with interface."

"config_too_long","","","","","","","Cluster manager allows 6 mins for a script to complet. To extend to 10 mins

chssys -s clstrmgr "-u 600000"

Then restart cluster manager"

"Connect direct","","","","","","","Logs are in the 

/usr/local/connectdirect/work 

directory.

Look at last file.

Find entry that matches failed job.

Look above this for comments like successful etc.

Problem could be at other end"

"continue","","","","","","","Begin the next loop iteration ( for, while ) immediately."

"Copy large data structurs","","","","","","","Local

tar cf - . ! (cd {to directory}; tar xBf -)

or

tar cf - . ! cat ! (cd {to directory}; tar xbf -)

Remote

tar cf - . | rsh {node} 'cd {to directory}; tar xBf -'"

"Copy raw data","","","","","","","dd if=/dev/rDEVICE ibs=64k ! rsh {remote sys} dd obs=64k of=/dev/rDEVICE"

"copyrawlv","","","","","","",""

"cpio -icd < {cpio file}","","","","","","",

"Restores cpio files

Cpio -itv < file
"

"CPMA","","","","","","","uk

uk-moe

tsoca gbc3155

dis r {cmpa No}

F8 {up}

F7 {down}

i{No} in text ;;; adds No blank lines

;q F3

Quit"

"crash","","","","","","","/usr/lib/errdead {file name}

crash {file name}

stat

symptom -e

trace

vfs 
File system data

p prints process data

user
May show user program 



that 



caused crash

t

Shows trace back

Ref AIX Problem Solving Guide and Reference"

"Create new lv on sun veritas","","","","","","","vxassist make {volname} {size}m

newfs /dev/vx/rdsk/{volume} 

mkdir /{name

mount /dev/vx/dsk/{volume} /{name}

note add dg name if not rootdg"

"Create special file, device, FIFO etc","","","","","","","mknod"

"cron","","","","","","","Min Hour DayOfMon Month Weekday

Weekday 0 Sun - 6 Sat"

"crontab","","","","","","","location

/usr/spool/cron/crontabs

0 = Sunday 6 = Saturday

See /var/adm/cron/log file

EDITOR must be set.

or 0403-006 and 0481-124 errors."

"csh C shell path PATH","","","","","","","set path=( /~~/~~/etc $path )

.login

To set pwd as prompt.

alias cd 'cd \!*; set prompt = " ' hostname ' <$cwd> "'

Look at pushd and popd for moving from direstories.

history is switched on with


set history={n}

history shown commands

!! re exec last command

!{n} exec this line from history

!{string}
recall command that started with string

!$ 

recall last string on command line

Use set savehist={n} in login script to save history file at end of session

/etc/csh.login

Is run each time user logs in, equivalent to /etc/profile"

"css_restart_node","","","","","","",""

"CSS_test","","","","","","","Gives lots of switch test info."

"CWOF Cascding WithOut Fallback","","","","","","",""

"DB2 log","","","","","","","/db2/{SID} or db2as/sqllib/db2dump/db2diag.log"

"db2adutl","db backup list","","","","","","db2adutl query
full






logs"

"Default subnet masks","","","","","","","No of computers

Def mask

65,535 - 16,777,212
255.0.0.0

255 - 65,534


255.255.0.0

1 - 254




255.255.255.0"

"defragfs /{fs}","","","","","","",""

"devifo & getdev devattr","","","","","","","also prtconf SUN commands"

"different ksh entries","","","","","","","Try /bin//ksh93 on 5.1 system."

"DNS","","","","","","","check /etc/resolv.conf


domain portsmouth.uk.ibm.com


nameserver
9.180.32.251


nameserver
9.180.32.251

& /etc/netsvc.conf


host = local,bind

Use /etc/hosts, then DNS"

"DNS","","","","","","","/etc/netsvc.conf

hosts=local,bind

Use /etc/hosts, then DNS"

"DOS batch","","","","","","","start "{Title}" /wait {command}

Start command & wait till finished"

"DOS to UNIX","","","","","","","tr '\015' '\012' < dos~MacFile >Unix

To null ^M use '\000' as null char

Unix to dos printer

cat {file} I awk '{print $0"\015"}' I lp

or

strings DosFile > UnixFile

or sed "s/.$//" DosFile > UnixFile

Delete lines 

cat file | sed 1,2d

Delete lines 1 & 2

Cat file | sed "$"d

Delete last line

vi 

:s/^/^M//"

"Drop mirror","","","","","","","Uses rmlvcopy, so give the disk to remove.

syncvg -v rootvg"

"dump","","","","","","","Size sysdumpdev -e

Always save the /unix

See chap 12 dump fac in Prob solving guide"

"dw. procs in SAP","","","","","","","All must be there for sap to be 

Running OK

I.e. sap1 must have 33 under current config."

"E1F5 code","","","","","","","System is waiting for boot information

s1term -w {f} {n}

Missing menu is

1. Select software

2. Software defaults

3. Select install devices

4. Select boot device

5. OK prompt

6. Multistartup <{status}>





X return

4 will allow boot selection"

"Edit/ fix wtmp type bit map files","","","","","","","Works on /etc/utmp,/etc/security/failedlogin & /var/adm/wtmp files

Get copy, then Convert to ascii

/usr/lib/acct/fwtmp < wtmp >wtmp.asc

vi wtmp.asc

Convert back to bitmap

/usr/lib/acct/fwtmp -ic < wtmp.asc > wtmp"

"elif","","","","","","","if [ 10 -eq 11 ]

then


~~~

elif [ 10 -eq 10 ]

then


~~~

fi"

"entstat -d en{N}","","","","","","","Ethernet Hardware & Software info

inc MAC hardware addresss 

Or

Netstat -v shows speed of ethernet.

or netstat -i ! grep link"

"entstat en0 network statisics","","","","","","",""

"entstat en0","","","","","","","Collect ethernet stats"

"Epoc","","","","","","","Clock tics since 72"

"Equience

Eclock -r","","","","","","",""

"error notification","","","","","","","/etc/objrepos/errnotify

Create say /tmp/sample.add

errnotify:


en_name = "sample"


en_persistenceflg = 0


en_class = "H"


en_type = "PERM"


en_rclass = "disk"


en_method = "errpt -a -l $1 : mail -s 'Disk Error' root"

odmadd /tmp/en_sample.add

Check with

odmget -q"en_name='sample'" errnotify

See Chp 4 Error notification

Gen Prog Concept: 

Writing & debuggng programs"

"errpt","","","","","","","errlogger 

Adds messages

errclear 

Removes 

errclear 0

Removes all entries

look at syslogd, & /etc/syslog.conf"

"Ethernet lan gen","","","","","","","All network interfces must have a U only entry. If not the fix is:

rmdev -l en0

mkdev -l en0"

"eval double read line the exec","","","","","","","I.e. 

pipe='echo "\0174"'

ls $pipe wc -l

Gives error : not found wc not found etc.

eval ls $pipe wc -l 

{number}

or

{Alt}124 using the Num keyboard"

"Exceed & X Connectivity","","","","","","","

Install x11.dt etc.

xwindowns 

Copy /usr/dt/config/Xresources to /etc/dt/config/{$LANG}/Xresources

or link

!!  = comment

Can gives /etc/hosts error?

.dtprofile is used instead of .profile for initial login."

"Excel freeze row col","","","","","","","Window } Freeze Pain"

"exclude files","","","","","","","mksysb /etc/exclude.rootvg

Veritas /usr/openv/netbackup/


exclude_list.UNIX_OS_{type}

WEEKLY CATB etc"

"expand -t 12,20,40 {file}","","","","","","","Formats text output.

Changes tab's to actual postions on screen.

I.e.

echo "1\t2\t3" I expand -t 10,25

1         2              5"

"expand search through sub directories","","","","","","","PATH=$PATH:(/usr/es/sbin/cluster/utilities/cl_get_path all}"

"export DISPLAY = {IP}:0.0","","","","","","","X Windows display

Use ipconfig in DOS window to get IP.

May require xhost plus"

"export MANPATH=$MANPATH:/usr/lpp/ssp/man","","","","","","","

Add new commands to man pages

"

"exportfs -a","","","","","","","showmount -a"

"exporting on sun nfs","","","","","","","vi /etc/dfs/dfstab

add


share -F nfs -o rw={host} {dir}

Kill then restart nfsd

If nfsd and mountd not running,  issue:


/etc/init.d/nfs.server start"

"Exporting/ importing vg's","","","","","","","varyoffvg {vg}

exportvg {vg}

importvg -y {vg name} hdisk{??}"

"expr born maths","","","","","","",""

"FDDI = Fibre Distributed Data Interface","","","","","","",""

"File system fills.","","","","","","","Wrting file not known

Keeps filling

File not yet written, but space reserved.

Find open file

fuser -dV {file system} 

ls -lai to get inode number"

"File system corruption","","","","","","","

0506-324 cannot mount.

0506-324 superb lock is dirty

If fsck failes, or disk is suspect, and jfslog jfs2log is not mirrored, try

logform /dev/{jfslog from list}

if this has gone, then:

mklv -t jfslog -y {name} {vg name} 1

where name is usually loglv02

Or you could create a new one anyway

If new, then you must tell ALL file systems in the vg to use it.

 -a log=/dev/{LogName} /dev/{FS name }

Now run fsck on all jfs's"

"find","","","","","","","-a = and

find . -mtime +10 -a -mtime -20 -print

find / \( -name a.out -o -name '*.o' \) -atime +7 !-fstype nfs -exec \rm {} \;

No space after \ must have space after }"

"find / -xdev -print","","","","","","","Limits find to file system specified. I.e. / = hd4

lsvg -l {nonrootvg} !\

egrep "jfs!open/syncd" ! \

grep -v jfslog ! awk '{print $7}' !

while read LV

do


find $LV -xdev -print

done

Will only list file in non root vg"

"find and excute","","","","","","","{} = results of find. I.e

find /scrub -name \*.tar -exec echo {} \;

To restore to current directory tar files in /scub:

find /scrub -name \*.tar -exec \tar -xvf {} \;

NOTE NO SPACE AFTER exec \


MUST HAVE SPACE AFTER {}

find / -name core -exec \ls {} \;"

"firewall","","","","","","","telnet 
mars



mehul



mehul123

telnet {server name}-57.equant-web.net

root"

"Firewalls","","","","","","","4 types

Static paket filter

Circuit level

Application layer (proxy)

Dynamic packet filter

Static packet filter frewalls

Examin packet header info at the network layer. Fastest, but least secure, can be hardware (black box) implemented. Can be native to routers.

Circuit level firewalls

Oprate at transport layer, TCP only, not UDP. Validates that packet is either a connection request or a data packet belonging to a connection or a virtual circuit between two peer transport layers. Forms a state table to monitor handshakes, once complete, it uses ruleset to allow. Once allowed, no further checks performed.

Generally faster than application layer and support address translation.

Allication layer (proxy) firewalls

Act as proxy between internal and external users. No direct connections are made between internal and external servers. Has better control over access. I.e. get not put for ftp sites.

Disadvantage, tied to specific protocol. FTP proxy is diferent to HTTP proxy etc. 

Sits transparent between end user and service provider; both unaware of proxi in middle. Slower. Support network address translation with good audit logging.

Dynamic packet filter firewalls

Provide additional protection for UDP by assoction with a virtual connection table within the firewall. The table tracks both sides of the connection, so an attacker simulating a reply would will fail. 

Hybrid firewall provide best security.

2.3 Firewall desighn."

"Fixing partially defined vg's","","","","","","","redefinevg -d hdisk{??} {vgid}

varyonvg {vg}

synclvodm -v {vg}"

"FLOP floating-point operation","","","","","","",""

"fold","","","","","","","folds output over lines"

"FRU & SRN","","","","","","","FRU = Field Replaceable Unit

SRN = Service Request Number"

"fsdb filesystem debugger","","","","","","",""

"fuser {file}","","","","","","","Ignore char at end of proc number

fuser -dV {file system} 

Reports open openfiles, also shows inode & size of delete file

fuser -k /dev/tty{}

Kill any process associated with port

fuser -kxuc vg 

Kill any proc associated with vg

(pos lv ?)"

"Get PSSP version","","","","","","","splst_versions -t {-n0 for CWS} 

                     {-G nodes}

lslpp -l ssp.basic"

"get sccs","","","","","","","Ensure correct path. I.e. some extract programs will add get to /usr/sbin, which may mean that put and hist are OK, PATH points to wrong get. (Very confusing )"

"grep for lines > 2048","","","","","","","perl -e 'while (<>) {if(/TARGET/){print "$_\n"}}' FILE

Where TARGET is the string"

"HACMP","","","","","","","Look for cluster manager

ps -ef l grep clust

/tmp/hacmp.out

Ensure 

Smittt cm_processing_order is OK, usually serial for pre and post events.

Get host names

Odnget HACMPnode

Communicate with other node

Clrsh {node} hostname

To start

switch must be up

smit hacmp

cluster services

Start Cluster Services

or smit clstart/ clstop

/usr/sbin/cluster/utilities/clfindres

Gives status of HA ??? mens only one system up?

To shutdown

On primary

smit clstop


shutdown graceful

Then same on secondary"

"HACMP","","","","","","","Max 32 networks per cluster & 24 TCP/IP network adapterson each node.

IPAT=IP Address Takeover

No single point of failure accept switch.

Non-TCP/IP heartbeat exchanges diferentiate between IP and node failure. Supported are:

Serial (RS232)

Target-mode SCSI

Tartget-mode SSA

All must be configured as Network Type:serial in the HACMP definitions

MAX 2 SSA adapters per system

MAX 48 devices in SSA loop

MAX dist between SSA devices = 25m(copper) 10km optical

HACMP resource types:

Vg's, Disks, File systems, FS to be nfs mounted, FS to be exported, Server IP addresses, Applications.

Resource groups: Cascading, Rotating, Concurent.

Cascading

Each node given priority for this resource, on failure, highest priority takes over the resource.

If "Inactve takeover", is set to true, new node entering  the cluster will take over if it has a higher priority. Normally falce.

Rotating

Concurrent

Third-Party takeover: One node on standby for 2 or more resource groupe

Service adapter: (net) is the primary connection.

Standby Adapter: backup to service adapter.

Boot Adapter:IP takeover. A boot adapter label (address) must be assigned to the service addapter on each cluster node. Nodes use the boot label AFTER a system reboot and BEFORE the HACMP for AIX software is started

on SP use ifconfig alias on css0

When HA is started, the service adapter reconfigs to the service label address.

Add IP address to PING_CLIENT_KIST in /usr/sbin/cluster/etc/clinfo.rc if not using HW takeover.

Event Customization

May not be required.

You cannot define additional cluster events.

You can define multi pre/ post events for each of the events defined in the HACMP event ODM class

Event customization facility:

Event notification, Pre/ post event processing, Event recovery and retry.

Event notification

"notify" comand sends mail

Error notification Uses the ODM error class. Can use smitty hacmp

Use errlogger {msg} to enact error notification.

User accounts must be consistent accross nodes.

rootvg mirroring also mirror boot logical volume (blv), and modify bootlist to contain all boot devices you will then need to put the dump device on a non-mirrored lv

see mirrorvg & unmirrorvg

I/O Pacing gives high and low watermarks to smooth out disk i/O, so that HA does not time out smit chgsys

Network settings

thewall = 5120 Us netstat -m to check mbufs to tune.

If using NIS, cron start will need modification.

See posible .rhost requirments

IP addresses and Subnets


All client trafic on service adpt


Standby adapter hidden.

IPAT = IP Address Takeover

netmask must be the same.

In HA Serial network = not TCP/IP

ssar = Adapter router, always Defined, never available."

"HACMP","","","","","","","Set ignore errors to bypass a partial failure of sychronise cluster topology"

"hacmp","","","","","","","create tmssa networ for hart beat, then 

"Add a network to HACMP Cluster""

"HACMP /.rhosts","","","","","","","Must be same on all machines"

"HACMP jfslog","","","","","","","Jfs logs must have different names on systems, as lv00 on both systems will confuse the shutdown and startup."

"HACMP logs & Status","","","","","","","

/usr/es/adm
new

/usr/adm/cluster.log

/tmp/hacmp.out

/usr/sbin/cluster/history/cluster.md

/tmp/cm.log

/tmp/cspoc.log

/tmp/emuhacmp.out

/tmp/dms_loads.out

/var/ha/log/em.default.{CWS}

/usr/es/sbin/cluster/utilities/cldump

clstat -a

Clinfo must be running for clstat to work

 startsrc -s clinfo



or

 startsrc -s clinfoES

echo fq >/tmp/clstat.stop

clstat -a </tmp/clstat.stop"

"HACMP scripts","","","","","","","/hacmp/Start_Apps

/hacmp/Stop_Apps"

"HAGEO & GeoRM","","","","","","","High Availability Geographic Cluster 

&

Geographic Remote Mirror"

"hardmon on CWS only","","","","","","",""

"hardmon use startsrc -s cws only","","","","","","",""

"hatsctrl","-k -d -a -s","","","","","","kill, delete, add"

"hb reset","","","","","","",""

"hcon snna","ccn","","","","","","sna -d l -O -long 

See link status

smit sna


stop node


stop sna

smit hcon


control


start hcon

start sna


node


sna

look for users and sna processes"

"herald = "\r\r etc"","","","","","","","/etc/security/login.cfg

add herald under default etc to change login prompt"

"Hex numbers","","","","","","","bc

obase=16
# Output in Hexadecimal

ibase=16
# Input = hexadecimal"

"HISTORY file set -o vi","","","","","","","rm -f $HOME/.sh_history

Gives user uniqu history file for each window

or add

HISTFILE=/file.id"

"hmcmds on {node)","","","","","","","SP start/ stop etc command

Switch GUI to Command

{Ctr}{Alt}{F1}


Command to GUI

{Ctr}{Alt}{F2}

To allow standard remote login

comment out all lines in ~hscroot/.ssh/rc

Comment out stanza if [ $? -eq 0 ] in ~/hscroot/.bashrc

Comment out all lines in ~hscroot/.mysshrc

Comment out all lines in

/etc/ssh/sshrc

"

"hmmon","","","","","","","Monitors the sp state inc temp

hmmon -G -Q -v temp -r 1:

-V gives list of variables in -v

or

hmmon -G -Q -s -v temp"

"host name set","","","","","","","uname -S{node}

Uname -m

First 2 chars are always 00

Next 6 are unique system id

Next 2 aee model

Next 2 submodel no = 00

uname -L
Partition info

"

"hostlist","","","","","","","Lists all hosts in an SP cluster."

"HP","","","","","","","sam = smitty

/etc/fstab = /etc/filesystems

Nfs

/etc/exports

exportfs

/etc/rc.config.d/nfsconf

'/sbin/init.d/nfs.server start'

"

"HTML","","","","","","","<html>

<head>

<title>~~~~~</title>

<body bgcolor="#rrggbb">

</head>

<body>



~~~~~~~~~

</html>

onMouseOver="window.status='Comments etc'return true"

white space

<spacer type=horizontal size={no}>

<hr> 
<hr width=50%>
line

<a name="top">

<a href="#top">Move to top </a>

<small>
<big>"

"HTTP = HyperText Transfer Protocol","","","","","","",""

"httpd -{lots}","","","","","","","

-e debug

Shows startup info

Similar to apachectl but more"

"I/O redirection","","","","","","","cat $FILE |

while read line

do


echo $line

done"

"IBM HTTP is Apache with SSL","","","","","","","SSL Secure Sockets Layer"

"ICMP Internet Control Message Protocol","","","","","","","Integral part of IP Internet Layer


Flow control


Detecting unreachable destinations


Redirecting routes


Checking remote hosts"

"ifconfig add/ nod IP","","","","","","","ifconfig hme0 inet {IP} netmask {IP}"

"inode and extended permission bits","","","","","","","ls -aceli"

"Install","","","","","","","Use smitty install

Install and update from ALL Availiable software

If you cannot see the lpp you want under from latest."

"installp -acgNqwx -d /{name} -f","","","","","","",""

"instfix -ik {ML from ibm site}","","","","","","","Gives release level of AIX

instfix -ik 4330-08_AIX_ML



   5100-02_AIX_ML

oslevel -l 4.3.2.1

lslpp -l *.basic

For PTF try

lslpp -Bl U{rest of ptf}

lppchk -v

instfix -ic 4330-09_AIX_ML ! cut -f1,2,5 -d: ! grep -

Which filesets need updating.

instfix -ciqk 4330-02_AIX_ML ! \




 grep ":-:""

"instfix APAR","","","","","","","instfix -a # lists all in current dir

instfix -i -k {APAR No}

APAR

Authorised Program Analysis Report"

"Intrusion detection","","","","","","","iptrace

iptrace -i en{No} /{file}

Ipreport /{file}

To get bi directional traffic for the remote IP 

 iptrace -s {IP}-b -i en(No) /{file}

tcpdump -i en{?} h0st {IP}

Reports to screen IP activities

Tcpdump -v host {rem host}

netstat

ncheck

Generates path names




For i-node numbers

arp"

"ip forwarding","","","","","","","Requird for systm to act as a gateway.

no -o ipforwarding=1"

"IP value of first byte","","","","","","","< 128 

= Class A

128 - 191 
= Class B

192 - 233
= Class C"

"ipconfig","","","","","","","DOS version of ifconfig"

"ipcs -m -s ipcrm -m -s mem or seg No","","","","","","",""

"IPL Initial Program Load","","","","","","",""

"iptrace ipreport","","","","","","","

Trace network packets, data etc.

iptrace -i en{no} {file}

kill {iptrace proc}

Ipreport -rns {file}|more

traces and reports at interface packet level for IP.

iptrace {file) starts daemon

kill -15 ip to stop

ipreport {filename} to view

Control bits

URG: Urgent pointer field significant

ACK:
Acknowledgment field significant 

PSH:
Push function

RST:
Reset the connection 

SYN:
Synchronise sequenumbers

FIN:
No more data from sender.

"

"Is it a 64bit file","","","","","","","Use file"

"jfslog should always be mirrored","","","","","","",""

"Job control","","","","","","","fg = forgound 

bg = background

{Ctrl}Z = suspend job

{Ctrl}Zbg = put job in backgroud

{Ctrl}S 

{Ctrl}Q

{Ctrl}\
Stronger than {Ctrl}C"

"k4init = kinit","","","","","","","If kinit fails, try k4init root.admin"

"kerberos","","","","","","","kinit root.admin

kdestroy

klist

kadmin

ksrvutil list 
Shows key version

klist -srvtab
As above

lskp 

List kerberos principals

kdb_util dump {file}

Dumps a text ver of the authentication db to file"

"kerberos error","","","","","","","cant't decode authenticator

CWS

cd {temp file}

klist -srvtab

for each instance hardmon (I.e. cws cwsi cws1 )

ext_srvtab -n {instace i.e. cws }

This produces output as 


instance-new-srvtab (i.e. cws-

new-srvtab )

cat all  these to /etc/krb-srvtab

klist -srvtab 
will now show the

 new entries.

NODE

On cws set node to customize

spbootins -r customize 1 5 1

copy entry created in /tftpboot

b05-new-srvtab to /etc/krb-srvtab

Stop & start sp processes 

& Worm

set node back to disk

spbootins -r disk 1 5 1"

"kill -l","","","","","","","Lists signal names and numbers on computer. Names are more portable than numbers."

"killed by signal number","","","","","","","look in /usr/include/sys/sgnal.h"

"Korn shell","","","","","","",

"set -o vi 

or

VISUAL=(whence vi)

{Ctrl}\ or I  if {Ctrl}C fails

{Ctrl}U erase line

.mailrc

alias New=original

alias 

# lists aliases

set -o vi
on

set +o vi 
off

(( COUNT += )) 

Option

Descrition

bgnice

Background job 




low priority (def)

ignoreeof
Cancel ^D

markdirs 
append / to dirs

noclobber
> will not overwrite

noglob

Ignore * & ?

nounset
Error if var not set

trackall

Turn on alias tracking

set -o

Shows current settings

unset {VAR} unsets say PATH

Alias tracking = uses PATH for first time command is called, the uses alias track

CDPATH
list of places to look for dir. As PATH

PATH=/this/path testOne

Set PATH for prog testOne

export 

Shows exported vars

ENV={environ file} 


Where {environ file} contains Variables to make available to sub shells

i.e. in .profile

export ENV=~/.kshrc

function () {


script

}



or

function {


script

}

functions  NOTE s shows functions stored in memory

Search order

1. Keywords (function, if,for,etc)

2. Aliases (but see aliasing a function)

3. Built in's (cd, whence etc)

4. Functions

5. PATH

whence -v 
shows info

Autoload functions

.profile

# aut load script

autoload {sript name}

Shell will not load function {script name} until you call it.

$*
All positional parameters, seperated by $IFS

$@ All positional params with spaces

$# No of arguments


Substitution operators

If $NAME <>null print it else print John

${NAME:-John

If $NAME =null set it to John

${NAME:=John}

If $NAME not null print $NAME else print NAME not set.

${NAME:? Not set}

If $COUNT exists, exec ls

${COUNT:+ls}

filename=$1

filename=${filename:?"missing"}

Regular expression

*.el?(c)

Ends in .el, opt c

!(*.cIcore) Does not match 

*\;[1-9]*([0-9])
Anything that ends with a ; a digit from 1 to 9 and zero or more digits 0 to 9

Korn
egrep/awk

*(exp)
exp*

0 or more

+(exp)
exp+

1 or more

?(exp)
exp?

0 or 1

!(exp)
N/A


0

path=/1/2/3/a.b.c

${path##/*/}

        a.b.c

${path#/*/}


   2/3/a.b.c

$path



/1/2/3/a.b.c

${path%.*}


/1/2/3/a.b

${path%%.*}

/1/2/3/a

Patterns =/*/ anything between //


./ a dot followed by anything

${#varname} = length of string

(${#array[*]})

$(pdw) = $PWD

$(ls) = ls

return = exit 0

&& = and II = or

if statement1 II statement2

then


...

fi

If statement1 OK do not run statemnt2, true if staemnet 1 or statement2 run OK

PS3="Enter Name"

select Name in 1 2 3 4 5

do


echo "OK $Name"

done

Produces a menu list

Chap 6

shift = 1=$2 2=$3 etc

shift 3 1=$4 2=$5 etc

Usage 

while getopts ":ab:c" opt

do


case $opt in



a) was -a;;



b) was -b;;


esac

done

OPTIND = No of first non option command line argument.

First : supresses error report

: after option = option needs an argument. which ist stored in OPTARG

OPTIND=number = to next command line option.

(( 10 > 5 ))

== equal, >=, <=, &&, II 

Arrays ans[1]=OK

set -A aname 1 2 3 4 5 6 7 11

aname[1]=1 etc

aname[*] = all array values

typeset string formating

>&p send .background process's output to parent shell

Should use print not echo

IFS = delimiter

Each line shell reads is called a pipline = one or more commands seperated by zero or more pipe chars (I)

~ is substituted for users home directory.

Jobs Shows background jobs

Background job

%N


Job N

%string
Job Command starts with

%?string
Job Command has string in it

%+


Most recent

%%

As above

%-


Second resent

{Ctrl}Zbg
suspend then backgound job

kill -l lists all signals

{Ctrl)\
= stronger than {Ctrl}C

If killed, process exits with Done(NO) where No = 128+{Kill No}

COROUTINES (co-routines?}

2 or more processes are explisitly programed to run simultainiously and possibly communicate with each other.

typeset -r PATH

or

readonly PATH"

"Large jfs","","","","","","","set nbpi to set max size

Number of bytes per inode"

"Last day of month","","","","","","","If TZ=GMT-24 date +%d = 1

then today is last day of month"

"LDAP","","","","","","","Lightweight Diretory Access Protocol

A directory service protocol that runs over tcp/ip

All entries have attribute values, I.e.

c=UK

o=ibm

etc"

"LDAP","","","","","","","/etc/init.d/ldap 
start





stop

ldapsearch "objectclass=*"

lists cntents

ldapsearch -L "objectclass=*" > {file}

Exports to file

ldif2ldbm -i {file}

Inports file

ldapadd -v -D {rootdn} -w {rootpassword} -f {file}

appends entris in file to crrent db

ud

general interactive prog

slapd.conf = config file

(directory = db location directory)"

"libSDR.a","","","","","","","Changed actual mode of file to 777, to match link"

"Limit number of processes","","","","","","","chdev -l sys0 -a maxproc={No}"

"Linux susi set net speed","","","","","","","

Ethtool

/etc/rc.d/boot.local


mii -tool -F 100baseTx-FD"

"List kerberos service key files","","","","","","","klist -srvtab

Check /etc/krb.realms

for all interfaces"

"Load HMC to PC","","","","","","","hhtp://remote_client.html

 Http://IP//remote_client.html

"

"locale -a","","","","","","","I.e. C, POSIX, en_GB

Language convertions etc

Cultural "

"Login process","","","","","","","Check accounts

Authenticates user
{passwd etc}

Establishes credentials {access etc}

Initiates a session

Performed in this order.

Any failure stopes processing."

"Lost , corrpt or inaccecible jfslog","","","","","","","see File system corruption"

"Lotus noes replication","","","","","","","Click db

File

Replicate

New replica"

"lppchk -v / -c","","","","","","","or for more details

lppchk -m2 -v

For install, file in use will fail overwite the install.

lppchk -c 

Checks all lpps"

"lresynclv -l {lvid}","","","","","","","Synch the mirrors of an lv

lvid = VG IDENTIFIER from lsvg -L

also lresysnclv {lvid}.{lv minor no}

Should change LV STATE from closed/stale to open/syncd

Easier 

Syncvg -l {lv name}

"

"ls -lib","","","","","","","Show hidden/non standard file names"

"lscfg -vp","","","","","","","List all HW"

"prtconf","","","","","","","

Print system configuration / hardware, including the serial number

"

"lslicense -c

Chlicense -u {number}

","","","","","","",""

"lslpp warning","","","","","","","Running lslpp with wild cards in the lppsource drectory gives strange results.

I.e. lslpp -l bos.loc.iso.*

looks at all file starting with bos.loc.iso.

Should use

lslpp -l "bos.loc.iso.*"

or bos.loc.iso.\*"

"lsmksysb","","","","","","",""

"lsnim -l","","","","","","","Gives all network info

Creates /etc/bootptab

lsnim -t mksysb
# list all mksysbs

lsnim -Z {machine}

lsnim -a {attribute i.e. if1}"

"lsof","","","","","","","Down load aix version

Lists open files.

Lists info re files open by running processes and communications open by each process.

lsof -p {pid} 
# list open files for process, i.e. init = 1

-i = internet processes.

Show all connections 

Lsof -i

Limit to TCP

Lsof -iTCP

Port

Lsof -i :22

Host

Lsof -i@{host}

Listening ports

Lsof -i | grep LISTEN

User

-u

Connections 

-c

What is interacting with a file

Lsof {file inc path}

Process

-p

-p {proc num}

"

"lsof -i -P","","","","","","","mnitor port usage?"

"lsps -a","","","","","","","list paging space"

"lssrc stopsrc startsrc refresh","","","","","","",""

"MAC Medium Access Layer","","","","","","",""

"magic","","","","","","","/etc/magic contins the list of magic numbers.

commands such as file use the magic file to determin the type of file.

file -c {file name}

Checks the file aginst the magic file for format errors"

"mail aliases or groups","","","","","","","vi /etc/aliases

add 

{name} {name}@{domain}, {name}etc

ie

admin try@here, and@there

newaliases (adds to binary)

And/or 

Sendmail -bi

Uses /etc/hosts to get fully qualified host $j. Use

IP name.domain name in /etc/hosts

echo "test" I mailx admin

Sends to group"

"Main Frame","stop4me always ID","","","","","","uk-moe

tsos{c}
       {c} = Main frame id 





from
iso9000

tso omvs

oenetstat -i

-nr   etc

oeifconfig {node from list } up

oeping
etc

$C = {Ctr}C

get ip from oeifconfig, then gateway via main instance

Remake interface

oeifconfig {node} down

oeifconfig {node} detach

oeifconfig {node} ip.ip.ip.1 ip.ip.ip.2 mtu 32768 netmask 255.255

Now need to add app servers

oeroute add -net 9.ip.ip.ip 192.ip.ip.2 

I.e. css on the local mp0 of  main instance"

"Maintenance mode","","","","","","","Wait till keybord displayed, then press 1."

"maymap","","","","","","","ssa listing tool"

"Metacharacters","","","","","","","{space}, {tab}, {newline},;(<> etc"

"mii-tool Linux","","","","","","","Sets and lists network data"

"Mirror rootvg","","","","","","","extendvg rootvg hdsik{?}

chvg -Qn rootvg 
# disbale Quorum

mklvcop hd{etc} 2 hdisk{?}

lslv -m hd5

# Must be contiguous





# Else see -m

syncvg -v rootvg

Put boot (hd5) on disk

bosboot -a -d /dev/hdisk{?}

Check hd5 is on above disk

lspv -M hdisk{above} I grep hd5

bootlist -m normal hdisk0 hdisk{?}

shutdown -Fr"

"Missing Pvid from pdisk","","","","","","","Remove the hdisk as a device

lspv shows no disk ident

rmdev -l hdisk{??} -d

cfgmgr

Should now show disk Id's"

"mkcd","","","","","","","creates cdroms bootable mksysb's from prompt, or from mksysb or savevg images

Only use DVD-RAM disk

 mkcd -U -d /dev/cd0 -V rootvg

Use -e to exclud /etc/exclude.rootvg 

to list files use

 smitty lsmksysb

 lsmksysb -l -f/dev/cd0

"

"mksysb","","","","","","","4 images

1. bosboot

2. mkinsttape RAM files inc tapeblksz

3. Dummy to look like inst tape

4. rootvg image"

"mount -v cdrfs -r /dev/cd0 cdro","","","","","","",""

"mq series","","","","","","","ps -eaf | grep runmqchi

# shows all queues + status

Dspmq

As an mq enabled user <>mqm

echo "ping qmgr" | \


runmqsc {queue}

su - mq

endmqm -p {queue id from ps}

runmqsc

dis ql(*) curdepth

dis ch(*)

Channel staus

dis chstats(*)


Reset channel(chan name)

Do above on both systems so the numbers are reset.

As mqm user

Start mq

Strmqm <queue man name>

Stop a queue

Endmqm -I <queue name>

"

"Multicast address","","","","","","","netstat -ia

use second address or MAC to ping

224.0.0.1 is standard

ping -c 2 224.0.0.1"

"Named Pipe to remote tape","","","","","","","# Create pipe 

mknod {file name} p

cat {file name} I rsh {remote system} "/bin/dd of={remote file} obs=100b"&

mknod /tmp/rmt0 p

cat /tmp/rmt0 I rsh sw12cws01 "/bin/dd of=/dev/rmt0 obs=100b 2>/dev/null" &"

"Net mask","","","","","","","The assignment of the subnet is done locally. The entire network still apears as one IP network to the outside world.

The host number of the IP address is subdivided into a second network number and a host number. This second network is termed a subnetwork or 
 subnet. The main network now consists of a number of subnets. The IP address is interpreted as:

<network number><subnet number><host number>

The combination of subnet number and host number is often termed the local address or local portion of the IP address.

Static subnetting

All hosts use the same network mask.

Variable length subnetting

Subnets within the same network can use dfferent subnet maks.

255.255.255.192 divides a Class C address into 4 subnets of 64 host addresses

I.e. AND 192 with 255 + 1 for 0

11111111

11000000

=

00111111 = 63 + 1 = 64

252 on a C creates 64 subnets of 4 host addresses.

11111111

11111100

=

00000011 = 3 + 1 = 4"

"Netbackup","","","","","","","/usr/openv/netbackup/bin/bp"

"netstat -af inet","","","","","","","Shows services with active listening ports

netstat -an | grep LISTEN

netstat -anf inet

Shows what port is listening on"

"netstat -i","","","","","","","shows current mac address.

hacmp alias"

"netstat -v {interface}","","","","","","","netstat -v en0

netstat -i

netstat -p tcp

lot & lots of info

nfsstat

netpmon

Format:

A.B.C.D/XX = IP/route netmask = number of bits set.

/26 = 26 bits set = 255.255.255.192

A An active dead gatway

U up

H route to host (not network)

G route to gatway

D route created dynamically

   by redirest

M route modified by redirect

L link-level address present

c access creates cloned route

W a cloned route

1-3 protocol specific

b braudcast address

e has binding cache entry

l local address

m multicast address

P pined route

R unreachable

S manually added

u Route usable

s The group routing stopsearch option is enabled on this route.

"

"Network types","","","","","","","FDDI:100 Mbps optical LAN interface

ATM:point-to-point connection network

FCS:A Fibre channel network.

SOC:point-to-point fast optical connection"

"New Node no Fence","","","","","","","SDRChangeAttrValues switch_responds node_number=={no} isolated=1

Eunfence should now work. If not, check kerberos"

"news","","","","","","","Add message files to /var/news"

"nice renice","","","","","","",""

"nim","","","","","","","

nimadm = Network (Installation Manager Alternate Disk Migration)

New nim_master_setup

   fast setup of nim master 

1. Prep aix and install CDs at same level.

2. Install bos.sysmgt.nim.master.

3. Config master



smitty nim_config_env

4. Define clients.


If down then 



smitty nim_mkmac


Else Install bos.sysmgt.nim.client



Then smitty niminit

5. Install client:


smitty nim_bosinst



If client is not running set


Install now = NO



Then boot client in firmware menu.


YES reboots remote and displays install menu.

bosinst.data

used by un prompted install

copy /var/adm/ras file and modify

Use 


/usr/lpp/bosinst/bickeck {file}

To check syntax etc

wsm = web based admin tool

NIM info stored in ODM.


nim_object


nim_attr


nim_pdattr

3 basic machine roles:


Master


Client


Resource server

Machines can be all 3

Platforms


chrp
Common hardware




reference platform


rspc
IBM power PC


rs6k
MicroChannel-based




RISC System/6000

/.rhosts set to 600 of all macines must have nim master root.

Remember to change ulimit on both master and client if mksysbs are likely to be large.

Also remember to make to jfs larger file enabled 
"

"nim -o lslpp spotName","","","","","","","List sw installed in a SPOT

Shared Product Object Tree

"

"nim command line","","","","","","","lsnim -l {resource}

Change data

nim -o change -a if1="network1 IP MAC ent?" Node"

"nim directories/files","","","","","","","/tftpboot

/tftpboot/{clienthostname}.info

/etc/niminfo

/etc/objrepos"

"NIM excessive packet trafic HACMP","","","","","","","IO pacing set to 0

Synchd set to 10

IO pacing is the High and Low water mark for pending I/O

If this failes then look at the tmssa speed

smitty hacmp


Config HACMP net mods


Change net mod



using predefined


select tmssa


Select slow


Synch cluster"

"NIM from scratch","","","","","","","Select Master and configure.



install bos.sysmgt.nim.



smittey nim_config_env

Define client


smitty nim_mkmac (client down)


smitty niminit (client running}

Create mksysb (if required)

nim -o define -t mksysb -a location=/{full path} -a server={name of master usually master} -a mk_image=yes -a source={nim name of source machine} {Image name to creatre}

Start build


smitty nim_bosinst

Monitor with


lsnim -l

To change sate

nim -F -o reset {instance}

nim -o check {resource}

Ensure tftp deaeomns are working, should be 2

nim -o deallocate -a subclass=all {machine I.e sapB}

showmount

nim -o deallocate -a spot={spotname} {machine}

Debug

nim -Fo check -a debug=yes {spot name}

lsnim -a enter_dbg {Spot name}

Note appropriate No, remove 0X00

Boot client

After PBOOT enter

st {number} 2

g

This will show progress."

"nim installation types","","","","","","","Overwrite

Migration


Preserves / /usr /var, users,


groupes and existing directories

Preservation


Retains Paging, /home and other


user-created file systems"

"no","","","","","","","lists or sets network settings

I.e. thewall etc"

"NO TELNET","","","","","","","telinit q

Check for kadmin,kerberos etc"

"No console for maintenance","","","","","","","Add  / remove a system mouse or keyboard, this will cause the system to send the select console message. Also remember to set the console for run time (I.e. tty0 )"

"No hats or hags in SDR","","","","","","","Check Syspatition IP against hosts 

Estart may remove them"

"Node slot locaion","","","","","","","Use diag, or lsdev to get location code

In expansion cab on wide.

20-58 = I1

20-60 = I2"

"Node type","","","","","","","splstdata -n"

"nodecond F N","","","","","","","/vat/adm/SPlogs/spmon/nc/nc.{F}.{n}

log for nodecond"

"Non prompted/ custom nim install","","","","","","","1. wsm

2. Resourse container

3. Add new Resource TaskGuide

4. Advanced, fill out form

or

Ensure bosinst.data file exists.

See /var/adm/ras

1. Smitty nim_mkres

2. Select bosinst_data, fill out.

3. Ensure correct bosinst_data file is used for install.

or

nim -o define -t bosinst_data -a location={bosinst_data file} -a server=master bosinst_data_res"

"od {file name}","","","","","","","Display hiden contents of a file etc

Also 

Strings

Also use od to translate characters 

if [ ! = ! ] # failes

But

If [ `echo ! | od -A n` -eq 

`echo ! | od -A n` ]

Is OK

tr -c"

"ODM commands","","","","","","","odmadd

odmchange

odmcreate

odmdelete

odmdrop

odmget

odmshow

List data in ODM under CuAt

cd /etc/objrepos

odmget CuAt

Backup odm

Tar -cvf /tmp/odm.tar ./usr/lib/objrepos ./etc/objrepos

"

"ODM vg & hdisk commands","","","","","","","odmget -q "name={vg}" CuDv

odmget -q "name=hdis{??}" CuAt"

"odmchange","","","","","","","admget {~~~~~~} > {file}

mod file

Then

odmchange ~~ {file}"

"odmget -q id=~~~~~~~ sm_md_hdr","","","","","","","list entry in smit odm"

"oerr","","","","","","","As an oracle user

Oracle Error code facility"

"open/stale","","","","","","","try 

syncvg -f  -l {lv}

possibly afer unmount then mount.

Try without -f first"

"Oracle (Tuxedo )","","","","","","","ps -ef | grep smon

su - oracle

# Shutdown listener if running

lsnrctl stop
# start to re start

svrmgrl

connetc internal

startup

Or

sqlplus " / as sysdba"

Startup

Shutdown

connect internal

shutdown immediate (abort if failes )

connect internal

startup

lsnrctl start

exit

========================

su - tuxxedo

tmboot -y

( Watch for errors )





( Need 16 procs    )

tmshutdown -y -c

Start QS pluss on PC

50

1. Start fom server

Use / to get out of 2>"

"Oracle Alert log = alert_{sid}.log","","","","","","",""

"Oracle hot backup","","","","","","","/tmp/backupbtn/sql/btn_run_hot.ksh"

"Oracle shutdown / startup","","","","","","","svrmgrl <<EOF

connect internal

startup 

EOF

Above = old

sqlplus <<EOF

connect / as sysdba

startup

EOF"

"oracle start/stop","","","","","","","as oracle

export ORACLE_SID={sid}

svrmgrl

connect internal

startup

shutdown


imediate


abort"

"oracle test","","","","","","","

[{Sequelplus}as/sysdba # this could b the latest]

svrmgrl

connect internal 

select * from v$instance;

quit

From unix

ps -ef I grep pmon

To test for users v$session"

"oslevel","","","","","","","

-l 4.3.2



-?



-g

Oslevel -rl 5300-04

Shows missing fileset updates.

"

"out of pts","","","","","","","Look at inetd, klogin and login subsystems with the inetd.

smitty pty

smitty devices pty config

smitty 


subsystem"

"Parallel commands","","","","","","","pcp -

dsh"

"Parameter list too long","","","","","","","Change the ARG/ENV system parameter"

"Passwd","","","","","","","* in secod field disables user

ADMCHG in /etc/securitypasswd = change is required."

"PC network move","","","","","","","RUN winipcfg

Then Relese & Renew IP info"

"PCL{n} Printer Control Language","","","","","","",""

"Performance","","","","","","","svmon -G

svmon -Pau {No}  (top users)

ps vax I sort -r +10 (top user)

ps -ef I sort -rn +3  (tof CPU users)"

"Performance toolbox","","","","","","","xmperf

3dmon

Copy Rsi.hosts, xmperf.cf & xmperf.hlp from /usr/lib/X11/app-defaults to /etc/perf

also, logs here as well

# Rsi.hosts

nobroadcast

IP
# where ip = broadcast address

or

An IP address to monitor"

"Performance","","","","","","","Main overall performance criteria of computer systems are:


Responce time


Throughput"

"PERL Practical Extraction and Report Language","","","","","","","Interpreter parses and compiles into internal format before execution, therefore cannot get syntax error from a running program.

# !/usr/bin/perl -w

-w gives extra warnings during development.

chomp ($var) removes \n from variable input from keyboard.

# !/usr/bin/perl

Print "Enter name >"";

$name = <STDIN>;

chomp ($name);

if ($name eq "Gary") {


print "Yow Gary\n";

else {


print "What $name\n"; # iritant

}

while (this ne that) { do this;




and this;

}

Arrays

@words = ("one","two","three");

or using qw quote

@words = qw(one two three);

words[0] = one etc

$i = 2

words[$i] = three

No case so use

if ( true ) { do this }

elsif ( true ) { d this }

else { do this }

Hash table

%words = q(


One
1


Two
2


Three
3

);

$STRNG = <STDIN>;

$NUM = $words{$STRNG}

$NUM returns 1 or 2 etc

Grep awk sed equive

if ( $name =~ /^this/) { etc

Within /  /  spaces are significant

/^word\b/i 

word at begining of string, no letter or digit following, any case.

\w non word char

.* any char from here to end

s/ Substitue 

$name =~ s/\w.*//;

Substitue from the first non char to end of string null

tr translate

$name =~ tr/A-Z/a-z/;

Subroutine

sub name {


my($name,$guess) = @_;

the 2 parameters passed are stored in the local vars $name and  $guess. The my() means they are private to enclosing block, initially stored in a special local array called @_

($words{$name} II "Gary") eq $guess

if the hash lookup gets a value, use that, else assign Gary

}

return 1
true

return 0
false

while (! name($Myname,Myguess)){


print "No good";

}

while its not a good word, keep looping.

Files

sub ini_words {


open (WORDLIST, "file");


while ($name = <WORDLIST>){



chomp ($name);



$word = <WORLDLIST>;



chomp (word);



$word{$name} = $word;


}


close (WORDLIST);

}

The above creates a hashed table from a file

open (FILE, "FileName") II



die "Cannot open file";

if (-M FILE >= 7.0 ) # 7 days old


die "Old file";

close (FILE) II die "Could not close file";

Send mail

open MAIL,"Imail Address";

print MAIL "Message";

close MAIL;

glob ("*.c")

lists all files with .c

format STDOUT =

@<<<<<< @<< @<<<<<<<<<<

$file, $name, $word

.

dbmopen function maps a hash out into disk file 

dbmclose

dbmopen (%last_good,"lastdb",0666) II 




die "Failed";

$last_good{$name) = time;

dbmclose (%last_good} II die "Failed to close";

Ceate lastdb with 666 permissions

foreach

Scalar data is string or number. They can be acted upon with operators (plus, concatinate etc). Generally yeald a scalar result. Can be stored in a scalar variable.

All numbers use the same format literally

Number = double-presision floating-point value set at compile.

Integer mode not set as default.

2.2.2 Float literals

Literal could be called constant. Literals are the way data is represented as input to the coompiler. This is similar to read or writen, but not identical.

1.25

7.2e45 # 7.2 X 10 to 45th power

Integer literals

12, -2004

Number starting with 0 = octal

0x = Hex

Strings

Single quote 'don\t' = dont

'silly\\thing' = silly\thing

'hello

there' = hello, newline there

Double quote

"hello there\n" =  newline

\t etc all work \177 = del char

\l lower case next letter

\L lower case until \E

\u Upper next letter

\U upper til \E

\Q Backslash-quote all non alpanumerics until \E

Vars as in shell

Scalar Operators

Operators produce a new value I.e. + is an operator.

2**3 = 2 to the power of 3

10%3 = modulus 3 = 1

Logic

< <= == >= > !=

"hello" . "there"
#Hollothere

Comparisons oposite to shell

No = ==, strin eq etc

Rem 3 < 10
# as num 

but 3 gt 10 
# as string

"Fred" X 3  = "FredFredFred"

(3+2) X 4 = 555
# string!

2.4.4"

# !/usr/bin/perl -w

Open(INPUT, "ls -l |");

@tmp = (<INPUT>);

Close INPUT;

chomp @tmp;

for ( $i = 0; $i <= $#tmp; $i++){


print "tmp[$i]";

}

While ( $GOOD ne "Y" and $GOOD ne "y" ) {

}

"pfck","","","","","","","

Display file system stats on multiple hosts

pfck -a -pf 20

List all file systems with less than 20% free"

"ping broadcast address","","","","","","","ifconfig -a will give interface address

ping -c 1 11.0.0.255

will attempt to ping all nodes.

if subnet mask of 240, there are 16 broadcast addresses.

10.0.0.111"

"PMAN problem managment subsystem","","","","","","","pmandef

must have kerberos entry in

/etc/sysctl.pman.acl

See this script for xamples

/usr/lpp/ssp/install/bin/pmandefaults"

"portmr","","","","","","","Monitors users tty"

"Post install ni script","","","","","","","Runs after install

nim -o define -t script -a location={scritp} -a server=master inst_script"

"Power point","","","","","","","Slide master template

View

Master

Slide master"

"Print after {string}","","","","","","","awk -v VAR=VAR -f After.awk

# After.awk display items after first

# occurance of VAR (i.e. date )

BEGIN {COUNT = 0 )

match ($0, MONTH ) { COUNT = 1 }

( COUNT == 1 ) { print $0 }"

"Print after string perl","","","","","","","#! /usr/bin/perl

my $found_it p 0;

while (<>) {


if ( /String to find/ ){



$found_it ++;



my $res = <> for 1 .. 5;


}


print if $found_it;

}"

"Print last 3 lines","","","","","","","awk -v ITEM={} -f grep3.awk {file}

#grep3.awk

BEGIN {
LINE1="fgf"




LINE2="fgf"




LINE3="fgf"

}

# next mustbe in {} or they print!

{

LINE1=LINE2

LINE2=LINE3

LINE3=$0

}

$0 ~ ITEM {


PRINT LINE1


PRINT LINE2


PRINT LINE3


PRINT ""

}"

"print last X lines","","","","","","","awk -f test.awk {file}

# test.awk

# Read in file

{ LINE[NR] = $0 }

END {


for ( COUNT = 1; COUNT <= NR; COUNT++)


   if ( LINE[COUNT] ~ {ITEM} ){



print LINE[COUNT - 3 ]



print LINE[COUNT - 2 ]



print LINE[COUNT - 1 ]



print LINE[COUNT]


  }

}"

"Print Unix file","","","","","","","cat {file} I awk '{print $0"\015"}' I lp"

"Printing","","","","","","","qprt has fuller functionality.

The following are front ends to the enq command. 

qchk -A -L -w 5

Display long list of all queus every 5seconds until all queues are empty

qhld -# {job no}
Holds job

qhld -r -# {job no}
Release 

qmov -m {to printer} -# {job no}

Move all from printer to printer

qmov -m {printer} -P {to printer}

qpri -# {job no} -a {new priority}

Remove all jobs from printer.

qcan -X -P {printer}

qcan -x {Job no}"

"Prnt after Better version","","","","","","","# Print lines until second string

BEGIN {NUM = 0}

/string to find/{++NUM}

(NUM < 2){print $0}"

"prtconf list aix devices","","","","","","",""

"prtvtoc {device} SUN","","","","","","",""

"ps v I awk '{print $6+$7+$9+$10}'","","","","","","","Returns total memory usage.

RSS+SIZE+TRS+TSIZ"

"PS1='($PWD)'","","","","","","","

Set prompt

Or try

PS1='($?)$NODE:$PWD> '

Or

HOSTNAME='hostname'

WHO='whoami'

PS1=['$HOSTNAME] $PWD #'

EDITOR=/bin/vi

Export PS1

"

"PSSP","","","","","","","Parallel System Support Program"

"pstat -a I grep aios I wc -l","","","","","","","No of AIO servers currently running"

"pstat non-interactive form of crash","","","","","","","pstat -a
Looks at process table

-A
All in kernel thread table

-f
file table

-i
i-node table

-p 
process table.

-P
runnable kernel thread

-s 
swap/ paging 

-S
Proc status

-t
tty structure

-u 
ProcSlot looks at proc table.

-T 
System vars see var.h

-U
ThreadSlot user struc in kernel"

"RAID","","","","","","","Redundant Array of Independent Disk

(RAID-0) Striping (RAID-0)

(RAID-1) Mirroring (RAID-1)

(RAID-5) Data striping with parity across disks to protect against data loss.

(RAID-10) Striping and data mirroring across disk drives to protect against data loss.

use diag to set and monitor

Note that 2 hot swap disks are not shown in the list

diag - ssa - raid

The following is a single command

ssaraid.smit lhssaraid_hr_cmd_to_exec -l ssa0

Lists"

"rdist","","","","","","","Distributes identical copies of files on multiple hosts."

"Re init of frame SDR","","","","","","","spframe -r yes 1 1 /dev/tty{no}

If it failes, try a nother tty

This defaults to tty0"

"read {Var}?{Prompt}","","","","","","",""

"Remote access","","","","","","",".rhosts

.netrc

/etc/hosts.equiv

/etc/inetd.conf Enables / disables tcp/ip services

Ftpd etc

Refresh -s inetd

Remote host resfused a connection"

"Remote HMC client","","","","","","","http://hostname/remote_client.html

Where hostname is name of the hmc.

If this fails look at the web settings under 


internet options 


LAN Settings


Tick Bypass proxy for local ad


Advanced


Enter IP into do not use proxy


for addresses begining with"

"Remote reboot","","","","","","","chdev -l {tty×} -a reboot_enable=reboot reboot_string='#@reb@#'

or 

reboot_enable=dump

Take a dump first!

From manual

remreboot=dump etc

Must be disabled with:

pdisable tty×

Send reboot string followed by 1"

"Remote user can logon but not start Gui. Probable firewall blockage","","","","","","","Can you ping?

can you trace root?

If you can traceroute but not ping then ICMP is blocked at some point.

Internet Control Messaging protocol.

If you cannot start gui, the UDP is blocked somewehere.

User Datagram protocol"

"Remote X clients","","","","","","","rsh {host} -n xterm -display {IP}:0.0

I.e.

rsh h01 -n xterm -display garyNT:0.0

or

rsh h01 -n xterm -display $DISPLAY"

"remove tcp/ip device","","","","","","","ifconfig en0 down

ifconfig en0 detach

rmdev -l ent0 (-d)"

"Remove vg mirror","","","","","","","smitty unmirror

unmirrorv {vgname} {hdisk to remove}

Then use

bootlist -m normal -o

To view list

bootlist -m normal -o {remaining hdisk}

To set 

chpv -c {remaining hdisk}"

"Reset / start nim comletely & spot","","","","","","","nim -o unconfig master

installp -ug bos.sysmgt.nim.master

setup_server

Will destroy, then re build nim and spot."

"Restart inittab","","","","","","","telinit q

kill -HUP 1

stoprc -s hardmon"

"restore -s 4 -Tvf/dev/rmt0.1","","","","","","","mksysb restore"

"Reuild the kerberos database","","","","","","","1)  PATH must have



/usr/lpp/ssp/kerberos/etc



/usr/lpp/ssp/kerberos/bin



/usr/lpp/ssp/bin

2)  kdb_destroy

3)  kdestroy

4)  rm /.k

5)  rm $HOME/.klogin

6)  rm /etc/krb*

7)  chitab "kadm:2:off:/usr/lpp/spp/kerberos/etc/kadmind -n"

7)
chitab "kerb:2:off:/usr/lpp/spp/kerberos/etc/kerberos"

8)  telint 2

9)  stopsrc -s hardmon

10) setup_athent

11) spbootins -r customize -l  " 1,3,etc"

12) start -s hardmon

13) telinit 2

14) ext_srvtab -n "space delimited list of all intefaces"

# normally fails, use for loop

15) cat all to /etc/krb-rvtab

16) ftp /etc/krb-srvtab to all nodes

17) dsh -a id

18) spbootins -r disk -l "1,3,etc""

"ROM level/ Firmware Platform","","","","","","","lscfg -vp I grep -p Platform"

"routes","","","","","","","Use netstat -i, -nr,-r

lsattr -E -l inet0 

to get more information on current routes.

lsattr looks at ODM only

route add 0 ???.???.???.???

Ads DEFAUT GATEWAY

route change -net {?} ???.???.??.?



I.e. 9 9.180.36.11

This is lost at next reboot

chdev -l inet0 -a route=net,-hopcount,2,dest IP,gateway IP

chdev -l inet0 -a delroute=net,

-hopcount,2,IP,IP

-hopcount optional"

"rpcinfo -p","","","","","","",""

"rperf (Relative performance)","","","","","","","Work load analysis"

"rsh error codes","","","","","","","rsh node 'ls try;echo $?'

Returns error code. " ~ " will not

Only use single quote"

"rsh probs","","","","","","","tn from mc, chech mc name with tty, not alway the same as uname -n"

"run_ssa_ela","","","","","","","Analises ssa error logs and send mail to ssa_adm this is aliased to root in /etc/aliases add other email addresses here"

"SAN Storage Area Network","","","","","","",""

"SAP memory","","","","","","","New instruction

PSALLOC=EARLY should be removed"

"SAP menus and commands","","","","","","","/db16

errors warnings etc

/db24

Overview

/st04

db stats

See file sapdbacheck

su - sap{sid}

sapdba"

"SAP to few processes","","","","","","","for i in 'ipcs -s : grep {sid}adm : awk 2'

do


ipcrm -s $i

done

Then with -m & pos -q

May have to do some manually"

"saplicence","","","","","","","-show

-test

R3trans -x



 -d"

"saposcol -k","","","","","","","kills saposscl even if partially running"

"sar -f /var/adm/sa/sa??","","","","","","","crontab as adm

0 18-7 * * 1-5 /usr/lib/sa/sa1 &

5 18 * * 1-5 /usr/lib/sa/sa2 -s 8:00 -e 18:01 -i 3600 -ubcwyaqvm &"

"Satan","","","","","","","System security tool"

"savevg -i nonrootvg /dev/rmt0","","","","","","","restvg -q -f /dev/rmt0

restvg -qsf/dev/rmt0 hdisk1 hdisk2

May need spaces?"

"script does not exist","","","","","","","If execution of script shows that ir does not exist, look at first line, then make sure that /bin/perl etc exists"

"SCSI Small computer system interface","","","","","","",""

"sddb6gpw.ksh {sid}adm","","","","","","","As db2{sid}

Update AIX and db2/ SAP passwords"

"SDR Problems","Code 0025-???","","","","","","spget_syspar
Should return CWS IP

else check /etc/SDR_dest_info for 

default:CWS IP

primary:CWS IP

ping the IP
if probs check $SP_NAME

Check sdrd running on CWS if not look for core dump in /

Check:

  /var has free space

  /var/adm/SPlogs/sdr/sdrdlog.{pid)

 inittab= sdrd:2:once:/usr/bin/startsrc -g sdr

startsrc -g sdr  on CWS"

"SDRGetObjects GS_Config

TS_Config","","","","","","","Looks at switch from SDR

SDRGetObjects SP"

"SDRGetObjects switch_responds node_number=={n}","","","","","","",""

"SDRGetObjects Syspar Syspar_ports","","","","","","","Shows system cws data"

"SDRGetObjects Syspar_map","","","","","","","0 indicates switch ports not used"

"SDR_test","","","","","","","Tests SDR operation"

"securetcpip","","","","","","","Disables various eamon services

Look at running peridoicaly (cron )"

"Security","","","","","","","1. Planning

    Policy and goals 

2. Architecture

   Design the environment to meet 1

3. Implementation

   Build phase

4. Monitoring

   The feedback loop for 1 - 3

5. Incident responce."

"Security","","","","","","","sysck {only available with Trusted Computer base enabled systems (TCB)}

tcbck -n

Sysck use the following:

-n = check only.

grpck -n ALL
Group check

usrck -n ALL
User check

pwdck -n ALL
Password check"

"Security general","","","","","","","Lan / networks can be sniffed etc

Wireless LANs use spread spectrum technoligy to give better security in conjunction with encription and manual MAC acceptance.

Mobiles are unsecure.

RS Hardware


Cover lock key


Power-on-password


privilage-access-password

Firewalls should always protect networks.

IDS intruder detection systems

like burgalar alarm. audit and warn of intrusion.

Application security

If its not needed do not install, this includes lpp etc

Owenership and Permissions

Logging


Where possible

TRusted source


Only use trusted source

Compilers and interpreters


can leave exploitable items

Setuid/setgid


Can open system up

Sercurity features


Virtual root


IP tty access


Crptographic security

Transient files


Temporary file etc

Demand security


If supplier fails then use other 
vendor

Users

Authentiction


password etc

Credentials


UID, group GID ans

 
Suplemantal GIDs

Environment


home or shell etc"

"sed "s/{from)/{to}/{g}"","","","","","","","from can be . or .$"

"Sed multiple items","","","","","","","sed -f {EditFile} {data file}

where edit file =

s/^[//g

s/remove this as well//g

s/and this//g

Esc = {Ctrl}V{Esc}

^M = {Ctrl}VM

Chars \[ only, =, ( are ok"

"SELECT TABLE_NAME FROM","","","","","","","USER_TABLES;

ALL_TABLES;

DBA_TABLES;"

"Send mail cf","","","","","","","Only changed this to get working

DSmailhub2.muc
Both

Complains re

Dj, but Munich does not forward if it is there."

"sendmail","","","","","","","/etc/sendmail.cf

/etc/aliases

/etc/sendmail.nl

/var/adm/maillog #

bellmail local mail via /var/spool/mail

SMTP
Simple Mail Transfer Protocol

transfer mail to remote systems.

Admin must customise

/etc/rc.tcpip  # To auto start

/etc/sendmail.cf

/etc/aliases

/var/spool/mqueue 

mailq or sendmail -bp shows queue"

"sendmail -f {from address} {to address}","","","","","","",""

"sendmail -v {user}@{address}","","","","","","","may need ipName{.} in /etc/hosts

May take a long time, let it run

Make sure mail hub is set

look  in /etc/syslog.conf   .pid

For log info

/etc/netsvc.conf


hosts = local,bind

To check sendmail.cf values

Pos also compile?

sendmail -bt -do.4

^D to exit

To start

startscr -s sendmail




or

/usr/sbin/sendmail -bd -q30m

-qpi=30

Process the queue at 30minute intervals.

refresh -s sendmail

or kill -1 pid

kill -l gives killsig list

uncomment 

mail.debug /var/spool/mqueue/log

in /etc/syslog.conf to get logs"

"sendmail.cf","","","","","","","Use sendmail 

Basics:

Change DS to mailhub 

DSmailhub2.muc

If this gets rejected try to redirect vi working server ( rem sw12cws01 )

Refresh sendmail after changing sendmail.cf

To force sendmail system name and domain data, modify  the following, then restart

Dw{Host name}

Dm{Domain name}

Dj{host name}.{domain}

DSmail{relay hub} 


i.e. dsmailhub2.muc


must be in /etc/hosts

Check results with


sendmail -bt -do.4

Dj = canonical domain name)"

"set","","","","","","","set -n noexec Don't run syntax only

set -v verbose echo before

set -x Xtrace echo after"

"set -o","","","","","","","Shows Current option settings"

"Set system to 64bit at boot","","","","","","","/etc/inittab

load64bit:2:wait:/etc/methods/cfg64 >/dev/console 2>&1 # Enable 64-bit execs"

"setclock host","","","","","","","As xntpd, but for local network"

"Shared Product Object Tree SPOT","","","","","","","Equivalent to /usr"

"showmount {node}","","","","","","",""

"Single key","","","","","","","

See second sugestion

Note:

Type of bracket is important 

function inchar

{


typeset ch


stty raw; ch= ch=$(dd if=/dev/tty 

bs=1 count=1 2>/dev/null); stty -raw

print ${ch}

}

char=$(inchar)

print "You entered ${char}"

A better one seems to be

Function inchar

{

Oldstty='stty -g'

Stty -icanon -echo min 1 time 0

Dd bs=1 count=1 <&0 2>/dev/null

Stty $oldstty

}

Key='inchar'

Print "\n$key"

"

"smit","","","","","","","{esc}>  goes to last line"

"smit SP_verify","","","","","","",""

"smitty bffcreate","","","","","","","Copy software to hard disk for future install"

"smitty chinet","","","","","","","Can force braudcast address"

"SMP Symmetric MultiProcessor","","","","","","",""

"SMTP","","","","","","","Simple Mail Transer Protocol"

"snap command","","","","","","","snap -ac

Checks then saves system dump

send /unix"

"Software updates","","","","","","","inutoc .

rebuilds SW list"

"sort -k 3.5n","","","","","","","Sort from the 6th field onwards numeric

sort -t: +{n}"

"SP = system Partition","","","","","","","A group of nonoverlapping nodes on a switch chip boundary that act as a logical SP system."

"SP install/ diag probs","","","","","","","Look at:

lsnim -l

splstdata -n

splstdata -v

splstdata -b

Monitor setup_server"

"SP logs","","","","","","","$DIR=/var/adm/SPlogs

$DIR/sysman

dsh -a errpt -a -N css

dsh -a errpt -a -N Worm

$DIR/spmon/hmlogfile cws

/var/ha/run/haem.cws/IBM.PSSP.hmrmd

/var/ha/log

$DIR/css/worm
on primary"

"SP microcode","","","","","","","smit supervisor

spsvrmgr -G -r status all"

"SP Varify RS232 con","","","","","","","/usr/lpp/ssp/bin/spmon_ctest"

"spacs_cnrl bock {user}","","","","","","","Stops user from logging in to node."

"Sparce file","","","","","","","File descripter is set to a given size, so tar restore will faile if that space is not available, even though it does not need it.

backup may be a better option.

File requires more space than needed"

"spbootins spchvgobj","","","","","","",""

"spbootins -r {option} {frame} {start node} {end node}","","","","","","",""

"spdelfram spframe","","","","","","",""

"Special Parameter Variables","","","","","","","$#

No of args

$*

All paramters

$@

As * accept when in " "

$0

Name of program

$$

Process id

$!

Proc id of last bkrd job

$?

Exit stat of last command

$-

As set (not AIX?)"

"Spit mirror copy","","","","","","","Crate mirrors

unmount fs's

varyoff vg

export vg

move to new location

cfgmgr

importvg -f -y {vgname} hdisk{No}"

"split and csplit commands splits a file","","","","","","","

Use cat to rejoin

"

"splstdata -a, -e, -n, -s","","","","","","",""

"spmon -d","","","","","","","Also spled

E04F

Re-IPL Modem config successful

4B00F002

AIX terminated with fault information

See panell for more info."

"spmon_itest spmon_ctest SYSMAN_test","","","","","","","sp test scripts"

"spmon_test

spmon_itest","","","","","","",""

"SSA code update","","","","","","","ssaload -u"

"SSA disk volume ID","","","","","","","ssaxlate -l hdisk{?}

rmdev -l hdisk{?} -d

rmdev -l pdisk{?} -d

cfgmgr -vl ssar

chdev -l hdisk{?} -a pv=yes"

"SSA links","","","","","","","for PDISK in 'ssadisk -a ssa{n} -P'

do


ssaconn -l $PDISK -a ssa{n}

done ! sort +2"

"SSA Network node number","","","","","","","ssavfnn 
Varifies each ends node

lsattr -E -H -l ssar

Lists

To change

rmdev -l tmssar -R

# one line

chdev -l ssar -a node_number={no}

# End of line

mkdev -l tmssar # may not require

Do above on both systems

Then

cfgmgr



On first system

then on second

then again on first


Will create the /dev/tmssa#.mi & /dev/tmssa#.tm on all conected systems (using ssa as network )

To test

HaACMP must be down

cat /dev/tmssa{other sys no}.tm

Then on other system

cat hosts > /dev/tmssa{from dev}.im

This may take some time

Then add Network"

"ssaadap -l pdisk{no}","","","","","","",""

"ssaencl","","","","","","","Display or modify SSA enclosure settings.

Display

ssaencl -l enclosure{number} -a"

"ssaidentify -l","","","","","","","Switch on light"

"ssaxlate -l {p}disk{No}","","","","","","","translates pdisk to disk & disk to pdisk"

"ssa_ela","","","","","","",""

"Stale PP'","","","","","","","Use varyonvg for raw devices.

Use synch;sync"

"Stop ftp logins","","","","","","","Add entry in /etc/ftpusers

to stop that user from ftp'ing"

"strings {binary file}","","","","","","",""

"Striped lv's","","","","","","","smitty lv

Enter:


lv name



scrub


No Logical Partitions
63


Max No Phys vols

16 {all}


Stripe size



64k"

"stty < /dev/tty{?}","","","","","","","stty erase {press erase key}"

"su - {name} -c "things to do"","","","","","","",""

"su to oracle gives segmentation fault","","","","","","","Check ownership is oracle dba for oracle home"

"sudo","","","","","","","Download is a ziped, tar file. http://www.courtesan.com/sudo/

 Let zip create a temp file then ftp the tar file.

visudo /etc/sudoers

   root ALL=(ALL) ALL

   gary {node} = NOPASSWD: /bin/ls

chmod 4111 sudo

Loging

/etc/syslog.conf

add

local2.debug {tab}/var/log/sudo.log


touch /var/log/sudo.log

refresh syslogd

PATH sudo dir must be before current dir (i.e. PATH=sudodir:. )"

"SUN","","","","","","","admintool"

"SUN Backup","","","","","","","ufsdump
0uf /dev/rmt/0m {device} ufsrestore

volcopy"

"SUN cdrom","","","","","","","eject cdrom

To remove cdrom drive"

"SUN bootup","","","","","","","boot

or

boot disk

From OK

Try help to get alias"

"SUN disk names","","","","","","","c#t#d#

c# 
Controller

t# 
Target ID

d#
Disk number"

"SUN format lists disks ^D","","","","","","",""

"Sun list device config","","","","","","","ndd /dev/ge \?


List ethernet supported parameters

1 = set

ndd -set /dev/ge adv_1000fdx_cap 1

ndd -get /dev/ge adv_1000fdx_cap

will display etting."

"SUN logs (su, utmp messages etc)","","","","","","","/usr/adm or /var/adm"

"SUN lpp versions","","","","","","","modinfo"

"SUN mounting disk in maint mode","","","","","","","Start up as for build 

then exit

mount /dev/dsk/c0t3d0s0 /a

can now edit passwd etc

sync;sync;sync;reboot disk"

"SUN nfs","","","","","","","Add entries to /etc/dfs/dfstab on the exporting system.

I.e. 

share -F nfs -o rw={node1}:{node2},root={node1} -d "{Comments }" {directory}

Now export -a

mount -o rw,hard,bg,intr {node}:{directory} {directory}"

"SUN Recovery","","","","","","","boot from CD

Run format and partition new as old

newfs /dev/rdsk/c0t3d0s0

newfs /dev/rdsk/c0t3d0s7

mount /dev/dsk/c0t3d0s0 /a

cd /a; ufrestore -rf/dev/rmt/0

{start com }

/usr/sbin/installboot /usr/lib/fs/ufs/bootblk /dev/dsk/c0t3d0s0

{end com}

cd /; umount /a

mount /dev/rdsk/c0t3d0s7 /a

cd /a; ufrestore -rf/dev/rmt/0

cd /; umount /a

init 6"

"SUN shutdown","","","","","","","shutdown -g 0 -i [level] -y

Shutdown in zero minutes to power off

0 = Stop operating system

1 = Admin state

s = Single user

5 = ready for power off

6 = reboot"

"SUN Temperature and HW","","","","","","","/usr/platform/{sun4u}/sbin/prtdiag -v

Use uname -a for {sun4?}"

"SunOS","","","","","","","Has special tar

tar cvfx /dev/rst0 {no save list [the x] /home -I {other files } -I {file to save list in}

Backup = dump

restore = restore

dump backs up levels of a file system (/dev/hd2 etc ) can use a level 0-9 Full - inc etc

boot off CD tape etc

make the file system

restore from dump or tar etc"

"Superblock problems","","","","","","","Manual check/ pos fix

lquerypv -h /dev/{lv} 1000 100

Second column row 1 = 43218765

If not then bad superblock

lquerypv -h /dev/{lv} 1f000 100 

Gives second block. If this is OK, then copy it over:

dd count=1 bs=64k skip=31 seek=1 if=/dev/{lv} of=/dev/{lv}"

"Switch","","","","","","","rsh date

Eprimary

Estart

CSS_test

SDRGetObjects switch_responds

Chech fault_service_Worm_RTG_SP

/usr/lpp/ssp/css/rc.switch "adapter/mca/tb3"

Ensure that 

SDRGetObjects Syspar 

matches

host {syspar_name from above}"

"Sync mirrot after create","","","","","","","chvg"

"syspar_ctrl","","","","","","","syspar_ctrl -D

syspar_ctrl -R   used -s but it shit itself (and ME)

Add and start all sys par subsystems in each sys par

syspar_ctrl -G -A

Stop and delete as above

syspar_ctrl -G -D"

"System config","","","","","","","lsattr -E -l sys0

Inc high / low watermark realmem etc"

"System processor Firmware Levels","","","","","","","List current

lscfg -vp I grep -p 'System Firmware'

lscfg -vp I grep -p 'Service Processor'

Update

Copy from web, then apply. MUST BE DONE IN CORRECT 

ORDER

/usr/sbin/shutdown -Fu {/~WIL~}

/usr/sbin/shutdown -Fu {/~wc~}"

"System Reporter","","","","","","","oasserv"

"Sytem will not boot 20EE000B","","","","","","","# boot in maintenance mode

spbootins -r maintenance 1 5 1

hmcmds off 5

hmcmds on 5

s1term 1 5

s1term -w 1 5

# ( 1 for this console)

3. Maint

# Start rootvg

# Find which disk system should 

# boot on

lslv -m hd5

# recreate bosboot

bosboot -a -d /dev/hdisk{?}

#Force system to use this disk.

bootlist -m normal hdisk{?}

sync;sync;sync

# Set node back to disk

spbootins -r disk 1 5 1

# reboot.

# NOTE: if this fails, the NVRAM 

# may be corrupt needing an

# engineer."

"tail +2 misess first line","","","","","","",""

"tapeutil","","","","","","","logs /usr/adm/ras/Atape.rmt.dump~

& /var/adm/ras

To move from 32 to drive

tapeutil -f/dev/rmt0 -o mov -s 32 -d 16 -v

APENDA-8

list lists contents of tape in records. Can be very big

rwtest read & write test"

"tar -cvf {file}       SUN tar","","","","","","",""

"tcopy /dev/rmt{?}","","","","","","","tape to tape copy or if only one tape given, returns files and blocksize etc.

Use

chdev -l rmt{No} -a block_size=0

For variable 

chdev -l rmt{No} -a block_size=32k

for fixed"

"TCP/IP","","","","","","","Transmission Control Protocl / Internet Protocol"

"TCP/IP / switch performance","","","","","","","Look at TCP windows buffers, inc

tcp_sendspace & tcp_recvspace"

"telinit init","","","","","","","re start inittab"

"Tepe block size must be compatible","","","","","","","Block size 0 may have problems on mksysb restore to another system"

"test","","","","","","","-b {file}
Block

-c {file}

Character

-d {file}
Directory

-e {file}
Exsists

-f {file}

Ordinary

-g {file}
SGID set

-k {file}

Sticky bit set

-p {file}
Pipe

-r {file}

Readable

-s {file}

Nonzero length != zero

-t fd

File descriptor ~~

-u {file}
SUID

-w {file}
Writable

-x {file}

Executable

{string}

Not null

-n {string}

Not null

-z {string}

Null

{string} = {string}

{string} != {string}

&&

exec if true

!!

exec if failed."

"Test & Match","","","","","","","Single char {/\} at start of search (grep etc ) shows only at beginning of line."

"Test for number","","","","","","","if ( '(( num = 1 + {var} ))' ) 

then


echo OK

else


echo "Not a number"

fi"

"tftp has no authentication","","","","","","",""

"Tivoli & MS text messages","","","","","","","postemsg -S {tivoli server} -r FATAL -m {message} hostname={tivoli host name} sub_source={as set} sub_origin="Interface " Sentry2_0_daemon SENTRY

send-alarm.pl 0 "-gw12-unix" "mesg""

"Tivoli list for system","","","","","","","moneng {node}

I.e. on sw12tmr01 

moneng sw12web01

d = down u = up"

"TMOUT TIMEOUT","/etc/profile",".profile","","","","","Korn and Born shell time outs"

"topas was monitor now nmon ","","","","","","","

Reports selected local system statistics

export NMON=cmdrvtan

nmon

"

"Topology","","","","","","","Look at .klogin etc"

"tr '<> ' '@@@'","","","","","","","You must give all translations !"

"tracert IP","","","","","","","DOS traceroute"

"trap "commands; exit " # # #","","","","","","","0
Exit from shell

1
Hangup

2
Interupt {^C Del key}

3
Quit

4
Illegal instruction

5
Trace trap

6
IOT instruction

7
EMT instruction

8
Floating point exception

10
Buss error

12
Bad argument to a 


system call

13
Write to a pipe without a 


process to read it

14
Alarm timeout

15
Software termination signal


(sent by kill default)"

"TZ date","","","","","","","TZ=GMT{+-}[hour] date +"%d"

+ = subtract hours from today

- = add [hours] to today

I.e. to day is Feb 28th

if


TZGMT-24 date +%d


= 1

then this is not a leap year

I.e. tomorrow is 1st Mar"

"UDP User Datagram Protocal","","","","","","","Minimup protocol overhead

Unrealiable, connectionless (does not verify data reached destination)"

"uerf -r 300","","","","","","","Standard unix system maint."

"ulimit","","","","","","","/etc/security/limits

Makes perm in current system

root:


fsize = -1

Rem Large enabled file system, or 2GB limit.

ulimit -a

Show all limits (data etc )

Also look at default settings, and

· Core

· Cpu

· Data

· Rss

· Stack 

· Nofiles

"

"Unlock a VG","","","","","","","chvg -u HHP2"

"Unpacking rmp microcode","","","","","","","rmp -ihv --ignoros {name}.rmp

Check /usr/lib/microcode

diag & then 


Either



Download Microcode


Or


Update * Processor Flash"

"upper to lower case","","","","","","","echo "SDDFFFGHJ" ! tr '[A-Z]' '[a-z]'"

"useradd","","","","","","","SUN add user

Linux 

Useradd -c 'comments' name

/etc/default/useradd

/etc/login.defs

Userdel name

Usermod 

"

"users","","","","","","","Files

/etc/passwd

/etc/profile

/etc/security



environ



limits



login.cfg



lastlog



passwd



user



user.roles



audit/config



mkuser.default (Link to: /usr/lib/security/mkuser.default)



.ids

/etc/group

/etc/security/group"

"Users cannot login","","","","","","","Code 3004-009

Also su gives:


Cannot set process environment

Check that /. & /.. have 

drwxr-xr-x
bin
bin

.

drwxr-xr-x
bin
bin

..

lrwxrwxrwx
bin
bin

bin-> /usr/bin


drwxrwxr-x
root system
dev

drwxr-xr-x
root system 
etc

drwxr-xr-x
root system 
home

lrwxrwxrwx
bin
bin

lib -> /usr/lib

drwxr-xr-x
bin
bin
 
lpp

drwxr-xr-x
bin
bin
 
sbin

lrwxrwxrwx
bin
bin

u -> /home

drwxr-xr-x
bin
bin

usr

drwxr-xr-x
bin
bin

var

drwxr-xr-x
bin
bin

/usr/bin

drwxr-xr-x
bin
bin

/usr/lib/

drwxr-xr-x
bin
bin

/tmp/

-r-xr-xr-x
bin
bin

all shells

drwxr-xr-x
{user}

/home/{user}

cd /home/{user}

ls -al

drwxr-xr-x
{user}

.

drwxr-xr-x
bin
bin

..
pos w w

After this, check mount point permissions, under the mount.

Also that group exists, and that /etc/nologin has not been set."

"UUCP","","","","","","","UNIX to UNIX Copy Program"

"uuencode","","","","","","","Prep atachments for email"

"Variables","","","","","","","for i in ONE TWO THREE

do


let $i=NUMBER

done

Now, $ONE=NUMBER,TWO=NUMBER"

"Verify veritas backup","","","","","","","Creates log in

/usr/openv/netbackup/logs/bptm

grep read_backup {log} I grep kbytes"

"Veritas backup","","","","","","","rlogin sw12back01 -l root

exec /usr/bin/ksh

stty erase ^H

export DISPLAY={IP}:0.0

xbpadm


ora_cold_sw12agv1p {right 


mouse}


Manback


Daily


bw12agv1p [-k]


acs daily
[Apply]


Back to [file]


Job monitor


UNIX_OS


Clients



Select"

"Veritas NetBackup","","","","","","","/usr/openv/netbackup/bin/bp on node Gives menu access

Destination tacken from hostname.

If log gives invalid for restore message, check uname is valid

bplist -l -R -s {start date } -e {end date} /{dir/ file }"

"veritas restore","","","","","","","/usr/openv/netbackup/bin/bp"

"Veritas Volume manager","","","","","","","vxprint -ht


{get vol info}

vxprint -t {volume name}

vxresize works on vols with an fs

/etc/vx/bin/vxresize {volume} {New size}{g or m or k}

vxassist growby {vol name} {len}



growto



shrinkto



shrinkby

vxdiskadm {disk tasks mirror etc }"

"vi","","","","","","","{Ctrl}G = current line No

vi -r {file} 

recover

Search and replace

:1,$ s/this/that/g

Replace all instances of this with that"

Line selection

1,5 d
 

mc set line marker

"vms nfs","","","","","","","put vms system in /etc/hosts

even if using DNS !"

"vmtune","","","","","","","

Now vmo, ioo and schedo

Use -L for listing.
Ensure pre520tune is disabled 

Look at 

vmtune -P 20 -p 10

This may stop the system from paging the same info as the data base."

"vmtune -A","","","","","","","General memory information

memory pools, numperm, maxperm minperm etc."

"Volume group recovery","","","","","","","See Problem Solving Guide & Ref

App D

if lsvg -l contains ?'s.

copy the text ver of the script, then change as per book."

"vxresize {Disk group} {new size}","","","","","","","SUN"

"wait","","","","","","","Wait until backgroung proc finished.

If more than one proc then


wait $!     waits for last bg proc

I.e. 

sleep 100

wait $(echo $!)"

"web page read","","","","","","","you need rwxr-xr-x on the directory for web to read files."

"Which program created core, and debug","","","","","","","lquerypv -h core 6bo 64

or

strings core | grep _=

To debug

dbx /{full path of prog} core

Runs program using core"

"who -a /etc/security/failedlogin

Who /etc/security/failedlogin

Gives host name

","","","","","","",""

"who -r {current run-level}","","","","","","","who -r

Display current run level"

"wsm","","","","","","","web based systems manager

wsm lvm = fast path"

"xargs","","","","","","","ls ! xargs -l ls -l

xargs -I {} kill {}

Uppercase i"

"xbp","","","","","","","Client side manager for veritas net backup"

"xcopy","","","","","","","Copies drives and directories in dos

Copy all files in sub directories and hidden files from A to B

xcopy a: b: /s /e /h

Update/copy files that have changed in dir1 to dir2

xcopy \dir1 \dir2 /d:12-30-93"

"xhacmpm","","","","","","","ha configuration tool"

"xmperf & xmservd","","","","","","","xmservd supplies data to xmperf.

Look in /etc/inetd.conf for starup.

or if desterate

/usr/bin/xmservd xmservd -p3"

"xntpd","","","","","","","Starts the Network Time Protocol daemon.

Use startsrc -s xntpd

ntpq list internal vars

ntpq -p

remote = Remote time server

refid = 0.0.0.0 for unknown host

If unknown then try traceroute to ensure 2 way communications.

st = stratun of remote peer. 16 means syncronised.

t type = local,unicast,multicast or broadcast)

when = time since last paket recived

poll = polling interval

reach = reachability register

delay = estimated network lag

offset = estimated offset

disp = dispersion of peer (Seconds}

ntptrace {time server}

xntpdc Change internal vars

ntpdate one off sync, not work if xntpd is operational

Changes date instantly, does not use xntpd

"

"xntpd","","","","","","","Network Time Protocol daemon

startsrc -s xntpd

Will not work if not started from SRC

/etc/ntp.conf = config file


driftfile /etc/ntp.drift 
#not link


authdelay 0.000047


server {IP} version 3 # CWS ?"

"yast Linux","","","","","","","smitty for Linux"

"linux mounting cdrom","","","","","","","

Mount /dev/cdrom /mnt

Will convert file names to lower case.

Mount /dev/cdrom /mnt -o map=off

preeservs case

Mount /dev/cdrom /mnt -o check=r

Relaxes the case of file names. Therefore, shows file names in lower, but will accepted upper

mount -o check=relaxed /dev/cdrom /mnt/cdrom

Or try -o map=dos at end

"

"Zombies = defunct in System V","","","","","","","kill -15 = default, sends SIGTERM

-9 = SIGKILL

-3 create thread dump

Defined in /usr/include/signal.h"

Zombi is wating for aknowlegment from parent.  Killing parent will usually kill defunct processes

"Cksum {file name}","","","","","",""," Performs check sum operation on file.

VPATH","","","","","",""," 

Hdisk name from ESS

Db2","","","","","",""," 

Db2 restart db {dbname}

Db2 backup db {dbname} to .

Db2 backup db {dbname} use tsm

Db2 connect to {dbname}

Db2 connect reset

db2 list db directory

Db2 list applications for {dbname}

Db2 catalog db <dbname> as <alias> at node loopback

Db2 "connect to <dbname> user db2admin using db2admin

Db2 get db configuration for {dbnm}

Db2 catalog db {db name} as {other name} at node loopback

Db2 uncatalog db {other name}"

Vi line numbers","","","","","",""," 

{Esc}:set nu

:set nonu 


To remoe numbers

Cw change word"

RS6000 model & Architecture","","","","","",""," 

Look at top of

Lscfg -v | more then look for 


PLATFORM SPECIFIC 

Lscfg -p | grep  'Node  /'"

Partition & LPAR","","","","","","","

Building block


Collection of system resources i.e. CPU,Memory,I/O etc.

Physical partition


One or more building blocks linked together by high-speed interconect, to support an operating system

Logical partition 


A subset of logical resourses that are capable of supporting an operating system

The major diference between logical and physical partitions"

"Mksysb for mirrord disks ","","","","","","","

To make a mksysb restorable to a single disk

Use mkszfile to create an image.data file.

Cange all "COPIES= " stanza to 1

Run mksysb without -i

Mksysb"

"ftp {system} <<EOF","","","","","","","

Bi

Put etc

EOF

"

"Ftp ","","","","","","","

Site allows change of permissions and umask"

"Cluster System Management (CSM) ","","","","","","","

Replaces PSSP, but can use e servers as well as SP and pSeries etc.

Based on 5.1/5.2

Current version = 1.3.3

Management Server (MS) replaces CWS.

CSM can manage AIX or Linux. Both use same commands.

Does not use SDR repository.

Stores configuration data in directory.

Stores host name so /etc/hosts or DNS is required.

If a node has a hardware control point then power control is possible. 

SP switch is not supposed.

resources can be monitored using the Resource Monitoring and Control (RMC), which is one of the RSCT components.

"

"Hitachi freedom storage ","","","","","","","

Looks pretty standard

Termed SCSI disk even though they are fibre-channel connected.

Change disk paramaters 

Rw_timeout = 60

Q_type = Simple

Queue_depth  = # tune this when running  looks like should be less than 32.

Chdev -l hdisk[n] -a rw_timeout=60 -a q_type=simple -a queue_depth=x

"

"install_Assist ","","","","","","","

"

"ftp user anonymous ","","","","","","","

"

"gziped tar files ","","","","","","","

gzip -d -c {file.tar.gz} | tar -xvf -

"

"install ML files ","","","","","","","

"

cd /usr/sys/inst.images

gzip -d -c {file.tar.gz} | tar -xvf-

Inutoc /usr/sys/inst.images

Installp -acgXd

 /usr/sys/inst.images bos.rte.install 

smitty update_all

"

"lsslot -c pci ","","","","","","","

"

Shows what is installed in a slot, also if the slot is 64 or 32 bit

New for DLPAR

lsslot -c slot

"

"/etc/rc.d ","","","","","","","

"

/etc/rc.d/rc{run level}.d

Files in these directories that start


S

I.e SPatrol

Execute in run level 2


K

I.e. KParrol when system is shut down

$1 is sent by system as start on init, and stop on shutdown

Most goes in rc2.d, but look at /etc/rc.tcpip

"

"winipcfg.exe ","","","","","","","

"

On windows will return ip & host name if ipconfig fails

"

"port 80 is standard web port number ","","","","","","","

"

If any other port is used then it must be stated I.e.

Www.try.com:192

# tn IP 13

Tels telnet to use port 13, not 23

"

"Encription ","","","","","","","

"

Most encription is based on

· Symmeric-key encription 


Each system already knows what the code is (fixed)

· Public-key encription


Pretty Good Privacy (PGP)


Private key is known by me


Public key is given by me

To decode a computer must have the public key public key provided  by the originator, and it's own private key.

" 

"Public key: SSL ","","","","","","","

"

Secure Socket Layer

Is part of the Transport Layer Security  TLS

 https the s shows secure

'

"

"hscroot hmc alt root user ","","","","","","","

"

"

"sysdumpdev ","","","","","","","

-L
list last dump

"

"lv usage/ which file system is cpu hog ","","","","","","","

Filemon -o /tmp/fmon.out -T 320000 -O lv,pv;sleep 60; trcstop

"

"Linux RedHat ","","","","","","","

Configure system items drivers etc

Cd /usr/src/linux*

Make config


#go threw all

Make dep

Make clean

Make zImage

Routed, inetd and named started from

/etc/rc.d/rc.inet2

Neat
# network cinfig

Neat-control

ShUtdown -Fr now

Linuxconf = smitty

Startkde start the kde manager


look in YaST2 for system config 

Top = topas performance 

Force Apache to reread config:


apachectl graceful

"

"ioo -L" ","","","","","","","

" Manage I/O tunable parameters

"

"vmo -L ","","","","","","","

" 

Manage Virtual memory manager tunable  parameters 

"

"sun super-block / fsck errors ","","","","","","","

system will not boot, but prompts for root password or enter to ignore.

Use

Newfs -Nv {file system} 

To get numbere of super-block

To change to

Then 

Fsck -o b={alternate block}

"

"reset ","","","","","","","

Reset a terminal to default setting.

Try after cat of bin file

Tput

Terminfo

Term.h

"

"URL Uniform Resource Locators

","","","","","","","

URI Uniform Resource Identifiers

URL & URI are interchangable

Could be Universal 

"

"/etc/xtab nfs client mounted direstories file","","","","","","","

"

"PD file system full","","","","","","","

Look for core files

Find /var -xdev -name "core" -ls

Look at errpt for core dump etc

Look for files modified in last few days

Find /var -xdev -ctime -1 -ls

Find /var -xdev -mtime -1 -ls

Ls -lR /var | grep "Feb 03"

Look at processes

ps -ef | grep /var
Look at file users

Fuser -c /var
Who is/was on system at that time.

Look for logs

Look for specials

wtump, sulog, cronlog etc

"

"physical memory installed ","","","","","","","

Bootinfo -r"

"aix disk id's ","","","","","","","

/dev/hd1
/home

/dev/hd2
/usr

/dev/hd3
/tmp

/dev/hd4
/

/dev/hd5
boot

/dev/hd6
Page space

"

Hpux use sam = smit ","","","","","","","

"

" update nim spot ","","","","","","","

Smitty nim_task_inst

Update installed software to latest

Spot

"

" umask = chmod ","","","","","","","

"

"tnsnames ","","","","","","","

Tnsnames.ora contains remote db lookup info of db and server.

Test with

Tnsping {DB NAME}

"

"rc.powerfail ","","","","","","","

Controls system shutdown requested by the 


machstat 

Command.

This includes temperature problems 

"

"uesensor -l ","","","","","","","

Monitors internal sensors including temperature 

"

".hushlogin ","","","","","","","

Stops display of system data during login"

"ssh ","","","","","","","

Uses RSA and DSA authentication protocols based on complementary numerical keys.

Ssh = more secure than rsh, if configured correctly.

Sshd must be running

Uses algorithms to encrypt the data stream, to ensure sata sream integrity and even perform authentication in a safe and secure way.

RSA= Rivest-Shamir-Adelman

DSA = Digital Signature Algorithm

Can use the private and public keys. This means that you may not need manually entered passwords.

lslpp -l | grep ssh


openssh.base.client


openssh.base.server


openssh .license 


openssh.man.en_US


openssh.msg.en_US

Creat authentication keys

Ssh-keygen -t rsa

Ssh-keygen -t dsa

mkkey=`cat $HOME/.ssh/id_rsa.pub`

Ssh {system} -l {user} mkauthkeys -a \"$mkkey\"

Ssh -l {user} {system} date

Lssyscfg -r sys --all -z
# spmon

Lssvcevents -t console

Ssh -v {host}


gives verbose output for command, useful to debug.

/.shosts 
as .rhosts but secure

To stop password requirement

add id_ras.pub to the remote sites .ssh/authorized_keys 

permissions for authorized_keys is 640

Check /etc/ssh/sshd_config file

There are 2 of the above.

Had error

Request for subsystem 'sftp' failed on channel 0

Strict

To let ssh and sftp connect after change (HACMP etc) remove


~/.ssh/known_hosts

Allow root login

Set PermitRootLogin = yes in sshd_config

Then restart ssh

"

"showled {message ","","","","","","","

changes LED status.

"

" hmc lssyscfg ","","","","","","","

Lssyscfg -r sys cfg --all

Lssyscfg -r frame --all

"

"RPM = Red Hat Package Manager ","","","","","","","

"

"truss ","","","","","","","

Traces system calls

Performance 

I.e. Truss -c grep lp /etc/passwd

"

"Word style ","","","","","","","

"

To set heading style etc info for automatic style page use

Format

Style 

" 

"not enough memory to remove files ","","","","","","","

ls | tail -5000 |

while read FILE

do


rm $FILE

done

"

"PowerPoint ","","","","","","","

"To convert text box to animated lines.

Select text box

Select text

right click

Custom Animation 

Then select individuals and change to 'on click"

" linux add route ","","","","","","","

route add IP eth{No}

"

"hacmp list ","","","","","","","

To list hacmp config

Clstat

Cltopinfo

Cltopinfo -i

Clshowres

Clshowres -n {node name}

Clshowres -g {resource group}

And lots more

"

"dio Direct I/O ","","","","","","","

Non buffered I/O bypasses the Virtual Memory Managers file caching.

Used on db's usually in conjunction with aio. 

Add to /etc/filsystems


options = rw,dio

"

"genkld ","","","","","","","

Lists shared objects currently loaded into the system.

"

"mbufs ","","","","","","","

Use


no -o extendednetstats=1


netstat -m | more

Use -p in no -p command to make permanent 

To see mbuf usage, malloc stats, mblk and other stats 

Lsattr -El sys0 
to chech

Thewall is static for aix 5.1 and above

You can over ride the amount of memory allocated to mbyffs (i.e. Make it less than the wall by setting maxmbuf 

chdev -l sys0 -a maxmbuf=1000000

"

"nfso -a ","","","","","","","

Show nfs tuning

Nfsstat -m 

Shows nfs mount options

"

"installing .rpm packages ","","","","","","","

Rpm -i {full name from ls with the .rpm} 

"

" Performance management tunning commands ","","","","","","","

Bindprocessor

Chdev

Chlv

Chps
change paging space

Fdpr
user level app 

Filemon

Fileplace

gprof, pprof, prof, tprof

Ifconfig

Ioo

Iostat

Lparstat

Lvmstat

Mpstat

Migratepv

Mkps

Nfso

Nice

No

Perfpmr

Performance Diagnostics Tool (PDT)

Procmon

Ps

Renice

Reorgvg

Rmss
simulation tool

Sar

Schedo
(was shedtune)

Smitty

Splat

Svmon

Time, timex

Topas, jtopas

Trace (curt)

Truss

Tunchec

tundefault

Tunrestore

Tunesave

Vmo

Vmtune

Vmstat

"

"Tuning ","","","","","","","

Smtctl

Bindintcpu

Schedo

Renice

Nice

Vmo

"

"Reliable Scalable Cluster Technology ","","","","","","","

RSCT

Peer Domains

Preprpnode

prepares the initial security environment (run on each node)

mkrpdomain
Creates the peer domain definitlon

startrpdomain bring peer domain on line

Lsrpnode

List nodes 

Lsrsrc
List network interfaces

Stoprpdomain
Take the peer domain off line

Addrpnode
Add node to peer domain definitlon 
"

"http server ","","","","","","","

IBM's Apache server

Untar file

Cd to location of setup.jar

Export DISPLAY

Java -jar setup.jar

Can use silent if no display

Java -version

Java -fullversion

/usr/IBMIHS
default directory.

Use:


httpd -v

To get Apache version number

Start with

./apachectl 
start



stop



restart



fullstatus (needs lynx)



status (needs lynx)



graceful (sigusr1)



configtest



help

default location

/usr/IBMIHS/htdocs/en_US

DocumentRoot "/path"

ScriptAlias /cgi/ "/full path/"

Needed the following to get cgi to work

AddHandler cgi-script .cgi

<Directory /full path>


Option +ExecCGI

</Directory>

"

"Stop date request at boot time ","","","","","","","

Remove or comment out install_assist from inittab 

"

"tcpip script config ","","","","","","","

Custom tcpip script

/usr/sbin/mktcpip -h'name.path inc domain' \


-a'Ip dotted'


-m'mask'


-i'enN'


-g'gatway'


-n'ip ?'


-d'domain name as in -h'

/usr/sbin/rsct/install/bin/recfgct

"

"set date perameters ","","","","","","","

Add to /etc/environment 

TZ=GMT0BST,M3.5.0/1:00:00,M10.5.0/2:00:00

"

" General user logs ","","","","","","","

do not delete, use /dev/null

/etc/utmp

/var/adm/sulog

/etc/security/failedlogin

/etc/security/lastlogin

"

"clpasswd ","","","","","","","

Cluster pass word administration 

/bin/passwd replaced by HACMP version when 5.2 is installed 

"

"Redirect/port forwarding ","","","","","","","

Ssh -f -N -L{listen-port}:host:port

I.e. ssh -f -N -L80:1.1.1.1:8888

"

"J2EE ","","","","","","","

The J2EE environment is provider by weblogic

"

"tcptrace ","","","","","","","

Traces packets etc between systems 


tcptrace host {host name}

"

"IBM Webspher ","","","","","","","

Proxy server cache's web pages already requested. When a page is requested the proxy looks to see if can service the request itself, rather than going to theseever.

Uses ibmproxy.conf

"

"EMC ","","","","","","","

man pages /usr/local/symcli/man

Uses SRDF
SAN storage 

/usr/symcli/bin/symdg list

Symdg show (device from above )

/usr/symcli /bin/symrdf -g (device from above ) failover -nop



failback -nop

Fails over to R2, fails back to R1

After failover no synchronisation occurs until fail back is issued, or re synchronisation has been requested. This means that failback can take a considerable time if the no synchronisation has been requested.

Syncronisation of split LUN's R1 & R2 after split.

/usr/symcli/bin/symrdf -g {name} query

With query shows sync state 

/usr/symcli/bin/symrdf -g {name} -until 10

Will keep the LUN's to within 10 tracks of each other.

Symrdf -g {name} update

Will re sync R1 after failover

Symrdf -g {dg_workflow} query -i 5

powermt display dev=all

Powermt version
Displays all EMC device info including pseudo hdiskpower to EMC hdisk map

"

"cplv copy logical volume ","","","","","","","

"

"lssysconn -r all ","","","","","","","

Verifies all network connections on the HMC

"

"ethereal ","","","","","","","

IBM packet sniffer that can be download from IBM

"

"AIX version numbering ","","","","","","","

defined by four digits:

Version.Release.MaintenanceLevel.Fix

Fix is not usually used.

5.2.7.0 = AIX Version 5 Release 2 Maintenance level 7

RML 

Recommended Maintenance Level

"

"swapoff ","","","","","","","

Deactivates paging space AIX 5.1 +

"

"savebase ","","","","","","","

If system will not boot (555)

Boot into maintenance issue

savebase

Synch;synch
Reboot

If this failes then in maintenance mode try

/usr/sbin/logform /dev/hd8

"

"cfg2html ","","","","","","","

 "

"nv6000.* ","","","","","","","

This is NetView software

"

"remove, remake and check EMC fibre connection ","","","","","","","

Rmdev -Rdl fcs0

Cfgmgr -S

Lsattr -El fscsil0

"

" alog list logs like console etc ","","","","","","","

Alog -f /var/adm/ras/console -o > file

/var/adm/ras/



bootlog



bosinstlog



cfglog



conslog



nimlog



vgbacuplog

"

"ar creates or restores from archive ","","","","","","","

Mod.so was in file libxml.a

"

"HACMP must have clcomdES to communicate ","","","","","","","

Startsrc -s clcomdES

"

"apache access_log ","","","","","","","

Last entry indicates the size of object returned to the client, not including the response headers. - = no response.

"

"expect ","","","","","","","

# username is passed as 1st arg, password as 2nd

Set password [index $argv 2]

Spawn passwd [index $argv 1]

Expect "*password:"

Send "$password\r"

Expect "*password:"

Send "$password\r"

Expect eof

"

"cl_sndpasswd ","","","","","","","

Syncronises passwords across servers.

Cl_sndpasswd

"

"spelling not set to Englis (UK) ","","","","","","","

Use {Ctl}A to select whole document.

Then


tools
Language


uncheck detect lang

"

"SOA ","","","","","","","

Service Oriented Architecture 

"

"[[ double braces ","","","","","","","

Test=Y

if [[ $Test = [Yy] ]]

then


print OK

fi

"

"virtualisation vio ","","","","","","","

Log in as Padmin default password = padmin

Lsmap 

Accept licence befor continue

Licence -accept

As padmin on vio server

backupios -file # backup vio server

ioslevel # vio server level

Mirrorios [-f] hdisk{#}   # mirrors vio server, -f reboots

Shutdown -restart # reboot vio

# show emergency fixes

Oem_setup_env

emgr -P

Emg -r -L IY71303 # remove fix

# assign an entire disk to a vhost

mkvdev -vdev hdisk{#} -vadapter {vhost name} -dev lpar3hdisk0

# show vhosts and devices

lsmap all

# verify bootlist on vio server

Bootlist -mode normal -ls

# update vio server

updateics -dev /dev/cd0 -accept -install

# list all vertual devices

ioscli lsdev -virtual

Or

Isocli

lsdev -virtual

# configure devices vio

Cfgdev -dev {Name, I.e. Scsi0}

VIO

Power hypervisor
internal HMC

Always active on power5-based server, responsible for despatching logical Partishion work load across the physical processors, it also enforces partition security, and can provide inper partition comms that enable vio server's virtual scsi andvirtual ethernet functions.

An LPAR that utilises processor resources from the shared pool is a Micro-Partiton LPAR.

Lspv 

Shows allocation

Set eth0 to Private DHCP, reboot HMC if it does not recognise in 20minutes. 

"

"mailto: ","","","","","","","

<a href="mailto:name@url?subject=subject of email?&body=message to send, or partial message">

"

"omegamon ","","","","","","","

CA Unicentre's MQ series monitor

"

"alias BOLD='tput bold'

","","","","","","","

"

"unsuccessful login count ","","","","","","","

stored in /etc/security/lastlog

unsuccessful_login_count

"

"SNMP ","","","","","","","

"

Simple Network Management Protocol 

"

"PGP ","","","","","","","

"

Prettt Good Privacy 

"

"/usr/lib/objectrepos/fix.cv ","","","","","","","

"

Contains a text version all lpp's installed.

"

"/var/adm/ras/devinst.log ","","","","","","","

Installation buld log

"

"log files ","","","","","","","

See alog listing

/var/adm/ras/



BosMenus.log



devinst.log



diag_log



errlog



sum.log

/var/adm



cron/log

"

"debug system boot ","","","","","","","

Collect system boot info for analysis 

Use hyper term and switch on Capture.

Boot server, interupt boot with

· 8 Open Firmware Prompt

> boot -s trap

KDB> mw enter_dbg

42

.

KDB> g

"

" system lpp and ODM check ","","","","","","","

lppchk -v, -l, -c

"

"LPAR remove CD ","","","","","","","

Use

Rmdev -Rdl pci1

Then remove it via the HMC

"

"smitty crfs ","","","","","","","

To make cdrom mountable

"

"shutdown ","","","","","","","

shutdown -Fr

halt -q

echo bye >/dev/kmem

"

"mail ","","","","","","","

d1-200

"

"csum ","","","","","","","

Check sum

csum {file}

"

"lvmo ","","","","","","","

Shows pbuf and blocked process infprmation

"

"scalable volume groups ","","","","","","","

Can have upto 1024 Physical volumes

"

"Striped column support ","","","","","","","

Extends striped discs

"

"shrinking of jfs2 ","","","","","","","

"

"Rolleback function jfs2 ","","","","","","","

Uses snap shots

"

"mirrorscan command ","","","","","","","

Searches for and fixes physical partitions unable to perform I/O

"

" multibios ","","","","","","","

Can create a new AIX instance (BOS) within the running rootvg

"

"lscore and chcore ","","","","","","","

Check and change core file settings

"

"Service Update Management Assistant (SUMA) ","","","","","","","

Automated unatended downloads of specific APAR.

"

"security scrubbing of disk data ","","","","","","","

"

"Unix time ","","","","","","","

Number of seconds since January 1st 1970 00:00:00 UCT

"

"user ang group names ","","","","","","","

5.3 =255 characters 

"

" Altdisk ","","","","","","","

alt_disk_copy copies rootvg

alt_disk_mksysb installes mksysb to disk

alt_rootvg_op wake, sleep and custom operations

"

"nimsh OpenSSL ","","","","","","","

Enhanced security for nim

"

"Thin server ","","","","","","","

NIM diskless/ dataless client

"

"usrck -l ","","","","","","","

Shows locked users

"

"lparstat ","","","","","","","

"

"mpstat ","","","","","","","

CPU stats

"

"smit mkroure ","","","","","","","

Controls routing strategy 

"

"find can now use minutes, and file access ","","","","","","","

"

" nohup {existing process} ","","","","","","","

"

"Regular expressions ","","","","","","","

· Executable, I.e. cat = verb=action

· Output = noun

· Operatoe, I.e. | =conjunction= a connector or link.

"

"smitty etherchannel ","","","","","","","

Add addapters

Pos new MAC but uses first addapter

Configure IP over the new channel

Smitty chinet

Set ip, mask etc

"

"tsm ","","","","","","","

As root start app

# backup file (incremental)

Inc {file name}

#list

Q ba {file name}

# list all

Q ba /

# restore to original

restore {file name}

Restore {file name1} {file name2}

# to get into help section

help

Then d to get next list'

Q to exit

dscm

"

"oslevel -s ","","","","","","","

5300-05-03

AIX 5.3, Technology level 5, Service pack 3

AIX TL5 SP3

CSP = Concluding Service Pack

"

"logs to clean down ","","","","","","","

/usr/tmp/snmpd.log

/etc/utmp

/var/adm/sulog

/etc/security/failedlogin

/etc/security/lastlogin

Look in dsm.sys for tsm log locations

"

"HACMP config / variables

","","","","","","","

use the smitty to get a snapshot

Or

odmget HACMPtopsvcs

Odmget HACMPnet

Etc

To find time for failure use

hbInterval * fibrilateCount * 2 sec's

"

"varyonvg -s {vgname} ","","","","","","","

Forces vg to re read the config/ODM will fix an lv that thinks its mirrored after a bad split, or lost disk

"

"lsmcode -A ","","","","","","","

Lists all current microcode and firmware levels

"

"listener password scripts ","","","","","","","

9i uses listener.ora look for PASSWORD_LISTER

10 does not require if started by the same user

"

"putty short cut ","","","","","","","

copy putty session, then change properties to

C:\putty.exe -load 'session name from list case sensative'

"

"DS4000 disk SAN","","","","","","","

# Display configs

fget_config -Av  

# find unasigned disk

lspv | grep none 

# add pvid if missing

 chdev -l hdisk{No} -a pv=yes

# if this fails, remove, cfg them try again.

"

"DOS ftp","","","","","","","

Hash
# shows progress

"

"hmcshutdown -r -t now ","","","","","","","

Reboot hmc

"

"Restricted Shells ","","","","","","","

Rsh now seems to hav a problem.

Use

/usr/bin/rksh instead of /usr/bin/Rsh

Edit /etc/security/login.cfg

"

"jfs2 uses cio ","","","","","","","

jfs2 file system use cio as a default mount option

 mount

 rw,cio,log=/dev/logname

Oracle has aproblem with this

Remove using smitty and remount

"

"test heartbeat ","","","","","","","

4800 etc

 dhb_read -p rhdisk{n} -r

 dnd_read -p rhdisk{n} -t

"

"file size ","","","","","","","

File data

ls -l

Perl -e '@q=stat(ARG[0]); print $q[No]' file

Where No =:

0 dev no

1 inode no

2 file mode

3 no links

4 uid

5 gid

6 rdev

7 size

8 atime epoch

9 mtime epoch

10 ctime epoch

11 blksize

12 blocks

"

"proctree ","","","","","","","

Prints process tree for proc, or user

"

"which_fileset ","","","","","","","

Finds required AIX file set to load

"

"switch JFS2 logging off ","","","","","","","

mount -o log=NULL /aix61diff

"

