                                                                                                                                
[image: image2.png]Computer
Troubleshooters |

TECHNOLOGY SOLVED





Right-sizing IT: 

A Checklist and Scorecard for Choosing the Right Consultant to Grow Your Dental Practice

“If your practice relies heavily on your phone and technology systems, you can’t afford to trust IT to relatives or friends, or friends of friends. You can’t afford to overpay IT consultants who might not make your business a top priority or that change their pricing every month. 
Use this all-inclusive checklist to interview and find the perfect computer consultant before placing your business in their hands.”
Cedric Dossou , President at Computer Troubleshooters Tolleson 
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PREFACE: How to Use This Scorecard
Growing dental practices rely on Information Technology (IT)—phone, computer, and Internet systems and services—every bit as much as big enterprises. Maybe more.

Fast-growing practices with fewer than 20 employees are also highly susceptible to risks and challenges such as:

· Providing a high-quality patient experience that starts on the phone or in the waiting room

· New competition including “corporate dentistry” (can we really picture getting fillings done at Wal-Mart?)

· High cost and effort to acquire new patients

· Meeting HIPAA requirements to avoid fines, the Wall of Shame, and even class action suits! 

· Other mandates for protecting patients’ personally identifiable information (PII)

· Upgrading computer systems to support appointment scheduling and electronic claims handling (industry data shows the average paper attachment processed per claim costs nearly $11 versus an electronic claim attachment cost of just $0.84)
“IT and software updates are a top priority for one in four practices (and something that likely could be an issue for practices every year),” writes Lindy Benton, CEO and President of Vyne, provider of secure healthcare information exchange solutions. “Practices need to be able to exchange patient and claim information, including records and attachments. Practices also seek technology that allows for greater automation and reduces administrative burdens like appointment scheduling.”

With small IT budgets, most practices do not have the luxury of hiring their own IT staff. Instead, they rely on trusted IT consultants and service providers to set up and manage networks and desktops, and troubleshoot problem quickly when something goes wrong.

But how do you choose the right managed service provider (MSP)? One that will prove reliable, affordable, and most of all, who understands your business. Who understands that downtime is deadly and your teams cannot work when the Internet goes down, or when they can’t reach servers at other locations.
This checklist and scorecard are being published by Uplevel Systems, provider of infrastructure services to IT managed service providers (MSPs) and IT consultants across the U.S., to help you identify, interview, and select the best possible IT consultant to service their business.
Choosing wrong can lead to downtime, liability, and money wasted, not to mention acute aggravation—so don’t!

Use this checklist to learn: 
· The computer repair industry’s “dirty little secret” that most people don’t know and will NEVER be told by their current IT guy (knowing this alone could save you from wasting lots of time and money dealing with the wrong providers)
· Four costly misconceptions business owners have about computer maintenance and repair, one of which you will need to know BEFORE you talk to anyone on the phone
· How to choose a reliable IT consultant

Provided as an educational service by:

Computer Troubleshooters 
  and

Uplevel Systems
www.uplevelsystems.com
INTRODUCTION: Why choosing the right consultant matters

It’s 2018. We all know a technology savant who would be happy to make a little extra money helping us set up our new Wi-Fi router, or pick the best laptops, or get on the phone with the firewall vendor once a year to update our software licenses. 

We all also know businesses who lost thousands of dollars—and accounts—because something went wrong unexpectedly and no one was there to fix it. Or maybe someone did eventually come to fix it but charged a ton of money, or wasn’t quite the expert they claimed to be. 

Again, it’s 2019. So why is this still happening?

Horror stories involving the wrong IT consultant still happen to dental practices for three reasons:

1) With many smaller practices, there is a tendency to rely on the “break/fix” model – spend as little as possible upfront, wait for something to go wrong, and then pay through the nose to fix it as quickly as possible with a different guy at each location.

2) Businesses don’t have IT experts on staff to help them choose the right consultant to trust.
3) IT consultants are either not as competent as they claim to be—OR—they are competent and say all the right things but just don’t give small companies top priority. And of course, while they won’t tell you this up front, but they won’t commit to provide super-responsive service in writing, either.

These three reasons bring us to:
The IT industry’s “Dirty Little Secret”: 
Computer Repair and Consulting Is NOT Regulated
Sure, consultants may have certifications from schools or from technology vendors, but the industry is not regulated like many other professional service industries, such as law, or real estate, accounting, healthcare, construction, and auto repair. 

Basically, ANYONE can claim to be a “computer repair expert.” Many so-called experts are former IT professionals who lost their jobs and decide to give freelancing a try. The industry is still highly unregulated with a “buyer beware” mentality that leaves small businesses without legal recourse if they get taken advantage of. But there is good news:

“Right-sizing” IT and choosing a qualified IT consultant or managed service provider (MSP) isn’t very hard if you know what to ask—and that’s what you’ll find here.  So let’s get started! 

The “Right-sizing IT”: A 25-point Checklist for Deciding Whether to Trust an IT Consultant
to Run Your Network
Q1. What can they do for you? 










YES

NO

Does their solution include both Wi-Fi and local wired networking?
[]

[]

Does the solution include data/file backup and storage?


[]

[]
Does it include options for both local storage and backup to the cloud?
[]

[]
Does the solution allow you to connect from home, airports, coffee
[]

[]

shops, and other locations?

Does the solution include advanced cybersecurity capabilities such as

encryption, ransomware protection, and an advanced firewall?

[]

[]

If equipment is provided, is it “business class” (vs. consumer-grade

routers, modems, and firewalls you can buy yourself at Staples)

[]

[]

Q2: How good is the provider’s customer service?
Do they answer their phones during business hours?


[]

[]
On weekends and/or after-hours?





[]

[]

Do they guarantee a call-back or response within a certain time period?
[]

[]

(HINT: Look for companies who guarantee to have technicians working 
on the problem within 1-2 hours of receiving your call)
Will the consultant come onsite to fix or update your system?

[]

[]

Are they able to fix some issues remotely or using the cloud?

[]

[]

Will the provider monitor your network 24/7?



[]

[]
Will they alert you when something has or might go wrong?

[]

[]

Q3: How does the contract or business arrangement work?











YES

NO

Is network equipment provided with no upfront cost?


[]

[]
Can installation costs be bundled into the monthly service fee?

[]

[]

Does the service include automatic updates to your equipment?

[]

[]
Does it include free upgrades as new equipment becomes available?
[]

[]

Are multiple levels of support available to suit your needs?


[]

[]
Q4: Does the service improve your cybersecurity?

Does the equipment include a “business class” firewall that

includes features like Intrusion Prevention Systems (IPS)?


[]

[]

Can they help prevent employees from using time-wasting or

inappropriate websites or applications?




[]

[]

Does the service help protect your company against natural disasters?
[]

[]

Is any information sent between you and the provider encrypted?

[]

[]

Is data sent between your business locations encrypted?


[]

[]

Does the service manage which employees can access sensitive data?
[]

[]

Does it help support compliance with industry regulations for security?
[]

[]

(E.g., HIPAA in healthcare, PCI for accepting credit cards, GDPR)

Grading the IT Consultant

Add up the number of questions to which the provider answers “yes,” then multiply that number by 4 to get an overall score. While sixty-five percent (65%) can be considered a passing grade, Uplevel recommends dealing with providers who score 80% or higher. 

Depending on your individual business, you may also wish to give extra consideration to certain issues such as security, or the ability to back up and store data remotely or in the cloud.

Bonus Questions (5 points each)
Can the provider help you offer secure guest Wi-Fi access?


[]

[]

Can you use two Internet links so that the business continues to run
[]

[]
when your main Internet link goes down?
Can you expand basic network services to additional locations 

with no added upfront equipment cost?




[]

[]

Does the provider have a long history (5 years or more) serving

small companies and can they provide references?



[]

[]

How Easy Is It to Get Started?

The break/fix model mentioned earlier can only, eventually, lead to trouble and it won’t be pretty. Once you decide to transition to some form of managed service, there are four things providers can do to make it easier, and safer to enter a service contract:

1) Minimize your upfront costs. Buying basic network and security equipment can easily run $3,000—per site. Newer best practices favor a “no money down” approach where the equipment, and sometimes installation and setup fees, are bundled into the monthly subscription.

2) Minimize your ongoing costs. Once things are up and running, an above-average IT consultant or MSP will proactively and/or automatically perform or include upgrades to things like firewall rules, router software or firmware, and service warrantees for basic networking equipment. (HINT: Ask to see sample monthly reports and invoices and make sure they indicate what services and updates have been provided and reflect any and all charges.)
3) Reduce your risk of outages and downtime. This is a combination of three things: a) monitoring your network remotely and alerting you when something has or could go wrong; b) adding disaster recovery protection against things like fires, floods, and hurricanes; and c) adding protection against ransomware and other malware or “denial of service” attacks.

4) Add strategic value to your business. Can they use data gathered from talking to you and managing your network to help suggest more efficient, secure business practices? Employee training? Location design?

Look for a consultant who will meet with you on a regular basis at no extra cost to evaluate your IT system and suggest faster, safer, cheaper ways of doing things and help make your business more profitable and competitive (HINT: this is where experience serving smaller practices comes into play).

How Do They Define “All Inclusive”? 
“All-inclusive” support will save you money if it includes:
· Phone/e-mail Help Desk support
· Network upgrades, moves, and adding/removing users
· Third-party software support from equipment vendors
· Anytime cancellation and/or money-back performance guarantees
· On-site and remote office support
The 4 Most Costly Misconceptions About
Computer Maintenance and Repair
Misconception #1: My computer network doesn’t need regular monitoring and maintenance.
If you have been lucky enough to have never been impacted by a flood, fire, hurricane, or successful hacker, you have been just that: lucky.  

You would not buy a brand-new car from a dealership without car insurance and some form of warranty. Why take essentially the same risk with your technology? And really, your business.

If your computer support consultant does not insist on some type of regular, automated monitoring or maintenance of your network, then DO NOT HIRE THEM. Lack of system maintenance is the NUMBER ONE reason most people end up losing valuable files and incurring heavy fines or repair bills. Not being willing or insisting upon coverage may be a red flag that the IT consultant is incompetent, understaffed, or unwilling to commit to providing first-rate support.

Misconception #2: My nephew/neighbor’s kid/brother-in-law/office manager knows this computer stuff and can take care of our computers.
A part-time “guru” may save you a few bucks—at first. But what happens if they are on vacation, back at college, or too busy doing their day job to help when you need it most: when something goes wrong?

What if they caused something to go wrong, inadvertently of course, and won’t take responsibility for fixing it at no added cost to you? Or fixing it within a certain timeframe? Or fixing it at all?
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Misconception #3: All computer technicians are created equal. Your best option will be the one who offers the lowest price.
Of all the popular misconceptions about IT consultants, this one can do the most damage. Really good technicians do NOT work cheap because they are nice people. High-caliber, professional technicians are in high demand—in fact there’s a real shortage of them. The ones whose rates seem “too good to be true” usually are. Steer clear!

Again, you wouldn’t trust your vehicle to someone studying to be a mechanic. 

Misconception #4: We’re too small to attract hackers.
OK, we take it back: of all the popular misconceptions about IT solution providers, THIS one may be the most costly and dangerous. Once again:

· 62% of all cyberattacks hit small businesses (IBM)

· 60% of SMBs fail within 6 months after an attack (US National Cyber Security Alliance)

· The average cost per incident to SMBs is $36,000 (First Data)

If your company has been fortunate enough not to have lost time, money, or privileged employee or customer data to cybersecurity attacks, take steps now to make sure you don’t push that luck too far.  And, we should add, security is not just about hackers, but also storage best practices and employ work habits.

· Are you transporting files on flash drives? 
· Accessing desktops from home, or client locations, without a secure VPN connection (ask your consultant for help with the Alphabet Soup if needed)? 

· Are you able to control what individual users and groups can access? Which Internet sites they can visit?
· Can you restrict guest users’ access to corporate resources?

· Can you demonstrate all of this as required to by regulatory authorities?

Ask your current or prospective consultant about “right-sizing” your data security to see how able and willing they are to help you avoid risk.

Three More Common Mistakes to Avoid
1. Choosing a computer consultant based on a single phone call. We recommend you invite them into your office and ask them for a written proposal. Be clear on what your expectations are and what type of problems you want them to resolve.  A good doctor won’t write a prescription based on you describing your symptoms and neither should a good IT consultant!
2. Choosing a computer consultant that will not guarantee its work. In our view, a good consulting firm should be accountable for their services and for fixing things RIGHT. If you aren’t pleased with a job that was done, they should (at a minimum) make it right for free.
 
3. Choosing a computer consultant without speaking to several of their current clients. Ask for references and check them! Don’t just read what it says on the web site. Ask to speak to at least 3 or 4 clients that are similar to you in size and scope. If they hesitate or cannot provide you with references, walk away!

A Final Word…

We hope you have found this guide helpful in making a plan to evaluate outsourced support of your company’s network.  If you have additional comments or questions, we welcome them! 
We would also be happy to provide you with a FREE Network Health Check and Diagnosis with no obligation to buy or try anything. EVER. 
We are here to help and look forward to hearing from you!

Cedric Dossou 
President at CT Tolleson 

623-536-6000

cdossou@comptroub.com 

www.cttolleson.com

What to Do Now: 

Requesting Your FREE $1,500 Equipment and IT Assessment
For a limited time, Computer Troubleshooters and Uplevel Systems are offering an answer to your specific IT challenges—a “one box” solution for Wi-Fi, security, storage, remote access and more—and expert assessment of your current IT setup—all at no cost.  

To claim these valuable and eye-opening gifts, email cdossou@comptroub.com   Please be sure to include the following information:

Your name and title
Company name

Phone number

Email address

Current IT Provider

Number of PCs

Any immediate concerns
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