NACUC’s 39th Annual Chairmen’s Roundtable Forum

Discussion Guides
These discussion guides are an essential part of the information exchange that takes place during the Roundtable Forum.  The best way to prepare for your participation is to read the background provided for each topic and then answer the questions that follow.

From this document, you can prepare for your roundtable discussions and share best practices and strategies from your credit union
Discussion Guide Instructions:
· Answer the questions at the end of each guide in this document.
· Print a copy of the document and bring it with you to the Roundtable Forum.
(If you’re participating with other directors from your credit union, collaborate on the answers.  However, make sure you each have a complete set of answers since you will not be sitting together in the same Roundtable groups.)

· Email a copy of your answers to nacuc@nacuc.org to be posted on our website.
· To cut back on the amount of paper that is being used, you do not need to bring extra copies of your answers to distribute at the Roundtable Forum.  Instead, please email your answers to us as instructed above.

· Optional: If you have extensive experience or knowledge of a topic, consider going the extra mile and writing a position paper for that roundtable.
Discussion Guide: Roundtable 1

“Emerging Transaction Trends: What They Mean for Your Credit Union”
There are many emerging transaction trends that will change how credit unions process transaction, how the market place is offering new alternatives, and how income that can be earned will decrease. Three of those trends will be addressed in this roundtable.

Competing with mobile wallet

Apple Pay offers one of the major changes in mobile.  After years of anticipation of a major move to create a mobile wallet by major forces such as Google, Walmart, etc., Apple launched a major effort with Apple Pay available through the iPhone 6,6 plus and Apple Watch.  This technology uses a near field communication chip to allow these Apple devices to communicate securely with a near field communication device at the point of sale. The Apple device offers a higher level of security by requiring a finger print of open the device and various validation communication to be sent and verified .  Expect other vendors to offer such technology.  The security features of this method reduces fraud. The goal of a credit union is to have the member select your credit card to be connected to the Apple or similar device. But it is not automatic. The credit union has to quality as an Apple partner.

EMV smart chip compliance

The fraud losses associated with vendors such as Home Depot and Target resulted from thieves gaining access to the magnetic codes on the back of credit cards. Those losses have fallen almost entirely on the issuing financial institution. But there is a change on the horizon that will shift that burden to the vendor.  All credit card companies are to have the EMV chips embedded in the card.   (EMV stands for Europay, MasterCard, and VISA which first established this standard in Europe years ago. Whereas the old credit cards had a magnetic strip, that strip could be duplicate by thieves and used in fabricated card to make purchases.  With EMV cards, each transaction creates a unique transaction code that cannot be used again. So there is nothing on the card that the thieves can steal and duplicate.).  Prior to October 2015, any losses on fraudulent of a credit card fell on the financial institution.  In October, if the credit card has the EMC chip, the burden is on the vendor. They would have to install point of sale devices to accept the chip.  If losses are traced to the vendor who does not have the EMV compatible point of sale equipment, they will bear the losses.  So vendors have a great financial incentive to become compliant.

Payment disruptors

There are many organizations that are trying to get into the financial transaction game. Historically, banks and credit unions issued credit cards.  Companies like VISA and MasterCard provided the interexchange networks to link the credit card issues with the merchants who processed the transaction.  VISA and MasterCard charged the merchant for the connection and shared a portion with the credit card issuer.  But recent federal rulings have limited this interexchange revenue.  In addition, there are other companies like Facebook, Groupon, Square, etc. that are getting into the transaction   You might have seen the Square device attached to a mobile device that allowed you to purchase an item at a open air market. This transaction bypassed the normal MasterCard and VISA network and thus reduced the income to the credit union.  All these market forces result in a credit union seeing a decrease in non-interest income.
Click here to answer the corresponding questions for Roundtable 1.

Discussion Guide: Roundtable 2
“It’s Not Just the Staff’s Job: The Board’s Role in Cybersecurity”

Credit unions executives and staff should be addressing cybersecurity challenges directly, but the Board should start with a base level of controls, overseen by a governance structure typically headed by a chief information security officer, with internal audit as the backstop line of defense.

The Board’s role should involve cybersecurity training, an understanding of the legislative/regulatory burden, responding to data breaches, overseeing third-party risk and the associated reputation risk.  Cybersecurity and the consequences of failing to adequately secure the organization’s systems and data have become a critical topic for the entire organization.  The board should act as a line of defense by actively asking critical questions of the CEO and his or her staff.  The board should require that internal auditors perform an annual “health check” of the organization’s cybersecurity program.

The board should understand how lines of defense are implemented and make sure legislative/regulatory burden are properly addressed.  When a big data breach occurs at one of the big retailers, credit unions can learn from these events.    The board should also be aware of any dependencies on third-party IT service providers, such as data center operators and cloud services, and the measures taken to ensure they are adequately protecting sensitive data.  There should be adequate effort in vendor management to ensure that the reputation of the institution is not impacted by associated breaches..

Click here to answer the corresponding questions for Roundtable 2.

Discussion Guide: Roundtable 3
“Are you Ready? – Positioning Your Credit Union for the “Great Transfer”
Over the coming years a record level of intergenerational “wealth transfer” will occur in the United States.  This “Great Transfer” will have multiple aspects: Baby Boomers inheriting wealth from their parents, and Boomers transferring wealth to their children and grandchildren.  The combined amount of these transfers is estimated at over $30 trillion of financial and non-financial assets ($12 and $18 trillion respectively).

This Great Transfer is posing challenges for wealth management service provides (which includes credit unions) in terms of how to attract asset management business from each group (those giving and those receiving) as well as address their unique needs.  The pre-Boomers may need estate planning services to advise on best methods of completing wealth transfer, the post-Boomers needing investment advice on how best to deploy inherited assets, and Boomers requiring both types of estate planning and investment services.

Boomers turning 65 now can expect to live another 18 years on average (just over 16 for men and more than 20 for women).  More affluent Boomers expect to remain active and healthy, travel and continue working longer than did their parents (for fulfillment, if not necessity).  Boomers may make gifts of assets while they are still alive.  Boomers typically desire a greater value and more control and transparency in their relationship with their financial services provider.  Consequently, estate planning services is of particular interest for this group.  Advice on sheltering assets from excessive taxation will be a need for some.  Building capabilities to enable family estate planning at scale as well as developing strategies to “capture” heirs now will enable credit unions to take advantage and leverage this wealth transfer.

Credit unions are poised to tap into this wealth transfer by marketing the differentiation they offer as a member-owned not-for-profit financial cooperative.  According to research marketing done by Phoenix Marketing International and Cerulli Associates, 50% of families looking to inherit wealth are currently dissatisfied with their financial service provider.  Credit unions need to take deliberate steps to help members navigate their inheritances (both giving and receiving).  
Click here to answer the corresponding questions for Roundtable 3.
Discussion Guide: Roundtable 4

“How Does Your Board Maintain Strategic Vision in an Operationally Complex Environment?”

While each Credit Union is different and operates uniquely there are some common ideas to help boards stay more strategic.
Each board member has a different background.  Some have finance backgrounds, others law, HR or sales.  Some board members come from other industries than financial services.  Sometimes strategies that are successful in other industries can be incorporated into the financial services delivery.  One idea is to challenge the board members to bring strategies that were incorporated into their careers to the Credit Union.  While it is not their job to know how each strategy will fit operationally (or even if it will fit), it is the meaningful experience and discussion that will help develop additional strategies.  In this case even if the operations have become very complex, the board members still add value by bringing ideas that may fit at some level.  Always remember, as complex as the operations get, the basic service and relationships that build the Credit Unions is still alive today.  Each board member can help drive those relationships and service objectives.
Many times boards feel they are either strategic or operational.  (Operational in very small Credit Unions)  Most boards want to be just strategic…but the operations are so complex that it may appear that all the strategic ideas seem to fall on deaf ears.  In this case it is not tragic or a lack of governance for a board member to know or understand the operations of the Credit Union.  By knowing or understanding the operations their ideas and strategies will only be stronger.  Just because you know the operations does not mean you manage them or have the same level of detail that the management team employs.  It just gives the board member a deeper understanding the Credit Union, and serves as a base for better strategy discussion..

 Click here to answer the corresponding questions for Roundtable 4.
Discussion Guide: Roundtable 5
“How Much is too Much?  Offering Perks to Attract and
Keep Qualified Board Members”
One definition of a “perk’ could be anything that causes a person to become involved in something or a reward to keep that person involved

The successful performance of a credit union depends considerably on recruiting or keeping of qualified Board Members.  In an era of increased personal liability, highly sophisticated and rapidly evolving technology, and convoluted financial systems, it is becoming more difficult to lure younger qualified and dedicated volunteers to the Board.  It is also becoming more difficult to keep current Board members as more and more time is being required for increasing complex decisions. 

With, in some cases, major differences between regulatory environments for state, federal, or community chartered credit unions, the undertaking can be almost overwhelming when considering compensation.  That before even considering potential member sensitivity to compensation for Board members or the ammunition that will adds to banks fighting for taxation of Credit Unions.  Since CUES moved its Governance Leadership Institute to Toronto a few years ago more US Credit Union Directors have been exposed to the compensation levels for Canadian Credit Union Board members.  This has put the issue more in the limelight and increases the necessity of credit unions addressing the issue in a orderly and well planned process.

Once you identify the “what’s legal and what’s not” stage then you face defining what type of Board Member you are seeking.  Many of these factors will change from credit union to credit union based on size, expertise, diversity, age range and other items being sought.
 Click here to answer the corresponding questions for Roundtable 5.
Roundtable 1 – Emerging Transaction Trends: What They Mean for Your Credit Union
	Participants Name(s):

	Credit Union:
	City/State:


1. Please describe any strategies your credit union has developed to deal with the competing mobile wallets that are out there now or in the future?  Is your credit union considering implementing Apple Pay?

[Insert answer here]

2. Have your members expressed interest in when your credit union will participate in Apple pay or similar technologies?  If so, which technologies?
[Insert answer here]

3. Is your credit union ready to meet the October 2015 deadline for having smart chips in all the credit cards you issue?  What were/are some of the challenges of transitioning to the EMV cards?  How has your credit union prepared to address the fraud risks EMV does not protect against?
[Insert answer here]

4. Has your credit union identified major vendors in your area who might migrate to alternative payments systems, such as Square?  Has your credit union been able to negotiate better terms with these vendors to keep them on the interchange network and thus keep some portion of the current income?  Has your credit union analyzed the usage patterns of your credit card base to identify such opportunities?  Please describe any other strategies your credit union has developed to address lost interchange income from the advent of these technologies.
[Insert answer here]

Roundtable 22 – It’s Not Just the Staff’s Job: The Board’s Role in Cybersecurity
	Participant Name(s):

	Credit Union:
	City/State:


1. How are the Board and staff made aware of their role related to cybersecurity?  Does every Board of Director and employee receive some basic cybersecurity awareness training?  Describe what this training entails (i.e. strong password construction, mobile device security, social engineering)?
[Insert answer here]

2. From a compliance standpoint, how is security governance managed within the organization?  How does the board ensure that the budget can accommodate the resources to address all key areas of compliance?
[Insert answer here]

3. What steps were taken by your credit union in dealing with last year’s data breach at the retailers with credit cards, and personal data obtained by the attackers?  What are the top cybersecurity risks and costs the credit union faced?  How is it addressing new challenges like mobile devices, the bring-your-own device trend, or cloud computing?  What can credit unions do to shift the burden of losses to the retailers or others who have lax security controls?
[Insert answer here]
4. Are both external and internal threats considered when planning cybersecurity program activities?  In the event of a serious breach, has management developed a robust response protocol?  What incident response and crisis management approaches are in place?
[Insert answer here]

5. What security framework does the credit union use does the credit union rely on for guidance (i.e. FFIEC, NCUA, NIST and ISO)?  What frequency does the board receive reports about system tests and related scores?  Is the board given an explanation for what the scores mean (i.e. fair, poor)? 
[Insert answer here]

 Roundtable 3 – Are you Ready? – Positioning Your Credit Union for the “Great Transfer”
	Participant Name(s):

	Credit Union:
	City/State:


1. What has your credit union done to position itself to take advantage of this great transfer of wealth?
[Insert answer here]

2. Does your credit union use targeted marketing to attract business from the different generational groups (pre-Boomers, Boomers and their children and grandchildren)?  Please describe?
[Insert answer here]
3. Does your credit union offer estate planning as well as financial planning?  If so, please briefly describe the programs offered and the segments they target.  Have these programs been successful?
[Insert answer here]

4. Does your Credit Union offer investment services?  If so, how? If not, why?
[Insert answer here]

5. What are the unique challenges in tapping into the business potential of the "great transfer"?



[Insert answer here]
Roundtable 4 – How Does Your Board Maintain Strategic Vision in an Operationally Complex Environment?

	Participant Name(s):

	Credit Union:
	City/State:


1. What is your board's involvement when it comes to Enterprise Risk Management? What aspect of the Credit Union is most at risk?
[Insert answer here]


2. How does your board stay strategically focused despite increased regulations and volunteer liability?
[Insert answer here]

3. What committees does your Credit Union foster to help keep a strategic focus? Who runs these committees and do they have authority or are they advisory in nature?
[Insert answer here]

4. How effective is your board's consent agendas process?  How is information passed along to the board?

[Insert answer here]

Roundtable 5 – How Much is too Much?  Offering Perks to Attract and Keep Qualified Board Members?

	Participant Name(s):

	Credit Union:
	City/State:


1. What type of Credit Union do you represent and what are the regulatory restrictions on the types of compensation you can legally offer?
[Insert answer here]


2. Has your Board formally established a volunteer compensation policy?  If so, please provide details.
[Insert answer here]
3. Does your board currently get any type of compensation and if so please list.  For example, paid education, travel, pay, computers, health care, etc.?
[Insert answer here]
4. Does your Board have a succession plan to attract new Board members? Please elaborate on what this involves.
[Insert answer here]

5. Do you have Board term limits?  If so, please describe.
[Insert answer here]

