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Homework
The Threat Environment:

Attackers and their Attacks
Last Name: ____________________________

First Name: _______________________________________________

Date Due: _______________________________
Directions:

Place your cursor at the end of a question and hit Enter.

This will place you in the Answer style, which is indented.
Introduction

 Basic Security Terminology

1.
a) Why is it important for firms to understand the threat environment?

b) Name the three common security goals.

c) Briefly explain each.

d) What is an incident?


e) What are the synonyms for incidents?

f) What are countermeasures?


g) What are the synonyms for countermeasure?


h) What are the goals of countermeasures?


i) What are the three types of countermeasures?

The TJX Data Breach

2.
a) Who were the victims in the TJX breach? (The answer is not in the text, and this is not a trivial question.)


b) Was the TJX break-in due to a single security weakness or multiple security weaknesses? Explain.


c) Why would meeting the PCI-DSS control objectives probably have prevented the TJX data breach? This is not a trivial question.


d) Would meeting the PCI-DSS control objectives definitely have ensured that the data breach would not have occurred? Think about this carefully. The answer is not in the text.

e) Which of the CIA goals did TJX fail to achieve in this attack?
Employee and Ex-Employee Threats

Why Employees Are Dangerous

Employee Sabotage

 Employee Hacking

Employee Financial Theft and Theft of Intellectual Property (IP)
Employee Extortion

Employee Sexual or Racial Harassment

Employee Computer and Internet Abuse

Data Loss

Other “Internal” Attackers
3.
a) Give four reasons why employees are especially dangerous.

b) What type of employee is the most dangerous?

c) What is sabotage?


d) Give the book’s definition of hacking.

e) What is intellectual property?


f) What two types of things are employees likely to steal?


g) Distinguish between intellectual property in general and trade secrets.


h) What is extortion?


i) What is employee computer and Internet abuse?


j) Who besides employees constitute potential “internal” threats?

Traditional External Attackers I: Malware Writers

 Malware Writers
Viruses

 Worms
 Blended Threats

Payloads

4.
a) What is malware?

b) Distinguish between viruses and worms.

c) How do most viruses spread between computers today?


d) Describe how directly propagating worms move between computers.

e) Why are directly propagating worms especially dangerous?

f) What is a virus or worm payload?
Trojan Horses and Rootkits
5.
a) How can nonmobile malware be delivered to computers?

b) What is a Trojan horse?

c) What is a RAT?

d) What is a downloader?

e) What is spyware?


f) Why can cookies be dangerous?

g) Distinguish between keystroke loggers, password-stealing spyware, and data mining spyware.

h) Distinguish between Trojan horses and rootkits.

i) Why are rootkits especially dangerous?
Mobile Code
Social Engineering in Malware

6.
a) What is mobile code?

b) What is social engineering?

c) What is spam?

d) What is phishing?

e) Distinguish between normal phishing and spear phishing.


f) Why are hoaxes bad?
Traditional External Attackers II: Hackers and Denial-of-Service Attacks
 Traditional Motives
7.
a) What were the motivations of traditional external hackers?

b) Did traditional external hackers engage in theft?
Anatomy of a Hack

8.
a) Distinguish between IP address scanning and port scanning.

b) What is an exploit?

c) What does “owning” a computer mean?

d) What is IP address spoofing?

e) Why is IP address spoofing done?

f) When can an attacker not use IP address spoofing?

g) When attackers must use valid IP source addresses in probe or exploit packets, how do they conceal their identities?
Social Engineering

9.
a) How can social engineering be used to get access to a sensitive file?

b) What is piggybacking?

c) What is shoulder surfing?

d) What is pretexting?
Denial-of-Service (DoS) Attacks

10.
a) What is a DoS attack?

b) Describe a DDoS attack.

c) Describe a SYN flooding attack in some detail.

d) What two types of updates can a botmaster send to bots?

e) Why do many botnets have multiple owners over time?
Skill Levels

11.
a) What are the two primary characteristics of skilled hackers?

b) Why are script kiddies dangerous? (Give two reasons.)

c) Why are malware and exploit toolkits expanding the danger of script kiddies?
The Criminal Era

Dominance by Career Criminals

12.
a) What is the dominant type of attacker today?

b) Is cybercrime negligible today compared to non-computer crime?

c) Why are international gangs difficult to prosecute?

d) Why do international gangs use transshippers?

e) How do they use transshippers?

f) How do they use money mules?
Fraud, Theft, and Extortion

13.
a) What is fraud? Be specific.

b) What is click fraud?

c) How do criminals engage in online extortion?
Stealing Sensitive Data about Customers and Employees
14.
a) What is carding?

b) Describe bank account theft and online stock account theft.

c) Distinguish between credit card theft and identity theft.

d) Why is identity theft more serious than credit card number theft?

e) How do criminals usually get the information they need for credit card theft and identity theft?

f) How can companies be harmed if they allow personal information in their control to be stolen?

g) What is corporate identity theft?
Competitor Threats
Commercial Espionage

Denial-of-Service Attacks

 15.
a) Distinguish between public intelligence gathering and trade secret espionage.

b) What must a company do to its trade secrets if it wishes to be able to prosecute people or companies who steal it?

c) How strong do those protections have to be?

d) Who is likely to engage in espionage against a firm?
Cyberwar and Cyberterror

Cyberwar
Cyberterror
 16.
a) Distinguish between cyberwar and cyberterror.

b) How can countries use cyberwar attacks?

c) How can terrorists use IT?

A Constantly Changing Threat Environment

17.
In what three broad ways is the threat environment likely to change in the future?
Conclusion

Synopsis

Thought Questions

1.
If an attacker breaks into a corporate database and deletes critical files, against what security goal is this attack aimed?

2.
How can detective countermeasures act as preventive countermeasures? (The answer is not in the text.)

3.
a) If you accidentally find someone’s password and use it to get into a system, is this hacking? Explain.

b) Someone sends you a “game.” When you run it, it logs you into an IRS server. Is this hacking? Explain.

c) Could you be prosecuted for doing this?

d) You have access to your home page on a server. By accident, you discover that if you hit a certain key, you can get into someone else’s files. You spend just a few minutes looking around. Is this hacking? Explain.
4.
Addamark Technologies found that its webservers had been accessed without authorization by an employee of competitor Arcsight.
 Arcsight’s vice president for marketing dismissed the hacking, saying, “It’s simply a screen that asked for a username and password. The employee didn’t feel like he did anything illicit.” The VP went on to say the employee would not be disciplined. Comment on the Arcsight VP’s defense.
5.
The Senate Judiciary Committee in 2004 suspected that two Republican aides took Democratic computer files on strategies for blocking judicial nominations.
 The Senate Sergeant-at-Arms, William Pickle, investigated the case and reported that the two aides had tapped into 4,670 files between 2001 and 2003, most of them in the directories for Democratic staffers. Manuel Miranda, one of the aides identified by Pickle, resigned. Miranda argued that the Democratic messages regarded Democratic collusion with liberal groups and so were illicit activity, making them fair game. Comment on Miranda’s defense.
6.
Give three examples of social engineering not listed in the text.

7.
Why do you think DoS attackers use zombies to attack victims instead of sending attack packets directly to victims? Come up with two reasons.
8.
Why would using a script created by a hacker not give you the experience of expert hacking?
9.
What do you think are the pros and cons of paying off extortionists?
10.
A competitor goes to your public website and discovers that they can get into a directory that you did not know could be reached. There, they find a list of customer and use the list to their advantage. Have they hacked your webserver? What problem may you encounter in suing them for the theft of trade secrets?

Internet Exercise

1.
Look up information on recent rates of attacks. One source is Message Labs (http://www.messagelabs.com). Message Labs has daily information. Another source is Webroot (http://webroot.com); Webroot has periodic reports on attack frequencies.

Project

1.
Look up the PCI-DSS control objectives on the Internet. Give its URL. Which ones did TJX violate? Justify your list.
Perspective Questions

1.
What was the most surprising thing for you in this chapter?

2.
What was the most difficult thing for you in this chapter?[image: image1][image: image2]
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