Chapter 1: The Threat Environment

Corporate Computer and Network Security, 2nd Edition

Raymond R. Panko

Copyright Prentice-Hall, 2010

Student Study Guide

Chapter 1
The Threat Environment:

Attackers and their Attacks
Learning Objectives:
By the end of this chapter, you should be able to:

· Define the term threat environment.

· Use basic security terminology.

· Describe threats from employees and ex-employees.

· Describe threats from malware writers.

· Describe traditional external hackers and their attacks, including break-in processes, social engineering, and denial-of-service attacks.

· Know that criminals have become the dominant attackers today, describe the types of attacks they make, and discuss their methods of cooperation.

· Distinguish between cyberwar and cyberterror.

Learning Suggestions

Special Issues

This chapter is packed with information, but you already know much of it, and the individual concepts are not difficult. There are only three things that tend to puzzle students a little.

· First, they have a difficult time understanding the implications of intentionality and authorization in the definition of hacking. It is important to work through multiple examples. Quite simply, unless you are authorized to use a resource, using it is hacking. You must also intend to use the resource. If you use it accidentally—for instance, if you are taken to a resource by a Trojan horse on your computer, it is not hacking.

· Second, some find the distinction between carding and identity theft difficult. In carding, you use someone’s credit card number fraudulently. In identity theft, you fraudulently pretend to be someone in transactions. Identity fraud tends to result in larger dollar losses than carding and is more difficult to detect.
· Third, there is some confusion about the distinction between viruses and worms. By definition, viruses attach themselves to other programs, while worms are stand-alone program. Both can jump from host to host via e-mail and website downloads. However, some worms can also propagate in another way—by jumping directly from the infected host to a target host that has a specific vulnerability. These directly propagating worms can spread very rapidly because they do not have to wait for gullible users to open attachments or go to a downloader website. While viruses and worms in e-mail attachments and at some websites can be stopped by antivirus software, directly propagating worms can only be stopped by firewalls (and by patching vulnerabilities).
Role in the Book

Chapter 1 looks at the threat environment—the attackers and attacks that corporations face. The remainder of the book follows the traditional plan-protect-respond cycle that corporations use to defend against the threats that this chapter describes.
This book, then, is about defense rather than offense. I know that students like to work with attack software, and I know that some teachers build their courses around attacks. However, attacks change constantly, and knowing how to attack does not teach a student how to defend. Defense is extremely complex, and it needs a whole course.
Flow of Material

· The chapter begins with a definition of the threat environment. It then introduces basic terminology, including confidentiality, integrity, availability, compromises, incidents, breaches, countermeasures, safeguards, and controls.
· The chapter then covers the massive TJX data breach, including the factors that led to it and the consequences the company faced after a massive privacy breach. This is a case study you can really chew on to understand the complexity of compromises.
· Next, the chapter covers threats from employees and ex-employees. This section introduces the importance of internal threats. It specifically covers several attacks, including sabotage, hacking, financial theft, theft of intellectual policy (especially trade secrets), extortion, sexual or racial harassment, computer and Internet abuse, and data loss through lost media.
· The chapter discusses malware, which is a general term for evil software. This includes the usual suspects of viruses and worms and the payloads they carry. It also includes Trojan horses, including remote access Trojans, downloaders, spyware, and rootkits. It ends with discussion of mobile code and social engineering in malware.
· Next come traditional external hackers and their attacks, including break-in processes, social engineering, and denial-of-service attacks.

· The chapter emphasizes that criminals have become the dominant attackers today. Attacks today are about money. The section on career criminals notes that criminal attacks often use international criminal black markets. Criminals engage in fraud (in which the attacker deceives the victim into doing something against the victim’s self-interest), financial theft, the theft of intellectual property, and extortion. The section then discusses stealing private customer and employee data for use in carding (credit card number theft) and identity theft.
· The chapter ends with the nightmare scenarios of cyberwar and cyberterror. Cyberwar, which is waged by national governments, could produce unprecedented damages. In cyberterror, terrorists use IT to attract converts, conduct direct attacks, make physical attacks worse by creating confusion, and engaging in cybercrime to finance their terrorism.
Learning Aids in the Book

The book has a number of features that can help you learn the material.

· Bite-Sized Sections. The chapters are divided into small sections with headings. Teachers tend to hate it, but students usually like it. It allows them to learn individual chunks of information and orients them to where they are in longer discussions.

· Test Your Understanding Questions. After each section or subsection, there are Test Your Understanding questions. As the name suggests, these questions are designed to let you know if you understand the material you have just read. The multiple choice questions and true/false questions are all taken from the Test Your Understanding and End-of-Chapter questions.

· Definitions. Important or difficult ideas are often set off in smaller type with a rule line before and after. Be absolutely sure you absolutely know these concepts, and study them before exams.
· Figures. The figures cover nearly all important concepts in the book and show their interrelationships. If you already know the material fairly well, the figures are great ways to see how the topics fit together. If you can explain the figures, you probably have a good working knowledge of the chapter.

· End of Chapter Questions. The questions at the end of the chapter are designed to have you integrate or really understand what you have learned. If you do them right, you will get real “ah ha” moments.

Studying the Material

Students tend to have several problems with the material in this and other chapters.

· There is a lot of material to master. Mastering it will take a lot of time and effort. In addition, you can’t cherry pick to look for “the important concepts.”

· The most successful students read a section carefully, then stop to do the Test Your Understanding questions after the section. If they have any doubt, they go back over the material. This way, they have mastered the concepts, which later material in the chapter will probably require.

· Some of the material is abstract. The problem with abstract material is that you don’t have a mental framework for understanding it. The solution, painful as it is, is to go over it several times, if possible hours or days apart. Things gradually become clearer as you brain develops a framework. Keep at it until you really understand individual concepts. Hazy notions aren’t enough. Try to come up with examples.

· Some material, such as the creation of digital signatures in Chapter 3, involves a series of steps. Many students have a difficult time with such material. Their eyes glaze over after one or two steps. The key again is to go over it multiple times. Learn the details of each step. Then focus on the overview of how the pieces fit together into a process. Repeat until you have a solid understanding and can explain it to someone else.
· Thought questions require you to understand, integrate, and apply the concepts that you learned in the chapter. Even if you have a solid understanding, thought questions will require you to put things together. Don’t give up if it doesn’t come to you right away. Write down what you know from the question, what you need to find, and what you learned in the chapter. If this seems complicated, it is. It is also what you will be doing for the rest of your life.

· In troubleshooting questions, don’t try to find the answer immediately. Come up with a list of possible causes. Then try to eliminate as many of them as you can by logic. Then figure out how to test the rest. Successful troubleshooters make sure they understand the situation and list many alternatives before they begin to explore one approach to solving the problem. Inexperienced troubleshooters go down one dead-end road after another and take far longer.

· A lot of material consists of comparing and contrasting things that are similar but also different. Learning to master such material is critical in working life. IT people in all job specialties have to choose between several ways to implement a solution, and they cannot even understand problems without understanding similarities and differences between possible attacks. The best way to understand similar but dissimilar concepts is to create boxes comparing and contrasting them. The book has done some of this for you, but don’t try to memorize things. Try to really understand them. The following is a way to think about viruses and worms, for example.

	
	Viruses
	Worms
	Directly Propagating Worms

	Attach themselves to other programs
	Yes
	No
	No

	Can spread via e-mail
	Yes
	Yes
	NA

	Cam propagate directly
	No
	No, in general
	Yes

	Can spread very rapidly
	No
	No
	Yes

	Can be stopped by antivirus programs (at least usually)
	Yes
	Yes
	NA

	Can only be stopped by firewalls and vulnerability patching
	No
	No
	Yes
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