Everyday Traders

Market

Street

Downtown ID1 OTT

SYSTEM DESIGN PROPOSAL FOR AN INTRUDER AND HOLD-UP ALARM
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SYSTEM INCORPORATING REMOTE NOTIFICATION

The following system design proposal is for an Intruder and Hold-Up Alarm System, incorporating Remote Notification, to be installed in compliance with PD 6662:2010 (PD 6662 is the UK implementation of European Standard EN 50131), BS 8243:2010 and NSI Codes of Practice.

A site survey and risk assessment of your property has been carried out in accordance with European Technical Specification TS 50131-7. The risk assessment relates solely to the grading and design of the proposed alarm system and is based upon information and any valuations available at the time of survey. A copy of the risk assessment is attached for your information. As a result the system has been specified and designed as security grade 3, notification option B, which includes a self-powered audible warning device and an alarm transmission system (ATS).

All equipment will be to environmental class II unless otherwise stated.

The system is capable of generating confirmed alarms for the purpose of obtaining Police response. Note that no confirmation will be provided from any activity in the entrance foyer. (See notes on confirmation).

The supervised premises consist of a small, brick built, industrial unit used as a workshop.

Note: Locations (Front, Rear, Left and Right) are given as an observer standing outside, and facing the front of the premises. (See attached schematic).

Circuit 1
Final exit/entry

A surface mounted magnetic door contact to be fitted to the front door. This is designed to initiate an entry timer of 20 seconds to allow the system to be unset using the fob, which is known as a digital key.

Circuit 2
Alarm

A passive infra-red detector, incorporating masking detection technology, capable of providing an area of unobstructed cover of 12 metres by 90 degrees, is to be fitted in the rear right corner of the workshop, opposite the roller shutter, to provide general trap protection to the area.

Circuit 3
Alarm

A passive infra-red/microwave detector, incorporating masking detection technology, capable of providing an area of unobstructed cover of 12 metres by 90 degrees, is to be fitted in the front right corner of the workshop, opposite the roller shutter, to provide general trap protection to the area.

Circuit 4
Alarm

A heavy duty magnetic contact (environmental class III) is to be fitted to the roller shutter in the workshop.

Circuit 5
Alarm

A vibration detector, with a detection radius of 2 metres, is to be fitted to the window frame in the workshop.

Circuit 6
Hold-up

A double push hold-up (personal attack) device is to be fitted next to the keypad in the entrance area. This will be programmed as silent.

Control equipment

The system will be controlled by a XXXXXXX Control Panel, fitted on the rear wall of the workshop.

The control panel will be fitted with a standby battery which will power the system for up 12 hours in the event of a mains power failure.

Operation of the system will be by a Proximity Reader/Keypad, located adjacent to the front door.

Unsetting
The system will be unset by means of a digital key (for example swipe card, proximity device, fob) once the entry door has been opened (BS 8243: 6.4.5). See attached notes.

Notification
The system will notify alarm conditions to XXXXXXX Ltd, Alarm Receiving Centre, via the XXXXXX (specify type of ATS being used), located adjacent to the control equipment. See attached notes.

The ARC will contact the keyholders when the following signals are received:-

Unconfirmed and confirmed alarm, hold-up alarm, tamper and fault condition, mains fail, ATS fail and detector inhibited on system reinstatement.

A self-powered audible warning device, XXXXXXX (environmental class IV), is to be fitted

externally, high up on the rear wall. This device is designed to cut-out after 15 minutes.

Certification

Upon completion of the installation an NSI Certificate of Compliance will be issued. Intervention 
The system is designed to expect police response in the event of a confirmed intruder alarm

condition, or a hold-up alarm condition, otherwise response will be keyholder only. Maintenance
Preventative maintenance and corrective maintenance will be provided in accordance with the requirements of DD 263:2010, TS 50131-7 and the terms and conditions of our maintenance contract. Preventative maintenance will consist of 2 site visits (or alternatively 1 site visit and 1 remote system check) at six-monthly intervals.

Should you require any help or assistance during normal office hours, please contact us on 010XX 100100. For emergency repairs out of hours please call 070XX 700700.

Connection to the mains power supply

You are required to arrange for an unswitched fused spur to be fitted in the agreed position on the rear wall (see attached diagram), and to provide a certificate of testing for our records.


Note to installers. The items shown in italics are for advice/information only and are not expected to appear on the final document.

SPECIFICATION NOTES FOR THE INSTALLATION OF AN INTRUDER ALARM SYSTEM

DESIGNED TO GENERATE A SEQUENTIALLY CONFIRMED ALARM INSTALLED IN COMPLIANCE WITH PD 6662:2010 and BS 8243:2010

INTRUDER ALARM CONFIRMATION

In order to be eligible for a URN for police response, the current ACPO policy requires all new alarm installations to be capable of providing confirmation of the intruder alarm condition.

A sequentially confirmed intruder alarm is one which results from the activation of two or more independent detectors. These must be configured so that activation means there is a high probability that a genuine intrusion or attempted intrusion has occurred. The second activation must occur within a fixed period of the first event, known as confirmation time.

Confirmation time for this system will be XX (Min 30, Max 60) minutes.

Activation of a single detector will generate an unconfirmed alarm and at this stage only the keyholders will be informed.

Activation of a second independent detector, within the confirmation time, will generate a sequentially confirmed intruder alarm and both the Police and keyholders will be informed.

Keyholders should be advised to exercise caution, on arrival at the premises, in case unauthorised person(s) are on the premises, a confirmed signal having possibly been generated while they were travelling to site.

(Note: Some companies are now using the strobe indication on the audible warning device to indicate a confirmed alarm as a visual signal to keyholders).

If a second activation does not occur within the confirmation time, the system will reinstate itself.

If a detector is in alarm at the time of reinstatement, this detector will be inhibited to prevent a further alarm being generated. A signal will be sent to the Alarm Receiving Centre to indicate that detector inhibition has occurred, and a keyholder will be informed. The action to be taken by the keyholder may need to be discussed with the customer’s Insurance Company as it may not be acceptable to them for a detector to be left inhibited.

Should a further activation occur after reinstatement, this will generate a further unconfirmed intruder alarm, requiring a further independent activation within the confirmation time to generate a confirmed intruder alarm.

Note: If the design is such that ability to generate confirmed intruder alarm signals is not available throughout the whole of the supervised premises, then the area(s) capable of generating a confirmed intruder signal should be clearly identified in the system design proposal and the as-fitted document.

UNSETTING THE ALARM

When an Intruder Alarm System is being unset the Police have, historically, been called to a high incidence of false alarms. In view of this, additional safeguards are now required for some of the unsetting options. (Note: One method, only, of unsetting the system must be chosen.)


1.
The system will be unset by use of a mechanical lock connected to the alarm system (BS

8243: 6.4.2).

The action of operating the lock will cause the system to unset.


2.
The system will be unset by use of a electronic lock connected to the alarm system (BS

8243: 6.4.2).

The action of releasing the electronic lock will cause the system to unset. (See note 1)


3.
The system will be unset by means of a card reader*/radio fob* which will allow the door to

be unlocked (BS 8243: 6.4.2). (* select as appropriate)

The action of unsetting the system will cause or permit the door to be unlocked. (See note 1)


4.
The system will be unset by means of a user code in conjunction with the use of a

mechanical lock to inhibit confirmation (BS 8243: 6.4.3).

Unlocking the entry door will inhibit all means of confirmation. Opening the entry door

will start the entry timer and the system can then be unset by means of the user code.


5.
The system will be unset by means of a user code in conjunction with the use of an

electronic lock to inhibit confirmation (BS 8243: 6.4.3)

Unlocking the entry door will inhibit all means of confirmation. Opening the entry door will start the entry timer and the system can then be unset by means of the user code. (See note 1)


6.
The system will be unset by means of a user code in conjunction with the use of an

electronic lock to inhibit confirmation (BS 8243: 6.4.3).

The user will inhibit all means of confirmation by use of a card reader*/radio fob*. This will cause the lock to operate and opening the entry door will start the entry timer. The system can then be unset by means of the user code, etc. (See note 1)

(* select as appropriate)

Note 1: (Additional notes for paras 2, 3, 5 & 6)

a) The electronic lock will have a back-up power supply which will keep the lock secure for 4 hours in the event of a power failure.

b) There will be a ‘glass break’ unit fitted, internally close to the exit door, to enable emergency exit in the event of a failure of the electronic lock. The ‘glass break’ unit will not be visible or accessible from outside the supervised premises.

c) In the event of a failure of the electronic lock, whilst the system is set, it has been agreed that the customer will supply and fit an additional 5 lever mechanical lock to maintain the physical security of the supervised premises.


7.
The system will be unset by means of a user code following the opening of the entry door

(BS 8243: 6.4.4).

Opening the entry door will disable all means of confirmation and will start the entry timer. Unsetting is completed by means of the user code.

“IMPORTANT

Your attention is drawn to the fact that by allowing this method of unsetting, if an intruder succeeds in forcing the initial entry door, the police will not be called, regardless of the intruder’s further progress through the supervised premises. This method of unsetting the intruder alarm might be unacceptable to your insurers.”

8. Completion of unsetting will be achieved using a digital key (swipe card, proximity device,
fob, etc) after the entry door has been opened (BS 8243: 6.4.5).

Opening the entry door starts the entry timer and confirmed alarms will not be possible during the entry time. The system is then unset by means of the digital key (portable device). However, confirmed alarms are possible if the entry timer expires. (See note 2)

If an alarm condition occurs off the entry route during the entry time the alarm is indicated and a 30 second timer starts. If the system is not unset, a confirmed alarm will occur when both the entry time and the 30 second timer expire.

9. The system will be unset by means of a digital key (swipe card, proximity device, etc) from
outside the supervised premises. (BS 8243: 6.4.5)

Operation/presentation of the digital key will cause the system to be unset prior to the entry door being opened. Should the system fail to unset, for any reason, the entry timer will start when the entry door is opened. Unsetting is then completed by means of a digital key. (See note 2)

If an alarm condition occurs off the entry route during the entry time the alarm is indicated and a 30 second timer starts. If the system is not unset, a confirmed alarm will occur when both the entry time and the 30 second timer expire.

Note 2: (Additional notes for paras. 8 & 9)

a) If the digital key fails to unset the system, it will be possible to complete the unsetting
by means of a user code, but only after the entry time has expired. This action should only be used as an exception and evidence of repeated use of the code to unset may affect both police response and your insurance.

b) Users should exercise care when using the method of unsetting described in BS 8243:
6.4.5 as it is possible to generate false confirmed intruder alarms, which will in turn lead to a waste of police time and possible loss of police response.

NOTIFICATION
Only enter the detail for the notification option selected for the particular installation to avoid confusion for the customer.

If a fault develops on the telephone line or it is disabled (possibly by being cut or blocked with an incoming call), no further information will be sent. The ARC will monitor the system for a test call/communication every XX (Insert the agreed time. See ATS requirement for grade of system) hours, This will be charged at the YYYY call rate. If a test communication is not received within the required time frame the keyholders will be notified. (See note 3)

2. Classic Redcare will transmit alarm information to an Alarm Receiving Centre.

The condition of the telephone line is continually monitored and any fault which prevents alarm signals being sent is reported to the Alarm Receiving Centre as an Alarm Transmission System (ATS) failure and the keyholders will be informed.

3. DualCom and Redcare/GSM will transmit alarm information to an Alarm Receiving Centre and have the use of two transmission paths, normally a telephone landline and a Cellular Telephony / Radio channel.

Failure of a single path is reported to the Alarm Receiving Centre as an ATS path fail, with the second path still being available to transmit alarm information.

Failure of both paths, within 96 hours, will result in the Alarm Receiving Centre contacting the emergency services.

Note 3: (Additional notes for paras. Signalling 1 & 2)

For BS 8243:2010, when single path signalling is used then the following note must be added to the specification in bold.

“IMPORTANT

Your attention is drawn to the fact that failure or compromise of single path signalling cannot be passed to the police. While the failure persists, subsequent alarms cannot be signalled to the alarm receiving centre and passed to the police.”

NOTES:-

1. Digital Communicators and DualCom may not be able to operate using the telephone lines of certain telecommunications companies. You should confirm the correct company(s) with your alarm system installer/maintainer.

2. Redcare will only operate over a BT line so you should advise your alarm system installer/maintainer if you wish to change your telecommunications company.

3. It is also recommended that the line used for Redcare is not used with fax machines, other modems, credit card terminals, or other similar data transmission devices as these may interfere with the Redcare signals, without the provision of additional equipment, available through your alarm system installer/maintainer.

NOTE: There are other means/providers of communications systems and the fact that these have not been detailed above does not imply any recommendation or otherwise of the above by NSI. You should identify any associated information and produce the relevant information as appropriate.
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1.	A digital communicator will transmit alarm information to an Alarm Receiving Centre. (See note


3)








