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 Key Points
The key points in this chapter include:

1.
When a court can exercise jurisdiction over a party who does business over the Internet.

2.
Limits on government restrictions of Web site access and content.

3.
Laws that apply to crimes and torts in cyberspace.

4.
The legal protection for intellectual property in digital form.  

5.
The legal framework for doing business in cyberspace.  




Chapter 9

Cyberlaw and 

E-Commerce

What this Chapter Is About


How the law deals with cyberspace, the Internet, and the World Wide Web is the focus of this chapter.  The most distinguishing feature of the new technology is that geographical, physical, and political boundaries are not limiting factors.  This affects how the law applies.  Currently, there are more questions than answers.

Chapter Outline

I.
The Courts

A.
Changes in Practices and Procedures

To save time, storage space, etc., courts are switching from paper to electronic document filing, using the Internet, electronic mail (e-mail) systems, and computer disks.  The future may see the use of virtual courtrooms, in which proceedings take place only on the Internet.

B.
Jurisdiction in Cyberspace

Whether a court can compel the appearance of a party outside the physical limits of the court’s jurisdiction depends on the amount of business the party transacts over the Internet with parties within the court’s jurisdiction.

II.
the constitution

Most tech-related constitutional issues involve regulations of speech.  Challenges are often based on the commerce clause or the First Amendment (which limits the government’s power to censor speech) (see Chapter 4).

A.
Encryption Codes


Encryption code is used in software to scramble data so that it is virtually unreadable except to those with the decryption code.  Regulations of the code have been challenged as violations of the First Amendment, but courts do not always consider encryption code to be “speech.”

B.
The Contents of Web Sites


Content restrictions are generally held to violate the First Amendment, but even legal restrictions are almost impossible to enforce in cyberspace (in part because the Internet crosses all jurisdictions).

C.
Access to Web Sites


The use of filters by government employers, public schools, and public libraries may be held to violate the First Amendment.

III.
cyber crimes

Investigation and prosecution of cyber crimes are sometimes hampered by jurisdictional issues and the anonymous nature of technology.

A.
Cyber Stalking


Harassing a person in cyberspace (such as via e-mail).  Prohibited by federal law and by about half the states.  Some states require a “credible threat” that puts the person in reasonable fear for his or her safety or the safety of the person’s family.

B.
Cyber Theft


Accessing a computer online, without authority, to obtain classified, restricted, or protected data, or attempting to do so.  Prohibited by the National Information Infrastructure Protection Act of 1996.  Penalties include fines and imprisonment for up to twenty years (and civil suits).
C.
Cyber Terrorism


Exploiting computers for such serious impacts as the exploding of a “bomb” to shut down a central computer. Federal Intrusion Detection Network (FIDNET) is intended to protect the nation’s data system from terrorists through an extensive computer monitoring system
IV.
cyber torts

A.
Defamation Online


Under the Communications Decency Act of 1996, Internet service providers (ISPs) are not liable for the defamatory remarks of those who use their services.   (Defamation is discussed in Chapter 5.)

B.
Spam


Spam is junk e-mail.  The First Amendment limits what the government can do to restrict it, but its sending may constitute trespass to personal property.
V.
virtual property

Too much legal protection of virtual property (intellectual property in cyberspace) impairs the fair use of data; too little reduces its availability.

A.
Cyber Marks


Some questions concerning cyber marks (trademarks in cyberspace) relate to Web site links and frames (see Chapter 7).

1.
Domain Names


The Internet Corporation for Assigned Names and Numbers (ICANN) oversees the Internet domain name system. A Uniform Domain Name Dispute Resolution Policy sets out a procedure for a complaint about the impact of a domain name on a trademark.
2.
Meta Tags


Words in a Web site’s key-word field that determine the site’s appearance in search engine results.  Using others’ marks as tags without permission may constitute infringement.

3.
Dilution


Using a mark, without permission, in a way that diminishes its distinctive quality.  Tech-related cases have concerned the use of marks as domain names and spamming under another’s logo.

4.
Licensing


Permitting the use of a mark for certain purposes.  Use for other purposes is a breach of the license agreement.

B.
Patents Online


The number of software patents is increasing rapidly.  (Patent data is available online.)  Software developers should—

1.
Obtain Licenses for Products


When using others’ software to create new products.

2.
Issue Licenses for Products 


To prevent patent infringement.

3.
Reveal Products in Development


To prevent others working on the same products from obtaining a patent.

C.
Copyrights in Digital Information


Copyright law is important in cyberspace in part because the nature of the Internet means that data is “copied” before being transferred online.
1.
Copyright Act of 1976 


Copyright law requires the copyright holder’s permission to sell a “copy” of a work.  For these purposes, loading a file or program into a computer’s random access memory (RAM) is the making of a “copy.”

2.
World Intellectual Property Organization (WIPO) Copyright Treaty

Enacted in 1996.  Strengthens some rights for copyright owners in cyberspace, but does not make clear what, under international law, constitutes the making of a “copy” in electronic form.

3.
Digital Millennium Copyright Act of 1998

Imposes penalties on anyone who circumvents encryption software or other technological anti-piracy protection.  Also prohibits the manufacture, import, sale, or distribution of devices or services for circumvention.  ISP s are not liable for their customers’ violations.

D.
Trade Secrets in Cyberspace


The nature of technology (especially e-mail) undercuts a firm’s ability to protect its confidential information, including trade secrets (see Chapter 7).

VI.
E-Commerce

A.
Contracting in Cyberspace


How should the law adapt to reflect practices regarding Web site click-on agreements, software licenses, e-data interchange, and online sales?
1.
Uniform Computer Information Transactions Act (UCITA)


Our economy is centered on information products and services.  UCITA provides uniform legal rules for this context.  It parallels UCC Article 2, with additional provisions to cover new tech-related circumstances.

2.
Uniform Electronic Transactions Act


Supports the enforcement of e-contracts and the validity of electronic signatures.

3.
International Steps


The United Nations Commission on International Trade Law (UNCITRAL) issued a model law for e-contracts. The International Chamber of Commerce issued model e-commerce guidelines.

B.
E-Money

Alternatives to traditional means of payment include prepaid funds recorded on a consumer’s personal computer or on a card.

1.
Card-Based E-Money


A balance of funds may be recorded on a magnetic stripe on a card, which is debited by a computer terminal with each use, or a microprocessor chip may be embedded on a “smart” card.  A smart card may function as a credit card, a debit card, a stored value card, and a personal information card.
2.
Payment Information: Privacy and Security


It is not clear what law applies. Federal law prohibiting unauthorized access to e-communications might apply. Financial institutions are being encouraged to create a plan of self-regulation.

C.
Marketing on the Internet

How can the law be applied against fraud, deception, and misleading information without stifling the potential of the Internet?
1.
Consumer Data


Data about users can be gathered (and sold) without their permission or knowledge.  Some see this as an invasion of privacy.

2.
Web Site Content

To avoid possible penalties and suits, Web site content must be current.

3.
Cyber Fraud

Most state and federal laws that apply to unfair and deceptive acts also apply to cyber fraud.  Prosecution is complicated by the nature of technology, and questions of jurisdiction and other legal issues.

True-False Questions
(Answers at the Back of the Book)

___
1.
A court cannot compel the appearance of a party outside the physical limits of the court’s jurisdiction.

___
2.
Courts always consider encryption code to be “speech.”
___
3.
Courts generally hold that Web-site content restrictions violate the First Amendment.

___
4.
Cyber stalking is not a crime.

___
5.
Internet service providers are not normally liable for the defamatory remarks of those who use their services.

___
6.
There is no limit on what the government can do to restrict spam.

___
7.
Using another’s trademark as a meta tag without permission may constitute trademark infringement.

___
8.
Loading a file or program into a computer’s random access memory (RAM) is the making of a “copy” for purposes of international law.

___
9.
Federal law specifically protects e-money payment information.

___
10.
Most laws that apply to unfair and deceptive acts also apply to cyber fraud.

Fill-in Questions 

(Answers at the Back of the Book)


Using others’ marks as meta tags, without permission, violates __________________ (copyright/patent/trademark/no) law.  Using a mark, without permission, in a way that diminishes its distinctive quality is a violation of _________________ (copyright/patent/trademark/no) law.  “Liberating” another’s patented product by incorporating it, without permission, into a newer, better product is a violation of _________________________ (copyright/patent/trademark/no) law. Circumventing encryption software is, with some exceptions, a violation of __________________ (copyright/patent/trademark/no) law. 

Multiple-Choice Questions 

(Answers at the Back of the Book)

___
1.
Bob, who lives in Texas, advertises his business on the Web.  Bob’s page receives hundreds of “hits” by residents of Ohio.  If a resident of Ohio files a suit against Bob in an Ohio state court, the court can compel Bob to appear, under the “sliding scale” test, if

a.
Bob conducted substantial business with Ohio residents at his Web site.

b.
there was any interactivity with any Ohio resident at Bob’s Web site.

c.
Bob’s Web site was only a passive ad.

d.
any of the above.

___
2.
Adams County Library wants to prevent children from viewing, on its public access computers, obscene materials available on the Internet.  To reach this goal, under the First Amendment, Adams can use any means

a.
available.

b.
broadly capable of attaining the objective.

c.
narrowly drawn to achieve the end.

d.
specifically aimed at particular Web sites.

___
3.
Internet Services, Inc. (ISI), is an Internet service provider.  ISI does not create, but disseminates, a defamatory statement by Jill, its customer, about Ron.  Liability for the remark may be imposed on

a.
both ISI and Jill.

b.
either ISI or Jill, but not both.

c.
ISI only.

d.
Jill only.

___
4.
Online Services Company (OSC) is an Internet service provider.  Ads Unlimited, Inc., transmits unsolicited e-mail (spam) to OSC’s customers, some of whom then cancel OSC’s services.  Ads Unlimited is liable for

a.
cyber fraud.

b.
cyber terrorism.

c.
trespass in a public forum.

d.
trespass to personal property.

___
5.
Regional Sales, Inc., is named Small Business of the Year (SBY) by Business Enterprises, Inc. (BEI).  SBY is a BEI trademark.  Regional Sales uses SBY as a tag for its Web site.  This is

a.
cyber theft.

b.
fair use of another’s trademark.

c.
trademark infringement.

d.
trespass to personal property.

___
6.
Data View Corporation (DVC) licenses to Datavista Company the use of DVC’s trademark for the sole purpose of including it in Datavista’s domain name.  Datavista redesigns its Web site to resemble DVC’s site.  This is

a.
a legal, sincere form of flattery.

b.
within the terms of the licensing agreement.

c.
a violation of the licensing agreement.

d.
none of the above.

___
7.
International Media, Inc. (IMI), publishes U.S. Opinion magazine, which contains an article by Carl.  Without Carl’s permission, IMI puts Carl’s article into an online database.  This is 

a.
copyright infringement.

b.
patent infringement.

c.
trademark infringement.

d.
none of the above.

___
8.
One World, Inc., an ISP, collects data about its members and without their knowledge or consent sells it to advertisers.  One World may be liable for

a.
cyber theft.

b.
misrepresentation.

c.
trespass to personal property.

d.
violation of a licensing agreement.

___
9.
Ace Manufacturing Corporation orders from E-One Products Company goods that E-One offers for sale on the Web.  Ace pays for the goods, but E-One does not deliver.  This is 

a.
cyber fraud.

b.
trespass to personal property.

c.
violation of a licensing agreement.

d.
none of the above.

___
10.
John advertises his consulting service with false testimonials that purport to be from satisfied clients.  These testimonials are sent to members of Internet newsgroups.  This is

a.
cyber fraud.

b.
trespass to personal property.

c.
violation of a licensing agreement.

d.
none of the above.

Short Essay Questions
1.
What permits a court to exercise jurisdiction based on contacts over the Internet?

2.
Why is copyright the most important form of intellectual property protection on the Internet?  What is the protection for copyrighted works online?

Issue Spotters 

(Answers at the Back of the Book)
1.
Mary, who lives in Illinois, advertises her business on the Web.  The Web page is a passive ad that includes a toll-free phone number.  Nick, a resident of Utah, files a suit against Mary in a Utah state court.  Can the court compel Mary to appear based on her ad on the Web?

2.
Digital Products, Inc., markets encryption software in the United States.  Can Digital Products sell this software in Europe?  If not, why not?

3.
Ben downloads consumer credit files over the Internet from a computer of Ace Credit Agency, without Ace’s permission.  Ben sells the data to Paula.  Has Ben committed a crime?  If so, what are the penalties?

4.
Eagle Corporation begins marketing financial software in 1990 and owns the mark “Eagle.”  In 1992, Eagle.com, Inc., a different company selling different products, begins to use “eagle.com” as part of its URL and registers it as a domain name.  Can Eagle block this use of “eagle”?  If so, what must the company prove to do so?

5.
Alpha Applications, Inc., develops software applications code.  Under an agreement, Alpha gives the code to Beta Products, Inc., for the sole purpose of incorporating parts of it in Beta’s new operating system (OS) software.  Beta alters the code so that, as incorporated in Beta’s OS, it will run only with Beta’s software products.  Is this a violation of the agreement between Alpha and Beta?

 Special Information for CPA Candidates


The material in this chapter has not traditionally been part of the CPA examination.


When studying for the CPA exam, many students integrate their review of business law topics with their review of other topics that make up distinct subject matter on the exam.  For example, when reviewing the law behind business organizations, it can be most helpful to review the accounting and reporting details behind businesses’ financial statements.  Which topics to integrate and how much time to spend on each depends in part on each student’s knowledge and understanding of the individual topics, as well as the emphasis that should be placed on a topic because of its importance for the exam.

Cumulative Hypothetical Problem

for Unit One—Including Chapters 1–9 

(Answers at the Back of the Book)


Computer Data, Inc. (CDI), incorporated and based in California, signs a contract with Digital Products Corporation (DPC), incorporated and based in Arizona, to make and sell customized software for DPC to, in turn, sell to its clients.
___
1.
To protect the rights that CDI has in the software it produces, CDI’s best protection is offered by
a.
constitutional law.

b.
criminal law.

c.
intellectual property law.

d.
tort law.

___
2.
CDI ships defective software to DPC, which sells it to a customer, Eagle Distribution Corporation. The defective software causes losses that Eagle estimates at $100,000. With respect to Eagle, CDI has likely violated
a.
constitutional law.

b.
criminal law.

c.
intellectual property law.

d.
tort law.

___
3.
In the previous question, DPC’s customer Eagle is located in Tennessee. Eagle could file a suit against DPC in
a.
Arizona only.

b.
Tennessee only.

c.
a federal court only.

d.
Arizona, Tennessee, or a federal court.

___
4.
DPC’s officers order some employees to access CDI’s computers online to obtain its data without CDI’s permission.  This is
a.
cyber fraud.

b.
cyber theft.

c.
cyber trespass.

d.
none of the above.

___
5.
During an investigation into DPC’s activities, some of its officers are suspected of having committed crimes.  As a corporation, DPC can
a.
be fined or denied certain privileges if it is held criminally liable.

b.
be imprisoned if it is held criminally liable.

c.
be fined, denied privileges, or imprisoned if it is held criminally liable.

d.
not be found to be criminally liable.
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