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abstract

This article presents an overview of the SecurePhone project, with an account of the first results obtained. SecurePhone’s primary aim is to realise a mobile phone prototype - the “SecurePhone” - in which biometrical authentication enables users to deal secure, dependable transactions over a mobile network.  The SecurePhone is based on a commercial PDA-phone, supplemented with specific software modules and a customised SIM card. It integrates in a single environment a number of advanced features: access to cryptographic keys through strong multimodal biometric authentication; appending and verification of digital signatures; real-time exchange and interactive modification of (e-signed) documents and voice recordings. SecurePhone’s “biometric recogniser” is based on original research. A fused combination of three different biometric methods - speaker, face and handwritten signature verification - is exploited, with no need for dedicated hardware components. The adoption of non-intrusive, psychologically neutral biometric techniques is expected to mitigate rejection problems that often inhibit the social use of biometrics, and speed up the spread of e-signature technology. Successful biometric authentication grants access to SecurePhone’s built-in e-signature services through a user-friendly interface. Special emphasis is accorded to the definition of a trustworthy security chain model covering all aspects of system operation.

The SecurePhone is expected to boost m-commerce and open new scenarios for m-business and m-work, by changing the way people interact and by improving trust and confidence in information technologies, often considered intimidating and difficult to use. Exploitation plans will also explore other application domains (physical and logical access control, securised mobile communications).
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1. introduction

Electronic transactions across local, wide area and global networks are emerging as the future way of doing business. Trust in this way of doing business is essential for its success and continued development. It is therefore important that  organisations and individuals have suitable security controls and mechanisms in place to protect their transactions and to ensure trust and confidence with their business partners. 

Electronic business applications – e.g in the sectors of e-commerce, e-government, e-health - have been traditionally relying on the use of desktop computers interconnected through wired networks. Mobile devices are now seriously challenging the dominance of PCs in this area, since they provide users with the ability to stay connected wherever they are located, both indoors – by using WiFi and Bluetooth wireless technology – and outdoors – via GPRS/UMTS mobile networks. Unlike “personal” computers, which are often used collectively in organizations, households, and public places, mobile devices are most often genuinely personal, easier to use and much less expensive than PCs. For these reasons, the use of mobile devices has been increasing continuously over the last years. The penetration of mobile phones, for example, has reached a percentage of population in Western Europe which is about twice as high as the number of people using “wired” Internet. 
An immediate consequence of the wider and wider availability of cheaper and cheaper yet more and more powerful mobile appliances is that the critical mass for doing profitable electronic commerce has eventually been reached. The reason why mobile e-transactions have not yet taken off fully is mainly because of security worries. It is a fact that present wireless environments are not completely safe. No mobile network operator can guarantee that confidential information (such as credit card numbers, personal financial data, trade secrets or business documents) can be transmitted over the air in a secure way. Likewise, it is often not possible to reliably verify a user’s identity, due to the absence of trustworthy strong authentication procedures. In other words, trust has to be built into the wireless environments as well. Security and dependability are essential prerequisites for the spreading of mobile e-business (m-business) applications, especially where legal aspects play an essential role. In order to be safely usable for doing m-business, mobile infrastructures should provide the following four major security services:

· Authentication (verification) - Ascertaining that a user actually is the one he/she claims to be. In dealing mobile e-transactions, it must be possible to verify the user’s identity remotely.

· Confidentiality (privacy) – Ensuring that no one other than the expected parties are able to follow an ongoing dialogue or transaction.

· Non-repudiation (signing) – Assuring the origin and/or issuance of a transaction or action.  For mobile users contracting “over the air” it is crucially important to have the capability of creating statements that: a) state the digital identities of the contracting parties, the time and the details of the agreement; b) can be verified as authentic at a later stage.

· Integrity (sealing) – Ensuring that the data to be exchanged cannot be altered during transmission or otherwise changed after the digital agreement has been signed.

It is widely believed that a combination of Public Key Infrastructure (PKI) technology and biometrics can play a key role to unleashing the potential of the market for mobile trustable applications, by protecting information and providing trust in electronic business.

In this article we present an original solution, developed in the context of the SecurePhone project, which promises to remove some of the technical and psychological obstacles that still impede the spread of m-business applications in everyday life. SecurePhone is an international project co-funded by the European Commission, which started in 2004 and involves industrial and academic partners from France, Germany, Italy, Spain and the UK. The project aims at ensuring a level of security that is sufficient for dealing legally valid electronic transactions over mobile networks. This is obtained by realising an innovative prototypal mobile phone platform - the “SecurePhone” – with unprecedented characteristics. The SecurePhone gives users the possibility to authenticate by means of a multimodal “biometric recogniser”, exchange, modify in real time and finally e-sign and securely transmit audio and/or text files.

In section 2 we describe SecurePhone’s main objectives and system architecture. Section 3 briefly presents the biometric recogniser and the method used for score fusion. Section 4 reports project’s preliminary results – final results are expected by the end of the project in July 2006. In section 5 we present some ideas for future developments. Conclusions are given in section 6.

2. Securephone’s objectives and system architecture
The ultimate goal of the SecurePhone project is to enable biometrically authenticated users to deal e-contracts “over the air” in an easy yet highly dependable and secure way by using a specific mobile appliance, the SecurePhone. In order to attain this goal, a prototype of the SecurePhone has been designed and realised. In the following we describe in detail the SecurePhone’s functional specifications, the corresponding requirements in terms of hardware and the software architecture of the system prototype.
1.1. Functional specifications

1.1.1. SecurePhone service model and operation modes
Two main service models for SecurePhone have been identified, that correspond respectively to the so called “Person-to-Person” (P2P) and “Person-to-Business” (P2B) operation modes. In both models, it is assumed that the private key of the SecurePhone’s owner - needed for e-signature and other cryptographic tasks - is safely placed onto the SecurePhone’s SIM card, which, beside supporting normal telephonic services, also provides the possibility of tamper-proof data storage.
In P2P operation mode, the SecurePhone is used to directly exchange a digital document – the e-contract – between two end-users The overall process is aimed at the acceptance of certain contractual conditions proposed by one of the two users (“proposer”) to the other (“endorser”). Acceptance is evidenced by the endorser appending his/her electronic signature to the version of the e-contract that the two users have agreed upon. A typical case of use is described in the following:
· during a phone call, the two end-users agree on drawing a distance contract by setting up a mobile e-transaction;
· the proposer sends to the endorser the e-contract - either a text or a digital audio file;
· the e-contract – at least in the case of a text file - is modified and transmitted back and forth between the two users as many times as needed to reach a formal agreement on its contents;
· in order to finalise the mobile e-transaction, the endorser is requested to eventually e-sign the e-contract and send it to the proposer as an evidence of formal acceptance of the contract terms. Depending on the contract type, the proposer could also be requested to e-sign the e-contract;
· just before as the e-signature procedure is initiated, the host application running on the PDA asks the user to pass an authentication challenge, in order to “unlock” the private key located into the SIM card and get access to built-in cryptographic services. 
In P2B operation mode, the SecurePhone is used by a single user as a client appliance to access some business service provider over a private or public network. In a typical use case, in order to give access to on-line services, the service provider requires the setting up of a TLS/SSL connection with so called “strong client authentication”. In a different scenario, the user is required to electronically sign some web-based forms, as evidence of agreement on the terms of some contract or transaction. In both cases, the client application running on the SecurePhone – typically a web browser – needs to access the user’s private key stored on the SIM card, thus triggering the authentication process with the same modalities as in the P2P case. Though very promising in terms of exploitation, this service model deviates considerably from SecurePhone’s original concept. For this reason the P2B operation mode, has not been implemented in the SecurePhone prototype.
1.1.2. Authentication

In order to access the private key, securely stored onto the SIM card, the user – more precisely, the host application that requires e-signature services - needs to pass an authentication challenge. In normal practice, authentication is done by inputting a password or, more frequently, a PIN. This authentication modality has obvious drawbacks and is universally considered too weak for critical applications such as those implied in mobile e-commerce, where the appliance used for e-signing can easily be lost or stolen.

In order to strengthen the user authentication procedure – and, indirectly, increase the user’s trust in the system – the most favoured approach is to use multi-factor authentication, that is a combination of 2 or 3 of the following factors:

· What-you-know (WYK): a PIN that only the user knows;
· What-you-have (WYH): some token that only the user has got;
· What-you-are (WYA): biological or personality characteristics of the user.
The specific approach that has been followed in SecurePhone
 is to use a particularly reliable WYA factor
 (multimodal biometric identity verification).
1.1.3. Biometric verification architecture
Biometrics identity verification can be implemented by adopting different architectures [1], namely:

· Match-on-Card (MoC): verification is performed by an applet running on the SIM card. This scheme implies Template-on-Card (ToC), i.e. the reference biometric templates must also be stored on the SIM card.

· Match-on-Host (MoH): verification is performed by a trusted application running on the host (the PDA, in our case). ToC is also usually implied in this scheme, for privacy reasons.

· Match-on-Server (MoS ): verification is performed by an application running on an on-line Trusted Third Party (TTP) server. In this scheme, Template-on-Server (ToS) is usually implied, i.e. the reference biometric templates must also be stored on the TTP server.

The choice among one of these alternative solutions influences – and, conversely, is influenced - by service design. MoC and MoH are better suited to the P2P model. MoS, on the other hand, fits well in a classical P2B service model, where it could even enable, at least in principle, to exploit multimodal biometric verification for the design of new e-commerce services. For example, the score of a user’s biometric authentication could be transmitted by the TTP server to the e-commerce server and used by the latter to define a client’s allowed ceiling for e-transactions during that session. 
After a careful balance of advantages and drawbacks, the decision was taken to adopt MoC as the SecurePhone’s primary biometric identity verification architecture, because of the high levels of security and privacy that it permits to attain - at least on theoretical grounds. MoH was also implemented as a testbed for the assessment of MoC verification results. The MoS model was discarded because it deviates strongly from SecurePhone original concept and because of privacy considerations, which present arguments against the use of central servers for the storage of sensitive data like biometric templates. Furthermore, MoS does not seem to ensure adequate security levels for the purposes of the SecurePhone project, if not at the cost of implementing a complex network architecture exploiting cryptographic technology for securing the communications between the various entities involved.

1.2. Hardware requirements
In terms of hardware, the choice has been made to use a commercial “off-the-shelf” mobile phone without any particular add-ons. The rationale behind this choice was twofold: provide mobile network operators with a “light” solution that can be offered as an additional service on a subscription basis and keep deployment costs to a minimum. Since the original idea was to provide users with a means for exchanging and e-signing data directly during a phone call - i.e. concurrently with voice transmission – the search for the best candidate was focused initially on 3G-enabled UMTS mobile phones. As a mandatory requirement, the phone must be equipped with a camera – possibly in the front - for the recording of (simultaneous audio and) video samples, and a touch screen for the acquisition of user’s handwritten signature. The obvious need for a stylus-operated touch screen restricted the search to the category of so called UMTS “PDA-phones”, that is Personal Digital Assistant devices with integrated UMTS support. At the moment of selecting the most suitable platform for system development – early 2004 – no appliances were available on the market that fulfilled all SecurePhone original requirements. In particular, all examined UMTS PDA-phones were characterized by “closed” operating systems and did not provide sufficient support for the implementation of the software modules needed for biometric authentication and electronic signature. Thus it was decided to use a GSM/GPRS PDA-phone for the purposes of prototype development. Since GPRS technology does not enable the simultaneous transmission of voice and data during a single session, some limitations descended in terms of service design from this forced decision.

The PDA-phone eventually chosen for the project is the Qtek 2020 - also known as O2 Xda II, SPV M1000 and under many other different names depending on the commercial brand - manufactured by the Taiwanese company HTC under the generic nickname of “Himalaya” (see Figure 1). The main features of the Qtek 2020 are reported in Table 1.
Although the SecurePhone is in all respect a normal PDA-phone, the SIM card that it uses is special, since it must provide built-in support for symmetric and asymmetric cryptography and enough storage space for the necessities of MoC biometric authentication. The SIM card selected for the project is the GemXplore 3G v2.2 128K PK, a GSM-compatible, PKI Java card with 128 KB RAM, providing support for RSA and ECC crypto-algorithms (see Figure 1).
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	OS

Windows Mobile 2003

CPU

400MHz XScale

ROM

64MB

RAM

128MB

Screen

3.5", 240x320, 65536 colours, transflective

Talk Time

3.5Hrs

Usage time

15Hrs

Standby time

180Hrs

Dimensions

70x130x19mm (W x L x D)

Video camera

On the rear - 640x480 - 15 fps

Band

Tri (900/1800/1900)

GPRS

Class 10 (4r1t) or Class 8 (3r2t)

Other Features

IrDa, Bluetooth, SD(IO)/MMC 



	Figure 1 – The Qtek 2020 and the SIM card adopted in the project
	Table 1 – Main features of the Qtek 2020


1.3. System architecture

The SecurePhone system architecture has been primarily designed to match the functional specifications required in the P2P operation mode. In this scenario, the SecurePhone is used as an appliance for directly exchanging, interactively modifying and eventually e-signing a digital document – the “e-contract”, either a text or a digital audio file – between two end-users. 
For the SecurePhone to operate in P2P mode, the following specific software modules are required:
· On the PDA-phone:
· Document Exchange Module

This module is a fundamental part of the SecurePhone user interface. It enables to:
· produce an e-contract - or import it from a list of predefined document templates;

· transmit the e-contract to another SecurePhone device over the GPRS network and receive it back in a possibly modified form;

· modify a received e-contract interactively in order to produce a final form the two users agree on;

· launch the Authentication Module for biometric authentication against the device - once an agreement on the contents of the e-contract has been eventually reached - in order to verify the identity of the user who is required to e-sign;
· request the e-Signature Module to e-sign the e-contract, if the user’s identity has been verified;

· request the e-Signature Interface Module to verify the e-signature on an e-contract.

· Authentication Module

This module is responsible of:

· acquiring a user’s “live scan” biometric samples by means of the device sensors (video camera for face, microphone for voice and touch screen for handwritten signature);

· pre-processing the acquired biometric samples in order to produce live scan biometric parameter vectors;

· sending live scan biometric parameter vectors to the SIM card for comparison with enrolment biometric models stored therein.
· e-Signature Interface Module
This module interfaces the SIM card for all tasks related with the creation of e-signatures, namely:
· produce a digest of the e-contract;

· randomly create a symmetric key and use it to encrypt the e-contract;

· transmit the digest and the symmetric key in a single bundle to the SIM card in order to have it e-signed;

· verify the e-signature on an e-contract and retrieve the symmetric key used to encrypt it;

· decrypt the e-contract with the retrieved symmetric key.
· On the SIM card
· Biometric Verification Applet
This module is implemented as a Java applet and enables to:

· compare live scan biometric parameter vectors with enrolment biometric models that are securely stored onto the SIM card itself, using a verification threshold for each individual modality;

· apply a fusion algorithm to the verification scores obtained by each single biometric modality, in order to produce a single value to be verified against a threshold;

· produce the pre-specified “unlocking” code that is required to enable SIM card cryptographic services in case of successful authentication.

· e-Signature Applet
This module is implemented as a Java applet and is responsible of:

· generating and managing cryptographic keys on the SIM card;

· controlling the data sent and received with the e-Signature Interface Module running on the PDA during a data transfer session;

· recombining data received during a single session;

· performing the cryptographic operations involved in electronic signature creation.
A high-level representation of SecurePhone system architecture is given in Figure 2.
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Figure 2 –SecurePhone system architecture and service models
All communications between host applications running on the PDA and applets on the SIM card are compliant with the Application Protocol Data Unit (APDU) protocol, defined in ISO-7816 part 4 for communications with card-based applications. In the exchange of commands and responses, the card takes the role of a server while the host device takes the role of a client, analogously to the common client-server setup in a networked environment. The APDU protocol specifies the format of APDU commands - sent by the host device - and APDU responses - returned by the card – for which an analogy can be drawn with data packets in a networked environment. Each APDU data packet consists of a sequence of bytes: according to ISO-7816 part 4, the smart card must support a buffer of at least 37 bytes and at most 255 bytes. The GemXplore card supports a 255 byte buffer including the APDU header or status words. 

Operations can be classified into atomic and non-atomic, the former requiring the exchange of only one APDU command and one APDU response. Atomic instructions require no session management since no other applications can interrupt the data exchange. Non-atomic operations are instructions that require the exchange of more than one APDU command and APDU response. The need for non-atomic operations arises whenever the amount of data exchanged with the applet to complete the requested operation cannot fit into the available ADPU buffer or more than one instruction must be carried out in sequence to complete a given operation. Non-atomic operations are normally involved in ordinary communications between the device and the SIM card. In this case the data is broken into packets which can fit within the limit of the available buffer and each packet is sent individually with one APDU command. The applet needs to use extra control parameters to keep track of the information exchange, namely the number of the current APDU command and the total number of APDU commands to wait for.

3. the “biometric recogniser”
SecurePhone’s innovative biometric recogniser plays an important role in ensuring the overall dependability of the proposed solution. The choice has been made from the outset to exclude biometric identification modalities that may have social connotations – e.g. fingerprint recognition - or be perceived to be hazardous for health – such as iris recognition. Psychological discomfort is in fact the first cause of the social resistance to biometrics for identity verification applications. Moreover, the constrained computational and memory resources of the currently available SIM cards and PDA-phones impose additional constraints on the efficiency of biometric algorithms and memory requirements. The SecurePhone solution exploits the benefits of fusing three biometric modalities (enhanced system performance, robustness to changing environmental conditions). A combination of non intrusive, psychologically-neutral biometric verification methods is used, namely speaker, face and handwritten signature recognition. Another important factor that influenced the choice of these biometrics is that commercially available PDA-phones are already equipped with reasonably good sensors to capture the relevant biometric data, so that no extra dedicated hardware is required. The biometric recogniser has been specifically designed and developed as a result of extensive original research which aimed at meeting all the tough challenging constraints. As a further security measure, the user’s biometric templates used to authenticate a device’s legitimate owner are stored on the device SIM card during the enrolment phase and never leave the card during system operation. 

Data modelling. All three of the biometrics modalities selected require the use of statistical data models rather than simple templates. While state of the art models differ between modalities, we have found that Gaussian mixture models (GMM) [6], used together with a GMM universal background model (UBM), give performance which is close to state of the art for all three modalities. While this is the model of choice for voice based authentication [11], the high performance which this model also gave for face and signature verification was unexpected. This is probably because for all three modalities the amount of enrolment data available for model training is very restricted. The GMM with MAP adaptive training (updating the Gaussian means only) from a UBM is well suited to small amounts of training data. The UBM serves two purposes. It is used to initialise the client model before adaptive training wit the enrolment data, and it is also used as a universal impostor model for score normalisation (the score used proportional to the logarithm of the ratio of the posterior client probability to the posterior impostor probability). All three modalities on the PDA use a GMM to model biometric data features. Models were trained using the Torch machine learning API [4]. A UBM, pre-trained on data from a number of speakers, is installed both on the PC where enrolment takes place, and on the SIM card. Enrolment then comprises 8 simulated client accesses, during which time the lighting and background noise conditions are varied to reflect the range of conditions expected during use. After biometric features have been extracted from this data, these features are used to train a GMM client model for each modality, which is then installed on the client’s SIM card [8].

Face verification. There are many different face verification schemes. For efficiency required by mobile devices, wavelet-based verification schemes were selected for investigation and development.  Wavelet transforms are multi-resolution image decomposition techniques that provide a variety of channels, representing the image features by different frequency subbands at different scales. Various combinations of wavelet filters, frequency subbands, and levels of decomposition were developed for implementation on the adopted PDA. Several lighting normalisation procedures were also investigated, since they can substantially improve face recognition under the variable conditions in which the SecurePhone is used. The performances of some of these schemes were extensively tested on a number of benchmark biometric databases as well as on a newly created audio-visual database (the “PDAtabase”) which was recorded by using the Qtek 2020. The PDAtabase contains large number of video recordings of 60 subjects uttering three different categories of prompts under different indoor and outdoor recording conditions. For more details on the face biometric, testing experiments and the PDAtabase we refer the reader to [10]
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Speaker verification. Voice features use 19 Mel-frequency cepstral coefficients (MFCC, without c0), with cepstral mean subtraction (CMS) to remove convolutive noise, and non-speech removal to reduce uninformative data. First order time difference features are then added [11]. All processing is online, so that feature processing can start before the utterance has been completed. While the PDA is capable of sampling at 44 KHz, sampling was set to 22 KHz as this reduces processing time without compromising verification accuracy.
Handwritten signature verification. Signature is usually sampled by using a digitizing tablet or a touch screen [5] [7] [10] [17] [18] and modeled by a Hidden Markov Model (HMM) [15]. In SecurePhone, signature data is captured from the PDA touch screen at 100 (x,y) samples per second. This sequence of  2 dimensional data is then processed to give a sequence of 19 dimensional feature vectors [5]. First, a personalized normalization of the signature features is performed, which improves the quality of the model as shown in [16]. At this stage, only HMM likelihood information is exploited. Then, an additional piece of information is used, namely the segmentation of the test signature given by the HMM, never used previously for signature verification. This information is fused with likelihood information, which is demonstrated by experiments to greatly improve system performance [16]. A set of sample data including signatures of 64 different writers was also acquired by using the Qtek 2020 for testing purposes [10]. PDAtabase tests showed that the algorithm is robust when applied to signatures captured on the handheld device, although the glass touch screen is not an ideal surface for writing on. Signatures obtained in this way give good verification accuracy, but not as good as signatures obtained from a dedicated writing tablet which also measures pen pressure and two pen angles [7].
Fusion. Each of the three biometric modalities can be used separately to perform the identity verification, but the combination of the three systems has several advantages. Firstly, multimodality is expected to strongly enhance person authentication performance in real applications as shown in [2]. Secondly, operational conditions generate degradations of input signals due to the variety of environments encountered (ambient noise, lighting variations, …), while the low quality of sensors further contributes to decrease system performance. By fusing three different biometric traits, the effect of signal degradation can be counteracted. 
In order to combine several biometric modalities, fusion can be performed at different levels: feature level, score level or decision level. Many fusion techniques have so far been compared in the literature. In [2], two types of score fusion methods have been compared on the PDAtabase [10]. The first type is based on the Arithmetic Mean Rule after a previous normalization of each score separately. The second type is based on a 3D density estimation, for example using a Gaussian Mixture Model (GMM), followed by class posterior probabilities computation. After testing a number of different fusion methods suited to the limited computing capability of the PDA, the method selected for implementation was GMM based fusion [2] [8]. In this model, during enrolment two scores GMMs are installed in the PDA. One estimates the joint distribution of client scores and one the distribution of impostor scores. During verification the client match scores from each modality are concatenated into a single vector and from this the client-scores GMM estimates a client log likelihood and the impostor-scores GMM estimates an impostor log likelihood. The difference of these log likelihoods provides a log likelihood ratio, which is the combined score against which the accept/reject decision is made against a suitably estimated threshold.
Forgery scenarios. As with any security system, the level of security depends on the effort which an impostor is prepared to invest. In the case of the present fixed prompt system with static face recognition, if a photograph of the owner’s face and signature together with a high quality recording of their reading the fixed prompt was obtained, then successful impostorisation would be possible. This imposture scenario could be avoided if it were feasible to implement the liveness test proposed in [3], in which a check is made on the degree of correlation between mouth opening and speech energy. However, the present PDA is not capable of the computation required for mouth tracking. Such issues may require the development of suitable dedicated hardware [8].
4. results

Although the SecurePhone project has not been finished yet – the end of project activities is planned in summer 2006, but a possible six-month extension is envisaged – a first prototype of the system has already been implemented and is under verification at the moment of writing. The prototype includes the module for document exchange as well as a first release of the authentication module (biometric recogniser), which is presently running on host (MoH biometric verification). The MoC verification applet is in advanced development phase, while the e-signature applet has been fully implemented and is currently under test in a simulated environment, before final deployment on the SIM card.
Prior to implementation on the PDA, the performances of the biometric recogniser were thoroughly investigated on a desktop workstation in an environment that closely emulates the operational conditions expected on the mobile device. Table 2 shows test results obtained from a database which was recorded on the PDA [10]. Results are averaged over separate tests for six different 5-digit prompts. The prompt with the best score (“28376”) was used in the PDA. 10-digit prompts lower the fused average EER from 0.85% to 0.56%, but 5-digit prompts reduce preprocessing time. Further reduction in error rate could be obtained if more memory was available for biometrics model storage.  Voice, signature and face models presently require (23.0, 2.9, 11.6) Kb respectively. Tests run directly on the PDA are in progress at the moment of writing.
	
	EER
	FAR
	FRR

	
	
	R=0.0
	R=1.0
	R=10.0
	R=0.0
	R=1.0
	R=10.0

	Voice
	6.12
	19.10
	4.81
	0.86
	2.08
	8.33
	19.10

	Face
	28.57
	93.77
	26.44
	1.18
	1.16
	30.44
	85.53

	Signature
	6.19
	13.61
	6.94
	4.31
	2.78
	4.86
	52.78

	All 3 fused
	0.85
	2.15
	1.90
	0.39
	0.81
	1.16
	3.94


Table 2 – EER, FAR and FRR % scores (for 3 typical values of the cost ratio, R) obtained with the PDAtabase. Scores were obtained using a threshold optimised for data from one set of speakers while testing on another set.
 Some screenshots and a picture of the prototype system are reported in Figure 3.
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Figure 3 – Some screenshots and a picture of the SecurePhone system prototype
5. future developments

The very promising results obtained so far in the SecurePhone project encourage us to investigate their possible exploitation in various directions. The primary efforts of the SecurePhone consortium are obviously aimed at transforming the system prototype into a full-fledged product, by further improving the performances of the biometric recogniser and implementing other operation modes. Present restrictions in terms of user interface and overall usability, essentially due to intrinsic limits of current GSM/GPRS PDA-phones - impossibility to transmit voice and data concurrently, lack of a video camera in the front of the device – are expected to be overcome in the immediate future by the adoption of a platform that meets all the SecurePhone strict requirements. The Taiwanese company HTC which also produces the Qtek 2020 has recently released a new device on the market – the HTC Universal, also known as Qtek 9000, running Windows Mobile 5.0, with integrated UMTS support and a CIF camera in the front – that complies perfectly with all SecurePhone specifications. 
Another line of development that is presently under investigation is focused on exploiting the SecurePhone biometric technology to realise a “seamless recogniser” (see [13] for a recent similar solution based on face recognition only). The idea is to use combined face and speaker recognition in the initial phase of a video call for the mutual identification of the two parties involved in the video call itself, who do not need to know each other personally. A success in mutual identification could seamlessly trigger the encryption of the communications between the two parties. Such a system can find countless applications in all sectors where high levels of trust and confidentiality are required – intelligence, the military, safe communication of trade secrets etc.
A further, more visionary step in the development of SecurePhone outcomes extends the concept of biometric multimodal identification beyond the scope of mobile communications, by realising a multiplatform biometric recogniser suitable to be used in general network applications. This idea is closely related to current research on identity management for universal access, an emerging field in information and communications technology.
6. conclusions

The vision embodied in the SecurePhone project is to reduce the psychological intimidation often felt by ordinary users towards new ICT technologies by proposing new advanced uses for a familiar and intuitive communication platform such as the mobile phone. Although supplemented with high-tech functionalities, the SecurePhone does not differ from a common PDA-phone in terms of ease of use and user-friendliness. Under its surface appearance, though, a remarkable level of innovativeness is hidden: by means of the SecurePhone users will be given the opportunity to draw legally valid e-transactions, relying on the security provided by electronic signature for a whole new set of possible social interactions and business opportunities. 

On this respect, SecurePhone is expected to contribute significantly in:

· creating a brand-new e-market segment and unprecedented business models, with a high potential payoff;

· supporting mobile and ubiquitous e-commerce, by making it possible for contracting parties to agree on a sale or any other commercial transaction over the air with legally-binding effects;

· improving the quality of the individual's working life, by providing the flexibility to be free from many existing constraints on working methods, particularly those imposed by distance and time;

· supporting fully digital, as opposed to paper-based, workflows, with noticeable savings in terms of human and financial resources. 

In conclusion SecurePhone has the momentum to contribute in boosting mobile e-business  - by improving trust and confidence in new technologies, often considered difficult to use and psychologically intimidating – and ultimately change the way people interact and do business.
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� It is perhaps worth remarking that biometric authentication is only used to secure the SecurePhone-specific e-signing facility: authentication to the GSM/GPRS/UMTS network - i.e. the unlocking of the SIM card for telephony applications - is done in the usual way with a 4-digit numeric PIN.


� The WYH factor is also included in this picture, since the user must possess a smartcard (the SecurePhone SIM card) in order to authenticate. In this sense, in SecurePhone a 2-factor strong authentication model is adopted.





