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Figure 1: Participants in SET
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1. Introduction
   Electronic commerce, as exemplified by the popularity of the Internet, is going to have an enormous impact on the financial services industry. No financial

institution will be left unaffected by the explosion of electronic commerce. 
Even though SSL is extremely effective and widely accepted as the online payment standard, it requires the customer and merchant to trust each other: an

undesirable requirement even in face-to-face transactions, and across the

Internet it admits unacceptable risks.

   Visa and MasterCard and a consortium of 11 technology companies made a

promise to banks, merchants, and consumers: they would make the Internet safe for credit card transactions and send electronic commerce revenues skyward. With great fanfare, they introduced the Secure Electronic Transaction protocol for processing online credit card purchases .
   The SET protocol allows for secure and private credit card payments over the Internet. The complete specification of SET can be found in three books [4, 5, 6], which together consist of approximately 1000 pages. 

   Since the whole standard is quite complex, we first explain SET using only the most important fields of the protocol. However, we try to make sure that the security-relevant fields are included. This should make it possible to understand the main concepts, ideas, and security mechanisms used in SET, and provides a good starting point for the reader to do a more detailed analysis of the protocol on his own.
2. Participants in SET

The participants in SET are the following:

· The Issuer is usually a financial institution and issues credit cards. 

The credit cards are exactly the same credit cards as we use today. 

In addition, the issuer issues a Digital Certificate for cardhold​ers, which enables them to authenticate themselves. 

The certificate does not contain informationidentifying the cardholder's credit card.

· The Cardholder is the holder of a credit card and a digital certificate.

The Merchant sells goods or services to the cardholder. A merchant that accepts credit cards must have a relationship with an acquirer.

· The Acquirer is the financial institution that establishes an account with the merchant and pro​cesses credit card payment authorizations and the payments. The acquirer transfers money to the merchant and is reimbursed by the issuer.

· The Payment Gateway is located between the merchant and the acquirer. The payment gateway interfaces between SET and the existing payment networks for authorization and payment func​tions. This means that the merchant is usually talking to the acquirer's payment gateway and notto the acquirer directly.

It is important to realize that the SET protocol is carried out by the cardholder, the merchant, and the payment gateway. The credit card payment from payment gateway via acquirer, payment network, and issuer is done as it is today in normal credit card payments and is not standardized by SET. Figure 1 illustrates the participants.
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3 SET Public-Key Infrastructure
SET makes use of public-key cryptography to assure its security. The cardholder, merchant, and payment gateway are involved in handling the SET protocol. Each of them owns one or more certificates and key-pairs. Figure 2 illustrates the public-key infrastructure of SET.
The root certification authority (CA) is a SET-wide trusted third-party and issues certificates for brand certification authorities, such as Visa, Mastercard or American Express. 

Each brand CA can then issue certificates for regional certification authorities. In figure 2, we have two regional Visa CAs, one for Europe and one for Northern America. The regional CAs again issue certificates for cardholder certification authorities. A cardholder CA is associated to a company that issues credit cards. These cardholder CAs issue SET certificates for their cardholders.
The regional CAs not only certify certification authorities for cardholders, but also those for mer​chants and payment gateways. This means that not only the cardholders', but also the merchants' and the payment gateways' certificates are bound to a specific credit card brand. Therefore, merchants and payment gateways have one pair of certificates (one for signing and one for key-exchange) for each credit card brand they accept.
[image: image5.png]Table 2: The Order Description (OD)

oD

The order description, generated by the merchant for the user





Table 1 lists the certificates that are used in the SET protocol. Certs s,x identifies the certificate for signing of party X, whereas PrKs,x and PuKs,x identify the corresponding private and public keys. Sim​ilarly, CertKE,x identifies the certificate for key-exchange of party X, whereas PrKke,x  and PuKke,x identify the corresponding private and public keys. Note that the<y cardholder has one such key-pair with corresponding certificate per credit card he owns. 

The merchant and the payment gateway have two key-pairs with corresponding certificates for each brand of credit card they process.
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3.1 Registration

 Participants Registration
   As described , both the cardholder and the merchant have to register with a CA before they can do transactions. And the registration processes have to be secure enough, since these two processes involve sensitive details.

3.1.1 Cardholder Registration
   This process comprised 6 messages between two parties: cardholder and Issuer (CA).

1. The cardholder initiates request to the CA.

2. After the CA receives message 1 from the cardholder, the CA replies. The message includes the CA’s public key-exchange key certification signed by root CA, CA’s signature certificate and the initial request encrypted using CA’s private key.

3. The cardholder request a registration form in this message. He randomly generates a symmetric key K1, which is used to encrypt the request, and sends this along with a digital envelop including key K1 and his credit card number.

4. The CA determines the cardholder’s issuing bank by the credit card number and returns the appropriate the form, which is signed by the CA and along with CA’s signature certificate.

5. The cardholder generates a public/private signature key pair, two symmetric keys K2, K3 and a random number S1. He creates a message with his filled registration form, public key, and K2, and its digital signature. This message is encrypted using K3 and sent with a digital envelop including K3 and card number.

6. The CA verifies the information, then issue a digital ID to CA. The CA generates a secret value using the random number S2 generated by the CA and S1. This secret value, the account number and the expiration date further feed into a one-way hashing to generate a secret number. The CA signs the certificate includes this secret number and the cardholder’s public signature key. Then, CA sends this certificate encrypted using K2 along with and its signature certificate.

This registration process includes 3 steps. The first two messages are about to get CA’s public key. Once the cardholder has CA’s key-exchange key, he can request a registration form in message 3 and 4. The certificate is in the last 2 messages.
3.1.2. Merchant Registration
The Merchant’ registration is simpler than cardholder’s, which include 4 messages. The first two messages are almost same as cardholder’s, except in the second message the registration form has been sent. The merchant has to generate two public/private key pairs – one is for signature, the other is for key exchange —instead of one pair compared to the cardholder.

4. SET Cryptography

4.1. Overview
   Secure Electronic Transactions (SET) relies on the science of cryptography – the encoding and decoding messages. There are two primary encryption methods in use today: secret-key cryptography and public-key cryptography. Secret-key cryptography is impractical for exchanging messages with a large group of previously unknown correspondents over a public network. For a merchant to conduct transactions securely with millions of subscribers, each consumer would need a distinct key assigned by that merchant and transmitted over a separate secure channel. 
   However, by using public-key cryptography, that same merchant could create a public/private key pair and publish the public key, allowing any consumer to send a secure message to that merchant. 
   This is why SET uses both methods in its encryption process. The secret-key cryptography used in SET is the well-known Data Encryption Standard (DES), which is used by financial institutions to encrypt PINs (personal identification numbers). And the public-key cryptography used in SET is RSA. 
   In the following section, the usage of symmetric (secret-key) and asymmetric (public-key) key encryption in SET will be discussed.
4.2. Use of Symmetric Key

   In SET, message data is encrypted using a randomly generated symmetric key (a DES 56-bit key). This key, in turn, is encrypted using the message recipient’s public key (RSA). 

   The result is the so called “digital envelope” of the message. This combines the encryption speed of DES with the key management advantages of RSA public-key encryption. After encryption, the envelope and the  encrypted message itself are sent to the recipient. After receiving the encrypted  data, the recipient decrypts the digital envelope first using his or her private key  to obtain the randomly generated symmetric key and then uses the symmetric key to unlock the original message.

   This level of encryption, using DES, can be easily cracked using modern hardware. In 1993, a brute-force DES cracking machine was designed by Michael Wiener – one which was massively parallel. 
   For less than a million dollars, a 56-bit DES key could be cracked in average time of 3.5 hours. For a billion dollars, a parallel machine can be constructed that cracks 56-bit DES in a second (Schneier, 1996). Obviously, this is of great concern since DES encrypts

the majority of a SET transaction.

4.3. Use of Asymmetric Key – Digital Signature (Message Digests)
   In SET, the public key cryptography is only used to encrypt DES keys and for authentication (digital signature) but not for the main body of the transaction. In SET, the RSA modulus is 1024 bits in length (Using the latest factoring results it appears that factoring a 1024-bit modulus would require over 100,000,000,000 MY of computational effort). 
   To generate the digital signature, SET uses a distinct public/private key. Each SET participant possesses two asymmetric key pairs: a “key exchange” pair, which is used in the process of section key encryption and decryption, and a “signature” pair for the creation and verification of digital signatures (160-bit message digests).
   The algorithm is such that changing a single bit in the message will change, on average, half of the bits in the message digest. Approximately, the possibility of two messages having the same message digest is one in 1,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000,000, which means it is computationally unfeasible to generate two different messages that have the same message digest.
4.4. RSA-OAEP

   RSA-OAEP (RSA Encryption Scheme - Optimal Asymmetric Encryption Padding) was proposed by Bel-lare and Rogaway in 1994 which is one of the innovations of SET.

   RSA-OAEP public-key encryption scheme combines the encoding method of OAEP with the encryption primitive RSA. RSA-OAEP takes a plain text as input, transforms it into an encoded message via OAEP and apply RSAEP (RSA encryption primitive) to the result (interpreted as an integer) using an RSA public key.
    RSA-OAEP is intended to be both efficient and secure and is designed to encrypt only short messages--typically secret keys for symmetric encryption or MAC algorithms. OAEP ties the security of RSA encryption closely to that of the basic RSA operation. 
   The version of OAEP used in SET is a more advanced version of the original scheme. While existing message formatting methods for RSA encryption have no known flaw, the provable security aspects of OAEP are very appealing. OAEP is very new but already it is a part of the  IEEE P1363 standards effort. 

   RSA-OAEP encryption scheme has been proven to be semantically secure against adaptive chosen-ciphertext attacks in the random oracle model under the RSA assumption. 
   However, the reduction is not tight, and thus it is not clear what  security assurances the proof provides. It is recommended that RSA-OAEP be  modified to RSA-OAEP+ that has a tighter security reduction, and furthermore can be easily modified to allow encryption of arbitrarily-long messages.
   Furthermore, the RSA-KEM encryption scheme of which has a tight reduction

should be considered as a replacement for RSA-OAEP.

4.5. Dual Signatures
A new application of digital signatures is introduced in SET, namely the concept of dual signatures. Dual signatures is needed when two messages are need to be linked securely but only one party is allowed to read each. The following picture shows the process of generating dual signatures.

[image: image7.png]Table 1: Certificates and Keys

Participant Certificate/Keys Certificate/Keys

for Signing for Key-Exchange
Cardholder Certg, e
(per credit card) PrKs,0, PuKs,o
Merchant Certg,ar: Certg g,
(per credit card brand) || PrKs 1, PuKs as PrK g g, PuK g ar
Payment Gateway Certg,pa: Certgp,PG:

(per credit card brand)

PrKs,pa, PuKs,pg

Pk g, pes PuUK g P





5 Protocol Phases in SET
The SET protocol consists of several phases; they are illustrated in figure 1.
1. When the cardholder has finished shopping and wants to initiate a SET payment, he sends a InitiateRequest (PInitReq) message to the merchant.
2. The merchant answers with a Initiate Response (PInitRes) message.
3. The actual payment process starts with the cardholder sending a PurchaseRequest (PReq) mes​sage to the merchant.
4. The merchant initiates payment authorization by sending an Authorization    Request (AuthReq) message to the payment gateway.
5. When the payment gateway has completed payment authorization via the acquirer, it replies with an Authorization Response (AuthRes) message to the merchant.
6. The merchant sends a Purchase Response (PRes) message to the cardholder.
5.1    Initiate Request (PInitReq)

   Before this phase begins, the cardholder has completed selecting goods and gets an Order Description (OD) presented by the merchant. This description is basically a list of selected goods and their prices, but the format of this OD is not standardized by SET. Note also that presenting the OD is not part of the SET protocol. Table 2 specifies the order description.
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   Eventually, the cardholder informs the merchant that he wants to initiate a payment. This is done by sending an PInitReq message to the merchant. The message includes a BrandID specifying the brand of credit card the user plans to use. Table 3 describes the PInitReq message.
This message is sent to the merchant. When receiving the message, the merchant does the following:
1. Examines the BrandID and checks if he accepts this brand of credit card.
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5.2   Initiate Response (PInitRes)

    In this phase, the merchant answers the cardholder's request. The merchant selects a unique Transaction ID (TransID) which is used during the whole transaction for identification purposes. The merchant also sends his certificate for signing and the payment gateway's key-exchange certificate. The message is signed by the merchant. Both certificates have to correspond to the credit card brand specified by the user in his PInitReq message (table 3). Table 4 specifies the PInitRes message.
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When the cardholder receives this message, he does the following:
1. Checks if the merchant's certificate for signing (Cert S,M) is valid, and if it is indeed the merchant's certificate, and if it is the correct certificate for the specified credit card brand.
2. Checks if the payment gateway's certificate for key-exchange (Cert KE,PG) is valid and if it is the correct certificate for the specified credit card brand.
3. Verifies the merchant's signature. If the signature can successfully be verified, then the cardholder can be sure that the message was indeed generated by the merchant.
When this phase is completed, the cardholder starts the actual payment process.
4.3   Purchase Request (PReq)

   During this phase, the cardholder generates the necessary information for the merchant and the payment gateway. The information consists of two parts, one is for the merchant and the other is for the payment gateway. In the first step, the Order Information Data (OIData) (table 6) is created, which contains the information for the merchant. OIData does not contain a direct link to the OD (table 2), but contains a hashed value, the Hashed Order Description (HOD), as a reference to the OD. HOD is described in table 5.
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    HOD is now used in OIData. Table 6 describes the information included in OIData. The customer also computes a hash of OIData, Hashed Order Information Data (HOIData), as this is used later. Table 7 describes HOIData.
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Similarly, the cardholder generates the Payment Information Data (PIData) for the payment gateway. Table 8 defines PIData.
The customer also computes a hash on PIData, the Hashed Payment Information Data (HPIData), as this is used later. Table 9 describes HPIData.
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To link the OIData and the PIData, the cardholder computes a Dual Signature (DS) over OIData and PIData. The dual signature is basically a signature over the hash of the concatenation of HOIData (table 7) and HPIData (table 9). Table 10 describes how the dual signature is defined.
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It is convenient to summarize all the information that the merchant will forward to the payment gateway later as the Payment Information (PI). This is described in table 11. Note that PI contains PIData, but PIData is encrypted for the payment gateway. This means that the merchant does not see the cardholder's credit card (included in OIData), which is a big advantage over conventional credit card payments in the Internet.
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The customer is now ready to generate the whole Purchase Request message. Table 12 defines how PReq is constructed.
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This message is sent to the merchant. When the merchant receives PReq, he performs the following steps:
1. Checks if the cardholder's certificate for signing (Cert S,C) is valid.
2. Applies the cardholder's public key on the dual signature DS (contained in PI), and compares the result with the value Hash(Hash(OIData), HPIData) (using OIData and HPIData from PReq). If the two values are equal, then the signature was made by the customer and OIData has not been changed in transit.
3. Checks if TransID in OIData corresponds to a requested transaction id. If this test is OK, then the merchant knows that this payment corresponds to a previously initiated payment.
4. Checks if BrandID in the cardholder's certificate corresponds to BrandID specified in PInitReq (table 3) and OIData.
5. Compares HOD with a self-generated version based on the locally stored OD and PurchAmt, and ODSalt from OIData. If this test is OK, then the merchant knows that the cardholder is indeed paying for the order they agreed on earlier (specified in OD), and that he is paying the correct amount.
Note that although the merchant now knows that the cardholder indeed generated an authentic and valid OIData that belongs to a previously specified OD, the merchant has no idea if the encrypted pay​ment information for the payment gateway contains valid data. When discussing the validation at the payment gateway, we will see that the dual signature indeed binds the payment to the order, but this can only be verified by the payment gateway. For the merchant, it is a pure authentication (and integrity check) of the cardholder's order.
5.4   Authentication Request (AuthReq)

In this step, the merchant asks the payment gateway to validate the payment. Basically, the merchant for​wards the payment information (PI) received from the cardholder in the PReq message, but the merchant also includes an Authorization Request Payload (AuthReqPayload), as described in table 13.
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This AuthReqPayload is then sent to the payment gateway in an Authorization Request (AuthReq) message, among other information. This is described in table 14.
When the payment gateway receives AuthReq, it performs the following steps:
1. Checks if the cardholder's certificate for signing (Cert s,c) is valid.
2. Checks if the merchant's certificate for signing (Cert S,M) is valid.
3. Extracts the one-time symmetric key K m,pg  and uses it to decrypt the AuthReqPayload.
4. Checks if the merchant's signature on AuthReqPayload is authentic.
5. Extracts the one-time symmetric key K c,pg in PI and uses it to extract PIData and HOIData from PI.
6. Checks if TransID in AuthReqPayload corresponds to TransID in PIData. If they are the same, then the cardholder is indeed paying for the transaction the merchant requests. The payment gateway checks also that the AuthReqAmt in AuthReqPayload is the same as the PurchAmt in PIData. This assures that the cardholder pays enough and that the merchant doesn't charge too much.
7. Applies the cardholder's public key on the dual signature DS (contained in PI), and compares the result with the value Hash(HOIData, Hash(PIData)) (using HOIData and PIData contained in PI). If the two values are equal, then the signature was made by the cardholder and PIData has not been changed in transit.
8. Compares the HOIData received from the cardholder (in PI) and from the merchant (in AuthReq-Payload). This assures that the payment belongs indeed to order information sent from the card​holder to the merchant. Note that if the merchant checks the dual signature and the signature is authentic, then it is not possible for the cardholder to supply a different PIData/HOIData pair that matches the dual signature. Therefore, this additional check by the payment gateway assures that the link of the order to the payment is guaranteed even when the merchant does not check the dual
signature or the dual signature is not used.
9. Compares the HOD received from the cardholder (in PI) and from the merchant (in AuthReqPay- load). This is needed if the merchant cannot verify the HOD in OIData (that could happen in the case of an out of band receipt of relevant data by the merchant ).
10. Checks if the MerchantID in PIData is the same as the MerchantID in the merchant's certificate for signing. This guarantees that merchants cannot use payment informations intended for another merchant.
11. The payment gateway uses CC and PurchAmt from PI to authorize payment through existing payment card financial networks.
5.5 Authentication Response (AuthRes)
This message is sent from the payment gateway to the merchant. It contains the TransID and information about the authorization of the payment. It also contains a capture token which can be used by the merchant during payment capture. The message is signed and encrypted for the merchant.

5.6 Purchase Response (PRes)
This message is sent from the merchant to the cardholder to inform him whether the purchase has been authorized and is therefore completed or not. The message contains the TransID and is signed by the merchant.
6. SET Security Recommendations

SET is not secure if its servers are not secure:

• Dedicate a machine to the Merchant Server and POS software.

• Use a firewall to insulate it from the Internet and intranet. Do not allow FTP or telnet on other ports.

• Remove all unnecessary software from the Merchant Server.

• Only SET-defined protocol ports should be open to computers outside thefirewall.

• Merchant Server software should interface with POS software only through APIs.

• Need to protect transaction databases against access/alteration.

7.  SET Performance

   From the description of the SET protocol, it is apparent that SET provides a high

level of security and privacy for the participants. This is mainly due to the extensive

use of public key certificates and digitally signed and verified messages. 

   This has several important implications. Trust in the system relies on the deployment of

a full public key infrastructure. If SET is to be used on a wide-scale basis, certificates have to be issued to all users. This is an enormous and expensive task. 

   On the other hand if the PKI is not in place, then SET will not be used by a large

number of users. In version 1.0 of SET, RSA is specified to implement the public key operations.

   At present a minimum of 768-bit RSA is required for security, preferably 1024-bit. Public key operations (signing/verifying, wrapping/unwrapping) are computationally intensive, and certificates are large in size and require significant bandwidth to transmit.

   In the case of the cardholder using a typical desktop computer, the computational

load is not significant. If, on the other hand, the cardholder is not bound to a particular machine, then the cryptographic functions may be implemented in a portable token, such as a smart card. Implementing RSA on smart cards usually requires the smart card to have a cryptographic co-processor that raises the cost of the card.

   There is also the issue of conducting e-commerce transactions using wireless handheld devices, such as cell phones or PDAs. In these situations bandwidth and processing power are at a premium and supporting SET may be difficult.

    The GartnerConsulting Group did an extensive evaluation of the performance of SET . In the study, it was anticipated that merchants could expect in the order of 10,000 transactions per day while a large payment gateway may approach ½ million transactions per day. In this case, software implementations of the public- key system may not be able to perform operations quickly enough; hardware accelerators may be required (adding to the cost of the infrastructure). 

   They also examined the advantages of using other public key cryptographic systems. In their report, elliptic curve cryptosystems (ECC) were considered and shown to

have significant advantages in terms of bandwidth and processing overhead. Sans and Agnew present the results of an extensive study of the communications and processing overhead for SET. 

   They show some alternative methods for processing transactions that reduce the overhead incurred using SET.

8. What Lies Ahead

   There are a number of companies currently offering support for SET. These include

IBM, Verisign, CyberTrust, Verifone, Sterling Commerce, Terisa, Netpay and GlobeSet.

SETCo lists more than 40 countries that have adopted SET in one form or another.

   A proposal for SET 2.0 incorporates alternative asymmetric key cryptographic

systems (specifically, elliptic curves) and SET 2.0 will also support the use of debit cards by allowing personal identification numbers (PINs) to be encrypted and included in the payment message  In addition, a smart-card-based version   known as chip-secured SET (C-SET) is being developed to allow smart cards to perform cardholder authentication and transaction security functions (encryption and signatures).

9. Summary

   In this , we have presented a detailed outline of the SET protocol. The capabilities and shortcomings of SET have been compared to other Internet security protocols. Currently, SSL is the most widely deployed and used security protocol.

   It is relatively fast and provides transparent security to the user. It does not, however

provide the mutual authentication and digital signature capabilities that are required

for truly secure e-commerce. SET, on the other hand, is a very robust protocol that provides a high level of ecurity and trust. 

The major impediments to widespread deployment and use of SET are the current lack of a comprehensive public key infrastructure and the large overhead required to run the SET protocol. Improvements in processing power and the use of alternative public key cryptosystems such as elliptic-curvebased systems (ECC) may help to overcome some of these obstacles.

Currently, SSL is the most widely used internet payment system due to its

convenience and affordable price. However, in spite of its popularity, SSL has

many security weaknesses. Because of this and because SET has the backing of

many major companies that refuse to let it die, SET will become the major

security payment system, even though SET is much more expensive and not as

portable as SSL.
