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Introduction 

One of the biggest concerns relating to security in e-commerce applications is the use of the credit/debit cards. Failure to secure the card information can cause a major damage to the organization in terms of financial fraud, identity theft, legal regulations, loss of consumer confidence, etc. This document will highlight the various security controls that can be employed in making an ecommerce application more robust and thwart break-ins at the application level. The first section of this document will focus on security measures that can be used by development teams in building a secure e-commerce application employing customer’s payment cards (debit/credit cards). The final section of this document will focus on the industry standards, guidelines and best-practices focused on securing the e-commerce application and its accompanying environment. 

Target Audience This document is intended for developers engaged in developing ecommerce applications and the network management team responsible for the deployment and monitoring of the application/components. This guide can also be used by the business owners of e-commerce applications to plan the appropriate security controls to be used in their applications and by the IS (Information security) person to review/audit e-commerce applications and provide feedback on any weak security controls. 

Note: This document focuses only on application security and as such does not cover security at the host or the network layer.
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1.  Application Controls 

The recent trend in the attack mechanisms targeting the applications cannot be prevented by traditional security measures like network and host layer security. This requires a strong defense built within the application to resist any such attack. The attack vectors targeting the end applications (ERP, CRP, Supply chain and other key business applications) can vary from information disclosure (revealing sensitive data to unauthorized users) to hijacking user sessions. Additionally providing security at the application layer serves as another control within the organization’s layered line of defense.

1.1 OWASP Top 10

The OWASP Top 10 is a list of the most significant web application security vulnerabilities. Additionally the Payment Card Industry (PCI) Data Security Standard
 mentions the use of OWASP Top 10 in developing secure coding guidelines. Below is the list of OWASP Top 10 vulnerabilities along with a description for each taken from the OWASP manual (OWASP Top Ten Web Application vulnerabilities), for more information on these vulnerabilities visit the OWASP site (www.owasp.org). 

1. Unvalidated parameters – Information from web requests is not validated before being used by a web application. Attackers can use these flaws to attack backend components through a web application.

2.  Broken Access Control – Restrictions on what authenticated users are allowed to do are not properly enforced. Attackers can exploit these flaws to access other user’s accounts, view sensitive files, or use unauthorized functions.

3. Broken Account and Session Management – Account credentials and session tokens are not properly enforced. Attackers can compromise passwords, keys, session cookies, or other tokens can defeat authentication restrictions and assume other user’s identities.

4. Cross-Site Scripting (XSS) Flaws – The web application can be used as a mechanism to transport an attack to an end user’s browser. A successful attack can disclose the end user’s session token, attack the local machine, or spoof content to fool the user.
5. Buffer Overflows – Web application components in some languages that do not properly validate input can be crashed and in some cases used to take control of a process. These components can include CGI, libraries, drivers, and web application server components.
6. Command Injection Flaws – Web applications pass parameters when they access external systems or the local operating system. If an attacker can embed malicious commands in these parameters, the external system may execute those commands on behalf of the web application.
7. Error handling Problems – Error conditions that occur during normal operation are not handled properly. If an attacker can cause errors to occur that the web application does not handle, they can gain detailed system information, deny service, cause security mechanisms to fail, or crash the server.
8. Insecure use of cryptography – Web applications use cryptographic functions to protect information and credentials. These functions and the code to integrate them have proven difficult to code properly, frequently resulting in weak protection.

9. Remote administration flaws – Many web applications allow administrators to access the site using a web interface. If these administrative functions are not carefully protected, an attacker can gain full access to all aspects of a site.

10. Web and Application Server Misconfiguration – Having a strong server configuration standard is critical to a secure web application. These servers have many configuration options that affect security and are not secure out of the box.


1.2 Best Practices in handling payment card details/transactions
While the OWASP Top 10 talks about the most critical vulnerabilities in web applications, there are specific guidelines for using payment cards in applications (web based or thick client applications). The payment card industry ((VISA U.S.A Cardholder Information Security Program Payment Application Best Practices), OWASP (OWASP guide) and other industry sources have recommended a list of controls for storing, transmitting and handling data related to payment cards (Credit/Debit). Along with these are other controls which are identified here and are required to ascertain a high level of security within the application when dealing with payment (credit/debit) cards. Below you’ll find these security controls for using payment cards in applications. 

Some of the controls mentioned below from PCI Data security standard are applicable at network level only but can be incorporated in the application too.

1.2.1 Data storage/display

· Do not store the card validation code (e.g. CVV2 and CVC2 data) - not even if encrypted. [PCI Data Security Standard 3.2.2]
· Do not store the PIN verification value (PVV) – not even if encrypted. [PCI Data Security Standard 3.2.3]
· Do not store sensitive authentication data. [PCI Data Security Standard 3.2]
· Do no store the full contents of any track from the magnetic stripe. After authorization, service codes, discretionary data/CVV, and VISA reserved values must be removed. Account number, expiration date, and name may be extracted and retained. [PCI Data Security Standard 3.2.1]
· Do not display the full account number anywhere unless if required. The first six and last four digits are the maximum number of digits to be displayed. [PCI Data Security Standard 3.3]
· Do not store the cardholder data unencrypted anywhere (render this data unreadable). This includes the data on portable media, in logs and databases, etc. [PCI Data Security Standard 3.4]
1.2.2 Handling transactions

The following are some of the controls from the e-Commerce section of the OWASP guide.

· Process transactions immediately online or hand off the processing to your bank.

· In cases of recurring payments, limit the payment term to no more than one year, particularly if you have “Card holder not present” (CNP) transactions. Additionally expunge/delete the credit card details as soon as the agreement is finished.

· Don’t ship goods until you have an authorization receipt from the payment gateway.

· The authorization number returned after a transaction should be preserved and communicated to the customer along with the other required details of the transaction.

· For high value goods, consider making the payment on over the phone or fax authority.

· All charge backs and reversals, require logging, auditing and manual authorization.

· Reversals should always be performed by hand and should be signed off by two distinct employees or groups.

· Most of the payment cards have a strong relationship between BIN numbers and the issuing institution’s country. Strongly consider not shipping goods to out-of-country BIN cards.

· Money is not negative. Use strong typing to force zero or positive numbers, and prevent negative numbers.

· Inform the card owner of any transaction through email. Additionally encrypt the contents of the mail.

1.2.3 When card details have been breached

· Inform the payment card owner of the breach and the follow-up actions by phone and through email. [California SB1386]

· Investigate the cause of the problem; if the breach occurred through the application/system handling the payment card, consider stopping all further transactions on all the payment cards in the application. If required, take the systems (application server/web server/database server and any systems part of the application) offline for the time period until the problem for the security breach has been identified.

· Suspend/Stop all transactions on the payment card when the cause of the breach could not be determined and the application needs to go online. There should be an administrative functionality designed in the application to revoke/cancel selected credit/debit card in the application.

For more information on the required actions after a suspected or confirmed security breach read the Cardholder Information Security Program – If Compromised. http://usa.visa.com/business/accepting_visa/ops_risk_management/cisp_if_compromised.html
1.3 Controls on individual domains

1.3.1 Authentication
· Application should use a standard mechanism for identifying and verifying user’s identity e.g. JAAS (Java Authentication and Authorization Service), Single Sign On solutions, etc. In case of custom code for authentication, the code should be reviewed for proper verification and identification and setting the authentication token.

· For high value transactions consider a secondary form of authentication. This second authentication mechanism may be used at the time of transaction generated by the user.

· Don’t give the user the option for saving username or passwords which might increase the risk of credential abuse in shared computers, this can be controlled by using the feature AUTOCOMPLETE - OFF in the HTML form element for login/password elements. This is not supported by all browsers, but still can be a good control in place.

· There should be a mechanism for users to reset the passwords. Verify the validity of the users before resetting passwords. Send a confirmation mail to the email specified in the user’s account info informing him/her of the password reset. [PCI Data Security Standard 8.5.2]
· The application should redirect the user to a new page after successful authentication to avoid the login/password being captured by doing a browser refresh.
1.3.2 Account Maintenance

· Change the passwords for all default accounts provided by the web server and its components including database server, any admin components, etc. If these default accounts are not being used, consider disabling them.

· Remove inactive user accounts at least every 90 days. [PCI Data Security Standard 8.5.5]
· Application should require a unique username and complex password for all administrative access and access to cardholder data. [PCI Data Security Standard 8.1 and 8.2 (A)]

· All passwords in the application must be encrypted (either when stored or transmitted). Application should not store passwords in clear text or in any easily reversible form. [PCI Data Security Standard 8..4 (A)]
· Set first-time passwords to a unique value per user and change immediately after first use. [PCI Data Security Standard 8.5.3].
1.3.3 Password policy

A strong password policy should be in place including

· Password change (at least every 90 days) [PCI Data Security Standard 8.5.9].
· Minimum password length (at least 7 characters) [PCI Data Security Standard 8.5.10].
· Passwords with both numeric and alphanumeric characters [PCI Data Security Standard 8.5.11].
· Password history is maintained for at least 4 previous passwords and enforced to prevent users from re-using them. [PCI Data Security Standard 8.5.12].
1.3.4 Account Lockout 

·  Prevent attacks like password guessing or brute forcing by locking the user account after more than 6 repeated attempts. [PCI Data Security Standard 8.5.13].
· Set the account lockout duration to 30 minutes or until administrator enables the user ID. [PCI Data Security Standard 8.5.14].

1.3.5 Session Maintenance 
· If the session has been idle for a certain amount of time (e.g. 15 minutes), inactive the session and ask the user to re-login to the application. [PCI Data Security Standard 8.5.15].
· Set an expiration time on the session token based on the application usage (generally this can be 30 minutes or 45 minutes). Display a warning to the user on the last 5 minutes informing him/her to save the work.

· Consider implementing “Request Tokens” or “Page Tokens” in the application to avoid the session information (session cookie) being stolen and re-used. This control narrows the window of opportunity for which the session cookie remains valid. 

· Any cookie (including session cookie) used in the application should have the “secure” and “httpOnly” attribute set on them and should be non-persistent. 

1.3.6 Authorization

· Limit access to computing resources and cardholder information to only those individuals whose job requires such access. [PCI Data Security Standard 7.1].
· Design and implement a proper access control model for the application. In most cases this can be done by taking advantage of the security model provided by the application e.g. role-based security, code access security in .NET framework. In cases where the security model provided by the underlying language seems insufficient, custom coding should be in place to take care of the user authorization process and the code should be reviewed for any vulnerability.

1.3.7 Logout

· The application should have a logout button at every page or every link. 

· When a user clicks on logout button, crush the session cookies on the server and additionally clear the cookies on the browser and close the browser.

1.3.8 Cache control

· The application should set the tag “Set cache-control: no-cache, no-store” on every page to avoid the pages being stored on the user’s computer after he/she has logged out. This may be a useful control in shared computers or when an attacker gets hold of the computer previously used to access the payment application. This control does not work in HTTP 1.0 caches and additionally non-HTML documents like PDF and EXCEL files do not adhere to the cache-control tags and can be stored on the client’s computer.

· The application should not send any sensitive information in the URL (query parameters). Information passed in the URL’s are not safe from being sniffed even when the communication channel is HTTPS. Additionally the information in the URL is stored in the browser cache and by any logging devices in the path of the application traffic.
1.3.9 Phishing

· Do not send HTML email. 

· Never use any user’s secrets like SSN, Bank accounts to verify customer’s accounts. And clearly communicate this to the users in the policy section on the front page of the application.

Although there are numerous prevention tips to avoid phishing attacks, user education is the only control which can avoid this problem completely. The e-commerce application should have a policy and usage notice informing the user of the application’s behavior.

An example is given below:


1.3.10 Rendering non-html documents

· When the application needs to serve the user with sensitive information like transaction history, payment receipts, order status, etc in non-html format (e.g. PDF, EXCEL), consider generating these documents online within the program and then serving to the user. Non-HTML documents should not be stored on the server, since it’s difficult to set access controls on them.
1.3.11 Audit trail 

For any action involving a payment card or payment card holder’s data, maintain the following records as part of the audit log [PCI Data Security Standard 10.2 to 10.7]
Username – the user account on which the action is initiated
Time and Date – Time and date when this action occurred. The date and time in all the web components should be synchronized. 
Type of action – The type of action initiated by a user e.g. login/logout, change of password, reset password, transaction initiation, etc
Result – The application’s response to the user’s request e.g. password change failed, successful transaction, etc

Source IP – The IP associated with the user’s request. This may be the user’s computer IP or the IP address of a proxy server running in user’s LAN. Although there are ways to tamper this information e.g. using an anonymous proxy, it’s a good measure to record the IP’s.


Secure the audit trail 

· To only those with a need to view

· Back up audit logs to a centralized log server or media which is well protected.

· Consider using file integrity software’s to detect any unauthorized modifications to audit logs.
· Retain the log files for a certain period of time. 

· Review the logs at periodic intervals (In case of high valued e-commerce application, this should happen daily).
1.3.12 Database 

· Implement only one primary function per server. [PCI Data Security Standard 2.2.1]
· Authenticate all access to database containing cardholder information. This includes access by applications, administrators, and all other users. [PCI Data Security Standard 8.5.16] 


· Encrypt all non-console administrative access. Use technologies such as SSH, VPN, etc. [PCI Data Security Standard 2.3]
· Remove/Restrict all unnecessary scripts, examples, databases, logins that come pre-installed with the database. [PCI Data Security Standard 2.2.4]
· Configure system security parameters to prevent misuse. [PCI Data Security Standard 2.2.3]


· Disable all unnecessary and insecure services and protocols (services and protocols not directly needed to perform the devices specified function.) [PCI Data Security Standard 2.2.2]
· The application should not use the default account for connecting to the database. The account used to connect to the database should have the minimum privileges to carry the application functionality.

· Restrict all entry points to the database including any client components like sqlplus, sqldba, server manager, oracle client.

· Restrict access to only application program objects and any access to system objects should be restricted for normal users and any access should be logged.

· Avoid using dynamic queries in the application. Use stored procedures, parameterized queries, and bind variables. 

1.3.13 Web Server

· Implement only one primary function per server. [PCI Data Security Standard 2.2.1]
· Remove all unnecessary scripts, examples, documentation that come pre-installed with the web server. [PCI Data Security Standard 2.2.4]
· Disable all unnecessary and insecure services and protocols (services and protocols not directly needed to perform the devices specified function.) [PCI Data Security Standard 2.2.2]
· Encrypt all non-console administrative access. Use technologies such as SSH, VPN, or SSL/TLS for web-based management and non-console administrative access. [PCI Data Security Standard 2.3]
· Configure system security parameters to prevent misuse. [PCI Data Security Standard 2.2.3]
1.3.14 SDLC

· Separate development/test/stage and production environments. [PCI Data Security Standard 6.3.2]
· Separation of duties between development/test/stage and production environments. [PCI Data Security Standard 6.3.3]
· Production data should not be used as test data for the application. This includes credit/debit card details, user’s personal information, userid’s and any other sensitive information. [PCI Data Security Standard 6.3.4]
· Removal of test data and accounts before production systems become active. [PCI Data Security Standard 6.3.5]
1.3.15 Testing

· All web components (including web server, application server, and database server) should be scanned at periodic intervals. [PCI Data Security Standard 11.3].
Refer the applicable standards for more information on this. E.g. the MasterCard Security Standard mandates that large merchants (having monthly e-commerce gross of over USD$50000 or with more than 1000 transactions per month) should scan their web infrastructure quarterly. 

The following table identifies the compliance requirements as set by CISP (Cardholder Information Security Program).

	Merchant Level
	Validation Action
	Validated By

	1
	· Annual On-site PCI Data Security Assessment 

and 

· Quarterly Network Scan
	· Qualified Data Security Company or Internal Audit if signed by Officer of the company 

· Qualified Independent Scan Vendor

	2 and 3
	· Annual Self-Assessment Questionnaire 

and 

· Quarterly Network Scan
	· Merchant
  

  

· Qualified Independent Scan Vendor

	4
	· Annual Self-Assessment Questionnaire (Recommended) 

and 

· Network Scan (Recommended)
	· Merchant
 
  

· Qualified Independent Scan Vendor


· All custom code should be reviewed for any potential vulnerability prior to production or customers. [PCI Data Security Standard 6.3.7]
· Any enhancements/changes to the code should be documented and approved. The application might need a security review based on the enhancement or changes to the existing code.

1.3.16 Encryption

· Encryption algorithm

· The PCI Data security standard mandates that the cardholder information be encrypted with a strong encryption algorithm with a key size of at least 128 bits,  Although TripleDES and AES are given as examples in the PCI data security standard it’s wise to use AES as it is the FIPS-Approved symmetric encryption algorithm of choice. [PCI Data Security Standard 3.4].
· Applicable Areas

· The cardholder information should be encrypted anywhere it’s stored. This includes database storage, web server log files, portable media, backup media

· Any email communication to the customer containing cardholder information should be encrypted. . [PCI Data Security Standard 4.2]
· For wireless networks, there should be a combination of WEP protection along with W-Fi Protected Access (WPA) technology if WPA capable, or VPN or SSL at 128 bit. Rotate shared WEP keys quarterly and whenever there are personnel changes. [PCI Data Security Standard 4.1.1]. 
· Encryption Keys
· Restrict access to keys to the fewest number of custodians necessary. [PCI Data Security Standard 3.5.1]
· Store keys securely in the fewest possible locations and forms. [PCI Data Security Standard 3.5.2]
· Key Management process
All the key management process and procedures used in the application should be fully documented including

· Generation of strong keys. [PCI Data Security Standard 3.6.1]
Keys are randomly chosen from the entire key space, preferably by hardware. Key encrypting keys are separate from data keys. 
· Secure key distribution. Keys are sent in a secure communication channel and only to authorized parties upon verification and validation.[PCI Data Security Standard 3.6.2]
· Secure key storage. [PCI Data Security Standard 3.6.3]
· Periodic key changes. Keys should be changed frequently and the time period for doing so should be identified. Keys with long life should be sparsely used. [PCI Data Security Standard 3.6.4]
· Destruction of old keys. [PCI Data Security Standard 3.6.5]
· Split knowledge and dual control of keys (so that it requires 2 or 3 people, each knowing only their part of the key, to reconstruct the whole key. [PCI Data Security Standard 3.6.6]
· All activities related to key management should be logged.
· Prevention of unauthorized substitution of keys. [PCI Data Security Standard 3.6.7]
· Replacement of known or suspected compromised keys. [PCI Data Security Standard 3.6.8]
· Revocation of old or invalid keys (mainly for RSA keys). [PCI Data Security Standard 3.6.9]
· Requirement for key custodians to sign a form specifying that they understand and accept their key custodian responsibilities. [PCI Data Security Standard 3.6.10]
· Key management is fully automated (e.g. personnel do not have the opportunity to expose a key or influence the key creation).
1.3.17 Software Configuration Management
· Maintaining records of changes (file version, modified date, modified by and additional data describing the changes) made to a particular file with the ability to roll back to a previous version if required. [PCI Data Security Standard 6.4.4]
· Any changes to the software and its accompanying environment should be carried in a controlled manner (Request for change, Request evaluation, Change impact assessment, Change Request Approval/Rejection, Testing the change for operational functionality, Schedule for change, Notification of change procedures communicated to all affected parties and all these workflows must be documented and preserved). [PCI Data Security Standard 6.4.1 till 6.4.4]
2.
Industrial Standards and best practices
2.1 CISP (Cardholder Information Security Program)
Instituted by Visa USA, the program’s objective is to protect cardholder data by enforcing a high information security standard. CISP compliance is required of all merchants and service providers that store, process, or transmit Visa cardholder data. The program applies to all payment channels, including retail (brick-and-mortar), mail/telephone order, and e-commerce.
2.2 PCI (Payment Card Industry) Data Security Standard 1.0 

This standard mandates the requirements as set by MasterCard International and Visa which focuses on both network and application security. For application security the standard mandates development based on secure coding guidelines such as the Open Web Application Security Project guidelines.  [PCI Data Security Standard 4.2]. To achieve compliance with CISP, merchants and service providers must adhere to the Payment Card Industry (PCI) Data Security Standard.
2.3 Electronic Commerce Security Architecture Best Practices - MasterCard
The Electronic Commerce Security Architecture best practice by MasterCard presents architecture, methodologies, and best practices for establishing a secure electronic commerce environment. 

2.4 VISA U.S.A Cardholder Information Security Program (CISP) Payment Application Best Practices

These are the requirements for best practices on payment applications derived from the Payment Card Industry (PCI) Data Security Standard and the PCI Security Audit procedures.
2.5 California SB 1386 

This law mandates that all institutions and organizations that collect personal information to protect it against possible “identity theft”. The personal information here can be a customer’s Social Security number (SSN), credit card or debit card number, driver’s license number, financial account number, etc. This act 

Conclusion

While the controls walked through in this document focused specifically on securing payment card information more focus should be made on incorporating security in all components/domains of the application. The OWASP guide can be looked upon as solution guide at all stages in the application workflow. Another point of interest is the Microsoft guide on improving web application security: threats and countermeasures. 

Ensuring secure ecommerce applications can be carried out by integrating security within the software development lifecycle (SDLC) of the project and should not be looked upon as a task that takes place after the development of code. National Instituted of Standards and technology estimates the cost to be 30 times higher when the code is revisited and changed to fix security vulnerabilities after the development is completed. 
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� Payment Card Industry (PCI) Data Security Standard was created by VISA and MasterCard to prevent security incidents affecting cardholder data. This standard applies to all Members, merchants, and service providers that store, process or transmits cardholder data.





