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Learning Objectives
By the end of this chapter, the student should be able to:

· Define the term threat environment.
· Use basic security terminology.
· Describe threats from employees and ex-employees.
· Describe threats from malware writers.
· Describe traditional external hackers and their attacks, including break-in processes, social engineering, and denial-of-service attacks.
· Know that criminals have become the dominant attackers today, describe the types of attacks they make, and discuss their methods of cooperation.
· Distinguish between cyberwar and cyberterror.
Teaching Suggestions

Special Issues

This chapter is packed with information, but students already know much of it, and the individual concepts are not difficult. There are only two things that tend to puzzle students a little. First, they have a difficult time understanding the implications of intentionality in the definition of hacking. It is important to have students work through multiple examples. Second, some find the distinction between carding and identity theft difficult.
Role in the Book

Chapter 1 looks at the threat environment—the attackers and attacks that corporations face. The remainder of the book follows the traditional plan-protect-respond cycle that corporations use to defend against the threats that this chapter describes.
This book, then, is about defense rather than offense. Students like to work with attack software, and I know that some teachers build their courses around attacks. However, attacks change constantly, and knowing how to attack does not teach a student how to defend. Defense is extremely complex, and it needs a whole course.
Teaching the Material

Flow of Material

· The chapter begins with a definition of the threat environment. It then introduces basic terminology, including confidentiality, integrity, availability, compromises, incidents, breaches, countermeasures, safeguards, and controls.
· The chapter then covers the massive TJX data breach, including the factors that led to it and the consequences the company faced after a massive privacy breach.

· Next, the chapter covers threats from employees and ex-employees. This section introduces the importance of internal threats. It specifically covers several attacks, including sabotage, hacking, financial theft, theft of intellectual policy (especially trade secrets), extortion, sexual or racial harassment, computer and Internet abuse, and data loss through lost media.
· The chapter discusses malware, which is a general term for evil software. This includes the usual suspects of viruses and worms and the payloads they carry. It also includes Trojan horses, including remote access Trojans, downloaders, spyware, and rootkits. It ends with discussion of mobile code and social engineering in malware.
· Next comes traditional external hackers and their attacks, including break-in processes, social engineering, and denial-of-service attacks.

· The chapter emphasizes that criminals have become the dominant attackers today. The section on career criminals notes that criminal attacks often use international criminal black markets. Criminals engage in fraud (in which the attacker deceives the victim into doing something against the victim’s self-interest), financial theft, the theft of intellectual property, and extortion. The section then discusses stealing private customer and employee data for use in carding (credit card number theft) and identity theft.
· The chapter ends with the nightmare scenarios of cyberwar and cyberterror. Cyberwar, which is waged by national governments, could produce unprecedented damages. In cyberterror, terrorists use IT to attract converts, conduct direct attacks, make physical attacks worse by creating confusion, and engaging in cybercrime to finance their terrorism.
Covering the Material

This is a great chapter for student brainstorming. The chapter is organized around the types of attackers the company faces and the attacks they use against you.

First, I have the class come up with a list of people who may attack you. I write them on the board, leaving room for attacks below the names. After they have exhausted their list, I complete it.

Second, I have them generate the attacks each will use. When they get to hacking, go over the book’s definition closely and work out some examples to see why the concept is complex.
Assigning Homework

To focus students, you can request specific Test Your Understanding questions and end-of-chapter questions that they should master or even hand in as homework. You can also specify questions or parts of questions they do not have to master. Multiple choice and true/false questions are tied to specific parts of specific questions, so creating multiple guess questions on exams is relatively straightforward.
Answer Key

Introduction

1.
a) Why is it important for firms to understand the threat environment? 

Until you understand the threats you face, you cannot defend yourself.

b) Name the three common security goals. 

Confidentiality, integrity, and availability.


c) Briefly explain each. 

Confidentiality means that people cannot read sensitive information, either while it is on a computer or while it is traveling across a network.
Integrity means that attackers cannot change or destroy information, either while it is on a computer or while it is traveling across a network. Or, at least, if information is changed or destroyed, then the receiver can detect the change or restore destroyed data.
Availability means that people who are authorized to use information are not prevented from doing so. Neither a computer attack nor a network attack will keep them away from the information they are authorized to access.

d) What is an incident? 

When a threat succeeds in causing harm to a business, this is called an incident.

e) What are the synonyms for incidents? 

Breaches or compromises.

f) What are countermeasures? 

The methods companies use to thwart attacks are called countermeasures.

g) What are the synonyms for countermeasure? 

Synonyms for countermeasures include safeguards, protections, or controls.

h) What are the goals of countermeasures? 

To thwart attacks.

i) What are the three types of countermeasures? 

Preventative, detective, and corrective.
2.
a) Who were the victims in the TJX breach? (The answer is not in the text, and this is not a trivial question.) 

The customers were the main victims. The banks that dealt with TJX also suffered because fines were leveled against them. Finally, TJX was a victim.

b) Was the TJX break-in due to a single security weakness or multiple security weaknesses? Explain. 

There were multiple security weaknesses. To gain access, the thieves exploited poorly protected wireless LAN security. They were able to read traffic because TJX did not encrypt data traveling between its stores and data centers. When thieves then connected to TJX servers, they were able to exploit those servers.


c) Why would meeting the PCI-DSS control objectives probably have prevented the TJX data breach? This is not a trivial question. 

Meeting the PCI-DSS control objectives probably would have prevented the TJX data breach because the PCI-DSS was set up to prevent the break-ins of this sort. The standard required control objectives that must be implemented by companies that accept credit card purchases, because companies of credit cards were already beginning to be breached. TJX only had 3 of the 12 required control objectives, which meant that it was very weak in security.
[PCI-DSS says that WEP should not be used in new installations after March 2009, and must be gone after March 2010. (4.1.1)]

d) Would meeting the PCI-DSS control objectives definitely have ensured that the data breach would not have occurred? Think about this carefully. The answer is not in the text. 
Not necessarily. Most importantly, the PCI-DSS control objectives only described activities, not how well the activities were carried out.

e) Which of the CIA goals did TJX fail to achieve in this attack? 

Of the three CIA goals, TJX primarily failed confidentiality (ensuring sensitive information cannot be read while traveling across a network).
3.
a) Give four reasons why employees are especially dangerous. 

(1) They have extensive knowledge of the IT systems.

(2) They often have access to sensitive parts of the system.

(3) They know corporate control mechanisms and so often know how to avoid detection.

(4) They are trusted by companies and can benefit from that trust when not following proper security protocol.

b) What type of employee is the most dangerous? 

IT support personnel, and specifically IT security personnel, are the most dangerous employees


c) What is sabotage? 

Sabotage is the destruction of hardware, software, or data.

d) Give the book’s definition of hacking. 
Hacking is intentionally accessing a computer resource without authorization or in excess of authorization.


e) What is intellectual property? 

Intellectual property (IP) is information owned by the company and protected by law.


f) What two types of things are employees likely to steal? 

Money and trade secrets.

g) Distinguish between intellectual property in general and trade secrets. 

IP includes formally protected information such as copyrights, patents, trade names, and trademarks. Trade secrets are pieces of sensitive information that a firm acts to keep secret.

h) What is extortion? 

In extortion, the perpetrator tries to obtain money or other goods by threatening to take actions that would be against the victim’s interest.

i) What is employee computer and Internet abuse? 

Abuse consists of activities that violate a company’s IT use policies or ethics policies.

j) Who besides employees constitute potential “internal” threats? 

Many companies use contract employees that, although not employees of the company, often share many of the same access benefits.
4.
a) What is malware? 

Malware is a generic term for “evil software.”

b) Distinguish between viruses and worms. 

Viruses are programs that attach themselves to legitimate programs on the victim’s machine and are usually spread via e-mail messages. Worms are full programs that do not attach themselves to other programs and can propagate through the same mechanisms as viruses, but can also self-propagate, making them able to spread much faster.


c) How do most viruses spread between computers today? 
Most viruses spread between computers via e-mail messages, but can also be spread through instant messaging, file sharing programs, downloading infected programs from a malicious website, or from “free software” and pornography downloaded by users.


d) Describe how directly propagating worms move between computers. 
Direct-propagating worms jump directly to a computer that has vulnerabilities; they then use these computers to jump to other computers.

e) Why are directly propagating worms especially dangerous? 
Direct-propagation requires no user action, so these worms can spread extremely rapidly.


f) What is a virus or worm payload? 

Payloads are pieces of code that do damage. After propagating, mobile malware may execute a payload.
Trojan Horses and Rootkits

Test Your Understanding
5.
a) How can nonmobile malware be delivered to computers? 
It can be on webpages that users download.

b) What is a Trojan horse? 
A Trojan horse is a program that hides itself by deleting a system file and taking on the system file’s name. Trojan horses are difficult to detect because they look like valid system files.


c) What is a RAT? 
A RAT is a remote access Trojan. A RAT gives the attacker remote access control of your computer.

d) What is a downloader? 
Downloader are usually small programs that, after installed, download a larger Trojan horse program capable of doing much more damage.


e) What is spyware? 

Spyware refers to a broad spectrum of Trojan horse programs that gather information about you and make it available to an attacker.

f) Why can cookies be dangerous? 

Cookies can record sensitive information about you and could become spyware.

g) Distinguish between keystroke loggers, password-stealing spyware, and data mining spyware. 
Keystroke loggers capture all your keystrokes. Hackers then look through the keystroke log files to obtain usernames, passwords, SSNs, credit card numbers, and other sensitive information.

Password-stealing spyware tells you that you have been logged out of the server you are visiting and asks you to retype your username and password, which then gets sent on to the attacker.

Data mining spyware searches your hard drives for the same types of information captured by keystroke loggers and sends the information on to the attacker. 


h) Distinguish between Trojan horses and rootkits. 

Trojan horses replace legitimate programs. Rootkits take over the root account and use its privileges to hide themselves. They do this primarily by preventing their operating system’s file viewing methods from detecting their presence.

i) Why are rootkits especially dangerous? 
Rootkits are especially dangerous because rootkits take over the root account to hide themselves from normal inspection and detection. 
Mobile Code

Social Engineering in Malware

Test Your Understanding
6.
a) What is mobile code? 
Mobile code is code that executes on whatever machine downloads the webpage.


b) What is social engineering? 

Social engineering attacks take advantage of flawed human judgment by convincing the victim to take actions that are counter to security policies.

c) What is spam? 

Spam is unsolicited commercial e-mail.

d) What is phishing? 

In phishing attacks, victims receive an e-mail message that appears to come from a bank or another firm with which the victim does business.

e) Distinguish between normal phishing and spear phishing. 
Phishing uses e-mail messages that appear to come from banks or other valid firms and directs the user to go to an authentic-looking website or other ruse to obtain sensitive information from the victim. In contrast, spear phishing attacks are aimed at single individuals or small groups of individuals.

f) Why are hoaxes bad? 

Hoaxes give false information. They may even try to persuade the victim to damage their own system.
Traditional External Attackers II: Hackers and Denial-of-Service Attacks

Traditional Motives
Test Your Understanding
7.
a) What were the motivations of traditional external hackers? 
Traditional external hackers were motivated by ego, the thrill of the break-in, and validation of their skills.

b) Did traditional external hackers engage in theft? 

They often did.
Anatomy of a Hack

Test Your Understanding
8.
a) Distinguish between IP address scanning and port scanning. 
IP address scanning is used to determine the IP addresses of a firm’s network, primarily using ICMP Echo messages (aka pings). Port scanning determines which applications are either running or authorized on a specific host.


b) What is an exploit? 

The specific attack method that the attacker uses to break into the computer is called the attacker’s exploit, and the act of implementing the exploit is called exploiting the host.

c) What does “owning” a computer mean? 

Being able to do anything the attacker wishes on the computer.

d) What is IP address spoofing? 

Sending packets with false IP source addresses.

e) Why is IP address spoofing done? 

So that the attacker cannot determine the identity of the attacker.

f) When can an attacker not use IP address spoofing? 
Attackers cannot use IP address spoofing when they are trying to read replies of probe packets.


g) When attackers must use valid IP source addresses in probe or exploit packets, how do they conceal their identities? 
When attackers must use valid IP source addresses, they typically use chains of computers previously compromised by the attacker; the chain is best when it is 15 or more computers. The response packets from an attack will have to be tracked through the entire chain of compromised hosts, which is very difficult.

Social Engineering

Test Your Understanding
9.
a) How can social engineering be used to get access to a sensitive file? 

Simply asking for someone to send them the file or to give them access to the file.


b) What is piggybacking? 

Following someone through the door to a secure area without authenticating oneself.

c) What is shoulder surfing? 

Watching someone type their password in order to learn the password.

d) What is pretexting? 
In pretexting, an attacker calls claiming to be a certain person in order to ask for private information about that person.

Denial-of-Service (DoS) Attacks

Test Your Understanding
10.
a) What is a DoS attack? 

A denial-of-service attack attempts to make a server or network unavailable to serve legitimate users by flooding it with attack packets.


b) Describe a DDoS attack. 

In a typical DDoS, an attacker controls many computers with bots. The attacker (botmaster) sends the bots a command to attack. All the bots then send the victim a flood of attack packets.

c) Describe a SYN flooding attack in some detail. 
In a TCP SYN flooding attack, an attacker users bots to flood a server with TCP connection-opening (SYN) requests. A server reserves a certain amount of capacity each time it receives a SYN segment. Flooding a server with SYN segments can cause the server to run out of resources and crash or be unable to open valid requests. A SYN flood can shut down an entire network if strong enough.

d) Why do many botnets have multiple owners over time? 

Typically, a botmaster will use the botnet for his or her purpose, and then sell the botnet to someone else.
Skill Levels

Test Your Understanding
11.
a) What are the two primary characteristics of skilled hackers? 
Expert hackers are characterized by strong technical skills and dogged persistence. 

b) Why are script kiddies dangerous? (Give two reasons.) 
Script kiddies are dangerous because of their sheer numbers and because their many attacks make it difficult to recognize the few attacks that are highly sophisticated.


c) Why are malware and exploit toolkits expanding the danger of script kiddies? 

They are making it much easier for script kiddies to act.
The Criminal Era

Dominance by Career Criminals

Test Your Understanding
12.
a) What is the dominant type of attacker today? 

The career criminal.

b) Is cybercrime negligible today compared to noncomputer crime? 

No. According to the U.S. Treasury Department, cybercrime proceedings surpassed those from illegal drug sales in 2005.

c) Why are international gangs difficult to prosecute? 

It is difficult to prosecute someone in another country.

d) Why do international gangs use transshippers? 
International gangs use transshippers in the United States because many online sellers will not ship to addresses outside of the United States.


e) How do they use transshippers? 
Transshippers receive shipped goods at U.S. offices and then ship them to the criminal gang in another country.


f) How do they use money mules? 

Money mules transfer foreign money into U.S. money and vice versa for a small fee.
Fraud, Theft, and Extortion

Test Your Understanding
13.
a) What is fraud? Be specific. 
In fraud, the attacker deceives the victim into doing something against the firm’s security policy.


b) What is click fraud? 

In webpage advertising, a webpage owner posts an electronic advertisement. If a visitor clicks on it, this takes the visitor to a sponsor website. The sponsor website pays a small fee to the webpage owner. In click fraud, the webpage owner writes a program to “click” repeatedly on the ad and go to the sponsor website. This gives the webpage owner unearned money.

c) How do criminals engage in online extortion? 

Computer extortionists threaten to do at least temporary harm to the victim company’s IT infrastructure unless the victim pays the attacker.
Stealing Sensitive Data about Customers and Employees

Test Your Understanding
14.
a) What is carding? 
Carding is stealing credit card numbers.


b) Describe bank account theft and online stock account theft. 

In bank account theft, the attacker controls the victim’s bank account and withdraws money.

In online stock account theft, the attacker takes over the victim’s online stock account and withdraws money.

c) Distinguish between credit card theft and identity theft. 
Credit card theft gives criminals access to that credit card. Identity theft is much worse as it allows the criminal to impersonate the victim sufficiently to engage in large financial transactions, such as taking out large loans or making large purchases in the name of the victim.


d) Why is identity theft more serious than credit card number theft? 
Identity theft can cause victims massive damages because the thieves are able to use the victim’s information to take out large loans.

e) How do criminals usually get the information they need for credit card theft and identity theft? 

Traditionally, they got the information physically, say by copying the credit card account numbers of someone visiting a merchant that has a dishonest employee. Computer credit card and identity theft has been able to get information on large numbers of people very quickly.

f) How can companies be harmed if they allow personal information in their control to be stolen? 
Companies that allow personal information in their control to be stolen can receive significant backlash from customers and investors. The firms can be subject to government fines, lawsuits, increased costly audits and regulation, and the possibility of having to fire managers and other key employees.


g) What is corporate identity theft? 

When someone impersonates a corporation and carries out business transactions in the name of the company.
Competitor Threats

Commercial Espionage

Denial-of-Service Attacks

Test Your Understanding
15.
a) Distinguish between public intelligence gathering and trade secret espionage. 

Public intelligence gathering takes advantage of publicly available information to get information about a company.

Trade secret espionage consists of obtaining trade secret information that the company takes reasonable measures to protect.

b) What must a company do to its trade secrets if it wishes to be able to prosecute people or companies who steal it? 

It must take reasonable precautions.

c) How strong do those protections have to be? 

They must be reasonable.

d) Who is likely to engage in espionage against a firm? 

Corporate competitors and national governments (see cyberwar).
Cyberwar and Cyberterror

Cyberwar
Cyberterror
Test Your Understanding
16.
a) Distinguish between cyberwar and cyberterror. 

In cyberwar, attacks are made by national governments.

In cyberterror, attacks are made by terrorists.

b) How can countries use cyberwar attacks? 

Countries can engage in espionage before a war, damaging the enemy’s financial infrastructure, disrupting the enemy’s communication infrastructure, and engaging in propaganda attacks.

c) How can terrorists use IT? 

Terrorists can damage a country’s financial, utilities, and IT infrastructure. They can recruit members. They can make physical attacks more confusing by damaging the communications infrastructure. They can turn to computer crime to finance their terrorism.
A Constantly Changing Threat Environment

Test Your Understanding
17.
In what three broad ways is the threat environment likely to change in the future? 

New attacks appear continuously and grow explosively.

Attackers are humans and continually analyze and create means to defeat countermeasures.

Attacks will grow more sophisticated and severe.

Synopsis

Thought Questions

1.
If an attacker breaks into a corporate database and deletes critical files, against what security goal is this attack aimed? 

Integrity—because the information is changed.

Also availability—it is no longer available to the firm.
2.
How can detective countermeasures act as preventive countermeasures? (The answer is not in the text.) 

Detective countermeasures can act as preventive countermeasures by scaring hackers because if they are caught, they can risk being prosecuted.
3.
a) If you accidentally find someone’s password and use it to get into a system, is this hacking? Explain. 

Yes, because hacking is intentionally accessing a computer resource without given authorization. Getting a password is not the same as getting authorization.

b) Someone sends you a “game.” When you run it, it logs you into an IRS server. Is this hacking? Explain. 

No, because it was not intentional, but if you intentionally look around it, then it would be considered hacking.


c) Could you be prosecuted for doing this? 

They can always bring prosecution against you, but they would have to prove intentionality.

d) You have access to your home page on a server. By accident, you discover that if you hit a certain key, you can get into someone else’s files. You spend just a few minutes looking around. Is this hacking? Explain. 

Yes, because although it was an unintentional access of information you intentionally spent a few minutes looking around, therefore you were in excess of your authorization.
4.
Addamark Technologies found that its webservers had been accessed without authorization by an employee of competitor Arcsight.
 Arcsight’s vice president for marketing dismissed the hacking, saying, “It’s simply a screen that asked for a username and password. The employee didn’t feel like he did anything illicit.” The VP went on to say the employee would not be disciplined. Comment on the Arcsight VP’s defense. 

Arcsight VP’s defense is weak because he intentionally accessed a computer resource without authorization, especially because it was the competitor’s webserver. If a screen asks for a secret password, this indicates that access is not authorized to anyone except those to whom the password is given. On the other hand, one can understand why Arcsight’s VP said that he would not be disciplined, because he may have helped their company although should have been because they could get sued.
5.
Give three examples of social engineering not listed in the text. 

Credit Card: By phone, call random people in the phone book and ask for the given person in the phone book. Say you are Visa or MasterCard updating their system and ask them to verify their information, including card number, expiration date, secret number, full name and address.

Serial Number: By phone, call someone on campus. Identify yourself as an ITS staff and that you need to verify the users copy of Windows XP, Office or any other program that may be installed on their computer because there are duplicate serial numbers going around that they need to update for legal purposes. Go through the process of going into the program and going into the Help and About the Program. After they tell you the serial number for a given program, you can now use it for your own computer at home.

Password: By phone, call the helpdesk and ask who the daytime manager is and when he or she will be available, then hang up. Call back later when the main manager is out and tell the student, that you are working with _Manager’s Name_ help a user with a password and that the user is getting furious and yelling. He’s in the other room, but said to call you for the user’s password. The users name is John Doe and the username is jdoe. What is the password?

Person pretends to be a tech rep for a base IT services. Because he has no badge, he or she convinces a clueless door guard to escort him to the server room. Using the name of the organization’s Communication department head (readily available on the Internet) as justification for the work to be completed. Once inside the server room, he or she cross-connects an isolated system with a compromised system using a basic cross-connect cable. This example is from personal experience.

Reverse social engineering. From the website http://www.securityfocus.com/infocus/1527 “This is when the hacker creates a persona that appears to be in a position of authority so that employees will ask him for information, rather than the other way around.” 
Hackers have used online forums where they send out some sort of sweepstakes information and ask the user to put in a user name, e-mail address and password. The intent of this tactic is that many users use the same user ID and password for many sites and the information provided may provide great access to the hacker, including possibly corporate account information that provides user ID’s in the format of the corporate e-mail address. This tactic can be found on http://www.securityfocus.com/infocus/1527.
6.
Why do you think DoS attackers use zombies to attack victims instead of sending attack packets directly to victims? Come up with two reasons. 
To mask their IP address and MAC address so that they will not get caught.
To launch an attack of a greater size with a greater chance of success.

7.
Why would using a script created by a hacker not give you the experience of expert hacking? 
You would not have an expert hacker’s knowledge of many attacks to try if one failed, you would not be able to execute sophisticated attacks, and you would not be experiencing the dogged persistence needed to succeed.

8.
What do you think are the pros and cons of paying off extortionists? 
Pros: If you pay off extortionists you usually are safe for a short period of time.

Cons: If you pay off extortionists, they may ask for more money once they receive your first payment. They could easily post the critical data anyway after they have the money. Also, it promotes extortion.
9.
A competitor goes to your public website and discovers that they can get into a directory that you did not know was accessible. There, they find a list of customers and use the list to their advantage. Have they hacked your webserver? What problem may you encounter in suing them for the theft of trade secrets? 
Yes, they hacked your server by gaining access without authorization.

To sue, you would have to prove that you used reasonable protection to guard the information. If they got in this easily, you may have a difficult time proving that.

Hands-on Projects
PROJECT 1  SuperScan is a port scanner produced by Foundstone. Port scanners check to see which ports may be open on your computer. This project will have you run a simple port scan on your own computer. **WARNING** Do not scan any computers or networks without permission. Only scan your own computer or the one(s) designated by your instructor. 

1. Download SuperScan from http://www.foundstone.com.

2. Click Resources, Free Tools, and SuperScan. 

3. Click Download this Tool Now (at the bottom of the page).

4. Click Download now.

5. Click Save.

6. If the program doesn’t automatically open, browse to the folder where you saved the download.

7. Right-click superscan4.zip.

8. Select Extract All and Extract.

9. Browse to the new directory you just created.

10. Right-click the SuperScan.exe program. 

11. Select Run as administrator.

12. Click Yes if prompted.

13. Enter your IP address in the Hostname/IP address box. (Use the IPConfig command or go to http://whatismyipaddress.com/ to determine your IP address.)

14. If you can’t figure out your IP address, enter: 127.0.0.1. (This is the default home address.)

15. Take a screenshot.

16. Press the -> arrow next to the Hostname/IP address box to move the IP address into the adjacent box. (This tells SuperScan that you want to use this IP address.)

17. Click on the Host and Service Discovery tab.

18. Select Time Stamp Request, Address Mask Request, Information Request, the radio button Data+ICMP, and the radio button Connect.

19. Take a screenshot. 

20. Return to the Scan tab and click the Play button at the bottom of the screen. (If you see a pop-up from your Windows firewall just click Allow Access.)

21. If you see a Windows XP firewall message, click Unblock.

22. Take a screenshot once the scan is complete. 

23. Click the View HTML Results button at the bottom of the screen.

24. Take a screenshot of the SuperScan Report.

Screenshots and IP addresses for individual students will vary.
PROJECT 2  If you are new to the IT security field or just want a more accessible (i.e., less technical) news feed, you might want to read the Security section of eWeek.com® or The Register®. eWeek’s Security section gives a good synopsis of some of the more important IT security developments in an easy-to-read format. The Register gives more articles separated by categories. 

1. Open a web browser and go to http://www.eweek.com/c/s/Security/. 

2. Click on an article that interests you. 

3. Take a screenshot.

4. Under the Security section click Security Reviews. 

5. Click on an article about an IT security product that interests you. 

6. Take a screenshot. 

7. Go to http://www.theregister.co.uk/security/. 

8. Under the Security section click on Crime. 

9. Click on an article that interests you.

10. Take a screenshot.

11. Under the Security section click on Enterprise Security.

12. Click on an article that interests you.

13. Take a screenshot.
Screenshots and articles for individual students will vary.
PROJECT 3  In this project you will look up the PCI-DSS control objectives on the Internet and see which ones TJX did not comply with.
Build and Maintain a Secure Network
Requirement 1: Install and maintain a firewall configuration to protect cardholder data
Requirement 2: Do not use vendor-supplied defaults for system passwords and other security parameters

Protect Cardholder Data
Requirement 3: Protect stored cardholder data
Requirement 4: Encrypt transmission of cardholder data across open, public networks

Maintain a Vulnerability Management Program
Requirement 5: Use and regularly update antivirus software
Requirement 6: Develop and maintain secure systems and applications

Implement Strong Access Control Measures
Requirement 7: Restrict access to cardholder data by business need-to-know

Requirement 8: Assign a unique ID to each person with computer access
Requirement 9: Restrict physical access to cardholder data

Regularly Monitor and Test Networks
Requirement 10: Track and monitor all access to network resources and cardholder data
Requirement 11: Regularly test security systems and processes

Maintain an Information Security Policy
Requirement 12: Maintain a policy that addresses information security

Source: https://www.pcisecuritystandards.org/security_standards/pci_dss.shtml
TJX violated the following requirements:

1.
They did not maintain a good firewall to protect the data coming from their stores.

3.
They did not protect stored data.

4.
They did not encrypt transmission of data with strong encryption

6.
The whole system was not secure and they knew it.
7.
The hackers gained access through sniffers.

10.
They did not track and monitor or not well enough for 80GB to be stolen.

12.
It is not clear that they had a policy.

Project Thought Questions

1. How many ports are there on a computer?
There are 65,535 ports on every computer.

2. What programs (services) run over each port?

Well-known ports run from 0–1023. You can find which services run over specific ports by searching for “well known ports” on the Internet.
3. Can hackers use ports to spread malware? How?

Yes, certain types of malware are known to access computers through specific ports.

4. How do you close ports that may already be open?

You can remove the program that opened the port or you can set your firewall to block that specific port.
5. How much time does your employer give you to read about current events related to your job?

Most employers do not want you to spend the day surfing the Internet. IT security professionals need to spend at least one hour reading current events related to IT security.
6. How does reading current news articles help IT security professionals in their daily jobs?
Current news articles can directly impact the daily lives of IT security professionals. News about the spread of a recent virus can likely affect most large organizations. Staying current is critical.
7. How much would it have cost TJX to become PCI-DSS compliant before the security breach?
Difficult to say for sure. However, it’s likely that the cost of becoming compliant would have been much less than the fines, loss of customers, loss of reputation, and additional staff required to handle the data breach.
Perspective Questions

1.
What was the most surprising thing for you in this chapter?

Student answers will differ.
2.
What was the most difficult thing for you in this chapter?

Student answers will differ.[image: image1][image: image2]
� Addamark Technologies, “Even Security Firms at Risk for Break In,” E-week, February 17, 2003.
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