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Role of the Privacy Commissioner

Speaking Points

Otaki CAB
23 August 2011

Handling personal information in the technological age

Did you know …?

As we sit here now, there are many databases holding information about you, your income, family, house, education and lifestyle. Quite a lot is open to the public. For starters, there is your birth certificate, marriage certificate, passport and entry on the electoral roll. 

You will have a national health index number which links to any information about you held by a hospital, GP, medical laboratory or pharmacy. 
Financially, there will be information relating to your income tax, superannuation, insurance and annuity details, information held by credit reporting agencies, such as Baycorp, and banks. 

Then there’s mobile phone records, the video store, the local library, the sports club, Ticketek, customer loyalty schemes such as Fly Buys, TradeMe, and your internet service provider to name a few. Perhaps you are also a member of a political party or professional association.

If you’ve had an active past, there may be information about you held by the New Zealand Security Intelligence Service, traffic fine information, or details held by NZ Police or courts. 

You will have given some of that information voluntarily, and some of it you are required by law to provide.  But:

· what happens to it?

· how securely is it held? and 

· who has access to it? 

These are all fair questions to ask. In fact, I encourage you to ask exactly those sorts of questions of the businesses and organisations holding information about you. 

And then ask yourselves, as business people – holding client and employee information –  whether you could answer those questions satisfactorily.

What is privacy anyway?

You might be thinking, “what has all this got to do with privacy?” Simply: privacy is to do with personal information and how that information is handled. Privacy is to do with having control over the information that is gathered and held about you.

Technology, technology, technology

We are in the midst of a information revolution. Technology has transformed the way information is held and used, and it is transforming the way we do business, communicate and socialise. 

Keeping up with the technological advances is daunting. Think of the fact that the human genome has now been mapped and of the vast information about each of us that might be unravelled. Think of the increasing sensitivity of DNA testing, which means that DNA information can be gathered from sweat left behind at the scene of a crime. Think of the new, minuscule, computer chips which can be swallowed; dissolve in the bloodstream, but miraculously keep on doing their work! All of these changes have privacy implications.

Recent privacy related developments just in the last few weeks: 

· Cameras being installed in all taxis – recording all journeys 

· Fingerprints and photos of youth offenders being collected and stored by Police (12 yrs+)
We’ve all lived through revolutionary technological developments and the ubiquity of the internet: 
Take a second and think back to the early 2000s – how were you communicating and corresponding? 
· And what is your primary means of communication now? Do you rely upon texting as a meaning of staying in touch? Think of the growth of Skype; blog sites; social networking; Facebook; LinkedIn; YouTube, and even, locally, TradeMe.  
· All that online activity represents a ton of personal information swirling in the ether – and that personal information growth has soared at an enormous rate. 
· In 2008, I was noting that Facebook was growing fast and had about 64 million members. Estimates now in 2011 are somewhere in the region of 750 million.  

· I’m guessing, but Wikipedia and Google are probably your first source of general information. Farewell Encyclopaedia Britannica…
· So change is happening – whether you agree with it or not. And it affects you: 
· as an individual
· as a business person 
· as a parent.
Is privacy a real issue?
But how much of an issue is privacy?  The news media gives us a clue. Privacy related stories include:

· teenagers telling all on Facebook
· (cameras in taxis)
· information sharing between government departments 

· Sony Playstation data breach
· Labour Party data breach

· News of the World scandal

· At the end of 2007 – a huge data breach in the UK. Child benefit information involving 25 million people and 7.25 million families. Lost on CD.

· In light of recent stories about data breaches or data losses, two-thirds of British adults reported that there has been a decrease in their level of trust in established institutions, such as government departments to correctly manage their data (British Computer Society, Data Guardianship Survey 2008).

Does anyone care about privacy?  Public opinion survey results
In spite of all this you may still be asking if anyone really cares about privacy and how personal information is handled. Our Office has commissioned regular public opinion surveys to objectively test New Zealanders’ attitudes to privacy. March 2010 was the most recent. The results over the years have shown remarkable consistency.

Key points: 

· Information that children put on the internet about themselves is the privacy issue that most worries New Zealanders, according to the survey.

· Eighty-eight percent of people surveyed said they were concerned about the issue, including 72 percent who said they were "very concerned".

· The UMR survey found that security of personal information on the internet (83 percent) and personal information held by overseas businesses (79 percent) continued to be the issues of next most concern. 

· Overall, 43 percent of respondents surveyed said they used a social networking site - compared with 32 percent in June 2009 and just 14 percent in August 2007 (latter figures from UMR omnibus surveys). And 4 out of 5 people aged 18-30 used social networking.
· Surprisingly, more than half of users (57%) believed social networking sites were mainly private spaces where people shared information with their friends.
GETTING IT RIGHT IN THE REAL WORLD 
Privacy is about people. Real life impacts. Examples from our case files: - 

Case example: Couple’s financial information shown in “sample plan”

· Life assurance company prepared a financial report for a couple 

· It included detailed financial information about them and their family

· Without their knowledge, this plan was used for marketing purposes. 

· It was distributed to employees in the company, and potential clients.

· Some of the details were removed, but the couple were still identifiable.

· One man who received the plan contacted the company and said he felt he should not keep reading it because he knew – and could identify – the couple involved.

· Complaint to OPC and then $23,000 settlement

Case example:  Credit card company discloses salary
· Business manager applied for a credit card.

· He authorised the card company to contact head office pay clerk to verify his salary details

· Few days later a credit card company representative phoned the business and got through to the warehouse staff. 

· The representative told the warehouse staff member how much the manager earned and asked the staff member to confirm that the figure was correct.

· Complaint to OPC and we form an opinion in manager’s favour. Monetary compensation.

Customer databases: tips and traps - what are the rules?

The Privacy Act has 12 key principles. But following the KISS principle (Keep It Simple Stupid!) here are a few simple pointers to keep in mind when handling personal information:

· Collect and keep only what you really need

· Be fair and open about what you are collecting and why

· Look after the information once you have it (think of laptops; memory sticks; detachable hard drives, your business website, etc)

· Use it only for the reason it was collected

· In general terms, you shouldn’t disclose the information to others, unless that’s part of the reason you collected it in the first place

· Allow access to information and correction of information.

Privacy – Think P.O.P.
Purpose – Have you got a clear purpose?  Why are you collecting the information anyway?

Openness – Are you being upfront and open with people about what you are doing? 

Policies – Write it down; add a statement to you website.  Set it out in a policy.

It’s pretty grounded, commonsense, stuff: - 
· When handling personal information – take a ‘no surprises’ approach. 
· Put reasonable standards of security in place. Ensure you are using accurate information.
· Be fair and open about how you are handling people’s information. (Bigger businesses or organisations should have an internal complaints system in place - so you can respond appropriately to requests you might get from people for access to their own information, and deal with any complaints.) 
· Right of Access - people have a right to see their information if they want to. They can also ask for it to be corrected if they think it is wrong. (There are some instances when you can refuse. Call our enquiries line 0800 803 909 if you want to discuss any of these things further.)
TIPS                                                                                                         

Security and privacy – close cousins                                                 

· Keep firewalls and virus protections up‑to‑date on computers (don’t forget the computer at home!)
· Security and privacy (there’s an overlap – if you’re spending money on security it may be useful and economical to extend it to privacy protection).

· Employ the tools that do exist: - use passwords and encryption software

· Have a privacy policy, and a statement if you need one e.g. on your mail order form, website or in your front office.

Personal tips

· Know your rights (challenge instances when personal information is being collected unnecessarily. In some cases, like information held by credit reporters (Veda), it is wise to regularly ask to see the information they hold, and then to have any errors corrected.)

· Direct marketing (you can ask the Marketing Association to put you on its “name removal” list).

How is the Office set up? 
                                                
· The New Zealand Privacy Commissioner's Office is an independent Crown Entity that was set up in 1993. The Privacy Act was passed unanimously. PC is appointed by the Governor-General on the recommendation of the Minister of Justice.

· Report to Parliament through the Minister of Justice. Funding is from the public purse.

· Independent - can and do investigate complaints against government departments; Ministers of the Crown. 

· Private and public sector coverage: - Examples of bodies not covered by the Privacy Act: an MP in his/her official capacity; arms of the judiciary such as courts; a royal commission; commission of inquiry (section 2).

· The Office is free to comment on privacy implications arising in proposed new laws and information matching programmes.

· The Privacy Act applies to almost every person, business or organisation in New Zealand. The Act sets out 12 privacy principles that guide how personal information can be collected, used, stored and disclosed. 
 
· The Privacy Act implements the OECD Guidelines which New Zealand accepted in 1980. 
How is “privacy” defined anyway?

· Not any easy thing to pin down. Overseas, privacy is commonly identified as "data protection" - which is perhaps more informative. 

· NZ Privacy Act relates to information about "identifiable" individuals (statistical or anonymised research material does not generally raise privacy issues). 

· The focus is upon ensuring individuals are informed about what is happening to their information, and can then exert some control over it if they wish.  Organisations / people collecting personal information have a responsibility to be open and clear about what the personal information might be used for. We often talk about "clarity of purpose" in that context.  Right to openness. So much going on “under the bonnet”.
· Commonsense principles – 12 information privacy principles - In case you are wondering – the 12 privacy principles don’t cover situations where a person collects or holds personal information solely or principally for personal, family or household reasons.
· TRUST is the issue.

What sort of areas of work are we involved in?

Privacy Commissioner’s functions are broad:

· Making public statements on matters affecting individual privacy. And last year we had year we had 323 media enquiries. 
· Monitoring and examining the impact that technology has upon privacy 

· Developing codes of practice for specific industries or sectors (health; telecommunications; credit reporting)
· Examining new legislation for its possible impact on individual privacy 

· Monitoring data matching programmes between government departments, for example:     

· employers/MSD (benefit fraud)

· IRD/MSD (qualify for community services card)

· unenrolled voters 
· Inquiring into any matter where it appears that individual privacy may be affected. 
· The Act emphasises balance. Personal information protection is a necessary part of consumer rights – but it must by law be balanced against competing social or economic interests. And a New Zealand which retains its competitive advantage by keeping privacy protections up to international standards.

· International angle - the Office played a key part in two new initiatives: the establishment of the APEC Cross-border Privacy Enforcement Arrangement (CPEA) and the Global Privacy Enforcement Network (GPEA).
· monitor NZ privacy generally

· education / communications / reporting – our enquiry staff get about 7,000 emails/calls year (eg. Google’s collection of WiFi and other data during its Street View activities and New Zealand Post’s competition and survey activity)

· education seminars and workshops 
· investigating complaints about breaches of privacy: We get around 900 written complaints a year. 25 percent of complaints were closed by settlement or mediation – an increase from last year. We try to move parties towards settlement, helping them to avoid the expense and stress of court proceedings.
· Guidance material / resources / publications (various). Recently: youth – and seniors. 
INTO THE FUTURE – LAW COMMISSION REVIEW
Why was it needed? 

· Privacy Act was passed 18 years ago – and since then we’ve seen huge technology-driven changes. 

· Individual New Zealanders have countless new opportunities from technological developments, but there are also real risks.  
· World is changing fast and technology is surging forward. Is the law still up to the job?
· Law Commission was given a huge job - a four-year, four-stage review – major undertaking. 

· Outcome? A package of new proposals that will make our privacy law more equal to the task of protecting New Zealanders’ personal information in the digital age. 
· Reforms will power up our 18 year old privacy law to bring it more in line with world class standards of protection New Zealanders are entitled to expect. 
· Importantly -it will give people more power to control their own information.

What sort of changes / risks?  
· People’s information can be lost or hacked; 
· organisations collect huge amounts of our confidential information and then fail to protect it; 
· individuals can breach other’s privacy by highly offensive internet postings. 

What are the proposals? 
· Make sure we have a law that is both flexible and strong enough to be able to deal with these kinds of problems. Some proposals you might be interested in: - 
Privacy Breach Notification
Reality is that occasionally things do go wrong and personal data is lost or hacked into. At the moment, people are not necessarily told, and so are put at risk of identity theft or other harms. 

· Proposal - people must be told when there is a serious data breach that affects them, and they need to take steps to protect themselves, like cancelling a credit card. Recommendation is for a “risk-based” approach, to avoid notification overload. 

Class Actions to Tackle Systemic Harm

· Proposal - groups of people would be able to bring “class actions” and privacy complaints. 

· This recommendation reflects the reality of many privacy breaches nowadays. 
· We see plenty of instances, such the Sony Playstation customer data breach recently, when one systemic problem affects thousands of people. We urgently need to have an efficient way of tackling these cases.

Faster Dispute Resolution

Major changes to privacy dispute resolution proposed:  
· Major change - Privacy Commissioner could determine access complaints (where a person seeks their own information), and would be able to direct an agency to release the information. 
· This can arise, say, when you wish to change your doctor, lawyer or accountant and your information is withheld because there may be a dispute about your bill. 
Effect:

· OPC would be able to take cases directly to the Human Rights Review Tribunal to hear all types of privacy complaints. 
· Quicker, streamlined dispute resolution expected - and real benefits to individuals.

Getting Problems Fixed Quickly: Compliance Notice
New power  
· The Law Commission has put forward the low-cost, low-resource suggestion of a compliance notice to target those agencies that persistently flout the law. 
Why is it needed?

· Some agencies may poorly protect, unwisely disclose or even on-sell individual information. 
Effect: 

· We could fix problems quickly, and 
· Protect people’s personal details from loss or misuse;

· Responsible businesses are already protecting information. But this will put everyone else on notice that serious information mishandling will have consequences.

Closing off Offensive Internet Postings

· Closing legal loopholes - loophole at the moment around the publication of highly offensive material online. New proposal would mean in future people could complain and potentially get offensive material taken down from the internet. 

· We know of cases where people have posted intimate photographs of former partners online, for instance, and as the law currently stand there is very little we can do about that.  

“Do-Not-Call” Register

· Stop telemarketing calls – recommendation to set up a statutory “Do-Not-Call” register, to stop unwanted telemarketing calls. 

· Something that some New Zealanders find very intrusive and bothersome. The Law Commission’s proposal puts some control back in their hands.

Other Law Commission proposals to protect individual New Zealanders are:

· victims of offences - additional protections to be built into the law to cover victims, their families, and people subject to serious harassment. 

· regulating surveillance, interception and tracking through a new Surveillance Devices Act.

Overall 
· Law Commission has decided the Privacy Commissioner needs the right tools to do the job. 
· Some people have been surprised by the recommendations because they thought I could do these things already! Not so! 
· But do need some modern tools to fix these modern problems. 
· I welcome this final report and have been impressed by the thoughtful approach and innovative recommendations.  

What next?
Now waiting for the Government’s response to the report – they have to respond within 6 months.  Then we would expect to see some of these changes being put into Bills to go before Parliament. So change is ahead, but it won’t happen overnight! 

In actual fact, these are good recommendations, and we’ll look to implement what we can in the meantime.  Produce guidance; make sure our work programmes are on track, etc.

Conclusion
· Role of PC as watchdog – government policy; business; complaints; technology, CIIs.

· Your rights under Privacy Act access, correction, accuracy, fair collection.

· At the outset, I said that privacy matters - for personal, social & political reasons. I hope those comments now make sense! It is about you - your past, present and future.

· We are surging through a huge cultural and information revolution and I don’t profess to be able to predict how it might develop.
· At its heart privacy is about protecting freedoms for people, and fostering a democratic culture.

· “The price of freedom is eternal vigilance” (Thomas Jefferson).
· I hope some of the topics today will encourage you to enquire further – and see that there is more to privacy than meets the eye! This is not an area where kneejerk reactions bring much insight! But I have request too. Please be my allies in this journey – let me know what your experiences and concerns are. Tell me what is working well.

· Our website (www.privacy.org.nz) and our freephone line (0800 803 909) are there to help you.  We have guidelines on our website specifically designed to help businesses.
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