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preface
The purpose of this document is to begin the dialogue necessary for the creation and adoption of minimum common technical specifications for Class II games played with “electronic,  computer, or other technologic aids.” There presently are no such standards. Technical regulations from other gaming jurisdictions are useful as models, but a degree of incompatibility exists among them. These standards, therefore, borrow as appropriate, but ultimately they attempt to strike out on their own to address the unique aspects of Class II gaming under the Indian Gaming Regulatory Act (IGRA).

In so doing, these standards attempt to provide the specificity needed to ensure that Class II games are fair, secure, reliable, and auditable. At the same time, the standards attempt to create a framework that welcomes and permits new technology rather than prohibiting it by default, as is the case in many jurisdictions.

That said, please note that this is a draft. There will be general areas and specific items that need to be revised, expanded, or eliminated. There will be editorial inconsistencies. The input of the Tribal Advisory Committee and consultation with Tribes and with industry are all essential for producing final, meaningful, and appropriate standards.
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1 Introduction

1.1 Purpose

This document describes the minimum technical requirements for Class II gaming equipment. 

The accompanying document “Classification Standards for Electronic, Computer or Other Technological Aids Used in Connection with Class II Gaming” provides a classification definition of what constitutes a Class II game and what characteristics of games would lead to the categorization as Class III.

1.2 Objectives

The objective of this document is to provide clear and concise technical standards for equipment Class II gaming equipment. The specific intent and guiding principles to meet this objective are:

1) The intent of this document is to specify sufficient requirements and controls to ensure that gaming on Class II machines occurs in a manner that is:

a) fair; 

b) secure;

c) reliable;

d) auditable. 

2) It is not the intent of this document to unreasonably: 
a) mandate a single solution or method of realizing an objective; 

b) limit technology application to gaming equipment; 

c) limit creativity or variety of choice; 

d) limit marketability; 

e) advantage any supplier or manufacturer of equipment; or 

f) preclude research and development into new technology, equipment or innovative solutions. 

3) The principles governing the production and use of this standard are: 

a) Existing industry standards are used where there is a consistency and relevancy to the requirements of Class II gaming.

b) A Class II Device must not cheat, mislead or disadvantage users.

c) A Class II Device must meet all of the requirements of this specification and the manufacturer’s design and specifications.. Additionally, all Class II equipment must operate free of errors or problems.
d) Matters or incidences arising from evaluation of a Class II Player Device submission that have not been addressed in this document (e.g. due to omissions or new technology) will be resolved on a case-by-case basis as part of the approval process. 

e) Subsequent releases of this standard will address omissions and technology developments as they are identified.

f) Tribal Gaming Regulatory Authorities may set requirements additional to the standards provided.
2 Client – Server Standards

In many implementations of Class II machines, there will be a Client – Server structure with the main body of the winner determination being structured in the Server e.g. for Class II Bingo. The following requirements must be met by all Class II Client – Server implementations.

2.1 Server Requirements

2.1.1 Physical Security for Servers

Servers used to support gaming Clients for Class II gaming potentially represent a commensurate degree of risk as standalone Class II Player Devices.  Two configurations of Class II Servers will be considered with each having its own unique requirement:

1) Servers located in secure data centers.

2) Servers located in public areas.

2.1.2 Security for Servers located in secure data centers

This section is intended for environments where physical security of the server is not attained by standard Class II Player Device like security, refer to Section 2.1.3 but rather by locating servers in secure data centers. This does not preclude servers for the one client/server system from being located in multiple data centers. 

2.1.3 Security for Servers located in public areas

Servers located in public areas must meet the physical requirements of Section 3. Servers may be installed in public areas for reasons such as:

1) The server also acts as a gaming device available for play (client)

2) The venue does not  have a secure computer room 

3) The server provides a Kiosk / voucher redemption capability

2.1.4 Security for all Servers

1) Servers must use operating systems that have discretionary access controls.  The term “Discretionary access controls” means the ability to be able to restrict access to objects (e.g. Files, peripherals, programs, etc.) on the basis of the privileges associated with the user account. Examples of operating systems that have discretionary access controls (it is noted that some of the controls in these operating systems have limitations.) are:
a) Windows NT

b) Windows 2000

c) Windows XP

d) Unix (and many variants)

e) Linux

Note that Windows 95, Windows 98 and Windows Me do not have discretionary access controls.

2) Servers must be configured so that access controls are used to prevent unauthorized access to objects (i.e. servers, programs and data).  The specific controls will depend on the operating system in use.  
a) For unix systems (and variants including linux), “other” access should be set generally as o-r, o-w, o-x (although differences will be required for some files).  

b) For Windows systems, objects should reside on NTFS file systems and permissions should be set generally to “Deny” (although differences will be required for some files).

3) Servers must be configured so that audit trails are maintained for authentication successes and failures.  Depending on the capabilities of the operating system, the following information should be recorded:

a) Date and time of the login attempt.

b) Username supplied to the login process.

c) Success or Failure.

4) Use of generic accounts on servers is not permitted.

5) Only authorized personnel, as specified by the Tribal Gaming Regulatory Authority, may have accounts on servers.

6) Servers must be configured so that logins using system accounts (e.g. administrator, root, etc) are restricted to the console.

7) Server account passwords must only be transmitted in encrypted or hashed form. Refer to Section 6.6 for specific requirements relative to encryption and hashing.

8) Software packages that are not essential to the operation of the server must not be loaded onto the server.

2.1.5 Server Application requirements

1) Application passwords must only be stored in a cryptographically hashed form using an accepted industry algorithm such as SHA or MD5.

2) Servers must keep the following records for each game played:

a) Client ID

b) Game start time and date

c) Game Identifier (game and variation)

d) Bet amount

e) Bet details (e.g. tokenization, amount wagered, bingo card / pull-tab)

f) Final game result

i) Game winning prize

ii) Interim prizes

iii) Consolation prizes

iv) Progressive prizes

g) Game end time

h) Amount won

3) Server application records of game play must reconcile with records held on client machines. 

4) Servers must store significant events on the server system or forward the events to a Casino Monitoring System or the equivalent on a timely basis. Significant events are: 

a) Server shutdown

b) Server startup

c) Gaming application startup

d) Gaming application shutdown

e) Client enrolled

f) Client un-enrolled

g) Client enabled

h) Client disabled

i) Client tamper detection

j) Client signature check and result

k) Client application restart

l) Client application download

m) Server parameter change

n) Client parameter change

o) Game created

p) Game enable

q) Game disable

r) Game deleted

s) Large (jackpot) win

t) Large win (jackpot) approved/rejected

u) Progressive parameter change

v) Progressive created

w) Progressive enabled

x) Progressive disabled

y) Progressive deleted

z) Progressive win

aa) Progressive win approved/rejected

ab) Client doors open

ac) Client doors closed

ad) Client hopper refill

ae) Client hand pay

af) Client cash clearance

ag) Data-link level connection between client and server is broken

ah) Data-link level connection between client and server is established 

5) Servers must authenticate all communications as coming from a registered client machine. This can be done as part of the communications protocol where the Client individually signs each communications packet. 

6) Servers must only process gaming transactions from games approved by the Tribal Gaming Regulatory Authority. 

7) Servers must have sufficient capacity to handle 100% utilization of all client machines without loss of data and without performance degradation exceeding 10% in terms of response time. 

8) Servers must be able to enroll and un-enroll client machines for gaming but only under strict access control as specified by the Tribal Gaming Regulatory Authority. 

9) The maximum number of client machines that can be enrolled at any one time must be documented. In any case this maximum must be no less than six (6) client machines.

10) Servers must be able to enable and disable specific client machines for gaming. 

11) Servers must ensure that only enrolled, enabled client machines participate in gaming. 

12) The default condition for new client machines must be un-enrolled and disabled. 

13) Servers must disable a Client on receipt of a loss of communication warning from the network management system. This is meant to prevent the insertion of a rogue device or program into a client.  The idea is that someone would have to verify the integrity of the device and then re-enable it. 

14) The server must be able to perform a meaningful security check on clients, refer to Section 2.12. If a Client fails the security check, the Server must disable that Client.

2.1.6 Load Requirements

1) The system must function correctly under or at its designed load.

2) The system must degrade and fail in a graceful manner under excessive loads. This requirement means at the minimum:

a) The system must not provide misleading information to players at any time including under high load conditions,

b) The information stored by the system must not become corrupted under excessive loads.

c) The random number generator must continue to provide random numbers that meet the Tribal Gaming Regulatory Authority’s requirements,

d) Game outcome decisions must not be affected by the load except for speed degradation.

3) The system must function correctly after it has recovered from an excessive load.

4) Recovery from excessive load may involve a system restart.

5) The system must provide a load testing capability. The characteristics of the load test should include:

a) Realistic transactions – an example of an unrealistic transaction is for each player to have the exact same bingo card or for each game to have the same results.

b) Establishment of variable rates of transactions.

c) Generation of a wide range of the transactions available with the Class II equipment.

2.1.7 Procedures

The procedures relating to the Server as described in Section 9.6.2 will be examined and verified as a part of the testing process. 

2.2 Client Requirements

2.2.1 Physical Requirements

Client machines must meet the hardware requirements of Section 3.

2.2.2 Enable/Disable Requirements

1) Client machines must be in the disabled state following 

a) an application start or restart.

b) a system start.

c) a system start from a standby or hibernating mode.

2) A Client must remain in the disabled state until it receives an “enable” command from the Server.

3) Client machines must disregard a Server “enable” command if a door open alarm or logic door alarm is still present when the enable instruction is received from the server.

2.2.3 Meters

Meter information must be retained during Client restart and while client machines are powered off.

2.3 Common Requirements

2.3.1 Automatic Operation of Application Programs

Application programs that operate on the Clients or Server should automatically restart when the computer on which they operate start / restart. As such they should automatically start without the need for operator interventions. For example, this may be implemented by configuring these applications in a Windows environment as a service.

2.3.2 Watchdog

1) It is recommended that a “watch” program or programs operate on the Class II equipment that frequently and periodically verify that all appropriate application services are operational. This might involve agents running on the server checking the availability of various services.
2) It is recommended that these agents be regularly interrogated by a separate management machine.  The management machine then has responsibility for restarting any services that have failed.

2.3.3 Encryption of Key Data Files

If key data files, such as Pull-tab results files, are maintained on a disk on the server and/or clients, the files must be encrypted such that knowledge of the encryption algorithm and the key(s) will be necessary to view the files. Refer to Section 6.6 for requirements relative to encryption.

2.4 Application Management Console Requirements

1) The application management console must be able to perform the following functions

a) Enable and disable specific games.

b) Enable and disable specific clients.

c) Start and Stop the server gaming application.

d) Generate reports.

e) Change gaming parameters.

f) Change progressive parameters.

g) Enable and disable progressives.

h) Verify large (jackpot) wins.

i) Verify progressive wins.

2) Workstations that run the application management console must be located in areas that are restricted to authorized personnel, as defined by the Tribal Gaming Regulatory Authority.

3) The application management console application must only be accessible by authorized personnel, as defined by the Tribal Gaming Regulatory Authority.

4) The application management console must function as described by its functional and technical specifications.

5) All application management console functions must work correctly.

6) Application parameters must only be changeable by operators with the required privileges, as defined by the Tribal Gaming Regulatory Authority.

7) An audit trail of changes to application parameters must be maintained by the system and be accessible on demand by authorized personnel as specified by the Tribal Gaming Regulatory Authority.  The audit trail must contain the time and date of the change, as measured by the Server, the identity of the person that made the change, and sufficient information to determine the details of the change.

8) A significant event must be raised with the Server each time there is a change to an application parameter.

2.4.1 Changes to games and sets of games

1) The set of games offered to players must be changeable only by a secure method. This should involve at the minimum:

a) Disabling of gaming of all Client stations.

b) Installation of new/modified programs / configuration files, etc. to be restricted to the highest levels of security as specified by the Tribal Gaming Regulatory Authority.

c) Update and installation of the Formal Application Configuration (FAC) – refer to Section 2.12 including new checksums for new or altered programs, configuration files.

d) Verification of the disk configuration on the destination device(s) against the FAC before gaming is enabled.

2) An automatic audit trail of all changes in the sets of games offered to players must be maintained.  The audit trail must include the identity of the person making the changes, the time and date of the change, and the changes.

3) The game pay tables must be changeable only by a secure method.

a) New game pay tables can only be added via the procedures for a new set of games as per Item 1 in this section.

b) Game pay tables may only be deleted via the procedures for a new set of games as per Item 1 in this section.

c) Swapping to a different pay table already loaded on the system must be only performed by operators with the required privileges, as defined by the Tribal Gaming Regulatory Authority.

4) An automatic audit trail of all changes to pay tables must be maintained. The audit trail must include the identity of the person making the changes, the time and date of the change, and the changes. At a minimum this means logging of the following transaction types:

a) Addition of new pay tables

b) Deletion of pay tables

c) Swapping to an existing pay table.

2.4.2 Adding and Removing Games

1) New games may be added to the client/server system only after they have been approved by the relevant Tribal gaming authority following review and certification by a recognized test laboratory.

2) A function to remove old games from the client/server system is permitted provided that:

a) there are no incomplete instances of the game outstanding,

b) there are not active players on any of the client stations.

2.4.3 Other functions

Where the client/server system provides features and functions in addition to those listed in this technical requirement, and those additional features and functions are enabled by or for the operator, those additional features and functions must operate correctly and in a manner that does not circumvent the required functions and features.

2.5 Network Requirements

1) The network infrastructure must ensure that only approved gaming devices can make a data-link layer connection to the gaming server or clients. Such devices might include:

a) Casino Monitoring Systems

b) Cashless gaming systems

c) Ticket voucher support systems

d) Progressive jackpot systems or controllers

2) If the Class II equipment is to be connected to non-gaming systems for the purpose of output transfer of information, the network infrastructure, e.g. firewall, must ensure only the specified devices can make a data-link layer connection to the Class II equipment. In this configuration data should only be permitted to be transferred from the Class II equipment to the other device(s). This should be implemented by:

a) Internal controls only allow information transfer from the Class II equipment to the other device(s)

b) Configure firewall devices so that only the Class II equipment can establish the connection to be used for the file transfer.

3) The network infrastructure must raise an alarm each time a data-link level connection is established or broken to a Class II client and server. These alarms may be raised at the Server, CMS or Network control terminal.

2.6 Communications Protocol Requirements

The following requirements apply to the communications within the client/server domain. They do not refer to communications with casino monitoring or other such external systems, refer to Section 5.

1) Communications that traverse public areas (including all wireless communications) must be encrypted and authenticated. Refer to Section 6.6 for requirements relative to encryption.

2) Implementations of extensible protocols must explicitly reject options that they do not support.

3) Implementations of extensible protocols must ignore commands and responses that they do not support.

4) The communications protocol must guarantee delivery of all data.

5) The protocol must ensure the correct delivery of data to the application in the order that the data was sent and without loss or duplication.

6) The communications protocol must be designed and implemented so there is no noticeable degradation in application performance at bit error rates of 1 in 105.

2.7 Failure / Recovery Scenarios

The client/server system must be able to handle gracefully and recover correctly from various component or device failures as per the following.

1) Client Failure - including replacement of Client hardware.

2) Server Failure - including replacement of Server hardware.

3) Total Power Failure

2.8 Wireless Communications in the Class II Environment

Wireless communications is a technology that can provide significant benefit to the Class II environment provided that the appropriate level of security is implemented with the wireless network(s) and their components. Refer to Section 6.8 for requirements relating to wireless communication.

2.9 Software Upgrades

Software upgrades are only permissible upon review and recommendation by a test laboratory and approval by the relevant tribal gaming authority. Refer to Section 2.12 for details or verification of software.

2.10 Downloadable Software / Games

Down loadable software / games are permitted provided that the following security issues are satisfactorily addressed:

1) Downloads are to be conducted only by an authorized person as specified by the Tribal Gaming Regulatory Authority.

2) Downloads conducted during operational periods should be performed in a manner which will not affect game play on other Class II devices.

3) For any individual Class II Player device, games should not be played on more than one game configuration in any one “trading day” unless separate metering for each configuration can be maintained.

4) A secure protocol for the download must be used.

5) Success should be verified by signature check at completion of download of the full configuration – refer to Section 2.12.

6) Class II Player stations should have their Critical Memory cleared after successful download (to reset meters).

7) Power loss or communications loss during a download should result either in recommencement or continuation of download and should not require operator intervention.

8) If components of a download, e.g. blocks of program data, are received in error, there must be a means to ensure that these components are properly retried.

9) There must be a means of rollback to an earlier version in case of problems, without the need to download the entire previous version.

10) The server must permanently log each instance of software / game download. Each log record should contain as a minimum:
a) the time and date of the initiation of the download
b) the time and date of the completion of the download
c) the Client device(s) that were downloaded
d) the version(s) of software / games that were downloaded. The logging of the unique FAC identifier would suffice for this requirement – refer to Section 2.12.1.
e) the user who initiated the download.
f) The outcome of the security check at the end of the download, success or failure.
2.11 Software Version Control

Tribal Regulators or their representatives must be able to gain confidence that the software on which evaluation was performed, testing conducted and finally submitted for live operation is directly equivalent. To this end the following goals are to be met: 

1) Source software is to be provided to the Test Laboratory by the Application User and/or its Suppliers in machine readable form for all components of the system deemed to be meaningful.

2) The Test Laboratory requires a method of examining the source code and conducting computer aided searches.

3) The Test Laboratory requires a method of comparing two different versions of the source code and examining the differences between the two versions.

4) The Test Laboratory requires a method of verification that the executable software that is to be used for testing has been compiled from the source code versions submitted.

5) If software changes are required during the integration testing process, all changes must be submitted via the source software including examination of differences and compilation verification.

6) The Tribal Gaming Regulatory Authority requires a method to verify that the executable software that has been used during the testing process is identical to that which is to operate on the live system. This verification procedure is to occur when new software is installed, periodically (preferably at the start of each trading day) by the Operator and randomly on demand by the Tribal Gaming Regulatory Authority.

7) The Tribal Gaming Regulatory Authority requires a method to determine if un-approved programs, command files, fixed data files, etc. reside on any component in the gaming system.

Formal integration testing will not commence on any Class II system if the first four steps are not in place. Live operation will not be recommended for approval until all steps are in place. 

2.12 Software Verification

The following requirements apply for software verification in the Client Server environment. They apply to the Clients (player stations) and the Server.

2.12.1 Formal Application Configuration 

System Integrity is defined to be the process of a Tribal Gaming Regulatory Authority being in a position to verify that only approved versions of important software and configuration parameters are operating on the Class II equipment.

To this end, a Formal Application Configuration (FAC) of approved software and parameters will be established for the Class II equipment and its components by the test laboratory and provided to Tribal Gaming Regulatory Authorities for the purpose of their independent verification (refer to Classification Standard). As new versions of software or other updates are made, the Formal Application Configuration will be officially updated.

The intent of the FAC is to separate the files that need to be verified from the variable data files that should not and cannot be verified.

2.12.2 Application Software

1) All important Application software components and related files, following under the categories described below, must be included in the Formal Application Configuration.

a) EXE, DLL, JAR and other executable files.

b) Scripts.

c) Stored database procedures.

d) Parameter files, which will affect game outcome, return to player, or similar critical outcomes.

e) Other critical files, including batch files, if applicable.

f) Fixed data and graphic information
g) Regulatory report formats (all reports used to verify the correct working of the application relating to regulatory criteria).

h) Compressed files which are later expanded to be any of these e.g. CAB or ZIP for downloading to other Application computer systems.

2) Each such file record contained in the Formal Application Configuration item will have a formal signature (hash value) calculated using an approved algorithm - refer to Section 2.12.3 for requirements for the signature algorithm. If the algorithm uses signature seeds (algorithm coefficients), each FAC record will contain the signature result for each seed maintained by the verifying tool (or the equivalent).

3) Alternatively, the FAC may contain a list of controlled directories and a signature value for each such entire directory.

4) Each Formal Identification Configuration must be labeled with a unique identifier.

5) The Formal Application Configurations used in production should be retained for at least two “generations” (along with any associated tools required to view them).

2.12.3 Program / Data File Certification (Signature) Algorithms

Program / data file certification (signature) algorithms must have the following characteristics:

1) The signature algorithm must meet the hashing requirements specified in Section 6.6.2.

2) The signature algorithm must be: 

a) fast and efficient,

b) able to process both individual software and fixed data components and entire software suites.

2.12.4 FAC Verification Methodology

The methodology to be adopted by the FAC verification tool is as follows:

1) The tool will search through the directory structure of the program storage media (disks).

2) Directories that are listed in the FAC will be checked against the list of files in that directory in the FAC. The following is the verification outcome for various circumstances:

a) The file is in the directory and in the FAC – the signature of the file on disk will be computed and cross checked against the value stored in the FAC. If it matches, there is no error, if it does not a fatal unmatched file error will be accumulated.

b) The file is in the FAC as either kind of file but not in the directory: a fatal missing file error will be accumulated.

c) The file is not in the FAC but is in the directory: a fatal extra file error will be accumulated.

3) Alternatively, if the implementation involves signature checking of entire directories:

a) The directory is in the FAC and exists on disk: the signature of the directory on disk will be computed and cross checked against the value stored in the FAC. If it matches, there is no error, if it does not a fatal unmatched directory error will be accumulated.

b) The directory is in the FAC but not on disk: a fatal missing directory error will be accumulated.

4) Directories that are not listed in the FAC will be checked against the type of files described in Section 2.12.2 1). Any files of those types in that directory will be accumulated as an extra file warning:

5) At the end of the searching process, any accumulated errors will lead to the disabling of the device being checked and, in the case that the device is the Server, all Clients will be disabled.

6) Any errors or warnings identified in the process must be logged giving the name of the file in error and the type of error or warning.

2.12.5 Execution of the FAC Verification Tool

There are several options that could be available for a FAC verification tool.

2.12.5.1 External Verification Media

In this circumstance, the Tribal Gaming Regulatory Authority can verify the FAC for the Server or Client devices by bringing an external media device to the system under test and executing the program tool from that medium. 

1) Examples of the external medium might be: 

a) floppy disk, 

b) memory stick, 

c) external hard drive etc.

2) The execution of the tool must be such that it cannot be spoofed by a program or thread operating on the device under test. 

3) The FAC must be suitably protected and encrypted (see Section 6.6) to prevent illicit alteration of the FAC.

4) If the algorithm requires signature seeds, these should be manually entered or selected from the external device or randomly selected by the device from a pool of seeds (and checksums).

5) Errors and warnings identified during the test may be logged to the device itself, if it is not write protected, to the screen of the device under test, the screen of the test tool etc.

2.12.5.2 Verification of a Client Device by the Server

It is expected that the Server will be able to dynamically verify the software on any or all Client devices

1) The Server will contain the FAC or FACs for the Client devices.

2) It will initiate the directory search and verification tool on the Clients by passing the FAC without signatures to the Client.

3) The Client will pass the signature results to the Server for verification.

4) Errors and warnings identified during the test may be logged on the Server or passed to the CMS, as well as reported to the screen of the server.

2.12.5.3 Self Verification

Self verification by a Server or Client may be acceptable provided that the process can be verified to meet the requirements without being compromised. Such submissions will be evaluated on a case by case basis.

3 Hardware Components

Note that the requirements specified in this section generally apply to Class II Player Devices. However, if the Class II Server is to be located on a Casino floor, the hardware requirements of this section will also apply to the server.

3.1 Equipment Requirements

3.1.1 Device Identification / labeling

1) A Class II Player or Server Device must have an identification label (sticker/badge) permanently affixed to its cabinet by the manufacturer, and this label must include the following information:

a) the manufacturer;

b) a unique serial number;

c) the Class II Device model number; and

d) the date of manufacture.

2) The ID label is to be fixed on the exterior of the device in a position that allows it to be easily read.

3) The cabinet model identification number of the device (at the time of installation) must reflect the model approved for that jurisdiction.

4) Each item of the gaming equipment supplied by a manufacturer, must be functionally identical to the specimens tested and approved. For example, a device supplied as an approved device must not have different internal wiring, components, firmware, circuit boards, circuit board track cuts, circuit board patch wires or device housing from the approved specimen unless that change is also approved.

5) All external key-switches of the Class II Device, switches and buttons panels must be securely labeled according to their function or the series of events that are initiated by their action. If a key-lock initiates some kind of user activity other than simply unlocking a door, then its function should be labeled. Stickers could be considered secure labels for these types of devices. This requirement may not be applicable to CMS devices that are housed within other secure cabinets (e.g., CMS interface card) if appropriate instruction manuals are available to personnel that can access the inside of the secure cabinet.

3.1.2 Cabinet Construction

1) Class II Player Device cabinets shall be of a sturdy construction with a locking system that resists the kind of unauthorized entry that these types of devices are likely to be subjected to in a gaming venue. 

2) The cabinet must be designed to protect internal components from external abuse that the Class II Player Device are likely to be subjected to in a gaming venue. Note: This requirement is not to be interpreted as requiring the cabinet to be resistant to power drilling, forced entry with a crowbar or a similar attack that venue staff supervision should detect. 

3) Areas of a cabinet that are generally accessible to patrons shall be constructed and finished so as to not have the potential to cause injury (e.g. for card readers, button panels and displays).

4) All protuberances (e.g. buttons) on a cabinet that are accessible to the general public, and attachments to a cabinet (e.g. labels and identification plates) must be sufficiently robust to avoid unauthorized removal.

3.2 Class II Player Device Housing

3.2.1 Doors

1) All doors shall close and lock in an easily executed and satisfactory manner. Provisions for any government seals must be supplied where appropriate.

2) Doors shall be manufactured of materials that are suitable for allowing only legitimate access to the inside of the cabinet (i.e. doors and their associated hinges shall be capable of withstanding determined illegal efforts to gain access to the inside of the devices and leave evidence of tampering if an illegal entry is made).

3) Door hinges must be of solid construction to prevent manipulation of the door and thus creating any door sensor alignment problems.

4) Devices used to limit the door opening must be robust in nature.

5) The seal between the cabinet and the door of a locked area shall have minimal gaps.

6) The seal between the cabinet and the door of a locked area must be designed to resist the entry of objects.

7) A door may open in any direction provided that when fully opened, it presents minimal interference to adjacent machines or patrons.

3.2.2 Keys and Locks

1) The cabinet (and door) must be designed so as to allow for proper operation and security once locks are installed.

2) Keying requirements for Class II Player Device must meet the tribal jurisdictional specific requirements.

3.3 Cabinet Security

3.3.1 Locked Areas

1) The entirety of a Class II Player Device's equipment which does not form part of the player's input interface (e.g. buttons) must be stored within one or more locked areas of the Class II Player Device. These locked areas must be equipped with door access detection devices (with the exception of areas which have access to lighting only).

2) Access to a locked area 'A', must not be possible from another locked area 'B' without the use of a key for locked area 'A' or without causing undue damage to the cabinet.

3) Where holes, gaps, or slots exist in the exterior of a locked area (on the outside of a Class II Player Device cabinet), there must be sufficient protection to ensure that the insertion of foreign objects will not compromise the security or safety of that locked area.

4) A locked area must resist forced entry and must retain evidence of the entry.

3.3.2 Door Access Detection Devices

1) All locked areas must be equipped with door access detection devices.

2) It must not be possible to disable a door open sensor without first opening the door using the designed manner (e.g. key).

3) It must not be possible to insert any object into the Class II Player Device that will disable a door open sensor when the door is shut without leaving evidence of tampering.

4) If a door access detection system is disconnected it must be interpreted as the door being opened.

5) The sensor system must register a door as being open when the door is moved from its fully closed and locked position, (and inversely, it must not be possible for the sensor system to register the door as being closed when in fact the door is not fully closed).

6) Cable runs and mountings for door access detectors are to be fitted in such a way that any interference with them is obvious.

7) The cables for the Class II Player Device door open sensor should be of sufficient length to ensure that they can be appropriately routed in the Class II Player Device.

8) It must not be possible to access the electronic components or interconnections between them with out triggering door access sensor.

9) Door access sensors must detect all door openings.

10) If the door access detection device fails, the device must assume that the door is open and respond accordingly

11) It must not be possible to reset the door open state by either hardware or software means, if the door is still open or the device that monitors the sensor is outside of its cabinet.

12) The door access detection system must be secure against attempts to disable it or interfere with its normal mode of operation.

3.3.3 Program or Logic area

1) The program or logic area is a locked cabinet area (with its own locked door) that houses electronic components that have the potential to significantly influence the operation of the Class II Player Device. There may be more than one (1) such logic area in a player device. 

2) Electronic component items that are required to be housed in one or more logic areas are:

a) CPU's and other electronic components involved in the operation and calculation of game play (e.g. game controller electronics, and components housing the game or system firmware program storage media);

b) Electronics involved in the operation and calculation of game result determination;

c) Electronics involved in the calculation of game display, and components housing display program storage media (passive display equipment exempted);

d) Communication controller electronics, and components housing the communication program storage media;

e) Interfaces and drivers for metering systems; and

f) All flash memory devices that affect the game play function of the Class II Player Device.

g) All program media which controls payouts, pay tables, percentages, and allowable denominations for play.
3.4 Liquid Spills

1) Liquid spills applied to the outside of a Class II Player Device must not affect the normal operation of the machine, or affect the integrity of the material or information stored inside the cabinet (or affect the safety of the patrons operating the equipment). It is recognized that as a result of a liquid spill a touch screen may lose normal operation until the surface dries.

2) Liquid spills shall not:

a) enter the logic cabinet;

b) disrupt the normal function of push buttons (not to be interpreted as requiring push buttons not to stick after sugar based liquids dry); 

c) enter the power supplies or high voltage wiring.

3.5 Electrical - Cabinet Wiring

1) The Class II Player Device shall be designed so that power and data cables into and out of the device can be routed so that they are not accessible to the general public.

2) Security related wires and cables that are routed into a logic area must not be able to be removed without unlocking the logic area door.

3) Internal provisions (following established engineering practices) for cable routing and cable shielding must be followed in order to minimize the introduction of electrical noise onto data and control lines.

4) All plugs, sockets, connectors, and wiring looms must be easily identifiable in both the device and on the circuit diagrams in the relevant manuals. Connectors should be keyed so as to prevent insertion in the wrong orientation.

5) Connectors and sockets are to be of a sound quality, being capable of multiple insertions without exhibiting signs of unreliability, and wiring looms must have strain relief protection if warranted.

6) There must be no mains ground interconnections via data cabling between devices powered from different wall outlets. RS-422, which is designed to operate with a floating ground, will generally be acceptable provided that any shield or signal grounds are not connected to the mains ground.
3.6 Interference

All electrical testing of Class II Player Devices is to be conducted while the devices are fully operational and installed as they would be in the venue.

3.6.1 Electromagnetic Interference

Class II Player Devices must not create excessive electronic noise that affects the operation of the Class II Player Device it is installed in or neighboring machines or equipment.

3.6.2 Electrostatic Discharge (ESD)

1) Class II Player Devices must provide protection against static discharges.  This requires that the cabinets be grounded in such a way that static discharge energy shall not damage, or inhibit the normal operation of the electronics or other components.

2) Class II Player Devices must exhibit total immunity to human body electrostatic discharges on all areas exposed to player contact.

3) Tests must be conducted to a severity level of [AIR_DISCHARGE_THRESHOLD] for air discharge, and [CONTACT_DISCHARGE_THRESHOLD] for contact discharge.

4) The test set up and methodology will be as per IEC 1000-4-2.

3.6.3 Temporary Disruption Test

1) Class II Player Devices may exhibit temporary disruption when subjected to a significant electrostatic discharge greater than human body discharge but they must exhibit a capacity to recover and complete any interrupted action without loss or corruption of any control or data information.

2) There must be under no circumstances an abnormal pay-out from the coin hopper (if one exists) when exposed to the higher levels of ESD that can cause temporary disruptions.

3) Temporary disruption tests must be conducted to a severity level of [AIR_DISCHARGE_DISRUPTION_THRESHOLD] for air discharge, and [CONTACT_DISCHARGE_DISRUPTION_THRESHOLD] for contact discharge.

4) The test set up and methodology will be as per IEC 1000-4-2.

3.6.4 Radio Frequency Interference (RFI)

1) Class II Player Devices must not divert from normal operation by the application of RFI at the prescribed Frequency range and Field strength (volts per meter). An example of this would be a frequency range from 27 to 1000 MHz with a field strength of 3 volts per meter..

2) The test set up and procedure will be in accordance with IEC 1000-4-3 (severity level 2 including draft amendments).

3.6.5 Magnetic Interference

1) Class II Player Devices must not have their operational properties changed by the application of Magnetic interference to the Class II Player Device. A test example of this would be at a magnetic interference that produces a maximum of 10 Gauss at a distance of 5 cm from the surface of the Class II Player Devices.

2) The test procedure will be in accordance with IEC 1000-4-9.

3) Class II Player Devices must not be adversely affected by electromagnetic emitting devices commonly used (e.g. mobile phones, walkie talkies etc.) and tests must be conducted using these devices immediately outside the cabinet.

3.7 Environmental

1) Class II Player Devices in tribal casinos can be expected to operate in a variety of extreme environments. 

2) Performance of Class II Player Devices must not degrade while operating within required environmental parameters. 

3) In the event that the operating conditions exceed the environmental parameters, and the Class II Player Devices is incapable of continued operation, it must perform an orderly shutdown without loss of current status, accounting and security event data. 

4) The manufacturer should supply any documentation if the device has had Temperature and Humidity testing against any recognized standard.
3.8 Power Supplies

1) The Class II Player Devices must operate in a voltage range of[VOLTAGE_RANGE] and a [VOLTAGE_FREQUENCY] main power source. 

2) All ratings of fuses must be clearly stated on or in close proximity to the fuse holder, and switches on the power supply must show On/Off positions.

3) There may be a facility whereby the machine can be switched into a power save mode. For example, the lighting of the Class II Player Device is powered off, but the communications and relevant security features of the machine are still enabled.

4) Class II Player Devices must employ power supply filtering sufficient to prevent disruption to the device after a recovery from any of the following occurrences (orderly shutdown of the device is considered acceptable):

5) Application of a fast transient voltage of [FAST_TRANSIENT_POWER] to AC power lines and  [FAST_TRANSIENT_IO]to external I/O lines. The tests will be conducted in accordance with IEC 1000-4-4.

6) Injection of a surge voltage of [SURGE_VOLTAGE] to AC power lines. The tests will be conducted in accordance with IEC 1000-4-5.

7) Continued operation at voltages within the legislated supply variations to which utility companies are required to comply typically [CONTINUOUS_VOLTAGE_VARIATION].

8) Surges or dips of  [MAXIMUM_SURGE/DIP] of the supply voltage. Note that it is acceptable for the equipment to reset provided no damage to the equipment or loss or corruption of data is experienced.

9) Repeated switching on and off of the AC power supply.

10) Jiggling the AC cord at the wall outlet.

3.9 Critical Memory Requirements

3.9.1 General Requirements

1) Critical Memory is to be maintained in at least three (3) logically and two (2) physically separate and distinct devices at all times.

2) Devices used for storage of critical memory contents must remain persistent even after a large number of writes i.e. devices with limits to the number of writes may not be used for Critical Memory storage.

3.9.2 Ram

RAM used in this context might refer to traditional random access memory, writeable flash, memory sticks, PCMCIA memory or the logical equivalent.

1) Sufficient random access memory (RAM) must be installed in the Class II Player Device to allow the recording and logging of all information required by the relevant Software sections of the standard.

2) RAM data storage must be capable of reliably preserving its memory contents for at least 90 days with the mains power switched off. 

3) A rechargeable or non-rechargeable backup power source may be used. 

a) If a rechargeable backup power source is used, it must have the ability to recharge itself to its full potential in a maximum of 24 hours.

b) A RAM backup power source shall have a life span of at least 5 years.

c) Random access memory that uses an off-chip backup power source to retain its contents when the mains power is switched off, 

i) shall have a detection system which will provide a method for software to interpret and act upon a low battery power condition.

ii) the memory battery low/fail condition must be checked on every power up and, at a minimum, every 24 hours.

4) Clearing RAM must be only able to be undertaken by accessing the logic area in which it is housed.

3.9.3 Writeable Disk

Writeable disk may be used for storage of Critical Memory provided that the following requirements are met. Note that disk might refer to Hard Drives, PC-MCIA disk drives, floppy disks, writeable CD-ROM or DVD.

1) Critical memory stored on a disk must be recoverable after any form of restart of the Class II device which is using the critical memory.

2) The directory and file naming conventions must be unique to all other file uses of the system.

3) The Critical Memory files are to be protected against accidental or malicious access / damage by threads / programs outside the Critical Memory maintenance software.

4) Suitable checksums or other such means are used to enable corrupted disk files to be identified.

3.10 Program Storage Media

3.10.1 General

1) All removable program storage media, including ROMs, EPROMs, FLASH ROMs, CD-ROM, DVDs etc. shall be clearly marked with sufficient information to identify the software and revision level of the information stored in the devices. Furthermore, this information must reflect the version and revision level that has been approved by the relevant Tribal Gaming Regulatory Authority.

2) All removable program storage media shall maintain an internal checksum / signature of the contents of the media. Verification of the checksum is to be performed by the Class II equipment after every restart and, if the verification fails, the equipment must enter a “fatal error” state.
3.10.2 Non-Writeable Program Storage

3.10.2.1 ROM

1) All EPROMs (and PLDs that have erasure windows) shall be fitted with covers over their erasure windows.

2) All unused areas of EPROM must be written with the inverse of the erased state which for most EPROMs is zero bits (00 hex), rather than one bits (FF hex). An alternative scheme of writing unused areas with “random” data or repeats of the program data may be also acceptable.

3.10.2.2 Flash ROM

1) A flash memory program storage device which is intended to have the same logical function as an ROM, i.e. is not to be dynamically written, must be protected from unauthorized modification which is to be permitted only once appropriate security measures are satisfied (e.g. a high voltage chip that allows modification of the flash memory devices is installed on the PCB).

3.10.2.3 CD-ROM

1) A re-writeable disk may not be used as a CD-ROM.
2) When the CD-ROM is created, the write cycle must be “finished” such that it is not possible to write any further data to the CD.
3.10.2.4 Write Protected Hard Disks

Write protected hard disks are permitted if the means of enabling the write protect is easily viewable and can be sealed in place.

3.10.3 Writeable Program Storage

Writeable program storage, such as hard disk, Flash, writeable CD or DVD, etc., may be used provided that:

1) The software verification requirements of Section 2.12 are met.

2) The software download requirements of Section 2.10 are met when software is loaded or upgraded.

3) The program storage is structured so there is an obvious separation of fixed data (program, fixed parameters, DLLs, etc) and variable data.

3.11 Electromechanical Meters

Electromechanical meters are not required for Class II Player Devices provided that the level of redundancy provided by the Clients, Server and link to the CMS is present. 

If electromechanical meters are required because this provision is not met or if required by tribal jurisdictions, the following minimum requirements would apply.

1) Electromechanical meters must not have the ability to be decremented or reset, and in the event of either occurring they must show evidence of tampering.

2) Electromechanical meters must be located in a locked area. However, they must be able to be easily read and must be appropriately labeled.

3) Each meter must be capable of displaying a minimum of 7 digits.

4) The cable construction between a hard meter and the logic area must not contain any joins or connectors except at either end of the cable. The cable to the meters may only be disconnected from the Class II Player Device :

a) by accessing the logic area or,

b) at the connection to the Hard Meters, by removal of a physical cover requiring the use of a tool.

5) Electromechanical meters shall have detection devices which provide a method to enable software to interpret and act upon the condition whereby the cable between the meter and the logic area has been disconnected.

6) Manufacturers shall standardize on the following hard meter names:

a) Coin In - total value in dollars of bets made from the player’s credit meter (note gamble bets such as double up are not bet from the player’s credit meter);

b) Coin Out - total value in dollars of all prizes awarded to the player’s credit meter;

c) Money In - total value in dollars of coins and or bills inserted to register credits on the player’s credit meter together with transfers to the machine to register credits on the player’s credit meter; and

d) Money Out - total value in dollars of credits redeemed from the player’s credit meter by hopper pay, ticket print, cancelled credit or account transfer; but not extra coin out errors or short pays.

7) The hard meters must appear in the same physical arrangement as the above order.

8) Where hard meters are supplied in addition to those required in the above list, the hard meters should be labeled with names corresponding to the appropriate software meters.

3.12 Circuit Boards

The following requirements apply to special purpose built circuit boards to be used in or with Class II equipment. The requirements do not apply to off the shelf components such as PC cards.

3.12.1 PCB Identification

1) Each printed circuit board (PCB) must be identifiable by some sort of name (or number) and revision level.

2) The revision level of the PCB must be identifiable (if track cuts and/or patch wires are   added to the PCB then a new revision must be assigned to the assembly).

3) Both identifications are to be permanently displayed on the board.

4) Manufacturers must ensure that circuit board assemblies, used in their Class II Player Devices, conform functionally with the documentation and the approved versions of those PCBs that were evaluated and certified by the testing body.

3.12.2 PCB Construction and Modification

1) PCB manufacturing techniques should be of industry standard quality. For example: top and bottom solder masks, and top side screen overlay.

2) Where track cuts and modifications exist, they must be consistent across all boards with the same revision level.

3) Patch wires must be robust and reliable in nature.

4) All patch wires and track cuts must be documented, in an appropriate manner, in the relevant service manual.

3.12.3 Switches and Jumpers

1) All switches or jumpers must be fully documented for evaluation by the testing body.

2) Switches or jumpers that have the potential to affect the security, integrity or the game result (e.g. percent return) of the Class II Player Device are not permitted.

3.13 Information Displays

3.13.1 Reels and Wheels

1) Electromechanically controlled display devices such as spinning reels, roulette etc., shall have a sufficiently closed loop of control so as to enable the software to detect a malfunction, or an attempt to interfere with the correct operation of that device.

2) Reel assemblies must have a clearly identifiable reference point at which the start of the strip symbol artwork is located.

3) Reel assemblies must be constructed such that winning symbol combinations match up with pay lines.

4) A reel/wheel assembly must be so designed that the spin of each reel is not obstructed by any other components.

5) Each reel/wheel must have a position sensor which will be used by the CLASS II PLAYER DEVICE to report reel tilts when the reel will not move to the expected position.

3.13.2 Video Monitors

1) Monitors or their associated shields shall be securely mounted and shall be constructed of toughened material to resist patron abuse.

2) Where adjustment mechanisms for a video display unit are provided for use by gaming attendants (i.e. not service technicians), they shall :

a) be clearly labeled,

b) not require the use of a tool of any kind, and

c) be accompanied by detailed instructions in the Operator’s Manual.

3.13.3 Touch Screens

1) Touch screens must be resistant to scratching from conditions likely to occur during normal use.

2) Touch screens must be accurate, and once calibrated must maintain that accuracy for at least the manufacturers recommended maintenance period.

3) A touch screen should be able to be re-calibrated by venue staff without access to the machine cabinet other than opening the main door.

3.13.4 Tower Light

1) The Class II Player device shall have a light on the top of the device cabinet that automatically illuminates when an error, alert, jackpot win etc. occurs. 

2) It may also be activated when a “Call Attendant” condition has been initiated by the player. 

3) The tower light may have multiple segments of different colors and different flashing sequences provided that the documentation provided with the equipment describes each option.

4) The use of a tower light to flag errors and alerts may be substituted for an audible alarm 

3.13.5 Printers

1) If a Class II Player Device is equipped with a printer, it must be located in a locked area of the Class II Player Device (e.g. require opening of the main door) but not in the logic area or the cash box.

2) A printer shall have the capability to simultaneously generate two identical copies of any print out (with one copy being ejected externally to the machine) and the other copy is to be retained within the machine for audit purposes.

3) A printer must have mechanisms to allow software to interpret and act upon the following
conditions:

a) Out of paper / Paper low;

b) Printer jam/failure; and

c) Disconnected.

3.13.6 Audible Alarm

1) A suitable audible alarm in the Class II Player Device must be provided for effectively signaling any of the error or security features required by the relevant software standard.

2) There may be a method whereby legal access can be made into the internal area of the Class II Player Device (by authorized personnel via an audit mode or other accountable method) where the audible alarm is not activated.

3) A technique should be provided to enable authorized personnel to adjust the volume level (without the need to enter the logic area). However the adjustment of the volume shall not allow the alarm output to be below a threshold level whereby the alarm cannot be heard with the door shut in a typical gaming environment (volume controls secured in a logic area are exempted).

4) The duration of the alarm when activated shall be at least 1.5 seconds.

3.14 Cash Input Systems

3.14.1 Bill Acceptor Devices

3.14.1.1 Physical Requirements 

Bill Input System 

1) The Bill input system must be constructed in a manner that protects against vandalism, abuse or fraudulent activity. As a guide the following should be addressed: 

a) ability to prevent manipulation by the insertion of foreign objects into the Bill input system; 

b) ability to prevent easy alteration to the Bill path from the exterior of the Class II Player Device without leaving evidence of physical modification of the device; and 

c) ability to deliver a Bill to the Bill storage area (e.g. receptacle). 

2) The designated path which Bills traverse and associated handling devices shall be of solid construction. 

3) The designated path which Bills traverse and associated handling devices must be designed so that they resist jams and do not impair travel during insertion, acceptance, depositing or expulsion of Bills. 

4) The Bill storage area (e.g. receptacle) is to be attached to the Class II Player Device in such a manner so that it cannot be easily removed by physical force. It must be internally located within the Class II Player Device (i.e. not attached to the outside). 

Interconnecting Cables 

1) Interconnecting cables from the Bill acceptor device to the Class II Player Device must not be exposed external to the Class II Player Device or readily accessible to unauthorized staff. 

2) If the interconnecting cable is disconnected, the Bill acceptor must be disabled. 

3) Any interconnecting cable and/or plug relative to the Bill acceptor must have some form of strain relief. 

Liquid Spills 

If liquids are spilled into a Bill acceptor, the only degradation permitted is for the acceptor to reject all Bills. Entering a state where incorrect Bills are accepted or correct Bills are accepted but not credited to the customer is not acceptable. 

Burning Materials 

The Bill acceptor must inhibit entry of burning materials such as cigarette ash. Vertical entry of Bills is unlikely to meet this requirement. 

3.14.1.2 Functional Requirements 

1) The adjustment of the tolerance level for accepting Bills of varying quality, or the alteration of any of the possible checking procedures can only be performed under conditions specified by the Tribal Gaming Regulatory Authority. If a reader has multiple tolerance levels then the ability to switch to lower levels is to be disabled. 

2) It must not be possible to successfully disable any validation feature and thus register any counterfeit Bill as a valid Bill. 

3) It must not be possible from a single Bill or Bills to create a larger number of Bills such that any of the additional Bills are accepted as valid Bills. 

4) Bill acceptor devices must incorporate sophisticated detection methods to validate Bills by multiple evaluation methods (e.g. magnetic, ink color and density). Tests for counterfeits should include a combination of these tests using a variety of magnetic and light sources for spectral properties. 

3.14.1.3 Configuration Option 

It is permissible for the Class II Player Device to have a facility where the Bill acceptor operation can be disabled/enabled via an action not available to the player. For example, Audit Mode or cabinet access. In the instance of the Bill acceptor being disabled the Class II Player Device may still be played using other credit input devices. 

3.14.1.4 Physical Access

1) Physical access to the Bill acceptors can only occur under conditions specified by the Tribal Gaming Regulatory Authority. 

2) Any access required to clear a Bill jam is not to give access to the Bill storage area except if the jam occurs inside the Bill storage area. 

3) Access to Bill acceptor components and Bill storage areas is to be secured via key lock. Both are to be fitted with ‘door open/close’ sensors.

4) Access to the Bill acceptor components is to disable the Class II Player Device from game play until such time as the access is cleared. 

5) The Class II Player Device, if configured for a Bill acceptor device, must not activate the Bill Acceptor if any part of the Bill Acceptor is missing that relates to the validation process or delivery of the Bill to the storage area. 

3.14.1.5 Power Failure during Bill Validation / Acceptance

1) If a power failure occurs during validation / acceptance, upon restoration of power the Class II Player device should be designed to add the appropriate credits for the bill or return the bill to the player.

2) There may be a small window of time where power may fail and credit may not be given. In this case, the window shall be less than one (1) second. 

3.14.1.6 Class II Player Devices with Both Coin and Bill Acceptors Requirements 

Any Class II Player Device that has both a coin and a Bill acceptor is required to include a number of security features as follows: 

1) access to the coin drop box is not to give access to the Bill storage area; 

2) access to the Bill storage area is not to give access to the coin drop box; 

3) cash-in statistics are to detail, or allow the calculation of, separate figures for coin and Bill input; and 

4) the Class II Player Device must be able to cater for simultaneous input of Bills and coins. 

3.14.2 Coin Input Systems

1) The coin input system must be constructed in such a way that it protects the Class II Player Device against vandalism, abuse, or fraudulent activity. The coin input system shall have the following capabilities:

a) the ability not to have its coin path easily altered from the exterior of the Class II Player Device without leaving evidence of physical modification;

b) the ability to resist liquid spills;

c) the ability to deliver the coin to the correct area of the gaming equipment with minimal failures;

d) the ability to accurately detect and account for all valid inserted coins (and it should effectively detect and reject invalid coins); and

e) the coin input system must be able to prevent manipulation by the insertion of foreign objects.

2) The coin input system must provide means through which software (or hardware) may detect and/or logically deduce when potential cheating is in progress.

3.14.3 Coin Validators

1) The coin acceptor device must be electronically based and be so designed that it accepts coins of appropriate legal tender or approved tokens. It must credit the customer's credit balance by the appropriate amount for each accepted coin, and return to the coin tray all other coins.

2) The coin validator should be easily removed from its mounting bracket for inspection, and its removal should not require the use of any tools.

3) Removal and replacement of a coin validator must not cause any necessary re-calibration or adjustment of that validator.

3.14.4 Programmable Coin Validators

1) In the case of coin validators which are electronically programmable to recognize a coin, the coin validator must be preprogrammed at the factory and it must not be capable of being reprogrammed in the field without access to the equipment used at the factory (or without detailed technical knowledge).

3.14.5 Coin Diverter Chutes

1) The coin chute and diverter mechanism shall be constructed to ensure that coins inserted into the Class II Player Device are deposited into either the hopper, the cash box, or the coin tray without coin jams occurring, or without spillage of coins onto the internal floor of the machine.

2) Means must be provided to enable the software to determine the coin’s direction of travel as they are fed into the Class II Player Device (e.g. to detect yo-yoing).

3) There must be a sufficient closed loop control to enable the software to determine:

a) if a coin is traveling to a cash box or to a hopper;

b) if a coin diverter has failed; and

c) if an internal coin jam has occurred (e.g. a coin has passed the acceptor but has not reached the sensors).

3.15 Cash output Systems

The cash output system must be resistant to manipulation by the insertion of any foreign object (e.g. into its output path).

3.15.1 Coin Hoppers

1) Where a Class II Player Device may be operated using coins and is fitted with a coin hopper, the hopper shall be located in a suitably secured area (generally within the Class II Player Device).

2) Require no adjustments for at least the manufacturers recommended maintenance period.

3) Hoppers shall have detection devices that provide a method of enabling software to interpret and act, upon the following conditions:

a) hopper full, when the hopper full condition is detected, coins are to be diverted to the cash box (this hopper full level must incorporate a physical sensor); Note : The hopper level adjust mechanism may be incorporated in the Class II Player Device’s software in conjunction with a physical sensor which can over-ride the SW counter.

b) hopper empty/ hopper jam; and

c) extra coin paid/hopper runaway (one or more unintended coins exiting the hopper). Note : When possible the manufacturer is to distinguish between the hopper runaway and the extra coin paid out condition.

4) When power to the hopper is removed, the hopper is to prevent further coins from being dispensed without access to the secure area in which the hopper is located.

3.15.2 Cash Boxes

1) A Class II Player Device must provide an input for software to detect cash box door open / close.

2) Appropriate coin shunting must be provided within the Class II Player Device to deliver coins to the cash box.

3.15.3 Bill Dispensers

At this time standards have not been developed for Class II Player Devices with Bill dispensers. As a guide, the same level of functionality and security as applies to Automatic Teller Machines (ATMs) would be required.

3.16 Communications Interface

1) Ports for communication cabling are to be clearly labeled in accordance with their function.

2) Communication ports are to be located within a secure area to prevent unauthorized access to the ports or cable connectors.

4 Software / Games

4.1 Memory 

4.1.1 Contents of Critical Memory 

Critical memory is to store all data that is considered vital to the continued operation of the Class II equipment. This includes, but is not limited to: 

1) all auditing meters; 

2) current credits; 

3) Class II Player Device/game configuration data; 

4) information pertaining to the recent last plays (including the current game if incomplete) (refer to Section  4.12 Game Recall

5) software state (the last normal state the Class II Player Device software was in before interruption); 

6) RNG seed(s), 

7) encryption keys;

8) information pertaining to the last tickets printed.

4.1.2 Maintenance of Critical Memory 

1) All critical data must be stored using a fault tolerant methodology with multiple logical and physical storage. See Section 3.9 Critical Memory Requirements. 

2) Critical memory storage must be maintained by a methodology that enables errors to be identified and acted upon. This methodology may involve signatures, checksums, partial checksums, multiple copies, timestamps and/or effective use of validity codes. 

3) When updating meters in Critical Memory, the software is to ensure that the update was successful and that any error(s) in one logical copy of the meters are not propagated through to the other good copies. 

4) To cater for disruptions occurring during the update process of Critical Memory, at any point in time during an update there must exist sufficient information that will allow the software to fully cater for such disruptions (e.g. the software must be able to identify the state of update of each copy of Critical Memory and recover from the most appropriate good copy to complete the update in case of a disruption).

4.1.3 Detection of Corrupted Memory 

1) A validity check of the entire contents of Class II Player Device Critical Memory must be undertaken at least after:

a) every restart of the device

b) transaction of significance (e.g. Bill input, jackpot win, progressive jackpot win, door closed, parameter change or reconfiguration) 

c) cashless transfer

d) voucher print / redeem and 

e) before and after a game play. 

2) After a device restart (e.g. power off and on), the device must complete its validity check of the Critical Memory Storage area and then perform a comparison check of all good logical copies of critical memory. 

3) Any failure of a validity check is to be considered either a: 

a) Recoverable Memory Corruption (optional) if at least one copy of Critical Memory is established to be good, or 

b) Unrecoverable Memory Corruption. 

4.1.4 Critical Memory Recovery (optional) 

If validity checking of Critical Memory information fails, and data memory remains operational, the software may recover critical memory information in order to continue game play. This option has the following implications: 

1) All logical copies of Critical Memory must be re-created using the good logical Critical Memory(s) as a source. 

2) The device must verify that the re-creation of the Critical Memory was successful to attempt to identify a permanent physical memory failure. If such is determined the device should enter the Unrecoverable Memory Corruption sequence. 

4.1.5 Unrecoverable Critical Memory 

1) An unrecoverable memory corruption must result in a Critical Memory Storage error. 

2) The Critical Memory Storage must not be cleared automatically, and must require a full Critical Memory Storage clear. 

3) If the Class II Player Device is so designed that after an unrecoverable memory corruption it is possible to view all logical copies of meters, including the customer’s credit meter, the Class II Player Device must highlight which of these figures are expected to be good as opposed to those that may be corrupted. 

4.1.6 Data Partitioning 

Class II Player Device software should be designed so that machine specific information (e.g. machine address or other configurable parameters) are not stored within the same device (EPROM, Flash or file for disk machines) as game and system software. This will provide for common game and system software devices between like machines when performing signature calculations. 

4.1.7 Non-critical Memory Storage

All other Memory Storage must be checked for corruption at each power up. 

4.2 Metering 

4.2.1 Meters To Be Supported

4.2.1.1 Meter Width

1) Accounting meters must be at least eight (8) decimal digits in width. It is acceptable for these meters to be binary meters of 32 bits in width.

2) Count meters must be at least six (6) decimal digits in width. It is acceptable for these meters to be binary meters of at least 24 bits in width.

4.2.1.2 Standard Meters

The following standard meters must be implemented. Note that the discussion of all meters below refers to Master Meters which are set to zero at the time of a Critical Memory Storage clear and then increased as their relevant events occur.

	Title
	Description
	Type

	Coin In
	The total value of all wagers, whether the wagered amount comes from the insertion of coin or tokens, currency, deduction from a credit meter or any other means. 
	Accounting

	Coin Out
	The total value of all amounts directly paid by the machine as a result of winning wagers, whether the payout is made from the hopper, to a credit meter or by any other means.  This meter will not record amounts awarded as the result of an external bonusing system or a progressive payout.
	Accounting

	Coins Dropped
	The total value of coins or tokens diverted to the drop.
	Accounting

	Jackpot
	The total value of jackpots paid by an attendant resulting from a single winning alignment or combination, the amount of which is not capable of being paid by the machine itself.  This does not include progressive amounts or amounts awarded as a result of an external bonusing system.  This meter is only to include awards resulting from a specifically identified amount listed in the manufacturer’s par sheet.
	Accounting

	Canceled Credits
	The total value paid by an attendant resulting from a player initiated cash-out that exceeds the physical or configured capability of the machine to make the proper payout amount.
	Accounting

	Physical Coin In
	The total value of coins or tokens inserted into the gaming device.
	Accounting

	Physical Coin Out
	The total value of coins or tokens paid out by the hopper.
	Accounting

	Bill In
	The total value of the currency accepted, if the device has a currency acceptor.
	Accounting

	Voucher In
	The total value of all wagering vouchers accepted by the machine.
	Accounting

	Voucher Out
	The total value of all wagering vouchers and payout receipts issued by the machine;
	Accounting

	EFT In
	(Where EFT is permitted): the total value of cashable credits electronically transferred from a financial institution to the machine through a cashless wagering system.
	Accounting

	Bonus Payouts
	The total value of additional amounts paid as a result of an external bonusing system if the device has the provisions for interfacing with such a system. 
	Accounting

	Games Played
	The cumulative number of games played since the last Critical Memory Clear.
	Count

	Cabinet Door Open
	The number of times the front cabinet door has been opened.
	Count

	Drop Door Open
	The number of times the drop door or the bill acceptor door has been opened.
	Count

	Progressive Occurrence Count
	The number of times each progressive meter is activated
	Count

	Voucher In
	The total value of all (non-promotional) vouchers accepted by the machine.
	Accounting

	Voucher Out
	The total value of all (non-promotional) vouchers and payout receipts issued by the machine;
	Accounting


4.2.2 Bill In Count Meters

The Class II Player Device must have a specific meter for each denomination of currency accepted that records the number of bills accepted of each denomination. This can be implemented as a count or an accounting meter.

4.2.3 Promotional Meters

If the Class II Player Device supports promotional credits, the following meters must be provided:

	Title
	Description
	Type

	Promotional Voucher In
	The total value of all promotional vouchers accepted by the machine.
	Accounting

	Promotional Voucher Out
	The total value of all promotional vouchers and payout receipts issued by the machine;
	Accounting

	Electronic Promotion In
	The total value of cashable credits electronically transferred to the machine from a promotional account by means of an external connection between the machine and a cashless wagering system;
	Accounting

	Electronic Promotion Out
	The total value of non-cashable credits electronically transferred from the machine to a promotional account by means of an external connection between the machine and a cashless wagering system;
	Accounting


4.2.4 Soft Meter Update 

1) A meter must be updated at the time of the occurrence of the event. 

2) If multiple meters are to be updated, they must do so at the same time i.e. it must not be possible to display on the Class II Player Device or respond to a meters request from a CMS until all meters are updated.

4.2.5 Self Audit Error Checking 

4.2.5.1 Self Audit Check

A Class II Player Device shall perform a “self audit” of the appropriate master accounting data meters as described in the following formula:

Credit Balance = (Money Movement – Game Play Total) modulus (Meter Size)

Where:

Money Movement = [(Physical Coin In + Bills In + Cashless In + Voucher In + EFT In) - (Physical Coin Out + Cancel Credits + Cashless Out + Voucher Out)]

and

Game Play Total = [Coin In - Coin Out – Bonus Payouts to Credit Meter  – Progressives to Credit Meter]

For binary meters the Meter Size may represent the internal word size of the micro computer in most cases 232 but in some instances 264.  In the case of decimal meters, the modulus is 1010. 

4.2.5.2 Occurrence of Self Audit Check 

The self audit check shall be performed at least at the following times: 

1) At the start of every play. 

2) Before commencing a “cashless” transaction (voucher print / redeem, credit in/out).

3) Before commencing any other process that transfers any monetary value out of the Class II Player Device (e.g. hopper pay, cancel credit pay, jackpot pay). 

4.2.5.3 Action on Failure of Self Audit Check 

The Class II Player Device shall enter an Unrecoverable Memory Corruption state in the event that this self audit check fails. 

4.2.6 Credit Meter

4.2.6.1 Credit Meter Decrement

Whenever credits are staked (e.g. commencement of game) then the number of credits staked shall be immediately subtracted from the player’s credit meter. 

4.2.6.2 Credit Meter Prize Update and Progressive Prizes 

The value of every prize (at end of game) must be added to the player’s credit meter, except for direct hand pays, progressives or non-cash prizes. Progressives may be added to the credit meter if:

1) the credit meter is maintained in dollars and cents, or 

2) the progressive meter is incremented to whole credit amounts or 

3) the prize in dollars and cents is converted to credits on transfer to the player’s credit meter in a manner that does not mislead the player (e.g. make unqualified statement “wins meter amount” and then rounds down on conversion) or cause accounting imbalances; AND

4) the progressive prize is less than [JACKPOT_AMOUNT].
4.2.7 Jackpot Win 

Jackpot Wins are those wins paid by an attendant resulting from a game prize payout, the amount of which exceed the single pay limit of the Class II Player Device. A Jackpot win must cause the Class II Player Device to enter a lock-up mode until external intervention, e.g. attendant key to signal the hand pay via receipt of the jackpot win. 

The prize amount is defined as the grand total of all winnings for all prizes in the game, if the sum of winnings is greater than or equal to [JACKPOT_AMOUNT], this play is considered a Jackpot Win. 

4.3 Program Interruption & Resumption 

4.3.1 Recovery from Program Interruption 

After a program interruption (e.g. power down), the software must be able to recover to the state it was in immediately prior to the interruption occurring. 

4.3.2 Recovery from Test Mode 

If in a test mode, any test that incorporates credits entering or leaving the Class II Player Device (e.g. a hopper test) must be completed prior to the resumption of normal operation. 

4.3.3 Restoration of Fault Condition 

If a Class II Player Device is powered down whilst in a fault condition, then upon restoring power the fault message must be displayed and the Class II Player Device must remain locked-up. This is unless power down is used as part of the error reset procedure or if on power up or door closure the Class II Player Device checks for the fault condition and detects that the fault is no longer in existence. 

4.3.4 Program Interruption Procedures 

On program interruption, the following procedures must be successfully performed as a minimum requirement: 

1) the hopper must be turned off and the brake applied, if applicable; 

2) integrity of critical variables must be maintained; 

3) the power-down routine must complete fully.

4.3.5 Program Resumption Procedures 

On program resumption, the following procedures must be performed as a minimum requirement: 

1) any communications to an external device must not begin until the program resumption routine, including self-tests, is completed successfully; 

2) Class II Player Device control programs must test themselves for possible corruption due to failure of the program storage media. Use of Cyclic Redundancy Check (CRC) calculations is a minimum (at least 16 bit). Other test methodologies must be of an approved type; 

3) the integrity of all critical memory must be checked; 

4) the power down process must be tested for correct completion, and an appropriate message must be displayed if incorrect completion detected; and 

5) the software must be able to detect any change in the Class II Player Device program from when the Class II Player Device was last powered down or interrupted. If a change has been detected, the Class II Player Device must lock-up, displaying an appropriate message until the Class II Player Device is reset by an authorized person. 

4.3.6 Program Interruption During Play 

The Class II Player Device when disabled in a non-fault condition during a play (for example, a Class II Player Device at a venue is disabled by the Site Controller), must finish the current play and enable the player to perform credit redemption. Note : This clause does not apply under power fail conditions. 

4.4 Door Open/Close 

4.4.1 Doors to be Monitored 

The software must be able to detect access to the following doors or secure areas: 

1) main Class II Player Device cabinet door(s); 

2) drop box door(s); 

3) logic area door(s); 

4) Bill acceptor doors; 

5) any other area housing a critical processor; and 

6) communication boards or hard meters if accessible without opening any of the above. 

4.4.2 Door Open Procedures 

The following procedures must be performed on any door open: 

1) any software state prior to door opening must be saved; 

2) any game play must be saved in its current incomplete condition; 

3) the reels must stop spinning at least by the end of the current spin in progress; 

4) credit input via coin, bill, voucher or electronic transfer must be disabled (may be re-enabled for the duration of a credit input test or hopper test); 

5) the machine must clearly indicate that the door has opened and game play is not possible;

6) if in hopper payout, the hopper must be turned off and the brake applied (may be re- enabled for the duration of a hopper test); 

7) all player inputs which can affect a play in progress must be disabled (unless used in door open/test mode); 

8) cash out to players of any kind is to be disabled; and 

9) an illegal door open must cause an identifiable alarm to be sounded for at least 1.5 seconds and/or tower light to be illuminated. 

4.4.3 Door Close Procedures 

Except for logic area access, when all doors are closed the software must return to the condition prior to when the first door open state occurred. This means: 

1) a message stating that the door(s) has closed must be displayed. This may be for a preset period or until the next game play; 

2) any relevant player inputs must be re-enabled; 

3) the alarm must be turned off; and 

4) any game play when the event occurred must recommence from the beginning of the play or from the point at which interruption occurred and conclude normally, using the data that was saved previously. 

4.5 Credit Acceptance 

4.5.1 Coin Acceptance Conditions 

Acceptance of coins for crediting to the credit meter must only be possible when the Class II Player Device is enabled for play. Other states such as fault conditions, and audit mode must cause the disabling of the coin acceptor system. 

4.5.1.1 Credit Meter Update on Coin Insertion 

Each coin inserted must register the actual dollar/cents value or a number of credits on the player’s credit meter. If registered directly as credits, the conversion rate must be clearly stated or be easily discernible from the Class II Player Device. 

4.5.1.2 Coin Validation 

Coin validation must be electronically based and be so designed as to ensure that each coin inserted and accepted as valid by the Class II Player Device is added to the credit meter and that it updates all appropriate meters. 

4.5.1.3 Coin Entry and Invalid Coins 

1) The software must be capable of accurately counting each valid coin at the highest speed in which the coins may be fed into the Class II Player Device. 

2) Coins deemed invalid by the validator must be rejected to the chip tray, and must not be counted as credits. 

4.5.1.4 Coin Diverter 

1) For Class II Player Devices that have a Coin Hopper and therefore a diverter for routing coins to either the hopper or a drop box.

a) The software must ensure that the diverter directs coins to the hopper or to the cash box when the hopper is full. 

b) The hopper full detector must be continually monitored to determine whether a change in diverter status is required. 

c) If the state of the detector changes, the diverter must operate as soon as possible after the state change without causing a disruption of coin flow, or creating a coin jam.

d) It is preferred that diverter operations are dependent only on hopper sensor status, not software counters. If a software counter is used, it must be used in conjunction with a mechanical sensor, which will override the software counter. 

e) The diverter default position should be to the cash box unless strategies are in place to prevent the overflow of coins from the hopper if the diverter fails. 

2) Hopper-less Class II Player Devices must always divert coins to the cash box. 

4.5.2 Bill Acceptance

4.5.2.1 General 

1) All acceptance devices must be able to detect the entry of valid Bills and provide a method to enable the Class II Player Device software to interpret and act appropriately upon a valid or invalid input. 

2) The acceptance device(s) must be electronically based and be configured to ensure that it only accepts valid bills of legal tender plus valid coupons, paper tokens, or other approved notes and rejects all others. 

3) All accepted Bills are to be deposited into the secure Bill storage area. 

4) All invalid or disabled Bills are to be rejected and returned to the player. 

5) An acceptance device must include a mechanism which prohibits the input of any Bills, or alternatively, rejects all Bills entered, during periods when the Class II Player Device is inoperable or deactivated for any reason. 

6) Acceptance of Bills for crediting to the credit meter must only be possible when the Class II Player Device is enabled for play. Other states such as door open states, fault conditions and audit mode must cause the disabling of the Bill acceptor system. 

7) The Bill acceptor device must have a Bill storage area (e.g. receptacle) full sensor. An error message must be either displayed on the Class II Player Device or to the venue operator in the event that this sensor is activated. The Bill acceptor must disable itself but game play may continue. 

8) All Bill handling devices must provide a means through which the Class II Player Device software may detect and/or logically deduce when potential cheating is in process. For example, identification of counterfeit Bills, (if possible) or Bill yo yo if a Bill yo yo is physically possible. 

9) The Class II Player Device must be able to detect that a Bill jam has occurred. 

10) If the Bill acceptor only accepts Bills in a particular direction, orientation or with a particular side facing up, there must be sufficient instructions on the Class II Player Device artwork to clearly indicate this to the patrons. A label with a graphical picture of the Bill orientation attached near the Bill entry point is considered to be the best method of meeting this requirement. 

11) Under no circumstances may credits be lost if Bills are input during game play. 

12) A Class II Player Device must not register credits as the result of Bill or other valid input until:

a) The bill or other note has passed the point where it is accepted and stacked; and 

b) The bill acceptor has sent the "stacked" message to the device. 

4.5.2.2 Discrimination 

1) Bill acceptors are to be factory set only; it must not be possible to access or conduct maintenance or adjustments in the field, other than: 

a) the selection of coupons, paper tokens, or other approved notes and their limits;

b) the changing of approved EPROMs or downloading of approved software. 

c) The selection of bills, coupons, paper tokens, or other approved notes and their limits; 

d) Changing of certified EPROMs or downloading of certified software; 

e) Maintenance, adjustment, and repair per approved factory procedures; or 

f) Options that set the direction or orientation of acceptance.

2) Adjustment of the tolerance level for accepting bills or notes of varying quality should not be allowed externally to the machine. Adjustments of the tolerance level should only be allowed with adequate levels of security in place. This can be accomplished through lock and key, physical switch settings or other accepted methods as specified by the Tribal Gaming Regulatory Authority.

4.5.2.3 Tokenization 

For Class II Player Devices which support Bill acceptors that implicitly implement tokenization of the Class II Player Device, each valid Bill inserted must register the actual dollar value or the correct number of credits for the current game. If registered directly as credits, the conversion rate must be clearly stated on the Class II Player Device. 

4.5.2.4 Communication with Bill Acceptors 

The Bill acceptor device must employ a reliable means of transmitting credit values to the Class II Player Device. Pulse stream interface or serial communication without error detection and correction are not considered to be reliable communication methods. 

4.5.2.5 Bill Recall 

A Class II Player Device that uses a bill acceptor shall be able, upon request in audit mode, to display the denomination of at least the last five (5) bills, vouchers or other approved notes inserted.
4.5.2.6 Bill Acceptor Self Test 

1) The bill acceptor must verify itself by a self checking method. Evidence is to be provided by the Bill acceptor supplier that the self check is performed and details of checks performed. 

2) The Bill acceptor device must perform a self test at each power up. In the event of a self test failure, the Bill acceptor must automatically disable itself (i.e. enter Bill reject state) until the error state has been cleared. 

4.5.3 Transfers that are not Multiples of Credit Value

If the Class II  player device is to accept credit transfer from external systems, such as Voucher Control or Cashless systems, it must be properly able to handle the circumstance where the amount to be transferred is not an exact multiple of the credit value of the device. The Class II Player device may handle this circumstance by:

1) Rejecting the cashless transfer. This means that the cashless transaction must be of necessity a two stage transaction.

2) Maintain the odd cents amount on the device: 

a) Provide the capability for the customer to be able to view the odd cents amount.

b) Provide the appropriate means of redeeming the odd cents – refer to Section 4.6.6.

3) Automatically generate a credit out transaction for the odd cents for example by printing a voucher for the odd cents or doing a cashless transfer back to the cashless system of the odd cents.

4.5.4 Voucher (Ticket) In

If vouchers are to be supported by the Class II equipment, the requirements are similar to those for bill acceptance. Additionally:

1) The acceptance device must be able to detect the entry of a valid ticket by reading its barcode via the bill acceptor or other barcode reading device. 

2) The bar code is read and basic validation checks are performed to see if the scanned barcode serial number is in an acceptable format.

3) If this is successful, the serial number is transmitted to the Voucher control system.

4) If not successful, the ticket will be rejected and returned to the player.

5) The system will verify the authenticity of the Voucher to ensure the payment is pending. If the Voucher is valid:

a) The system will then communicate a success message including the amount to be paid back to the Class II Player station.

b) The Class II Player station will check to see if it is able to handle the amount transferred. Refer to Section 4.5.3.

i) If it cannot it will send a reject message to the ticket voucher system and return the ticket to the player.

ii) If the device can handle the credit amount:

(1) The Class II Player station will add the amount of the transfer, including odd cents if appropriate, to the credit balance of the device.

(2) Stack the voucher.

(3) Perform the credit out transaction for the odd cents amount if required.

c) the cashier pays the customer the appropriate amount and the cash-out ticket is electronically noted “paid” in the system; 

6) If the voucher is invalid, the voucher system will notify the Class II Player device that one of the following conditions exists: 

a) Serial number cannot be found on file 

b) The Voucher has already been paid;

4.5.5 Cashless In/Out 

4.5.5.1 General

1) Class II Player Devices that implement Cashless transactions must communicate with the system that maintains the player accounts in a secure manner. Refer to Section 5 for details of these communications. Specific points of note:

a) Encryption is required for all messages involved in cashless transactions.

b) If the Server is not the system that maintains the cashless accounts, the communication between the server and client and server and cashless account system must all be encrypted.

2) Transfers from a cashless account may not exceed the balance of an account.

3) Acceptance of cashless transfers to a Class II Player Device for crediting to the credit meter must only be possible when the Class II Player Device is enabled for play. Other states such as fault conditions and Audit mode must cause the acceptance of cashless transfers to be disabled. 

4) The cashless transfer of amounts that are not a multiple of the credit value of the device are to be handled as per Section 4.5.3.

5) Class II Player devices must have the capacity to display a complete transaction history for the most recent transaction with a cashless wagering system, and the previous thirty-four transactions prior to the most recent transaction
4.5.5.2 Security Aspects 

Simple Magnetic Stripe Cards

If the card media is a simple magnetic stripe card, additional security protection to that of reading the magnetic stripe is required. At a minimum, the entry of a PIN is required when an amount of money can be withdrawn or transferred from an account. 

Data Stored on Cards

If cards employing a form of electronic storage of data are to be utilized, some of the major concerns with aspects of security are: 

1) prevention of illegal alteration of data; 

2) protection from loss of data; 

3) recovery of information from damaged or lost cards; 

4) accuracy of read/write operations; and 

5) protection from fraudulent duplication of card information. 

4.5.5.3 Card Locking Mechanism 

Software must activate a locking mechanism to retain a card used for cashless gaming within a reading device, and lock a card into the unit once inserted, except if an amount debited from the card or account is placed directly on the credit meter and no further transactions are required from the card or account (e.g. updating of account balance). 

4.5.5.4 De-activation of Card Locking Mechanism 

Where a card locking mechanism is used, the software must not de-activate the locking mechanism until one of the following conditions is met: 

1) a player has requested a collect of remaining credits and all updating of account records and/or information has been successfully completed; 

2) a player has a zero credit balance and all updating of account records and/or information has been successfully completed; 

3) an invalid card event condition has been cleared by an approved method; or 

4) power or communications failure (if 1) and 2) are met, accounting information must be updated before releasing the card). 

4.6 Credit Redemption 

4.6.1 Credit Redemption Conditions 

Available credits may be collected from the Class II Player Device by the patron pressing the “COLLECT” button at any time other than: 

1) during a play; 

2) while in Audit mode; 

3) while any door open condition exists; 

4) while in Test mode; 

5) while the player’s Credit Meter or Total Wins Meter is incrementing; 

6) while disabled by the CMS; or 

7) while any fault condition exists, excluding : 

8) ticket printer failure or printer paper error (for non printer out redemptions); 

9) progressive controller failure; 

10) Bill acceptor full. 

4.6.2 Cancel Credit 

4.6.2.1 Conditions

Cancel credit may occur when:

1) The Class II Player Device does not have a ticket printer used for generating Cash Out vouchers or the amount to be collected exceeds the [TICKETLIMIT] parameter or there are manual override(s) to force the cancel credit when a ticket is not wanted; and

2) The “COLLECT” button has been pressed where: 

a) the number of credits registered on the credit meter exceeds the maximum amount configured on the device for payment from the hopper; or

b) the Class II Player Device has no hopper; or

c) the amount on the Credit meter is not a direct multiple of the coin value contained within the hopper. In this case it is permitted to dispense all possible coins from the hopper reducing the credit meter to a value leaving the final non-integral value, known as Residual Credit.

4.6.2.2 Actions

1) The software shall automatically lock-up and go into a cancel credits condition. 

2) An option to exit the Cancel Credit state must be provided.

3) The software shall remain in the lock-up state until the credits have been cancelled by external intervention or the player selects an option to exit from the Cancel Credit state. 

4) Cancel Credit amount is to be displayed in dollars and cents. 

5) If the Cancel Credit has been completed via attendant intervention, the credit meter should be set to zero, the lock-up state exited and the Cancel Credit meter incremented by the amount of the credit meter that was cancelled.

4.6.2.3 Jackpot Hand Pay

Refer to Section 4.2.7.

4.6.3 Hopper Pay

The following requirements apply if there is a hopper for dispensing coins.

4.6.3.1 Hopper Pay Initiation

If the current credit meter, when converted to a number of coins, is less than the maximum amount configured on the device for payment from the hopper and the COLLECT button is pressed, then these credits must be converted to the appropriate number of coins and dispensed from the hopper. Where the payment of the amount on the credit meter cannot be completed because the amount is less than the coin value, please see the requirements covering the removal of residual credits, see Section 2). 

4.6.3.2 Control of Hopper Pay 

Once initiated, a hopper pay must not be able to be cancelled, paused or otherwise controlled by a player.

4.6.3.3 Update of Money Out Meters 

Each coin that is paid from the hopper must be registered on the Coin Out and Money Out meters and decremented from the player’s credit and hopper level meters. 

4.6.3.4 Hopper Error Conditions 

The hopper shall be interfaced in such a way as to allow the software to identify at least the following events: 

1) coin paid out; 

2) hopper full detection; 

3) hopper overflow, if required; 

4) hopper coin out sensor failed, disconnected, malfunction or locked; 

5) hopper jam or empty detection, no coins past the hopper coin out sensor in time out period; and 

6) illegal or extra coin out detection/hopper runaway. 

4.6.3.5 Hopper Refill Procedure 

1) The refill procedure must be an option clearly different from any other procedure. 

2) When a 'hopper jam/empty' error message or equivalent is displayed, if the Class II Player Device does not issue clear instructions on the steps necessary to perform either a hopper refill or to reset the fault these must be clearly set out in the operator manual. 

4.6.3.6 Hopper Refill Conditions 

1) Entry to a hopper refill procedure may be via instruction by an attendant from a Class II Player Device audit mode or while in a hopper empty condition. 

2) In the case of a 'hopper refill' option being chosen; a number of coins equal to the hopper refill amount must be added to the hopper and the hopper refill and hopper level meters updated. 

4.6.4 Ticket Voucher Printing 

4.6.4.1 General

1) Credit redemption by printed ticket is only acceptable where the Class II Player Device communicates with a CMS, Voucher Control System or similar which provides validation of the printed ticket. 

2) A Class II Player Device providing printed tickets as a form of credit redemption must:- 

a) generate two identical copies of each ticket printed, one copy being provided to the player while the other copy is to be retained within the machine for audit purposes, or 

b) maintain an electronic record of all details of the following section for the last thirty five tickets printed and provide access to these details via Audit Mode functionality. 

4.6.4.2 Cash Ticket Information Required 

A valid ticket must contain the following information: 

1) Licensee name, city and state;

2) Gaming device number or printer station number, as applicable;

3) Date and time of issuance;

4) Alpha and numeric dollar amount;

5) Sequence number;

6) Validation number;

7) Second printing of validation number on the leading edge of the voucher or coupon;

8) Unique identifier (e.g., bar code);

9) Transaction type or other acceptable method of differentiating ticket types; and

10) Expiration period or date when voucher or coupon will expire, if applicable.

4.6.4.3 Ticket Barcodes 

Barcodes or other form of machine readable markings on a ticket must have enough redundancy and error checking to ensure that 99.9% of all misreads are flagged as an error. 

4.6.5 Cashless Out 

Refer to Section 4.5.5 Cashless In/Out for the majority of the requirements relating to cashless transactions. Additionally for cashless out:

1) Where the cashless card used for identification is not locked in place by the Class II Player device, a satisfactory and secure means of identification of the destination account for the credit to be transferred must be implemented.

2) Where the cashless card used for identification is locked in place by the Class II Player device, the Class II Player device must implement a satisfactory and secure means of identification of the destination account where the card has been abnormally removed from the card reader – both with device power on and off.

3) If the player is given an option to transfer the credit to the cashless account or for other means of output, e.g. ticket print, coins from hopper, the method for doing so and current destination path must be clearly identified to the player..

4.6.6 Residual Credit Removal

1) In the circumstance where there is no ticket printer for creating cash vouchers AND the credit meter amount is less than the coin value in the hopper, or there is no hopper, the only valid means of removing the residual credits is via a cancel credit operation – see Section 4.6.2.

2) A means of conducting a gaming transaction to convert the fractional amount to either the coin value or nothing, often called Residual Credit Removal, is not permitted with Class II devices.
4.7 Display of Information

4.7.1 User Options 

At all times, the Class II Player Device must display sufficient information to the user to indicate the available user options. 

4.7.2 Credit Meter Width 

The credit meter must have sufficient digits to be capable of displaying at least the maximum prize attainable for the Class II Player Device (including gamble, etc., but not including progressive prizes). 

4.7.3 Game Screen Meters 

1) Meters concerning player entitlements (including Credit, Bet and Win meters) displayed on the game-screen must be displayed simultaneously in both dollars and cents and credits in a format which is clearly visible to the player and easily distinguished.  

2) A display which alternates between dollars and cents and credits will be acceptable provided that both values are clearly visible and easily distinguished. Such a display is not to alternate during a play nor during the incrementation of the Win meter or Credit meter following a win.  

4.7.4 Credit Meter Display 

1) The player's credit meter must always be prominently displayed in all modes except audit, configuration and test modes. 

2) During game play in second screen bonus features the player’s credit meter amount does not need to be displayed- provided the player is not required to bet additional credits during the feature. 

3) Values displayed to the player (e.g. wins and credits) may be incremented or decremented to the value of the actual meter for visual effect. However, the internal storage of these meters must be immediately updated (not incremented or decremented) and the Self Audit check always maintained. 

4.7.5 Game Result Display

4.7.5.1 General

1) The outcome of each game element must be displayed for a reasonable length of time. 

2) The outcome must show the 

a) amount wagered

b) amount won

c) the individual prize patterns won

d) the current credit meter balance.

4.7.5.2 Bingo

Availability of the card on the screen

1) The bingo card in use by a player must be displayed prominently on the video screen of the electronic player station utilized by the player and must be clearly visible to that player at all times during game play and at the end of the game. 

2) An exception is that the card need not be displayed during a graphical display presented as a second screen during a bonus prize round.  

3) If multiple bingo cards are in use by a player, the video screen must provide the capability for the player to:

a) Observe the card with the greatest winning prize and the game winning prize, if the game winner, at all times by default.

b) Cycle through the results of all of the cards in some manner at game end.

Minimum Card Viewing Characteristics

1) Each space in a grid must be at least 1 centimeter by 1 centimeter.  Thus a standard bingo card with a grid of 25 spaces must have a minimum interior size of the card of 5 centimeters by 5 centimeters

2) Numbers or designations will be shown on the card in individual spaces in a font or symbol size that fills at least ¾ of the space. Designations other than numbers may include letters, figures, or symbols.  

3) Color attributes must permit covered spaces to stand out.  As an example, it is unacceptable to have foreground and background colors the same. 

4) There must be a display of the unique bingo draw or game number.

4.7.5.3 Pull-tab

Processing of the Physical Pull-tab

1) The pull-tab will be dispensed from its internal storage, e.g. taken from the physical roll of pull-tabs and separated (cut) from the roll.

2) It will be maintained internally within the device until the game(s) are completely finished.

3) One or more barcodes will be read by the Class II Player device which will enable the outcome of the pull-tab to be determined by the Class II Player device. This might be implemented by:

a) Scanning a barcode for each unique symbol position and translating it into one of the possible pull-tab symbols as per the rules of the game.

b) Scanning a pull-tab serial number which would be an index into a file of pull-tab results representing the results of all of the exposed symbols of the pull-tab.

4) All barcodes must have the same level of redundancy and security as for barcodes used on cash ticket vouchers.

Pull-tab Results Display

1) In addition to the general requirements, the pull-tab results must show the:

a) Exposed symbols in the same pattern as on the physical pull-tab.

b) A highlight of each prize won.

c) A unique identifier that would directly reference the physical pull-tab.

2) The minimum characteristics of the display of the pull-tab must be commensurate with the requirements for bingo cards.

Multi-game Pull-tabs

If pull-tabs contain multiple games, 

1) The player must pay for all of the games in advance i.e. the credit meter is to be debited by the full amount of the cost for all of the pull-tabs.

2) The pull-tab is to be retained inside the device until all games are viewed by the player.

3) The device must implement a satisfactory solution of what is to occur if a pull-tab in a technologic aid is partially played i.e. all games have not been viewed in the technologic aid, including what is to happen if there is a power fail of the Class II Player device.

4) If the Class II Player device permits games from the multi-game pull-tab to not be displayed while still dispensing the full ticket, the balance of the un-played games are to be cancelled and the cost of each of the un-played games is to be added to the credit meter (refunded).

4.7.5.4 Alternative Display of Results

1) In addition to a depiction of the base Class II game result, bingo or pull-tab, the game results may also be shown on: 

a) a video screen that is part of the “technologic aid” using alternative displays including game theme graphics,   

b) mechanical reels but only if there is also a separate screen which always shows the results of the bingo/pull-tab game as well as other important player information such as current bet amount,

c) a separate component such as a second screen, top box video or top box mechanical reel display.

2) Second screen features may be used as a part of the alternative display of bingo/pull-tab results. However, the second screen feature must not affect the result of the game or the prize to be won.

3) prizes awarded or change the results of the bingo/pull-tab game in any way.  
4) For bingo where there is only one screen, each game must give the player the option to select only the bingo card display and to play the game using that display alone.  The video screen may revert to the combined screen with alternative display if the credit meter reaches zero.

5) If both the electronic bingo card / pull-tab and the additional depiction of the results using a game theme display are presented simultaneously, the bingo card / pull-tab must be displayed in a manner (size, color, location, etc) that allows the player to clearly see 

a) For bingo: the numbers or other designations on the bingo card(s) and any results of daubing. 

b) For pull-tabs: the outcome of the electronic exposure of the pull-tab(s).

6) At the conclusion of a game, the screen must reflect whether the player has won and the value of any win without reference to the alternative display. 

4.7.6 Idle Mode Display 

4.7.6.1 Display Requirements with Non-zero Credit Meter 

While the Class II Player Device is in idle mode, if there are credits on the credit meter, the following must remain on view until the next play.

1) the total number of credits staked for the last play; 

2) the final results for the last game played:

a) for bingo including card(s), numbers or other designations drawn, numbers or other designations covered, numbers or other designations slept, winning patterns covered 

b) for pull-tabs – the pull-tab(s) exposed and winning patterns

c) if alternate displays of results are also used: reel stop positions, card values, etc.; 

3) the total number of credits won and other prizes associated with the combination resulting from the last play or following player input related directly to the next play :- 

4) the total number of credits that would be staked on the next play; 

5) the initial states of all cards, tables, reels etc. for the next play; 

6) the prizes that may be won on the next play.

4.7.6.2 Display Requirements Following Hopper Collect 

1) If a payment from the hopper is made after the completion of the last play, the Class II Player Device must display, until the start of the next play, the metered value of coins, in dollars and cents, which were paid from the hopper, using the format “COLLECT $#,###.##”. 

2) If more than one payment from the hopper is made after the completion of the last play or if a payment from the hopper is made after a Cancel Credit, the Class II Player Device must display, until the start of the next play, the metered value of coins, in dollars and cents, which were paid in the last payment from the hopper and the total of all payments from the hopper and credits cancelled, in dollars and cents, since the last play, using the format “COLLECT $#,###.## (TOTAL PAID $#,###.##)” 

4.7.6.3 Display Requirements Following Cancel Credit 

1) If a Cancel Credit is made after the completion of the last play, the Class II Player Device must display, until the start of the next play, the metered value of the credits cancelled, in dollars and cents, using the format “CANCEL $#,###.##”. 

2) If more than one Cancel Credit is made after the completion of the last play or if a Cancel Credit is made after a payment from the hopper, the Class II Player Device must display, until the start of the next play, the metered value of the last credits cancelled, in dollars and cents, and the total of all payments from the hopper and credits cancelled since the last play, in dollars and cents, using the format “CANCEL $#,###.## (TOTAL PAID $#,###.##)” 

4.7.7 Attract Mode 

An attract mode may be used, as long as the information outlined in the previous Section Idle Mode Display 4.7.6 is displayed after it has completed. 

4.7.8 Paytable Display 

If the display is overwritten by the paytable while game play is in progress (e.g. waiting to cover), any winning combination resulting from the current play must be suitably highlighted on restoration of the game display. 

4.7.9 Touch Screens 

4.7.9.1 Calibration Facility 

1) Touch screens must have a software re-calibrating facility unless the touch screen is designed never to require re-calibrating. 

2) If the opening of the Class II Player Device door is found to affect touch screen calibration and re- calibration is carried out with the door open, there must be in place means to ensure that the re-calibration is correct when the door is closed (e.g.: two sets of calibrations one for door open and one for door closed). 

4.7.9.2 Accuracy 

Touch screens must be accurate so that a user's actions can be interpreted correctly. 

4.7.9.3 Button Icons 

Touch screen button icons must be sufficiently separated to reduce chances of the wrong icon being selected due to mis-calibration or parallax errors. 

4.7.9.4 Hidden Touch Points 

There must be no hidden or undocumented buttons/touch points anywhere on the screen except as provided for by the game rules (e.g.: spot the ball). 

4.8 Mechanical Reels/Wheels 

The following section applies if electromechanical reels are used to provide an alternate display of bingo/pull-tab results.

4.8.1 Re-spin after Class II Player Device Re-activation 

Microprocessor controlled reels (e.g. stepper motor reels) must re-spin automatically to the last legally obtained play-mode result when the play mode is re-entered (e.g. the main door is closed, power is restored, audit mode is exited, or a fault condition cleared). 

4.8.2 Reel Bounce 

Reel bounce and float must be prevented when stopping each spinning reel. 

4.8.3 Minimum Reel Spin 

Each microprocessor controlled reel must spin at least one revolution per play. 

4.8.4 Active Monitoring of Reel Position 

Microprocessor controlled reels must be monitored to detect malfunctions such as a reel which is jammed, or is not spinning freely, or any attempt to manipulate their final resting position. 

4.9 Game Play 

4.9.1 Game Rules 

1) A game must follow a constant set of rules and must at no time deviate from those rules. A rule change constitutes a different game, although variations to the maximum number of credits bet per game are permitted. 

2) A play must not alter or modify the presentation of mapped symbols or artwork, except in cases of animation during a play or as a part of the game rules which must be clearly described on the artwork, otherwise this constitutes a different game.

4.9.2 Commencement of Games 

A Class II Player Device must not have any faults present, or be in any test, metering, door open or lockup mode, etc., for a game to commence. 

4.9.3 Wagers 

Credits bet must only come from the Credit meter, which is to be decremented at the start of play or when additional wagers are made during the game as per the game rules. 

4.9.4 Game Play / Idle Mode 

1) A ‘play’ commences when the player irrevocably commits a wager from the player’s credit meter that is not part of any previous play. Note that in bingo games, there is a requirement for participation from others players before the bingo draw can commence.

2) A play is considered completed when the final transfer to the player’s credit meter takes place (in case of a win) or when all credits wagered are lost. 

3) The period after completion of a play and before commencement of the next play is ‘Idle Mode’. 

4.9.5 Game Play Information 

A Class II Player Device must display the following information to the player: 

1) the player’s current credit balance; 

2) the current bet amount; 

3) all possible winning outcomes, or be available as a menu item or help menu; 

4) win amounts for each possible winning outcome or be available as a menu or help screen item; 

5) the amount won for the last completed game (until the next game starts); and 

6) the player options selected (e.g. bet amount, lines played) for the last completed game (until the next game starts). 

4.9.6 Initiation of Game Play 

1) The player must initiate game play by pressing a play or bet button, or similar input device. 

2) The Class II Player Device must not automatically initiate play after credits have been entered onto the credit meter via coin, Bill entry, or cash transfer. 

4.9.7 Prize Determination 

Prize determination shall: 

1) be clearly specified on the exterior of the device, or easily accessible to the player; and 

2) be exclusively a consequence of the outcome of the bingo / pull-tab result in conjunction with the prevailing payout table and rules of the game. 

3) be attainable combinations of the bingo numbers or other designations or pull-tabs. 

4.9.8 Return to Player

1) A game must have a theoretical/estimated statistical expectation that the minimum player return (RTP) of the game will be greater than or equal to [MINRTP]. The minimum percentage requirement must be met when playing at the lowest end of a non-linear paytable.

2) A game must have a theoretical/estimated statistical expectation that the maximum player return (RTP) of the game will be less than or equal to [MAXRTP]. The maximum percentage requirement must be met when playing at the highest end of a non-linear paytable.
3) Whenever a progressive prize is offered as part of the gaming device payout, for each level the start-up amount times the probability of achieving that prize plus the contribution rate for each level shall be included in the theoretical payout percentage calculation when determining the minimum and maximum RTP requirements. 
4.9.9 Win Truncation 

The value of prizes awarded in any individual game element or sequence of game elements must not be truncated.

4.10 Audit Mode 

4.10.1 Audit Mode Requirements 

Audit mode is to include as a minimum, the following items: 

1) display of all electronic meter information as per the section Definition of Software Meters; 

2) last game recall;

3) display of terminal identification; 

4) display of software/game identification; and 

5) display of any other game statistics (e.g. wins by category), if maintained by the Class II Player Device and not transferred to and maintained by the CMS. 

4.10.2 Audit Mode Access 

1) Access to Audit Mode is limited to the operation of a key-switch or other secure device or from within the interior of the Class II Player Device cabinet.

2) Auditing of metering information must be accessible by an authorized person at any time, except during collect in progress or during play (except where play is interrupted by a fault condition). 

3) The Class II Player Device must not be playable while in Test mode or Audit mode. If coins or bills are inserted they must be rejected (except during coin or bill acceptor testing). The software must return to the state immediately preceding entering Test or Audit mode when the mode is exited. 

4) Suitable information must be presented to instruct the user on how to move between the different audit screens available. This includes access to all meters and access to all game recall screens. 

4.11 Test/Diagnostic Mode 

4.11.1 Entry to Test/Diagnostic Mode 

1) Test/Diagnostic Mode may be entered via an appropriate instruction from an attendant during an Audit Mode access. 

2) Opening the main cabinet door of the Class II Player Device may also provide automatic entry to Test/Diagnostic Mode. 

4.11.2 Display During Test/Diagnostic Mode 

During any test that incorporates credits entering or leaving the Class II Player Device (e.g. a hopper test) the Class II Player Device must display a message on screen indicating that the Class II Player Device is in Test Mode. 

4.11.3 Exit from Test/Diagnostic Mode 

If there are any test-mode states which cannot be automatically superseded by exit from Audit Mode, then the action necessary must be indicated on the machine and in the relevant manuals. 

4.11.4 Test Games 

Test games, if implemented must: 

1) not increment any meters (other than a temporary on screen credit meter); 

2) only be available after entering a specific test game mode within door open mode; and 

3) be clearly indicated to be in test mode not in normal game play mode. 

4.12 Game Recall

4.12.1 General

1) For the Game Recall information held by the Class II Player Device, it must be possible to show to the player the results of the play(s) as the player originally saw it. The manner in which the information is provided must enable observers to clearly identify the game sequences and result(s) that occurred. 

2) On return to normal game play mode, the Class II Player Device is to restore all bingo cards, pull-tabs and alternative display symbols and meters to the position, form and value as displayed before access to the Game Recall information. 

3) Game recall information is to be always retrievable on the operation of a suitable external key-switch, entry of an Audit Card or other approved method
4.12.2 Class II Game Specific Information Required in Recall

In addition to the general requirements for last game recall specified below, for Class II Player Devices:

1) For bingo games, the last game recall must show:

a) The details of the card or card(s) used in the game including the numbers or other designations on the card in the exact arrangement as played during the game.

b) The (unique) game number.

c) The numbers or other designations drawn during the game in the order in which they were drawn.

d) Numbers or other designations covered by the player during the game.

e) Patterns slept during the game.

f) Prize(s) claimed by the player during the game.

g) Details of progressive prize(s) won during the game.

2) For pull-tab games, the last game recall must show:

a) The result(s) of each pull-tab in the same pattern of symbols as on the pull-tab.

b) Prize(s) won.

3) The last game recall may also show the results of the alternate display provided that the above Class II game recall information is also available.

4.12.3 Number of Last Plays Required 

Recall information on at least the last five (5) plays is to be available. 

4.12.4 Game Recall Information Required 

Game recall information must provide all relevant information required to fully reconstruct the last play. All values must be displayed even if they are zero. The display of the Last Play must contain the following information: 

1) Game specific information – See Section 4.12.2.

2) total number of credits at the start of play (less credits bet); 

3) total number of credits at the end of play; 

4) the total number of credits bet; 

5) the total number of credits won associated with the prize resulting from the game recalled and/or the value in dollars & cents for progressive prizes; 

6) the total number of credits added (separated into coins, bills, vouchers and cashless) since the end of the previous play and through to the end of the last play; 

7) the total number of credits collected (separated into coins, tickets and cashless) since the end of the previous play and through to the end of the last play; 

8) the total value cancelled (in dollars & cents) since the end of the previous play and through to the end of the last play (credits added or collected after the last play will be recorded on the completion of the next play); 

9) the value of all Standard Meters as at the end of the last play. Specific meters that are not applicable (e.g. Games Played, Extra Coin Out, Bills In for machines which do not have a Bill Acceptor etc), may be omitted. 

Note: The above requirements are the default for Game Recall Information in that events after the completion of the last play (such as inserting money to add credits, or collecting credits) do not form a part of the Game Recall Requirements. However, it is permissible for manufacturers to display this information provided it is clear what happened after the completion of the last play. 

4.12.5 Game Sequences 

1) If the alternative display of a Class II game provides free game sequences or any other feature whereby games are played automatically (i.e. without player control), the Last Play recall function must also meet the following additional requirements : 

a) store results of all games in a feature or free game sequence associated with the primary game, or 

b) if the feature is retriggerable within the feature (i.e. the number of games in a feature sequence can theoretically be infinite), the Last Play Recall function must be able to replay a minimum of X games of the feature sequence. The mathematical determination of X will be that 99% of all feature sequences are of X games or less. For example if, theoretically, 99% of all feature game sequences in a particular game will be 15 games or less, then the Last Play Recall function must be capable of displaying a minimum of 15 feature games; 

c) where two or more features or free game sequences occur and are contained in the last game recall audit function, only the most recent feature or free game sequence must be stored in accordance with a) or b).”). 

2) In all cases for a feature or free game sequence, the initial trigger game and final game must be available for display. 

3) The replay of alternate display game sequences (free games, feature games etc) must allow each game in the sequence to be examined. Progression to the replay of the next game in the game sequence must require external input, e.g. button press, touch screen input etc. Alternatively, the replay function may provide a ‘Pause’ input to allow the replay to be suspended between games of a game sequence.

4.13 Gamble Feature

The gamble feature, some times called double-up, double play, double pay etc, may not be used with Class II Devices.

4.14 Multiple Games 

The possibility of multiple games per one device has not yet been addressed. 

4.15 Progressive Jackpots 

4.15.1 Communication with Progressive System

There must be a secure, two-way communication protocol between the main game processor board and the system controlling or the progressive(s) progressive jackpot controller (if used). 

4.15.2 Modification of Progressive Jackpot Parameters 

For Class II Player Devices, the only parameter that is controlled by the Class II Player Device is the probability of winning each level. All other parameters are controlled by the Jackpot System / Jackpot Controller. As such modification of progressive parameters does not apply to the Class II player devices. However, the Class II server may act as a progressive jackpot controller so the rest of this section applies to this configuration.

4.15.2.1 Method of Modification 

The method by which the Server’s jackpot parameter values are modified or entered is to be secure. Parameters to be addressed are: 

1) increment values; 

2) secondary pool increments; 

3) reset values; 

4) maximum values; and 

5) participating Class II Player Devices.

4.15.2.2 Modification of Parameters and Active Progressive Jackpots 

1) If parameters are changed on a progressive jackpot that is active, the application of these changes is not to apply until the jackpot is won other than by a full Critical Memory Reset. 

2) If it is necessary to change the progressive jackpot parameters earlier than this, for example because there are changes required for multiple simultaneous progressive jackpot levels, the progressive system / controller must halt the operation of the progressive jackpot and each of its levels, and make the alterations to the parameters before restarting the jackpot.

3) If this process involves the deletion of a progressive jackpot level or the resetting of an active progressive jackpot back to a minimum level, the contributions “lost” to the progressive jackpot must be transferred to the current or next progressive jackpot pools.

4.15.2.3 Jackpot Specific Faults 

If the following events occur, notification is required in accordance with other requirements of this document: 

1) at any time communication between the progressive system or controller and the Class II Player Device is lost; 

2) levels mis-match

3) the game meters are validated against the progressive system’s meters (via communications between the device and the system), and they do not reconcile. 

4.16 Class II Player Device Events 

4.16.1 Types of Events

Class II Player Device events include the occurrence of a fault condition, incidents of de-activation, the changing of an important state such as a door open, and large jackpot wins, etc. 

4.16.2 Actions Upon Events

1) Class II Player Device events require different Class II Player Device de-activation depending upon the event. Re-activation requires different level of intervention (e.g. none, attendant, technician, Central System) depending upon the type of event: 

2) Events listed in Table 3-6 : Class II Player Device Faults and Remedial Actions must cause a clearly displayed message that an event has occurred and, unless otherwise indicated, must also result in the following: 

a) all player inputs except a Service Button must be disabled including coin and Bill input; 

b) an identifiable alarm must be sounded for at least 1.5 seconds or a unique sequence on the tower light(s);

c) any game play must be saved in its current incomplete condition. The reels must cease spinning immediately in any alternate display;

d) if the Class II Player Device was in hopper payout, the hopper must be turned off and the brake applied.

4.16.3 Action on Clearance of a Fault Event 

The following actions must be performed on clearing of the fault: 

1) any messages must be removed; 

2) any relevant player inputs must be re-enabled; 

3) the alarm must be turned off; and 

4) any game play when the fault event occurred must recommence from the beginning of the play or from the point at which the interruption occurred and conclude normally, using the data that was saved previously. 

4.16.4 Faults to be Treated as Events 

The following table defines faults that are to be treated as events, together with the remedial action to be taken to clear the fault: 

Table 4.1: Class II Player Device Faults and Remedial Actions 

	Fault
	Definition
	Cleared by:

	Coin Yo-Yo
	Inserted coin detected moving in the incorrect direction

1. A single Coin Yo-Yo may be treated as an information only event

2. Consecutive Coin Yo-Yos are to lead to a Class II Player Device fault condition
	Cleared by an attendant intervention, e.g. key activation

	Coin-in Jam

	Coin detected not moving - e.g. sensors are continually blocked
	Cleared by an attendant intervention, e.g. door open/closed

	Coin to Cashbox or Diverter Fault
	Coins (more than one) detected going to the cashbox instead of the hopper, or vice-versa.(Need not cause disabling of player inputs)
	Cleared by an attendant intervention, e.g. door open/closed

	Hopper Empty
	Coins not passing a hopper output sensor within a specified time
	Cleared by an attendant intervention, e.g. door open/closed

	Hopper Jam
	The hopper output sensor(s) are blocked
	Cleared by an attendant intervention, e.g. door open/closed

	Extra Coin Paid
	Single coin passed hopper sensor after hopper payout completed
	Cleared by an attendant intervention, e.g. door open/closed

	Hopper Run-away
	Multiple coins passing hopper sensor
	Cleared by an attendant intervention, e.g. door open/closed

	Reel Not Spinning Freely
(if applicable)
	Software detecting a reel not spinning correctly
	Cleared by an attendant intervention, e.g. door open/closed

	Illegal Reel Movement 
(if applicable)
	Software detects unauthorized reel movement
	Cleared by an attendant intervention, e.g. door open/closed

	External Peripheral Controller Fault / Disconnect
	Any Peripheral controller fault or communications failure (e.g. a Progressive Display Controller)
	Cleared by technician

	Printer Paper Low (if applicable and possible)
	The printer paper will soon be exhausted:

1. This should lock up the Class II Player Device upon completion of a pre determined number of tickets calculated to ensure “Paper Out” is not possible.  If a paper out sensor is also provided then “Paper Low” results only in a message

2. Note that if a Class II Player Device has a printer it must have a paper low or paper out sensor or both
	Paper low condition to be cleared by replacement of paper (paper low signal removed) or positive attendant intervention, e.g. key activation

	Printer Paper Out (if applicable and possible)
	The printer paper has been exhausted. The Class II Player Device must lock-up until the paper out state is cleared
	Paper out condition to be cleared by replacement of paper (paper out signal removed) and positive attendant intervention, e.g. door open/closed

	Printer Jammed
(if applicable and possible)
	The printer paper is not feeding correctly
	Paper jam condition to be cleared by clearance of jam (paper jam signal removed) and positive attendant intervention, e.g. door open/closed

	Mechanical Meter Disconnected
(if applicable)
	Software detects that the mechanical meters have been disconnected
	Cleared by technician

	Low CMOS RAM Back-up Battery
(if applicable)
	Back-up RAM Battery has reached a voltage where back-up will become unreliable soon:

1. A message stating that the repairer must be called urgently must be displayed

2. The Class II Player Device must lock-up until the battery low event is no longer present and positive indication has been given by an attendant, e.g. jackpot reset key engaged
	Cleared by technician

	Critical RAM Errors, Mismatch
	Some critical RAM error has occurred:

3. When a non-correctable RAM error has occurred, the data on the Class II Player Device can no longer be considered reliable. Accordingly, any communication to external devices must cease immediately

4. An appropriate message must be displayed

5. Access to electronic meters must still be available
	Full Critical Memory Clear by Technician

	EEPROM Error
(if applicable) 


	An EEPROM error has occurred.

 - As for Critical RAM errors -
	Full Critical Memory Clear by Technician

	EPROM Fault
	The software has failed its own internal security check:

1. Any communication to external devices must cease immediately

2. An appropriate message must be displayed, if possible

3. No modifications to critical meters in RAM must be possible

4. The Class II Player Device must lock-up until a replacement EPROM is installed
	Replacement of EPROM by Technician


4.16.5 Door Open/Close Events 

The following table defines Door Open/Close events:

Note : All of the door open events must be indicated to the user upon their occurrence, with the procedures defined in Section 4.4.2, Door Open Procedures, to be performed. All of the following events are door closed events and must be indicated upon their occurrence to the user. Only when all doors are closed should the Class II Player Device perform the procedures defined in the Section 4.4.3 Door Close Procedures. 

Table 4.2: Class II Player Device Door Open/Close Event Definitions 

	Event
	Definition

	Class II Player Device Door Open
	The main cabinet door has opened

	Cash box Door Open
	The cash box door has opened

	Other Secure Area Accessed
	Any other secure area has been accessed 

	Class II Player Device Door Closed
	The main cabinet door has closed

	Cash box Door Closed
	The cash box door has closed

	Other Secure Area Secured
	Previously accessed secure area has been secured


4.16.6 Bill Acceptor Faults

4.16.6.1 Bill Acceptor Fault Conditions 

The Class II Player Device must observe and act upon the following Bill acceptor faults and error conditions: 

Table 4.3: Bill Faults and remedial Actions 

	Fault 
	Definition 
	Cleared by 

	Bill door open state change
	Bill access or storage area door opened/closed
	Cleared by attendant

	Bill receptacle state change
	Bill receptacle removed/replaced
	Cleared by attendant

	Bill jam
	
	Cleared by attendant

	Bill Yo Yo
	If physically possible
	Cleared by attendant

	Bill acceptor receptacle full
	
	Cleared by attendant

	Bill acceptor cable disconnected
	
	Cleared by technician


4.16.6.2 Action When Bill Faults Occur 

All Bill acceptor fault conditions, as described above are to lead to the following actions: 

1) if the fault is security related the Class II Player Device is to deactivate game play and the ability to cash out (cashout may occur on a Bill jam);

2) other faults such as Bill acceptor receptacle full need not disable the Class II Player Device but must disable Bill input; 

3) an appropriate message or indication of the fault must be given (e.g.: shown on the display or screen or other means such as colored lights); 

4) an audible alarm is to be raised for any of the following Bill acceptor specific conditions (note for the duration of the audible alarm, see Section 3.13.6 Audible Alarm). This requirement may be replaced by suitable use of the Tower Light as an alarm, refer to Section 3.13.4.

5) the Class II Player Device may only re-activate itself if the following conditions are met: 

a) if the fault condition is rectified and positive intervention is taken by a venue employee to indicate that the fault has been cleared e.g. activation of a key-switch, closing of the receptacle door, replacement of the Bill receptacle; or 

b) if provided on a Class II Player Device which accepts both Bill and coin input, a Casino employee or licensed technician takes an approved action to disable only the operation of the Bill acceptor (i.e. place the Class II Player Device in a coin only mode). 

4.16.7 Non-fault Class II Player Device Events 

The following table lists the non-fault Class II Player Device events that must be reported to the user and the respective procedures must be performed: 

Table 4.4: Non-fault Class II Player Device Events 

	Fault 
	Definition 
	Cleared by 

	Class II Player Device Power Off 
	The Class II Player Device has been powered off: a) any game play must be saved in its current incomplete condition (reels may finish spinning, but any wins must only be paid on clearing of the error); b) if the Class II Player Device was in hopper payout, the hopper must be turned off and the brake applied; and c) all requirements from Class II Player Device Faults (sections to inclusive) must be adhered to. 
	Cleared by: Class II Player Device 

	Class II Player Device Power On 
	The Class II Player Device has been powered on: a) any relevant player inputs must be re- enabled; and b) any game play when the event occurred must recommence from the beginning of the play or from the point at which interruption occurred and conclude normally, using the data that was saved previously. 
	See definition 

	Stand Alone Progressive Award 
	A Standalone progressive prize has been won: a) an appropriate message must be displayed; and b) unless the prize is transferred to the player’s credit meter the software must lock-up until the award has been paid by the attendant. 
	See definition 

	Linked Progressive Award 
	A linked progressive prize has been won: a) an appropriate message must be displayed; and b) unless the prize is transferred to the player’s credit meter or paid through an automatic printing of prize ticket the software must lock-up until the award has been paid by the attendant. 
	See definition 

	Substantial Win 
	Any prize equaling, or exceeding the Substantial Win Amount [JACKPOT_AMOUNT] in a completed game, shall instigate this event. 
	Cleared by an attendant. 

	Maximum Hopper Pay out Exceeded 
	A cashout attempt which exceeds the Maximum Hopper Payout amount [MAXHOPPER] shall require the Class II Player Device to perform a cancel credit manual pay for the full amount (or a ticket printout in accordance with the relevant sections of this document). 
	Cleared by: Cancel credit confirmation by attendant, completion of ticket print out or the player canceling the cashout. 


4.16.8 Notification of Faults 

1) To assist with service and fault diagnosis, the nature and location of any fault must be displayed by a message in English (if possible this message is not to be abbreviated). 

2) All fault conditions may activate a tower light if applicable. 

3) It is preferred that the Class II Player Devices become 'user friendly' in situations requiring human interaction. For example, if a “hopper jam/empty” condition occurs, the Class II Player Device should instruct the attendant with further instructions and take the operator through the process of clearing the fault step-by-step. It is envisaged that implementing this procedure would greatly reduce training time on Class II Player Device operations, call-outs and accidental damage. 

4.17 Code and Compilation 

4.17.1 Source Code Compilation 

1) All source code submitted must be correct, complete and able to be compiled. 

2) The resultant compiled object code must be identical to that in the storage media submitted for evaluation, and to that in the media to be operational in sites. 

3) NOTE: The addition of ‘Date’ and ‘Time’ stamps or other such compiler variations may cause differences in a compiled version. It is the manufacturers’ responsibility to provide a method to resolve these differences.
4.17.2 Source Code Documentation

The following recommendations are made relative to the source code to improve the efficiency of evaluation by a test laboratory.

4.17.2.1 Source Code Module 

The following items must appear in all source code modules: 

1) Module Name; 

2) Version Number;

3) Brief description of module function; and 

4) Edit History: Who, When, Why. 

4.17.2.2 Source Code Comments 

1) All source code submitted must be commented in an informative and useful manner. 

2) Poorly commented code may seriously impair the software validation process and greatly reduce the degree of confidence in the reliability and integrity of the code. 

4.17.2.3 Description of Variables 

All variable declarations must be followed by a thorough description and definition of the use of the variable. 

4.17.3 Redundant Code Sections 

1) Some Jurisdictions require redundant code not to be compiled into executables. Parameter [NO_REDUNDANT_CODE] may apply. In this case, a suitable means to ensure that the code is not compiled is required e.g. suitable Include/Omit capability of the compiler.

2) If redundant code is permitted, the following applies:

a) Reduction of sections of redundant code will assist in minimizing time spent appraising software. 

b) The above requirement does not apply to different player return variations of games provided that the software defining the characteristics of the unique variations is localized to a limited number of areas. 

c) If redundant sections of code do exist in the program, the manufacturer is to provide documentation of the areas of code which are redundant. One way of achieving this goal is to use compiler directives that omit sections of code, for example if a particular compiler option is set (or not set). 

d) If code is made redundant via a dynamically settable parameter, full documentation of each such parameter, the means of setting / resetting it and the default states are to be provided.

4.18 Program Storage Media 

4.18.1 Identification 

All discrete program storage media (e.g. EPROM, CD-ROM) must be uniquely identified, displaying: 

1) Game name (and/shell name, if applicable); 

2) Manufacturer; 

3) Game development number or variation; 

4) Version number; 

5) Jurisdiction; 

6) Type and size of media; and 

7) Location in Class II Player Device (if critical, e.g. socket position 3 on PCB). 

4.18.2 Specification

Manufacturer specifications on the program storage media must be accessible. 

4.19 Security/Integrity 

4.19.1 Modification of Class II Player Device Characteristics 

4.19.1.1 External Mechanism Affecting Play 

There shall be no external mechanism (DIP-switches, jumpers, etc.) that can affect the outcome of a play. For example, there shall be no externally selectable options that alter or affect the random number generator.

4.19.1.2 Permitted Reconfiguration 

The Class II Player Device may be reconfigured to modify the following parameters, but only by a secure approved method: 

1) the mapping of random numbers to cards or symbols; 

2) the game or sets of games approved for play; 

3) denomination and tokenization; and 

4) the paytable. 

4.19.2 Display Following Reconfiguration 

Immediately following a configuration change, the Class II Player Device must; 

1) reset the Win meter to zero; 

2) reset any player options selected (e.g. bet amount, lines played etc.) to the minimum available value and apply this value or values to appropriate on-screen displays (e.g. Bet meter) ; 

3) change, if necessary, the display of the game screen to a non-winning result or combination. 

4.20 Critical Memory Resets 

4.20.1 Critical Memory Reset Method 

There must be no method providing a 'Critical Memory reset' to clear the meters and other areas of electronically stored data without first accessing the logic area of the Class II Player Device. 

4.20.2 Function of Critical Memory Reset 

1) Following the initiation of a Critical Memory Reset procedure (utilizing an approved Critical Memory Clear method) the game program must execute a routine which initializes each and every bit in Critical Memory to the default state. 

2) The default reel position or game display after a Critical Memory Reset must not be a winning combination on any selectable line. The default game display upon entering game play mode must also be a non winning game. 

3) A configuration setting that is required to be entered during Setup Mode immediately following a Critical Memory Reset must not be able to be changed after the machine leaves Setup Mode. 

4.21 Simultaneous Inputs 

The program must not be adversely affected by the simultaneous or sequential activation of the various inputs and outputs, such as 'play buttons', which might whether intentionally or not, cause malfunctions or invalid results. 

4.22 Parameter/Limit Definitions 

Refer to Appendix B for definitions of the parameters/limits that will be established for Class II Player Devices. These parameters may be set by the Jurisdiction, Operator or Manufacturer. Some parameters may vary depending upon the Class II Player Device itself (e.g. there may be a different Hopper Refill amount depending upon relative sizes of hoppers). 

5 Random Selection Processes

The purpose of this section of the standards is to establish requirements for random selection processes and especially the use of random number generators (RNGs). In most implementations of a Class II Device, there will be the need for a Random Number Generator (RNG). 

The specifications of this section apply to RNGs used in association with Class II equipment for cryptography, gaming and other critical functions, whether implemented in hardware, software or a combination of hardware and software.

5.1 General

5.1.1 Applicability

These requirements apply to all RNGs used for gaming and cryptography.

5.1.2 RNG Selection

1) A supplier may employ one or more RNG software algorithms, hardware devices or combinations of hardware and software.

2) The choice of algorithms and devices is left to the supplier. Each component or combination of components used to provide random numbers must satisfy the requirements of this document.

3) An RNG used for cryptography should be separate from RNGs used for other purposes.

5.1.3 RNG Properties

Crypto-analytic attack of an RNG must not be practically possible. All RNGs must produce output having the following cryptographic properties:

1) Statistical Randomness: RNG outputs must pass statistical tests for randomness, for example Marsaglia's "diehard" tests;

2) Unpredictability: it must not be feasible to predict future outputs of an RNG even if the algorithm and the past sequence of outputs is known;

3) Non-repeatability; the RNG should never reproduce the same output stream that it has produced before, nor should any two instances of an RNG produce the same stream as each other.

4) An RNG used to generate scaled numbers / outputs must be structured so that the scaled numbers also meet the three preceding requirements of this section.

5.1.4 Types of RNG Components

5.1.4.1 Hardware RNG Components

1) A hardware RNG component must be used in accordance with the manufacturer's instructions.

2) The hardware together with its driver or other associated software is considered an RNG for the purpose of this document.

3) The hardware must be tamper-proof.

4) The RNG must provide a self-test facility. 

5.1.4.2 Software RNG Components

1) The internal state of an RNG must be secure. Only the RNG module itself may access the internal state. If the internal state is saved in a persistent form, encryption must be used such that it will not be possible to examine the data in the persistent storage from an external program or task without specific knowledge of the encryption algorithm and key(s).

2) The internal state may only be initialized and modified by algorithm(s) which are solely a component of the RNG.

3) The internal state must be thread-safe.

4) It must not be possible to restart the internal state from a previous state.

5.1.5 Entropy Sources and Entropy Pools

Devices or algorithms which provide output derive from 'truly random' sources, such as thermal noise, are referred to as entropy sources in this document. Entropy sources often have a limited output rate. Systems can improve the availability of output from these devices by continuously taking their outputs and storing them in a buffer, or entropy pool, for future use. If the system uses an entropy pool as an RNG or as input to an RNG, the following requirements apply:

1) Any devices or algorithms contributing to the pool are to be "truly random". 

2) The contents of the pool must be secure. If the pool is shared between servers communication of pool data must be secure. If the pool contents are saved in a persistent form, encryption must be used.

3) If the pool becomes empty there must be a fall-back strategy for system components relying on data from the pool such as suspending all gaming activity until the pool is replenished.

5.1.6 Ensuring Non-repeatability

Non-repeatability must be ensured by suitable initial seeding (initialization) of the RNG state.

1) The strongest form of initial seeding is to initialize the RNG state from an entropy pool, a source of "true" randomness.

2) A weaker form of initial seeding is to initialize an RNG from a combination of timestamps (e.g. current time and date), parameters unique to a server, previous RNG outputs etc.

5.1.7 Ensuring Unpredictability

This property is ensured by re-seeding or cycling the RNG, and by providing sufficient RNG states for the applications supported.

5.1.7.1 Re-seeding and Cycling

1) Re-seeding may be used where the re-seeding input is at least as "random" as, and independent of, the output of the RNG being re-seeded. An entropy source is often used for this purpose.

2) A weaker protection against prediction is to continuously cycle the RNG (call the RNG but neither use nor record the output), for example in a server's idle loop. The intent of this process is that any visible sequence of outputs will have low correlation with the outputs actually produced.

5.1.7.2 Number of RNG States

The number of RNG states must be much greater than the number of possible outcomes of the application for which the RNG is used by at least a factor of 108. This requirement is to prevent the occurrence of rare states being used to infer the RNG states which produced those results or to predict the states that will follow. This also ensures that once low probability events have occurred, there is still a chance that they will occur again within a short time period.

5.1.8 Scaling Algorithms

1) An RNG which provides output scaled to given ranges must use an unbiased algorithm. The scaling algorithm may need to discard numbers which do not map uniformly onto the required range. The RNG must use the first number in sequence which does map correctly to the range.

2) A scaling algorithm will be considered unbiased if the bias is no greater than [MAX_SCALING_BIAS]. 

5.2 RNGs in Class II Devices

The following requirements apply where the RNG is used for gaming functions e.g. determining the numbers drawn in a Bingo game.

5.2.1 General

1) An RNG used for gaming must make use of an entropy source or a unique combination of available parameters in its initial seeding. An example of the latter is a combination of a timestamp, a Network Interface Card address and a previously encrypted and saved value derived from the RNG.

2) An RNG used for gaming must make use of an entropy source or background cycling in ongoing seeding.

3) An RNG used for gaming must be re-seeded / cycled at a rate that makes crypto-analytic attack impractical, and in the case of background cycling at least [BACKGROUND_CYCLE_RATE].

4) An RNG component used for gaming must notify its callers in the event of a malfunction, for example the exhaustion of available results from the entropy pool. The malfunction should be notified on the screen / console of the Class II equipment and all gaming activity of this and subsidiary equipment should be suspended until the pool is replenished.

5) A gaming module which calls an RNG to simulate an event of chance must immediately use the output returned in accordance with the game rules. RNG outputs may not be arbitrarily discarded or selected. Where a sequence of outputs is required, the whole of the sequence should be used in accordance with the game rules.

6) An RNG used to simulate gaming events of chance must additionally be shown to have the following fairness properties:

a) Scaling: RNGs must provide numbers scaled to the ranges required by game rules. Scaled outputs must retain the cryptographic properties described above, and in particular:

i) Scaled numbers must be unpredictable, independent and uniform over the range;  and

ii) Scaled numbers must pass statistical tests relevant to the application – refer to Section 5.5.1.

b) Scope: Scaled numbers or sequences of numbers must be capable of producing every possible outcome of a game according to its rules.

7) The use of an RNG to provide for things such as random animation sequences, flashing lights, spinning wheel rotations and other attractors to further broaden participation is permitted, but the RNG when used in this way cannot participate in any way in the determination of the outcome or prize amounts of the Class II game. 

5.2.2 RNG Gaming Use for Class II Bingo Games

1) The sole gaming use for an RNG in Class II Bingo games is to draw numbers or other designations from a pool of said numbers or other designations.

2) The RNG cannot be used for any other gaming purpose i.e. to determine the eligibility for a win, class of win or the amount of prize.

3) The consequences of the bingo draw are as follows: 

a) at the start of each game only balls applicable to the game are to be depicted; 

b) balls once removed from the barrel must not be returned to the barrel; 

c) the barrel must not be re-mixed; and

d) as balls are drawn from the barrel they must be immediately used as directed by the Rules of the game (i.e. are not to be discarded due to adaptive behavior by the Class II Player Device). 

5.2.3 RNG Gaming Use for Class II Pull-Tab Games

1) The RNG cannot be used in Class II Pull-Tab games for game winning or prize determination purposes.

2) The RNG may be used for alternate display or other such purposes provided that such use does affect the game or prize determination process.

5.2.4 RNG Gaming Use for Class II Progressives

As the only form of progressive jackpot that could be approved is one where the winning outcome is determined by the result of a bingo game, there is no other use for a RNG for progressive jackpots in which Class II devices would participate.

5.3 Specific Requirements for Cryptography

1) An RNG used for cryptography must be accessible only by the system components that implement the security functionality.

2) An RNG used for cryptography must not weaken security by providing a point of attack on the security protocols which it supports. The number of RNG states must be at least as great as the encryption strength. E.g. An RNG used with 128 bit encryption must have at least 2128 states.

3) An RNG used for cryptography must make use of an entropy source in its initial and ongoing seeding. An exception to this requirement exists where a security protocol requires that a recipient's (pseudo) RNG supplied with correct key information should reproduce the same sequence as the sender's RNG.

4) An RNG used for cryptography must be re-seeded at a rate that makes crypto-analytic attack impractical. 
5) An RNG component used for cryptography must notify its callers in the event of a malfunction, for example the exhaustion of available entropy, refer to Section 5.2.1, item 4).

6) Security system requirement: Security system components reliant on RNG outputs must cease to operate or otherwise react correctly when a fault is detected in the operation of the RNG and security can no longer be assured.

5.4 Stand-alone RNG Devices

1) An RNG may be supplied as a stand-alone device.

2) A stand-alone RNG must reside in a unit with physical security features commensurate with Class II Player devices, refer to Sections 3.1, 3.2 and 3.3.

3) Communication between a stand-alone RNG and other system components must be secure.  This may be provided by physical security, encryption or a combination of these. Refer to Section 6.6 for specific requirements relative to encryption.

4) Any system component reliant on output from a stand-alone RNG device must cease to operate or otherwise correctly react in the event that the RNG or communication with it fails.

5.5 RNG Testing and Verification

5.5.1 Empirical Statistical Testing

1) An RNG must be capable of producing a 10 Megabyte stream of random binary data for statistical testing. The random data must pass the "diehard" statistical tests or tests of equivalent stringency.

2) For testing purposes, the application which uses the RNG must be able to produce a log of results. The application results must pass basic statistical tests (such as those following) that demonstrate that the application results, e.g. Game outputs, are statistically in accordance with the requirements of the application e.g. Game rules. 

a) chi-square test; 

b) equi-distribution (frequency) test; 

c) gap test; 

d) poker test; 

e) coupon collector’s test; 

f) permutation test; 

g) run test (Patterns of occurrences should not be recurrent); 

h) spectral test; 

i) serial correlation test potency and degree of serial correlation (outcomes should be independent from the previous game); and 

j) test on subsequences. 

5.5.2 Verification

1) Software modules implementing an RNG must be identifiable on the production system.  

2) Cryptographically strong signatures of the tested modules must be provided and must be verifiable on the production system.

6 Data Communications

This section refers to communications with systems / devices external to the Class II system / equipment. 

6.1 Purpose

This section refers to requirements and principles that must apply to communications with the Class II equipment or its components and also communications between the Class II equipment and any external devices connected to the equipment. 

Specifically, this refers to the link of the Class II equipment to external gaming systems such as casino monitoring systems, cashless gaming systems, player tracking systems, ticket systems, etc. This link may take several forms including, but not limited to:

1) An existing communications protocol, typically multi-dropped, which links to each Class II player station.

2) An existing communications protocol, typically multi-dropped, which links to the Class II server which simulates each player station.

3) An existing or new communications protocol, which links the Class II server directly to the external system(s).

6.2 Physical

1) Communication ports must be located within a secure area to prevent unauthorized access to the ports or cable connectors.
2) Ports for communication cabling are to be clearly labeled in accordance with their function.
3) Network cables must be protected against unauthorized physical access.
4) Communication controller electronics and components housing the communication program storage media must be housed in one or more logic areas.

5) Communication interfaces which do not significantly influence the CLASS II Player Devices behavior may be excluded from a logic area.

6.3 Electrical

1) CLASS II Player Devices or other devices are not to interfere with each other via the attached communication lines.

2) To achieve mains power static discharge immunity from lightning and other static discharges, CLASS II Player Devices communication interfaces should have at least 3 KV of line isolation. 

3) When subjected to electrostatic discharges, CLASS II PLAYER DEVICE must not interfere with the operation of any other attached gaming device (e.g., via local data communications cabling).

4) If the supply of mains power to a CLASS II PLAYER DEVICE is disrupted, it must not interfere with the operation of any other attached gaming device (e.g. via local data communications cabling).

5) CLASS II Player Devices and communication equipment (e.g., Venue Controller or VCs) must be powered from separate power sources.  This is required to ensure continued monitoring during machine maintenance activities. That is, successive devices in the communications chain are to be powered from different sources.

6) There must be no mains ground interconnections via data cabling between CLASS II Player Devices powered from different supply circuits unless adequate line isolation is in place. Note that RS-232-C may be used only if the two communicating devices are powered from the same supply circuit and the cable length between the two devices is less than 15 feet.

6.4 Functional

1) Only approved control functions of gaming devices may be implemented. For example, it must not be possible to remotely change the outcome of a CLASS II Player Devices game.
2) Data communication must cater for transfer of game play financial information and event data to the CMS by an approved electronic data communications means in a timely manner by schedule and/or on demand.

3) In general, after gaming equipment has been de-activated, the method of activating the gaming equipment requires manual intervention by the gaming operator. The following exceptions apply:

a) If gaming equipment detects a communications failure, de-activation must occur immediately. Once communications are restored, it is permitted for the gaming equipment to automatically re-activate itself unless it determines that a local lock-up state should apply such as a door(s) has been opened while the communications were down, in which case the gaming equipment is to remain de-activated until the lock-up state is cleared.

b) If gaming equipment is automatically de-activated at the end of the venue’s current session (e.g. an automatic deactivation date/time calendar exists), it is permissible for the CMS to   automatically re-activate the gaming equipment when the next permitted session commences.
4) Where an Operator requires communication to be implemented, such that more than one gaming device may communicate using the same transmission medium; a device’s communications port must operate at a communication speed within a 1% tolerance of the required communications speed, unless the specific communications protocol allows a greater tolerance.

5) If communication boards can be accessed without opening doors that normally logs door open events, this access to the communication boards must be logged as an event.

6.5 Protocol

1) Unless otherwise agreed by the Tribal Gaming Regulatory Authority, all communications must be via a protocol based communications scheme.

2) Communications protocols must include the following:

a) Error Control

b) Flow Control

c) Link Control (remote connection)
3) For serial communication links, data communications must make use of suitable error detection algorithms. At a minimum, Cyclic Redundancy Checks (CRCs) must be used for this purpose - use of only parity or simple checksum byte is not acceptable.

4) The data communications must be able to withstand varying error rates from low to high. 

6.6 Encryption and Hashing

6.6.1 Encryption Requriements

The following requirements related to encryption apply: 

1) Encryption of all critical messages that traverse data communications lines must be implemented. This does not apply to communications within a single logic area.

2) Encryption for all critical data communication transfers is required between all Class II devices and other venue equipment, such as the CMS, except as approved on a case by case basis.

3) Encryption for all data communication transfers is required between all Class II devices and other sites in multiple site configurations.

4) Examples of critical data include:

a) RNG seeds,

b) Encryption keys, where the implementation chosen requires transmission of keys,

c) Pins,

d) Passwords,

e) Software uploads and downloads of any security related software (e.g. signature, RNG)

f) Ticket voucher transactions. 

g) Transfers of money to/from player accounts. 

h) Transfer of money between gaming equipment

i) Progressive jackpot meters, parameters, configuration, win messages.

5) There must be a password protected and secure function to disable encryption to handle circumstances where difficulty with communications is encountered. Disabling of encryption may only occur under circumstances specified by the Tribal Gaming Regulatory Authority.

6) The encryption algorithm, its implementation and operational procedures pertaining must meet the following requirements: 

a) Encryption algorithms are to be demonstrably secure against cryptanalytic attacks.

b) The minimum width (size) for encryption keys is 112 bits for symmetric algorithms and 1024 bits for public key algorithms.
c) There must be a secure method implemented for changing the current encryption key set. An example of an acceptable method of exchanging keys is the use of public key encryption techniques to transfer new key sets.

7) Message Authentication Codes (MAC) must be used for all critical message types if encryption is not implemented (exempted by the Tribal Gaming Regulatory Authority on a case by case basis). 

6.6.2 Hashing Requirements

Hashing algorithms, whether used for program / data file certification (signature) algorithms or for hashing of data records, e.g. a MAC in a data communications message: must have the following characteristics:

1) It must combine all the contents of the file(s) or data being processed, (i.e. each and every bit of the contents must influence the signature result).

2) It must combine the bits in a complicated and cross-interactive manner.

3) Use of elementary techniques such as parity or simple “checksum” (regardless of word size or whether ‘exclusive-or’ or ‘add’ arithmetic is used) is inadequate and will not be acceptable.

4) The hashing algorithm must detect at least 99.998% of all possible altered files or data.

5) If the hashing algorithm uses seeds (algorithm coefficients), the “seed” information must influence the behavior of the algorithm in a non-trivial way.

6) It must be cryptographically strong.

7) Examples of algorithms that achieve this and other objectives are the SHA or MD5 algorithms.

6.7 Failure modes and Recovery

1) All gaming equipment must be able to gracefully handle communication failures with the CMS or other external systems or devices.

2) During failure and recovery, no data must be lost, duplicated, inserted, modified or re-ordered.

3) Failures and re-establishment of communications with the Class II equipment must be logged as events.

4) On program resumption any communications to an external device must not begin until the program resumption routine, including self-tests, is completed successfully.
5) When a non-correctable Critical Storage error has occurred, the data on the Class II Player Device can no longer be considered reliable. Accordingly, any communication to external devices must cease immediately. An appropriate message must be displayed.

6) After recovery from communication failure, the Class II equipment must perform a complete signature check of the entire range of the program, including fixed data such as animations (excluding character ROM and space that cannot be interrogated).
6.8 Wireless Communications

1) Wireless communications may be used within and to Class II equipment provided it meets the following fundamental requirements:

a) The configuration is such that it is not possible, without intimate knowledge of the configuration passwords or encryption keys, to connect into the wireless network from an external device.

b) It is not possible to eavesdrop and interpret wireless communications.

c) The wireless communications network should degrade gracefully in the event of a firestorm or other such load oriented attack.

2) In order to meet these fundamental requirements, as a minimum the Wireless Access point(s) must be configured as follows (or provide the equivalent level of security):

a) Open or unencrypted Wi-fi communications should not be used.

b) WPA and 802.11i are acceptable methods for securing Wireless Communications.

c) WEP is an accepted method for securing Wireless Communications provided that 128-bit or longer rolling WEP keys are used (requires a radius server). New keys should be generated and distributed every 5 minutes or less. 

d) MAC filters should be enabled (only devices using registered MAC addresses can connect). 

e) SSID must be changed to be different to the default factory setting. 

f) Username and Passwords must be changed from factory default. 

g) Insecure usernames and password (e.g. anonymous / anonymous) must be deleted from the Wireless Access Point. 

3) The Tribal Gaming Regulatory Authority should address these issues in internal controls, including the changing of security configuration parameters.

4) It is recommended that the following additional security measures be considered when using wireless communications:

a) Disable any Wireless Access Point management access methods not in use (e.g. Telnet, TFTP, SNMP, ICMP). 

b) Install a firewall between the Wireless Access Point and the Class II Server (and any other servers or devices on the gaming and casino networks). 

c) Physically secure the Wireless Access Point.

7 Artwork

7.1 General

This chapter refers to all forms of artwork that is defined as anything that appears on the top panel, belly panel, buttons, on the area surrounding the display, and on the display itself e.g. help screens. The combination of all relevant messages appearing anywhere on the artwork must comply with this standard. 

1) The requirements of this part apply equally to artwork displayed in physical form and in virtual form (e.g. on a video display, as a holograph image, on a LED or similar display, etc.). 

2) Game play and device usage instructions must be stated unambiguously and must not be misleading to the player. 

3) There must be sufficient game instructions to allow a player to determine the correctness of prizes awarded. 

a) If pseudo-random prizes are offered the range and maximum value obtainable from the random prize must be indicated. If the value of the random prize depends on credits wagered this must be stated. 

b) If pari-mutuel prizes are offered, the artwork must state the means of division of the prizes based upon amount wagered.

4) All statements on the artwork must be true. 

5) The paytable applicable to the device must be clearly visible, or the means of displaying such information must be readily available, to the player at all times.

6) The pay scale on the artwork must correspond to the pay scale used in the mathematical treatise. 

7) The message “Malfunction Voids All Pays and Play” or its equivalent may be displayed on each CLASS II PLAYER DEVICE.

8) The game instructions shall be clearly visible, or the means of displaying such instructions must be readily available, on the Class II Player Device at all times. 

9) All game instructions on the artwork must be easily interpreted, not ambiguous, and sufficient to explain all game rules. Common sense rules apply. 

10) It is not required for artwork to state where sub-sets of winning patterns are not awarded additional pays (e.g. 5 covered spaces in a row does not also pay 3 or 4 spaces in a row). However, any exceptions must be clearly stated on the artwork. 

11) The name of the game being played must be clearly visible to the player. 

12) The display of the result of a game outcome must not be misleading or deceptive to the player (e.g. must not improperly indicate a near-miss or a coming win). 

13) Written messages shall be in English, or other official language (unless specifically requested to be in another language by the operator, and then only with an adjacent English or official language message) and be both grammatically and syntactically sound, in the languages. 

14) The coin input denomination, where coins are used, of the player device must be clearly visible or able to be easily deduced. 

15) If a player device uses tokens or tokenization, the number of credits registered for each token, bill or coin respectively for the current game must be displayed. 

16) All static artwork supplied must be clearly identified by a part number and the name or logo of the manufacturer. The part number on static artwork providing a pay table or game rules must be legible without requiring the use of any tools or dismantling of the machine. Successive versions of the production artwork must have different part numbers or version 

17) If different versions of the artwork require a cut out or a window (e.g. card reader), each modification must be submitted separately. 

18) Customized artwork which makes use of stickers must: 

a) use stickers that will not shrink or peel with time or heat. 

b) not be easily removed. 

c) meet the part number requirement, however where size limitations occur, the part number may be affixed to the sticker backing or surroundings. 

19) The functions of all buttons (physical or touch screen), in normal game mode must be clearly indicated preferably on the button. 

20) Artwork graphics shall not be in any manner or form indecent or offensive, e.g. pornographic or undue offence to religious groups. 

21) If any game instructions are on the video screen only, they must be accessible and visible without the need for credits to be inserted or staked. This requirement does not apply during game play except where specific instructions may be required to proceed to the next stage of the game.

22) If the artwork contains game instructions specifying a maximum win then it must be possible to win this amount from a single game (including features or other game options). For example, if the artwork states that $10,000 is the maximum prize for a game it must be possible to win $10,000 on that game. 

7.2 Bingo

1) The player must be able to view or access a display which shows all winning patterns and payouts when no game is in progress. If the prize multipliers vary depending upon bet amount, the display must either show a scorecard matrix of all pays with bet amounts or the paytable display vary depending upon the currently selected bet amount.

2) Any special rules which are outside the common game of bingo must be clearly explained, including but not limited to: 

a) Wild balls (substitute for a drawn number)
b) Multipliers
c) Drawing of additional balls
d) Bonuses
e) Special hits or prizes, if any, are to be clearly identified.

3) All of the player’s selections must be clearly identified on the screen. 

4) The balls drawn must be clearly identified on the screen and in the order in which they are drawn. 

5) The game may highlight balls drawn which match the selections on the player’s card(s). 

6) The game must highlight balls drawn which have been covered (daubed) on the player’s card(s) (i.e. “Hits”). The means of highlighting must be clearly different from matched selections that have not been covered.

7) The game must highlight potentially winning patterns that have been slept. The means of highlighting slept patterns must be clearly different from selections / patterns that have been covered.

8) Where there is not a screen dedicated for bingo results, the artwork must clearly state how the player selects the option to select only the bingo card display and to play the game using that display alone.  The artwork must clearly state how this option is reversed. 
9) Each bingo game must have a distinct reference / draw number visible on the screen at each player station and used subsequent to the game to track game play and results.

a) The draw number must be available on the screen until the player attempts to play the next game.

b) The draw number must be available on the screen in last game recall functions.

10) Minimum card viewing characteristics are described in the Classification Standard. In summary of these requirements: 
a) Each space in a grid must be at least 1 centimeter by 1 centimeter.  Thus a standard bingo card with a grid of 25 spaces must have a minimum interior size of the card of 5 centimeters by 5 centimeters.
b) Numbers or designations will be shown on the card in individual spaces in a font or symbol size that fills at least ¾ of the space. Designations other than numbers may include letters, figures, or symbols.  
c) Color attributes must permit covered spaces to stand out.  As an example, it is unacceptable to have foreground and background colors the same. 
7.3 Pull-tabs

1) The player must be able to view or access a display of each possible symbol available in the pull-tab deck when no game is in progress. 

2) The player must be able to view or access a display which shows all winning patterns and payouts when no game is in progress. 

3) The game must highlight each winning pattern in a pull-tab draw.

7.4 Alternate Display of Results

These standards do not address artwork requirements for the alternate display of results. The general requirements should apply to all alternate results displays.

8 Interface to Casino Monitoring systems

8.1 Requirement

1) For Tribal Casinos exceeding [CMS_REQUIRED] player stations, the Class II equipment must be interfaced to an on-line monitoring system that processes game play and financial data and provides accounting data to the operators.  

2) Communications with the CMS must meet the principles in Section 5.

3) An on-line monitoring system may be located locally within a facility or remotely outside of the facility.  

4) The on-line monitoring at the minimum should provide a statistical analysis for verification of correct performance / return to player for each instance of a game.

8.2 The Server Acting as a Monitoring system

The components and functions of the on-line monitoring system may be embedded within the Game Server.  If this is the case, the following requirements apply:

1) The system must not permit the alteration of any significant log information communicated from the Game Servers or the electronic player stations.  

2) The on-line monitoring system must have a backup and archive utility to allow the operator to save critical data in the event of a system failure.  In the event of a catastrophe that results in a failure whereby the servers cannot be restarted, it must be possible to reload the system to a backup point and to fully recover the contents of that backup.

9 Submission Requirements

The purpose of this section is to ensure a uniform high standard of submission material to the test laboratories and an audit trail for the NIGC.

9.1 Introduction 

The Submission requirements specifies the type of information that may be required to be supplied by manufacturers when making submissions of electronic Class II Player Devices or games to an NIGC recognized test laboratory for recommendation as Class II devices. 

9.1.1 Submissions 

1) With each submission, the manufacturer must provide an application form which describes the submission, refer to Appendix C. 

2) When the information in Section 9.1.1 1)is received, the testing laboratory may request some or all of the information detailed in this specification. Under this circumstance, the manufacturer is obliged to supply this information. 

3) Gaming equipment submissions must be in English. 

9.1.2 Systems to be Interfaced

1) The submission must describe the system(s) to which the gaming equipment is to be interfaced. For each system provide the following: 

a) Name and manufacturer of the system; 

b) System Version(s);

2) The submission must describe the communication protocol(s) to which the gaming equipment is to be interfaced. For each system to be interfaced provide the following: 

a) The communication protocol(s) e.g. SAS and version e.g. 6.01.

b) All communication / power cables necessary to interface to the relevant system communication equipment.

9.2 New Hardware Submission 

For a new hardware submission, e.g. a new Class II Player Device type, the following information may be required to process the submission. 

9.2.1 General 

1) Supply a complete new machine for evaluation. 

2) Supply machine model name. 

3) Supply machine model number. 

4) Supply year and month of first manufacture of submitted model. 

5) List all jurisdictions where this machine type has operated. 

6) To minimize testing time and costs, where the hardware submitted is a variation of a previously approved model, the following information should be provided: 

a) Jurisdiction(s) in which it is approved.

b) model number; 

c) version number; 

d) copy of approval notice; 

e) significant differences; and 

f) date of approval. 

7) Provide appropriate test equipment to assist in the evaluation process. 

a) Supply a means by which to place credits on the Class II Player Device for the purposes of testing. 

b) An emulator may also be required. Provide appropriate operation manuals for the emulator. 

8) Provisional manuals (i.e. manuals for similar machines) highlighting significant differences should be supplied with the submission machine. 

9) Where available, supply current operational, installation and service manuals which are relevant (refer to the requirements on manuals). These may be supplied once the hardware is acceptable. 

9.2.2 Cabinet 

9.2.2.1 General

1) Provide the cabinet style name. 

2) Provide technical drawings of the machine and console (if applicable). 

3) Provide an identification plate as would be mounted on the side of the Class II Player Device, if not already affixed. 

4) Extension cables for door photo-optic detectors and any other hardware should be provided so that the machine may be tested with doors opened. 

5) Where a processor board is oriented in a machine, such that it would be difficult to install a plug and cable from an emulator, extension cables should be provided to allow the board to be re-located. It is expected that the extensions will not be of significant length and may be shielded (noise and capacitive coupling should be considerations). 

6) Provide notes, cautions and warnings with respect to potential shock hazards of which testing authority staff should be aware. 

7) Provide details of the minimum spacing required spacing from other machines and walls. 

8) Provide a template of the machine base indicating where to drill holes in base. 

9.2.2.2 Cabinet Sensors 

1) Supply details and diagrams for mounting door sensors within a console. 

9.2.3 Coin Validation 

9.2.3.1 Standard Validators

1) Indicate the manufacturer, supplier, and model number of the coin validator components. 

2) Detail any modifications made to the coin validator. 

3) Supply all data sheets and manuals associated with all validator components. 

4) Where validator components differ in material from one denomination to the next, details of variations must be provided. 

5) For all coin validator components give the following details: 

a) the part number for each component for all permissible denominations; 

b) permissible local coin denominations; 

c) method of adjustment to accept different coin denominations; and 

d) software version or identification. 

9.2.3.2 Multi-Denomination Validators

1) Provide the following information on multi-denomination coin comparators: 

a) denominations; 

b) are denominations separately diverted; 

c) communication methods to CPU;

d) supplier and manufacturer; 

e) part number; 

f) information sheets, 

g) ability to be programmed - (who by? is it adjustable? etc.); and 

h) ability to lockout certain programmed denominations. 

9.2.4 Coin Chutes And Diverters 

1) Indicate the manufacturer, source of supply and part number of the coin chutes, diverter and diverter solenoid. 

2) List details (including part numbers) and provide any hardware (coin paths, etc.) required for different denominations and details of any adjustments necessary (including jams). 

9.2.5 Hopper 

1) For the hopper, give the following details: 

a) supplier and manufacturer; 

b) part number; 

c) any associated data sheets and manuals; 

d) capacity for various local coin denominations; 

e) detail hardware sensors for hopper full, and adjustment methods; 

f) detail hardware sensors or any other method of preventing hopper overflows; 

g) how coins are detected and counted from the hopper; 

h) how extra coins paid are detected; 

i) how hopper runaways are detected; 

j) how hopper jams are detected; 

k) how hopper empty conditions are detected; 

l) how disconnection/malfunction of the coin-out or other sensors are detected.

2) List details (including part numbers) and provide any hardware required to convert hoppers to another denomination and details of adjustments required, if possible. 

9.2.6 Bill Acceptor 

1) Indicate the manufacturer and supplier of the bill acceptor and stacker. 

2) Supply all data sheets and manuals associated with the validator and receptacle. 

3) Detail any modifications made to the bill validator. 

4) Where validator components differ between denominations, details of the variations must be provided. 

5) Provide details of all denominations and bill styles readable by the bill acceptor. 

6) Provide details of the method of adjustment or programming (if required) to accept different bill denominations. 

7) Provide details of the limitations to the insertion of bills, if any, in direction, orientation or particular side facing up. 

8) If such limitations exist, provide a copy of any static artwork that describes the limitations to the patrons. 

9) Describe the method of detection of Yo-Yo operation, if a bill Yo-Yo is physically possible. If a Yo-Yo is not possible, explain why. 

10) Describe the method of detecting bill stuck events. 

11) Describe the methods of discrimination between valid and invalid bills.

12) Provide details of all sensors and other security features of the bill acceptor and note storage area, e.g. receptacle. 

13) Provide details of the self test facility of the bill acceptor including functions tested and occasions when the self test is initiated. 

14) If there are DIP switches or jumpers whose setting can alter the performance of the bill acceptor, provide details of the effects of each setting and the expected normal setting. 

15) Provide a description of stacker’s communication. 

9.2.7 Physical Reels and Other Physical Displays 

1) Give the following details: 

a) the supplier and manufacturer; 

b) part number; 

c) any manuals/data sheets; 

d) number of reels, or the display (such as horses, etc.); 

e) number of symbols per reel, etc.; 

f) method of drive (e.g., stepper motor); 

g) method of adjustment; 

h) how individual reels are activated and stopped; 

i) method of verifying the final resting position of each reel (e.g. shaft encoders); 

j) how the inertia of spinning reels is counteracted to ensure reel symbols line up with pay lines; 

k) method of preventing reel bounce; 

l) reel jammed detection; and 

m) reel sticking (not freely spinning) detection. 

2) Provide details on how reel strip changes and adjustments are to be performed. 

3) Describe how reel strips are prevented from being misaligned when installed on the reel, e.g. use of a locating tab. 

9.2.8 Electronic Components 

1) Provide hardware block diagram(s) of the system as a whole and all sub-systems. 

2) Provide complete schematic diagrams of all sub-systems. 

3) Provide wiring loom/harness connection diagram(s). 

4) Describe the function and use of any laboratory test equipment provided to facilitate evaluation of the machine. 

5) Describe the components, function and use of any in-house test kits. A test kit shall be provided for machine testing. 

6) Detail the nature and use of any test, control or other external communication ports, (including monitoring systems ports), providing: 

a) communication method; 

b) data sheets on control ICs; 

c) line isolation methodology; and 

d) protocol used (if the port is for connection to a monitoring system, detail the system and version). 

7) For the game program storage media used in the machine list give the following details: 

a) model; 

b) type; 

c) size; and 

d) spare (blanks) if EPROMs.

8) For all components with backup power give the following details: 

a) the type and designation of component backed-up; 

b) type of battery or other back-up; 

c) expected operational life time of the power storage device (i.e. normal power up/down cycles); 

d) expected retention period for machine without power; and 

e) presence or not of low voltage indication capabilities. 

9.2.9 Monitors

9.2.9.1 General 

1) Indicate the manufacturer and supplier. 

2) Provide part number. 

3) Provide data sheets and manuals. 

9.2.9.2 Touch Screen 

1) Indicate the manufacturer, supplier and part number of the touch screen, if different to the monitor. 

2) Provide any data sheets. 

3) Describe the method of calibration. 

4) Detail how often calibration is required. 

5) Describe how the screen detects touch, e.g. resistive film, pressure, etc. 

6) Provide details of the touch screen, and how it is interfaced to the machine. 

7) Provide details on the method used to seal the touch screen to protect the internals of the machine from liquid spills on the face of the monitor. 

9.2.10 Other Hardware Devices 

9.2.10.1 Printers

1) Provide the following details on any printers used in the machine: 

a) supplier and manufacturer; 

b) part number; 

c) any data sheets and manuals; 

d) the paper type (provide a roll); 

e) connection methods (e.g. protocols); 

f) flow control; 

g) paper low and paper out sensors; 

h) description of all ticket formats that are to be printed; 

i) description of barcodes printed on cash receipt tickets, if any; and 

j) security methods used to prevent forgery of cash receipt tickets; 

9.2.10.2 Card / Key Readers

1) Provide the following details on any card/key readers and the cards/keys, if fitted: 

a) supplier and manufacturer; 

b) part number; 

c) any data sheets and manuals; 

d) the information supplied on the device; 

e) the connection methods (i.e. protocols); 

f) error checking; 

g) details for writeable cards (e.g. smart cards); 

h) categories of cards used;

i) functions of cards used (e.g. bonus points, account wagering, employee ID). 

2) Describe if the card reader is to lock the card in place while the player session is in progress.

9.2.10.3 Special Purpose Hardware Device

1) Provide the following details on any other special purpose hardware device fitted:

a) the purpose of the device; 

b) supplier and manufacturer; 

c) part number; 

d) any data sheets and manuals; 

e) the connection methods (i.e. protocols); and 

f) error checking. 

9.2.10.4 Stand Alone Progressive Controllers And Displays 

1) Provide a complete set of schematics for the progressive controller. 

2) Provide operational and/or service manuals for the progressive controller. 

3) State whether the controller is a stand-alone component, or whether more than one machine can be incorporated on a link. 

4) Detail how the display and display drivers are interfaced to the controller and how the controller is interfaced to a Class II Player Device. If the controller is provided for multi-tier jackpots, indicate the operation in this respect. 

5) Describe how the controller board communicates with the processor board and provide the communications protocol. 

6) Describe the location of the progressive controller. 

7) Provide source code, etc. for microprocessor controlled controllers. 

8) Describe how the jackpot value is displayed. 

9) State the number of displays which the controller can handle. 

10) Describe the events which occur when a jackpot is won. 

9.2.11 External Certification

It is the responsibility of the manufacturer to obtain all relevant external certification for Class II equipment for the relevant jurisdiction(s) under which the equipment may operate. The NIGC recommends that the following be considered by the supplier:

1) EMI

a) FCC class A or Class B.

2) EMC

a) Surge Immunity Testing IEC 61000-4-5

3) Electrical Safety

a) UL 60950. 

b) Also refer to IEC/TR 62102 Ed 1.0E

4) Environmental

a) Dry Heat IEC 60068-2-1.

b) Dry Cold IEC 60068-2-2.

c) Damp Heat IEC 60068-2-3

5) Additional Standards

a) Standards for class 2 & class 3 Transformers UL 1585 Vol 158.

b) Standards for printed wiring boards UL 796

9.3 New Software Submission 

For a new software submission, e.g. a new Class II client device base, the following information may be required to process the submission. 

9.3.1 Source Code 

1) Supply a general overview of the system, describing how software and hardware are integrated. 

2) Supply program block diagrams and flow charts for the game program. 

3) Provide the value of all unused bits in the EPROM. 

9.3.2 Software Compilation 

1) For all microprocessors or computers involved in control of gaming functions: 

a) provide an assembler, linker, formatter or other computing utilities as is necessary to generate the installed gaming software from the source code supplied; 

b) user/programmer guides and/or manuals for the utility software requested above; and 

c) do not provide illegal copies of software/manuals. 

2) List sources of all software tools used in the software development process. 

3) It is the responsibility of the Supplier to provide the necessary development environment, or access to that environment where software development facilities differ from those available to the evaluation laboratory. 

4) If a non-IBM Windows compatible development system is supplied to the evaluation laboratory for software compilation, the ability to easily convert to a Windows format must be available or a computer system on which the software can be compiled is to be provided.

5) If the supplier is to make dial-up facilities available to the evaluation laboratory, the following should be provided: 

a) a work area on the development system; 

b) a phone number, password and entry procedures; 

c) operating system manuals; 

d) any relevant manuals for utility software; 

e) access to compilers, assemblers, linkers, formatters (if applicable) and file transfer capabilities; 

f) information on any electronic mailing facilities; and 

g) detail procedures to compile code from source. 

6) Any software supplied on IBM Windows compatible diskettes from a non- Windows environment must contain the following: 

a) all source files; 

b) any make or batch files; 

c) game image files as compiled; and 

d) game map file. 

7) If a non-IBM Windows compatible computer is supplied or dial-up access to an operating environment is granted for software compilation, a CRC check must be implemented on both the manufacturer’s operating system and the evaluation laboratory systems so that the laboratory may ensure the integrity of the source code. This CRC program, for both operating systems is to be provided by the manufacturer. Source code of the CRC program, and instructions for generating an executable file from the source must also be provided. The CRC must be initiated with a random seed value (to be manually input by officers of the evaluation laboratory). 

8) Supply detailed, step-by-step information on how to generate EPROM files and EPROMs from the source code provided. 

9.3.3 Program Storage Image File 

The manufacturer shall provide the designated testing body with detailed written instructions on how to create a Program Image File from their certified Class II Player Device software memory storage devices. 

9.3.4 Miscellaneous Functions 

1) Indicate how test mode is entered. 

2) Describe all tests provided by the game for testing specific functions and/or event sequences. 

3) Detail if there is maximum number of credits that the machine can hold before an attendant pay is required. 

4) State the procedures that must be undertaken to clear the RAM. 

9.3.5 Fault Conditions 

1) For each fault condition (including those specified for communications) provide the following details: 

a) the condition name and how it is displayed; 

b) type of machine alarm (e.g. bell, message on screen, tower light); 

c) how software “defines” the alarm; 

d) whether or not the machine locks up on the alarm temporarily or indefinitely; 

e) how the machine is reset from alarm conditions; and 

f) the event code transmitted to the monitoring system (where applicable). 

2) For each condition indicated by the tower light describe: 

a) condition name;

b) how the condition is indicated (i.e. which colors are utilized); and 

c) whether the light flashes or not. 

9.3.6 System Security/Integrity 

1) Describe the use and function of all DIP switch settings, jumpers, wire wrap selectable options or other external mechanisms by which the functioning of the device, or game may be affected, and state the settings for normal game operation. 

2) For device and game protection from nefarious activities, identify the game program storage media and/or other sensitive items which should be “sealed” in the machine by the Tribal Gaming Regulatory Authority. 

3) Provide details of all program checks and when they are performed. 

9.3.7 Data Retention 

1) Describe the Class II Player Device’s program state retention and recovery capabilities and procedures in the event of a mains power outage or Critical Storage corruption. 

2) Provide details of power down procedures. 

3) Describe fully the functions and tests performed on initial startup of the machine, including the method of detection of corrupted Critical Storage. 

4) List information stored in Critical Storage. 

9.3.8 Metering Systems 

1) State the following for all main electronic soft meters (e.g. turnover, total wins, etc.): 

a) label; 

b) size (bytes in memory); 

c) binary or BCD; and 

d) how to view the meter. 

2) State when it is possible to access meters and last game information. 

3) State the size of all meters on screen, and whether any meters can be over written. 

4) State how meters are protected from corruption and when checked. 

5) State what happens when meters roll-over. 

6) State how meters are reset, partial or complete and provide any equipment required. 

7) State the information stored for last and previous games. 

8) State how the RNG, error states, critical memory pointers, etc. are protected, if different to the main meters.

9.3.9 Coin And Bill Validation 

1) Provide information regarding the communication from all parts of the coin validation circuitry to the main processor, i.e. the sequence of events to detect: 

a) a valid coin; 

b) a coin jam; 

c) a coin Yo-Yo; 

d) a diverter fault/coin to cash box tilt; and 

e) any other coin-in condition. 

2) Provide the communication protocol and flow charts between the CPU and the bill acceptor. 

3) Provide details of all bill specific meters maintained by the Class II Player Device. 

4) Provide details of storage of all critical data relative to bill input. 

5) Provide details of bill specific information available while in audit mode. 

6) Provide details of how specific bill denominations are enabled or disabled in the Class II Player Device. 

7) Provide details of how the bill disable credit limit parameter is set within the Class II Player Device and the range of values that this parameter may be set. 

8) Provide details of methods used to detect yo-yos and stuck coins. 

9) Provide details of method of tuning the validator (if possible). 

10) Provide details of note acceptor disabling conditions. 

9.3.10 Hopper 

1) Provide details on how the software differentiates between a hopper jam and hopper empty (providing flow charts, if necessary), and what messages are displayed. 

2) Provide details on how the software prevents hopper overflows. 

9.4 Random Number Generator Submission Requirements

1) Provide details of all RNG devices and algorithms.

2) List all text and journal references where applicable used in the design of the RNG. Provision of this information may assist in reducing testing costs and the evaluation time. Provide full details in technical terms of random number and symbol / selection mapping.
3) Provide for hardware RNG devices:

a) high level and detailed technical level description of the principles behind the generation of the random numbers,

b) description of the anti-tamper facility,

c) documentation of the manufacturer’s instructions for its use,

d) description of the self test facility.

4) Provide a description of all entropy sources / algorithms. This should include description of any seeding used, including initial or re-seeding.

5) Provide system architecture details relevant to the implementation of RNG components and their security.

6) Provide source code for RNG algorithms and calls to the RNG for any purpose.

7) List all points in game play and the gaming program operation where the RNG is activated, updated, or numbers are obtained, including details of background RNG activity. 

8) Provide results or references to results for any empirical and/or theoretical tests conducted on the RNG. 

9) Provide a description of all scaling algorithm(s) used including any bias descriptions, if any. If rescaling of previously selected numbers is used, describe the method of re-scaling (converting the number to a lower range)

10) Provide RNG output data for statistical testing - 10 million random numbers.

a) Clarification: A submission for an RNG must be capable of producing a stream of 10 million random numbers for statistical testing. BMM will verify that the random data passes Marsaglia's "diehard" statistical tests or tests of equivalent stringency.

b) The data file produced should contain 10 million consecutive binary numbers from the output of the RNG. The manufacturer should provide a description of the size (e.g. 64 bits) and format (e.g. Big Endian or Little Endian) of the numbers in the file.

11) Provide game outcome test logs for games of each type.

a) Clarification: For testing purposes, the application which uses the RNG must be able to produce a log of results. BMM will verify that the application results pass basic statistical tests (such as those in Knuth Volume 2) that demonstrate that the application results, e.g. game outputs, are statistically in accordance with the requirements of the application e.g. game rules.

b) The requirement is best described by examples:

i) For a spinning reel game with 5 reels with say 32, 64, 20, 300, 120 symbols on each reel consecutively, the log record might look like: 7 63 2 299 107 (the manufacturer is to indicate whether numbers in the log are zero based, one based or whatever.

ii) For a card game such as Draw Poker, the log record might look like: 1 52 51 53 16 representing the AC KH KD Joker 4H (the manufacturer is to indicate whether numbers in the log are zero based, one based or whatever).

c) This requirement can be met by providing a log prepared by the manufacturer in the same way or at the same time as Step 10) or the ability for the Testlab to turn on the creation of the test log during its testing process.

12) Provide a description of the tests performed in any self test facility.

13) Provide for Standalone RNG devices:

a) A description of the means of generation of the numbers generated by the RNG.

b) A drawing and description of the physical security of the device.

c) A complete description of the communication protocol between the standalone RNG device and the system component(s) which uses it, to include appropriate communication protocols to protect the RNG and the random selection process from influence by associated equipment whether external or intended to be communicating with the gaming device.

9.5 Game Submission Requirements

For each game that is to be a part of the formal submission, the following information must be provided:

9.5.1 General 

1) Supply game name. 

2) Supply machine type for which the game is suitable for (e.g. Stepper, Video). 

3) Supply game development and version number. 

4) Supply any additional hardware and installation instructions required in addition to that already supplied with the hardware platform. This includes: 

a) button panel; 

b) animation lights; and 

c) wiring looms. 

5) If the game is an exact clone (i.e. rules and paytable) of another game previously submitted, supply the following details: 

a) original game name; 

b) logical physical and differences between the two games.

9.5.2 Game Details 

1) Provide a completed Game Profile sheet. 

2) Provide a description of each game in simple terms. 

3) Describe in detail the rules of the primary game:

a) Bingo 

i) number of numbers or other designations in the pool that can be selected; 

ii) maximum number of numbers or other designations drawn;

iii) consolation prize rules for draw of extra numbers or other designations;

iv) description of the bingo card including:

(1) dimensions – number of horizontal and vertical spaces

(2) shape

(3) free space

v) description and rules for all prizes including game winning prize

vi) prize table – including the game winning prize, interim prizes, consolation prizes. Describe non-linear prizes per unit bet where appropriate.

vii) special rules outside of the normal Bingo rules. These rules might include but not be limited by such variations as:
(1) Wild balls (substitute for a drawn number)
(2) Multipliers
(3) Drawing of additional balls
(4) Bonuses
(5) Special hits or prizes, if any, are to be clearly identified.

viii) Payout structure where the amount paid is dependent upon the achievement of a specific pattern or order and the number of balls drawn determines the prize.

b) Pull-tabs

i) Describe all of the symbols available on the pull-tabs

ii) Describe the complete prize structure including patterns and payouts.

iii) Describe the composition of the pull-tab “roll”:

(1) number of prizes in total 

(2) number of prizes in each category

(3) total number of pull-tabs.

iv) Describe the method and characteristics of the barcode(s).

v) Describe how the pull-tabs are transferred from the roll to the player:

(1) Unwrapped from the roll

(2) Separated from the roll

(3) Barcode scanned

(4) Held internally while the game(s) are in progress.

(5) Dispensed to the player.

4) For the alternate display of the bingo/pull-tab results, provide a complete description of all of the .configuration which may include:

a) Reel / cards / wheel / symbols configuration

b) Prizes

c) Rules, including any second screen features.

5) Progressive Jackpot Features 

a) number of levels; 

b) stand alone, linked, random, etc.; 

c) rules for winning each progressive jackpot; 

d) reset values; 

e) maximum values; 

f) increment rates; 

g) overflow rules; 

h) expected trigger values; 

i) secondary/diversion rates; and 

j) clearing methods. 

9.5.3 Mathematics 

A mathematical treatise may not be required if the game is a standard game with standard rules and payout tables e.g. Roulette.

1) For each game, provide: 

a) a schedule of all prizes’ payout amounts; 

b) a listing and description of all winning events, patterns, combinations or sequences and their corresponding prizes; and

c) a summary of the total hits for each prize type. 

2) For each game submitted, give a formal mathematical treatise of the derivation of the theoretical return to the player (including standard deviation, features, etc.). 

3) For each bingo game describe how the calculations take into account the payment of the game winning prize when there are: 

a) a variable number of players in the game

b) variable bet amounts

4) Where different player options (e.g. number of credits bet) varies the pay table, a separate calculation for each option is required. 

5) For all mathematical calculations and submissions, rounding must not be applied during calculations but only take place upon return of the final result. 

6) If a special program or algorithm was needed to calculate or simulate the return to player provide a detailed description and/or source code of the program or algorithm. 

9.6 Client Server

9.6.1 Client Server Architecture

The following architecture documentation is to be provided. 

1) System architecture and specification documentation

2) Software design specification documentation

3) Database dictionary and schema

4) Network architecture and specification documentation

9.6.2 Procedures

The following procedures relating to the Server are to be provided. 

1) Server backup policy and procedures.

2) Server security policy and procedures. This must include password policy, procedure and configuration settings, acceptable use policy, etc.

3) Server disaster recovery policy and procedures.

4) Emergency release procedure for the servers.

9.6.3 Client Server Communications

Documentation of the communications protocol between Server and Clients is to be provided. This is to cover at a minimum:

1) Description of all data link, network transport layer, session, presentation and application layer protocols used between clients and servers.  
a) References to well known protocols (e.g. IP, TCP, UDP, HTTP, etc) protocols are sufficient
b) Full documentation and specifications for proprietary protocols are required.

2) Description of all message formats including purpose and all fields.

3) Description of the order of commands and responses between the server and the client for each transaction, at the application layer of the protocol.

4) Description of encryption algorithm(s) used including method of establishing and changing keys.

5) Description of authentication used.

9.6.4 Software

Please provide:

1) Source code for all server applications, including all stored procedures

2) Source code for all client applications.

3) Software configuration details.

4) The development environment to compile / create all executables, DLLs, stored procedures, etc.

5) Full documentation of how to install the software and other components in the clients and server. A complete installation wizard may satisfy this requirement.

9.6.5 Hardware

Please provide:

1) A server machine fully loaded and configured (production mode) with the application to be used in production.

2) At least two (2) client machines fully loaded and configured (production mode) with the application to be used in production.

3) The communications equipment to link the Server and Clients.

4) If the equipment is to link to external systems such as a CMS, the devices that enable the interface.

9.7 Artwork 

1) This section applies to all forms of artwork including payglass, help screens, patches,: 

a) provide a legible standard size paper photocopy of the artwork; 

b) list the game rules verbatim as displayed on the video or other dynamic display, if applicable; 

c) for each game submitted, provide life-sized full color copies of all artwork associated with the game, and indicate version numbers: 

2) top-box 

3) belly panel 

4) reel strips (for alternate display)

5) buttons

6) artwork surrounding the display, where applicable 

7) for pull-tabs a picture of each symbol available to be used in the game.

8) Note: Artwork may be initially submitted as color or black-and-white copies until deemed acceptable to the Tribal Gaming Regulatory Authority. Electronic submission of art, including appropriate viewing software, may also be accepted for the initial submission. Final full size color artwork must be received by the testing body to confirm the artwork is correct before the game may be used. 

9) If the artwork (e.g. rules of the game, paytable) is only displayed on a video screen, then an exact print out or photograph of such displays must be included. Text manuscripts or the equivalent may be accepted provided they are an exact replica of the information displayed on the video screen. 

10) For each game submitted, provide full color graphics images of all artwork associated with the game. For instance, top box, belly panel, on screen paytable artwork, and on screen rules (where applicable). The image(s) must be in an industry standard format, and the resolution must be sufficient to easily read all the text (and symbols) displayed. 

Random Number Generators

	Term or Abbreviation
	Description

	Cycling
	Calling the RNG in order to advance its state rather than to obtain an output.

	Entropy
	A complete lack of order or pattern

	Entropy pool
	A store of unused outputs from an entropy source

	Entropy source
	A hardware device or software algorithm designed to produce outputs derived from measures of "truly" random events, such as thermal noise.

	Number of RNG states
	The number of settings that the RNG state can take on before returning to the initial state. Also called RNG cycle.

	Random
	Passing recognized statistical tests for randomness.

	Re-seeding
	Modifying the state of an RNG using external inputs

	RNG

Random Number Generator
	A software module, hardware device or combination of these designed to produce outputs that are random.

	RNG algorithm
	The coded instructions which step an RNG's state through its cycle and calculate the next output.

	RNG cycle
	The number of settings that the RNG state can take on before returning to the initial state.

	RNG Self Test
	The execution of an algorithm which obtains RNG outputs, statistically tests them and reports the result.

	RNG state
	RNGs (other than entropy sources) produce outputs by an algorithm which modifies one or more variables through a long sequence.  These variables constitute the RNG state.

	Scaling algorithm
	The coded instructions which map an RNG output onto a range desired by a caller

	Initial seeding
	Initializing the RNG state

	Stand-alone RNG device
	An RNG in a separate, sealed, secure box


General

	Term or Abbreviation
	Description

	Attract/Idle Mode
	The period of time between a play finishing and the next play commencing, or another mode being entered.

	Audit Mode
	The mode where it is possible to view Class II Player Device meters, statistics, etc. and perform non-player related functions.

	Authority
	The tribal gaming authority responsible.

	Backed Up RAM/NVRAM
	Random Access Memory with a battery (or other power source), enabling the retention of its contents even if power is lost to the machine. (Usually referred to as BBU RAM - battery backed up RAM).

	Brownout
	A condition where the mains power source drops below its minimum specified level for a relatively short period of time.

	Cancel Credit Mode
	The mode where the Class II Player Device has locked up after the patron has pressed collect to redeem credits over a certain value or for odd credit values less than the coin denomination.

	Cash Transfer Mode
	The mode where a Class II Player Device transfers Cash to or from external Cash Control Equipment.

	Circuit Board
	See PCB.

	Clone
	A game which is identical to another in every respect except name and graphics.

	CMS
	Casino Monitoring System.

	Coins
	Standard USA (as appropriate to the particular jurisdiction) Coins or approved tokens.

	Coin Validator
	The term “coin validator” refers to coin comparator, photo-optic sensors (internal or external to the comparator) and any additional devices used to validate a coin.

	Coinciding Wins
	Coinciding wins occur when two or more winning patterns of a distinct kind are displayed. 

	Collect Mode
	The mode where the Class II Player Device dispenses coins from the hopper after the patron has pressed collect to redeem credits under a certain value.

	Configuration Mode
	The mode accessible after a full Critical Memory Reset which upon completion transitions the Class II Player Device into active gaming. This occurs either host controlled or manually via a Critical Memory Reset, and is used to input the configuration data and default values (such as machine address, serial number, denomination, SAP base amounts etc.).

	CPU
	Central Processing Unit.

	Critical Memory
	Memory locations storing information that is considered vital for the continued proper operation of the Class II Player Device.

	Critical Processor
	CPUs dedicated to game control, progressives, communications, audit, etc. Does not include CPUs dedicated to video or sound.

	Demonstration Mode
	A Class II Player Device  in demonstration mode is in a non-configured state, i.e. the configuration a Class II Player Device  is in when it is delivered in from the factory, or reset to a state via a Critical Memory Reset.

	Disruption
	Any form of mis-operation, component failure, or interference to the equipment.

	Electrostatic Interference
	The physical property of being able to create electronic interference to a device by either discharging static electricity onto the surface of the unit (such as from a user), or via a mains power or communication cable (from lightning for example).

	EMI
	Electromagnetic Interference - the physical characteristic of an electronic device to emit electronic noise either into free air, onto the mains power lines, or communication cables.

	EPROM
	Electrically Programmable Read Only Memory – a storage area which may be filled with data and information, which once written is not modifiable, and which is retained even if there is no power applied to the machine. Modification (erasure) is only possible by the application of a Ultra Violet (UV) light source.

	ESD
	Electrostatic Discharge (see Electrostatic interference).

	Fault Condition
	A lock-up state activated by the Class II Player Device detecting an event which it is programmed to cause a discontinuance of game play.

	Fault Mode
	A mode where the Class II Player Device has disabled itself, preventing game play, as a result of a fault condition occurring on the Class II Player Device.

	Firmware
	The embedded program memory of a computer.

	Gamble
	A game option, such as Double-Up, that may be selected following a win. This refers to player options where some or all of the winnings may be wagered in a separate component of the game to increase the value of the win- includes multipliers other than evens, e.g. “pick a suit” where four to one may be offered.

	Game Cycle
	The total number of possible outcomes of a game.

	Game Detail Sheet
	A manufacturer supplied information sheet detailing the game details and parameters that can be configured on a Class II Player Device via a monitoring system. 

	Game Disabled Mode
	A mode where the Class II Player Device has locked up, preventing further game play, as a result of a command from a casino monitoring system, communications timeout, or other communications-related item.  Refer to the relevant communications requirement document.

	Game Symbols
	The variable information that is displayed to the player which determines the winning or losing of a play and the amount won. Examples are bingo numbers or other designations, pull-tab symbols, etc.

	Game
	A game is a set of rules that a Class II Player Device follows.  Major constituents of a game are rules, artwork (virtual or static and inclusive of game symbols and pay table), winning combinations and game symbol distribution.

	Hard Meter
	An electromechanical meter.

	Hardware
	All physical components (electrical and mechanical) making up the computing device, which in this case is an electronic Class II Player Device.

	Hopper
	A device used to store and dispense coins.

	I/O
	Input/Output.

	Jurisdiction
	The area in which a gaming authority has legal control of over Class II Player Devices.

	Last Play
	The Last play is the most recently completed play.

	Lockup Mode
	A mode where game play and money input/output is no longer available to the player that is not a fault condition. The method of clearing is dependent on the reason for the lockup.

	Magnetic Interference
	A magnetic field which has the potential to affect the operation of an electronic device.

	Master Meter
	A meter whose value is reset only when a memory reset is performed. This meter represents the total of all updates since the last memory reset.

	Meter
	A non volatile variable, storing Class II Player Device audit and other information.

	Noise
	Radiated electromagnetic energy from a source that can induce stray electronic currents in nearby wiring or components.

	PCB
	Printed Circuit Board - the piece of board used to connect together electronic components in a certain manner using tracks and holes to route the signals.

	Play
	A sequence of actions and states in the Class II Player Device initiated by a player through a wagering of credits and terminated when all credits wagered have been lost or all winnings have been transferred to the Class II Player Device’s total wins meter and the player’s credit meter.

A game that triggers a feature (e.g. free games) and any subsequent features, including Gamble, is considered to be part of one play unless all winning credits are transferred to the credit meter before the feature is commenced.

	PLD
	Programmable Logic Device - an electronically configurable IC usually used for hardware control purposes.

	Power Cycling
	To switch electrical equipment off and on via the mains power.

	Processor Board
	The circuit board which contains the game EPROM and CPU.

	Program Image File
	This is a copy of a Class II Player Device’s  software which may be resident on a monitoring system.

	Progressive Hit
	A progressive jackpot win.

	Progressive Jackpot
	A progressive jackpot is an incremental prize that increases by the accumulation of contributions from the turnover of the specified game, from a preset base value. It is reset to a different value (generally a base value plus possible secondary or overflow amounts) when the progressive prize is won.

	PSD
	Program Storage Device.

	QA
	Quality Assurance - The methods an organization puts in place to ensure reliable quality control.

	RAM
	Random Access Memory.

	Critical Memory Clear
	The process a service technician goes through to reset the memory of a Class II Player Device, which configures the Class II device into the  ‘as new’ state.

	Critical Memory Clear Device
	An electronic storage device containing the means to completely initialize each and every bit in critical memory.

	Residual Credit Removal Play
	A function of the residual credit removal, in which the player has a chance of rounding up the remaining residual credits to the token value.

	Residual Credit Removal
	A method for the player to remove any residual credits from the Class II Player Device.

	Residual Credits
	Credits remaining which are less than the value of one coin or token.

	Return to Player (RTP)
	The ratio of total wins (including progressives and other features) to the total turnover in a game cycle (note gamble bets do not affect turnover and total wins is only affected by the final gamble outcome).

	RFI
	Radio frequency interference.

	RNG
	Random Number Generator.

	ROM
	Read Only Memory.

	SAP
	Stand Alone Progressive.

	Screen
	The device which displays variable information to the player, e.g. the Video Display Unit (VDU) for video CLASS II Player Devices or LCD/LED display for stepper motor Class II Player Devices.

	Setup Mode
	The initial stage of configuration mode where a technician can enter Class II Player Device related data.

	Short Pay
	An administrative procedure to make up any short fall between the player’s entitlement and actual amount paid or credited to the player.

	Software Shell
	The base software of which the majority is common to a number of games.

	SRAM
	Static Random Access Memory – a volatile IC RAM type of memory that loses its contents if its power source is disconnected.

	Static Artwork
	That artwork which is physically printed on glass, plastic, etc., and displayed on the Class II Player Device.

	Substitute
	A substitute symbol acts like a wild card.

	Tabulated Prizes
	A display of a matrix of prize amounts for one or more prizes on one axis and a range of unit bet multipliers on another axis with the intersecting cell representing the pay out for that prize / unit bet combination.

	Test/Diagnostics Mode
	Whilst in this mode, various tests may be performed on the hardware and software of the Class II Player Device, such as switch and light tests.

	Testing Laboratory
	An organization recognized by the NIGC as suitable for evaluation of submitted devices for compliance with the NIGC classification and technical standards.

	Ticket Collect Mode
	The mode where a Class II Player Device prints a cash ticket as a receipt for the player before zeroing the credit meter.

	Tokenization
	Acceptance by a Class II Player Device of coins or banknotes which cannot be directly counted as credits; e.g. they must be converted into credits to match the value of the game denomination(s).

	Top Assembly
	The revision control number given to a PCB that is populated with electronic components.

	Touch Screen
	A video monitor with a special surface screen that can activate the Class II Player Device by the touching of the screen’s surface.

	Video Monitor
	A type of television screen display.

	Virtual Artwork
	The variable artwork which is displayed on the player device’s screen.

	Winning Combination
	A game result in which one or more winning patterns appear.

	Winning Pattern
	A pattern which can result in a prize being awarded.


Random Selection

	Parameter Name
	Parameter Description
	Typical Value

	[STAND_ALONE_
REQUIREMENT]
	Requirement for the use of stand-alone RNG devices.
	No

	[MAX_SCALING_BIAS]
	Maximum bias allowed when mapping RNG output to a required range.
	Zero bias; 1 in 100 million.

	[BACKGROUND_CYCLE_RATE]
	Minimum rate at which the internal state of a gaming RNG should be cycled to reduce predictability.
	At least once per second

	[RNG_SELF_TEST_REQUIRED]
	Whether or not the regulator requires RNG implementations to have a self-test function.
	True


Hardware

	Parameter Name
	Description
	Examples

	AIR_DISCHARGE_DISRUPTION_THRESHOLD
	Voltage level up to which the air discharge disruption tests must be conducted.
	±25 kV

	AIR_DISCHARGE_THRESHOLD
	Voltage level up to which the air discharge tests must be conducted.
	±15 kV

	CONTACT_DISCHARGE_DISRUPTION_THRESHOLD
	Voltage level up to which the contact discharge disruption tests must be conducted.
	±10 kV

	CONTACT_DISCHARGE_THRESHOLD
	Voltage level up to which the contact discharge tests must be conducted.
	±7.5 kV

	CONTINUOUS_VOLTAGE_
VARIATION
	Legislated supply variations to which utility companies are required to comply
	±10% of 110 volts

	FAST_TRANSIENT_I/O
	Fast transient testing, external I/O lines, specification
	1.o kV, rise: 5 ns, duration: 50 ns

	FAST_TRANSIENT_POWER
	Fast transient testing, power lines, specification
	2.5 kV, rise: 5 ns, duration: 50 ns

	MAXIMUM_SURGE/DIP
	Legislated supply maximum surge or dip variation to which utility companies are required to comply
	±20%

	MAXUMUM_HUMIDITY
	Operating humidity below which the CMS device must operate normally
	85%

	SURGE_VOLTAGE
	Power surge test from the AC power line.
	2 kV (rise: 1.2 micro Sec, duration: 50 micro Sec)

	VOLTAGE_FREQUENCY
	Local frequency of the AC power source
	60 Hz

	VOLTAGE_RANGE
	Range of voltage from the standard AC power sources
	100-120 v

	COMM_ERROR_DETECTION
	Percentage of communication errors detected and corrected
	99.995%


Software and Games

	Name
	Description
	Typical Value

	MINRTP
	The minimum return to player allowed by the jurisdiction
	75%

	MAXRTP
	The maximum return to player allowed by the jurisdiction
	99%

	MIN_PROBABILITY
	The minimum probability for any win allowed by the jurisdiction
	1 in 50,000,000

	JACKPOT_AMOUNT
	Threshold win value specified by the regulator. Any win above this limit will have to be (jackpot) hand paid by the Casino operator. 
	$1,200

	TICKETLIMIT
	The maximum amount that can be removed from the credit meter in the form of a printed voucher (ticket)
	$1,200

	NO_REDUNDANT_CODE
	Redundant code must not be compiled into the program.
	False

	CMS_REQUIRED
	The number of Class II devices in a Tribal Casino that if exceeded, a link from the Class II equipment to a Casino Monitoring System, or the equivalent, is required.
	25


To be added.
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