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EMPath Written Information Security Plan (WISP)  

1. OBJECTIVE:

Economic Mobility Pathways  (EMPath) has developed and implemented this comprehensive Written Information Security Plan (WISP) to create effective administrative, technical and physical safeguards for the protection of certain personal information, as defined in Regulation 201, Section 17.00 of the Code of Massachusetts Regulations (201 CMR 17.00), “Standards for the Protection of Personal Information of Residents of the Commonwealth,” effective March 1, 2010.
For purposes of EMPath’s WISP, Protected Information or PI is defined as a Massachusetts resident's first name and last name or first initial and last name in combination with any one or more of the following data elements that relate to such resident: (a) social security number; (b) driver's license number or state-issued identification card number; or (c) financial account number or credit or debit card number, with or without any required security code, access code, personal identification number or password, that would permit access to a resident’s financial account; provided, however, that Protected Information shall not include information that is lawfully obtained from publicly available information, or from federal, state or local government records lawfully made available to the general public. 

2. PURPOSE: 

The purpose of the WISP is to:

· Ensure the security and confidentiality of Protected Information;
· Protect against any anticipated threats or hazards to the security or integrity of such information;
· Protect against unauthorized access to or use of such information in a manner that creates a substantial risk of identity theft or fraud; and
· Educate and inform all EMPath staff that come in contact with Protected Information of their responsibility to protect it and the procedures they must follow to safeguard it.
3. SCOPE: 

The WISP includes the responsibilities and procedures regarding protection of PI for all programs managed by EMPath, for all staff with access to PI, and for all third-party providers with access to PI. 

EMPath “staff” is defined as employees, temporary employees, contract employees, interns and volunteers.

The WISP sets forth CWU’s procedures for evaluating our electronic and physical methods of accessing, collecting, storing, using, transmitting, and protecting PI of EMPath staff and clients. 

The following staff are expected to have regular ongoing access to PI and should receive WISP training: all Directors, Case Managers and their supervisors in all programs, Mobility Mentors, Housing Specialists, Business Coordinators, Institutional Advancement staff, Finance staff, Research and Innovation staff with access to the Efforts to Outcomes database, Human Resources staff, and Receptionists.

4. DATA SECURITY COORDINATOR:

We have designated the Chief Financial Officer to assemble and lead a team chartered to implement, supervise and maintain the WISP. S/he is responsible for:

a. Initial implementation of the WISP;

b. Verifying that staff who have regular, ongoing access to PI are receiving initial and ongoing training on the elements of the WISP;
c. Regular auditing and upgrading (if necessary) of the WISP’s safeguards, at least annually;

d. Verifying that third-party service providers with access to PI have the capacity to protect such PI and obtain reasonable assurance that the third party is applying security measures at least as stringent as required under 201 CMR 17.00; A standard acknowledgement from a third party vendor would include at a minimum: 

“Company represents and warrants that it is capable of complying with the Massachusetts Data Security Regulations set forth at 201 CMR 17.00 (the “Massachusetts Regulations”) and agrees that it shall comply with the Massachusetts Regulations by maintaining a comprehensive written information security program and maintaining computer system security requirements sufficient to comply with the Massachusetts Regulations and all other applicable state and federal laws.”
e. Reviewing the scope of the security measures in the WISP at least annually, or whenever there is a material change in our business practices that may affect the security or integrity of records containing Protected Information;
f. Verifying that reasonable monitoring of computer systems for unauthorized use of or access to PI is ongoing;

g. Documenting responsive actions taken in connection with any incident involving a breach of security

h. Conducting and documenting post-incident review of events and actions taken, if any, to make changes in business practices relating to the safeguard of Protected Information; and
i. Revising the WISP, where necessary, to improve information security as a result of new internal or external risks, unauthorized access to or use of Protected Information, information security system failures, or new information security technology.
5. EMPath RISK ASSESSMENT
We have identified and assessed internal and external risks to the security, confidentiality and integrity of paper and electronic records and determined that we will focus on the following areas:

· Case Records (Section 7)
· Efforts to Outcomes (ETO) database (Section 8)
· Personnel files and payroll records (Section 9)
· Financial records for vendors and independent contractors (Section 10)
· Protected Information stored for billing procedures (Section 11)
· Donor information (Section 12)
· Protected Information in motion (Section 13)
· Archived information (Section 14)
· Computer System Security (Section 15)
6. GENERAL MEASURES:

a.  Training:

All staff will received training in the “Protected Information Security and Confidentiality Policy” (Policy).  This may be done in one of the following ways, whichever comes sooner:


1. By attending the new employee orientation, OR  

2. By attending an intern/volunteer orientation, OR

3. By reviewing the Policy with HR, the department’s Director, Coordinator or their designee on the first day of employment for new staff or by the time the WISP is implemented for current staff.
A copy of the Policy must be distributed to each staff member who shall, upon receipt, acknowledge in writing that s/he has read a copy of the Policy, that s/he understands it, and that s/he will comply with it.  A copy will be filed in his/her personnel file. Each staff member will be required to sign this acknowledgement annually.  

In addition, all staff will receive training on the Policy whenever EMPath materially revises the Policy such that the requirements for staff conduct or protocols for the use of EMPath’s computer systems changes.  Each staff member will be required to acknowledge in writing that s/he has received a copy of the revised Policy, that s/he understands it, and that s/he will comply with it.
Staff members whose job responsibilities include handling Protected Information will receive training in the Written Information Security Plan (WISP) by the program director or the program coordinator or their designee before commencing their access to PI at EMPath. A copy of the WISP must be distributed to these staff members who shall, upon receipt, acknowledge in writing that they have received a copy of the WISP, that they understand it, and that they will comply with it.  Each staff member will be required to sign this acknowledgement annually.
In addition, all staff will receive training on the WISP whenever EMPath materially revises the WISP such that the requirements for staff conduct or protocols for the use of EMPath’s computer systems changes.  Each staff member will be required to acknowledge in writing that s/he has received a copy of the revised WISP, that s/he understands it, and that s/he will comply with it.

The most up-to-date versions of the Policy and the WISP are available on the EMPath Intranet 

b. Collection and Retention of Protected Information:

The amount of Protected Information collected must be limited to that amount reasonably necessary to accomplish EMPath’s legitimate business purposes or necessary to comply with state or federal regulations.  The time such PI is retained by EMPath shall be governed by the document retention policy.

c. Disposal of Protected Information:

Paper records containing Protected Information shall comply with the document retention policy and be disposed of by shredding.

Electronic records and other non-paper records containing PI shall comply with the document retention policy and be destroyed or erased so that PI cannot practicably be read or reconstructed.

d. Access to Protected Information:

Access to records containing Protected Information shall be limited to those staff members who are reasonably required to know such information for the purposes of carrying out their job duties.  Whenever a staff member no longer requires access to Protected Information for the purposes of carrying out job duties, access (including remote access) to Protected Information shall be terminated.

Staff members are prohibited from keeping open files containing Protected Information on their desks when they are not at their desks. At the end of the work day, all files and other records containing PI must be secured in a manner that is consistent with the WISP’s rules for protecting the security of PI.

Sections below will develop in more detail specific restrictions on physical access to records containing Protected Information. Each department must store such records and data in locked facilities, secure storage areas, or locked containers.

Authorized users of computer systems containing Protected Information must:

· Not share with anyone their user name and password.  

· Take reasonable means to keep their password physically secure.
· Only view, obtain, disclose, or use PI that is necessary to perform their job duties.
· Keep their computer monitor positioned so that persons not authorized to see PI cannot view it.
· Not use an unsecure computer or a PDA or other mobile device to access PI.
e. Sharing Protected Information
CWU staff members requested to share or transmit Protected Information outside EMPath must ensure recipients are authorized to receive PI and have signed a Confidentiality Agreement with EMPath. The method to transmit PI must be secure. 

f. Disciplinary Action

EMPath shall impose disciplinary action against any staff member who violates the WISP or the Policy, up to and including termination of employment.  The nature of the disciplinary measures will be assessed by EMPath in its sole discretion based on its assessment of a number of factors, including the nature of the violation and the nature of the Protected Information affected by the violation.

Staff members are encouraged to report any suspicious or unauthorized use of Protected Information by any staff member or third party to the VP of Human Resources, or to the Chief Financial Officer.

g. Terminated Staff

At the time of termination, any staff member whose employment is terminated must return to EMPath all EMPath records in the staff  member’s possession containing Protected Information, including all such information in electronic or paper form.  

The terminated staff member’s physical and electronic access to EMPath’s records containing Protected Information shall be discontinued immediately at the time of termination, including deactivation of any usernames or passwords.  The terminated staff member shall surrender at the time of termination all EMPath keys, ID cards, security codes or badges, business cards, and the like that permit access to CWU’s premises or information.  EMPath shall also immediately deactivate the terminated staff member’s access, including remote access, to EMPath email and any other EMPath systems containing Protected Information which a staff member may have access to.

7. PROTECTING CASE RECORDS:

Case Records refer to all records regarding clients served by EMPath programs and services. They include, but are not limited to, Case Management Records, Housing Placement and Stabilization Records, and Mobility Mentoring Records. Case Records contain Protected Information in the following forms:

· Written records of social security numbers in intake documents and Criminal Offender Record Information (CORI) report requests

· Copies of social security cards

· Copies of government-issued identification (ID) cards (driver’s licenses, Mass. ID cards, passports, permanent resident cards, and MassHealth cards)

· Bank account information (to document savings or repayment of debt)

· Credit and other financial account information (in credit report requests, credit reports, and debt repayment documentation)

· IRS W-9 forms
All paper Case Records containing participants’ Protected Information are stored in locked offices in locked cabinets or drawers.  The staff person primarily responsible for a particular case file is the holder of the keys to office and the cabinet or drawer where the case file is domiciled, with duplicate keys maintained in a secure central location.  If any key is taken from the central location, it is signed in and out by the authorized staff person taking it.  When participants are no longer receiving services from EMPath, their Case Records are archived in a separate secure location.  Case Records are kept for seven years and then destroyed by shredding.

A staff member actively working on Case Records during the business day must lock his/her office if s/he steps out the room, after first removing the Case Records from his/her desk and placing them out of sight. Alternatively, before leaving the office at anytime, a staff member must return the records to a secure cabinet or drawer.  When staff leave for the day, they must return all records to secure storage and lock their offices. Staff members are prohibited from remotely accessing Case Records.
8. PROTECTING EFFORTS TO OUTCOMES DATABASE (ETO):

Economic Mobility Pathways uses the Efforts to Outcomes (ETO) database to track and measure program and agency outcomes and outputs. In addition, ETO serves as the agency’s Homeless Management Information System (HMIS) for its family shelter programs. 

ETO is a web-hosted database developed by Social Solutions that includes Protected Information in the form of social security number or participant state-issued ID. 

ETO Software® uses Secure Socket Layer (SSL) 128-bit encryption to protect data transmitted between CWU and the ETO Software® server. Additionally, the application utilizes username/password functionality to prevent unauthorized application access and rules to restrict user access to components within the application.

ETO Software® servers are not publicly available. The servers are firewall-protected and are subject to regular system-wide and client-specific security audits and state-of-the-art intrusion detection, which monitors the security of the entire server network from multiple access points. ETO Software servers are monitored 24 hours per day by technicians who are immediately available or on call.

Protected Information stored in ETO is visible to any EMPath staff member having been granted ETO access, including but not limited to Program Coordinators, Program Directors and the ETO administrator in Research and Innovation. Standard reports do not include PI, but it is possible to run and print a custom report that would include PI. Such reports must be filed in the case file or shredded.  

Before any staff person receives a user name and password, s/he is required to sign the ETO User Policy, Responsibility Statement, and Code of Ethics. This combined document states, in part, that the user agrees that s/he will:

· Log off of ETO before leaving their work area.

· Not leave unattended any computer that has ETO “open and running.”

· Will never share client data accessed through ETO with an outside agency or individual without a signed informed consent form, except when mandated by law.
ETO has several features available that allow for easy auditing of participant data. Its staff log-in/log-out reports detail user name, log-in time, log-out time, IP address from which ETO was accessed, and whether the log-out was executed properly. Additionally, an ETO audit report allows the auditor to view which users adjusted which demographic elements in the database and both the old value and new value.
Further, staff members are prohibited from remotely accessing any PI stored by ETO on a home computer.  Staff members may remotely access such materials from another EMPath office computer as set forth in Section 15(g) below.
Social Solutions must provide a written acknowledgement of its compliance with regulation 201 CMR 17.00.
9. PROTECTING PERSONNEL FILES AND PAYROLL RECORDS:

The Human Resources (HR) department maintains and releases personnel records in accordance with established guidelines and applicable law in order to protect the privacy of each employee. 
EMPath does not collect Protected Information during the job application process.  

For EMPath staff, HR records with Protected Information include:

· A physical personnel file, which includes the following documents containing PI: IRS W-4 Forms, direct deposit information, insurance forms. 

· Medical records, kept confidential and located in a file separate from the employee’s personnel file. 

· Other employee information with PI are kept in books and folders, including worker’s compensation information; Family Medical Leave Act (FMLA) paperwork; Americans with Disabilities Act (ADA) requests; CORI documents; I-9 forms (Employment Eligibility Verification); and invoices for insurance, worker’s compensation and other benefits.
All HR files, medical records and other employee information containing PI are locked in a file cabinet in the HR offices. Access to personnel records is strictly controlled by the HR staff. Personnel files may not be removed from the HR office. Personnel files for former employees are forwarded to archives for retention in accordance with retention schedules. Staff members are prohibited from taking HR records off EMPath’s premises. 
EMPath processes payroll through ADP, a payroll services provider. ADP must provide a written acknowledgement of its compliance with regulation 201 CMR 17.00. 
Staff members are prohibited from remotely accessing any PI stored by ADP on a home computer.  Staff members may remotely access such materials from another EMPath office computer as set forth in Section 15(g) below.
10. PROTECTING FINANCIAL RECORDS FOR VENDORS AND INDEPENDENT CONTRACTORS:

Vendors and independent contractors must complete a W-9 form that includes their tax ID, which may be a social security number and therefore would be Protected Information. A hard copy is kept in the Accounts Payable hanging folders. An e-copy is kept on the Finance secured shared drive and attached to the vendor’s record in Financial Edge, which is secured through user and password administration.

Other Protected Information kept in the Accounting hanging folders:

· Tax garnishments supporting documentation for child support, etc.
· Health and life insurance bills

· Credit card statements from Citizens Bank for company credit cards issued in the name of individual EMPath employees
· Citizens Bank credit cards authorization changes. An e-copy is also kept in the CFO’s secured home drive

· Citizens Bank signature cards

· Credit applications sometimes include social security numbers of EMPath officers

· Insurance claims

The Accounting hanging folders are stored in cabinets in the Finance Department that are locked every night. Staff members are prohibited from taking the Accounting hanging folders off EMPath’s premises.  Further, staff members are prohibited from remotely accessing any e-copy stored on the Finance secured shared drive or in the vendor’s record in Financial Edge on a home computer.  Staff members may remotely access such materials from another EMPath office computer as set forth in Section 15(g) below.
11. PROTECTING INFORMATION STORED FOR BILLING PROCEDURES:

Protected Information in the form of a social security number is identified in the following billing procedures:

· Department of Housing and Community Development (DHCD) housing logs for DHCD contracts

· DHCD Daily  Bed Registry  for billing , which is electronic and received from DHCD daily at 3pm and transmitted electronically to DHCD between the hours of 3pm -8am.

· DHCD placement billing including Toolbox requests

· Client identification for Young Parents Program (YPP) contracts

· Client identification for Federal-State Employment Tax (FSET) billing 
This information is required by the funder and is recorded by the originating program department on Excel spreadsheets and Word documents saved on the department’s secure drive. A paper copy is submitted to Finance, where it is filed in the Accounts Receivable hanging folders. The Housing Department and the Education and Work Force Development Department keep hard copies of their respective documents and file them in a secure location. The billing request is submitted to the funder by regular mail.

Other Protected Information kept in the Accounting hanging folders:

· Monthly fees from Horizons guests, submitted in person by the program coordinator or her designee

· Copies of checks received from staff for COBRA or donations

· Copies of checks received from donors in Cash Receipts hanging folder and in the finance audit book for donations $5,000 and above. 

The Accounting hanging folders are stored in cabinets in the Finance Department that are locked every night. Staff members are prohibited from taking the Accounting hanging folders off EMPath’s premises.  
12. PROTECTING DONOR INFORMATION:

The EMPath Institutional Advancement (IA) department handles all donations, including cash, checks, credit card transactions (on site and on-line), and in-kind donations

a. Donations received on site:

Nearly all monetary donations are received at the One Washington Mall (OWM) office.  Donations received at sites other than OWM may or may not be opened by the receptionist, depending on how the envelope is labeled, and then sent via interoffice mail to IA at OWM (see Section 13c for interoffice mail procedures). 

IA does not have access to social security numbers or state ID but does have bank or credit card information for many donors (e.g., copies of checks, credit card slips). The procedures to ensure that donors’ PI is secure are as follows:

· Individual paper donor files are kept in secure file cabinets. 

· All donation envelopes with credit card information are filed in locked files.  

· Copies of checks are kept in a batch notebook, which is filed in the locked files.  

All Protected Information is kept in locked file cabinets located in the IA area. Staff members are prohibited from taking this information off EMPath’s premises.
IA uses Blackbaud’s Raiser’s Edge (RE) database to store its electronic donor files. These files are hosted on EMPath’s server. A limited number of users have access to the donor information stored on the database. Access to RE is password protected, and only a limited number of staff members are authorized to enter contributions into the system. Staff does not enter credit card or bank account numbers in the individual's record. As a security measure, RE disengages users when no activity is detected within a fifteen-minute time period. 

b. Donations received on-line:

EMPath uses Blackbaud’s Net Solutions to process and track its on-line donations. EMPath’s donation page links directly to Blackbaud, which uses Secure Sockets Layer (SSL) encryption technology, provided by VeriSign Secured services, and uses IATS, aTicketmaster company, to process credit card transactions. After processing the credit card transaction, Blackbaud transmits the transaction information—without credit card numbers—to CWU’s Raiser’s Edge database.

13. SAFEGUARDING PROTECTED INFORMATION IN MOTION

a. Case Management Records

Occasionally, it may be necessary to transport Case Management Records containing Protected Information from one EMPath location to another.  Each department maintains a transport log to record the following information: the date and time a Case Management Record(s) is removed from a location, the intended destination, and the name of the staff member transporting them.  When the records are received at the final destination, a staff person must sign a transfer form to indicate the record was received and deliver the records to the designated storage area as provided above. Case Management Records must always be transported directly from one location to another, without intermediate stops.  Staff members are never permitted to take Case Management Records home or to any other non- EMPath location.

b. Housing Placement billing files

Housing Placement billing files are transported from the Housing Placement and Stabilization Department to the Finance Department by one of two methods: 1) hand-delivered by a Housing Placement and Stabilization staff member or 2) by interoffice mail delivery (see Section 13c below).  Billing files transported by hand are signed for by a Finance staff member upon arrival, with a copy maintained in Housing Placement and Stabilization. The Finance staff member must deliver the billing files to the designated storage area as provided above.
c. Interoffice mail

Interoffice mail transporting documents, files, billing records, donations, etc. containing PI are labeled  “PI” on the interoffice envelope. When transferring PI via interoffice mail, the sender must dispatch an email to the designated recipient (usually a staff member of the Finance or IA Departments) alerting him/her of its transmittal. When designated recipient receives it, s/he must send an email to the sender confirming its secure arrival. Alternatively, such materials can be shipped using an express mail service. 

d. Fax

Occasionally documents received by fax contain PI. Usually, these are documents sent from DHCD to the Housing business manager or personnel information sent to the Human Resources Department.  To protect PI transmitted via fax, CWU has set up fax machines in the locked offices of the Housing business manager and the HR Department in Brighton. The Housing business manager and HR staff members must instruct senders of PI to use the respective specific fax numbers of these machines and to send the documents to their attention. The memory of these fax machines should be cleared on a periodic basis, at least monthly.
Most other faxes are sent to the general reception areas in Brighton and OWM. 
14. PROTECTING ARCHIVED INFORMATION:

Archives are kept in locked locations at various CWU sites and one off-site location:

· At the Brighton office, in the archive room and the archive closets on the garden level.  The archive room and closets are locked.  Only authorized staff may access the archive room and closets.

· At One Washington Mall, in locked closets.  Only authorized staff may access the locked closets.

· At the Horizons houses, in the basements in locked rooms.  Only authorized staff may access the locked rooms.

· At Humbolt Storage and Moving Company located in Canton, Mass, in an area which is locked and which can only be accessed by authorized staff of the Facilities Department.  Humbolt Storage and Moving Company must attest in writing that Humbolt Storage and Moving Company has implemented and maintained security measures in compliance with 201 CMR 17.00.

Starting in March 2010, CWU will label archive boxes containing PI, “Protected Information.” EMPath will also create and maintain an archive log. It will include an identifier for the archive box, a basic description of the content, whether the content includes PI, where the box is located, and what the retention period is.  

After passing the retention period, archive boxes are shredded on site at least once a year under the supervision of the Director of Facilities.

15. COMPUTER SYSTEMS SECURITY:

Protection of electronic records that contain Protected Information has been addressed by implementing general good business practices and specific security measures designed to comply with 201 CMR 17.00. The responsibility and oversight of EMPath’s Information Technology (IT) systems falls under the purview of the CFO and is governed by the EMPath IT Committee. The implementation and maintenance of EMPath’s IT systems have been outsourced to the Boston Help Desk (BHD), South Boston, Mass.  BHD is contractually obligated to implement and maintain appropriate security measures to protect PI consistent with regulation 201 CMR 17.00. 

The following outline lists the key components of the measures undertaken to ensure compliance with the Computer System Security Requirements of the regulation.

(a) Secure-user authentication protocols

All users on the network are given a unique log-in ID by BHD. If the user is temporary, such as an intern or contract worker, the staff person overseeing the temporary user can set up in advance a termination date for the log-in ID. 
Recognizing that user network passwords are the first layer of security for data stored on the network, a network password policy has been implemented that requires users to maintain strong passwords that are unique, difficult to guess and change regularly. This strong password policy has the following requirements and is enforced through the following network operating security policy:

· Password history: 4 passwords
· Maximum password age: 90 days
· Minimum password age: 30 days
· Minimum password length: 8 characters
· Password should meet the following complexity requirements:

· Should not contain the user’s account name or parts of the user’s full name that exceed two consecutive characters.

· Should contain characters from three of the following four categories:

· English uppercase characters (A through Z)
· English lowercase characters (a through z)

· Base 10 digits (0 through 9)

· Non-alphabetic characters (e.g., !, $, #, %)

· Account lockout duration: 30 minutes

· Account lockout threshold: 5 invalid log-in attempts

· Reset account lockout count after 30 minutes

In addition, users are educated to control the security of their password by not sharing it with others and not keeping their password in a location that compromises the security of the data they protect.

All computer systems on the EMPath Network employ an inactivity timer that locks the system after 15 minutes of inactivity. A password-protected screen saver hides screen activity. Only the current user or a network administrator can unlock the screen.

(b) Secure access control measures

The use and maintenance of File and Share Permissions, along with the use of Network Operating System Security Groups, restrict access to PI data on a need-to-know basis to users who require access based on their job description. The Human Resources Department maintains control of individual user access through the submission to BHD of a completed Moves, Adds, Changes (MAC) form, which grants or removes access to network data. User access is terminated immediately when a user no longer needs to access PI to perform job duties.
EMPath maintains Protected Information that resides within applications that run on the network. These applications are protected by application-level security maintained by the owner of the departmental application. EMPath has also required that the vendor certify compliance with regulation 201 CMR 17.00 for all applications that store Protected Information.

Upon termination of an employee, Human Resources immediately notifies BHD to disable the terminated employee’s access to EMPath’s electronic domain. Boston Help Desk will deactivate the employee’s user ID and password immediately on receipt of the HR request or at the requested scheduled time.

The server rooms are locked.

(c) Encryption for portable devices and email
It is EMPath’s policy that all PI stored on portable devices must be encrypted.
EMPath’s current encryption capability, however, is limited and only data stored on magnetic media for data backups is being encrypted. Encryption is performed at the time of the data backup by the storage management software. Any restoration of data from encrypted media will require the possession of the encryption key used at the time of encryption. The encryption key will not be stored with the data or with the media. 

Because of EMPath’s encryption limitations, staff is prohibited from accessing and/or storing information containing PI from/on laptops, portable drives (e.g., USB drive), and writable media (e.g., CDs, DVDs).  The label “Not authorized to access PI” is affixed to all EMPath laptops, which will be audited randomly. 

To install a secure file and email delivery application would be cost prohibitive at the present time. Therefore, it is EMPath’s policy that no PI be sent by email since it will not be encrypted.  

(d) Periodic monitoring

EMPath’s network is monitored for security breaches through network operating security auditing and the review and storage of firewall security logs. Security monitoring software is configured to alert BHD staff via email of security events captured in the security logs, such as failed log-in attempts. All firewall logs are emailed to BHD and stored for 90 days.

Periodically, the CFO, working with the BHD staff, will review where Protected Information resides on the network and whether it is appropriately secured. 
(e) Firewall protection

All points of entry to the network are secured by a firewall solution that protects against internal and external attacks and application vulnerabilities. In addition, perimeter firewalls provide the network with continuous real-time threat protection that include anti-virus, anti-spyware, intrusion prevention, and content filtering to protect against unproductive web sites.

(f) System security agent software

EMPath has implemented and maintains enterprise-class security software that proactively warns about, detects, analyzes, and provides remediation for an entire range of threats—including viruses, worms, spyware, key loggers, trojans and other malicious code. This software is centrally managed to provide comprehensive and up-to-date detection and prevention of blended threats throughout the network including gateway entrance points, servers and desktops.

System software is kept current through the regular updating of network operating systems and desktop operating systems security patches. Updating of system security is automated and centrally managed by IT.

(g) Remote access

Some EMPath staff members are granted remote access to their electronic data from a site other than their primary location, such as another EMPath office or their home computer, using a remote desktop software. EMPath has determined that the increase in staff efficiency and productivity achieved through the availability of remote access overweighs the additional security risk.  

Staff members are prohibited from accessing information containing Protected Information from their home computers. However, it is acceptable to access information that contains PI from another EMPath office computer.


To authorize remote access, a staff member’s supervisor or an HR staff member completes a MAC form, which must be approved by the CFO.

Authentication is provided through user ID and password log-in. It is the responsibility of staff members to ensure that their use of the system does not inappropriately expose data in the remote environment or compromise the security of the systems or applications.

On an annual basis (at a minimum), EMPath and the Boston Help Desk will complete a comprehensive remote access security review to verify the identity of current remote access users and their continuing need for such access.

All employees can consult their email through Outlook web access procedures, which are encrypted
STAFF ACKNOWLEDGEMENT 
I affirm that I have read the comprehensive Written Information Security Plan (WISP) of EMPath, I understand it and I will comply with it. 

(print name)

(signature)

(date)

This statement is to be given to the VP of Human Resources
EMPath Written Information Security Plan (WISP)  
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