Solutions

CPSC 156 Homework Assignment 2

February 13, 2007

1) Sending Information: HTML and HTTP

HTML File:

<html>

  <head>

  <title>Simple Form</title>

</head>

<body>

  <h1>Simple Form</h1>

  <form name="input"

        action="http://zoo.cs.yale.edu/classes/cs156/assignments/assignment2_fm.php"

        method="post">

  Name: <input type="text" name="name"><br><br>

  Billing Address:<br>

  <table border="0">

    <tr>

      <td>Street: </td>

      <td><input type="text" name="bstreet1"></td>

    </tr>

    <tr>

      <td></td>

      <td><input type="text" name="bstreet2"></td>

    </tr>

    <tr>

      <td>City: </td>

      <td>

        <input type="text" name="bcity">

        State: <input type="text" maxlength="2" size="2" name="bstate">

        Zip Code: <input type="text" maxlength ="5" size="5" name="bzip">

      </td>

    </tr>

  </table><br>

  Shipping Address:<br>

  <table border="0">

    <tr>

      <td>Street: </td>

      <td><input type="text" name="sstreet1"></td>

    </tr>

    <tr>

      <td></td>

      <td><input type="text" name="sstreet2"></td>

    </tr>

    <tr>

      <td>City: </td>

      <td>

        <input type="text" name="scity">

        State: <input type="text" maxlength="2" size="2" name="sstate">

        Zip Code: <input type="text" maxlength ="5" size="5" 

name="szip">

      </td>

    </tr>

  </table><br>

  Credit Card Number: <input type="text" name="creditcard">

  <br><br>

  <input type="submit" value="Submit">

</form>

</body>

</html>

Contents of returned webpage:

Submitted Form Data

name : Fred 
bstreet1 : 1234 E. North Street 
bstreet2 : 
bcity : New Haven 
bstate : CT 
bzip : 06511 
sstreet1 : 1234 E. North Street 
sstreet2 : 
scity : New Haven 
sstate : CT 
szip : 06511 
creditcard : 1234-5678-9101-1121 

Raw HTTP Headers

Host : zoo.cs.yale.edu 
User-Agent : Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.8.1.1) Gecko/20061204 Firefox/2.0.0.1 
Accept : text/xml,application/xml,application/xhtml+xml,text/html;q=0.9,text/plain;q=0.8,image/png,*/*;q=0.5 
Accept-Language : en-us,en;q=0.5 
Accept-Encoding : gzip,deflate 
Accept-Charset : ISO-8859-1,utf-8;q=0.7,*;q=0.7 
Keep-Alive : 300 
Connection : keep-alive

2) Cookies:

Information from my facebook.com cookie:

Cookie Name:
login

Content: 
firstname.lastname%40yale.edu

Domain:
.facebook.com

Path:
/

Expiration Date:  
Thursday, June 07, 2007 4:59:26 PM

* How does the website that stored the cookie you found above use this

  information?

The website uses this information to have my username automatically entered into the login form when I visit the website.  This makes it more convenient to log into the site, because I only have to type in my password.

* Try browsing the web with cookies disabled, and discuss the differences

  you notice.  In particular, what are some features that you often use     

  that don't work without cookies?

It is no longer possible to log into websites.  For example, if I try to log into facebook.com, it keeps returning me to a blank log-on screen.  Also, at some websites I cannot add items to my shopping cart.  For instance, at buy.com, if while viewing an item I click, “add to cart,” I am taken to a page that says that the item has been added to my shopping cart, but my cart remains empty.  Interestingly enough, however, I have no problems at all using the amazon.com website without cookies enabled.  I am able to place items in my shopping cart, and I can log in to the site with no problem.  Thus, it seems that many but not all websites require cookies to function. 

* You've now seen how cookies can be helpful.  Briefly explain at least

  one way in which they might be harmful.

One obvious way that cookies can be harmful is data mining.  For example, if a website features advertisements that are from a third party, it is possible that the site and the advertisement company have an agreement to share cookie information.  If you log into the website and provide information, such as an email address, it is possible that this information will be stored in a cookie that will then be sent to the advertisement company.  The advertisement company will know your product interests from what you viewed on the website and will be able to display targeted banner ads or possibly even send targeted spam email.  Worse, if the same ad agency is used on another site, it will be able to track some of the sites you visit and further target its ads to your shopping patterns.  While this might be seen as a positive thing, because the ads shown will be more relevant, it is clearly an invasion of privacy, because your market data was mined without your consent.  

3) ActiveX Controls:

Contents from File:

Hi!  I'm now scouring your computer for

incriminating information that I can send

to the TA! Just kidding.

* We have given one example of a good use of ActiveX controls above. 

  Give two other examples of "good" uses.

One example of a good use is TrendMicro House Call (www.trendmicro.com).  This free service uses an ActiveX control to scan your computer for viruses.

A second example of a good use is games.msn.com.  This website uses ActiveX controls to allow users to play interactive games over the internet.

* Do you believe that web browsers should support ActiveX controls?  Justify

  your answer.

There is no compelling reason for web browsers to support ActiveX controls.  With the exception of Microsoft-owned websites, ActiveX controls are rarely used.  In the cases where they are used, there is usually an alternative option that provides the same functionality without the same security risks.  For example, the TrendMicro House Call application exists in both ActiveX and Java Applet form.  Similarly, games.yahoo.com offers many of the same games that games.msn.com offers without requiring the use of ActiveX controls.  Flash applications can also provide the same functionality.  Websites such as orisinal.com offer highly interactive and enjoyable games using nothing but Flash.  It seems that ActiveX controls are now an antiquated technology. 

