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1. 
Introduction
This document describes use cases to which the OpenID Contract Exchange (CX) Extension specification is applicable and summarizes the implementation requirements. 
1.1. Background
Websites of many different kinds, from social networking sites to electronic commerce and banking sites, own user identities to provide their services. OpenID has been emerging in Japan as a technology that allows to user to leverage a single digital identity to access various services, each of which has its own user identity requirements. It also presents an opportunity for new developments in identity enabled services.
At the same time, there is concern that adoption of OpenID in Web services is being slowed by the lack of deployment rules and of a consensus on interoperability specifications between OpenID identity providers and between the providers and service sites. Extensions to the OpenID specifications have been drawn up, including attribute exchange specifications such as Simple Registration (SREG) and Attribute Exchange (AX), as well as Provider Authentication Policy Extension (PAPE) enabling stronger authentication to be specified between providers. Unfortunately, however, there is little impetus toward their adoption in Web services. 
Against this backdrop, CX is being drawn up as an extended specification based on contract exchange, aimed at use in actual services and in business.
This document takes up three kinds of use cases for which there are especially high expectations for CX application to services and business in Japan, namely, attribute exchange, payment processing, and API information exchange, and summarizes the technical requirements that can be derived from each use case. We hope that the content proposed here will be reflected and adopted in the CX specification, leading to wider OpenID use and benefiting individual users of OpenID as well as each of the providers implementing OpenID in their systems.
1.2. Contributors
OpenID Foundation Japan’s CX Working Group (CXWG) consists of the following members. 
Yoichi Ohnawa, NEC BIGLOBE, Ltd.
Takaya Tanaka, KDDI Corporation
Daisuke Ikeda, JCB Co, Ltd.
Takayuki Komatsu, SoftBank BB Corp.
Toru Hada, NEC Corporation
Tatsuo Kudo, Nomura Research Institute Ltd., Editor
Natsuhiko Sakimura, Nomura Research Institute, Ltd.
Taizo Matsuoka, Yahoo Japan Corporation
Naoki Koshikawa, Rakuten, Inc. 
2. Use Cases
2.1. Attribute Exchange
2.1.1. Attribute exchange based on OpenID Attribute Exchange (AX) Extension
SREG and AX already exist as specifications for user attribute exchange between OpenID providers (OP) and relying parties (RP) in OpenID authentication. CX being an extended specification for contract exchange, one possibility that comes to mind for exchanging attributes would be to complete the CX contract exchange between OP and RP, then execute SREG/AX processing based on the contents of the contract. But this approach is redundant and has the problem that the use of HTTPS at the time of attribute exchange by SREG/AX is implementation dependent. 
In this use case, by including an AX 1.0 attribute request in the CX contract proposal from the RP and including the AX 1.0 attribute response in the CX contract from the OP, the attribute exchange is accomplished at the same time as the CX contract exchange. Not only does the attribute exchange take place in a proper contract, but the use of CX means the entire message exchange is encrypted, enabling secure encrypted attribute exchange regardless of whether HTTP or HTTPS is used (Figure 1). 
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2.1.2. Providing customer information to third parties and retrieving personal information from third parties 
The RP issues a request to the OP for a personal information provision contract, indicating the purpose to which the user consented ("Name and address for shipping product," "Credit card number/bank account number for payment," etc.) and the period of use ("This time only," "Until [date]," etc.). The OP confirms the indicated purpose and use period with the user and obtains consent, then provides the personal information specified by the RP (Figure 2). 
This approach reduces user’s effort to enter his/her personal information on the RP site, while the OP, which must manage personal information strictly, is able to record user consent process as well as clear evidence of a contract for each transaction with the RP in a log.
Moreover, if the OP is a trusted third party (a public institution or a corporate entity that performs identity verification), the information managed by the OP will be highly authoritative one, which can be made even more reliable if the OP performs user authentication at the level requested by the RP. 
Although there are possible legal issues involved in its implementation, one idea would be to have a service provider that is obligated to obtain identity verification documents and certificates, such as a credit card company, act as RP and a public institution act as OP in obtaining the necessary information. If the need to obtain identity verification documents and certificates could be eliminated in this way, it would benefit both users and service providers such as by allowing the certificate mailing procedure to be skipped.
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Figure 2
2.1.3. Use in service providing subscriber information 
A company provides its own held user attribute information to other service sites and assists with user information entry on the service sites (Figures 3, 4). 
For example, it is troublesome for users to have to enter their shipping address information for each service site when ordering products to be shipped to their home. One possibility would be to use the subscriber information for their mobile phone service, since most users are likely to have a mobile phone. Having the user's home address provided to service sites from the user's mobile phone company subscriber information (contract information) allows the service sites to display this address information as a candidate shipping destination, freeing the user from having to enter this information and lessening the chances of mistaken entry.
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Figure 3
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Figure 4
2.1.4. Providing "identity verified" information
In this use case, the OP provides the RP with the information that "this user's identity has been verified." This case assumes that the RP will use this attribute information (that the user's identity has been verified by the OP) in deciding whether to sign the user up for a service and start service provision (Figure 5).
The OP clearly indicates in the contract that the "identity verified" information is valid only for the indicated time period, and notifies the RP that its validity is guaranteed only for that period.
It is assumed that the OP performs processing like the following to verify identity. 
· Checking the user's driving license, passport, or other certificate of identification 
· Sending a document to the user by postal service and having the user enter a verification code from that document 
· Verifying that the account is tied to the mobile phone device identifier 
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Figure 5
2.1.5. Contract-based attribute exchange
The OP provides RPs with personal information in its possession. It is assumed that this will be used on RP sites, among others, for personal information display and targeted advertising as well as personalized content display.
The personal information items to be provided to the RP are indicated on the contract, along with the time limit for their validity.
It is assumed that personal information will be acquired asynchronously through API or similar means, and that when the RP tries to retrieve the information, it will resend the contract itself or contract ID, with the information exchange taking place based on the contract (Figure 6).
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Figure 6
2.1.6. Requesting user attributes of other persons
This is a use case when the user requesting a service differs from the user whose attributes are to be provided (Figure 7).
An example is when a user purchases a product on a service site and wants to have it sent to a friend's house as a present. In this case, the friend's mobile phone company subscriber information (contract information) can be used, with the friend's consent, to provide the service site with the friend's address information for sending the present.
In this kind of service, either the user and friend belong to the same OP or a trust relationship is established in advance among the OP, RP, and users. In the future it might be possible to make use of a reputation service enabling provision even without establishing a prior trust relationship.
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Figure 7
2.1.7. Attribute information sharing among sites with prior trust relationship 
Attribute information can be shared among sites with a prior trust relationship, such as those of group companies.
Each site performs identity federation as RP with a trusted OP, and also concludes a contract for CX-based attribute synchronization between RP and OP. During the contract term, attribute information is synchronized by asynchronous messaging between servers. If a user attribute is changed in one place, for example, this is notified to each RP by the OP acting as hub, automatically completing the synchronization.
An advantage of this use case is that each RP can offer services such as giving presents or sending email magazines without direct sharing of identities across RP sites. Interaction among RP sites is easier and more dynamic than with ordinary identity correlation systems.
It further lends itself to single sign-on across RP sites, and to providing attribute entry assistance in new registration on sites for which the user is not yet signed up (Figure 8).
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Figure 8
2.2. Payment Profile
2.2.1. Use in payment collection service
Payments owed by a user to RP sites are collected by the OP on behalf of each RP (service provider), and the OP bills the user for all the services used (Figures 9, 10). 
The contract proposal from the RP contains the RP name, service information, product name, product service code, and product code. The OP shows this contract proposal to the user and confirms consent. Presumably user’s consent is obtained by password entry or by means of a client certificate using a PKI-backed public key certificate or the like.
One potential application is to the mobile phone company fee collection service, a common means of online payment in Japan. In this case the charges for products purchased by the user on RP service sites are all billed on behalf of the RP sites by the user's mobile phone carrier as OP, along with the monthly mobile phone charges.
An assumption here is that the information items exchanged between OP and RP in this payment collection service will be the same among mobile network operators as well as service sites. Ideally a common profile will be drawn up to reduce the burden for RP module implementation in service sites.
[image: image12.wmf]OpenID Provider

•

User 

“

identity verified

”

information in possession of 

OP is provided to RP.

End User

Community Site

(Relying Party)

Identity verified

Indicate, for example, that identity 

verification information is used temporarily, 

when creating an account; and that since it 

may not remain valid forever after use, it 

must not be used on the assumption it will 

have long

-

term validity.

Identity verified

OpenID Provider

•

User 

“

identity verified

”

information in possession of 

OP is provided to RP.

End User

Community Site

(Relying Party)

Identity verified

Indicate, for example, that identity 

verification information is used temporarily, 

when creating an account; and that since it 

may not remain valid forever after use, it 

must not be used on the assumption it will 

have long

-

term validity.

Identity verified


Figure 9
[image: image13.wmf]Service site A

Please enter the shipping address.

Shipping destination page

Address

*We can reference your au 

contract information if desired.

Use au contract information

Name

サービス提供サイト

サービス提供サイト

ログイン画面

ログイン画面

Do you want to pass the au 

contract information below 

to

the 

shipping designation 

page

of 

service site A

?

Contracted party name

Takaya Tanaka

Contracted party address 

3

-

10

-

10 Iidabashi 

Chiyoda

-

ku, Tokyo

au data reference service

Pass this time only.

May use until Mar. 31, 2009

Service site A

Please enter the shipping address.

Shipping destination page

Address

*We can reference your au 

contract information if desired.

Use au contract information

Name

Takaya Tanaka

3

-

10

-

10 Iidabashi

Chiyoda

-

ku, Tokyo

Attribute 

Attribute 

request

request

User 

User 

authentication

authentication

Attribute 

Attribute 

provision

provision

RP

OP

RP

•

Use in contract information provision service

–

Typical user screen

s

(starting with page for confirming shipping address)

Service site A

Please enter the shipping address.

Shipping destination page

Address

*We can reference your au 

contract information if desired.

Use au contract information

Name

サービス提供サイト

サービス提供サイト

ログイン画面

ログイン画面

Do you want to pass the au 

contract information below 

to

the 

shipping designation 

page

of 

service site A

?

Contracted party name

Takaya Tanaka

Contracted party address 

3

-

10

-

10 Iidabashi 

Chiyoda

-

ku, Tokyo

au data reference service

Pass this time only.

May use until Mar. 31, 2009

Service site A

Please enter the shipping address.

Shipping destination page

Address

*We can reference your au 

contract information if desired.

Use au contract information

Name

Takaya Tanaka

3

-

10

-

10 Iidabashi

Chiyoda

-

ku, Tokyo

Attribute 

Attribute 

request

request

User 

User 

authentication

authentication

Attribute 

Attribute 

provision

provision

RP

OP

RP

•

Use in contract information provision service

–

Typical user screen

s

(starting with page for confirming shipping address)


Figure 10
2.2.2. Providing payment information, delivery information, etc., to partners 
An RP indicates a payment request as a "contract proposal" and presents this to the OP. After confirming the user's consent and intent to purchase, the OP indicates the payment information, delivery information, etc., in the contract and returns it to the RP. The RP uses the delivery information in the contract to process the delivery (Figure 11). 
The contract proposal submitted by the RP to the OP includes a payment request (partner information [shop] and product information [product name, price, etc.]). Payment processing takes place between the user and OP after (3) Contract proposal submission and before (6) Contract submission. The contract submitted to the RP by the OP includes status of payment processing success/failure, purchaser information (name, address, contact, etc.), and the valid term of purchaser information.
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Figure 11
2.2.3. Providing purchase information and address information
An OP operating a shopping site or the like temporarily provides user address information and purchased product information to a delivery service RP, and the RP ships the product to that address. The address information and product information provided are strictly for temporary use by the RP, with the contract stating as condition that the RP is by no means permitted to store the information. In addition to including in the contract such conditions as temporary use of the information and disposal of the information after use, there should be some means for notifying the OP that the information was disposed of (Figure 12). 

Figure 12
2.3. Providing API Information
2.3.1. Providing Web API endpoint URI and access token 
As an extended form of the use cases defined for the earlier Attribute Exchange, here we define a use case in which the OP passes to the RP information enabling use of Web-based API. 
With this use case, by defining the information for API use (Table 1) in an AX 1.0 extension schema, the API necessary for authentication can be used as the CX extension.
Table 1
	Assumed defined items
	Examples

	· API endpoint URI
· API Access Token
	<CX payload [offer]>

openid.cx.required=wab_api

openid.cx.if_available=access_token

<CX payload [contract]>

openid.cx.value.web_api=(API endpoint URI)
openid.cx.value.access_token=(Access Token for API）


This use case assumes that the API provider (same as OP) separately provides the RP with information (Table 2) for creating a service site using the API.
Table 2
	Information provided to RP separately by API provider

	· Interface of provided API 
· Authorization conditions of provided API (term of validity after OpenID authentication, etc.)


Note also that this use case of CX assumes the process of providing API information to the RP. Sending a request to the API by the RP and processing of the request by the API are outside the scope of CX (Figure 13).
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2.3.2. Providing consumer key when used with OAuth Extension 
The OpenID OAuth Extension specifies that the OpenID authentication response must include a consumer key and request token. Ordinarily, however, when a Consumer uses OAuth, the consumer key has to be issued in advance, and on the Consumer end some means is used to perform the application registration process on the Service Provider.
If OpenID CX and OAuth Extension were to be used together, in addition to the online contract exchange a consumer key would have to be issued separately in advance, somewhat raising the barrier to its use. 
We would like to see the specification made friendlier to OAuth use, such as by including the consumer key in the initial communication between the OP and RP on CX.
3. Requirements
3.1. Use of AX Extended Specification in Payload 
It should be possible to use AX in the payload. 
3.2. Display of User Consent Screen
When user attributes are to be provided to an RP, the OP should output a screen confirming the user's consent. This screen should clearly indicate the RP to which the attributes are to be provided, the time period for use, and the attributes being provided. In some cases, however, it should be possible to skip the user consent, such as when the user's consent has been obtained in advance in the terms of use agreement, etc., or when the offer conditions, other than the use period, have not been changed from the previous contracts. 
3.3. Contract Cancelation and Renewal
Protocol is needed for canceling a contract exchanged between OP and RP. There should also be protocol for automatically renewing a contract before it expires. 
3.4. Asynchronous Messaging between Servers
Protocol is needed for direct, contract-based data exchange between OP and RP without user intervention, in cases when a contract has already been exchanged.
3.5. Consideration in Leveraging CX as OAuth Extension 
The CX specification should be made separable from OpenID so it can also be used when data exchange takes place by OAuth.
3.6. Specification Simplification 
Making the specification easy for RPs to implement will encourage its wider acceptance.
3.7. Providing Usage Guidelines 
To ease the implementation task on the RP end, the CX specification should come with guidelines on its introduction. 
Examples of such guidelines include the signing and encryption procedures, key length rules, and public key certificate rules for signing and encryption.
3.8. OP Refusal of Offer from RP
Depending on the content of an offer received from an RP, it is possible that the OP and the user will want to refuse it. The protocol for such cases is needed. 
3.9. Message Encryption Level
To ease the burden of introduction by RPs, guidelines are needed indicating the level of encryption that should be used. 
Encryption technology for contract exchange (signature and hash algorithms) must be used appropriately, with reference to security standards (NIST standards, etc.), taking into consideration the problem of compromising cryptographic security.
3.10. Accommodation of Diverse Devices 
Artifact binding needs to be defined for the sake of use with limited-functionality Web browsers. 
Japan has a very high rate of Internet subscription by mobile phone, at 85 percent. The browsers used on these phones are WAP browsers or others that are more limited than PC browsers regarding URL length, cookie use, etc. Similar restrictions apply to digital TV browsers, for example, which are expected to come into wide use. 
Given the popularity of such browsers, artifact binding should be defined to accommodate use with diverse terminals.
3.11. Contract Identifier Uniqueness
Recommended patterns should be indicated in the CX specification regarding who should guarantee contract ID uniqueness (e.g., the offering service provider), to what extent (e.g., within the offering service provider), and until when (e.g., permanent with no reuse). 
3.12. Extensibility for Contract Time Stamping 
3.13. Essentially a contract is exchanged between two parties, the OP and RP. In reality, however, if the contract is later going to be shown outside these parties as evidence, use of a time stamp or the like via a trusted third party is conceivable. The CX specification should take this possibility into account. 
3.14. Accommodating Cases When the User Originating Offer Creation by RP Differs from the User Consenting to Offer at OP
As indicated in section ‎2.1.6, the CX specification should be applicable even when the user requesting a service differs from the user providing attributes.

3.15. Tying Contract to Attributes When Exchanging by Separate Routes 
A rule is needed for assuring that attributes are tied to the correct contract when attribute exchange takes place on a separate route (messaging) from contract exchange. 
3.16. Checking Legitimacy of API Endpoint URI in API Providing Use Case
In the use case in which API information is provided (‎2.3), there is a risk of the RP receiving a third-party API endpoint URI from a malicious OP (contract provider). The possible issue is that this will result in the RP being made to access the URI in a way that is perceived as an attack.

How the RP parses and uses API information after obtaining a contract from the OP and retrieving API information from the contract is outside the scope of the CX specification. However, that an RP retrieving an API endpoint URI from a contract ought to confirm the legitimacy of the URI before calling the Web API is something that should be included in the CX specification as a recommendation. 
As possible ways for the RP to confirm the legitimacy, when the OP and API provider are the same, the OP domain can be checked for matching with the API endpoint URI domain contained in the contract. When the OP and API provider are different entities, the API endpoint URI domain in the contract can be checked against a list of domains used for APIs by the API provider, obtained in advance. 
4. Future Work
While outside the scope of the OIDF CXWG activities, the following points also need to be studied. 
4.1. Contract Templates
Having RPs create contracts from scratch would impose too great an obstacle. The RP burden can be reduced by creating and widely sharing templates on which to base a contract. 
A contract template should set the types of attribute information to be passed and the minimum items to be included on the contract. When payment processing is to be performed, presumably different templates will be needed for payment collection by a third party or credit transfer, etc.
4.2. RP Trustworthiness 
For the sake of service interaction between OP and RP, a decision must be made separate from CX-based contract exchange as to whether the OP can really interact with that RP with assurance. For this purpose, RP rating information (reputation information) is necessary. 
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