Chapter 9
Encryption and Firewalls

Firewalls and Encryption
Encryption turns ordinary information into encoded ciphertext to preserve the authenticity, integrity, and privacy of the information that passes through the security perimeter. In other words, encryption is the process of concealing information to render it unreadable to all but the intended recipients.
The Cost of Encryption

Before you decide whether to use a firewall that has the ability to encrypt communications, be aware that encryption can be a very CPU-intensive process. The bastion host that hosts your firewall should be robust enough to manage encryption along with the other security functions you call on it to perform. In addition, encrypted packets may need to be padded to uniform length to ensure that some algorithms work effectively.

Preserving Data Integrity

Although encryption minimizes the risk that information will be corrupted, it is not foolproof. Even encrypted sessions can go wrong as a result of man-in-the-middle attacks: attacks in which a hacker intercepts part of an encrypted data session to gain control over the data being exchanged.

Another service related to data integrity that encryption can perform is nonrepudiation, which is the ability to prevent one participant in an electronic transaction from denying that it performed an action.

Maintaining Confidentiality

The most obvious reason to encrypt data is to keep it confidential. You want to render the information unreadable to all but the intended recipients. The reason that computers are stolen frequently is that the information such devices can contain is more valuable than the hardware itself.

Authenticating Network Clients

Firewalls that handle encryption, as well as specialized encryption software, can be used to identify individuals who possess “digital ID cards” that include encrypted codes. These codes include digital signatures, public keys, and private keys—all codes that are generated by complex algorithms. Users on the Internet can exchange these codes like digital ID cards, enabling them to identify each other. The same codes can be used to encrypt and decrypt e-mail messages as well as files.
Enabling VPNs

Encryption is an integral part of VPNs and is used to accomplish two types of goals:
· Encryption enables the firewall to determine whether the user who wants to connect to the VPN is actually authorized to do so.

· Encryption is used to encode the payload of the information to maintain privacy.

Principles of Cryptography

Cryptography and encryption provide a sophisticated approach to security. Many security-related tools use embedded encryption technologies. Encryption is the process of converting an original message into a form that is unreadable by unauthorized individuals. The science of encryption, known as cryptology, encompasses cryptography and cryptanalysis.

Encryption Definitions

Algorithm: The mathematical formula used to convert an unencrypted message into an encrypted message.

Cipher: The transformation of the individual components (characters, bytes, or bits) of an unencrypted message into 
encrypted components. 

Ciphertext or cryptogram: The unintelligible encrypted or encoded message that results from an encryption.  

Code: The transformation of the larger components (words or phrases) of an unencrypted message into encrypted 
components. 

Cryptosystem: The set of transformations necessary to convert an unencrypted message into an encrypted message.

Decipher: To decrypt or convert ciphertext to plaintext.

Encipher: To encrypt or convert plaintext to ciphertext.

Key or cryptovariable: The information used in conjunction with the algorithm to create ciphertext from plaintext.  

Keyspace: The entire range of values that can possibly be used to construct an individual key. 

Link encryption: A series of encryptions and decryptions between a number of systems, wherein each system in a 
network decrypts the message sent to it and then re-encrypts it using different keys and sends it to the next 
neighbor. This process continues until the message reaches the final destination.  

Plaintext: The original unencrypted message that is encrypted. Plaintext is also the name given to the results of a 
message that has been successfully decrypted.

Steganography: The process of hiding messages in a picture or graphic.

Work factor: The amount of effort (usually in hours) required to perform cryptanalysis on an encoded message so 
that it can be decrypted when the key or algorithm (or both) are unknown.

Cryptographic Notations

The notation used to describe the encryption process varies, depending on its source. The notation chosen for the discussion in this text uses the letter M to represent the original message, C to represent the resulting ciphertext, and E to represent the encryption process: thus, 
E(M) = C1.

Encryption Operations

Encryption is accomplished by using algorithms to manipulate the plaintext into the ciphertext for transmission.

Common Ciphers

In encryption, the most commonly used algorithms include three functions: substitution, transposition, and XOR. In a substitution cipher, you substitute one value for another. For example, using the line labeled “input text,” you can substitute the message character with the character three values to the right in the alphabet by looking at the aligned text in the line labeled “output text.”

Input text: 
ABCDEFGHIJKLMNOPQRSTUVWXYZ

Output text: DEFGHIJKLMNOPQRSTUVWXYZABC

Thus, a plaintext of BERLIN becomes EHUOLQ.

This is a simple enough method by itself, but it becomes very powerful if combined with other operations. Incidentally, this type of substitution is based on a monoalphabetic substitution, as it uses only one alphabet. More advanced substitution ciphers use two or more alphabets and are called polyalphabetic substitutions. 

Vernam Cipher
Also known as the one-time pad, the Vernam cipher was developed at AT&T and uses a set of characters only one time for each encryption process.

To perform the Vernam cipher encryption operation, the pad values are added to numeric values that represent the plaintext that needs to be encrypted. So, each character of the plaintext is turned into a number, and a pad value for that position is added to it. The resulting sum for that character is then converted back to a ciphertext letter for transmission.

When the two are added, if the values exceed 26, then 26 is subtracted from the total. (This is referred to as Modulo 26.) The corresponding results are then converted back to text.

Book or Running Key Cipher

Another method, made popular by spy movies, involves the use of text in a book as the key to decrypt a message. The cyphertext consists of a list of codes representing the page number, line number, and word number of the plaintext word.

The receiver must know which book to use. Dictionaries and thesauruses make the most popular sources, as they guarantee every word needed, although almost any book will suffice.

Symmetric Encryption

Symmetric encryption uses the same key, also known as a secret key, to encrypt and decrypt a message. Symmetric encryption methods can be extremely efficient, requiring minimal processing to either encrypt or decrypt the message.

The problem is that both the sender and the receiver must possess the encryption key. If either copy of the key is compromised, an intermediate can decrypt and read the messages. One of the challenges of symmetric key encryption is getting a copy of the key to the receiver, a process that must be conducted out-of-band to avoid interception.

Data Encryption Standard (DES)

The Data Encryption Standard (DES) was developed in 1977 by IBM and is based on the Data Encryption Algorithm (DEA). As implemented, DES uses a 64-bit block size and a 56-bit key. With a 56-bit key, the algorithm has 256 possible keys to choose from (over 72 quadrillion).

DES is a federally approved standard for non-classified data. DES was finally cracked in 1997 when the RSA offered $10,000 as a reward to the team that could crack the algorithm. Fourteen thousand users collaborated over the Internet to break the encryption.

Triple DES (3DES)

Triple DES (3DES) was developed as an improvement to DES. 3DES encrypts the message three times with three different keys.

In 1998, it took a dedicated computer designed by the Electronic Freedom Frontier (www.eff.org) more than 56 hours to break a DES key.

The successor to 3DES is Advanced Encryption Standard (AES). AES is based on the Rinjndael Block Cipher, a block cipher with a variable block length and a key length of either 128, 192, or 256 bits. It would take the same computer approximately 4,698,864 quintillion years to crack AES.

Asymmetric Encryption

Asymmetric encryption is another category of encryption techniques also known as public-key encryption.

Symmetric encryption uses a single key to encrypt and decrypt, but asymmetric encryption uses two different but related keys, one public and one private. For example, if Key A is used to encrypt the message, only Key B can decrypt it. The public key is stored in a public location where anyone can use it, and the private key is known only to the owner of the key pair.

Digital Signatures

Currently, asymmetric encryption processes are used to create digital signatures. When an asymmetric cryptographic process uses the sender’s private key to encrypt a message, the sender’s public key must be used to decrypt the message. When the decryption happens successfully, it provides verification that the message was sent by the sender and cannot be refuted. This process is known as nonrepudiation and is the principle of cryptography that underpins the authentication mechanism collectively known as a digital signature.

Digital signatures are encrypted messages that can be mathematically proven authentic. Digital signatures should be created using processes and products that are based on the Digital Signature Standard (DSS).

RSA

One of the most popular public key cryptosystems is a proprietary model named Rivest-Shamir-Adleman (RSA) after the surnames of its developers. It is the first public key encryption algorithm developed for commercial use. RSA is very popular and has been integrated into both Microsoft Internet Explorer and Netscape Navigator.

Public Key Infrastructures

A public key infrastructure (PKI) is the entire set of hardware, software, and cryptosystems necessary to implement public key encryption. PKI systems are based on public key cryptosystems and include digital certificates and certificate authorities. Common implementations of PKI include:

· Systems to issue digital certificates to users and servers

· Encryption enrollment

· Key-issuing systems

· Tools for managing the key issuance

· Verification and return of certificates

· Key revocation services

· Other services associated with PKI that vendors bundle into their products
Hybrid Systems

In practice, pure asymmetric key encryption is not widely used except in the area of certificates. Asymmetric key encryption is more often used in conjunction with symmetric key encryption—thus, as part of a hybrid encryption system.

The most common hybrid encryption system is based on the Diffie-Hellman Key Exchange method, which is a method for exchanging private keys using public key encryption. With Diffie-Hellman, asymmetric encryption is used to exchange session keys. These are limited-use symmetric keys for temporary communications; they allow two organizations to conduct quick, efficient, and secure communications based on symmetric encryption. Diffie-Hellman provided the foundation for subsequent developments in public key encryption.

Using Cryptographic Controls

Organizations with the need and the ability to use cryptographic controls can use them to support several aspects of the business:

· Confidentiality and integrity of e-mail and its attachments

· Authentication, confidentiality, integrity, and nonrepudiation of e-commerce transactions

· Authentication and confidentiality of remote access through VPN connections

· A higher standard of authentication when used to supplement access control systems
E-Mail Security

Several encryption cryptosystems have been adapted to inject some degree of security into Web communications.

S/MIME builds on the format of the Multipurpose Internet Mail Extensions (MIME) encoding format by adding encryption and authentication.

Privacy Enhanced Mail (PEM) was proposed by the Internet Engineering Task Force (IETF) as a standard to function with the public key cryptosystems. PEM uses 3DES symmetric key encryption and RSA for key exchanges and digital signatures.

Pretty Good Privacy (PGP) was developed by Phil Zimmerman and uses the IDEA Cipher along with RSA for key exchange.

Securing the Web

Just as PGP, PEM, and S/MIME work to secure e-mail operations, a number of related protocols work to secure Web browsers, especially at electronic commerce sites. Among these are Secure Electronic Transactions (SET), Secure Socket Layer (SSL), Secure Hypertext Transfer Protocol (S-HTTP), Secure Shell (SSH-2), and IP Security (IPSec).

Secure Electronic Transactions (SET) was developed by MasterCard and VISA in 1997 to provide protection from electronic payment fraud. SET uses DES to encrypt credit card information transfers and RSA for key exchange. SET provides the security for both Internet-based credit card transactions and credit card swipe systems in retail stores.

Securing Authentication

A final use of cryptosystems is to provide enhanced and secure authentication. One approach to this issue is provided by Kerberos, named after the three-headed dog of Greek mythology (Cerberus in Latin) that guarded the gates to the underworld. Kerberos uses symmetric key encryption to validate an individual user’s access to various network resources. It keeps a database containing the private keys of clients and servers that are in the authentication domain that it supervises.

Attacks on Cryptosystems

Historically, attempts to gain unauthorized access to secure communications have used brute force attacks. 

Ciphertext attacks involve a hacker searching for a common text structure, wording, or syntax in the encrypted message that can enable him or her to calculate the number of each type of letter used in the message. 

Frequency analysis can be used along with published frequency of occurrence patterns of various languages and can allow an experienced attacker to crack almost any code quickly if the individual has a large enough sample of the encoded text. To protect against this, modern algorithms attempt to remove the repetitive and predictable sequences of characters from the ciphertext.

Occasionally, an attacker may obtain duplicate texts, one in ciphertext and one in plaintext, which enable the individual to reverse-engineer the encryption algorithm in a known-plaintext attack scheme. Alternatively, an attacker may conduct a selected-plaintext attack by sending the potential victim a specific text that he or she is certain the victim will forward on to others.

Man-in-the-Middle Attack

A man-in-the-middle attack is designed to intercept the transmission of a public key or even to insert a known key structure in place of the requested public key. 

From the perspective of the victims of such attacks, their encrypted communication appears to be occurring normally, but, in fact, the attacker is receiving each encrypted message and decoding it and then encrypting and sending it to the originally intended recipient. 

Establishment of public keys with digital signatures can prevent the traditional man-in-the-middle attack, as the attacker cannot duplicate the signatures.

Correlation Attacks

Correlation attacks are a collection of brute-force methods that attempt to deduce statistical relationships between the structure of the unknown key and the ciphertext that is the output of the cryptosystem. 

Differential and linear cryptanalysis, both of which are advanced methods of breaking codes, have been used to mount successful attacks on block cipher encryptions such as DES. 

The only defense against this kind of attack is the selection of strong cryptosystems that have stood the test of time, thorough key management, and strict adherence to the best practices of cryptography in the frequency of changing keys.

Dictionary Attacks

In a dictionary attack, the attacker encrypts every word in a dictionary using the same cryptosystem as used by the target. Dictionary attacks can be successful when the ciphertext consists of relatively few characters, as in, for example, files that contain encrypted usernames and passwords. 

After a match is located, the attacker has essentially identified a potential valid password for the system under attack.

Timing Attacks

In a timing attack, the attacker eavesdrops during the victim’s session and uses statistical analysis of the user’s typing patterns and inter-keystroke timings to discern sensitive session information.

While timing analysis may not directly result in the decryption of sensitive data, it can be used to gain information about the encryption key and perhaps the cryptosystem in use. 

Once the attacker has successfully broken an encryption, he or she may launch a replay attack, which is an attempt to resubmit a recording of the deciphered authentication to gain entry into a secure source.

Defending Against Attacks

No matter how sophisticated encryption and cryptosystems have become, however, they have retained the same flaw that the first systems contained thousands of years ago: if you discover the key, you can determine the message. 
Thus, key management is not so much the management of technology but, rather, the management of people.
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