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	CHUBB INSURANCE COMPANY OF AUSTRALIA LIMITED

A.B.N. 69 003 710 647, AFS Licence No. 239778

DX 13031 Sydney Market Street, 

Citigroup Centre, L29, 2 Park Street, Sydney, NSW, 2000, Australia





INFORMATION & Network TECHNOLOGY liability Insurance Policy
PROPOSAL Form
STATUTORY NOTICES

Throughout this Proposal, “you”, “your” or “yours” refer to the Proponent specified in Part (1) of the Proposal. “We”, “us” or “our” refer to Chubb Insurance Company of Australia Limited.

YOUR DUTY OF DISCLOSURE
Before you enter into a contract of insurance with Chubb Insurance Company of Australia Limited (“Chubb”), you have a duty, under the Insurance Contracts Act 1984 (Cth.), to disclose to us every matter that you know, or could be reasonably expected to know, is relevant to our decision whether to accept the risk of the insurance, and if so, on what terms.

You have the same duty to disclose these matters to us before you renew or change the contract. 

Your duty, however, does not require disclosure of any matter:

· that diminishes our knowledge;

· that is of common knowledge;

· that we know, or in the ordinary course of our business as an insurer, ought to know; or 

· as to which compliance with the duty of disclosure is waived by us.
NON-DISCLOSURE


If you fail to comply with your duty of disclosure we may be entitled to reduce our liability under the contract in respect of a claim or may cancel the contract. If your non-disclosure is fraudulent we may also have the option of avoiding the contract from the beginning.

UTMOST GOOD FAITH

Every insurance contract is subject to the doctrine of utmost good faith which requires that parties to the contract should act toward each other with the utmost good faith.  Failure to do so on your part may prejudice any claim or the continuation of cover provided by Chubb.

CLAIMS MADE POLICY


This policy provides insurance on a “claims made” basis, which means that claims first advised to you (or made against you) during the period of insurance are insured, irrespective of when the incident causing the claim occurred.

NOT A RENEWABLE CONTRACT
Insurance under this policy will terminate at expiry of the Period of Insurance specified in your policy document.  If you wish to effect similar insurance for a subsequent period, it will be necessary for you to complete a new proposal form prior to the termination of the current policy so that terms of insurance and quotation/s can then be developed for your consideration.
SUBROGATION
You may prejudice your rights with regard to a claim if, without prior agreement from Chubb, you make agreement with a third party that will prevent Chubb from recovering the loss from that, or another party.

Your policy contains provisions that either exclude Chubb from liability, or reduces Chubb’s liability, if you have entered into any agreements that exclude your rights to recover damages from another party in relation to any loss, damage or destruction  which would allow you  to sustain a claim under this policy.

CHANGE OF RISK OR CIRCUMSTANCES
It is vital that you should advise us of any departure from your “normal” form of business (ie. that which has already been conveyed to Chubb).  For example, acquisitions, changes in location or new overseas activities.

CONFIDENTIALITY

Chubb acknowledges that this proposal may contain information of a commercially sensitive and confidential nature.  We undertake to restrict use of this information to matters related to the coverage sought and will not disclose this information to other parties.
COMPLETING THE PROPOSAL 

In completing this proposal and questionnaire:

· Please read all the “Statutory Notices” before completing this proposal form.

· Please answer all questions in full leaving no blank spaces.

· If you have insufficient space to complete any of your answers, please attach a separate signed and dated sheet and identify the question number concerned.

· Some sections of this proposal will not apply to your firm. Where this is the case please mark not applicable (N/A)

Before continuing, you will first need to provide us with the following:
1. 
Copies of your standard and largest sales, service & license contracts or agreements.

2. 
Your most recent annual report or audited financial statement.

Some sections of the application may not apply to your firm.  Where this is the case, please mark "not applicable" (N/A).
Applicant Information

	Applicant Name: (include names of all subsidiary or affiliated companies to be insured):

     


	Head Office Address:

     


	How many locations do you currently own or lease?         Please provide a property schedule

	Requested Effective Date:


	     

	Requested Retroactive Date:
	     



Part I. General Information 

	1. List all of your web site addresses:

     



	2. (i)  Number of years in business:


	     

	(ii) 
Total number of employees:
	     

	(iii) 
Average annual turnover of employees:
	      %

	  (iv) Composition of workforce (% based)
	        Technical
	      %
	        Sales and Marketing
	      %


3. Limit of Insurance
	Errors & Omissions
	 FORMCHECKBOX 
  $1m
	 FORMCHECKBOX 
  $2m
	 FORMCHECKBOX 
  $5m
	 FORMCHECKBOX 
  $10m
	 FORMCHECKBOX 
 Other $     

	Intellectual Property
	 FORMCHECKBOX 
  $250,000
	 FORMCHECKBOX 
  $500,000
	 FORMCHECKBOX 
  $1m
	 FORMCHECKBOX 
  $2m
	 FORMCHECKBOX 
 Other $     

	General Liability 
	 FORMCHECKBOX 
  $5,000,000
	 FORMCHECKBOX 
 $10,000,000
	 FORMCHECKBOX 
 $20,000,000
	 FORMCHECKBOX 
 Other $      


4. Deductible (each claim):
	Professional Liability (E&O/IP)
	 FORMCHECKBOX 
  $10,000
	 FORMCHECKBOX 
  $25,000
	 FORMCHECKBOX 
  $50,000
	 FORMCHECKBOX 
  $100,000
	 FORMCHECKBOX 
 Other $     

	General Liability
	 FORMCHECKBOX 
  $1,000
	 FORMCHECKBOX 
 Other $     


5. Worldwide Revenue, including Licensing Fees:  

	
	
Domestic
	USA/Canada
	Rest of World
	Total

	Prior Year
	$      
	$      
	$      
	$      

	Current Year
	$      
	$      
	$      
	$      

	Estimated Next Year
	$      
	$      
	$      
	$      


6. Provide the approximate percentage of your revenue applicable to each State, Territory and Overseas.

	NSW
	VIC
	QLD
	SA
	WA
	ACT
	NT
	TAS
	O/S

	     %
	     %
	     %
	     %
	     %
	     %
	     %
	     %
	     %


7. Financials     
	Over the past four years, how many years did you post a positive net income?       FORMCHECKBOX 
  0     FORMCHECKBOX 
  1     FORMCHECKBOX 
  2     FORMCHECKBOX 
  3     FORMCHECKBOX 
  4 


Mergers or Acquisitions or Divestitures     
	8. 
Have you sold any companies during the past three years?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	   
If yes, please detail:


     

	   
Did you retain the liabilities?


     
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
 No

	9. 
Have you acquired or merged with any companies or acquired any assets during the past three years?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	   
If yes, please detail:


     

	   
Did you purchase?
	 FORMCHECKBOX 
  Assets
	 FORMCHECKBOX 
  Liabilities


Part II. Types of Products and Services 
Select any of the following products and services currently generating 5% or more of your revenue:     

	Revenue Source
* Please also complete the Network and Security questions on page 10 of this application
	% of Annual Revenue

	Software Development
	

	
 FORMCHECKBOX 

	Prepackaged Software
	      %

	
 FORMCHECKBOX 

	Custom Software
	      %

	
 FORMCHECKBOX 

	Internet Infrastructure Software
	      %

	Consulting, System Integration and Design
	

	
 FORMCHECKBOX 

	Consulting
	      %

	
 FORMCHECKBOX 

	System Integration and Design
	      %

	Hardware or Network Equipment & Components  
	

	
 FORMCHECKBOX 

	Hardware Manufacture
	      %

	
 FORMCHECKBOX 

	Hardware Assembly
	      %

	Networking Voice and Data Transport 
	

	
 FORMCHECKBOX 

*
	Networking Voice and Data Transport
	      %

	Data Entry, Time Sharing, Processing or Billing Services   
	

	
 FORMCHECKBOX 

*
	Data Entry, Time Sharing, Processing or Billing Service
	      %


	Value Added Services     

	
 FORMCHECKBOX 

	Networking Infrastructure Construction or Design
	      %

	
 FORMCHECKBOX 

	Maintenance, Service or Support; Engineering
	      %

	
 FORMCHECKBOX 

	Value Added Reselling
	      %

	
 FORMCHECKBOX 

* 
	Internet Service / Access Provider, Internet Portal
	      %

	
 FORMCHECKBOX 

* 
	Application Service Provider
	      %

	
 FORMCHECKBOX 

	Temporary Leasing of Computer Programmers
	      %

	
 FORMCHECKBOX 

* 
	Web Hosting and Design
	      %

	
 FORMCHECKBOX 

* 
	Data Center / Outsourcing / Network Managed Services
	      %

	
 FORMCHECKBOX 

	Video Conferencing
	      %

	
 FORMCHECKBOX 

	Directory or Operator Services
	      %

	
 FORMCHECKBOX 

	Call Centers and Help Desk
	      %

	
 FORMCHECKBOX 
  *
	Data Retrieval / Infomediary / Search Engine
	      %

	
 FORMCHECKBOX 

	Retail or Wholesale Sales
	      %

	
 FORMCHECKBOX 

	Other
	      %

	* Please also complete the Network and Security questions on page 10 of this application

	Please describe any Other products or services:

     

	Please describe your consulting activities:

     


	1. 
Describe your business operations, and the application of your products or services: 


     


	2. 
Describe Typical Customer / End User:


     



Part III. Application of Products and Services 
	1. 
If the application of any products you develop, or services you provide, is included in the list below, identify them and indicate the percentage of annual revenue:                                                                              
	% of Annual Revenue

	
 FORMCHECKBOX 

	Network or online security advice or products  
	      %

	
 FORMCHECKBOX 
 
	Process Control, Monitoring or Safety Critical         
	      %

	
 FORMCHECKBOX 
 
	Banking or financial transactions  
	      %

	
 FORMCHECKBOX 
  
	Sales, Distribution & Inventory Management        
	      %

	
 FORMCHECKBOX 

	Government
	      %

	
 FORMCHECKBOX 

	Enterprise Resource Planning
 
	      %

	
 FORMCHECKBOX 

	Customer Relationship Management  
	      %

	
 FORMCHECKBOX 

	Supply Chain Management    
	      %

	
 FORMCHECKBOX 

 
	Enterprise Application Integration      
	      %

	
 FORMCHECKBOX 

	Health Care or Medical Purposes    
	      %

	
 FORMCHECKBOX 

	Aerospace or Defense applications     
	      %

	
 FORMCHECKBOX 

	Fire, security, or other emergency applications   
	      %

	
 FORMCHECKBOX 

	Oil and Gas, Power or Nuclear Energy 
	      %

	
 FORMCHECKBOX 

	Pollution or Environmental
 
	      %

	
 FORMCHECKBOX 

	Content and Knowledge Management  
	      %

	
 FORMCHECKBOX 

	Smart card solutions or Virtual Private Networks 
	      %

	
 FORMCHECKBOX 

	Payroll or Accounting
	      %

	
 FORMCHECKBOX 

	Entertainment or Gaming
	      %


	2. 
Number of different products currently supported or distributed:
	 FORMCHECKBOX 

0 
	 FORMCHECKBOX 

1 to 3
	 FORMCHECKBOX 

4 to 6
	 FORMCHECKBOX 

> than 6

	3.  
Number of various types of work/services being performed:
	 FORMCHECKBOX 

0 
	 FORMCHECKBOX 

1 to 3
	 FORMCHECKBOX 

4 to 6
	 FORMCHECKBOX 

> than 6

	4.  
If your products are consumer oriented in nature, please provide the total number of units sold over the last five years:
	 FORMCHECKBOX 
 
Less than 

5,000 units
	 FORMCHECKBOX 

5,000 to 

10,000 units
	 FORMCHECKBOX 
 
more than 

10,000 units

	5. 
What would be the largest financial and business impact on your customer from a failure of any of your products or services?
	 FORMCHECKBOX 
 
No Disruption
	 FORMCHECKBOX 

Minor or Delayed
	 FORMCHECKBOX 

Major or 

Immediate

	 
Please describe:


     



6. List any customer that represents 10% or more of your total annual revenue:
	Customer
	Revenue
	Product or Service

	     
	
     
	     

	     
	
     
	     

	     
	
     
	     

	     
	
     
	     

	     
	
     
	     


Part IV. Contracts and Agreements 

	1. 
What is the value of your largest contract or agreement?
	$     

	2. 
What is the maximum contract, agreement or purchase order length?
	     

	3. 
What is the value of your average contract, agreement, or purchase order?
	$     

	4. 
What is the average contract, agreement, or purchase order length? 
	     

	5. 
Do all your contracts or agreements limit your liability to the cost of your product or service?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	6. 
Do you negotiate contracts or agreements in which you accept liability for consequential damages, except for Intellectual Property?
	 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
  No
	Indicate % of the time: 

      %

	7. 
Do you perform legal review of all standard contracts & marketing materials prior to release?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	8. 
Will you accept customized or non-standard contracts, agreements or purchase orders?
	 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
  No
	Indicate % of the time:
      %

	9. 
Does legal counsel review all customized contracts prior to release?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	10. 
Are your global contracts or agreements written with the same provisions as your domestic contracts?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	11. 
Do you enter into contracts for a specified dollar value (i.e. fixed price contracts)
	 FORMCHECKBOX 
  Yes
 FORMCHECKBOX 
  No
	Indicate % of the time:
      %


12. 
Provide the following information for your five largest contracts, purchase orders or agreements:

	Customer Name
	Size of Contract ($)
	Length (Months)
	Development Cost (%)
	License Fees (%)
	Maintenance Cost / Fees (%)
	Type of Products / Services

	     
	$     
	     
	      %
	      %
	      %
	     

	     
	$     
	     
	      %
	      %
	      %
	     

	     
	$     
	     
	      %
	      %
	      %
	     

	     
	$     
	     
	      %
	      %
	      %
	     

	     
	$     
	     
	      %
	      %
	      %
	     


	13. Indicate which of the following provisions are included in your standard customer contracts or agreements:     

	
Statement of Work and Specifications     
	 FORMCHECKBOX 
  Yes  
	 FORMCHECKBOX 
  No  
	 FORMCHECKBOX 
  N/A 

	
Deliverables and Installation    
	 FORMCHECKBOX 
  Yes 
	 FORMCHECKBOX 
  No 
	 FORMCHECKBOX 
  N/A 

	
Mutual Hold Harmless Agreement   
	 FORMCHECKBOX 
  Yes  
	 FORMCHECKBOX 
  No 
	 FORMCHECKBOX 
  N/A 

	
Disclaimer of Warranties    
	 FORMCHECKBOX 
  Yes  
	 FORMCHECKBOX 
  No 
	 FORMCHECKBOX 
  N/A 

	
Dispute Resolution / Arbitration Provision  
	 FORMCHECKBOX 
  Yes  
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  N/A 

	
Severability Clause   
	 FORMCHECKBOX 
  Yes  
	 FORMCHECKBOX 
  No  
	 FORMCHECKBOX 
  N/A 

	
Entire Agreement Provision
	 FORMCHECKBOX 
  Yes  
	 FORMCHECKBOX 
  No 
	 FORMCHECKBOX 
  N/A 


Part V. Subcontractors 
	1.
Do you subcontract over 20% of development, implementation or support of your products or services?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No


	2.
What percentage of work is generated using subcontractors?
	      %

	3. 
Indicate which of the following services you specifically subcontract to others:

	Software Development
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	Systems Integration and Design
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	Service, Support, Customer Consulting, Call Center Services
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	Maintenance of your product
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	Billing Services
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	Networking Infrastructure Construction and Design
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	Network or Facilities Management and Maintenance 
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	Network or Systems Security
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No


Part VI. Quality Control and Product or System Development and Customer Sign-off Procedures 

	1.
Do your quality control procedures  or initiatives include the following: 

	
Written and Formalized Quality Control Program   
	 FORMCHECKBOX 
  Yes  
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  N/A 

	
Formal Customer Evaluation and Acceptance Procedures
	 FORMCHECKBOX 
  Yes  
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  N/A 

	
Vendor or VAR Certification Process
	 FORMCHECKBOX 
  Yes  
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  N/A 

	
Prototype Development
	 FORMCHECKBOX 
  Yes  
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  N/A 

	
Formal Product Recall Plan
	 FORMCHECKBOX 
  Yes  
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  N/A 

	
Alpha Testing
	 FORMCHECKBOX 
  Yes  
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  N/A 

	 
Beta Testing
	 FORMCHECKBOX 
  Yes  
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  N/A 


	2.
Do your product or systems development procedures include the following:

	
Systems development methodology in writing
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  N/A

	
A written proposal in order to determine customer performance expectations is required
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  N/A

	
A written contract of specifications of products and services signed by the customer
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  N/A

	
A written agreement outlining the scope of the project or services
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  N/A

	
Contract/Statement of work which outlines responsibilities of all parties
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  N/A


	3.
Do your Customer sign-off procedures include the following:

	  
Interim changes documented with customer sign-off are required
	 FORMCHECKBOX 
 Yes
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  N/A

	
Performance milestones acknowledged and accepted with customer sign-off when achieved  
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  N/A

	
Final test made with the customer and sign-off is required
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  N/A

	
A final acceptance letter or sign off agreement from the customer is required
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  N/A

	 
Formal policy for documenting/responding to customer complaints/requests for changes/fixes
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  N/A


Part VII. Customer Support 

	1.
Do you have at least two forms of customer or product support?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	2. 
Describe your customer training and support:


     


	3. 
Do you maintain written logs for customer complaints of problems or downtime?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	4. 
Describe your dispute resolution process:

     



Part VIII. Historical Information 
	1. 
In the past three years, have you or your subcontractors experienced any of the following:     

	
Product Recalls
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	
Delayed or past due Contracts
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	2. 
Within the past three years, have any customers withheld payment or requested a refund because your products or services:     

	
Did not meet the customer's performance expectations
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	
Did not perform in compliance with your warranties or representations
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	Please explain:
     


	3. 
Are you aware of any act, error or omission, unresolved contract dispute or any other circumstances, which may reasonably be expected to result in a claim?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	Please explain:
     


	4. 
Within the past three years, have you sued any customers for nonpayment of contracts?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	Please explain:
     



	5. 

List and provide details on any suits, potential suits, complaint letters, disputes or any other circumstances alleging nonperformance of contract or nonperformance of your products or services:


     


	6. 
Has any company ever declined to write, cancelled or non-renewed Errors or Omissions/Professional Liability coverage for you?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	Please explain:
     



	7. 
Do you currently purchase Errors or Omissions/Professional Liability coverage?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	Carrier Name
	     

	Effective Date
	     

	Limit
	     

	Deductible
	     

	Retroactive Date
	     


Part IX. Intellectual Property 

1. What percentage of your worldwide revenue is derived from each of the following?
	A

Products you create and distribute
     %
	B

Products you sell and distribute for others under license
     %
	C

Royalties received
     %
	D

All other activities

     %



Corporate Intellectual Property Policy

	2. 
Do your intellectual property protection or compliance procedures include the following?

	(i) 
A written policy distributed to all employees which includes: 

	
(a) 
Mandatory employees training 


	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  N/A

	
(b) 
Adherence to hiring guidelines 


	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  N/A

	(c) 
Intellectual property clearance searches conducted for all trademark,  copyright and patent applications
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  N/A

	
(d)
Acquisition of third party intellectual property rights via licenses, releases or  consents
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  N/A

	
(e) 
Indemnification received from all licensors

	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  N/A

	(ii) 
The policy is subject to an annual audit


	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  N/A

	(iii) 
Legal counsel is consulted prior to release of new products/services


	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  N/A

	(iv) 
Organisation is aware of and taking full advantage of all immunities and safe harbors that exists under current laws in all countries. 
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
	 FORMCHECKBOX 
  N/A


Products and Activities

	3. 
What percentage of your revenue is derived from products and services that are:
              1 yr old or less      %    1 to 2 yrs old      %         2 to 5 yrs old      %        over 5 yrs old      %

	4. 
Does legal counsel provide a written opinion relating to the copyright, trademark or patent eligibility of your products or services?
?es
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	5. 
Have you ever filed for or received any patents?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	6. 
Does your website, operations or products contain or offer any of the following?

	
 (i) 
Auction sites, stock or commodity trading, lotteries, gambling or gaming


	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	
 (ii) 
Internet or email advertising


	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	
 (iii) 
Downloadable music, videos or additional types of materials owned/ copyrighted by others
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	7. 
Do you protect your software object code and source code as trade secrets?
	 FORMCHECKBOX 
  Yes  
	 FORMCHECKBOX 
  No 

	8. 
Do you offer services that involve processing, transmitting or storing non-public personal information for customers in the medical, banking, financial services, media or retail business sectors?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	9. If your product/services were to fail, would non-public personal information be disclosed? 
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No


Competition 

	10. List your top three competitors 
1.                                                2.                                                3.      



Historical Information 

	11.
Has any person or organisation ever brought a lawsuit or made a claim against you involving an actual or potential:


	· copyright infringement
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	· trademark infringement
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	· patent infringement
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	· consumer litigation
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	· defamation action
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	· privacy violation
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	If yes, please describe:

     

	12.
Have you sued another, for patent, copyright, or trademark infringement?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	13.
Are you aware of any circumstances which may reasonably be expected to result in a claim?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	If yes, please describe:

     


FALSE INFORMATION

Any person who, knowingly and with the intent to defraud any insurance company or other person, files a proposal for insurance containing any false information, or conceals for the purpose of misleading, information concerning any fact material thereto, commits a fraudulent insurance act, which is a crime.

DUTY OF DISCLOSURE
Is there any other matter you should advise us of in accordance with your duty of disclosure?  If yes, comment in space provided below. 

DECLARATION
1.
I/We have read the Important Notices at the head of this Proposal.

2.
I/We declare that the answers above are true and correct and I/We have discharged my/our duty of disclosure.

3.
I/We agree that the person completing this Proposal wholly or in part does so as my/our agent and not that of Chubb Insurance Company of Australia Limited.


     
      /       /      
_____________________________________________________
___________________________


Signature of an Executive Officer of the Applicant
Date


     


_____________________________________________________



Name & Title


PLEASE ALSO COMPLETE THE NETWORK AND SECURITY SECTION IF YOU PERFORM ANY OF THE FOLLOWING NETWORKING SERVICES:
Network Voice and Data Transport, Internet Service / Access Provider, Internet Portal, Application Service Provider, Web Hosting, Data Center, Outsourcing, Network Managed Services, Facilities Management, Data Entry, Processing and Billing Services.
Part XI. Network & Facility Management 
Security Management     

	1. 
Do you advertise or contractually stipulate that your network is "secure"?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	2. 
Do you limit your liability in contracts for any breach of your security?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	3. 
Are firewalls used to prevent unauthorized access from computer systems and both internal and external networks?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	4. 
Are remote users authenticated before being allowed to connect to private or dedicated lines, VPN's, computer systems, or internal networks?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	5. 
Does your security system include password protection?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	6. 
Do you have internal data security?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	7. 
What type of encryption is used to secure data and information?


     

	8. 
Do you host any sensitive information, such as credit card or other information assets, for your clients?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	9. 
Do others rely on your network for directly generating revenue or taking customer orders?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	10. 
Are you responsible for any tangible property of clients such as servers or other equipment?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	11. 
Are anti-virus tools and procedures used on desktops and mission critical servers?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	12. 
How often are the tools and procedures updated?
	

	13. 
Do you have a formal patch management process in place?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	14. 
Are back-up and recovery procedures for all mission critical systems in place and documented?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	15. 
Are business continuity plans in place for all mission critical business processes?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	16. 
Are your network and computer systems monitored?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	

By Whom?          

	

How Often?         

	17. 
How do you learn about newly discovered weaknesses?


     

	18. 
Do you receive CERT advisories, or any other similar notification?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	19. 
What action do you take as a result and what is the time frame for such action?


     

	20. 
Do you outsource the management or maintenance of any part of your computer system or network, such as servers, firewalls etc. to others?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	21. 
Provide the details of vendors, including their names and services provided:


     

	22. 
Do you perform background checks, including credit and criminal history, on new programming, technical or security employees, independent consultants and vendors?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	23. 
Are all employees required to sign a statement that allows you to conduct mid-employment screenings at your discretion?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	24. 
Are all employees provided with your systems security policy manual?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	
Are all employees required to provide written confirmation acknowledging that they have received, read and understood the contents of the security policy manual?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	
Are all employees required to sign a statement confirming that failure to follow security procedures set forth in your systems security policy manual will result in disciplinary action, up to and including termination?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	Is training provided?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	25. 
Do employee termination procedures include immediate revocation of all access to systems, facilities and networks?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	26. 
Have you experienced a security breach?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	Provide details:
     


	What have you done to prevent it from occurring again?
     



Network Redundancy & Availability     

	27. 
 Does your network redundancy and availability loss prevention include the following:

	Looped network architecture
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	Network monitoring with automatic response
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	Load balancing available and offered to all customers
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	Management of third party providers (audits, agreements, etc)
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	Dependency on third party networks
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	Back up power
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	Automatic virus detection operating over your entire network
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	Do you use a standard service level agreement in which parameters for network availability are spelled out?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	If none of the above are used, please explain your approach to network redundancy and availability loss prevention:

     


	28.  What is your network's excess capacity percentage during the following periods?  

	Peak Demand
	      %

	Average Demand
	      %


Network Reliability     

	29. 
 Does your network reliability loss prevention include the following:     

	Audits of system performance, including trend analysis and incident investigation
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	Manufacturer warrantees on system components
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	Compliance with network warrantee stipulations
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	Meeting or exceeding manufacturer's specifications for preventive maintenance and scheduling
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	If none of the above are used, please explain your approach to network reliability loss prevention:
     


Infrastructure Protection     

	30.  Do you host, store, or maintain customer servers, data or information?
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	At each location at which you host customer property, data or information, does your physical protection include the following:      

	An automatic sprinkler system connected to a central station alarm
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	Automatic smoke detection connected to a central station alarm
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	Automatic heat detection connected to a central station alarm
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	Premises intrusion detection connected to a central station alarm
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	Power surge protection
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	An independent, back-up power supply
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No

	An emergency response team
	 FORMCHECKBOX 
  Yes
	 FORMCHECKBOX 
  No
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