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1. Overview

This guide describes the CNS-030 software supplied with the CNS-1610 Terminal Server, and contains all the information you need to set up use a Connection Station® that is running this software to attach terminals, printers, and modems to a network. It describes how to install the package so a Connection Station will download its executable CNS-030 software image and configuration files from either a TCP/IP-based computer or from the optional floppy drive that can be installed in the unit.

The CNS-1610 includes all of the capability of the CNS-010 software that is supplied with the CNS-1600 LAN-Attached Multiport product. The CNS-010 package is described in another document, the CNS-010 LAN-Attached Multiport Software for the CNS-1600 Installation and User’s Guide, order number 60-0256-01.

The terms “CNS-030” and “CNS-1610” are used interchangeably to describe the software covered by this manual. Likewise, the terms “CNS-010” and “CNS-1600” are used interchangeably to describe the Connection Station software which only supports the LAN-Attached Multiport features.

The hardware for both versions of the Connection Station is described in the CNS-1600 and CNS-1610 Hardware Installation and User’s Guide, order number 60-0500-01. That manual also includes information on making physical connections to the network and various devices attached to the Connection Station, as well as details on the standalone diagnostics and simple command interpreter (BIOS) which are included in the hardware.

Product Overview

The CNS-1610 enables you to connect terminals, printers, and modems to a TCP/IP-based network.

SYMBOL 183 \f "Symbol" \s 10 \h
Using multiple Connection Stations, you can provide a virtually unlimited number of ports to one or more hosts

SYMBOL 183 \f "Symbol" \s 10 \h
A terminal attached to a Connection Station can access any host on the network

SYMBOL 183 \f "Symbol" \s 10 \h
You can route IP packets from remote computers or networks to your local network using the serial ports of the Connection Station using SLIP and PPP

SYMBOL 183 \f "Symbol" \s 10 \h
A customizable configuration file controls the CNS-1610

SYMBOL 183 \f "Symbol" \s 10 \h
You can institute security with passwords and IP address filters

SYMBOL 183 \f "Symbol" \s 10 \h
You can manage the unit using industry standard SNMP

SYMBOL 183 \f "Symbol" \s 10 \h
You can set up pools of modems for dial-in or dial-out access

SYMBOL 183 \f "Symbol" \s 10 \h
Each serial port supports multiple terminal sessions, enabling a user to rapidly switch between applications and hosts

SYMBOL 183 \f "Symbol" \s 10 \h
Supports transparent printing using a terminal's auxiliary port

A description of the remaining chapters of this manual is given below:

Installation

TXE "installation:overview"The CNS-1610 requires its executable software image and configuration file to be downloaded when it is powered on. These files are downloaded by the resident BIOS on the Connection Station, and can come from two sources: an optional built-in floppy drive or a server on the network. This download process is referred to as a “boot.”

If you boot from the floppy drive, installing the software requires the change of some CNS-1610 parameters through the BIOS command interpreter, using an attached ASCII terminal. After that, putting a copy of the CNS-030 DOS format diskette into the floppy drive and plugging in the Connection Station will allow it to boot.

If you boot from a network server using the BOOTP/TFTP protocol, you typically install the software using one of the installation scripts provided, and then edit BOOTP and TFTP configuration files on the host server to provide various parameters to the Connection Station and to point to the download image on the host server.

All software installation information is provided in Chapter 2 of this manual.

Installing Terminals, Printers, and Modems

Both serial devices that operate using the default line parameters of 9600 baud with 8 data bits, 1 stop bit, no parity, and software flow control, or parallel printers can be attached and used immediately with no additional configuration. To vary the line parameters on a serial port, you add an stty line to the configuration file similar to the line you would type on a UNIX host. A wide choice of data rates, parity, flow control, and other parameters is then available.

The CNS-1610 allows any user on the TCP/IP network to access Connection Station printers and modems from a host computer. You can configure the Connection Station to make both serial and parallel printers, as well as modems, available as network devices to hosts using the telnet protocol. To use this feature, you associate Connection Station ports or groups of ports with a configurable TCP port number, then use the telnet command on another computer to attach to the Connection Station using the port you selected. This feature is referred to as “reverse telnet.”

Information on the configuration of ports for use with terminals, printers, and modems can be found in Chapters 3, 7, and 8.

The Command Shell

In the default configuration, a terminal user will initially be connected to the command shellXE "Command Shell:overview", a simple UNIX-like command interpreter that provides access to communication commands such as telnet and rlogin. It also provides access to a set of utility commands like stty that configure and control the interface. These commands are used very much like commands of the same name on the UNIX operating system, and are described in Chapter 4.

telnet and rlogin Connections

The CNS-1610 provides the ability for terminal users to log into any system on the attached TCP/IP network that supports telnet or rlogin services. These commands provide a full set of communication capabilities, and using them is described in Chapter 5.

Multiple Sessions

The CNS-1610 recognizes “hot key” sequences that permit you to rapidly switch between multiple telnet or rlogin sessions as well as back to the CNS-1610 command shell. You can also terminate sessions using the hot keys. If your terminal supports multiple screen pages, your screen will be automatically updated to display the screen associated with a session when you switch to it.

To use hot keys, you must specify the hot keys you want to use either using a default set based on your terminal type or by explicitly listing the hot keys you want to use. The hot keys default to the character sequences issued by the Shift function keys (Shift-F1, Shift-F2, etc.) for your terminal.

Multiple session capability is described in Chapter 6.

Security

XE "security:overview"Multiple levels of security can be configured into the Connection Station. The basic security level associates a password with a particular user name. A list of users is maintained in non-volatile storage on the Connection Station or on a UNIX host running the password server software provided with the unit. The CNS-1610 also includes audit XE "billing" \t "See audit trail"  trails that allow logging of user and administrative activity.

Security features of the CNS-1610 are detailed in Chapter 9.

Internetworking with SLIP and PPP

XE "internetworking:overview"You can interconnect two networks or host computers through the Connection Station using the SLIP or PPP serial protocols to route IP packets. After configuring the Connection Station port, you simply connect the Connection Station to a SLIP or PPP server on the other network using a standard serial line or modem. This capability is particularly useful for modem access for home PCs and portable computers. See Chapter 10 for more information concerning this.

Network Management with SNMP

The CNS-1610 fully supports the SNMP standard for network management. You can query and control the Connection Station from any management station that supports SNMP. Industry standard MIB-II as well as RFC compliant RS-232, parallel, and character MIBs are supported. Chapter 10 provides further information on the SNMP capabilities of the Connection Station.

High Availability

The CNS-1610 has both 10Base-T and AUI Ethernet connections. While both connections cannot be used at the same time, they can both be connected. In this mode, the CNS-1610 will periodically ping a selected host to verify the connection. If that ping fails, the software will automatically switch interfaces. Details on this capability are found in Chapter 12.

Customizing the Environment

Many aspects of the CNS-1610 operation can be specified using the configuration file. Examples of these include the ability to pre-configure a particular user name to be associated with each port and the ability to pre-configure ports or individual sessions on a port to run a particular connection without using the command shell. This provides the ability to configure the unit for less technical users and to restrict their access to other facilities of the Connection Station or to other hosts computers on the local area network. Information on configuration file customization are in Chapter 13.

Troubleshooting

The CNS-1610 provides a variety of tools to help you if things do not work the way you expect. A ping command is available to test the accessibility of other TCP/IP devices on the network. You can display and manage a variety of the internal tables including the ARP table and the routing table. Statistics are available for internal functions such as memory utilization. Finally, a memory dump facility exists to help Central Data assist you in the event of difficult problems. Troubleshooting information is located in Chapter 14.

Requirements

XE "requirements"In order to use the CNS-1610, you must have the Connection Station installed using procedures listed in the CNS-1600 and CNS-1610 Hardware Installation and User's Guide.

You can download the CNS-030 software from a host computer that supports the BOOTP and TFTP protocols or from the optional Connection Station XE "requirements: floppy drive"

XE "floppy drive"floppy disk drive (order number 60-0280-01).

The Connection Station normally uses an Ethernet port to communicate with other TCP/IP devices. You may use either a 10Base-T or AUI connection to the Ethernet. If you have the optional floppy drive to load the software initially, you can also use SLIP or PPP to communicate to the CNS-1610 over a serial line without using the Ethernet.

Upgrade Requirements

XE "upgrade requirements"In order to use the CNS-030 software on a CNS-1600, there are three things that must be done first. These are:


1. Memory must be at least 2 megabytes
2. Your BIOS must be version 5.12 or higher
3. You must have a security key

XE "upgrade requirements: memory"

XE "memory"If your CNS-1600 does not already have at least 2 megabytes of memory, you must purchase a memory upgrade option (order number 60-0272-01) and install it using the procedures listed in CNS-1600 and CNS-1610 Hardware Installation and User's Guide.

XE "upgrade requirements: BIOS"Your BIOS should be at least V5.12 or higher. If your BIOS is not at this level, you should upgrade it. A field-installable BIOS upgrade (order number 60-0329-01) may be obtained from Central Data if needed.

XE "upgrade requirements: product code"

XE "security"The CNS-030 software requires that you place a security key in the configuration file. The security key can be obtained by contacting Central Data if you have already purchased the CNS-030 Software Package (order number 60-0328-01) to run on the CNS-1600 that you wish to upgrade. You will need a separate key for each Connection Station, and will be requested to give that Connection Station’s serial number, as well as have proof of purchase of the CNS-030 Software Package in order to get the key.

If you have not purchased the CNS-030 Software Package, or wish to upgrade a CNS-1600 which was running the CNS-010 Software package, please contact Central Data for more information.

Contents of the Package

Your CNS-1610 includes:

SYMBOL 183 \f "Symbol" \s 10 \h
CNS-1610 communications server

· The CNS-1600/CNS-1610 hardware manual

SYMBOL 183 \f "Symbol" \s 10 \h
An AC power cordXE "power cord" for United States outlets

SYMBOL 183 \f "Symbol" \s 10 \h
A DB-25 terminal adapter (order number 60-1167-01)XE "terminals:adapter"
SYMBOL 183 \f "Symbol" \s 10 \h
A DB-25 modem adapter (order number 60-1166-01)XE "modems:adapter"
SYMBOL 183 \f "Symbol" \s 10 \h
A 12-foot Ethernet 10Base-T cableXE "UTP cables"

XE "cables:UTP"

XE "10BASE-T:cables"

XE "cables:10BASE-T"

XE "unshielded twisted pair" \t "see UTP cables"

XE "RJ-45"

XE "mounting brackets"
SYMBOL 183 \f "Symbol" \s 10 \h
The software on two 3.5" floppy diskettes

SYMBOL 183 \f "Symbol" \s 10 \h
This manual

SYMBOL 183 \f "Symbol" \s 10 \h
Product registration card

Contacting Central Data

If you have a question about the Connection Station or its software that is not answered in either in this manual or on the product summary label on the bottom of the unit, contact the company you purchased it from or Central Data technical support. You can contact Central Data by any of the following methods:

Phone: 1.217.359.8010
Toll Free (U.S.): 1.800.482.0315
FAX: 1.217.359.6904
email: support@cd.com
WWW: http://www.cd.com/
ftp: ftp.cd.com
Always contact us to request an RMA number before sending anything back. Please have the model and serial numbers for the product ready before you call. Pack the unit carefully before shipment to the following address:

Central Data

RMA #_____________

1602 Newton Drive

Champaign, IL 61821-1098

2. Installation

XE "installation:general"This chapter describes how to begin using the CNS-1610 with its CNS-030 software. In order to use the CNS-1610, you must:

SYMBOL 183 \f "Symbol" \s 10 \h
Set the IP address and related TCP/IP parameters

SYMBOL 183 \f "Symbol" \s 10 \h
Download the executable CNS-030 software image and configuration files onto the Connection Station from its optional floppy disk or from a host computer on the network

SYMBOL 183 \f "Symbol" \s 10 \h
Attach terminals, printers, or modems to begin using the system for telnet or rlogin connections with the default port parameters of 9600 baud and 8/1/N (8 data bits, 1 stop bit, no parity)

You may eventually want to customize the default configuration file that comes with the unit, but this is not required to begin it. The configuration fileXE "configuration file:introduction" is an ASCII file, distinct from the executable software image, which contains additional configuration information for the unit. Modifying the configuration file is required to use the ports in configurations other than the default, to activate the security features, or to initiate more specialized functions such as PPP connections or reverse telnet.

The remainder of this chapter describes in more detail how to begin using your CNS-1610. Instructions on setting up the configuration file to activate more specialized functions are provided in later chapters.

Setting the TCP/IP Parameters

Regardless of wXE "TCP/IP parameters: setting"

XE "IP address:setting"hether the unit is booting from floppy or over the network, you will need to set certain key TCP/IP parameters before you can use your CNS-1610. The IP address is the only parameter that absolutely must be defined. Additional parameters which may need to be set include:

SYMBOL 183 \f "Symbol" \s 10 \h
the network mask for your network if you are using subnetting

SYMBOL 183 \f "Symbol" \s 10 \h
the IP address of a default gateway routerXE "routes: default gateway"
SYMBOL 183 \f "Symbol" \s 10 \h
the IP address of a domain name server for your network

SYMBOL 183 \f "Symbol" \s 10 \h
the default domain name for names on your local network.

Consult the glossary if you are unfamiliar with these terms.

XE "TCP/IP parameters: sources"These parameters are set in one of three places:

1.
In the BIOS non-volatile RAM (NVRAM) of your Connection Station, through the BIOS command interpreter, using an attached ASCII terminal.

2.
In the /etc/bootptab file of a network server that is configured to provide the parameters to the CNS-1610 using BOOTP. This method allows for the centralization of the TCP/IP parameters in the /etc/bootptab file, and allows the NVRAM of the Connection Station to be left untouched.

3.
In the configuration file for the unit, whether loaded from its floppy disk or over the network.

XE "TCP/IP parameters: precidence"Parameters set in the configuration file will override any set in the host /etc/bootptab file, which in turn will override any set in the NVRAM.

The following is a list of the various download types, where the parameters may be set from, and the minimum NVRAM parameters in each case.

IP Address Parameter Sources

Download Type
Parameters Set From
Minimum NVRAM Parameters

BOOTP and TFTP
Configuration File, BOOTP, or NVRAM 
None

TFTP without BOOTP
Configuration File or NVRAM
inet
loadimage

host1

Floppy
NVRAM or Configuration File
floppy

Details on setting the parameters using the various methods is provided later in this chapter.

Choosing a Boot Method

XE "boot method"The CNS-1610 requires two files to operate: an executable software image and a configuration fileXE "configuration file:introduction". The image fileXE "operating image:introduction" contains the executable code for the Connection Station. The configuration file is an ASCII text file that you can edit to change the Connection Station's parameters. Both files are loaded when the Connection Station comes is powered on, as part of the process known as “booting the system.”

There are two ways to boot the Connection Station. Both methods have the same result. The methods are:

SYMBOL 183 \f "Symbol" \s 10 \h
From the optional floppy drive on the Connection Station

SYMBOL 183 \f "Symbol" \s 10 \h
From a server on the network, using the BOOTP/TFTP protocols

XE "installation:floppy drive"

XE "floppy drive:installation"The advantages of booting from the floppy drive include:

SYMBOL 183 \f "Symbol" \s 10 \h
XE "security"Nobody can change the configuration file without physically accessing the floppy disk. If the Connection Station is in a secure location, this prevents unauthorized tampering with the configuration.

SYMBOL 183 \f "Symbol" \s 10 \h
You do not need to have a server available on the network when the Connection Station boots.

XE "installation:network"

XE "network:installation"The advantages of booting from a network server include:

SYMBOL 183 \f "Symbol" \s 10 \h
You don't need the floppy drive on the Connection Station.

SYMBOL 183 \f "Symbol" \s 10 \h
You can edit the configuration file easily from the host machine on which it is kept. You do not need to have physical access to the Connection Station to change its configuration.

SYMBOL 183 \f "Symbol" \s 10 \h
You can keep different configurations in separate files and cause a particular file to be downloaded under different circumstances

Using Configuration Files

The configuration fileXE "configuration file:general" describes all the system settings for the Connection Station. It is a text file and can be edited by any text editor. This file is loaded from the same source as the executable software image.

The information in the configuration file is grouped in sections. Each section configures a part of the software in the Connection Station.

Note:
When you configure the Connection Station using the configuration file, it only defines the way that the Connection Station will act when it is powered on. Other commands given from a host computer or SNMP management station can temporarily change these settings until you restart the Connection Station.

Default Configuration File

XE "configuration file:default"The Connection Station software comes with a default configuration file that is sufficient for using rlogin and telnet commands from all 16 ports of the unit, using basic line parameters of 9600 baud 8/1/N. If this is all you want to do, then you do not have to modify the default configuration file.

Many examples are provided in the default configuration file (commented out with a semicolon at the beginning of the line). To use the examples you simply remove the semicolon. Note, however, that uncommenting one section may require you to make changes in another section. For example, if you decide you want to use a port for the reverse telnet service rather than as a normal command shell, you must disable the command shell session sections as well as uncomment one of the telnetd XE "telnetd" \t "See reverse telnet"  sections. More detailed procedures are provided in the following chapters.

Editing Configuration Files

XE "configuration file:editing"Because configuration files are text files, you can use a standard text editor to change them.

SYMBOL 183 \f "Symbol" \s 10 \h
If the configuration file is on a host system on the network, edit the configuration file on that host.

SYMBOL 183 \f "Symbol" \s 10 \h
If the configuration file is on the floppy diskette in the Connection Station, insert the floppy in any system that can read and write MS-DOS formatted floppies and edit the file there.

You do not have to be concerned about DOS versus UNIX format text files. Either format will be accepted by the Connection Station.

XE "reboot command"After editing the configuration file, you must reboot the Connection Station in order for the changes to take effect. If you change the configuration file and want to download the files to the Connection Station again, the best method is to use the reboot command in the command shell, as described in Chapter 4. You can also simply power cycle the Connection Station and let it reboot using its normal boot process.

Note:  Giving the reboot command or unplugging the Connection Station will automatically disconnect all users.

General Software Installation Information

XE "booting:network"

XE "installation:network"

XE "network:installation"As stated above, the executable software image and the configuration file can be downloaded automatically from a host on the network. You do not need to give any commands for this to happen, although you do need to be sure that the host is properly configured, as described in this section. 

In order to download the files from the network, you must configure a host system on the network as a server to respond to TFTPXE "BOOTP" requests. Configuration is easier if the server also supports the BOOTP protocol.

Also, the following utility software is provided with the CNS-030 software:

cnsconnect:
This is used by programs on the host (such as cu) that expect to access a modem through an operating system device. It makes the pseudo-tty ports on the Connection Station behave more like standard tty devices on the system. More information about cnsconnect can be found in Chapter 7.

passserv:  This program serves user passwords to CNS-1610 units on the network (if the CNS-1610 units are setup to use remote passwords). It is only needed on a host that is being used to verify CNS-1610 user passwords.

rpasswd:  This utility allows the modification of the password list on a remote password server. It is only needed on a host that is being used to verify CNS-1610 user passwords. More information on passserv and rpasswd can be found in Chapter 9.

If your host system is running the SCO UNIX operating system, the installation process will ask you to enter information about each Connection Station that you wish to boot from that host. The SCO UNIX installation process will modify all needed system files to allow the each Connection Station to boot from that system using the BOOTP and TFTP protocols. The software installation for other platforms just copies the utility programs to the proper directories on the system; configuration of BOOTP and TFTP on other systems must be done manually, as described later in this chapter. 

The CNS-030 software envelope contains two diskettes. The UNIX tar format diskette contains the CNS-1610 download image, skeleton configuration file, and host utilities, while the DOS format diskette contains only the CNS-1610 download image and skeleton configuration file.

The rest of this section describes setting up the CNS-1610 on the following systems:

SYMBOL 183 \f "Symbol" \s 10 \h
SCO UNIX and UnixWare (Santa Cruz Operation)

SYMBOL 183 \f "Symbol" \s 10 \h
AIX (IBM)

· HP-UX (Hewlett-Packard)

SYMBOL 183 \f "Symbol" \s 10 \h
Solaris for SPARC and x86 (Sun Microsystems)

SYMBOL 183 \f "Symbol" \s 10 \h
SunOS (Sun Microsystems)

· IRIX (Silicon Graphics)

SYMBOL 183 \f "Symbol" \s 10 \h
Generic BOOTP/TFTP

Other systems that support the BOOTP and TFTP protocols can also boot the CNS-1610. See your host operating system documentation for information on configuring these protocols on your server. Sections below go into much more detail about the use of the BOOTP and TFTP configuration files on UNIX systems. Source code is provided for the cnsconnect, passserv, and rpasswd utilities, so that these utilities can be created on any machine.XE "HPUX:installation"
Installation on SCO UNIX systems has an automated procedure associated with it, while installation on other UNIX systems is less automated. Those two different installation procedures are described separately below.

Before You Begin Any Installation

Before beginning installation, you need the following information:

· The Ethernet hardware address of the Connection Station you are installing. This address is printed on a label attached to the rear of the unit. This may be referred to as just the “Ethernet address.”

· The IP address you plan to assign to the Connection Station. You must select an address that does not conflict with any other device on your network. This may be referred to as the “Internet address.”

You may also need the following additional information, depending on your network’s configuration:

· The subnet mask (or “network mask”) of your network

· The IP address of a name server on your network (“name server address”)

· The IP address of a default gateway (“gateway address”)

· The domain name of your network

If you don’t enter these values, certain network functionality may not be available.

Installation under SCO UNIX

First, make sure you have not already installed either the CNS-030 or CNS-1610 on your host by following these steps for your version of SCO.

SCO 3.2v4.2 (OpenServer 3) and Earlier

1.
Login as root on your SCO system and type:

custom

2.
See if either of the following two software packages is listed: 

CNS-030 TCP/IP Communications Software
or
CNS-1610 TCP/IP Communications Software

If neither package is listed, continue with the actual installation of the software as described later in this section. If either package is listed, proceed with step 3.

3.
From the custom top-level menu select Remove.

4.
From the next menu select:

CNS-030 TCP/IP Communications Software
or
CNS-1610 TCP/IP Communications Software

5.
From the next menu select All.

6.
custom now verifies that you wish to continue; type Yes.

7.
Quit out of custom.

SCO 3.2v5.x (OpenServer 5)

1.
Login as root on your SCO system and type:

custom

2.
See if either of the following two software packages is listed:

CNS-030 TCP/IP Communications Software
or
CNS-1610 TCP/IP Communications Software

If neither package is listed, continue with the actual installation of the software as described later in this section. If either package is listed, proceed with step 3.

3.
Select the following item in the software list:

CNS-030 TCP/IP Communications Software
or
CNS-1610 TCP/IP Communications Software

4.
From the custom top-level menu select Software.

5.
From the software menu select Remove Software.

6.
From the next menu select Remove. The software should be removed from your host.

7.
Quit out of custom.

Actual Installation Under SCO UNIX

The CNS-1610 software package includes a UNIX tar format diskette designed for use with SCO's custom installation utility. Use custom to install the software from this diskette onto your SCO system and configure the system for downloading the Connection Station software. 

To install the software, place the tar format diskette into your host’s floppy drive and follow the steps for your version of SCO.

SCO 3.2v4.2 (OpenServer 3) and Earlier

1.
Login as root on your SCO system and type:

custom

The system should be in normal multi-user mode with SCO's TCP/IP package installed and operating.

2.
From the custom top-level menu select Install.

3.
From the next menu select A New Product.

4.
From the next menu select Entire Product.

5.
custom prompts you to insert a diskette. Insert the tar format diskette if you have not already done so. 

6.
Select Continue. custom scans the directory of the diskette and lists the following package to install:

CNS-1610 TCP/IP Communications Software

custom again asks you to install the diskette. You do not need to respond if you have already installed the diskette.

7.
Select Continue. custom copies the files from the diskette and installs them on your system in the /usr/lib/cns directory.

8.
The installation package verifies that you have TCP/IP installed and asks you a series of questions. You need to supply the TCP/IP parameters for your Connection Station, as described in the Before You Begin Any Installation section above. After you supply them, the installation package will output the parameters you have entered to verify that they are correct:

Ethernet Address:   0040630001c4

Internet Address:   192.132.4.3

Network Mask:       255.255.255.0

Gateway Address:    192.132.4.1

Nameserver Address: 192.132.4.3

Are these values acceptable [y/n] ?

The SCO installation package sets up a BOOTP/TFTP type of boot. Because of this, you should not have to modify the NVRAM of your Connection Station.

9.
Quit out of custom. If your Connection Station is powered up and attached to the same network as your host, it should begin downloading.

SCO 3.2v5.x (OpenServer 5)

1.
Login as root on your SCO system and type:

custom

The system should be in normal multi-user mode with SCO's TCP/IP package installed and operating.

2.
From the custom top-level menu select Software.

3.
From the Software menu select Install New.

4.
custom responds with:

What host (machine) do you want to install from?

Select your machine name and the continue box.

5.
custom responds with:

Insert media, and select media device.

The media device should default to Floppy Disk Drive. If not, select the floppy disk drive into which you inserted your diskette and then select the Continue box.

6.
custom checks the diskette, runs the prep script, and displays the message:

Installing: CNS-1610 TCP/IP Comm…Software (Vx.x.x)

Choose the Full box to start installation. custom copies the files from the diskette and installs them in the /usr/lib/cns directory on your system.

7.
The installation package verifies that you have TCP/IP installed and asks you a series of questions. You need to supply the TCP/IP parameters for your Connection Station, as described in the Before You Begin Any Installation section above. After you supply them, the installation package will output the parameters you have entered to verify that they are correct:

Ethernet Address:   0040630001c4

Internet Address:   192.132.4.3

Network Mask:       255.255.255.0

Gateway Address:    192.132.4.1

Nameserver Address: 192.132.4.3

Are these values acceptable [y/n] ?

The SCO installation package sets up a BOOTP/TFTP type of boot. Because of this, you should not have to modify the NVRAM of your Connection Station.

8.
Quit out of custom. If your Connection Station is powered up and attached to the same network as your host, it should begin downloading.

Installation on Non-SCO UNIX Platforms

If you are installing the CNS-1610 software on a non-SCO platform, the following information familiarizes you with the directory structure of the tar format diskette. The software for the CNS-1610 is placed under the directory /usr/lib/cns. The contents of related directories and subdirectories are described below:

/usr/lib/cns
CNS-1610 download image and configuration file

/usr/lib/cns/src
Non-SCO install and deinstall scripts

/usr/lib/cns/src/cnsconnect
Source code, makefile, and skeleton configuration file for cnsconnect

/usr/lib/cns/src/pwserver
Source code and makefile for passserv and rpasswd
/usr/lib/cns/aix
/usr/lib/cns/hpux
/usr/lib/cns/irix
/usr/lib/cns/sco
/usr/lib/cns/solaris-sparc
/usr/lib/cns/solaris-x86 
/usr/lib/cns/sun
/usr/lib/cns/unixware
Executables for cnsconnect, passserv, and rpasswd on the platform indicated by the directory name

/usr/lib/cns/solaris
/usr/lib/cns/unixware2.0
Executables for previous releases (should be removed if found) 

Before You Begin

Make sure you have not already installed either the CNS-030 or CNS-1610 on your host by following these steps: 

1.
Login as root on your non-SCO system and type cd /usr/lib/cns.
2.
If the cd command fails, it means that you have not previously installed this package and may proceed with installation (see Installation on a Supported Platform below). If the command did not fail, continue with step 3.
3.
Type the following commands to remove all existing CNS-1610 files:

cd /usr/lib
rm -r cns

Installation Hints

Under some versions of Solaris, a daemon called the Volume Manager, or vold, is automatically started and prevents access to the floppy disk. To install the CNS-1610, you need to stop the daemon, install the CNS-1610 as described above, and then restart the daemon. Refer to your Solaris documentation for information on the Volume Manager.

Installation on a Supported Platform

This installation procedure applies to the following platforms:

· AIX (IBM)

· HP-UX (Hewlett-Packard)

· Solaris for x86 and SPARC (Sun Microsystems)

· SunOS (Sun Microsystems)

· UnixWare (Santa Cruz Operation)
· IRIX (Silicon Graphics)

To install the CNS-1610, place the tar format diskette into your system’s floppy drive and follow the steps below.

1.
Login as root on your system.

2.
Type cd /.

3.
Extract the entire contents of the floppy using the command:

tar xvf /dev/rfd0

This creates a directory called /usr/lib/cns and extracts files into that directory. A few files are extracted into /tmp but they can be ignored.

If you have downloaded an image file of the CNS-1610 diskette (and don’t have the diskette itself), you should move this image file to the root directory. The image file is usually called 01. You would then use the following tar command instead of the one above (with the appropriate file name in place of 01):

tar xvf 01
4.
Run the following shell script: /usr/lib/cns/src/install.

5.
The system prompts you for the following information:

Please enter the platform that you are installing on.
Choices are: aix, hpux, sun, solaris-x86, solaris-risc, 
and irix.
[Enter choice or q]: 

6.
Enter your platform type. The script then installs the software on your host. If this error message is displayed:

Platform <platform> is not currently supported.

you either mistyped the platform or are installing on an unsupported platform. If you mistyped the platform, return to step 4. If you have an unsupported platform, see Installation Hints below.

7.
The script installs the CNS-1610 software on your UNIX host. Refer to instructions in Downloading the Connection Station Software below for information on setting up your system to download the CNS-1610 software.

Installation on an Unsupported Platform

If you want to install the CNS-1610 on a platform other than those listed above, please note the following:

· You will probably have to make an executable version of the cnsconnect, passserv and rpasswd utilities using the compiler on your host.

Note:  If you do not have ready access to the compilers necessary to make your own executable binary file, and your host is an x86 machine running UNIX SVR4, try using the UnixWare binaries.

· If your host does not support tar format diskettes or the tar command, you may be able to use the supplied DOS format diskette. However, you will not have access to the host-based utilities, since only the CNS-030 software image and sample configuration file are on the DOS diskette.

SYMBOL 183 \f "Symbol" \s 10 \h
Your host must have the TCP/IP package installed properly. Before attempting to download the Connection Station software, it is best if you have verified this functionality by using the ping command to verify connectivity to another host on the network.

Installing From the tar Format Diskette

Place the tar format diskette in the system’s floppy drive and follow steps 1-3 of the section Installing on a Supported Platform found earlier in this chapter. These steps perform an extraction that places the files in the /usr/lib/cns directory.

You need to decide which parts of the software distribution to keep. If you are compiling your own version of the host utilities, the following platform directories may be safely removed:

/usr/lib/cns/aix
/usr/lib/cns/hpux
/usr/lib/cns/irix

/usr/lib/cns/sco
/usr/lib/cns/solaris-sparc
/usr/lib/cns/solaris-x86
/usr/lib/cns/sun
/usr/lib/cns/unixware


(If you want to try the SVR4 binaries, keep the unixware directory.)

Many of the files on the tar diskette are compressed using the UNIX compress utility. These files must be uncompressed before they can be used. These files do not, however, have the usual .Z extension. A shell script called uncompress? is supplied in the /usr/lib/cns/src directory to handle these files. This utility uncompresses the file and gives it the same name. Uncompress the files in each of the directories you keep. You can do this by changing to the directory and typing:

/usr/lib/cns/src/uncompress? *

You must now compile the utility programs using the compiler provided on your system.

Installing from the DOS Diskette

The DOS diskette contains only the download image called cns-030.cns and a default configuration file called cns-030.cfg. Both files are located in the root of a DOS file system. Use a DOS copy command to move them to the system that you want to use to download the Connection Station.

This is a sample directory listing of the DOS diskette (the current version may vary somewhat):

04/28/95  03:58p       513,416 CNS-030.CNS
04/28/95  09:47a        44,882 CNS-030.CFG

The files on the DOS diskette are different from their equivalent files on the tar diskette. The download image on the DOS diskette is compressed using a proprietary format that is decompressed by the Connection Station during its boot process and does not need to be uncompressed at the host. The configuration file is not compressed. 

After you copy the two files to the host, you need to configure the Connection Station and host server to set the IP address and related TCP/IP parameters, and to download these files.

Setting the IP Address and Related TCP/IP Parameters on the Connection Station

If you have installed the CNS-1610 on a SCO UNIX host, you probably do not need to make any changes to set your Connection Station IP address and related TCP/IP parameters, as the software installation process for that platform configures the BOOTP protocol to provide these. You may, however, still find some of the information in this section useful.

As stated earlier in this chapter, you can use the BOOTP protocol, the Connection Station’s NVRAM, or the configuration file on the optional built-in floppy diskette to provide an IP address and related TCP/IP parameters to the unit. The following parameters must be supplied at a minimum:

· inet

· loadimage

· host1

Depending on your network configuration, you may need other parameters as well. Read this section carefully, or check with your network system administrator if you have any questions in this regard.

Gateways and Router Considerations

The use of gateways and routers can complicate installation of the Connection Station. Please note the following restrictions when a gateway or router is being used:

· The Connection Station cannot use BOOTP across a gateway or router. Although some gateways and routers support BOOTP, Central Data supports only directed load and does not warrant BOOTP operation. 

· The gateway must be defined in the NVRAM, as described later in this section of this manual.
Setting Parameters by Setting up BOOTP (Non-SCO UNIX)
If your host supports BOOTP, please refer to the vendor’s documentation on bootpd and bootptab. The following general instructions may be helpful.

Enabling the BOOTP Service

You probably need to enable the BOOTP service in a file called inetd.conf. This file is usually found in the /etc directory. Edit this file with a text editor and look for a line similar to this one:

#bootps dgram udp wait root /etc/bootpd bootpd

Remove the # at the beginning of the line and save the file. (The specifics for your UNIX host may differ from this; please refer to documentation supplied with your system.) 

After you modify the inetd.conf file, you need to alert the inet daemon to reread it by sending the process a signal. Find the process ID (pid) of the daemon by typing:

ps -ef | grep inetd
root 933 919 TS 80 0 Apr 13 ? 0:01 /usr/sbin/inetd

(The above is an example from a Unixware 2.0 system.) Note that the pid is the second thing displayed as a result of the ps command. Send a signal to the indicated process by typing (in this example):

kill -1 933

Setting bootp Tags

Upon startup, bootpd first reads its configuration file, /etc/bootptab, and then begins listening for boot request packets. The configuration file has two-character, case-sensitive tag symbols to represent host parameters. Colons separate the parameter declarations. The general format is:

hostname:tg=value...:tg=value...:tg=value...

where hostname is the actual name of a BOOTP client and tg is a two-character tag symbol. Most tags must be followed by an equal sign and a value; some may appear in a Boolean form with no value (:tg:).

The following tags are required for installing the CNS-1610:

bf
boot file

hd
boot file home directory

ha
Ethernet address of the Connection Station

ip
IP address of the Connection Station

ht
hardware type (use Ethernet)

vm
version of bootp (use rfc1048 if this field is available)

The Connection Station specifies a null boot file when it sends out its BOOTP request. The reply from bootpd depends on the hd and bf tags. If the bf tag specifies an absolute pathname for an existing file, the reply packet contains just that pathname. Otherwise, if the hd and bf tags together specify an accessible file, that filename is returned in the reply. If a complete filename cannot be determined or the file does not exist, the reply contains a blank boot file field. 

If you are running secure tftp (usually denoted by the -s parameter in the startup line in /etc/inetd.conf), you may need to eliminate the hd parameter and not specify the pathname in bf. The cns-030.cns file and configuration file must then reside in the secure tftp directory.

In addition to the previously described tags, the following tags also provide information to the Connection Station. These tags are not required but are used by the Connection Station if they are supplied.

sm
subnet mask

ns
name server

gw
gateway name

The files specified in the BOOTP tags must have their public read access bits set. All filenames are first tried as filename.hostname and then simply as filename, thus providing for individual per-host bootfiles.

Setting Parameters in NVRAM 

To set the NVRAM parameters in your Connection Station, follow these steps: 

1.
Unplug the Connection Station if it is already plugged in.

2.
Connect an ASCII terminal to one of the Connection Station ports using the cable and terminal adapter supplied with the Connection Station.

3.
Set the terminal to 9600 baud, 8 data bits, 1 stop bit, no parity.

4.
Plug in the Connection Station.

5.
Within 10 seconds of plugging in the Connection Station, press the # key at least four times, then wait for the power-on self-test to complete. (On some terminals, the # key is replaced by a key with the £ symbol.) 

6.
The BIOS responds with a copyright and status message similar to:

Copyright (C) Central Data 1992-1995…
BIOS Console on Port 1 (5.21 31-316-07 04/21/95)

then displays a prompt. See the BIOS chapter in the CNS-1600 and CNS-1610 Hardware Installation and User's Guide for troubleshooting information.

The BIOS uses a simple command processor that operates similar to the UNIX shell. Press the Enter key after each command. If you make a mistake in typing the command, use the Backspace key to erase what you typed.

The BIOS displays OK after each command that executes successfully.

7.
Type the command:

admin password
The default administrator password is corollary. If you have changed the administrator password, use your new password. The prompt now changes to #>.

8.
Assign an IP address to the Connection Station with the command:

set inet 192.132.4.3

where 192.132.4.3 is a sample IP address in standard dotted-decimal notation.

9.
Specify the name of the download file with the command:

set loadi /usr/lib/cns/cns-030.cns
If you are using secure tftp or have put the download image in another place on your host, use that pathname.

10.
 Assign an IP address to the download host with the command:

set host1 192.132.4.3
where 192.132.4.2 is a sample IP address. 

11.
You may need to set additional NVRAM parameters. Refer to the following sections before issuing the save command.

Save the addresses and filenames into nonvolatile memory in the Connection Station by typing the following command:

save

The saved information will be available each time you plug in the Connection Station. You can use the BIOS command show to review what you have typed. More details on setting BIOS parameters are provided in the CNS-1600 and CNS-1610 Hardware Installation and User's Guide. If you do not save the information, the parameters revert to their previous values the next time you plug in the Connection Station.

12.
Attach the Connection Station to your TCP/IP network. Using the Ethernet interface is described in the CNS-1600 and CNS-1610 Hardware Installation and User's Guide.

If You Are Using Subnets
If you are using subnets requiring a network mask, assign a net mask to the Connection Station by issuing this command before issuing the save command:

set netmask 255.255.255.0
where 255.255.255.0  is a sample net mask in dotted-decimal notation.

If You Are Loading Across Gateways or Routers

If the download host is on the other side of a gateway, set the gateway address in the NVRAM by issuing this command before issuing the save command:

set gateway 192.132.4.1
where 192.132.4.1 is a sample IP address of the gateway in dotted-decimal notation.

If Your Network Frametype Is Not Ethernet II

If you are using the IEEE 802.3 style of frame encapsulation for TCP/IP instead of the more common Ethernet II style, change the encapsulation by issuing this command before issuing the save command:

set frametype type
where type has the value ETHERNET_SNAP. This value is normally auto or ETHERNET_II. If you are not sure of the correct value, use the default value of auto, which selects Ethernet II frame encapsulation.

If You Are Using Domain Names

XE "domain name server:setting"

XE "name server" \t "see domain name server" \iDetermine the domain name server that will be used by the Connection Station. If you specify a name server, you can use host names instead of IP addresses when establishing rlogin or telnet sessions. You can skip this step if your network does not have a name server. Give the command:

set nameserver 192.132.4.7
where 192.132.4.7 is an example of the IP address of a domain name server on your network. If you have more than one name server in your network, you can use the configuration file to specify multiple name servers. 

XE "domain name:default"

XE "domain name:setting"If you are in an Internet environment and your local network has a domain assigned, tell the Connection Station about it with the command: 

set domain domain_name
where domain_name is the Internet domain of your local network as in "cd.com". This field is used by some name servers to resolve local names.

Setting Parameters Using the Floppy Drive

The floppy is a standard DOS format diskette. Central Data recommends that you make a copy of the DOS format diskette that came with the CNS-1610 using the DOS diskcopy command, put the original in a safe place, and boot from the copy.

You will need to use a terminal to set the following parameter into the NVRAM as described in the Setting Parameters in NVRAM section just before this one:

set floppy enable

This tells the Connection Station to load its binary image and configuration file from its floppy diskette drive. You must then put the IP address and related TCP/IP parameters in the TCP section of the configuration file on the diskette using a DOS ASCII text editor to edit the file cns-030.cfg. See the TCP/IP Environment section in Chapter 13 for information on setting these parameters in the configuration file.

After you have completed modifying the configuration file, you can boot your Connection Station as described below:

1.
Unplug the Connection Station if it is already plugged in.

2.
Insert the boot floppy into the Connection Station's floppy drive.

3.
Plug in the Connection Station.

Downloading the Connection Station Software

If you have installed the CNS-1610 on a SCO UNIX host, you probably do not need to make any changes to download your Connection Station software, as the software installation process for that platform configures the TFTP protocol to do this. You may, however, still find some of the information in this section useful.

Overview

You can download the Connection Station files from a floppy disk or over the network. The steps you need to take for floppy disk downloads are covered in the Setting Parameters Using the Floppy Drive section above.

The TFTP protocol is the preferred method for downloading the Connection Station software. For this download method, you need to set up TFTP on your system.

Your UNIX host must have its TCP/IP package installed properly before you attempt to download the Connection Station software. Use the ping command to verify connectivity to another host on the network.

If you are loading from the network, you must set up your host to perform a TFTP download. If your host supports TFTP, please refer to the vendor’s documentation on tftp. The following general instructions may be helpful.

You probably need to enable the TFTP service in a file called inetd.conf. This file is usually found in the /etc directory. Edit this file with a text editor and look for lines similar to these:

#tftp dgram udp wait nouser /etc/tftpd tftpd
#tftp dgram udp wait root /etc/tftpd tftpd -s /tboot

If you do not find these lines, refer to your host documentation to determine if TFTP is supported by your system. If both lines are commented out, you need to uncomment one of them. In the above example, the first line is a standard TFTP. This program allows TFTP requests to anywhere on the host file system. Uncomment this line if you are not concerned about file system security. 

The second line is a secure TFTP. This program allows TFTP requests only to the directory specified by the -s parameter, in this case /tftpboot. Uncomment this line if you are concerned about the security of your file system. 

The specifics for your host may differ from this explanation; please refer to the documentation supplied with your machine.

After you modify the inetd.conf file, you need to alert the inet daemon to reread it by sending the process a signal. Find the process ID (pid) of the daemon by typing:

ps -ef | grep inetd
root   933   919   TS  80 0 Apr 13 ? 0:01 /usr/sbin/inetd

(The above is an example from a Unixware 2.0 system.) Note that the pid is the second thing displayed as a result of the ps command. Send a signal to the indicated process by typing (in this example):

kill -1 933

Connection Station Downloading Issues

XE "booting: Connection Station Issues"There are several things that have to be done to the Connection Station in order to successfully download the CNS-1610.

SYMBOL 183 \f "Symbol" \s 10 \h
If you are going to use the floppy drive for loading, make sure that it is installed properly. See CNS-1600 and CNS-1610 Hardware Installation and User's Guide for more information on this topic.
SYMBOL 183 \f "Symbol" \s 10 \h
Attach the Connection Station to the network. See CNS-1600 and CNS-1610 Hardware Installation and User's Guide for more information on this topic.
SYMBOL 183 \f "Symbol" \s 10 \h
When using BOOTP, you may choose not to modify the NVRAM of the Connection Station. For other methods of setting the IP address and related TCP/IP parameters, however, you must modify it. 

SYMBOL 183 \f "Symbol" \s 10 \h
Verify that the Connection Station has two megabytes of memory. See CNS-1600 and CNS-1610 Hardware Installation and User's Guide for more information on this topic.

SYMBOL 183 \f "Symbol" \s 10 \h
Verify that the Connection Station is properly licensed to run the terminal server software.

If you are having a software licensing problem on your Connection Station, you will see a cs005 error in the system log. Appendix B provides more information on error codes and their resolution.

XE "booting:file overview"File Downloading Overview

XE "booting:file overview"Although the boot procedure is automatic, it is useful to understand it so that you can troubleshoot problems if they arise. The following explains the default method by which the software is downloaded.

The booting and initialization process takes from 2 to 5 minutes. When it is completed, devices attached to the Connection Station will be ready to use. If after waiting for 5 minutes you do not see a command shell prompt on a terminal attached to the Connection Station, you should begin troubleshooting the download. See Troubleshooting Downloading in Chapter 14 of this manual.

To begin using a terminal on your Connection Station, when you see the command shell prompt, ">>", type:

rlogin hostname
where hostname is the host name or IP address of a host on your network. See Chapter 5 for more information on making connections.

1.
After the Connection Station has gone through its self-test diagnostics, it checks to see if you have configured a directed load by setting a value other than auto in the Primary Download Host (host1) field of the NVRAM on the Connection Station. If you have not modified your NVRAM, then it will have the value auto by default. If you have set this field, then it skips the BOOTP query and proceeds directly with the TFTP transfer in step 4 below.

2.
Assuming you have not specified a directed load, the Connection Station sends a BOOTP message on the network seeking a host computer that is supposed to download to it.

3.
The system which is configured to look for such messages will respond with the name of the boot file. This is the binary executable image file. The name of this file is normally cns-030.cns.

4.
The Connection Station then request a file of that name from the host, using the TFTPXE "TFTP" protocol.

5.
The host computer downloads the executable binary image file to the Connection Station. The light for port 16 will flicker rapidly while it is downloading.

6.
The Connection Station makes a request to the same host to send the configuration XE "configuration file:downloading" 

 XE "booting:configuration file"  file. That file is in the same directory as the binary image file, but has the name xxxxxxxxxxxx.cfg, where xxxxxxxxxxxx is the Connection Station's Ethernet address in hexadecimal notation. Thus, if the Ethernet address of the Connection Station is 00406EEA2981, the Connection Station requests file 00406eea2981.cfg from the same directory as the binary image. Note that hex digits are all in lower case. This name can be overridden by modifying a value in the BIOS.


If it cannot find a file of this name, it retries the request using a name containing only the lower 8 digits of the Ethernet address such as 6eea2981.cfg in the example above. This is in case you are loading from a DOS system that only supports 8 character file names. Finally, if it cannot find a file with this name, it will try to load the default configuration file name, cns-030.cfg.

After it has completed downloading, the CNS-1610 will turn off all the port lights and begin executing the binary image. When it has fully initialized, it will activate port lights that have devices attached.

If you have changed either the configuration file name or the image file name from the default, the new name will override the above sequence and it will only use these new names.

7.
If the Connection Station cannot find a configuration file to load, the image will not attempt to start. It will simply reset the box and restart the download sequence. It will keep retrying until it successfully loads both the image and configuration file.

De-installation

XE "deinstallation"If you decide that you no longer want the software for the CNS-1610 on a host system you can de-install the software. This involves removing any files that were added during the installation. A de-install script is provided for all those systems that were installed using the install script. Under SCO UNIX you can use the custom utility to de-install the software.

De-installation under SCO UNIX

Under SCO UNIX, the CNS-1610 uses the SCO custom utility to de-install the software.

1.
Login as root on your SCO system and type custom.

2.
From the custom top level menu select Remove.

3.
From the next menu select CNS-1610 TCP/IP...
4.
From the next menu select All.

5.
Custom will now verify that you wish to continue, type Yes.

6.
Finally, quit out of custom. The next time you reboot your Connection Station it will have to load from another source before it will function.

De-installation from other supported UNIX platforms

1.
Login as root on your system.

2.
Run the following shell script:

/usr/lib/cns/src/deinstall


The script will remove all the files that the install script added to your system. The next time you reboot your Connection Station it will have to load from another source before it will function.

De-installation from other UNIX platforms

XE "generic deinstallation"1.
Login as root on your system.

2.
Type the following commands:

cd /usr/lib
rm -r cns


The script will remove most of the files that the install script added to your system. The next time you reboot your Connection Station it will have to load from another source before it will function.

Network Control Files

Installation may have made the following changes that you may want to check for. Even if you have run a Central Data supplied deinstall script, some of these files may be left alone because changing them may affect things other than the Central Data software. Thus, be careful in editing these files as they may affect the operation of other portions of the system.

XE "AIX:Deinstallation"

XE "Sun/OS:Deinstallation"

XE "Solaris:Deinstallation"

XE "Unixware 2.0:Deinstallation"

XE "SCO UNIX:Deinstallation"

XE "Deinstallation:AIX"

XE Deinstallation:Sun/OS"

XE Deinstallation:Solaris" 

XE Deinstallation:Unixware 2.0"

XE Deinstallation:SCO UNIX"Changes to /etc/inetd.conf

You should make changes to this file only if you are sure that no other systems are using either the BOOTP or TFTP functions. If this is the case, you may edit this file with a text editor and look for lines that look like:

bootps dgram udp wait root /etc/bootpd bootpd
tftp dgram udp wait nouser /etc/tftpd tftpd

To disable these functions, add a # in front of the lines. The next time you boot the UNIX system, these functions will be disabled.

XE "AIX:Deinstallation"

XE "Sun/OS:Deinstallation"

XE "Solaris:Deinstallation"

XE "Unixware 2.0:Deinstallation"

XE "SCO UNIX:Deinstallation"

XE "Deinstallation:AIX"

XE Deinstallation:Sun/OS"

XE Deinstallation:Solaris" 

XE Deinstallation:Unixware 2.0"

XE Deinstallation:SCO UNIX"Changes to /etc/bootptab

To restore this file, you should edit /etc/bootptab with a text editor and look for a line such as:

CNS00406e0001c4.Central Data.com:\
        bf=/usr/lib/cns/cns-030.cns:\
        hd=/usr/lib/cns:\
        ip=192.132.4.3:\
        ht=ethernet:\
        ha=00406e0001c4:\
        ds=192.132.4.7:\
        gw=192.132.4.1:\
        vm=rfc1048:\
        sm=255.255.255.0

This line will invariably have the Ethernet address of the Connection Station in it. It can safely be removed, as well as other lines that might look the same, and also have addresses of Connection Stations in them.

Secure TFTP

XE "TFTP:secure"If the UNIX host was configured to run secure TFTP, then the executable binary image and configuration file will probably be in a special directory. To check for this, edit the /etc/inetd.conf file with a text editor and look at the tftp line:

tftp dgram udp wait root /usr/sbin/in.tftpd in.tftpd -s /tftpboot

Note that in the above line, the -s option is set. The directory where TFTP will read from is, in the above case, /tftpboot. In the above case, you should go to that directory and look for the files:

cns-030.cns
00406e0001c4.cfg

The second is an example of a Connection Station configuration file. It can be identified because it has the Ethernet address of a Connection Station in it. The cns-030.cns file, as well as any such configuration files can be deleted.

3. Installing Terminals and Dial-in Modems

Installing Terminals

XE "installation:terminals"

XE "terminals:installation"This section provides an overview of the steps required to install terminals.

1.
Connect the cable from any Connection Station port to the serial port on your terminal using an appropriate cable adapterXE "terminals:adapter". Cable adapters for a variety of terminal types are described in the CNS-1600 and CNS-1610 Hardware Installation and User's Guide. Most terminals work with the standard terminal adapter (Central Data part number 60-1167-01) that came with your Connection Station.

2.
Turn on the terminal.

3.
Verify settings of the terminal are set to the default settings of:


SYMBOL 183 \f "Symbol" \s 10 \h
9600 baud


SYMBOL 183 \f "Symbol" \s 10 \h
8 data bits


SYMBOL 183 \f "Symbol" \s 10 \h
1 stop bit


SYMBOL 183 \f "Symbol" \s 10 \h
no parity


SYMBOL 183 \f "Symbol" \s 10 \h
full duplex


SYMBOL 183 \f "Symbol" \s 10 \h
XON/XOFF handshaking

4.
Press Enter on the terminal. You should see a >> prompt on the screen.

To operate the terminal with port parameters other than those listed above, you can modify the stty entry of a port section in the configuration file, as described below. You can also make temporary changes using the stty command.

Changing Serial Port Parameters

XE "Portnn section"

XE "sections:Portnn"

XE "stty: configuration entry"There is a section in the configuration file for each of the Connection Station serial portsXE "serial ports". These sections are named [Port01] to [Port16].

There are several entries within each [Portnn] section. To change the line parameters you modify the stty entry. The entry consists of a series of names separated by spaces. Some of the names may optionally have dashes in front of them to indicate that a property is disabled.

Any name that is not present in the stty entry is assumed to have the default value. The default values for line parameters are as follows:

Serial Port Default Parameters

Parameter
Default Value
stty Entry

Data Rate
9600
9600

Parity
None
-parenb

Character Size
8 bits
cs8

Stop Bits
1
-cstopb

Output Flow Control
Software XON/XOFF
ixon

Input Flow Control
Software XON/XOFF
ixoff

Basic Port Parameters

The following table shows the basic parameters that you can set on a serial port XE "stop bits:setting". To change the default value of any of these parameters on a port, modify the stty entry of the port in the configuration file. You can also temporarily change these parameters with the command shell stty command, but in this case, all parameters will return to their defaults when you exit or hang up the port.

Basic Serial Port Parameters

Parameter
Value
Entry Values

Data Rate
50-115200
50-115200

Parity
None
-parenb

Parity
Even
parenb -parodd

Parity
Odd
parenb parodd

Character Size
5 bits
cs5

Character Size
6 bits
cs6

Character Size
7 bits
cs7

Character Size
8 bits
cs8

Stop Bits
1
-cstopb

Stop Bits
2
cstopb

For example, to change the baud rate XE "data rate:changing "on port 3:

1.
Edit the configuration file for the Connection Station.

2.
Find the port section for the port you want to modify. The last two digits of the section name match the port number on the front of the Connection Station. The port section will look something like:

[Port03]
stty=ixon ixoff 9600
...

3.
Change the stty line to include your new data rate. All common data rates are supported as well as 57600, 76400 and 115200. For example the following stty line changes the data rate from the default 9600 to 38400 baud:

[Port03]
stty=ixon ixoff 38400
...

4.
Save the file and exit your text editor.

5.
When all users have finished using the Connection Station, reboot it to load the new configuration file. The port will now operate at the new data rate.

Flow Control

Flow controlXE "flow control", sometimes known as pacing, prevents the sender in a serial connection from overrunning the receiver if it can send data faster than the receiver can process it.

To prevent this kind of overrun from occurring, the receiver uses flow control to pace the transmitter. The Connection Station supports both software and hardware flow control in both directions. An attached device such as a terminal or modem uses output flow control to pause data being sent from the Connection Station. Input flow control is used by the Connection Station to pause data being sent from an attached device. The Connection Station does not generally need input flow control unless the path to the host runs slower than the effective data rate into the Connection Station.

Software flow control, often referred to as XON/XOFF flow control, uses characters in the data stream to control the pace of data being sent in the opposite direction.

Hardware flow control uses modem control signals to pace the data. The Connection station permits either CTSXE "CTS: flow control" or DCDXE "DCD: flow control"

XE "flow control: RTS/CTS"

XE "flow control: DTR/DCD" input modem control signals to pace the rate at which is it sends data. Central Data recommends using CTS, as using this signal invokes less software overhead in the Connection Station. The Connection Station can use either the RTS or the DTR modem control signal to pace data being sent to it. 

Note that the terminal adapter supplied with the Connection Station is a null modem configuration that attaches DTRXE "DTR" from the terminal to the CTS input on the Connection Station. This is because terminals and printers typically use DTR for hardware flow control. If you use a terminal adapter that crosses DTR to CTS, then use ctsxon on your stty configuration line for hardware flow control.

Other types of null modem cables typically cross DTR to DCD and RTS to CTS. When using this type of null modem you should use cdxon for output flow control and dtrxoff for input flow control. Note that when you use cdxon flow control, your connections will not automatically reset if you turn off your terminal. A summary of the stty parameters to enable or disable various types of flow control is given in the table below.

Serial Flow Control

Parameter
Enable
Disable

Software Input Flow Control
ixoff (default)
-ixoff

Software Output Flow Control
ixon (default)
-ixon

DTR Input Flow Control
Dtrxoff
-dtrxoff (default)

RTS Input Flow Control
rtsxoff
-rtsxoff (default)

DCD Output Flow Control
cdxon
-cdxon (default)

CTS Output Flow Control
ctsxon
-ctsxon (default)

You can select these characters although they are almost always chosen to be Control-S and Control-Q. Central Data recommends that you do not change these values. If you do need to change the values, you can set the character using the stty entry keywords shown below.

Software Flow Control Defaults

Character
Keyword
Default Value

Output XOFF
stop
^S

Output XON
start
^Q

Input XOFF
istop
^S

Input XON
istart
^Q

Slew Rate

XE "slew rate"Slew rate determines the rate at which modem control signals transition from one level to another. When this transition occurs slowly it minimizes the cross talk generated in the communications cable and thus permits the signal to operate over a longer distance. The transition must occur fast enough, however, so that it completes in less than half the period of a single bit in the data stream or else the receiver will not properly recognize it.

The Connection Station allows you to program each group of four ports (1-4, 5-8, 9-12, and 13-16) to a separate slew rate to optimize the distance and speed of your connection. The CNS-1610 defaults to a slew rate of fast that will work for all asynchronous data rates supported by the package. You can operate over longer cables at the slower data rates. Consult your CNS-1600 Hardware Installation and User's Guide for more information on the optimum slew rate.

To change the default slew rate, add one of the following sequences to the stty entry of your configuration file.

Slew Rate Settings

Slew Rate
stty Entry String

slow
slew slow

medium
slew medium

fast (default)
slew fast

super
slew super

Note that you must change all four ports in any of the groups of ports to the same slew rate value. If the slew rate of all four ports is not the same, the resulting slew rate is undefined.

Disconnect/Hangup

XE "clocal"

XE "hangup"

XE "disconnect"

XE "DCD: disconnect"Under normal conditions, all of the functions of a port will terminate and parameters will revert to their default state when the modem control signal DCD (data carrier detect) is de-asserted. No functions will activate until this signal is asserted.

Note that the standard terminal adapter functions as a null modem and connects this signal on the Connection Station to the RTS signal at the terminal. Most terminals assert this signal continuously when they have power. Some terminals and other devices use RTS for flow control. If you want to use this kind of flow control, you should use a different terminal adapter that does not connect RTS to DCD at the Connection Station.

XE "clocal"You can force a Connection Station port to ignore the DCD signal by setting the clocal flag in its stty parameters. If you set this flag in the stty entry of the [Portnn] section of the configuration file, the port will ignore the DCD signal. You can also cause the port to temporarily ignore the DCD signal by setting this flag with the stty command of the command shell. Normal operation is restored with you use the exit or logout command to the command shell or when the system administrator issues the reset command for the port.

Note that you generally do not want set the clocal flag on a port with a dial-in modem (see below) because you want the connections to terminate when carrier goes away.

Some environments with high levels of electrical noise may want to set this flag as a default to prevent terminal sessions from being accidentally dropped if there is a noise pulse on the DCD signal to the Connection Station. When operating in this mode, however, you cannot simply turn off your terminal to reset all your connections. You must explicitly exit or use the Stop XE "hot-key: stop"

XE "stop hot-key"hot-key.

Settings for clocal

Hangup Function
stty Entry String

Hangup on DCD drop (default)
-clocal

Do not hang-up on DCD drop
clocal

Installing Dial-in Modems

XE "modems:installing"

XE "modems:adapter"This section explains how to connect modems to the Connection Station and some of the issues associated with using modems. 

Modems can be used for a variety of functions on the Connection Station and details on their use are provided in chapters relating to the intended function. See the Using a Modem for Dial-In Access section of Chapter 5 for information on using modems for rlogin or telnet access. See the Reverse Telnet and Modem Controls section in Chapter 7 for information on sharing dial-out modems. See Chapter 10 for information on using modems with SLIP and PPP.

Installing Modems

XE "installation:modems"This section provides an overview of the steps required to install modems. To attach a modem to the Connection Station:

1.
Connect the cable from any Connection Station port to the serial port on your modem using the modem adapter that came with your Connection Station (order number 60-1166-01). XE "modems:adapter"The pinout for this adapter is described in the CNS-1600 and CNS-1610 Hardware Installation and User's Guide.

2.
Turn on the modem.

3.
Verify settings of the modem port. The default settings should be:
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9600 baud
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8 data bits
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1 stop bit
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no parity
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full duplex
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RTS/CTS flow control


The Connection Station does not issue a modem setup string. XE "configuration:modems"

XE "modems:configuration"You must program the modem so that it remembers its settings between power cycles. See Configuring Modems later in this chapter for more information on modem configuration.

4.
XE "flow control:modems"

XE "modems:flow control"You should change the configuration file stty setting to enable hardware flow control. Use a text editor to change the stty entry of the [Portnn] section and change the line to:

stty=rtsxoff ctsxon 9600


You may also want to set the data rate higher as in:

stty=rtsxoff ctsxon 57600

5.
You may want to send the modem an initialization string when the serial port opens. You can do this by using the initstring entry of the [Portnn] section. (Note that a bug prevents this from always working correctly when the CNS-1610 is connected to a large number of devices.) The form of this string is discussed in Appendix A. The form of the initstring isXE "flow control:modems"

XE "modems:flow control"Y:

initstring=<string of characters>


Data Rate

XE "data rate:modems"

XE "modems:data rate"Data rate is the speed at which data travels between the modem and computer, measured in bits per second (baud). In order to successfully transmit data, both devices must speak at the same data rate; otherwise you may get garbled data or no data at all. 

When you use modems in conjunction with the Connection Station you may deal with as many as three data rates:

SYMBOL 183 \f "Symbol" \s 10 \h
The date rate between the Connection Station and the modem

SYMBOL 183 \f "Symbol" \s 10 \h
The rate at which the modem sends data over the phone wire

SYMBOL 183 \f "Symbol" \s 10 \h
The data rate of the corresponding equipment (modems) on the other side of the connection

Terminal Server to Modem Data Rate

We recommend you set the Connection Station to modem data rate to a fixed rate. This eliminates one potential source of errors. When using a fixed rate, flow control must be operating properly in both directions. 

Data Rate Over the Phone Wire

The data rate that the modem sends over the telephone line is controlled by the type of modem. For example, a 14.4K modem can typically send data at a maximum rate of 14,400 bits per second. Current modems, however, negotiate the speed at which they transmit data. This speed can be a function of the type of modem they are talking to and/or the line conditions. Furthermore, modems with V.42 or V.42bis capability implement compression on the data they pass through the phone line. This means they can effectively send data at a higher rate than their basic rating when viewed from the Connection Station's point of view. Because of these variables, we recommend setting the modem to the fastest speed that the modem supports. Use flow control to manage the rate compensation.

Data Rate on the Remote Side

The other end of the connection faces the same issues for the data rate between the Connection Station and modem and the data rate over the phone wire. Just because you use 9600 baud on one end does not necessarily mean the other end is also using 9600 baud.

Parity

XE "parity:modems"

XE "modems:parity"For a modem, parity is not as important as it is for other devices, such as terminals. Modems use an error correction and detection scheme that is more sophisticated than parity on the phone line. Also, data errors are less likely on the short cable typically used between a modem and the Connection Station.

The parity setting on the host connected to the Connection Station must match the parity setting of the device to which you are speaking. The modem transparently replicates the parity through the phone system so the settings on both sides agree.

Flow Control

XE "flow control:modems"

XE "modems:flow control"For modems, flow control can occur in three places:
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Between the Connection Station and a modem

SYMBOL 183 \f "Symbol" \s 10 \h
Between modems

SYMBOL 183 \f "Symbol" \s 10 \h
Between modem and terminal

Between Terminal Server and Modem

You can use either hardware flow control or software flow control between the Connection Station and a modem. We recommend you use hardware flow control between the Connection Station and the modem because this leaves the Control-S and Control-Q characters available to applications and for you to use to manage data displayed on the screen. 

Between Modems

Modems use a form of flow control between themselves. This is a function of modem standards and does not require any settings on your part.

Between Modem and Terminal

You can use either hardware flow control or software flow control between the modem and the terminal. We recommend you use hardware flow control between the modem and the terminal because this leaves the Control-S and Control-Q characters available to applications and for you to use to manage data displayed on the screen. If you are communicating with another computer using an internal modem, this is not an issue.

Using Software Flow Control

XE "flow control:software"You can configure a modem for XON/XOFF flow control. You should use software flow control only when your cabling or modem cannot support the modem control signals for hardware flow control. Software flow control prohibits you from using the Control-S and Control-Q characters from your keyboard, since the system will confuse the Control-S and Control-Q characters that you type with those issued by the modem.

Using Hardware Flow Control

XE "flow control:hardware"Hardware flow control requires a cable using the wiring diagram shown in the CNS-1600 and CNS-1610 Hardware Installation and User's Guide. If you use a cable with only the send and receive wires connected, hardware flow control will not work.

Security

XE "PPP: PAP protocol"

XE "passwords"In general, it is wise to have some form of security enabled on the Connection Station if ports are being made available for dial-in. It is possible, for telnet and rlogin, to rely on the host security mechanisms themselves, as well as the PPP PAP protection. However use of the Connection Station password feature is encouraged in the dial-in case.

Enabling passwords will cause any user to have to go through a login sequence before access to the Connection Station is allowed. Passwords are discussed in Chapter 9.

Along with the enabling of passwords, there are two [Portnn] section parameters that affect security. XE "logintime"

XE "loginretries"

 XE "security: loginretries" 

 XE "security: logintime" These are logintime, which limits the amount of time a port will wait for a valid login before hanging up, and loginretries, which causes a port to hang up after a specified number of, failed login attempts.

Both of these mechanisms use hanging up to terminate a dial-in connection. As such, it is important to make a port sensitive to hang up by having the XE "clocal"

XE "hupcl"clocal and hupcl parameters set for that port.

Configuring Modems

XE "configuration: modems"You configure a typical modem by sending it commands. For an older modem, you must set the modem switches.

You can send the modem a command string automatically by setting the XE "initstring"

XE "modems: initstring"initstring parameter in the configuration section of that port. If you put a carriage return (\r) into the initstring to separate commands, be aware that some modems may not be able to respond to a quick succession of commands in this way. Verify that your initstring is being properly processed by the modem by plugging the modem into the Connection Station and issuing the commandXE "reset command":

reset com nn
where nn is the port number. Now unplug the modem from the Connection Station and attach a terminal directly to the modem. Give the modem the proper command from the terminal so that you can read the register settings, and verify that the initstring was properly processed. Note also that in certain instances, the initstring may be sent from the Connection Station before the modem has actually been attached. This will happen if the Connection Station is booted up, and the modem is attached later. In this case, you should assure that the initstring has been issued by doing a manual reset to the port.

While the content of the initstring will vary from manufacturer to manufacturer, many modem vendors use AT commands. AT compatible modemsXE "Hayes compatible modems" support two modes: data mode and command mode. Command mode enables you to configure the modem or invoke an action. Configuration parameters are stored in a set of status registers. You can use the default settings or modify the settings. When entering a command, you must begin a new line with “AT”. You can string commands together on a command line, up to a maximum of 40 characters.

The following table provides the settings we recommend for both dial-in and dial-out capabilities. If you are using dial-in, you may also want to set auto answer on. To configure the modem, attach a terminal to the modem and enter the configuration using AT commands. When you have finished, save the settings so that the modem will automatically use them when it is reset. Then attach the modem to a Connection Station port using the cable and modem adapter that came with the Connection Station. XE "break:modems"

XE "data rate:modems"

XE "flow control:modems"

XE "DTR:modems"

XE "DSR:modems"

XE "DCD:modems"

XE "V.42"

XE "modems: V.42"

XE "callback:modems"

XE "modems: Hayes compatible"
Hayes Compatible Modem Commands
Function
Setting
Description

Automatic dialing
S104=0
Disables automatic dialing. Dialing in does not require automatic dialing. When dialing out you typically use an explicit command. (The default is enable.)

Break signal handling
S61=0
S63=0
Inhibits command for dial-in.

Serial Port Interface Speed 
S51=n
Sets the data rate to a fixed speed. The system defaults to 9600, therefore if you do not want to change the baud rates, set S51=4. If you do change the baud rates, use the highest speed your modem supports.

Modem flow control
S58=2
S68=255
Sets full duplex hardware flow control (RTS-CTS flow control in full duplex mode). Use RTS-CTS flow control for data flow from modem-to-DTE and from DTE-to-modem.

DTR signal interpretation
&D2
In on-to-off transition mode, the modem disconnects the call-in-progress, enters command mode, and disables auto-answer when the DTR signal changes from on to off. This ensures that the modem hangs up of either the Connection Station or the system goes down or the line otherwise disconnects.

DSR signal handling
Default
The Connection Station does not use DSR.

DCD signal handling
&C1
Turns on the DCD signal after DTE sets to CONNECT on detecting carrier from the remote modem. DCE turns off when the carrier is dropped. This ensures that the sessions terminate when the call disconnects.

Modulation speed
S50=0
Sets the modulation speed for automatic speed determination.

V.42 and MNP error control
S180=2
Sets V.42 error control. Use V.42 error control unless the modems you use only support MNP.

Data compression
S190=1
Enabled in both directions.

File transfer support
S111=255
Allows for negotiating the type of transfer.

Asynch/Synch mode
&Q0
Sets mode to asynchronous.

Callback security
S46=0
Disables security. If you are using some form of security, enable this feature as necessary.

There are several other parameters that may be useful in a port that is connected to a modem. Certain modem commands may cause the controls coming from the modem to become unstable for a period of time. This is especially critical for the DCD signal. XE "modems: carrier ignore"

XE "carrierignore"

XE "clocal"

XE "initstring"There is a configuration parameter, carrierignore which acts like clocal is set for the number of seconds that it is on. The timer for this starts right after the initstring has been sent, and keeps the Connection Station from getting a spurious hang up.

XE "holddelay"When the Connection Station hangs up a port, it will drop DSR to that port. This can be used to cause a modem to reset itself. In some cases, the modem reset may take some period of time. To handle this, there is a configuration parameter called XE "modems: holddelay"holddelay that specifies the number of seconds to keep a port closed, before it sends the initstring and starts the open process. This allows the modem enough time to reset itself before the Connection Station sends out the initstring.

XE "datadelay"Some modems may experience a time after they have connected to the modem on the other end of the telephone line and carrier detect has been asserted to the Connection Station, when some garbage data might be received. If this is the case with a particular modem, a configuration parameter called XE "modems: datadelay"datadelay will delay the Connection Station for some period of time after carrier has been asserted. During this time, all data that is received will be discarded.

A final parameter is active only if passwords are enabled. This parameter is XE "modems: logintime"logintime. This parameter is used to deal with a modem that has asserted carrier, but is hung up. In this case, the Connection Station will wait for some period of time for the login to complete. If it does not, it will hang up and drop DSR. If the modem is setup correctly, this will cause the modem to reset, and resume proper operation.

The following diagram summarizes these parameters:
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Using Dial-in/Dial-out to Configure Modems

XE "configuration: modems"

XE "dial-in/dial-out"

XE "inout parameter"

XE "modems: dial-in/dial-out"The previous sections have talked about how to configure modems using the initstring parameter. You can also configure modems using reverse telnet, if that port has set into the dial-in/dial-out mode. See Chapter 7 for information on configuring this mode. When properly configured, a modem can then be accessed from a host using the telnet command. After connecting to that port, the modem can be addressed directly using the Hayes compatible commands.

4. The Command Shell

This chapter describes the commands that can be given to the CNS-1610 command shellXE "Command Shell:introduction", a line-at-a-time command interpreter similar to the UNIX or DOS shell. These commands allow you access other hosts with telnet and rlogin commands and to perform certain administrative functions within the Connection Station. In the command shell, you can use Backspace key to erase the previous character and Control-U to erase the current line. Be sure to wait for a command prompt before typing a command; input is sometimes ignored when being typed-ahead.

Commands are grouped in two classes, those for use by the system administrator or for debug purposes, and commands that are for general use by a user. System administration commands are called “privileged” commands because you must be in privileged mode before you give them. Use the admin command to get into privileged mode.

The CNS-1610 strives to be consistent in its error messages. All error messages that come from the command shell are in a common format. Error messages from applications such as telnet, ping or ppp will not be in the command shell error format, however.

User Commands

admin

The admin commandXE "admin command" places the command session into privileged modeXE "privileged mode". The user will be required to enter the administrator password to successfully activate the privilege mode. When in privilege mode, the command prompt will change from >> to #>>. See Chapter 9 for details on how to change the administrator password. The default password is “corollary”XE "passwords:default".

exit
logout

The exit commandXE "exit command"

XE "logout" terminates all sessions for a port. If the command session is in privilege mode, the exit command returns the command session to the normal, unprivileged mode. If passwords are enabled the command session restarts the login process. logout is an alias for exit.

fg session
XE "multiple sessions:fg command"The fg commandXE "fg command" makes a session active. In the command, session is the session number as shown in the jobs command.

help [ command ]
? [ command ]

The help commandXE "help command"

XE "? command" prints a list of the available commands. If an argument is supplied, a usage line will be displayed for the command.

jobs

XE "multiple sessions:jobs command"The jobs commandXE "jobs command" displays a list of the currently suspended sessions along with each session's session number.

kill session
XE "multiple sessions:kill command"The kill commandXE "kill" terminates a suspended session. In the command, session is the session number as shown in the jobs command.

login username
The login commandXE "login" restarts the login process. See Chapter 9 for more information on the login process. If passwords are not enabled, the login command simply sets the user name passed by the rlogin command.

password [ options...]

The password commandXE "passwords" changes a user's password. It is described in Chapter 9.

ping hostname [ timeout ]

The ping commandXE "ping command"

XE "timeouts: ping" sends a test message to the remote host hostname and waits for a response. Upon receipt of the response, the command informs the user that the host is alive. The optional timeout option specifies how many seconds to wait for the response. See Chapter 14 for more information on this command.

ppp [ options...]

The ppp commandXE "PPP" starts the PPP protocol on the serial line. See Chapter 10 for more details.

rlogin hostname [ options...]

The rlogin commandXE "rlogin command" connects the local terminal to the remote host hostname. See Chapter 5 for more details.

set term type
The set term commandXE "set term command"

XE "terminals:types" temporarily sets the terminal type of the port. If type does not correspond to one of the built-in terminal types, a warning is issued but the type is set anyway. This value is passed to host systems and is used internally if known to the system. Use the configuration file to permanently set the terminal type. See Chapter 3 for details.

show devmap

The show devmap commandXE "show devmap command"

XE "Ethernet: address showing" XE "port: showing"displays the Ethernet address of the Connection Station you are using along with the port and session number of the port you are connected to.

show serial

The show serial commandXE "show serial command"

XE "security" displays the serial number of the Connection Station. This serial number may be useful in communicating with Central Data technical support, or getting a security key (if necessary).

show term

The show term commandXE "show term command"

XE "terminals:types" shows the current terminal type for this port. See Chapter 3 for details.

show tcp

The show tcp XE "show tcp command"

XE "domain name server:showing"

XE "domain name:showing"

XE "hostname:showing"

XE "gateway:showing"

XE "netmask:showing"

XE "IP address:showing"

XE "broadcast address:showing"

XE "routes: default gateway showing"command shows displays the IP address and other TCP/IP parameters for the Connection Station including the netmask, gateway, hostname, domain and any domain name servers defined. It also shows where these values were obtained.

slip [ options...]

The slip commandXE "SLIP" starts the SLIP protocol on the serial line. See Chapter 10 for more details.

stty [ options...]

The stty commandXE "stty:command" XE "character size:showing"

XE "parity:showing"

XE "stop bits:showing"sets terminal I/O states for the command session. If no arguments are supplied, the command displays the current terminal I/O settings. The options supported by this command for port configuration are listed in Chapter 3 and in Chapter 13.

telnet [options...]

The telnet commandXE "telnet command" communicates with a remote host using the telnet protocol. It is described in more detail in Chapter 5.

whoami

The whoami commandXE "whoami command" displays the user name currently associated with the serial port.

Administrator Commands

You must be in privileged mode before you use administrator commands. Use the admin command to get into privileged mode.

date [ -u ] [yymmddhhmm[.ss] ]

XE "time of day: showing"The date commandXE "date command" displays the current date XE "date" \t "See time of day."  and time. The -u option causes the date to be given in universal time (GMT). If the yymmddhhmm option is given, the system date and time will be changed to year yy, month mm, day dd, hour hh, and minute mm. The .ss option may be added to set the seconds as well. The command session must be in privilege mode to set the system clock.

To display the time zoneXE "timezone:showing" properly, the time zone must be specified via [Timerulesnn] XE "Timerulesnn section"sections in the configuration file. See Setting the Time zone in Chapter 13 for details.

password [-a username] | [-r username]

The password commandXE "passwords" adds or removes a user name. When adding, the command will ask for a new password. This command is described in Chapter 9.

reboot [ -u ] [-p load_file ]

XE "privileged commands"The reboot commandXE "reboot command" causes the Connection Station to reboot. The -u option forces the current load image to be uploaded to the load host. The -p option allows specification of an alternate load file, rather than the one specified in the NVRAM.

Note:  Issuing this command will immediately stop the Connection Station without any notice to anyone who might be attached to the unit.

reset com port
reset lpt port
XE "privileged commands"The reset commandXE "reset command" terminates all sessions attached to a port or restarts the service associated with a port. The port is specified as a decimal number, 1-16 for serial ports (com) and 1-2 for parallel ports (lpt).

Note:  Issuing this command will immediately disconnect a user on the specified port.

set arp -s hostname address
set arp -d hostname
XE "privileged commands"The set arp commandXE "set arp command"

XE "ARP" adds or deletes host names from the ARP table. With the -s option, the command adds a hostname to the ARP table with the specified IP address. With the -d option, the command deletes a hostname from the ARP table. The hostname can be specified as either as a name or as a number in dotted decimal notation. See Chapter 14 for more details.

set route [-n] add destination gateway [metric]
set route [-n] delete destination gateway
set route -f

XE "privileged commands"The set route commandXE "set route command"

XE "routes: adding" adds or deletes routes from the system's routing table. The destination can be either a host or a network. These can be specified as either names or dotted decimal notation IP addresses. If the local address part of a dotted decimal notation address is 0, it is assumed to be a network. The optional value metric is a decimal number specifying the number of hops this route requires. If not specified, the metric is assumed to be 0. The -f option deletes all gateway routes from the network routing table. The -n option displays all address in dotted decimal notation. See Chapter 14 for more details.

show arp [-a] [hostname]

The show arp commandXE "show arp command"

XE "ARP" shows the ARP table value for host hostname or all ARP table entries if -a is specified. The hostname may be a name or a dotted decimal notation IP address. See Chapter 14 for more details.

show log

XE "privileged commands"The show log commandXE "show log command" displays messages from the operating software that are not specific to a particular port or session such as configuration file errors. The log is a report of the most recent messages. It is reinitialized after every reboot. See Chapter 14 for more details on the system log.

show route [-n]

The show route commandXE "show route command"

XE "routes: showing" shows the routing table. If -n is specified, display all addresses in dotted decimal notation. See Chapter 14 for more details.

show users

The show users commandXE "show users command"

XE "passwords:viewing" shows all users in the basic password database. See Chapter 9 for details.

stats [ module ]

The stats commandXE " stats command" displays system-wide statistics for the STREAMS modulesXE "STREAMS modules". The module option specifies a subset of statistics to display. The possible values for module are: com, cpu, interrupts, mac, and streams.

5. Making Connections with rlogin and telnet

The rlogin and telnet commands give you interactive terminal access to hosts on the network. The CNS-1610 becomes a central hub for up to 16 terminals connecting to other systems.

Through the command shell, the Connection Station provides two commands for accessing remote systems: telnet and rlogin. They are based directly on the commands by the same names that are available in most systems that support the TCP/IP protocol suite. Note that a current bug may cause X and Z modem transfers to cause problems when using telnet or rlogin.

Note:  Unlike error messages from the command shell, error messages that come from applications such as rlogin or telnet do not have standard Central Data numbering.
rlogin Connections

The rlogin commandXE "rlogin command" allows you to log in to any host on the network that supports remote logins from the local terminal.

The command shell syntax for the rlogin command is:

rlogin hostname [-ex] [-l username] [-8] [-L] [-T term] [-E]

SYMBOL 183 \f "Symbol" \s 10 \h
The -e option allows the escape characterXE "escape character" ~ to be redefined as x. There is no space between -e and x.

SYMBOL 183 \f "Symbol" \s 10 \h
The -l option specifies a user name to be supplied to the host. The user name defaults to the name supplied to the command session during the login process, or nobody if no user name has been specified.

SYMBOL 183 \f "Symbol" \s 10 \h
The -8 option allows an eight-bit input data path. Otherwise, only the lower seven bits of data, corresponding to normal ASCII characters, are transmitted to the host.

SYMBOL 183 \f "Symbol" \s 10 \h
The -L option turns off any output character processing such as Carriage Return/Line Feed expansion. It is used to receive raw data from the host.

SYMBOL 183 \f "Symbol" \s 10 \h
The -T option specifies the terminal type, term, to be supplied to the host. If this option is not specified, it defaults to the value in the terminalType configuration file entry unless it has been overridden with a set term command.

SYMBOL 183 \f "Symbol" \s 10 \h
The -E option disables interpretation of the escape character.

A line consisting of the escape character followed by period (defaults to ~.) disconnects from the remote host and terminates the session. The escape character will not be forwarded to the remote host until you have typed another character.

For example, from the command processor, you might give the command:

rlogin gemini -l jsmith

This connects to the host named gemini and supplies the name jsmith for the login name.

On most UNIX systems, you can enter the domain name of the Connection Station into the /etc/hosts.equiv system file or the .rhosts file of an individual user to eliminate the need for the user to supply a password when using rlogin to access that host from the Connection Station. Note, however, that if you do this, then you are depending on the Connection Station to provide security for your host. If you use passwords on your host, then you should enable passwords on the Connection Station. See Chapter 9 for instruction on how to enable passwords on the Connection Station.

If the user name supplied with -l is different from the user name in the Connection Station login shell (specified via login), then the host will always prompt for a password, even if the Connection Station has been entered into the /etc/hosts.equiv system file.

telnet Connections

The telnet commandXE "telnet command" is an interactive program, similar to rlogin, which allows you to communicate with a remote machine in a terminal session.

The command shell syntax for telnet is:

telnet [-8][-E][-L][-e char][-r][-f][host [port]]

XE "security: disallowport"if telnet to a specific port is allowed, or else:

telnet [-8][-E][-L][-e char][-r][-f][host]

if telnet to a specific port is disabled. If the command is invoked with a host name host, telnet connects to the named host on the given port (if allowed), if that option is supplied. Next, the command mode is entered and a command prompt, telnet> is displayed. If you do not supply a host name, you immediately enter command mode.

If the port is not specified with the host name, telnet connects to the default port for the telnet server. The port number is an integer value between 1 and 65535 specifying the TCP port number you wish to telnet to. Various TCP/IP services support the ability to connect to them with telnet. Using this option, you can specify the port number of one of these services and connect to it. You should be certain of the port you are using because this capability is not for casual users.

The following options are available:

Telnet Command Line Options

Option
Description

-8
Use an eight-bit data path. This will cause an attempt to negotiate the BINARY option on both input and output.

-E
Stops any character from being recognized as an escape character.

-L
Use an eight-bit data path on output only. This causes the BINARY option to be negotiated on output.

-e char
Sets the initial escape character to char.

-r
Use a user interface similar to rlogin. In this mode the escape character is set to ~ (tilde) unless modified by the -e flag.

-f
When this flag is set, exit the telnet command upon returning to command mode.

There are two modes for the telnet command: input mode and command mode. Input mode is used when you are connected to a remote machine and basically is used to pass characters back and forth. Command mode lets you modify the operation of telnet.

Input Mode

Whenever telnet is connected to a remote machine, it operates in input modeXE "input mode"

XE "telnet:input mode". Input mode transfers all the characters you type to the remote machine and displays all data sent to you by the remote machine on your terminal's screen. The one exception to this is a special character, called the escape characterXE "escape character", which places telnet in command mode when it is typed. Note that this escape character is not the same as the Escape key of your keyboard; instead, it is normally produced by typing Ctrl-]XE "Ctrl-]".

When telnet is in input mode, it communicates with the remote host based on a number of options. These options specify how operating system and terminal specific properties of terminal to computer communications will be performed. An example would be whether the echoing of the characters you type is done locally or by the remote machine. telnet and the remote machine you specify will negotiate these options and establish a compatible set of options for your terminal when you connect to a host.

Command Mode

XE "command mode"

XE "telnet:command mode"Command mode is used to change the operation of your telnet session. It is active when telnet is not connected to a remote host and also becomes active after you press the escape character while in input mode.

You may enter commands whenever the command mode prompt is displayed. The command mode prompt looks like telnet>.

If command mode was not entered from input mode, telnet will generally remain in command mode and display the command mode prompt again after you enter each command. When you use the open command to establish a telnet connection to a remote machine, telnet will enter input mode.

If command mode is entered from input mode using the escape key, telnet generally will return to input mode after processing one command. If you use the close command to close the remote host connection, telnet will remain in command mode after the command is processed. If you use the quit command, telnet will exit and return you to the Connection Station command shell.

Each command you give in command mode must be followed by the Enter key. If you make a mistake while typing a command, you may use the Command shell line editing characters (Backspace and Control-U) to edit the characters that you have typed.

When entering a command, you do not have to enter the full command name. You need only enter enough characters to distinguish the command from other telnet commandsXE "telnet:commands".

Command Mode Commands

The following table lists telnet command mode commands.

close
XE "close telnet command"Closes the connection to the remote host and enters command mode.

display
XE "display telnet command"Displays all or some of the set or toggle values. An example of the command might be display autoflush.

help or ?
XE "help telnet command"

XE "? telnet command"Displays information on your terminal about operating telnet. If you specify a command name, information about that command is displayed. Otherwise, a list of all commands is displayed.

mode
XE "mode telnet command"Sets telnet operating mode, as described later in this chapter.

open
XE "open telnet command"Establishes a telnet connection to a remote machine. You must specify the name of the remote machine as an option of the command (for example, open leo).

quit
XE "quit telnet command"Terminates your session and exits telnet. It closes the connection to the remote machine if one is active.

send
XE "send telnet command"Sends one or more special character sequences to the remote host, as described later in this chapter.

set
XE "set telnet command"Allows you to change telnet variable values, as described later in this chapter.

slc
XE "slc telnet command"Sets the local character mode, as described later in this chapter.

status
XE "status telnet command"Shows you the status of the connection to the remote host as well as the current options and escape character.

toggle
XE "toggle telnet command"Switches variables that control telnet processing between TRUE and FALSE, as described later in this chapter.

unset
XE "unset telnet command"This command allows you change telnet variable values to the opposite value of the set command.

telnet Communication Modes

XE "telnet:communications modes"

XE "communications modes"In input mode, telnet passes every character you type to the host for processing. When the response time is slow on the host or due to network saturation, the delays may make typing very difficult. telnet has the ability to ask the remote host if it will support local editing of command lines on the Connection Station. In this mode, echoing and editing is done locally and only completed lines are passed to the host. The mode command supports the following options:

Telnet Communications Modes

line
The remote host is asked for permission to go into line-by-line mode (LINEMODEXE "LINEMODE").

character
The remote host is asked for permission to go into character-at-a-time mode.

isig-isig
Attempt to enable (disable) the TRAPSIGXE "TRAPSIG" mode of the TELNET LINEMODE option. This requires that the LINEMODE option be enabled.

edit-edit
Attempt to enable (disable) the EDIT mode of the LINEMODE option. This requires that the LINEMODE option be enabled.

softtabs-softtabs
Attempt to enable (disable) the SOFT_TABXE "SOFT_TAB" mode of the LINEMODE option. This requires that the LINEMODE option be enabled.

litecho-litecho
Attempt to enable (disable) the LIT_ECHOXE "LIT_ECHO" mode of the LINEMODE option. This requires that the LINEMODE option be enabled.

?
Prints out help information for the mode command.

When LINEMODE is enabled, character processing will be done on the Connection Station. When input editing or character echoing is to be disabled, the remote system will relay that information. The remote system will also relay changes to any special characters that are made on the remote system so that they can take effect on the local system.

In the character-at-a-time mode, most entered text will be sent immediately to the remote host for processing.

In the line-by-line mode, all text will be echoed locally, but (normally) only completed lines will be sent to the remote host. The local echo character (initially Ctrl-E) may be used to enable and disable the local echo mode; normally, this would be used only for entering passwords so that the password will not be echoed.

If the LINEMODE option is enabled or if localchars toggle is TRUE (the default value for the line-at-a-time mode), the user's quit, intr, and flush characters will be trapped locally and sent as telnet protocol sequences to the remote machine.

If LINEMODE had been enabled at any earlier time, then the user's susp and eof characters will also be sent as telnet protocol sequences; quit will be sent as a telnet ABORT instead of BREAK.

There are options (see the autoflush and autosynch options of the toggle command later in this chapter) which cause this action to flush any subsequent output to the terminal (until the remote host acknowledges the telnet sequence) and to flush previous terminal input (in the case of quit and intr ).

telnet send Commands

XE "send command"

XE "telnet:send command"When using input mode, there may be times when you know what operating system function you want to perform but you do not know how to request that function. The send commands are an operating system independent way to enter operating system terminal functions. The following functions are supported by the send command.

telnet send Commands

ao
XE "ao telnet command"Tells the remote machine to abort sending any output that is in progress. This command is useful if the remote host is sending you data that you do not wish to see and you would like return to command mode on the remote machine. The only output aborted is that currently being sent. You may continue to communicate with the remote machine once the current output has been stopped.

ayt
XE "ayt telnet command"Sends an “are you there?” message to the remote machine. The remote machine will send you a message back if it is active. This message often simply causes the bell on your terminal to sound although it may be a string of text which is displayed on your terminal. This message is useful if the remote host has not responded to your input and you wish to see if it is inactive or just busy.

brk
XE "brk telnet command"Sends a message to the remote machine which has the same significance as pressing the Break key on your terminal would to a local machine. Since brk is implemented between a terminal and the Connection Station as a set of physical signals, rather than data, pressing the Break key on your terminal affects only the Connection Station and is not sent to the machine to which you are connected. You must use the brk command if you want to send a Break indication to a remote machine.

ec
XE "ec telnet command"Sends the “erase character” message to the remote machine. This has the same meaning as the command shell Backspace command does on the Connection Station. Since different operating systems implement the erase character operation differently, you may have to use the ec command, rather than the erase character, when interacting with a remote machine.

el
XE "el telnet command"Sends the “erase line” message to the remote machine. This has the same meaning as the command shell erase line command does on the Connection Station. Since different operating systems implement the erase line operation differently, you may have to use the ec command, rather than the shell erase line character, when interacting with a remote machine.

ip
XE "ip telnet command"Sends the “interrupt process” message to the remote machine. This has the same meaning as the command shell interrupt command does on your local machine. Since different operating systems implement the interrupt operation differently, you must use the ip command, rather than the shell interrupt command, when interacting with a remote machine.

synch
XE "synch telnet command"Sends a message to the remote machine telling it to ignore any input you have sent but which has not yet been processed on the remote machine. This command is useful if you have typed ahead a number of commands and wish to cancel these commands without terminating the telnet connection to the remote machine.

escape
XE "escape telnet command"Sends the escape character.

ga
XE "ga telnet command"Sends the go-ahead sequence.

eor
XE "eor telnet command"Sends the end-of-record sequence.

abort
XE "abort telnet command"Sends the abort process sequence.

susp
XE "susp telnet command"Sends the suspend process character.

eof
XE "eof telnet command"Sends the end of file character.

getstatus
XE "getstatus telnet command"Sends the get status sequence. The remote host, if it supports this sequence, will return its current option settings.

nop
XE "nop telnet command"Sends the no-operation sequence.

telnet Variables

XE "telnet:variables"

XE "variables"telnet has many variables that affect its operation. Some variables have true/false values, while others have string or numeric values. The values of variables can be viewed with the display command.

The values of variables are specified with the set command, such as set echo ^[. Variables that have true/false values can be specified with the set command, such as set binary TRUE or set binary FALSE. You can use on and off instead of TRUE and FALSE, such as set binary on or set binary off.

The unset command is the same as the set command with the FALSE option. Thus, the unset binary command is the same as set binary false command.

The toggle command only works on true/false variables. It switches the value of the variable. Thus, if the binary variable is currently off, the toggle binary command makes it on.

The variables are:

Telnet Variables

?
Displays the variables.

autoflush
XE "autoflush :telnet variable"If autoflush and localchars are both TRUE, when the ao or the quit characters are recognized and transformed into telnet sequences, telnet will refuse to display any data on the terminal until the remote system acknowledges (via a TELNET TIMING MARK option) that it has processed those sequences. The initial value for this variable is TRUE if the terminal user had not executed an stty noflsh command; otherwise it is FALSE.

autosynch
XE "autosynch :telnet variable"If autosynch and localchars are both TRUE, then when either the intr or quit character is entered, the resulting sequence sent will be followed by the TELNET SYNCH sequence. This procedure should cause the remote system to begin throwing away all previously entered input until both of the TELNET sequences have been read and acted upon. The initial value of this variable is FALSE.

binary
XE "binary :telnet variable"Enable or disable the TELNET BINARY option on both the input and output.

crlf
If this variable is TRUE, carriage returns will be sent as CR/LF. If this is FALSE, carriage returns will be sent as CR/NUL. The initial value for this variable is FALSE.

crmod
When this mode is enabled, most carriage return characters received from the remote host will be mapped into CR/LF. This mode does not affect those characters entered by the user, but only those received from the remote host. This mode is not very useful unless the remote host only sends carriage return but never any Line Feeds. The initial value for this variable is FALSE.

debug
Sets the socket-level debugging mode (useful only to the administrator). The initial value for this variable is FALSE.

echo
This is the value (initially ^[) which, when in line-by-line mode, will switch between local echoing of entered characters (for normal processing) and suppressing echoing of entered characters (for example, for entering a password).

eof
Specifies the eof character. The initial value of the eof character is taken to be the terminal's eof character. If telnet is operating in LINEMODE or in the line-by-line mode, entering this character as the first character on a line will cause this character to be sent to the remote system.

erase
Specifies the erase character. The initial value for the erase character is taken to be the terminal's erase character. If telnet is in localchars and character-at-a-time mode, when this character is entered, a telnet ec  sequence will be sent to the remote system.

escape
XE "escape :telnet variable"Specifies the escape characterXE "escape character". This is the escape character (initially ^[) which causes entry into the command mode when connected to a remote system.

flushoutput
XE "flushoutput :telnet variable"Specifies the flushoutput character. The initial value for this character is taken to be the terminal's flush character. If telnet is in localchars mode and the flushoutput character is entered, a telnet ao sequence is sent to the remote host. 

inbinary
XE "inbinary :telnet variable"Enable or disable the telnet BINARY option on input.

interrupt
XE "interrupt :telnet variable"Specifies the interrupt character. The initial value for the interrupt character is taken to be the terminal's intr character. If telnet ao is in localchars mode and the interrupt character is entered, a telnet ip sequence is sent to the remote host. 

kill
XE "kill :telnet variable"Specifies the kill character. The initial value for the kill character is taken to be the terminal's kill character. If telnet ip is in localchars and character-at-a-time mode, a telnet el sequence is sent to the remote system when this character is entered. 

lnext
XE "lnext telnet variable"Specifies the lnext character. The initial value for the lnext character is taken to be the terminal's lnext character. If telnet el is operating in LINEMODE or in line-by-line mode, this character is taken to be the terminal's lnext character. 

localchars
XE "localchars telnet variable"If this is TRUE, then the flush, interrupt, quit, erase, and kill characters are recognized locally and then transformed into appropriate telnet control sequences: ao, ip, brk, ec, and el, respectively. The initial value for this toggle is TRUE in line-by-line mode and FALSE in character-at-a-time mode. When the LINEMODE option is enabled, the value of localchars is ignored and assumed to always be TRUE. If LINEMODE has ever been enabled, then quit will be sent as abort; eof and suspend will be sent as eof and susp.

netdata
XE "netdata telnet variable"Specifies the display of all network data in hexadecimal format. The initial value for this variable is FALSE.

options
XE "options telnet variable"Specifies the display of some internal telnet protocol processing which pertain to the TELNET options. The initial value for this variable is FALSE.

outbinary
XE "outbinary telnet variable"Enable or disable the telnet BINARY option on output.

prettydump
XE "prettydump telnet variable"If both the prettydump and netdata variables are enabled, the output from the netdata command will be organized into a more user-friendly format. Spaces will be put between each character in the output and the beginning of any telnet escape sequence will be preceded by a * to help find them.

quit
XE "quit telnet variable"Specifies the quit characterXE "quit character". The initial value for the quit character is taken to be the terminal's quit character. If telnet el is in localchars mode and the quit character is entered, a telnet brk sequence is sent to the remote host. 

reprint
XE "reprint telnet variable"The initial value for the reprint character is taken to be the terminal's reprint character. If telnet brk is operating in LINEMODE or in line-by-line mode, then this character is taken to be the terminal's reprint character. 

start
XE "start telnet variable"Specifies the start character. The initial value for the start character is taken to be the terminal's start character. If the telnet TOGGLE-FLOW-CONTROL option has been enabled, then this character is taken to be the terminal's start character. 

stop
XE "stop telnet variable"Specifies the stop character. The initial value for the stop character is taken to be the terminal's stop character. If the telnet TOGGLE-FLOW-CONTROL option has been enabled, then this character is taken to be the terminal's stop character. 

susp
XE "susp telnet variable"Specifies the suspend character. The initial value for this character is taken to be the terminal's suspend character. If telnet is in the localchars mode or if the LINEMODE is on and the suspend character is entered, a telnet susp sequence is sent to the remote host. 

worderase
XE "worderase telnet variable"Specifies the worderase character. The initial value for the worderase character is taken to be the terminal's worderase character. If telnet is operating in LINEMODE or in line-by-line mode, then this character is taken to be the terminal's worderase character. 

telnet slc Mode

XE "slc command"

XE "telnet:slc command"The slc (“set local characters”) command is used to change the state of the special characters when the telnet LINEMODE option has been enabled. The special characters are characters that get mapped to telnet commands sequences (such as ip or quit) and line-editing characters (such as erase and kill). By default, the local special characters are exported to the remote system.

telnet slc Mode

export
XE "export telnet command"Switch to the local defaults for the special characters. The "local default characters" are those of the local terminal at the time when telnet was started.

import
XE "import telnet command"Switch to the remote defaults for the special characters. The remote default characters are those of the remote system at the time when the telnet connection was established.

check
XE "check telnet command"Verify the current settings for the current special characters. The remote side is requested to send all the current special character settings; if there are any discrepancies with the local side, the local side will switch to the set of remote values.

?
XE "? telnet command"Prints out help information for the slc command.

Sample telnet Sessions

XE "telnet:sample sessions"Two sample sessions are shown below which illustrate how telnet can be used in a variety of ways. Communications with a host named lancelot are shown.

Basic Use

This is a simple session illustrating basic telnet use. telnet is invoked with a host name and opens a connection to that host. It displays Trying... to indicate it is trying to establish a connection, then a message indicating it is connected when the connection is established. It then displays the current escape character (there is no options status display). At this point, telnet has established the connection to the remote machine and the remote machine displays its login prompt.

The user then logs into the remote machine using the same procedures that would be used for a local terminal on that machine. The user does a listing of his directory on the remote machine. Having completed his work, the user then types the escape character and telnet enters command mode, displaying the command mode prompt. The user enters the quit command and telnet closes the connection to the remote machine and returns to the Connection Station command shell.

>> telnet lancelot
Trying 128.212.64.67 ...
Connected to lancelot.i88.isc.com.
Escape character is '^]'.

UNIX System V Release 3.2 (lancelot.i88.isc.com) (ttyp02)

login: preston
Password:
UNIX System V/386 Release 3.2
lancelot
Copyright (C) 1984, 1986, 1987, 1988 AT&T
Copyright (C) 1987, 1988 Microsoft Corp.
All Rights Reserved
Login last used: Sat Jul 6 12:48:39 1991

lancelot$ cd /usr/src/uts/i386/io
lancelot$ ls
arp.c         arp.mk        arp.o         arpproc.c     arpproc.o
dldrvr.errs   dldrvr.mk     eli.c         inet.errs     inet.mk
ip/           llcloop.c     llcloop.o     ppp/          slip.c
slip.o        socket/       socket.errs   socket.mk     tcp/
ttyp.c        ttyp.o        udp/          vty.c         vty.o
lancelot$ ^]
telnet> quit
Connection closed.
>>

Using the open Command

This session illustrates alternative ways to log in and out of a remote machine: through command mode. The user gives the telnet command without a host name and enters command mode. The user gives the status command and telnet indicates that no connection is established. The user then uses the open command to establish a connection and automatically goes into input mode.

The user receives a login message from the remote system. The user then logs into the machine using the same procedures that would be used for a local terminal on that machine. Having completed his work, the user logs out of the remote machine. The remote machine then closes the connection. telnet terminates automatically and returns to the command shell.

>> telnet
telnet> open lancelot
Trying 128.212.64.67 ...
Connected to lancelot.i88.isc.com.
Escape character is '^]'.

UNIX System V Release 3.2 (lancelot.i88.isc.com) (ttyp02)

login: stevea
Password:
UNIX System V/386 Release 3.2
lancelot
Copyright (C) 1984, 1986, 1987, 1988 AT&T
Copyright (C) 1987, 1988 Microsoft Corp.
All Rights Reserved
Login last used: Tue Jul  2 12:20:53 1991

lancelot[130]$ who
Root       console      Jul  5 21:10
sath       ttyp00       Jul  6 10:05
preston    ttyp01       Jul  6 15:22
stevea     ttyp02       Jul  7 21:48
lancelot[131]$ exit

Connection closed by foreign host.
>>

Establishing an Identity with login

The login commandXE "security: login"

XE "login" in the command processor specifies the name that will be used by default each time you give the rlogin command without the -l option. Its syntax is:

login username
The login command restarts the login process. The user name associated with the command session is changed to username. If password checking is active, a password is requested and user name verified before being accepted. These security options are described in Chapter 9.

If the login process fails due to a password failure, the command session (if any) remains intact. If the user name given in the login command differs from the old user name, all dynamic sessions will be terminated.

You can also establish a default login name on a port. See Default User Name in Chapter 13 for details.

Identifying a Physical Port Number

XE "security: physical port number"

XE "telnet: PORT environment variable"

XE "port: telnet environment variable"In some cases, it may be necessary for a host to know the physical location of a terminal that has accessed it through the Connection Station. This can be accomplished only with the telnet protocol. While the telnet session itself has no sense of the physical device that attached to the host, telnet has an option that allows UNIX environment variables to be set across the telnet link. Using this feature, the Connection Station will set an environment variable called PORT to a value of IP.Port where IP is the IP address of the Connection Station, and Port is the physical port number.

In order for this option to work, the host software must support it. You can easily test for it by looking at the shell environment when you log in. Type:

set | grep PORT

and see if the PORT variable is set. If it is not, consult with the operating system vendor to see if or when this option will be available.

Host Names

XE "host names"

 XE "sections: hosts" Each host on the network has name that can be used by the rlogin and telnet commands instead of specifying its IP address. These names can come from a domain name serverXE "domain name server" (DNSXE "DNS") or can be specified in the configuration file.

If a host name is not found at the domain name server, the CNS-1610 looks in the table of hosts you specify in the configuration file. The entries for listing host names are [Hosts], which tells how many host names you are listing, and [Hostnn], which is the name-to-IP-address conversion for each host. The [Host] and [Hostnn] sections are similar to the /etc/hosts file on a UNIX host, and allow the Connection Station to address network hosts by name.

XE "Hosts section"

XE "sections:Hosts"The single [Hosts] section lists how many [Hostnn] sections are to be found in the configuration file:

[Hosts]

nhosts=nn
where nn defines the number of [Hostnn] sections that are being defined. 

XE "Hostnn section"

XE "sections:Hostnn"

XE "host names"Each [Hostnn] section gives host name associations for one host. Based on the nhosts entry in the [Hosts] section, the configuration is expecting sections [Host00] through [Host(nn-1)], each of which look like:

[Hostnn]

hostname=name
hostaddr=ipaddress

where name defines the name of the host and ipaddress defines the IP address associated with the host. An example of the part of the configuration file with these entries is:

[Hosts]
nhosts = 3

[Host00]
hostname = jerry
hostaddr = 128.212.69.6

[Host01]
hostname = bob
hostaddr = 128.212.69.5

[Host02]
hostname = phil
hostaddr = 128.212.69.7

Using a Modem for Dial-in Access

XE "modems:dial-in"You can attach a modem to the Connection Station and use that modem to dial into the Connection Station from a remote site. Dialing in through the Connection Station gives you a great deal of flexibility because the user can decide which host on the net to log into at the time of dialing in. You do not need to assign a particular modem to a particular host, although you can do that if you wish (see Chapter 13).

For the user, accessing the Connection Station with a modem is similar to dialing into a host computer. The user dials the phone number of the modem. When it answers, the user is presented with a Connection Station command shell prompt just as if the user was directly connected. When the modem hangs up, all parameters including the login identity are reset to their default state and all connections with hosts are broken.

There is more information on dial-in modems in the Installing Dial-In Modems section of Chapter 3.

Troubleshooting Connections

Symptom
What to check

The terminal does not respond
Verify the cabling

Verify the stty parameters

You see garbled characters
Verify the stty parameters

You see output to the terminal but the keyboard does not function.
Verify the cabling

Verify the stty parameters

You see missing or bad cursor addressing
Verify the flow control
Verify the terminal type

Verifying the cabling

First check the LED on the Connection Station for the port you are using. If the light is not either blinking or on continuously, your cabling is not correct. This light monitors data coming from the terminal.

You can use an RS-232 tester plugged into the back of the terminal. The TxD and RxD lines should be not asserted, and all other lines should be asserted.

Verifying the transmission parameters

XE "stty"In the command processor, the stty command with no arguments will display the current terminal settings for the port. Use the terminal's setup function and compare the following parameters.

The data rate on the terminal should match the baud rate printed by stty.

You should see cs8 on the stty list if your terminal is set for 8 bit characters and cs7 if your terminal is set for 7 bit characters.

You should see -parenb on the stty list if your terminal is set for no parity. If your terminal is set for even parity, then stty should show parenb and

-parodd. If your terminal is set for odd parity then stty should show parenb and parodd.

If your terminal should be set for one stop bit you should see -cstopb on the stty list.

If any of these settings do not match, you should change the setting on your terminal.

Verifying the flow control

XE "flow control:troubleshooting"

XE "stty"In the command processor, the stty command with no arguments will display the current terminal settings for the port. Use the terminal's setup function and compare the following parameters.

If you terminal is set for XON/XOFF (software) flow control, you should see ixon on the stty list.

If your terminal is set for DTR flow control, you should see cdxon on the stty list. Make sure that the DTR modem control signal from the terminal is routed to the CTS input on the Connection Station.

If any of these settings do not match, you should change the setting on your terminal. You should be using some kind of flow control unless you need to run at data rates below 9600 baud for some reason.

6. Multiple Sessions

XE "multiple sessions:general"

XE "sessions" \t "see multiple sessions" \i

XE "hot-key"Multiple sessions is a feature of the Connection Station that enables a terminal to support multiple login sessions on one or more hosts. Each TCP/IP session acts a like a unique host TTY device. The multiple sessions feature enables you to quickly switch between different connections on the same terminal using a hot-key sequence. Details about different session types and how to configure them can be found in Chapter 13.

When you switch from one TCP/IP session to another, the first session is frozen. Output to the frozen session is blocked until you resume that session.

Multiple sessions can only refresh or update the screen when you switch back to a session if the terminal itself supports multiple display pages. For terminals that do not support multiple display pages, the default action on a session switch is to clear the screen. This action can be modified via the configuration file.

To switch between sessions you must define a set of hot-keys that you type to tell the Connection Station that you want to switch sessions. The set of hot-keys in use is normally associated with a particular terminal type but they can be uniquely defined for each port independent from the terminal type. A default set of hot-keys is defined for each of the terminal types that are known to the Connection Station.

The default configuration file has all ports configured to a terminal type of dumb. This terminal type has no hot-keys defined so you can only use one session at a time. To use multiple sessions, you must change your terminal type to a terminal type that has hot-keys defined or define a set of hot-keys explicitly in the configuration file as described in Custom Hot-Keys below.

Using Hot-Keys

XE "hot-key"The default configuration file establishes eight sessions for each port, numbered 0 through 7. When you first connect to the Connection Station, you will connect to the Command Session, which is in session 0. When you invoke rlogin or telnet, the Command Session spawns the connection on the first available session in the range 1 through 7. When you terminate your rlogin or telnet session, you are automatically returned to the Command Session in session 0 and the session you were using is made available for future connections.

When hot-keys are defined for a port, you can press a hot key to switch to another session. For example, if you use the Command Session in session 0 to invoke rlogin in session 1, you can switch back to the Command Session by pressing a hot key. You can then use the Command Session to invoke a telnet to a different host in session 2. Using the hot-keys you can now switch between your two host sessions and the command session.

The default configuration file also defines hot-keys for certain other functions:

Default Hot Keys

WHO
Show what session you are currently using.

HELP
Show what hot-keys are defined.

STOP
Hang-up all sessions and exit the command session.

QUIT
Terminate the current session only.

The hot-key definitions for the built-in terminal types except for ansi and vt100 assign these functions and the session switch functions to Shift Function keys as shown in the following table.

Hot Key Assignments (except VT100 and ANSI)

Key
Function
Description

Shift-F1
Switch 0
Switch to session 0

Shift-F2
Switch 1
Switch to session 1

Shift-F3
Switch 2
Switch to session 2

Shift-F4
Switch 3
Switch to session 3

Shift-F5
Switch 4
Switch to session 4

Shift-F6
Switch 5
Switch to session 5

Shift-F7
Switch 6
Switch to session 6

Shift-F8
Switch 7
Switch to session 7

Shift-F9
WHO
Display current session number

Shift-F10
HELP
Display current hot-keys

Shift-F11
STOP
Terminate all sessions and logout

Shift-F12
QUIT
Terminate current session only

To type one of these hot-keys, press the Shift key and one of the Function keys on your keyboard.

The hot-key definitions for the built-in terminal types ansi and vt100 assign these functions and the session switch functions to a two character sequence as shown in the following table.

Hot Key Assignments (VT100 and ANSI)

Key
Function
Description

Control-A1
Switch 0
Switch to session 0

Control-A2
Switch 1
Switch to session 1

Control-A3
Switch 2
Switch to session 2

Control-A4
Switch 3
Switch to session 3

Control-A5
Switch 4
Switch to session 4

Control-A6
Switch 5
Switch to session 5

Control-A7
Switch 6
Switch to session 6

Control-A8
WHO
Display current session number

Control-A9
HELP
Display current hot-keys

Control-A0
STOP
Terminate all sessions and logout

Control-A-
QUIT
Terminate current session only

Control-A Control-A
FORWARD
Pass a Control-A to the application

To type one of these hot-keys, simultaneously press the Control key and the A key on your keyboard, then release those and press one of the number keys or the minus key. XE "timeouts: hot key"When using this terminal type, the hot-key timeout is set to infinite. This means that the hot-key interpreter will wait forever for you to type the next key. To pass a Control-A to your application, you must type two Control-A's in sequence. Note that this terminal type supports hot-keys for only seven of the eight possible sessions. To reach the eighth session you must use the command shell fg command.

Built-in Terminal Types

XE "terminals:types"The CNS-1610 has the hot-key data for selected terminals built-in. To use hot-keys on one of these terminals, you simply set the terminal type in the configuration file:

1.
Use a text editor to modify the configuration file for your Connection Station.

2.
XE "Portnn section"

XE "sections:Portnn"Locate the [Portnn] section for the port you want to activate multiple sessions upon.

3.
Change the terminalType entry to the type of terminal you are using. The entry looks like terminalType=terminal, where terminal is one of the built-in terminal types

4.
Save the file and exit the editor.

5.
When all users have logged off the Connection Station, reboot it to reload the modified configuration file.

The following terminal types are built into the CNS-1610.  XE "IBM terminals" \t "See terminals." 

 XE "Wyse terminals" \t "See terminals." 

 XE "VT100" \t "See terminals." 

XE "terminals:built-in"

XE "terminals:VT100"

XE "terminals:IBM"

XE "terminals:dumb"

XE "terminals:Wyse"

XE "VT100"

XE "Wyse terminals"

XE "IBM terminals"

XE "DEC VT100"
Supported Terminal Types

Name
Terminals
Notes

dumb
Any
No function keys are recognized.

ansi
vt100
VT100
VT3XX
VT4XX
Uses a two character hot-key sequence, not function keys. No display pages are supported, so this terminal type clears the screen on session switch.

wy50
wy60
Wyse 50
Wyse 60
Wyse 160
Assumes wy50+ emulation mode with enhanced mode off. Six display pages for sessions 0-5. Session 6 and 7 clear the screen on session switch.

ibm3151
ibm3161
ibm3164
IBM 3151
IBM 3161
IBM 3164
No display pages are supported, so this terminal type clears the screen on session switch.

Custom Hot-Keys

XE "hot-key:custom"If the terminal you are using is not one of the built-in types, you can still use hot-keys and multiple sessions. In this case, you must define the hot-keys explicitly in the appropriate [Portnn] section of your configuration file.

To allow multiple sessions on a particular port, you need to use additional entries in the [Portnn] section. Those entries are:

Custom Hot Key Configuration

nhotkeys=nn
Defines the number of hot-keys to be used for switching between multiple terminal sessions on a single port.

hotkeynn= string1, string2, string3, word, nn 
Defines the hot-key sequences for this port where string1 is a help string, string2 is the input string to switch to this session, string3 is the string that output to the terminal, word is a command function for the key:

NONE

Key doesn't function

WHO

Key identifies current session

HELP

Key outputs help strings

STOP

Key stops session

QUIT

Key quits session

FORWARD
pass string 3 to the application

SWITCH nn
Key switches to defined session
If the command is SWITCH, the session number must be defined by including the nn parameter. It is ignored by the other commands

In the hot-key definition, the first parameter, the help string, is what is displayed as the key definition when the help key is entered. This string is only the key portion of the message, not the entire help messages. For example, if you define a hot key to be associated with Shift-F1, you might enter the string Shift-F1 as this value. This string can be a maximum of 10 characters long.

The next value, the input string, is the sequence of characters expected from the terminal or user when this hot key is entered. For terminal derived sequences this will normally be a group of characters beginning with some kind of escape character. For hot-keys explicitly entered by a user, the input string can be one or multiple characters. The maximum length of the input string is 6 characters. All characters that can form a potential match for the input string will be delayed in the Connection Station until enough characters have been entered to unambiguously resolve whether the sequence is one of the hot-keys or until the XE "timeouts: hot key"timeout expires (see below). In the configuration file this string is a quoted string. See Appendix A for the syntax of configuration file quoted strings.

The next value, the output string, is the sequence of characters that is echoed back to the terminal when a switch hot-key is recognized or is passed on to the host when a forward hot-key is recognized. A maximum of 8 characters can be output. You can use this string for page switching on the terminal, clearing the terminal screen or other functions. For a forward function, it is normally the Escape key but can be any sequence of characters thus creating a simple macro capability. You can define multiple forward hot-keys up to the maximum number of hot-keys (12).   In the configuration file this string is a quoted string. See Appendix A for the syntax of configuration file quoted strings.

For example, the following entries define a custom hot-key configuration on port 1. Only two sessions are recognized and no special functions are supported. The sessions are activated by typing Control characters rather than Function keys. The page switch in this example is for a Wyse 60 terminal.

[Port01]
...
nhotkeys=2
hotkey00=Control-A,^A,\033w0,SWITCH,0
hotkey01=Control-B,^B,\033w1,SWITCH,1

Given the configuration in this example, you may want to reduce the number of sessions available. This will prevent the user from invoking an rlogin or telnet session that has no hot-key associated with it. See Chapter 13 for details on how to do this.

There is another hot-key parameter that you may want to control, the hot-key XE "timeouts: hot key"timeout. Most terminal function keys transmit a sequence of characters that begin with the same characters used by normal applications. To distinguish between a function key and normal application keys, the Connection Station will only recognize function keys if all the keys in the sequence arrive with the hot-key timeout period. If the timeout period expires without all the function key sequence having been received, the keys received so far are transmitted to the host as normal application keys.

The default hot-key timeout is 0.1 seconds. You can change this if necessary by setting the hotkeyTimeout entry of a port section. The value should be the number of microseconds for the timeout, e.g. 100000 for the default value of 0.1 seconds. If you set this value to 0, the timeout period is assumed to be infinite. In this case, characters that match the beginning of a hot-key sequence will not be transmitted to the host until at least one character that differs from any of the possible hot-keys is typed.

The hot-keys are normally assumed to be bound to Function keys assuming that the terminal will pass the entire sequence of characters to the system in one burst. You can also define an alternate style of hot-keys that involve an escape key followed by another key that you type to select the function. For this style of hot-keys you will want to set the timeout to 0 meaning infinite. You will also want to define the FORWARD function so that you can pass the escape key to the application by typing it twice.

7. Using Dial-out Modems

XE "reverse telnet:modems"

XE "modems:dial-out"You can dial-out on a modem attached to the Connection Station with the telnet command from hosts on the network. Use of a dial-out modem on the Connection Station involves:

1.
Attaching the modem to a Connection Station port (see The CNS-1600 and CNS-1610 Hardware Installation and User's Guide for information on cable wiring for modems).

2.
Configuring the reverse telnet service to control the port.

3.
Using telnet or cnsconnect on the host to access the Connection Station.

telnet provides a direct attachment to the modem. The cnsconnect program (provided with the CNS-1610) is used for programs on the host that expect to access a modem through an operating system device, such as the cu program provided on many UNIX platforms.

You may configure a modem that is used for dial-in or for dial-out at the same time. This will be discussed later in this chapter.

Configuring Reverse telnet for Modems

XE "sections:Telnetd"The reverse telnet service is also known as the telnet daemon or telnetd. To configure this service you must add entries to the configuration file that binds the service to TCP ports and informs the Connection Station what Connection Station serial ports to use for the reverse telnet service. Note that the word “port” is used in two ways in the following sections. A TCP port is the number assigned to a particular TCP service. A Connection Station serial port is an electrical interface and its associated driver software that you can use to connect a device to the Connection Station.

The single [Telnetd] section lists how many additional telnetd sections of the form [Telnetdnn] are to be found in the configuration file. You set this number to the number of instances of the reverse telnet service that you plan to run.

[Telnetd]

ntelnetds=nn
where nn defines the number of [Telnetdnn] sections that are being defined.

XE "Telnetdnn section"

XE "sections:Telnetdnn"Each [Telnetdnn] section lists associations between the telnet daemon (reverse telnet service) and logical devices. Such associations are made only after a connection has been made to a particular TCP port. Based on the ntelnetds entry in the [Telnetd] section, the configuration is expecting sections [Telnetd00] through [Telnetd(nn-1)]. XE "reverse telnet: timeout"

XE "timeouts: reverse telnet"

XE "reverse telnet: inout"
[Telnetdnn] Section Entries for Dial-Out

device=type
Defines the type of Connection Station port to which telnetd will attach when a connection is made, where type is typically com.

port=n
Defines the Connection Station serial port number to which telnetd will attach when a connection is made, where n is a decimal number.

tcpPort=n
Defines the TCP port where n is a decimal number.

mode=char
This parameter should be set to char.

timeout=seconds
Establishes the time in which the telnet daemon will disconnect from the modem after the telnet connection terminates when data to the modem is flow controlled. You should normally set this value to 1 for modems.

inout=0
Disable dial-in/dial-out mode and sense carrier detect to enable connection.

Here is an example configuring a single modem device on serial port 9 of a Connection Station:

[Session64]
port=9
session=0
application=reserved
device=LDTCOM

[Session65]
port=9
session=1
application=reserved
device=LDTCOM

(similar for sessions 2-7 of port 9)

[Telnetd]
ntelnetds=1

[Telnetd00]
device=com
port=9
tcpPort=5109
timeout=1
inout=0

Configuring for Dial-in/Dial-out

XE "reverse telnet"

XE "sections:Telnetd"If yo  If you wish to have a modem port used both for dial-in and dial-out, the [telnetdnn] section must be slightly modified. Note that this applies only to serial devices.

Using a port in both directions requires use of the Connection Station’s virtual sessions. The dial-in part of the port should have a command session configured onto one of the virtual sessions; Central Data recommends using session 0 for this. The [telnetdnn] section will be configured to dial-out on another virtual session. A good choice for this is session 6.

For this configuration to work, configuration of the DCD signal from the modem becomes essential. The port must be set up with XE "clocal"

XE "hupcl"clocal and hupcl in the stty parameter so that the Connection Station knows when the modem has been dialed into. The [telnetdnn] is then setup with a special variable XE "reverse telnet: inout"inout=1.

[Telnetdnn] Section Entries for Dial-In/Dial-Out

device=ldtcom
You are required to use the Connection Station virtual session device.

port=n
n is the decimal serial port number on the Connection Station which telnetd will attach to when a connection is made.

session=n
Session number to be used for dial-out. application should be set to reserved in the corresponding [Sessionnnn] section.

tcpPort=n
Defines the TCP port where n is a decimal number.

mode=char
This parameter should be set to char.

inout=1
Turns on dial-in/dial-out mode.

timeout=seconds
Establishes the time in which the telnet daemon will disconnect from the modem after the telnet connection terminates when data to the modem is flow controlled. You should normally set this value to 1 for modems.

With the configuration setup in this manner, the modem will answer if dialed, and the user will get a command or login prompt. If reverse telnet is used to connect to telnetd, the user will be directly connected to the modem. It will be necessary to dial the modem using manual commands.

Here is an example configuring a dial-in/dial-out modem device on serial port 9 of a Connection Station:

[Session64]
port=9
session=0
application=command
device=LDTCOM

[Session65]
port=9
session=1
application=dynamic
device=LDTCOM

[Session66]
port=9
session=2
application=dynamic
device=LDTCOM


(similar for sessions 3-5 of port 9)

[Session70]
port=9
session=6
application=reserved
device=LDTCOM

; Leave this session reserved to allow for a
; transparent printer to be configured.

[Session71]
port=9
session=7
application=reserved
device=LDTCOM

[Telnetd]
ntelnetds=1

[Telnetd00]
device=ldtcom
session=6
port=9
tcpPort=5109
timeout=1
inout=1

Reverse Telnet and Modem Controls

XE "reverse telnet: modem controls"For a serial device, the default setting for telnetd requires that the attached device assert DCD before a connection will be allowed. The presence of DCD can be used to prevent connection if the device is not attached, or if it is offline.

In the case of a modem, you have several options when using reverse telnet. In the normal case, where XE "reverse telnet: inout"inout=0, it will be necessary to either set the XE "clocal"clocal flag in the port (which acts as if DCD is always asserted), or else cause the modem to supply carrier at all times. If you use the latter, try to choose a modem configuration which will cause carrier to drop when the line hangs up (such as the &C2 command for the AT command set) otherwise the port will stay open after the user hangs up.

You may also specify inout=1. In this case, reverse telnet will connect to the modem regardless of the state of DCD. When the modem dials and is connected, DCD will go active. The Connection Station will ignore this. When the modem hangs up, however, DCD dropping will cause a hang up, which will cause reverse telnet to terminate.

In general, it is probably best to use inout=1 when using modems with reverse telnet.

Choosing TCP Port Numbers

XE "reverse telnet:TCP ports"

XE "TCP"TCP port numbers used by this service are represented by 16-bit integers. TCP reserves port numbers in the range of 1 to 1023 for both well-known service ports as well as ports reserved for restricted system access. Port numbers in this range should not be used on the Connection Station to avoid conflict with other services. Any number in the range 1024 to 65535 is a valid TCP port number to use for a specific telnetd port. However, no two telnetd instances on the Connection Station should use the same TCP port number because it will cause errors to occur during the system configuration phase.

Central Data recommends that you assign TCP ports in the range 5001 through 5016 for shared modems on serial ports 1 through 16. These numbers are arbitrary and suggested for mnemonic convenience.

If you have a single instance of the reverse telnet service defined on your Connection Station, you may want to use TCP port 23, which is the assigned port number for the telnet service. Using this TCP port number permits users on other system to simply invoke the telnet command on their system using the domain name or IP address of the Connection Station, without specifying a TCP port. Also, some implementations of telnet do not support using a TCP port number other than 23.

Establishing a telnet Connection from a Host

1.
Attach the device to a Connection Station port.

2.
XE "reverse telnet:TCP ports"Make a telnetd entry for that port in the configuration file. The entry contains both the physical name of the Connection Station port as well as the TCP port number on which telnetd will listen while waiting for connections.

3.
If this session is for dial-out only, disable other sessions such as the command shell for that port. Edit the configuration file and change the application entry for all numbered session sections for the port you plan to use to the value reserved. See Session Types in Chapter 13 for more details.

4.
Locate the [Portnn] section that refers to the port you are configuring. Set up basic parameters for the port such as data rate and flow control on the stty XE "stty"entry. Note that hardware flow control is recommend for modems. See Flow Control in Chapter 3 for more details. For dial-out operation you will want to set the clocal XE "clocal"flag to prevent the port from hanging up prior to establishing the connection. See Disconnect/

Hangup in Chapter 3 for more details. An example stty entry is:

stty=9600 ctsxon rtsxoff clocal

5.
After all users have logged off, restart the Connection Station to make the modified configuration file active.

To connect to a modem on the Connection Station, use a command similar to:

telnet cnsaddr [cnsport]

Here, cnsaddr is the domain name of the Connection Station or its IP address, and cnsport is the TCP port number you have configured to listen for telnet connections. If you assign a reverse telnet service to the standard telnet service port number, 23, then you do not have to specify an explicit TCP port on the telnet invocation command line.

This command will connect the user's telnet session directly to the telnetd service on the Connection Station at the TCP port cnsport. This telnetd service is pre configured to access a specific Connection Station serial port defined by the configuration file. The user then has a virtual connection to the device. If the device is a modem, the user could now enter the same commands as if directly connected to the modem with a terminal program.

XE "reverse telnet:troubleshooting"

XE "troubleshooting: reverse telnet"If the telnet connection fails, check the following:

SYMBOL 183 \f "Symbol" \s 10 \h
a configuration file section has an error

SYMBOL 183 \f "Symbol" \s 10 \h
no device is attached to the port

SYMBOL 183 \f "Symbol" \s 10 \h
somebody else is using the telnetd session for the TCP port number used 

Note that there may be a delay before a port can be reused while the port finishes sending data to the attached device.

 Using cnsconnect

XE "host software: cnsconnect"

XE "cnsconnect:description"

XE "cnsconnect:for modems"A program for your host computers called cnsconnect is supplied with the distribution software. This program uses pseudo ttys on your host computer to make Connection Station ports act like devices that are directly attached to your host computer. This means that you can use host-based communications programs like the UNIX cu command and associated UUCP functions on your host computer rather than telnet as described above.

To use cnsconnect, you must first create an executable version of the program. Executable versions of the program are provided for all of the supported UNIX platforms listed in Chapter 2. To use these executables, you must install a startup script in your /etc/rc2.d directory that invokes cnsconnect.

XE "cnsconnect:compiling"

XE "source files: cnsconnect"For other operating systems, you will need to compile the source code provided. If you installed using the installation script, the source code was copied into the directory /usr/lib/cns/sources/cnsconnect. Examine the file README in that directory for instructions on compiling the sources. On most systems you can simply type:

cd /usr/lib/cns/src/cnsconnect
make install

to compile the program and install it in your /usr/lib/cns/bin directory.

XE "cnsconnect:starting"Users will not execute cnsconnect directly. It executes as a background daemon that is started when your system is booted. Once executing, the devices monitored by cnsconnect will be available for accessing Connection Station ports. The program is normally started by a shell script in the directory /etc/rc2.d on most UNIX systems. This script runs after the TCP initialization. If you are running one of the supported operating systems and you installed using the install script provided, then the startup script was automatically installed on your system. If you compiled the program from source, you will need to create your own startup script.

The program creates the devices it monitors and performs address binding using a configuration file called /usr/lib/cns/cnsconnect.cnf. Before running the program the first time you will need to use a text editor to modify the example file provided to match your configuration.

A cnsconnect configuration fileXE "cnsconnect:configuration file" consists of multiple records, one per line. A record has the following format:

device_name   target_host   tcp_port   flags

The device_name field specifies the name of the special file that user applications will access the desired Connection Station device by. It should be the full pathname of a file, for example /dev/printer1. The specified file will be created each time cnsconnect is started.

The target_host field specifies where the CNS-1610 resides on the network. This can be either a domain name or an IP address in dot notation.

The tcp_port field specifies the TCP/IP connection number assigned to the device. This number must correspond with the tcpPort line is the associated [TelnetdXX] section in the configuration file.

The flags field specify special characteristics for the connection. A flags value of bin specifies binary transmission of 8-bit data, as opposed to 7-bit ASCII. This may be required by certain printers or applications. A flags value of hupcl specifies the connection to the device will be dropped when the application closes the device_name. Modems would make use of this flag to ensure the line is hung up when the application exits.

XE "cnsconnect:configuration example"An example cnsconnect configuration file follows:

# configuration of printers
/dev/printer1
cnslab

3001
/dev/printer2
192.132.7.5
4001
bin
# configuration of modem
/dev/modem1

cns1

3004
hupcl

After you have finished modifying the configuration file and made sure the program and startup script are properly installed, you can either reboot your system to start it or start the program by hand the first time by typing:

/usr/lib/cns/bin/cnsconnect

On future reboots, the program will use the startup script to start automatically. When it starts, it creates a daemon process for each device in its configuration file. If you change the configuration file while the program is running, you will need to kill any of the cnsconnect daemon processes that have started and re-run the program.

Note:  In order for cnsconnect to operate properly, the physical device must be attached to the Connection Station. If the device is not attached to the Connection Station when cnsconnect starts up, the UNIX device in /dev may not be present. The problem will be corrected when the physical device is attached to the Connection Station.
Don't forget to modify any other system configuration files that need to references the cnsconnect devices such as /usr/lib/uucp/Devices.

Do not try and use cnsconnect when using dial-in/dial-out on the Connection Station using the inout=1 flag. When this program starts, it will make a TCP connection from the host to the Connection Station that will effectively disable the ability to dial-in to the port. You should use telnet from the host to dial-out in this mode.

Modem Pools

XE "modems:pools"Modem pools permit reverse telnet users to share a group of modems so that the telnet connection will succeed if any of the modems are free. To define a modem pool, use a comma separated list of port numbers in a [Telnetdnn] section. For example:

[Telnetd02]
device=ldtcom
port=11,12,13
session=6
tcpPort=5300
inout=0

When you attempt to connect to the specified TCP port, the telnet daemon will cycle through the list of ports looking for a port that is not in use. It will complete its connection using the first available port. If all ports in the list are in use, the telnet connection will fail. Note that the first attempt is made on the second port of the list. Modem pools may be established for both dial-out, as well as dial-in/dial-out ports.

Keepalives

The use of keepalive messages applies to both sides of a reverse telnet connection.

The cnsconnect program uses keepalive messages to the CNS-1610 to verify that the connection is still up. If the keepalive messages are not returned, the TCP connection will be terminated, and restarted automatically.

On the other side, the use of keepalive on the CNS-1610 also verifies that the host is still there. In the case of the CNS-1610, however, if a connection is dropped, it will not be restarted, rather waiting for the host to do this.

In a normal Ethernet environment, there is really no penalty to pay for use of keepalives on both sides of the reverse telnet connection. If the TCP connections are going into a wide area network (i.e. over a router or packet network), then some adjustment of the use of keepalives may be in order. Specifically, you may wish to decrease their frequency. Keepalives can be eliminated from reverse telnet, however restarting of printers will then have to be done manually. If the keepalives are causing excessive traffic into the wide area network, this may be preferable to the additional expense and overhead of the automatic feature.

8. Using Printers

Installing Printers

XE "printers:installation"

XE "installation:printers"This section provides an overview of the steps required to install serial and parallel printers. More details about configuring printers and communicating with printers are provided later in this chapter.

Some printers offer a choice between parallel or serial interfaces. When practical, parallel interfaces are the easiest to use and offer the highest performance. Unfortunately, using a parallel interface requires the printer to be located relatively near the Connection Station. Using a serial interface involves lower performance and additional configuration requirements, such as serial line speed, character size, and stop bits.

Serial Printers

XE "printers:serial"The physical connection and transmission issues relating to printers are essentially the same as those for terminals as described in Chapter 3. For more information, see the discussion on serial wiring in the CNS-1600 and CNS-1610 Hardware Installation and User's Guide. That manual also has pinouts for serial printer cables.

XE "flow control"

XE "printers:flow control"When using any serial printer you must use flow control. For an RS-232 interface, use hardware flow control. RS-422 does not support hardware flow control, therefore you must use software (XON/XOFF) flow control. Printers generally use DTR for hardware flow control, so you should use a cable adapter that routes the DTR signal from the printer to the CTS input on the Connection Station, such as the terminal adapter that came with the Connection Station.

Parallel Printers

XE "printers:parallel"Parallel printers provide better performance than serial printers do. However, the parallel interface limits the distance between the Connection Station and the printer. To install a parallel printer, you simply plug the printer into one of the two parallel ports in the Connection Station. There are no configuration requirements for a parallel printer beyond those associated using reverse telnet.

Terminal Transparent Printers

XE "printers:transparent"

XE "TPRINT device"The terminal transparent print mechanism requires the following:

1.
The terminal's serial line attachment to the Connection Station must be configured.

2.
The auxiliary line between the terminal and printer must be configured to matching parameters.

3.
Flow control between the printer and the terminal must be disabled.

Using the transparent printer facility saves use of a port on the Connection Station, but offers the lowest performance because bandwidth is shared with the terminal. The terminal transparent printer mechanism additionally prohibits printing of binary graphics or use of special escape codes for printer setup. Note also that the terminal to which the printer is attached must be powered on for access to the printer. A more detailed explanation of the configuration and use of transparent printers is presented below.

Configuring Reverse telnet for Printers

XE "reverse telnet"

XE "sections:Telnetd"

XE "reverse telnet: printers"The Connection Station listens for and carries out printer requests using its reverse telnet service, known internally as telnetd (telnet daemon). Setting up a printing device on a Connection Station serial or parallel port or through a serial attached terminal involves configuring an appropriate service on the Connection Station.

The single [Telnetd] section lists how many additional telnetd sections of the form [Telnetdnn] are to be found in the configuration file. You set this number to the number of instances of the reverse telnet service that you plan to run.

[Telnetd]

ntelnetds=nn
where nn defines the number of [Telnetdnn] sections that are being defined.

XE "Telnetdnn section"

XE "sections:Telnetdnn"Each [Telnetdnn] section lists associations between the telnet daemon (reverse telnet service) and logical devices. Such associations are made only after a connection has been made to a particular TCP port. Based on the ntelnetds entry in the [Telnetd] section, the configuration is expecting sections [Telnetd00] through [Telnetd(nn-1)].

[Telnetdnn] Section Entries for Printers

device=string
Defines a Connection Station logical device to which telnetd will attach when a connection is made. This should be either com or LPT.

port=n
Defines the Connection Station serial or parallel port number to which telnetd will attach when a connection is made.

tcpPort=n
Defines the TCP port where n is a decimal number.

mode=char
Should be set to char.

timeout=seconds
Establishes the time in which the telnet daemon will disconnect from the printer after the telnet connection terminates when data to the printer is flow controlled. You should normally set this value to a large number such as 3600 for printers.

inout=0
Require DCD to be active to connect.

XE "timeouts:printer"

XE "printers:timeouts"

XE "troubleshooting:data loss"The timeout entry addresses an awkward issue involving the termination of print requests.

Note:  You should be careful to supply a timeout value to [Telnetdnn] sections which are attached to printers, and especially slow printers. This will minimize the chance of data loss when a print job ends.

Normally reverse telnet connections terminate as soon as the host has sent all of its data. However, the Connection Station can have a substantial buffer of data that has not yet been transferred to the printer. This delay can be arbitrarily long if the printer runs out of paper before the print job completes. Setting the timeout value causes the Connection Station to delay terminating its connection with the printer even when the host disconnects until it has either transmitted all of its data to the printer or the timeout period expires. When the timeout expires, any data left in the Connection station will be lost.

The only disadvantage to setting the timeout to an essentially infinite value is that you will not be able to establish a new reverse telnet connection to the printer until the previous connection finishes. If the printer hangs for some reason, you will not be able to automatically reuse the connection until the timeout expires. You can always manually reset the connection by issuing the reset command as an administrator or by unplugging the printer.

XE "reverse telnet:printer configuration example"Here is an example configuring both a parallel and a serial printer:

[Telnetd]
ntelnetds=2

;Parallel Printer
[Telnetd00]
device=LPT
port=1
tcpPort=5101
timeout=60
inout=0


;Serial Printer
[Telnetd01]
device=LDTCOM
port=3
session=0
tcpPort=5103
timeout=60
inout=0

Note:  When you enable the reverse telnet service on a port for use with a printer, you must disable other sessions such as the command shell for that port. Edit the configuration file and change the application entry for all numbered session sections for the port you plan to use to the value reserved. See Session Types in Chapter 13 for more details.

Central Data recommends that you assign TCP ports in the range 5101 through 5116 for serial ports 1 through 16. Use TCP ports 5201 and 5202 for the two parallel ports. Use TCP ports 5301 through 5316 for terminal transparent printers on serial ports 1-16. These numbers are arbitrary and suggested for mnemonic convenience

To enable the reverse telnet service on a serial port:

1.
Use a text editor to modify the configuration file for your Connection Station.

2.
Locate the [Telnetd] section and add one to the value of the ntelnetds entry.

3.
Uncomment an existing numbered [Telnetdnn] section or add a new section specifying the following parameters:

device=COM
port=n
tcpPort=m

where n is the number of the port and m is the value of the TCP port you have selected.

4.
Locate all [Sessionnnn] sections that refer to the port you are configuring and change the value of the application entry to reserved as in the following example. For some types of printers and some types of host configurations you may also want to set an stty command for the printer session which is session 0 by default.XE "stty:printer session"
[Session08]
device=LDTCOM
port=2
session=0
application=reserved
stty=opost onlcr tab3

5.    If you are configuring a transparent printer or parallel printer, proceed to the next step. If you are configuring a serial printer, locate the [Portnn] section that refers to the port you are configuring and disable mscreen XE "mscreen entry"and escdefXE "escdef entry":

[Port01]
mscreen=0
escdef=0


Turning these functions off is not required but will improve the efficiency of the port by eliminating unnecessary input and output scanning. Set up basic parameters for the port such as data rate and flow controlXE "flow control:serial printers" on the stty XE "stty"entry:

stty=9600 ixon

6.
Save the file and exit the editor.

7.
When all users have logged off the Connection Station, reboot it to reload the modified configuration file.

Use of Keepalive

 XE "Keepalive" 

 XE "timeouts: keepalive" telnetd on the Connection Station makes use of the TCP keepalive in order to make sure that a printer can re-connect if a host loses its TCP connection to a printer, and does not properly shut that connection down. This can be the case when a host reboots, or the network becomes unavailable for some period of time. Keepalive is a TCP protocol feature where the Connection Station will occasionally send a message to the host to inquire if the host is still functional. This frame is sent periodically for each reverse telnet connection, at a rate determined by the keepalive parameter in the configuration file. The default keepalive parameter is 7200 seconds (2 hours) which may be excessive for some users. The time for a Connection Station to determine that a host is not responding is:


keepalive + 9 x 75 seconds

As you can see, it takes a minimum of about 11 minutes before the Connection Station will time out a reverse telnet port and allow a host to reconnect to it. On the other hand, if keepalives are set too low, this will increase traffic on the network, which can be troublesome if wide area routers are being used. To ensure timely access to a printer in the case of a host crashing, it is good to set the keepalive to several minutes.

XE "keepalive: configuration"To modify the keepalive timer for the Connection Station:

1.
Use a text editor to modify the configuration file for your Connection Station.

2.
Locate the [TCP] section and find the keepalive entry.

3.
Uncomment the line and modify the number of seconds as desired:

keepalive=seconds

4.
Save the file and exit the editor.

5.
When all users have logged off the Connection Station, reboot it to reload the modified configuration file.

Host Access to Printers

XE "host software"Printer setup involves setting up the host spooling or software system, setting up the Connection Station telnetd service for the printer device, and in the case of terminal transparent printers, setting up specific transparent print parameters.

The Connection Station provides a host program that allows a host to send print jobs to a remote printer attached to the Connection Station. The program, cnsconnect, create a UNIX device which allows the host’s print spoolers to directly access a printer on the Connection Station using reverse telnet.

This program is provided in source form with this package and as executable objects for supported UNIX environments listed in Chapter 2. If your system is one of those, the installation script will install an executable version of this program in the /usr/lib/cns/bin directory on your system. If not, you will have to compile the source provided under /usr/lib/cns/src and install the compiled objects yourself. You may also have to install a startup script for cnsconnect in your startup directory. See Using cnsconnect in Chapter 7 for instructions on compiling, installing and configuring cnsconnect.
Almost every variety of the most popular UNIX systems has a different mechanism for managing printers. The following sections describe how to set up printers for two of the more popular systems.

Configuring Printers under SCO UNIX

XE "printers: under SCO UNIX"

XE "SCO UNIX:printers"SCO systems use printer specific “model” files to manage the interface between the print spooler and a printer device. If you use the cnsconnect program, you can use the standard printer model files just as if the printer were directly connected to your host.

To setup an SCO printer using cnsconnect:

1.
Install and configure cnsconnect as described in Chapter 7. You will want to add one device configuration line to the configuration file for each printer you plan to install.

2.
Use sysadmsh to create, enable and begin accepting requests for a new printer attached to the device you created. You can use any printer model that you would use for a directly attached printer. Any stty parameters should be set up using the Connection Station configuration file as stty commands run on the SCO host or this device will not operate properly.

Configuring Printers under UnixWare

XE "printers: under Unixware"

XE "Unixware:printers"UnixWare systems use the SVR4 lp spooling system to access and share printers. This system is also used to access printers attached to Central Data Connection Stations. The system depends on a program known as an interface program that is specific to the type of printer you are using.

Using cnsconnect on UnixWare

The cnsconnect utility can be used to create a UNIX character special device file that appears to be a “normal” directly attached printer device. Such a device file can then be used with existing interface programs without modification.

To create a printer within the lp spooler system using cnsconnect:

1.
Install and configure cnsconnect as described in Chapter 7. You will want to add one device configuration line to the configuration file for each printer you plan to install.

2.
Define a new printer using the lpadmin command. You need to select an appropriate interface or model program. Using a new interface program:

lpadmin -pcnsprinter -vdevice -iinterface

or using an existing model interface program:

lpadmin -pcnsprinter -vdevice -mmodel

or using an interface script from an existing printer:

lpadmin -pcnsprinter -vdevice -eprinter
3.
Set the status of the new printer to be enabled to print requests.

enable cnsprinter
4.
Allow the queue associated with the new printer to accept print requests.

accept cnsprinter
Configuring a Terminal Transparent Printer

XE "printers:transparent terminal"This package allows you to use printers attached to the auxiliary ports of some terminals as general-purpose system printers, independent of work being done on the associated terminal. From the host’s point of view, they are no different from the serial and parallel printers described earlier in this chapter. Some additional configuration is required to attach the printer to the terminal auxiliary port and on the Connection Station.

It is important that the communication between the terminal and the printer be set up at the terminal. The terminal should have a setup mode that allows the communications parameters of its auxiliary port to be set. These parameters must be the same between the terminal and the printer. The following table shows important parameters and recommended settings:

Serial Port Settings for Transparent Printer

Setting
Value

Baud Rate
9600

Stop Bits
1

Parity
None

Character Size
8

Flow Control
None

Note that no flow control is used. To use a transparent printer without impacting terminal operation, you must prevent the printer from ever issuing a flow control command to the terminal. If it does, the terminal will block and you will temporarily lose screen updates. 

To use a transparent printer with a built-in terminal:

1.
Use a text editor to modify the configuration file for your Connection Station.

2.
Locate the [Portnn] section for the port you want to activate multiple sessions upon.

3.
Change the terminalType entry to the type of terminal you are using:

terminalType=terminal

where terminal is one of the built-in terminal types

4.
Set the tprint entry for this port to 1:

tprint=1

5.
Set the device entry for the [Telnetdnn] section to tprint as in the following example:

[Telnetd02]
device=tprint
port=11
session=7
tcpPort=5211

6.
Save the file and exit the editor.

7.
When all users have logged off the Connection Station, reboot it to reload the modified configuration file.

Note:  When you configure a transparent printer on a port, you can only use seven sessions. The 8th session is used for the transparent printer.

The transparent printer interface on the Connection Station includes a mechanism that will help you prevent the printer from flow controlling. It has a parameter called rate that automatically throttles the average data rate to a specified number of characters per second. It does this by pausing between bursts of characters to slow down the average character delivery rate. Note that this does not change the baud rate. Each character is transmitted at the normal baud rate. You should set the rate to the highest number of characters per second that your printer can sustain without overflowing its buffers. Normally this will be much lower than the equivalent baud rate used to transmit individual characters. 

You can calculate your printer's effective printing rate by measuring how long it takes to print a large file. Simply divide the number of characters in the file by the number of seconds it took to print the file. Alternatively you can set the transparent printer device rate to an arbitrary value such as 100 characters per second, then tuning it to improve performance. If you set the rate too high, your terminal will pause intermittently or your print output will be garbled. In this case, set the rate to a lower value.

The default configuration file uses a default rate of 100 characters per second on each port. You can change this default value with the following procedure:

1.
Use a text editor to modify the configuration file for your Connection Station.

2.
Locate the [Portnn] section for the port you want to activate multiple sessions upon.

3.
Change the rate entry:

rate=n

where n is the new rate in characters per second.

4.
Save the file and exit the editor.

5.
When all users have logged off the Connection Station, reboot it to reload the modified configuration file.

The transparent printer interface on the Connection Station operates by periodically issuing the escape character sequence that switches data received by the terminal from its screen to its auxiliary port. The Connection Station then transmits a block of data to the printer via the terminal auxiliary port. When the Connection Station has finished sending the block, it sends the escape character sequence to switch data received by the terminal from the auxiliary port back to the terminal screen. This switching occurs multiple times per second while the transparent printer is printing and should not be noticeable by the terminal user except as a slight slowing of screen updates.

The Connection Station already knows the necessary escape sequences for the terminal types built-in to the CNS-1610. If you do not have one of these terminals, you can specify the escape sequences in the configuration file. The escape sequence used to switch data to the auxiliary port is called the enter string and the escape sequence used to switch data back to the terminal screen is called the exit string. You can specify these using the following procedure.

1.
Use a text editor to modify the configuration file for your Connection Station.

2.
Locate the [Portnn] section for the port you want to activate transparent printing upon.

3.
Uncomment the enter entry and add the appropriate string as in the following example:

enter=\033d#


The string following the = is a configuration file escape string. The syntax of these types of strings is defined in Appendix A.

4.
Uncomment the exit entry and add the appropriate string as in the following example:

exit=\024

5.
Save the file and exit the editor.

6.
When all users have logged off the Connection Station, reboot it to reload the modified configuration file.

Optimizing Parallel Printer Performance

XE "printers:parallel"

XE "printers:fastMode"

XE "fastMode"

 XE "sections: lptnn" The parallel printer driver provided in the Connection Station is designed to work on all standard parallel printers. You can improve performance on some types of printers by setting the configuration file entry fastMode from its default value of 0 to a value of 1. When fastMode is enabled, the parallel printer driver is much more efficient and frees up processor cycles for other tasks. fastMode works on most types of Hewlett Packard LaserJet printers. It causes garbled printing on some other types of printers including Lexmark. fastMode has no effect on serial printers. To enable fastMode on a parallel printer:

1.
Use a text editor to modify the configuration file for your Connection Station.

2.
Locate the [LPTnn] section for the port you want to enable fastMode on.

3.
Uncomment the fastMode entry and set its value to 1 as in the following example:

fastMode=1

4.
Save the file and exit the editor.

5.
When all users have logged off the Connection Station, reboot it to reload the modified configuration file.

You can configure one other parameter in the [LPTnn] section. The strobeWidthXE "strobeWidth"

XE "printers:strobeWidth" entry allows you program the width of the strobe signal in the parallel port interface. It is expressed in units of 500 nanoseconds so the default value of 2 results in a strobe width of 1 microsecond. The default value should be adequate for almost all printers but if you are experiencing erratic behavior on your parallel printer you can check its manual for the required pulse width of the strobe signal and increase the strobe width if necessary.

9. Security

XE "security:introduction"The Connection Station has several features that allow for greater security, both for access to the Connection Station itself, as well as for Internet access. On top of this, the Connection Station allows for audit trails of both user login/logout activity, as well as two levels of command logging.

Passwords

XE "passwords:introduction"The Connection Station provides two forms of password systems based on user names similar to those found on most UNIX systems. The first form (local) is relatively easy to administer and use and is entirely self-contained on the Connection Station. The second, remote form, XE "host software"requires a password server application to run on a UNIX host, thus requiring some more setup.

To use either password protection system, the administrator must set up the password system. After that, each user must use their password each time they log in. Note that users cannot log in using passwords until the administrator has enabled password protection in the configuration file and added user names to the system.

Administrator Tasks - Local Passwords XE "Local Passwords" 
XE "passwords:administrating"

 XE "sections: command" To use local password protection, the administrator must first enable passwords by modifying the configuration file:

1.
XE "passwords:local enabling"

XE "installation:passwords"

XE "Command Shell:passwords"Use a text editor to modify the configuration file for your Connection Station.

2.
Locate the [Command] section.

3.
Change the passwords entry from 0 to 1:

passwords=1XE "passwords:entry"
4.
Save the file and exit the editor.

5.
When all users have logged off the Connection Station, reboot it to reload the modified configuration file.

Note:  The command shell admin password is the same password as the BIOS admin password. You can change it using either the BIOS commands or the following command shell procedure.

To change the administrator password:

1.
XE "passwords:admininstrator"

XE "administrator password"At the >> prompt in a command shell, give the admin commandXE "admin command".

2.
The system will respond with a password prompt:

password:

3.
Type the current administrator password followed by the Enter key. If you have not previously set the admin password using either this procedure or the BIOS procedure, the initial password is “corollary.”


If you type the correct password, the command shell prompt will change to #>>. If you do not, it will report an error and you will need to repeat the admin command.

4.
When you get the #>> prompt, give the command:

password -a admin

5.
The system will return with a password prompt:

Password:

6.
Type a new password followed by the Enter key. It can be up to twelve characters long and can include any printable ASCII character.

7.
After typing your new password, the system will ask you to type it again to make sure you did not miss-type it:

Retype password:

8.
Type your new password again exactly like you did before followed by the Enter key.

9.
If the two passwords match, the system will return with the #>> prompt and you will have to start using the new password on any future admin commands. If the passwords did not match, the system will report an error and your admin password will not be changed.

Note:  If you forget your admin password, contact Central Data technical support for a procedure that will completely reset your Connection Station.

After local password protection is enabled, the administrator will have to add user names before users can login. The user name admin is always available and cannot be deleted. To add new users, the administrator uses a variant of the password command that can only be executed in administrative mode. To add a user to the local password database (and thus allow access to the Connection Station):

1.
XE "users:adding"

XE "installation:users"

XE "passwords"At the #>> prompt in a command shell, give the following command.

password -a user

Here, user is the user name to be added to the system. User names can be up to 12 characters long and can contain any printable ASCII characters but should not contain spaces or control characters.

2.
The system will return with a password prompt:

Password:

3.
Type an initial password for the user. It can be up to sixteen characters long and can include any printable ASCII character.

4.
After typing initial password, the system will ask you to type it again to make sure you did not miss-type it:

Retype password:

5.
Type the initial password again exactly like you did before.

6.
If the two passwords match, the system returns with the #>> prompt. The user may now login to the Connection Station. If the passwords did not match, the system reports an error and the user is not added to the database. If the user name was already in the database, the system reports an error and the existing password is not changed. Similarly, if the password database is full, an error is reported and the user is not added.

If you want to remove access to a Connection Station for a user, you need to remove that user's name from the password database. Again, this can only be done from administrative mode:

1.
XE "users:removing"At the #>> prompt in a command shell, give the following command.

password -r user

where user is a user name to be removed from the system.

2.
If user was in the database, that name is removed. If the name was not present, an error is reported.

The number of users supported in the basic password database depends on the length of the names used and may be as few as 48 users. The system administrator should remove users when they no longer need access to the Connection Station. To keep track of who is currently in the database, the system administrator can list the users:

1.
XE "users:listing"At the ##> prompt in a command shell, give the show users commandXE "show users command".

Administrator Tasks - Remote Password XE "remote password" s

XE "passwords:administrating"

 XE "sections: passwordserver" To use remote password protection, the administrator must first enable remote passwords by modifying the configuration file:

1.
Use a text editor to modify the configuration file for your Connection Station.

2.
Locate the [Command] section.

3.
Change the passwords entry from 0 to remote:

passwords=remotex

Note:  While the CNS-1610 will support a protocol which sends passwords across the Ethernet in their original ASCII form, the password server program supplied with the Connection Station does not. If you want to use a password database that does not encrypt its passwords, you will have to modify the password server source that is supplied with the product.

4.
Locate the [PasswordServer] section.

5.
Fill in the primaryserver entry with the IP address of the host that is running the password server application.

primaryserver=204.30.137.99


Fill in the primaryport entry with the TCP port number that the application is listening on, for instance for the default of 5400 you would type:

primaryport=5400


If you use a port other than the default port, you will have to supply that port number when you start the password server program on your UNIX host.

6.
Fill in the backupserver entry with the IP address of the host that is also running the password server application. Do this only if you want to run a backup server. Remember that you must keep the password databases for both servers the same. Fill in the backupport entry with the TCP port number that the application is listening on:

backupserver=204.30.137.80
backupport=5400

7.
Save the file and exit the editor.

8.
When all users have logged off the Connection Station, reboot it to reload the modified configuration file.

To XE "host software"

XE "rpasswd"establish the user password database on the remote host and add a user:

1.
Install the binary of the rpasswd program on the host. For more information on this see the UNIX Host Based Password Software section of this chapter.

2.
XE "remote password: creating database"

XE "passwords"While logged in as root, create the base password table by typing:

rpasswd
Base password table created
Usage: rpasswd -a/r/i user


You will get a usage message when you do this.

3.
XE "remote password: adding users"You must add each user who is to have access to the CNS-1610 to this table. Type the following command to add a user named fred:

rpasswd -a fred

4.
The system will return with a password prompt:

Password:

5.
Type a new password followed by the Enter key. The user’s password can be up to sixteen characters long and can include any printable ASCII character.

6.
After typing your new password, the system will ask you to type it again to make sure you did not miss-type it:

Retype password:

7.
Type your new password again exactly like you did before followed the Enter key.

8.
If the two passwords match, the system will return with the shell prompt.

To remove a user from the password database on the UNIX host:

1.
While logged in as root, a user named fred would be removed from the password file by the following command:

rpasswd -r fred

To reinitialize the password database:

1.
While logged in as root, type:

rpasswd -i

Note:  This command will clear the database and remove all users. You may want to backup the database before you do this, just in case. The database file is /usr/lib/cns/password.tbl.

To XE "remote password: starting daemon"start the remote password server daemon:

1.
Install the binary of the passserv program on the host. For more information on this see the UNIX Host Based Password Software section of this chapter.

2.
While logged in as root, start the password server program by typing:

passserv&

3.
If you specified a different TCP port number than the default (5400) in the CNS-1610 configuration file, you must add this port number to the command line, for instance for port 5404:

passserv 5404&

4.
Once your password table has been created, it may be more convenient to add the passserv command to a shell script in the directory /etc/rc2.d (found on most UNIX systems). This script should run after the TCP initialization.

User Tasks

When the password system is enabled, the command shell requires users to identify themselves with the login command and supply a password before it will accept any other commands. 

To login to a Connection Station using password protection:

1.
XE "users:logging in"

XE "login"Turn on your terminal or dial in to the Connection Station if you are using modems. Instead of the >> prompt, you will first see the following prompt:

login:


Type the user name that you have been assigned by the system administrator followed by the Enter key.

2.
If the name you type is registered on the system, it will return with a password promptXE "passwords":

password:


Type your password followed by the Enter key. The password will not be echoed to your screen. If you type the correct password, the system will return with the >> prompt. If you type an incorrect user name or password, the Connection Station will report an error and again ask for a login. If remote passwords are being used, and the Connection Station cannot reach the password server, the Connection Station will notify you of this fact, and again ask for a login. You should contact your system administrator if this happens.

XE "exit command"

XE "logout"When you are done using the Connection Station you should end your session. You can do this in several ways:

SYMBOL 183 \f "Symbol" \s 10 \h
Type exit or logout to the command shell.

SYMBOL 183 \f "Symbol" \s 10 \h
Press the STOP hot key.

SYMBOL 183 \f "Symbol" \s 10 \h
Turn off your terminal if it is directly attached to the Connection Station.

SYMBOL 183 \f "Symbol" \s 10 \h
Hang up your phone connection if you are using a modem to access the Connection Station.

If local passwords are in use, youXE "passwords:changing" can change your password at any time after logging into the Connection Station. If remote passwords are being used, you must be able to log into the UNIX host where the password server is running to change your password.

Local passwords are stored in non-volatile storage on the Connection Station and never go out on the Ethernet. They cannot be read by anyone including the system administrator. If you forget your password, the system administrator will have to delete your user name from the Connection Station and add it back again with a new password.

XE "local passwords: changing"To change your local password:

1.
Login to the Connection Station command shell. At the >> prompt, give the password command.

2.
The system will return with a password prompt:

Password:

3.
Type a new password followed by the Enter key. Your password can be up to sixteen characters long and can include any printable ASCII character.

4.
After typing your new password, the system will ask you to type it again to make sure you did not miss-type it:

Retype password:

5.
Type your new password again exactly like you did before followed by the Enter key.

6.
If the two passwords match, the system will return with the >> prompt and you must use the new password on any future logins. If the passwords did not match, the system will report an error and your password will not be changed.

Remote passwords are stored in special file on the UNIX host on which the password server program is running. Remote passwords are encrypted before being sent out over the Ethernet. Also, passwords on the UNIX host are stored in an encrypted form, so that cannot be read by anyone, including the System Administrator. If you forget your password, the system administrator can log into the UNIX host as root, and change it back to a known form.

XE "remote password: changing"

XE "host software"To change your remote password:

1.
Login to the remote UNIX host on which the password server is running. At the shell prompt, give the rpasswd command.

2.
The system will return with a password prompt:

Password:

3.
Type a new password followed by the Enter key. Your password can be up to sixteen characters long and can include any printable ASCII character.

4.
After typing your new password, the system will ask you to type it again to make sure you did not miss-type it:

Retype password:

5.
Type your new password again exactly like you did before followed by the Enter key.

6.
If the two passwords match, the system will return with the shell prompt and you must use the new password on any future logins. If the passwords did not match, the system will report an error and your password will not be changed.

UNIX Host Based Password Software

XE "host software"

XE "rpasswd"

XE "passserv"Two programs supplied with the distribution software for your host computers called rpasswd and passserv. 

The rpasswd program is used to maintain a database which is kept in /usr/lib/cns which is a list of usernames and passwords. The file is called password.tbl. The passserv program is a daemon that runs and accepts password verification requests from remote CNS-1610 units.

To use either program, you may have to create an executable version of the program, if it was not supplied in the distribution software. Executable versions of the program are provided for all of the supported UNIX platforms listed in Chapter 2. The install script will place the binary of rpasswd in a suitable directory so that users will normally have access to it. The passserv binary will be left in a directory under /usr/lib/cns which is unique to your operating system. You should add a command to your UNIX system startup script to run this program as a daemon.

XE "remote password:compiling"

XE "source files: passserv and rpasswd"For other operating system, you will need to compile the source code provided. If you installed using the installation script, the source code was copied into the directory /usr/lib/cns/sources/pwserver. Examine the file README in that directory for instructions on compiling the sources. On most systems you can simply type make install to compile the program and install it in your /usr/lib/cns/bin directory.

The rpasswd program must be placed in a user accessible directory, such as /usr/bin. The owner of this program should be root, and the s bit should be set. The commands for properly installing this command from the directory where the binary is:

chown root rpasswd

chmod 4111 rpasswd

cp rpasswd /usr/bin

The password server protocol is simple and may be modified, if desired, to do other types of authentication before responding to the Connection Station. The source code is made available both for compilation on non-supported UNIX systems, but also for modification if desired. Central Data does not take responsibility for the operation of the source code after it is modified.

It might be a good idea to have the password server running on more than one host, if possible. Note, however, that the database on the two hosts will not automatically be synchronized, so this will have to be done on a periodic basis by the system administrator.

Audit Trail

XE "security: audit trail"

XE "audit trail"

XE "system log"The Connection Station allows an audit trail to be placed into the system log area. This log area can then be examined either using a command shell show log command, the cnsview utility included with the CNS-010 software, or by having a host do a TCP connection to a special log port. When the audit trail is enabled, the command shell will create log entries in the system event log in response to user events. The following classes of events may be logged.

Values for Log in the Configuration File

Name
Description

login
Logs user logging in/out and invalid passwords

logins
Logs user logging in/out and invalid passwords, eliminating bad password strings

admin
Logs all commands entered when command shell is in administrative mode

application
Logs all commands entered with the command shell

security
Logs all illegal access to Internet

The log parameter is found in the [Command] section. The XE "system log message"system log message has the following generic format:

T HHHH:MM:SS.XX NNNNNNNNNN <module> F <string1>  <string2:> <value>

where T is the type (in this case an “E”), HHHH:MM:SS.XX is the time in hours, minutes, seconds and hundredths of seconds, NNNNNNNNNN is the time in nanoseconds, <module> is the module identifier, F is flags (zero in this case), and <string1> is the general message identifier string. Following this, there may be other lines with a string and a value per line. If a System Administrator wanted to keep track of both login activity on the CNS-1610 and any commands entered in administrative mode, the configuration file would look like:

[Command]

log=logins,admin
With this in the configuration file, the System Administrator would see the following when someone logs into the CNS-1610:

XE "system log message: examples"E 0001:10:22.44 0000000003   cmd023   0 User logged in.

        Logid:               uid=johndoe, port=03
The login message has the user id, as well as the port number that the user logged into. The logout message is:

E 0001:19:42.44 0000000003   cmd024   0 User logged out.

        Logid:               uid=johndoe, port=03, connect=560

This message is similar to the login message, but also contains the number of seconds that the login session lasted. The invalid password message is:

E 0001:19:42.44 0000000003   cmd025   0 Invalid password entered.

        Logid:               uid=johndoe, port=03 (bad password)
A list of the system log messages generated by the security logging system is in Appendix B.

Enabling security logging

XE "audit trail: enabling"To enable security logging:

1.
Use a text editor to modify the configuration file for your Connection Station.

2.
Locate the [Command] section of the configuration file.

3.
Uncomment the log entry and set it to the strings that you want to log, as in the following example. Allowed values of this item are shown in Appendix A. Separate entries with a comma, and no embedded spaces:

log=login,security

4.
Save the file and exit the editor.

5.
When all users have logged off the Connection Station, reboot it to reload the modified configuration file.

Getting access to the log

XE "audit trail: reading"Log entries can be read in three ways. The first is to use the XE "show log"show log command from the command shell. The log can also be read using XE "CNS-010 access"cnsview and the CNS-010 software. Finally, XE "audit trail: access by reverse telnet"log entries can be read by having a host open a TCP connection to a special port on the Connection Station. This port is configured in the [Telnetd] section of the configuration file by assigning a telnetd session to the device XE "logcom"

XE "logcom: configuring"LOGCOM:

1.
Use a text editor to modify the configuration file for your Connection Station.

2.
Locate the [Telnetd] section and add one to the value of the ntelnetds entry.

3.
Uncomment an existing numbered telnetd section or add a new section specifying the following parameters:

device=LOGCOM
port=0
tcpPort=m

where m is the value of the TCP port you have selected.

4.
Save the file and exit the editor.

5.
When all users have logged off the Connection Station, reboot it to reload the modified configuration file.

6.
From a UNIX host, you may now connect to this reverse telnet port. The stdout from the telnet command will contain the original content of the system log, as well as any real-time entries made to the log. XE "host software"The command that would cause the output of the log to be printed as well as placed into a disk file is:

telnet <IPAddr> <tcpPort> | tee <diskfile>

Internet Access Control

 XE "Host Access Control" Internet security is implemented using the concept of a security filter. There are two types of security filters supported on the Connection Station. The first involves  XE "address filter" address filters on IP addresses.  XE "disallowport" The second is a switch to disallow telnet access to non-standard ports.

Address filters are either globally enabled or disabled. When enabled, the filter applies to all uses of IP addresses including application connection establishment and ping.

Note:  SLIP and PPP are not affected by address filters.

 XE "allowed hosts" Filtering can be done by allowing certain hosts. In this case, a list of all hosts that can be accessed must be put into the configuration file.  XE "disallowed hosts" Alternatively, filtering can be done by disallowing certain hosts. In this case, hosts which cannot be accessed are placed in the configuration file. You may either specify the name of a host, or its IP address or both. If only one item is supplied, the Connection Station will go to the network name server to complete the tables.

Note:
If the Connection Station requires resolution of the security tables, users will not be able to access the network until resolution is completed. Normally this happens very quickly, however if the name server is down, and the Connection Station reboots, users will not be able to gain access to the network until the name server comes back up.

The security filters allow two extensions to normal IP addresses. The first extension is to put a host into the allowed host list with the address of 255.255.255.255. The address (which is really broadcast) will never match a valid host or IP address. As such, including this address in the allowed host table will make access to any host illegal. This might be useful, for instance, when only PPP or SLIP are to be used on a server.

The second extension regards use of 000 for a part of the IP address. If an address is placed into either table with a segment set to zero, this segment will act as a wild card and match all. This can be useful to enable, for instance, all hosts on a particular subnet. For instance, if the net mask is 255.255.255.0, then putting the address 192.132.4.0 into the allowed hosts list, will enable access to any host on subnet 192.132.4.0. Note that a specific host on that subnet can be explicitly disallowed by entering it into the disallowed hosts section. This is the only situation where having an entry in both the allowed and disallowed sections makes sense.

Administrator Tasks - Allowed Hosts

 XE "Allowed Hosts: configuration" 

 XE "sections: allowed hosts" To setup the Connection Station to specifically allow access certain hosts, do the following:

1.
Use a text editor to modify the configuration file for your Connection Station.

2.
Locate the [Allowedhosts] section.

3.
Change the nhosts entry from 0 to the number of hosts that you wish to allow, in this example, 1:

nhosts=1

4.
Determine if you wish to use the domain name or the IP address of the hosts. It is safer to use names, since IP addresses may change. However either may be used.

5.
The following shows what to do for a host named larry with an IP address of 204.30.137.85:

hostaddr00=204.30.137.85
hostname00=larry

6
Do this for each host you wish to allow. Remember you may fill in either the address or the name or both. Be sure to increment the number for each additional host. If, for instance, there are 5 allowed hosts, the last host, whose name might be george, will look like:

hostname04=george

7.
Save the file and exit the editor.

8.
When all users have logged off the Connection Station, reboot it to reload the modified configuration file.

The following configuration entry is an example that allows users access to all hosts on the subnet 204.30.137.0, but disallows any other.

[Allowedhosts]
nhosts=1
hostaddr00=204.30.137.0

If there are two hosts, kgb with an address of 204.30.137.15, and moe with an address of 204.30.136.3, users on the above Connection Station could access kgb, but could not access moe.

Administrator Tasks - Disallowed Hosts

 XE "disallowed hosts: configuration" 

 XE "sections: disallowed hosts" To setup the Connection Station so that access to certain hosts is prohibited, do the following:

1.
Use a text editor to modify the configuration file for your Connection Station.

2.
Locate the [Disallowedhosts] section.

3.
Change the nhosts entry from 0 to the number of hosts that you wish to allow, in this example a single host:

nhosts=1

4.
Determine if you wish to use the domain name or the IP address of the hosts. It is safer to use names, since IP addresses may change. However either may be used.

5.
For the first host, in this example a host named moe whose IP address is 204.30.137.88, add a line, or lines as follows:

hostaddr00=204.30.137.88
hostname00=moe

6
Do this for each host you wish to allow. Remember you may fill in either the IP address or the domain name or both. Be sure to increment the number for each additional host. If, for instance, there are three allowed hosts, the last host address, whose IP address might be 204.30.137.66 will look like:

hostaddr02=204.30.137.66

7.
Save the file and exit the editor.

8.
When all users have logged off the Connection Station, reboot it to reload the modified configuration file.

The following configuration entry is an example that allows disallows users access to all hosts on the subnet 204.30.136.0:

[Disallowedhosts]
nhosts=1
hostaddr00=204.30.136.0

If there are three hosts, kgb with an address of 204.30.137.15, vulcan with an address of 204.30.138.14, and moe with an address of 204.30.136.3, users on the above Connection Station could access kgb and vulcan, but could not access moe.

Administrator Tasks - telnet Port Disabling

 XE "telnet: port disabling" To setup the Connection Station so that the telnet command will not allow a port number to be specified, do the following:

1.
Use a text editor to modify the configuration file for your Connection Station.

2.
Locate the [TCP] section.

3.
Uncomment the allowportswitch entry:

allowportswitch=0

4.
Save the file and exit the editor.

5.
When all users have logged off the Connection Station, reboot it to reload the modified configuration file.

10. Internetworking with SLIP and PPP

XE "SLIP:introduction"

XE "PPP:introduction"The Connection Station supports the capability of transparently connecting remote networks or hosts to a local area network using the SLIP or PPP protocols. This gives users on the remote network access to resources on the local network as well as giving terminal users on the Connection Station transparent network access to remote hosts. The advantage to using SLIP or PPP as opposed to a normal dial-in terminal connection is that they support all the Internet services including file transfer. These protocols are particularly useful for supporting dial-in X-terminals.

For example, look at the following network configuration:
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SLIP or PPP allows users logged into either host to have transparent network access to resources on the Connection Station or to the other host. Similarly, a terminal user connected to the network through the Connection Station would have access to either host.

XE "routes: PPP and SLIP"The mechanisms associated with SLIP and PPP do not support general purpose routing in that no routing information is automatically passed over the serial link. All routes must be configured in the Connection Station configuration file.

Transparent Access via PPP or SLIP

XE "SLIP:access"

XE "PPP:access"The CNS-1610 has a limited ability to make a single remote host transparently accessible from hosts on the same network as the Connection Station's Ethernet connection. It uses a mechanism known as proxy ARPXE "proxy ARP"

XE "ARP" to accomplish this. Proxy ARP means that the Connection Station will respond to ARP requests from other devices on the network on behalf of the remote host.

XE "subnets"The proxy ARP mechanism requires that the remote host be located on the same subnet as the Connection Station. To be on the same subnet, the subnet portion of the remote host IP address must match the subnet portion of the Connection Station IP address. The subnet portion is determined by the bitwise AND of the IP address and the subnet mask.

For example, suppose you have the following addresses:

Remote host IP address:  128.212.245.10 (hex 0x80d4f50a)

Local host IP address:  128.212.250.20 (hex 0x80d4fa14)

Subnet mask:  255.255.240.0 (hex 0xfffff000)

The subnet is 128.212.240.xx (hex 0x80d4f000)

Therefore, with the above subnet mask, both hosts will be on the same subnet (128.212.240.xx) and the Connection Station can transparently forward packets between the two hosts (assuming that all other conditions are met).

Because the TCP/IP implementation in the Connection Station includes support for proxy ARP, the Connection Station will answer ARP requests for the remote host from systems on the Ethernet. IP packets destined for the remote host from the systems on the Ethernet will then be sent to the Connection Station, which will forward them over the PPP or SLIP serial line.

A route to the Ethernet through the Connection Station SLIP or PPP serial line must be installed on the remote host. This is typically done with the route commandXE "routes", such as:

route add net 128.212.240.0 cns_slip1 1

To summarize:

SYMBOL 183 \f "Symbol" \s 10 \h
The remote host must be in the same subnet as the local host.

SYMBOL 183 \f "Symbol" \s 10 \h
The Connection Station will proxy all ARP requests for the remote host.

SYMBOL 183 \f "Symbol" \s 10 \h
The Connection Station will forward any packets received for the remote host. 

SYMBOL 183 \f "Symbol" \s 10 \h
A route must be installed on the remote to the local network through the Connection Station. 

To use this capability, you must configure SLIP or PPP on one or more Connection Station ports using the procedures described below.

Configuring PPP 

XE "PPP:configuration"PPP may be started automatically, or through the command shell. Command shell startup is especially useful when logging into the Connection Station from a remote workstation. Remote workstations, such as a personal computer, often support a variety of applications through their serial port. For instance, a terminal emulator may allow the workstation to be used as a terminal when accessing the Connection Station. In this mode, either telnet or rlogin can be used, via the command shell, to access hosts on the network. When processing is to be shifted from the remote host back to the workstation, it may then be useful to connect the workstation to the network using PPP. Most workstations allow their PPP application to be started manually. Thus, a terminal emulator can be used to log into the Connection Station command shell, and then PPP started on the Connection Station. The workstation, which has been running the terminal emulator, is then switched to running the PPP application, and the terminal emulator is stopped.

If a PPP session is started without the user having to type the ppp command, that session is defined to have XE "PPP:autostart"autostarted. Autostarting of a PPP session can be done by using the autostart parameter in the configuration file, or else programming an application to automatically start PPP.

Whether or not the command shell is used, certain parameters must be placed in the configuration file to use PPP.

Generic Configuration File Parameters 

XE "PPP:default configuration"The [PPP] section lists how many additional PPP sections of the form [PPPnn] are found in the configuration file. Each numbered PPP section shows the configuration for one port.

If you are configuring automatic PPP sessions, you must have a [PPPnn] for each session. If you configuring command line PPP sessions, you only need to include a [PPPnn] section if you want to specify certain parameters for that port.

XE "PPP:[ppp] section"

XE "sections:ppp"Some of the parameters in the [PPPnn] section can be defaulted in the [PPP] section. The configuration rule is that command line parameters take highest precedence, followed by a parameter defined in the [PPPnn] section, and finally followed by a parameter defined in the [PPP] section. Thus if a parameter is defined in the [PPP] section, it need not be repeated again, unless it is to be changed. The following parameters may be defined in the [PPP] section.

[PPP] Section Parameters

nppps=nn
Number of [PPPnn] sections follow.

source= ipaddress
May be defined as 0.0.0.0 to default enable command line PPP, or 255.255.255.255 to default disable command line PPP.

destination= ipaddress
May be defined as 0.0.0.0 to default enable command line PPP, or 255.255.255.255 to default disable command line PPP.

inactv_tmout= nn
Defines the inactivity timeout in minutes. The default value for this entry is forever.

restart_tm=nn
Defines the restart timeout in seconds. The default value for this entry is 3 seconds.

max_cnf=nn
Defines the maximum number of configuration requests before the line restarts. The default value for this entry is 10.

max_failure=nn
Defines the number of negative acknowledgments that will be allowed before the line restarts. The default value for this entry is 10.

mru=n
Defines the maximum receive unit size (packet size) where n is the number of bytes. The default value for this entry is 296.

accm=xx
Defines the asynchronous control map number where xx is a hexadecimal number. The default value for this entry is 0.

nomgc=1/0
Enables (1) or disables (0) magic number negotiation. Enabling means don't negotiate, and disabling means negotiate. The default value for this entry is 0 (negotiate).

accomp=0/1
Enables (1) or disables (0) address compression. The default value for this entry is 0 (no address compression).

protcomp=0/1
Enables (1) or disables (0) protocol field compression. The default value for this entry is 0 (no protocol compression).

ipaddress=0/1
Enables (1) or disables (0) IP address negotiation. The default value for this entry is 0 (no negotiation).

newaddress=0/1
Enables (1) or disables (0) RFC-1172 address negotiation. The default value for this entry is 1 (address negotiation enabled).

vjcomp=0/1
Enables (1) or disables (0) Van Jacobson header compression. The default value for this entry is 0 (Van Jacobson header compression disabled).

autostart=0/1
Enables (1) or disables (0) port to automatically start PPP. This value defaults to enable.

source

XE "PPP:default source"Set this to 0.0.0.0 to default enable command line PPP on any port. Set this to 255.255.255.255 to default disable command line PPP on any port.

destination

XE "PPP:default destination"Set this to 0.0.0.0 to default enable command line PPP on any port. Set this to 255.255.255.255 to default disable command line PPP on any port.

inactv_tmout

XE "timeouts: PPP inactv"

XE "PPP:inactv_tmout"This entry allows you to configure the port so that if no messages are exchanged for the timeout period in minutes, the Connection Station will hang-up the port and restart PPP on the port. This allows you to reuse a modem, for example, if a caller locks up. This entry defaults to keeping the PPP link open even if no messages are being exchanged.

restart_tm

XE "timeouts: PPP restart"

XE "PPP:restart_tm"This entry defines the period in seconds that PPP will wait before restarting on the port if it decides to drop the link due to errors or one of the timeouts. This period should be configured long enough to be sure that a modem will detect that the Connection Station has hung up. It defaults to 3 seconds.

max_cnf

XE "PPP:max_cnf"When PPP begins a connection with another device, both sides begin proposing configuration values with configuration messages. In rare cases when one side or the other is incorrectly set up, it is possible to get into an infinite loop of configuration proposals. This counter keeps such a situation from locking up the port forever. The default is 10 and you should not normally need to change it.

max_failure

XE "PPP:max_failure"This is another counter similar to max_cnf that terminates a conversation when the two sides cannot agree on a parameter. The default is 10 and you should not normally need to change it.

mru

XE "PPP:mru"This entry defines the maximum number of bytes in a message that the port will accept. This parameter is normally negotiated. Each side will propose its own MRU. They will agree to use the smaller of the two proposed values. Making the MRU size large improves the efficiency of the link but some devices may overflow input buffers if the size is too large. The Connection Station has no such limitation. The default value of 296 is relatively small so that most devices can be accommodated. When two Connection Stations are communicating, this value should be increased to 1500.

accm

XE "PPP:accm"This entry specifies the asynchronous control map. PPP has the ability to map data bytes whose values are the same as ASCII control characters to escape sequences that do not contain ASCII control characters. You may need to do this when certain characters such as ^S and ^Q are interpreted by the link and not passed to PPP.

The map itself is a 32-bit map where each bit corresponds to one character in the range 0-31 corresponding to the ASCII control characters ^@ through ^_. In the configuration file, the map is represented as an eight digit hex number such that the low order bit of the number corresponds to ASCII control character 0 and the high order bit of the number corresponds to ASCII 31. For example, a commonly used value for the ACCM is 0xA0000 which maps ^S and ^Q only. Note that the C style hex numbers are used with a leading “0x”.

The default value of 0xFFFFFFFF will map all of the ASCII control characters. This is the safest choice if you are unsure. The only reason to not map all characters is that each mapped character requires two bytes to be transmitted instead of one. For example, if your data consisted of all zeros and you use the default map of 0xFFFFFFFF then you will end up sending twice as many bytes over the link as you would if you used a map of 0xFFFFFFFE.

nomgc

XE "PPP:nomgc"PPP normally sends a random number to the remote side during its initialization to detect if the remote side is in loopback mode, reflecting all data sent to the sender and not actually passing data. This would not happen in normal operation, only in a test configuration. The algorithm is called magic number negotiation. Using this parameter, you turn off this algorithm is the remote side does support magic number negotiation. Normally you should leave this algorithm in operation by leaving this entry to its default value of 0.

accomp

XE "PPP:accomp"This parameter requests PPP to perform address compression to make the link more efficient. It defaults to 0, meaning off, because not all PPP implementations know how to perform address compression.

protcomp

XE "PPP:protocomp"This parameter requests PPP to perform protocol compression to make the link more efficient. It defaults to 0, meaning off, because not all PPP implementations know how to perform protocol compression.

ipaddress

XE "PPP:ipaddress"This parameter requests PPP to perform IP address negotiation. The Connection Station PPP does not fully support IP address negotiation. If this parameter is turned on, the Connection Station will negotiate but it will refuse any proposals that do not match its configured IP addresses. It will propose the values you have configured so that the remote side can use them if it is willing. The default value of this parameter is 0 meaning do not even attempt to negotiate.

newaddress

XE "PPP:newaddress"This parameter requests PPP to perform IP address negotiation according to RFC-1172. The same limitations to address negotiation apply as those described under the ipaddress parameter. The default for this is one, meaning do use RFC-1172 negotiation.

vjcomp

XE "PPP:vjcomp"

XE "PPP:Van Jacobson Compression"This parameter requests PPP to perform Van Jacobson style header compression. If the remote PPP implementation understands this type of compression, it should be used as it will make the link more efficient. The default is 0 meaning do not perform this type of compression.

autostart

XE "PPP:autostart"This parameter determines if the default for each section is to start automatically (1) or not (0). The latter case is the proper value for command line ports. Note that it is illegal to configure a port to have a command session, as well as an autostart PPP port.

[PPPnn] Section

XE "PPP: [pppnn] section"

XE "sections:pppnn"The [PPPnn] section lists an association between the PPP process and a Connection Station port. The number of [PPPnn] sections must match the value specified by nppps in the [PPP] section. The following table shows the parameters that can be configured. Parameters that were not discussed in the previous section will be discussed after the following table.

[PPPnn] Section Parameters

device=string
The specification of device, port, and session for PPP is the same as other connections. Note, however, that device should be limited to COM. 

port=integer
The specification of device, port, and session for PPP is the same as other connections.

session=integer
Session number if device is LDTCOM. Otherwise, set this to zero.

source= ipaddress
Defines the IP address of the Connection Station port.

destination= ipaddress
Defines the IP address of the remote device.

inactv_tmout= nn
Defines the inactivity timeout in minutes. The default value for this entry is forever.

restart_tm=nn
Defines the restart timeout in seconds. The default value for this entry is 3 seconds.

max_cnf=nn
Defines the maximum number of configuration requests before the line restarts. The default value for this entry is 10.

max_failure=nn
Defines the number of negative acknowledgments that will be allowed before the line restarts. The default value for this entry is 10.

mru=n
Defines the maximum receive unit size (packet size) where n is the number of bytes. The default value for this entry is 296.

accm=xx
Defines the asynchronous control map number where xx is a hexadecimal number. The default value for this entry is 0.

nomgc=1/0
Enables (1) or disables (0) magic number negotiation. Enabling means don't negotiate, and disabling means negotiate. The default value for this entry is 0 (negotiate).

accomp=0/1
Enables (1) or disables (0) address compression. The default value for this entry is 0 (no address compression).

protcomp=0/1
Enables (1) or disables (0) protocol compression. The default value for this entry is 0 (no protocol compression).

ipaddress=0/1
Enables (1) or disables (0) IP address negotiation. The default value for this entry is 0 (no negotiation).

newaddress= 0/1
Enables (1) or disables (0) RFC-1172 address negotiation. The default value for this entry is 1 (address negotiation enabled).

vjcomp=0/1
Enables (1) or disables (0) Van Jacobson header compression. The default value for this entry is 0 (Van Jacobson header compression disabled).

pap=0/1
Enables (1) or disables (0) the Password Authentication Protocol on this link.

pwd=password
If this entry is present, then password is used as the PAP password for this link when PAP is enabled. If this entry is not present, the password of the supplied userid is used as the PAP password.

autostart=0/1
Enables (1) or disables (0) port to automatically start PPP.

device

XE "PPP: device"If this is an autostart port, then it is best to set it to COM. In this case, session is ignored, but set it to 0. If this is a command line port, this field is ignored, so leave it set to COM.

port

XE "PPP: port"The port entry selects the physical port that you wish to configure. If this is an autostart port, it indicates that port on which this PPP session will be started. If this is a command line port, it indicates the port for which these configuration parameters apply.

session

XE "PPP: session"Leave this set to 0.

source

XE "PPP: source"The source entry selects the IP address for the Connection Station side of a PPP link. If set to 255.255.255.255, command line PPP will not work on this port. If set to 0.0.0.0, the port may not be autostart, and the IP address must be specified in the command line.

destination

XE "PPP: destination"The destination entry selects the IP address for the remote side of a PPP link. If set to 0.0.0.0, the port may not be autostart, and the IP address must be specified in the command line. When using dial-in PPP, all remote devices that want to use the port you are configuring must be configured for this address or must be willing to accept this address in negotiation with the Connection Station.

pap

XE "PPP: pap"

XE "PPP: security"

XE "security: PPP"This parameter requests PPP to perform the password authentication protocol. This means that the remote side PPP must supply a username and password before the link will be established. The password will probably be supply automatically by the implementation. For more information see section on PPP security.

pwd

XE "PPP: pwd"This parameter defines the password required by this link if PAP is enabled (see above). For more information see section on PPP security.

Addressing

XE "PPP: address negotiation"

XE "PPP: address stipulation"The PPP protocol allows for address negotiation. That is, when a PPP link is being brought up, it is possible for the two ends to inform the other of the presence, or lack of an IP address.

XE "PPP: ipaddress"

XE "PPP: newaddress"Addressing is controlled by four parameters, the source and destination addresses, and the ipaddress and newaddress parameters.

The ipaddress parameter determines whether or not the CNS-1610 actively starts address negotiation. Leave this parameter off and try to bring the link up. If the link does not come up, then try turning it on. If the ipaddress parameter is on, then the newaddress parameter determines the type of negotiation to use. If off, RFC-1172 negotiation is used. This is an obsolete form of negotiation, so only use it if the far end requires it. If possible set this parameter and use RFC-1332 negotiation. When the CNS-1610 responds to address negotiation requests, it automatically determines the correct form to use.

The CNS-1610 allows for the following addressing cases:

· Matching addresses specified by both sides

· CNS-1610 specifies destination IP address

· Remote side specifies destination IP address

In the first and second cases, the CNS-1610 specifies both the source and destination address. In the third case, the destination address in the CNS-1610 should be set to 0.0.0.0.

If both the CNS-1600 and remote sides have the destination addresses of 0.0.0.0, or if the same addresses are specified on both sides of the link and they do NOT match, address negotiation will fail and the link will not come up.

Command Session Configuration Parameters 

IfXE "PPP:configuring"If you are configuring a port to autostart, then the corresponding sections for that port should have their application set to reserved. If a port is to be used for command line PPP, then the sessions should be setup as usual, with one application being set to command, and at least one other application being set to dynamic.

Command Line PPP Parameters 

XE "PPP: command line"A serial port can be configured to run only PPP, or else start PPP as either a command line or automatic application. The command line for PPP is as follows:

ppp -s source -d destination [-m mrusize] [-a accm]  [-n] [-x] [-p] [-v]

Table of PPP Command Line Options

Option
Description

-s source
Sets the source IP address

-d destination
Sets the destination IP address

-m mrusize
Set message size to mrusize (mru)

-a accm
Sets the accm mask (accm)

-n
Disable magic number negotiation (nomgc)

-x
Enable address compression (acccomp)

-p
Enable protocol compression (protocomp)

-v
Enable VJ compression (vjcomp)

If command line configuration options are not specified, the default will either be what is in the configuration section, or the configuration default itself. Once PPP is started on a port via command line or automatic application, the port will not go back into command mode until controls to that port are dropped.

XE "PPP: command line errors"The following is a list of the error messages you can get from the PPP command line.

Note:  Unlike error messages from the command shell, error messages that come from applications such as telnet or ppp do not have standard Central Data numbering.
PPP Command line Errors

Message
Description

No memory to complete operation.
Connection station is overloaded. Try command later.

PPP not allowed on this port.
The PPP protocol has been disabled on this port. See your system administrator.

Bad source IP address ...
The address specified with -s cannot be decoded. Make sure it is in xxx.xxx.xxx.xxx format.

Fixed source address, cannot change.
The address specified with -s is already specified in the configuration file and cannot be changed.

Source and destination address may not be equal.
You must assign different addresses for both sides of the PPP link.

Bad destination IP address ...
The address specified with -d cannot be decoded. Make sure it is in xxx.xxx.xxx.xxx format.

Fixed destination address, cannot change.
The address specified with -d is already specified in the configuration file and cannot be changed.

Couldn’t decode MRU ...
The MRU specified with -m is not in a correct numeric format. Use a decimal integer.

MRU must be between 296 and 1500.
The MRU specified with -m is out of range.

Couldn’t decode mask ...
The control mask specified with -a can’t be decoded. Try using the hexadecimal format 0xnnnnnnnn.

Source address was zero, must be set.
You must specify the IP address for the local side of the PPP link. The remote side may be negotiated.

PPP Security

XE "PPP: security"

XE "security: PPP"A PPP session can be made secure in a variety of ways. If a link is made to autostart then the PAP security mechanism must be enabled. PAP is a protocol that runs while the PPP link is being brought up, and requires verification of the password, or a userid/password combination before PPP will run. The verification for the PPP link is controlled by the pap entry in the PPP section as shown in the following examples.

The first example sets up a password of secret for the PPP link defined in this section:

[ppp01]
...
pap=1
pwd=secret

The second example uses the incoming userid and password for this PPP session:

[ppp00]
...
pap=1

Depending on the state of the CNS-1610 passwords, the userid/password will be verified locally (passwords=1) or remotely (passwords=remotex). Note that the password server section must be correctly set up for the remote passwords to be used. When setting up the PPP application which is connecting to the CNS-1610, make sure that encrypted passwords are not supplied by the application. Some operating systems, such as NT, allow the password used by the user logging in to be sent across the PPP link. This type is password is not supported by the CNS-1610.

CHAP is another authentication protocol used by PPP, and may be selected on some systems. The CNS-1610 does not support the CHAP protocol.

Another way to secure a PPP link is to use the command line mode of PPP, and for the user to login. This is a mode that is commonly used by UNIX hosts, too. Passwords are enabled on the CNS-1610, and PPP is setup with autostart off (0), and command line mode is enabled. The user will thus be forced to log into the CNS-1610 using a userid and password before the PPP link can be brought up.

PPP Configuration Examples

XE "PPP: configuration example"The use of PPP can be confusing because it involves a variety of issues in configuration, routing, modems, and security. The following example explains these issues in greater detail. It is intended to illustrate some of the ways that the Connection Station PPP facility can be use to connect network devices.

Dial-in Access for Home and Portable PCs

PPP can be used to provide a much more powerful connection for home PCs than is possible using telnet or rlogin on the Connection Station. When you use a terminal emulator to dial-in to a Connection Station, you are limited to a small subset of the services available using the TCP/IP protocols. When you dial-in using PPP, you can access all the TCP/IP services including file transfer, electronic mail, etc.

In the following example, the system administrator has decided that he wants to dedicate eight ports of his Connection Station for dial-in PPP service. He does not want the user to have to type anything upon connection to the CNS-1610, so he decided to autostart the ports.

To begin, the administrator brings up the configuration file for his Connection Station in a text editor and changes the application entry for all numbered session sections for serial ports 1-8 from command or dynamic to reserved. In the default configuration file, these are [Session000] through [Session063]. This change disables command shells for ports 1-8.
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Next, the administrator should set up all of the ports for communicating with the modems. For this example, we assume that the administrator is using Telebit T3000 modems on all eight ports. These modems support a maximum data rate of 57600 baud. The default character size of 8 bits with no parity will be used. Hardware flow control via RTS/CTS will be used to pace data to and from the modems. Also, port features relevant to the command shell should be turned off. In this configuration example, all port sections for ports 1-8 should look similar to:

[Port01]

mscreen=0

stty=57600 rtsxoff ctsxon -ixon -ixany -ixoff

escdef=0

tprint=0

Next the administrator needs to configure eight PPP sessions. The general PPP section looks like:

[PPP]

nppps=8

inactv_tmout=60

restart_tm=3

max_cnf=10

max_failure=10

mru=1500

accm=0x0

nomgc=0

accomp=1

protcomp=1

ipaddress=0

newaddress=1

vjcomp=1

pap=1

Each of the individual PPP sessions will be configured similar to the following:

[PPP00]

device=COM

session=0

port=1

source=192.132.5.4

destination=192.132.5.24

The source and destination addresses must be unique for each of the eight PPP sessions. The port entry will match the assigned port number. All of the other entries can be the same for each PPP session. The administrator has chosen an inactv_tmout value of 60 meaning that if no messages are exchanged over the port for 60 minutes, the port will time out and hang up the modem as a fail-safe. All of the compression mechanisms are turned on to save bandwidth. The ACC map (accm) is disabled since he is using hardware flow control. Finally, PAP security (pap) is 1 and no password specified, so each user that dials in must have a username and password entry in either the local or remote password database.

XE "routes: PPP example"The most complicated part of this configuration is the routing. The administrator wants all eight ports to be equivalent and used as an eight-port modem poll. He has arranged with his phone company for an eight-line “rotary” so that any user who calls the single phone number of the rotary will be assigned to the first non-busy line of the group. All of the dial-in PCs are configured for IP address negotiation and do not have a permanently assigned IP address. They are assigned an IP address by the Connection Station when they dial-in.

Note that in this example, all interfaces are assigned to the same subnet as the Ethernet. The Connection Station performs proxy ARPXE "proxy ARP"

XE "ARP" on behalf of all the PPP destination addresses, making them appear to be directly connected to the Ethernet.

Troubleshooting PPP

XE "PPP: troubleshooting"

XE "troubleshooting: PPP"When having problems with PPP, it is important to remember that PPP is really just a transport mechanism for the TCP/IP protocols. As such, testing if PPP is working reduces to seeing if you have TCP/IP connectivity.

PPP Serial Startup

One of the most common problem areas has to do with setting up the serial link, before PPP even gets a chance to start.

UNIX hosts are usually setup to start PPP by initiating a call to a system. Once that call is initiated, the host starting the session will log into the remote host, usually with a username of PPP. Doing this login on the remote host, as well as the success of that login is what usually causes the protocol itself to start.

DOS or Windows based workstations are usually setup to do modem setup, as well as deal with a possible PPP login, before the PPP link is brought up.

Outside of how either a UNIX or DOS host is configured, both usually use a similar mechanism for the serial link startup. The procedure is:


1.
Assign and open the serial port
2.
Execute a dial protocol with the modem
3.
Execute a login protocol with the remote host

Items 2 and 3 are often done with a chat type script. These scripts may be represented in different forms, depending on the host, but inevitably have the form:


1.
Send serial data
2.
Expect serial data ...

wherein the initiating host will send a string to the serial interface, and then expect a particular response. For example, most AT command set modems can be dialed with the string ATDT<telephone number>, to which the modem will send back a string OK. From an expect point of view, this will be looked upon as:


1.
Send serial data (ATDT<telephonenumber>)
2.
Expect serial data (OK)

If life gets complicated (for instance the expected serial string is not received), a variety of error recovery mechanisms may be employed.

When debugging this part of your link setup, check each step individually. Is the port getting assigned? Can the local host dial the modem? Also make sure to eliminate any steps that are NOT going to be used. Thus, if you have a direct connection from one host to the other, then there probably is not a modem to dial.

If you are using an autostart PPP link, then you will eliminate the login protocol with the remote host. If you are not using autostart, it is important that the script wait for a proper response before sending each line of input to the Connection Station, since type-ahead does not work reliably from the command shell.

Verify your serial connectivity by having the host attempt to start the PPP link on a command session on the Connection Station. If possible, put the host in a mode where you can see the interaction happening. If possible, make sure that the serial connecting is running at the correct serial rate by interacting with the command session, once you bring it up. Try doing a cu to the Connection Station from a UNIX host, or else going into a manual modem command mode if it is a PC host.

PPP Link Startup

If you are sure that you are making a serial connection, then the next thing that happens is that PPP on both sides of the serial link will attempt to communicate.

This communication will consist of both sides sending various PPP options back and forth until they decide on a common set that both sides support. In most cases, this will go without a hitch, since both sides will negotiate down (i.e. turn off) to the lowest common denominator. If the link does not come up, and you are getting errors that indicate that option negotiation did not succeed, the most likely culprit is some kind of addressing problem. Remember that you cannot specify all of the addresses on both sides of the PPP link unless they agree exactly. If you have a choice, specify the remote side IP address on the Connection Station, and then leave the IP address on your host set to 0.0.0.0.

It is easiest to debug link startup if you are running command line PPP on the Connection Station. If the link does not come up, you will revert back to the command shell with an error. If you think that your addressing is correct, and the link will still not come up, try turning off any options that may be configurable on your host and try again.

PPP Link Debugging

XE "routes: PPP debugging"If your host indicates that the PPP link has come up, you are now past your basic startup and serial problem. If you do not seem to be able to connect across the link, you probably have some kind of a routing problem. Refer to the PPP Configuration Example earlier in this chapter.

XE "troubleshooting:using ping"Start debugging by using ping to check connectivity. Start at the Remote PC. Do the following:


1.
Ping the near side PPP IP address (192.132.5.24)
2.
Ping the far side PPP IP address (192.132.5.4)
3.
Ping the Connection Station address (192.132.5.3)
4.
Ping a host on the Ethernet attached to the Connection

Station (192.132.5.1)

If step 1 fails, you have a configuration problem in your host. If step 2 fails, then the PPP link is not really up. You may have a problem with the serial link, or a configuration problem. If step 2 works, then step 3 should always work. If step 4 fails, then you have a routing problem. If the remote host is not one the same subnet as the Ethernet, then you will have to put a routing table entry in that host.

Continue debugging by using ping to check connectivity. Start at Host 1. Do the following:


5.
Ping the Connection Station address (192.132.5.3)
6.
Ping the far side PPP IP address (192.132.5.24)

If step 5 fails, then you have some kind of Ethernet connectivity problem. If step 6 fails, but step 2 worked, you have a routing problem in the remote host. You may need to set a default gateway to tell the remote host that the subnet represented by the Ethernet is on the PPP link. The command to do this would look somewhat like:

route add 0.0.0.0 192.132.5.4 1

If the link basically works, but you think that performance is not good, check for errors on the serial interface. You may have a flow control problem. Realize also that you PPP link can only pass data as fast as the link is configured. If your serial link is running at 9600 baud, then file transfers will be quite slow.

XE "timeouts: PPP inactv"Finally, if you are doing PPP to a UNIX host, remember that the host may have an inactivity timeout. This means that if the PPP link is idle for a period of time, the UNIX host will disconnect that link.

Static PPP Session Logging

If a static PPP session (on session 0 for a port) is designated with PAP turned on, the CNS-1610 displays a message similar to the following when the PPP link connects:

E 0001:10:22.44 0000000003   ppp026   0 PPP link up.
PPP Port:

<port number> 
PAP Pid:

<username>

The user name is supplied to allow Internet service providers to track PPP logins and logouts when the server is configured for static sessions.
When the PPP link goes down, the CNS-1610 logs a message similar to the following:

E 0001:10:22.44 0000000003   ppp027   0 PPP link down.
PPP Port:

<port number>

The link down message must be matched with the link up message port number to mark a particular user as logged out.

Configuring SLIP

XE "SLIP: configuration"SLIP may be started on a port either automatically or through the command shell. Command shell startup is especially useful when logging into the Connection Station from a remote workstation. Remote workstations, such as a personal computer, often support a variety of applications through their serial port. For instance, a terminal emulator may allow the workstation to be used as a terminal when accessing the Connection Station. In this mode, either telnet or rlogin can be used, via the command shell, to access hosts on the Ethernet. When processing is to be shifted from the remote host back to the workstation, it may then be useful to connect the workstation to the Ethernet using SLIP. Most workstations allow their SLIP application to be started manually. Thus, a terminal emulator can be used to log into the Connection Station command shell, and then SLIP started on the Connection Station. The workstation, which has been running the terminal emulator, is then switched to running the SLIP application, and the terminal emulator is stopped.

If a SLIP session is started without the user having to type the slip command, that session is defined to have autostarted. Autostarting of a SLIP session can be done by using the autostart parameter in the configuration file, or else programming an application to automatically start SLIP.

Whether or not the command shell is used, certain parameters must be placed in the configuration file to use SLIP.

Note: the CNS-1610 does not support BOOTP over SLIP. This mechanism is used by some vendors to allow address stipulation over a SLIP link.
Generic Configuration Parameters 

XE "SLIP:configuring"TheXE "SLIP:[slip] section"

XE "sections:slip" [Slip] section lists how many additional SLIP sections of the form [Slipnn] are found in the configuration.

If you are configuring automatic SLIP sessions, you must have a [SLIPnn] for each session. If you configuring command line SLIP sessions, you only need to include a [SLIPnn] section if you want to specify certain parameters for that port.

Some of the parameters in the [SLIPnn] section can be defaulted in the [SLIP] section. The configuration rule is that command line parameters take highest precedence, followed by a parameter defined in the [SLIPnn] section, and finally followed by a parameter defined in the [SLIP] section. Thus if a parameter is defined in the [SLIP] section, it need not be repeated again, unless it is to be changed. The following parameters may be defined in the [SLIP] section.

[SLIP] Section Parameters

nslips=nn
Number of [Slipnn] which follow.

source=ipaddress
May be defined as 0.0.0.0 to default enable command line SLIP, or 255.255.255.255 to default disable command line SLIP.

destination=ipaddress
May be defined as 0.0.0.0 to default enable command line SLIP, or 255.255.255.255 to default disable command line SLIP.

compression=n
Enables (1) or disables (0) header compression. If n = 2, compression is only used if detected from the far end. The default value for this entry is 0 (off).

icmp=suppress / nosurpress 
Specifies whether or not ICMP messages are passed over the SLIP link. If nosuppress is specified, ICMP messages are transmitted. If suppress is specified, they are not transmitted. The default value for this entry is suppress.

maxpkt=n
Defines the maximum message size (in bytes) to be transmitted. The default value for this entry is 1006 bytes.

source

XE "SLIP: default source"Set this to 0.0.0.0 to default enable command line SLIP on any port. Set this to 255.255.255.255 to default disable command line SLIP on any port. These are the only two values allowed in the default section.

destination

XE "SLIP: default destination"Set this to 0.0.0.0 to default enable command line SLIP on any port. Set this to 255.255.255.255 to default disable command line SLIP on any port. These are the only two values allowed in the default section.

compression

XE "SLIP: compression"Set to (0) to disable header compression (default). Set to (1) to enable it in all cases, and set it to (2) to enable only if the other side is using compression.

icmp

XE "SLIP: icmp"ICMP messages are Internet error and informational messages. Ping, for example, uses ICMP messages. You may wish to disable icmp (using suppress) if you do not want to use your serial bandwidth for these messages. Note, however, that debugging a link without ICMP messages can be difficult. If you want to enable these messages, use nosuppress.

maxpkt

This defines the maximum allowed message size for this link. Set it to a smaller value for slower, error prone links, to reduce retransmission times. For fast, or error corrected links, set it to a maximum value.

[SLIPnn] Section

XE "SLIP: [Slipnn] section"

XE "sections:slipnn"The [Slipnn] section lists an association between the SLIP process and a logical device. Such associations should only be made to COM. Based on the nslips entry in the [Slip] section, the configuration is expecting sections [Slip00] through [Slip(nn-1)]. Parameters which were not discussed in the previous section will be discussed after the following table.

[Slipnn] Section Parameters

device=string
The specification of device, port, and session for SLIP is the same as other connections. Note, however, that device should be limited to COM, and session to 0. The default value for this entry is COM.

port=integer
There is no default value for this entry.

session=0
Leave set at zero.

source= ipaddress
Defines the IP address of the Connection Station port.

destination= ipaddress
Defines the IP address of the remote device.

compression=n
Enables (1) or disables (0) header compression. If n = 2, compression is only used if detected from the far end. The default value for this entry is 0 (off).

icmp= suppress / nosurpress 
Specifies whether or not ICMP messages are passed over the SLIP link. If nosuppress is specified, ICMP messages are transmitted. If suppress is specified, they are not transmitted. The default value for this entry is suppress.

maxpkt=n
Defines the maximum message size (in bytes) to be transmitted. The default value for this entry is 1006 bytes.

device

XE "SLIP: device"If this is an autostart port, then it is best to set it to COM. In this case, session is ignored. If this is a command line port, this field is ignored.

port

XE "SLIP: port"The port entry selects the physical port that you wish to configure. If this is an autostart port, it indicates the port on which the SLIP session will be started. If this is a command line port, it indicates the port for which these configuration parameters apply.

session

XE "SLIP: session"Leave this set to 0.

source

XE "SLIP: source"The source entry selects the IP address for the Connection Station side of a SLIP link. If set to 255.255.255.255, command line SLIP will not work on this port. If set to 0.0.0.0, the port may not be autostart, and the IP address must be specified in the command line.

destination

XE "SLIP: destination"The destination entry selects the IP address for the remote side of a SLIP link. If set to 0.0.0.0, the port may not be autostarted, and the IP address must be specified in the command line. When using dial-in SLIP, all remote devices that use this port must be configured as using this destination address.

Command Session Configuration Parameters 

If XE "SLIP:configuring"If you are configuring a port to autostart, then the corresponding sections for that port should have their application set to reserved. If a port is to be used for command line SLIP, then the sessions should be setup as usual, with one application being set to command, and at least one other application being set to dynamic.

Command Session Configuration Parameters 

XE "SLIP: command line"A serial port can be configured to run only SLIP, or else start SLIP as either a command line or automatic application. The command line for SLIP is as follows:

slip -s source -d destination [-a] [-c] [-i] [-m mrusize]

Table of SLIP Options

Option
Description

-s source
Sets the source IP address

-d destination
Sets the destination IP address

-a
Enable compression detection (compression = 2)

-c
Forces compression (compression = 1)

-i
Disables ICMP messages (icmp = suppress)

-m mrusize
Set message size to mrusize (maxpkt)

If command line configuration options are not specified, the default will either be what is in the configuration section, or the configuration default itself. Once SLIP is started on a port via command line or automatic application, the port will not go back into command mode until controls to that port are dropped.

XE "SLIP: command line errors"The following is a list of the error messages that you might get with the SLIP command line.

SLIP Command line Errors

Message
Description

No memory to complete operation.
Connection station is overloaded. Try command later.

SLIP is not allowed on this port.
The SLIP protocol has been disabled on this port. See your system administrator.

Bad source IP address ...
The address specified with -s cannot be decoded. Make sure it is in xxx.xxx.xxx.xxx format.

Fixed source address, cannot change.
The address specified with -s is already specified in the configuration file and cannot be changed.

Source and destination address may not be equal.
You must assign different addresses for both sides of the SLIP link.

Bad destination IP address ...
The address specified with -d cannot be decoded. Make sure it is in xxx.xxx.xxx.xxx format.

Fixed destination address, cannot change.
The address specified with -d is already specified in the configuration file and cannot be changed.

Couldn’t decode MTU ...
The MTU specified with -m is not in a correct numeric format. Use a decimal integer.

MTU must be between 1006 and 1500.
The MTU specified with -m is out of range.

Both source and destination address must be set.
You must specify the IP address for the both sides of the SLIP link. SLIP does not support address negotiation..

SLIP Security

XE "SLIP: security"

XE "security: SLIP"A SLIP session must be made secure by using the CNS-1610 command shell. The command line mode of SLIP is used, and the user is forced to login to the CNS-1610. This allows the local or remote password mechanisms to limit access to the CNS-1610. Once the user has logged in, the slip command can be given manually, or else the session can be made to start the SLIP application automatically.

SLIP Configuration Example

XE "SLIP: configuration example"The following is an example of SLIP being disabled for all command lines except port 13. By default, ICMP is enabled for the two SLIP sessions that are defined. The first SLIP session will autostart on port 14, has compression turned on, and a maximum packet size of 1006. Port 13 will have command line SLIP enabled, with compression autosensing. The command line will require that both source and destination IP addresses be filled in.

[Slip]
nslips = 2
source = 255.255.255.255
destination = 255.255.255.255
icmp = nosuppress

[Slip00]
device = com
port = 14
compression = 1
source = 128.212.66.164
destination = 128.212.66.180
maxpkt = 1006

[Slip01]
device = com
port = 13
compression = 2
source = 0.0.0.0
destination = 0.0.0.0
maxpkt = 1500
autostart=0

The command line to start SLIP on port 13 would be:

slip -s 128.212.66.164 -d 128.212.66.181

Troubleshooting SLIP

XE "SLIP: troubleshooting"

XE "troubleshooting: SLIP"

XE "PPP: troubleshooting"

XE "troubleshooting: PPP"When having problems with SLIP, it is important to remember that SLIP is really just a transport mechanism for the TCP/IP protocol. As such, testing if SLIP is working reduces to seeing if you have TCP/IP connectivity.

SLIP Serial Startup

Unlink PPP, SLIP does not have the concept of a link being up or down. SLIP itself does not have a link control protocol, so that when you bring the SLIP link up, nothing really happens until you try and move data over the link.

PCs are usually configured to do modem setup before the SLIP link is brought up. See the PPP Serial Startup section earlier in this chapter for information that will relate to this.

SLIP Link Debugging

If you do not seem to be able to connect across the SLIP link, you may have a serial or a routing problem. Refer to the PPP configuration example on page 123
XE "troubleshooting:using ping"

XE "routes: SLIP debugging"Start debugging by using ping to check connectivity. Start at the Remote PC. Do the following:


1.
Ping the near side SLIP IP address (192.132.5.24)
2.
Ping the far side SLIP IP address (192.132.5.4)
3.
Ping the Connection Station address (192.132.5.3)
4.
Ping a host on the Ethernet attached to the Connection 

Station (192.132.5.1)

If step 1 fails, you have a configuration problem in your host. If step 2 fails, then the SLIP link probably has a serial configuration problem. If step 2 works, then step 3 should always work. If step 4 fails, then you have a routing problem. If the remote host is not on the same subnet as the Ethernet, then you will have to put a routing table entry in that host.

Continue debugging by using ping to check connectivity. Start at Host 1. Do the following:


5.
Ping the Connection Station address (192.132.5.3)
6.
Ping the far side SLIP IP address (192.132.5.24)

If step 5 fails, then you have some kind of Ethernet connectivity problem. If step 6 fails, but step 2 worked, you have a routing problem in the remote host. You may need to set a default gateway to tell the remote host that the subnet represented by the Ethernet is on the SLIP link. The command to do this would look somewhat like:

route add 0.0.0.0 192.132.5.4 1

If the link basically works, but you think that performance is not good, check for errors on the serial interface. You may have a flow control problem. Realize also that you SLIP link can only pass data as fast as the link is configured. If your serial link is running at 9600 baud, then file transfers will be quite slow.

Using Modems with PPP and SLIP

XE "modems: use with PPP or SLIP"

XE "PPP: using modems"

XE "SLIP: using modems"When you are using modems, you probably want to configure both PPP and SLIP to have password protection of some kind.

For either PPP or SLIP, you can turn on passwords for the command shell, and then allow the user to start PPP or SLIP manually. This is an easy way to restrict access.

If you are using PPP, you can also enable PAP by setting the pap parameter in the configuration section to 1. If you do this, you can autostart the PPP session and not use the command shell. When using PAP, you can either explicitly specify the password on a per configuration section basis, or else use either the local or remote password database.

Optimizing PPP and SLIP Performance

XE "performance:PPP"

XE "performance:SLIP"

XE "SLIP:performance"

XE "PPP:performance"Several factors influence the effective data rate that you can achieve on a PPP or SLIP link. The most important factor is the speed of the modem you are using. You should use the fastest modem you can afford. The latest V.34 modems can achieve speeds in excess of 28Kbps before compression. The benefits of modem compression depend on your data but typically gain you another factor of two.

Increasing the MRU size for PPP or maxpkt size for SLIP improves the efficiency of the link at the expense of increasing latency. This means that you can, for example, improve your file transfer performance at the expense of slower response for a telnet session sharing the same link.

Enabling all the forms of compression supported by both sides of the link improves efficiency at the price of some increase in computational load on your Connection Station and the remote device.

Finally, you may want to reduce the poll timeXE "poll timer"

XE "PPP:poll time"

XE "SLIP:poll time" used by your Connection Station. Poll time is the interval at which the Connection Station samples input on its serial ports. Reducing the poll time reduces the latency for acknowledgments and thus may improve throughput. Reducing the poll time has the negative effect of increasing the computational load on the Connection Station. Thus on a very heavily loaded Connection Station, reducing the poll time may actually reduce throughput.

11. Network Management with SNMP

XE "SNMP:introduction"

XE "management" \t "see SNMP" \i

XE "network management" \t "see SNMP" \iThe CNS-1610 includes an SNMP agent, a software module that responds to SNMP requests. To manage a Connection Station using SNMP you will need a third party SNMP manager, a program that generates SNMP requests.

The CNS-1610 SNMP agent supports MIB-IIXE "MIB" as described in RFC-1213XE "RFCS". In addition to MIB-II, it supports three additional MIBs:

SYMBOL 183 \f "Symbol" \s 10 \h
Character MIB (RFC-1316)

SYMBOL 183 \f "Symbol" \s 10 \h
RS-232 MIB (RFC-1317)

SYMBOL 183 \f "Symbol" \s 10 \h
Parallel Port MIB (RFC-1318)

These MIBs define the most common requests to the Connection Station, namely to the ports on the Connection Station.

Note:  Any configuration changes made with an SNMP manager will be temporary changes. To make permanent configuration changes you need to modify the downloaded configuration file.

The protocol specifications are found in the documents referenced above. Simplistically, however, SNMP defines a number of objects that can be accessed within a managed entity. These objects are referenced externally by a name, which is defined in the MIB. Internally they are defined as a series of numbers and dots, such as 1.2.3.4 where extension to the right defines a sub-category. Appendix C contains details on the supported MIBs.

Physical Addressing and the MIB

Within the Connection Station, there exists a correlation between physical and virtual devices. There are 18 physical devices on the CNS-1610, 16 serial ports and 2 parallel ports. There is a possibility of 258 logical devices using the CNS-1610. These devices consist of 8 logical devices per serial port, plus the two parallel ports.

From the point of view of the configuration file, the CNS-1610 uses the nomenclature in the following table for addressing the devices.

CNS-1610 Device Names

Name
Device
Sessions
Ports

COM
Raw serial port
No
Serial 1-16

LPT
Raw printer port
No
Parallel 1 & 2

TPRINT
Transparent printer
No
Serial 1-16

LDTCOM
LDTERM serial
1 to 8
Serial 1-16

LDTLPT
LDTERM parallel
No
Parallel 1 & 2

Note that in the above, only the LDTCOM device requires specification of both a session and a port number. When addressing ports using SNMP, a different addressing nomenclature is used as is shown in the next table.

CNS-1610 Device Names in SNMP

Name
Device
Sess
Ports
SNMP Address

COM
Raw serial port
No
Serial 1-16
1-16

LPT
Raw printer port
No
Parallel 1 & 2
17 & 18

TPRINT
Transparent printer
No
Serial 1-16
Use LDTCOM

LDTCOM
LDTERM serial
1 to 8
Serial 1-16
x.y where x is the port, and y is the session

LDTLPT
LDTERM parallel
No
Parallel 1 & 2
17.1 & 18.1

Add addressing of serial/parallel devices within SNMP is done using the direct port number for all MIB objects, except the charSess objects. These objects must be addressed using the x.y format. For instance, the second session on port three would be addressed as 3.2.

Note also that addressing within SNMP is the same, regardless of the base port numbering on the physical device on your system. SNMP will always start with port 1 as the first port.

SNMP must be addressed using a third-party program such as an SNMP manager, running on a host or a PC. How that program actually addresses items within the MIB depends on the program. It is safe to say that, as a minimum, the dot numbering convention can be used. Thus, to get the number of input characters from port 4, one would retrieve 1.3.6.1.2.1.19.2.1.13.4. If the alphanumeric form were allowable, you could use charPortInCharacters.4.

Controlling the CNS-1610 using SNMP

If the CNS-1610 is properly configured, it can be controlled, to a certain extent, by using SNMP. This section will briefly outline some of the more useful things that can be changed. The ranges of values for the following tables can be looked up in the MIBs in Appendix C.

Serial Parameters

XE "MIB: RS-232"The serial ports, as well as some of the parameters on the serial port may be changed. The following table lists the important ones.

Serial Parameters that can be Changed

Parameter
Type
Description

rs232PortInSpeed.nn
integer
Changes the serial speed of port nn. Both input and output are always changed at the same time.

rs232PortOutSpeed.nn
integer
Changes the serial speed of port nn. Both input and output are always changed at the same time.

rs232AsyncPortBits.nn
integer
Changes the character size of port nn.

rs232AsyncPortStopBits.nn
integer
Changes the number of stop bits of port nn.

rs232AsyncPortParity.nn
integer
Changes the parity on port nn.

sysServices
number
Defines the services offered by the device.

Parallel Parameters

XE "MIB: parallel"None of the parallel port parameter may be changed using SNMP.

Other Parameters

XE "MIB: character"The character MIB allows control over some of the higher level functions of the CNS-1610. These are shown in the following list.

Other Parameters That can be Changed

Parameter
Type
Description

charPortReset.nn
integer
Setting this to 2 will reset a port. If port 255 is specified, the CNS-1610 will reboot.

charPortAdminStatus.nn
integer
Setting this to 2, 3, or 4 will disconnect any user and make the port inaccessible to that user.

charPortInFlowType.nn
integer
Changes the input flow control type.

charPortOutFlowType.nn
integer
Changes the output flow control type.

charPortSessionMaximum.nn
integer
Changes the maximum number of virtual sessions on a port.

charSessKill.nn.m
integer
Clears session m on port nn.

Some Useful Read Parameters

Many internal parameters and state variables can be read using SNMP. There are two parameters which have special meaning in the CNS-1610.

Useful Read Parameters

Parameter
Type
Description

ifDescr.n
string
Interface description. For SLIP and PPP, this has the form slip/pppnn.mm where nn is the SLIP instance (as used in route command), and mm is physical port that SLIP is running on.

charPortName.nn
string
This is the nominal port name (e.g. comnn) however if login is enabled, the userid is appended as per: comnn.userid.

Configuring SNMP

XE "SNMP:configuring"Some of the MIB variables such as the system location are blank in the default configuration file. To return meaningful values for these variables you need to add them to the SNMP section of the configuration file.

XE "SNMP:communities"

XE "communities"The default configuration file will allow you to use SNMP to get variables from the Connection Station using the community public. To add communities or modify the access rights of community public you need to modify the configuration file. 

Finally, the CNS-1610 will issue certain SNMP traps. It will only do so, however, if the target managers are listed in the configuration file.

Procedures for updating the configuration file with SNMP related information are described in the following sections.

Configuring System Variables

XE "SNMP:system variables"

 XE "sections: SNMP" Certain information is normally provided by all SNMP managed devices which provides basic information about the device )such as its description). Default values for some of these items are computed by the system. Other values such as the location are blank by default. You can override these values by specifying values in the SNMP section of the configuration file. The values that you can override are shown in the following table:

[SNMP] Section

Entry
Type
Default
Description

sysDescr
string
CNS-1600 CNS-1610 version n.n.n
Describes the device. The version number n.n.n is the current version of the software.

sysObject
string
CentralData.1.1
Unique ID for the CNS-1610 product.

sysContact
string
unknown
Name of the contact person.

sysName
string
CNS00000000
Full domain name of the device.

sysLocation
string
unknown
Device's physical location.

sysServices
number
72
Defines the services offered by the device.

The following procedure provides an example of how to define the contact who administers a Connection Station:

1.
Use a text editor to modify the configuration file for your Connection Station.

2.
Locate the [SNMP] section.

3.
Modify the sysContact entry as in the following example:

sysContact=Jack Smith, Room 327, Ext. 123

4.
Save the file and exit the editor.

5.
When all users have logged off the Connection Station, reboot it to reload the modified configuration file.

Configuring Communities

XE "SNMP:communities"

XE "communities"

 XE "sections: communities" Rudimentary security for SNMP is provided by the use of communities. You can use the configuration file to specify which mangers the CNS-1610 agent will respond to and whether the manager can modify the Connection Station configuration (temporarily) or only read it. The default configuration file provides read-only access to all managers in the community public. To add a new community:

1.
Use a text editor to modify the configuration file for your Connection Station.

2.
Locate the [SNMP] section.

3.
Add one to the value of the ncommunities entry. For example, if the old value was 1, the new entry would be:

ncommunities=2

4.
Add a new [Communitynn] section whose number is one less than the value of the ncommunities entry. For example, if ncommunities=2 then the new section would be:

[Community01]

5.
Add entries to this new section similar to the following:

name=private
mgrAddress=192.132.4.3
access=readWrite


The name is the name of the community. The mgrAddress is the IP address of manager node in dotted decimal notation or 0.0.0.0 to accept any manager in this community. The access type is one of readOnly to allow the manager to get SNMP variables only, readWrite to allow the manager to get and set variables or none to disable access for this manager.

6.
Save the file and exit the editor.

7.
When all users have logged off the Connection Station, reboot it to reload the modified configuration file.

Configuring Traps

XE "SNMP:traps"

XE "traps"

 XE "sections: trapnn" The CNS-1610 SNMP agent has the ability to issue SNMP traps in response to system events. An SNMP trap is a datagram from the CNS-1610 agent to an SNMP manager indicating that some event on the Connection Station has occurred. The agent will only send these traps, however, to managers that are listed in the configuration file.

The following traps can be issued by the CNS-1610 SNMP agent:

[Trapnn] Section

Trap Name
Event Description

coldStart
Issued when the Connection Station comes on-line or reboots.

authenticationFailure
Issued when an SNMP request is received from an unsupported community or host.

Each manager who will be sent traps is listed in a separate section of the configuration file. The number of these trap sections is defined by the ntraps entry in the [SNMP] section. To send traps to a new manager:

1.
Use a text editor to modify the configuration file for your Connection Station.

2.
Locate the [SNMP] section.

3.
Add one to the value of the ntraps entry. For example, it the old value was 0, the new entry would be:

ntraps=1

4.
Add a new [Trapnn] section with the next available trap section number starting at 00. For example, if ntraps=1 then the new section would be:

[Trap00]

5.
Add entries to this new section similar to the following:

name=private
mgrAddress=192.132.4.3
port=162


The name is the name of the community. The mgrAddress is the IP address of manager node in dotted decimal notation or 255.255.255.255 to broadcast to all managers in this community. The port is the UDP port where the trap is to be sent. It is optional and defaults to 162.

6.
Save the file and exit the editor.

7.
When all users have logged off the Connection Station, reboot it to reload the modified configuration file.

AIX and SNMPINFO

XE "SNMP:AIX"

XE "AIX: SNMP"

XE "AIX: snmpinfo"Under AIX, there is a command line SNMP tool called snmpinfo. In order to make this easier to use, some MIB extensions are supplied in the /usr/lib/cns/aix directory, in a file called mib.defs. To add Central Data’s MIB definitions to the AIX system file:

1.
Backup the standard MIB definitions by typing:


mv /etc/mib.defs /etc/mib.defs.old

2.
Add the Central Data MIB definitions to the system file by typing:

cat /etc/mib.defs.old /usr/lib/cns/aix/mib.defs >/etc/mib.defs

It is necessary to do this before you will be able to write entries in any of the Central Data MIB extensions.

12. High Availability

XE "high availability"The Connection Station software has the ability to support redundant Ethernets. This means that you can connect two separate Ethernets to the Connection Station and automatically switch from the primary Ethernet to the backup Ethernet if the primary stops functioning. When this occurs, existing connections will be temporarily disconnected but can be re-established as soon as the switch occurs.

To use this capability you will typically have two separate paths to your host computer. The host computer itself will have two separate Ethernet connections with separate IP addresses.

Definitions

The following definitions are important in understanding the high availability configuration option.

XE "high availability: primary host"The Primary Host is defined as the host that is used to determine the operability of the Ethernet on the Primary Interface. 

XE "high availability: backup host"The Backup Host is defined as the host that is used to determine the operability of the Ethernet on the Backup Interface. Both the Primary and Backup hosts have separate IP addresses.

XE "high availability: primary interface"The Primary Interface is defined as the first interface on the Connection Station that will be used.

XE "high availability: backup interface"The Backup Interface is defined as the interface that will be used if the primary interface fails.

XE "high availability: ping interval"The Ping Interval is the periods between pings.

XE "high availability: switch to backup"The Switch to Backup parameter defines the number of seconds that the Connection Station will stay on the primary interface without pings, before switching to the backup interface.

XE "high availability: switch to primary"The Switch to Primary parameter defines the number of seconds that the Connection Station will stay on the backup interface without pings, before switching to the primary interface.

XE "high availability: Internet parameters"The Connection Station also has a second set of TCP/IP parameters for the Backup Interface. These are known as BackupMyIPaddr, BackupMyNetMask, and BackupMyDefGateway.XE "gateway:setting"
General Operation

The Connection Station will initialize on the Primary interface when the option is enabled. Once started, the Connection Station will ping the Primary Host IP address using the ICMP protocol, using the Ping Interval. If the ping is not returned, the Switch to Backup timer will be started. If that timer expires without receiving any ping response, the Connection Station will switch the interface to the backup interface. At this point, all of the TCP/IP Parameters for the Connection Station will be switched to the backup ones, and a new address (that of the Backup Host) will be used for pinging. 

After the pinging starts, if the ping is not returned, the Switch to Primary timer will be started. If that timer expires without receiving any ping response, the Connection Station will switch the interface back to the primary interface. At this point, the Connection Station will again start pinging the Primary Host. However, in this state, the Connection Station will stay on the primary interface until ping responses are received (e.g. the interface will not keep switching in the case where there is not response from either port). Once a ping response is received in this state, the algorithm will reset and go back to its initial state where an absence of ping response will again cause the interface to switch.

Configuration

XE "high availability: configuration file"

XE "configuration file: high availability"

 XE "sections: highavail" There is one section in the configuration file that controls the high availability function, the [HighAvail] section that has entries as in the following table. Note that when this option is enabled, both the host and the Connection Station must have a separate set of TCP/IP parameters for use on the primary and backup interface.

High Availability host configuration

Entry
Description

enable=n
n=0 disables the feature, and n=1 enables

addressType=icmp
Specifies the protocol to use for querying the hosts. For the CNS-1610, this value is always ICMP.

PrimaryHost=address
The IP address of the primary host

BackupHost=address
The IP address of the backup host

BackupMyIPAddr=address
IP address of Connection Station on backup network

BackupMyNetMask=address
Network mask for use on backup network

BackupMyDefGateway=address
Gateway for use on backup network

All addresses should be in dotted IP address form. XE "timeouts: high availability"There are three timeouts associated with this mechanism:

High Availability Timeouts

Entry
Description

SwitchToBackup=n
The integer time in seconds before the Connection Station switches from the primary to the backup Ethernet port in the case of failure.

SwitchToPrimary=n
The integer time in seconds before the Connection Station switches from the backup Ethernet port to the Primary port, in the case of failure. 

PingInterval=n
The time in seconds between pings

The interface to use for either primary or backup is configured as:

High Availability interface configuration

Entry
Description

PrimaryInterface=AUI or 10Base-T
Which Connection Station port to use as the primary interface

BackupInterface=AUI or 10Base-T
Which Connection Station port to use as the backup interface

Note:
Do not configure both primary and backup interfaces the same.

13. Customizing the Environment

Many aspects of the Connection Station's behavior can be customized through the use of the configuration file. For example:

SYMBOL 183 \f "Symbol" \s 10 \h
You can set both low-level serial parameters, as well as higher level canonical parameters for a particular port or session.

SYMBOL 183 \f "Symbol" \s 10 \h
You can assign default user (login) names associated with a port.

SYMBOL 183 \f "Symbol" \s 10 \h
You can also define default connections so that a port always runs telnet or rlogin instead of a command shell.

SYMBOL 183 \f "Symbol" \s 10 \h
You can set fixed sessions on a port to a particular connection or host.

SYMBOL 183 \f "Symbol" \s 10 \h
You can change the TCP environment including multiple name servers and a host table if name servers are not available.

Default User Name

If a Connection Station is permanently attached to a terminal, perhaps in someone’s office, it may be useful to assign that person’s user name to that port. This would be done only if the login mechanism is turned off. Once done, the user will be able to use rlogin without specifying the user name. XE "users"

XE "Portnn section"

XE "sections:Portnn"To set a default user name on a port:

1.
Use a text editor to modify the configuration file for your Connection Station.

2.
Locate the [Portnn] section for the port you are establishing a default login for.

3.
Modify the login entry to set a default user name as in the following example:

login=mary

4.
Save the file and exit the editor.

5.
When all users have logged off the Connection Station, reboot it to reload the modified configuration file.

Default Connection (Static Sessions)

XE "applications"

XE "Sessionnn section"

XE "sections:Sessionnn"Using the default configuration file, terminals connect to the command shell as their initial connection. The command shell can then used to start rlogin or telnet connections. Some users may prefer to always connect to a particular host using rlogin or telnet when they activate their terminal or dial-in to a modem, using what are called “static sessions.”

The mechanism to do this depends on configuring [Sessionnnn] sections. These are described in more detail later in this chapter. To replace the command shell with a different connection, use the following procedure:

1.
Use a text editor to modify the configuration file for your Connection Station.

2.
Locate the [Sessionnnn] section where the port entry contains the port number you are setting the connection for and where the session entry is 0. In the default configuration file, this section will be the [Sessionnnn] section whose number is equal to (port - 1) * 8.

3.
Locate the application entry in this section. The default value is command.

4.
Replace the value of this entry with the string you would type at the command shell prompt to invoke the connection you want. The types of sessions you can specify are described later in this chapter.


For example, to set the default connection on port 3 to always rlogin to a host named engineering with the user name mary, the section would look like:

[Session016]
port=3
device=ldtcom
session=0
application=rlogin engineering -l mary

5.
Locate the [Sessionnnn] section where the port entry contains the port number you are setting the connection for and where the session entry is 7. In the default configuration file, this section will be the Session section whose number is equal to (port - 1) * 8 + 7.

6.
Locate the application entry in this section. The default value is dynamic.

7.
Replace the value of this entry with the string command.

Continuing the example above, the section would look like:

[Session023]
port=3
device=ldtcom
session=7
application=command

8.
Save the file and exit the editor.

9.
When all users have logged off the Connection Station, reboot it to reload the modified configuration file.

Note:  If you are using static sessions, at least one of the sessions for the port must have its application=command. That is, at least one of the sessions must be running the command shell for default sessions to operate properly. The command shell session does not have to be session 0 so you can default the connection to something other than the command shell.

If passwords are enabled, then the initial connection will be with the command shell (no matter which session number it is defined in), in order for the login process to be completed. After that, the user will be immediately switched to session 0.

Session Details

XE "sessions:description"You can specify a specific connection for each of the eight possible sessions of a port. The user can then hot-key between a well-known set of hosts.

In the configuration file, there is a numbered [Sessionnnn] section for each of the eight sessions on each of the 16 serial ports on the Connection Station plus two additional sessions for the two parallel ports. The numbered Session sections, therefore, range from [Session000] to [Session129]. Each of these maps to a specific combination of port, device, and session on the port.

There is also an unnumbered [Session] section whose sole entry defines how many numbered [Sessionnnn] sections exist in the configuration file. This value is 130 in the default configuration file and you should not need to change it.

Each numbered [Sessionnnn] section has the following entries:

[Sessionnnn] Section

Entry
Description

device=string
The Connection Station device used by the session. This will normally be ldtcom for serial ports or lpt. A list of legal values is shown in the Devices and Sessions section of Appendix A.

port=integer
Integer from 1-16 for serial ports and 1-2 for parallel ports.

session=integer
Integer from 0-7. Each port can have up to eight sessions. Session 0 is the session that is started when the terminal or modem is first attached to the port.

stty=option...
Define terminal characteristics of this session.

application= string
Defines the interactive connection that is to be automatically run whenever this session is started. This may be telnet, rlogin, ppp, or slip.

Types of Sessions

XE "sessions:types"The application entry in a [Sessionnnn] section defines what function the session performs. The value of this entry is one of the following keywords, followed by options specific to the keyword:

Types of Sessions (application)

Function
Description

command
XE "command sessions"The command shellXE "Command Shell" for a port. Only one session on each port can run the command shell. Unless all the sessions are reserved, at least one of the sessions must be command.

dynamic
XE "dynamic sessions"A dynamic session is used by the command shell to spawn rlogin or telnet sessions. In the default configuration file, all the sessions except the command shell are dynamic sessions.

rlogin [options...]
A session that always runs rlogin using the arguments on the rest of the entry line. When the rlogin commandXE "rlogin command" terminates, a new one is started with the same arguments.

ppp [options...]
A session that always runs PPP using the arguments on the rest of the entry line. The PPP session terminates, the command session will hangup.

slip [options...]
A session that always runs SLIP using the arguments on the rest of the entry line. The SLIP session terminates, the command session will hangup.

telnet [options...]
A session that always runs telnet using the arguments on the rest of the entry line. When the telnet commandXE "telnet command" terminates, a new one is started with the same arguments.

tprint
XE "TPRINT"A session reserved for a transparent printer device on the port.

reserved
A session that is not to be used by the command shell. It may be used by other functions within the Connection Station such as reverse telnet or the CNS-010 functions.

Session Specific stty Options

XE "stty: session options"The stty entry in a [Sessionnnn] section defines the terminal characteristics of a session. These characteristics are normally defined by the type of session but certain default characteristics can be controlled. For example, on a command session, the delays associated with a carriage return can be controlled like those on UNIX to accommodate hard-copy terminals. These flags are generally the same as the equivalent flags on a UNIX System V Release 4 host.

This capability is most commonly used in setting up the reverse telnet service for printers. In this case you may want to enable UNIX-style output processing by turning on the opost flag. The defaults given in the following are those associated with the reverse telnet service. Other types of sessions may have different defaults. The following flags apply to input processing:

stty Input Parameters

Flag
Default
Description

brkint
-brkint
Input break causes interrupt signal.

inlcr
-inlcr
Change newlines to carriage returns.

igncr
-igncr
Ignore carriage returns on input.

icrnl
-icrnl
Change carriage returns to newline.

iuclc
-iuclc
Convert upper case characters to lower case.

imaxbel
-imaxbel
Echo bell character if input line overflows.

The following flags apply into output processing:

stty Output Parameters

Flag
Default
Description

opost
-opost
Enable output processing

olcuc
-olcuc
Convert lower case to upper case

onlcr
-onlcr
Convert newlines to carriage return line feeds

ocrnl
-ocrnl
Convert carriage returns to newlines

onocr
-onocr
Do not output carriage returns at beginning of line

onlret
-onlret
Assume that newline performs carriage return also

ofill
-ofill
Use fill characters for delays

ofdel
-ofdel
Use DEL character for output delays

nl0
nl1
nl0
No newline delays
Delay after newlines

cr0
cr1
cr2
cr3
cr0
No carriage return delays
Carriage return delays

tab0
tab1
tab2
tab3
tab0
No tab delays
Tab delays

Expand tab to spaces

bs0
bs1
bs0
No backspace delay
Backspace delay

vt0
vt1
vt0
No vertical tab delay
Vertical tab delay

ff0
ff1
ff0
No form feed delay
Form feed delay

The following flags control echoing etc:

stty Control Parameters

Flag
Default
Description

isig
-isig
Enable signal processing

icanon
-icanon
Enable input erase/kill processing

xcase
-xcase
Canonical case translation

echo
-echo
Echo characters on input

echoe
-echoe
Echo erase characters

echok
-echok
Echo backspace for erase characters

echonl
-echonl
Echo newline after kill

noflsh
-noflsh
Do not flush after signals

iexten
-iexten
Enable extended functions

tostop
-tostop
Change stop processing

echoctl
-echoctl
Echo control characters as Control-C

echoprt
-echoprt
Slashify erase processing

echoke
-echoke
Backspace line for kills

flusho
-flusho
Currently flushing output

pendin
-pendin
Re-type pending characters on mode change

The following special characters are available. These are generally ignored except for the command shell. Signals can be used to abort some command shell commands.

stty Control Parameters

Flag
Default
Description

intr
\177
Interrupt signal.

quit
^\
Quit signal.

erase
\b
Erase character.

kill
^U
Kill line character.

eof
^D
End of file character.

eol2
^@
Alternate end of line.

swtch
Disabled
Switch character

susp
Disabled
Suspend character

dsusp
Disabled
Delayed suspend character.

reprint
Disabled
Reprint line.

discard
Disabled
Discard output.

werase
Disabled
Word erase character.

lnext
Disabled
Literal next character.

Static Session Restart Time

There is a standard 10-second delay between the end of a static session and when it automatically restarts. This delay reduces the load on hosts since it lessens the number of times unattended static sessions time out and restart. The delay time can be modified by the following configuration file entry:

[Portxx]

restartTime=nn
which changes the restart time delay to nn seconds.

Carrier Drop for Dialin
A configuration parameter is available to allow the carrier to be dropped when an application such as telnet or rlogin disconnects from the host. Carrier drop can be enabled by using the following commands:

[Portxx]

carrierDrop=0/1

where a value of 0 disables carrier drop, and a value of 1 it. This feature applies after an application finishes, regardless of whether the application was successful. For example, if you enter the telnet command and the telnet fails, the connection is dropped if carrier drop is enabled. It is recommended that you use this parameter when an application is defined in a static session (session 0 of the configuration file). 

This parameter has no knowledge of multiple applications. For example, if you telnet into one host, hot key back to the command session and telnet into another host, the host connection that terminates first causes the entire connection to disconnect.

TCP/IP Environment

The setting of certain TCP/IP parameters is necessary for proper operations of certain aspects of the CNS-1610. These parameters can be set from several sources. The sources and their order or precedence are:


Connection Station NVRAM is lowest

/etc/bootptab overides NVRAM on BOOTP load

Configuration file overrides /etc/bootptab
There are also certain parameters that may only be specified in the configuration file. XE "Internet"ThereXE "TCP"

XE "sections:TCP"

XE "BOOTP:overriding"The [TCP] section of the configuration file is used to define these parameters. The entries in this section are as follows:

[TCP] Section

broadcast= ipaddress
Defines the form of the broadcast address. The value specified overrides the value obtained via BOOTP. The default value is 255.255.255.255.XE "broadcast address:setting"

domain= domainname
Defines the DNS domain name from which the Connection Station will obtain DNS name service. It defaults to the domain portion of the host name. If the host name does not have a domain portion, it defaults to null and all host names will have to be fully qualified.XE "domain name:setting"

gateway= ipaddress
Defines the address of the default gateway for routing to unknown networks. There is no default value for this entry.XE "gateway:setting"

hostname=name
Defines the hostname of this Connection Station. It may be domain qualified. There is no default value for this entry.XE "hostname:setting"

ipaddress= ipaddress
Defines the address of the primary Ethernet interface.XE "IP address:setting"

XE "ipaddress entry"

loopback= ipaddress
Defines the address of the loopback device. The default value is 127.0.0.1.XE "loopback device address:setting"

netmask= ipaddress
Defines the subnet mask for IP. The default value is determined by the class of the local IP address.XE "netmask:setting"

nservers=nn
Defines the number of DNS name servers defined in this section. The maximum value for this entry is 3.XE "domain name server:setting" The configuration file must be used if more than one DNS needs to be specified.

nameservern= ipaddress
Defines the IP address in dotted decimal notation of a DNS name server where n is 0, 1 or 2. There is no default value for this entry.

keepalive=sec
Defines the keepalive time for telnetd sessions in seconds.

allowportswitch=0/1
Enables/disables access to port in telnet command.

For example:

[TCP]
broadcast = 255.255.0.0
domain = i88.isc.com
gateway = 128.212.69.245
loopback = 127.1.1.1
netmask = 255.255.255.0
nservers = 3
nameserver0 = 128.212.74.29
nameserver1 = 128.212.64.100
nameserver2 = 128.212.64.101

Name Servers

The DNS (Domain Name Service) provides a distributed host name and address database for systems connected to TCP/IP networks. The Connection Station can access this service by specifying the IP address of one or more of the name servers that are running on the network it is attached to. For information on how to set up a name server, consult the documentation for the host system that you wish to install the name server on. If a DNS is to be used by the Connection Station, its IP address must be included in either the NVRAM, the /etc/bootptab or the configuration file.

Netmasks

XE "netmask:description"Netmasks are used to mask off the network ID from the IP address leaving only the host ID. Each mask consists of binary 1s (decimal 255) to mask the network ID and binary 0s (decimal 0) to retain the host ID. For example, the default netmask setting for a class B address is 255.255.0.0.

Ethernet Frame Encapsulation

The portion of an Ethernet packet that is transmitted before the IP data is known as the MAC (media access control) frameXE "Ethernet:frame types"

XE "frame type"

XE "encapsulation". There are two styles of MAC frame encapsulation used to transmit TCP/IP packets over an Ethernet: the Ethernet II type and the IEEE 802.3 or SNAP type. In the United States, most installations use the Ethernet II frame type and this is the default on the Connection Station. The choice is arbitrary but both the sender and receiver must agree on the frame type or they will not communicate.

If you use a BOOTP load, the CNS-1610 will normally use the same frame type used by the BIOS to perform the load. The BIOS normally cycles through the potential frame types searching for one that works although you can force it to use a particular one. See the CNS-1600 and CNS-1610 Hardware Installation and User's Guide for details on BIOS frame types. If you use the floppy or the CNS-010 software to load your Connection Station, CNS-1610 will default to use the Ethernet II frame type.

You can use the configuration file to override the default frame type. In the [TCP] section you set the frameType entry to either ETHERNET_II or ETHERNET_SNAPXE "SNAP". The ETHERNET_SNAP value should be used for what is sometimes referred to as IEEE 802.3XE "IEEE 802.3" frame encapsulation.

Keepalive

XE "reverse telnet: keepalive"

XE "keepalive"Use of the keepalive timer is discussed in the Configuring Reverse telnet sections of Chapters 7 and 8. This timer defines how often the telnetd process will poll the host to verify that the connection is still alive.

Allowportswitch

XE "allowportswitch"This either allows (1) or disallows (0) the use of a specific destination port number in the telnet command.

Adding Routes

XE "routes: adding"

 XE "sections: routes" Entries into the routing table can be added to the CNS-1610 through the configuration file. This is done by adding entries into the [Routes] section. This section has an entry, nroutes which defines the number of entries of the form routenn=<route> are in this section. The number nn goes from 00 to 63, where nn is the number of routes minus 1.

The form of each route entry is as follows:

routenn=<destination IP> <gateway IP> metric

The destination and gateway IP addresses are separated by exactly one space, as is the metric. The metric should be set to non-zero if the destination address does not act as if it were tied directly to the subnet of the gateway.

For example, consider a Connection Station that has the following routing table:

#>>show route -n
Routing tables
Destination   Gateway            Flags   Refs     Use Interface
127.0.0.1     127.0.0.1          UH         0       0 lo0
204.30.137    204.30.137.18      U          0       0 mac0
default       204.30.137.1       UG         0       0 mac0

The above shows that the Connection Station has an IP address of 204.30.137.18 and is attached to subnet 204.30.137. There is a default gateway at IP address 204.30.137.1.

If there were an IP device of address 204.30.138.1 attached to a host with IP address 204.30.137.15 (perhaps through a SLIP link), then the routing entry that would need to be added to this Connection Station to get to it would be:

routenn=204.30.138.1 204.30.137.15 1

After adding this, the routing table would look like:

#>>show route -n
Routing tables
Destination   Gateway            Flags   Refs     Use Interface
127.0.0.1     127.0.0.1          UH         0       0 lo0
204.30.138.1  204.30.137.15      UHG        0       0 mac0
204.30.137    204.30.137.18      U          0       0 mac0
default       204.30.137.1       UG         0       0 mac0

If, however, you wanted to route all frames to subnet 204.30.138 through this host, the routing entry would be:

routenn=204.30.138.0 204.30.137.15 1

This is a gateway entry because the destination IP address is just a subnet. After adding this, the routing table would look like:

#>>show route -n
Routing tables
Destination   Gateway            Flags   Refs     Use Interface
127.0.0.1     127.0.0.1          UH         0       0 lo0
204.30.138    204.30.137.15      UG         0       0 mac0
204.30.137    204.30.137.18      U          0       0 mac0
default       204.30.137.1       UG         0       0 mac0

XE "routes: UNIX errors"If you get an error from the route entry in the configuration file, it will give you a numeric error. The following is a list of the error numbers you might get.

Routing Error Numbers

17
Description:
Destination already exists


Resolution:
The destination address is already in the routing table. A full address compare is only done if this is a host route. Otherwise, if it is a gateway, only the subnets are compared. Fix the destination.

63
Description:
Out of STREAMS resources


Resolution:
The system does not have enough memory to complete the operation. This should never happen during configuration.

105
Description:
There is no route to the gateway IP address


Resolution:
Information as to how to get to the gateway address must already be in the routing table. The default gateway cannot be used to get to the gateway IP address of an entry in the routing table.

113
Description:
Gateway points to a provider


Resolution:
The gateway may not be the IP address of one of the Connection Station providers.

Poll Timers

XE "poll timer"

XE "performance: poll timer"

 XE "sections: port" Serial input to the CNS-1610 is normally governed by a poll timer with a default value of 100 milliseconds. Every time the poll timer expires, the system scans all the serial ports and forwards any input data to the attached host or application as appropriate. This means that the average latency from typing a character is one half the poll timer interval plus any network and host delays. When the data rate is 57600 baud or above, the poll timer is automatically set to poll twice as often.

For some applications, you may want to reduce or increase the poll timer. Reducing the poll timer reduces latency and makes the system more responsive. This may be particularly important on ports used for devices other than terminals such as PPP or SLIP links. Reducing the poll timer has the negative effect of increasing the overall computational load on the system because it must process input events more often. If the stats command reveals that your Connection Station is consistently compute bound, you may want to increase the poll time.

You have two ways to control the poll time of the system. First, you can change the global poll timer value from its default value of 100 milliseconds to as low as 20 milliseconds or an arbitrarily high number. The global poll timer value is specified by the pollTimeXE "pollTime entry" entry of the [Port]XE "Port section" section. Note that the value is specified in microseconds so the default value is 100000.

Alternatively, you have limited control of the poll timer on a port by port basis. You can set an individual port to be polled at a rate of 1/2, 1, or 2 times the global pollTime rate. You set the rate of an individual port using the pollMultipleXE "pollMultiple entry" entry of the [Portnn]XE "Portnn section" section for the port. The choices for this entry are specified in the following table:

Pollmultiple Values

pollMultiple value
Rate

half
0.5

single
1

double
2

auto
0.5 or 1 depending on data rate

The default value of the pollMultiple entry is auto which specifies a rate of 1 times the global poll timer for all data rates below 57600 baud and 0.5 times the global poll timer for data rates of 57600 baud or above.

Setting the Time

XE "time of day: setting"

 XE "sections: timeserver" The CNS-1610 will automatically attempt to sets its internal clock by using TCP port 37 (binary time port). The [Timeserver] section in the configuration file allows an explicit setting of the host that will be queried for this information. This section defines a primaryserver and a backupserver to be queried.

The [Timeserver] section does not have to be enabled for the CNS-1610 to get its time. The software will default to asking the load host for the time, if the download method was UDP. If this is the case, then the download host will always be queried as the primary server. If you desire, you may assign a backupserver in this case.

If the download method is from the floppy, then you should assign the primaryserver and optionally a backupserver.

Proper configuration for a UDP download:

[Timeserver]
backupserver=<IP address>

Proper configuration for a floppy load:

[Timeserver]
primaryserver=<IP address 1>

backupserver=<IP address 2>

The backup server address is optional.

The time of day can also be set with the date command. See Chapter 4 for more information on this.

Setting the Time Zone

XE "timezone:setting"

 XE "sections: timerrule" Certain commands such as date display the time zone where the Connection Station is located. Setting the time zone properly is not trivial because it depends on the date and the locality. Different localities have different rules for daylight savings time.

Setting a time zone in most of the United States involves uncommenting the examples given in the default configuration file as shown in the following example:

1.
Use a text editor to modify the configuration file for your Connection Station.

2.
Locate the [Command] section and uncomment the ntimerules entry:

[Command]
...
ntimerules=2

3.
Located the [Timerule00] section and uncomment the name and offset corresponding to your time zone under daylight saving time. For example:

[Timerule00]
name=EDT
offset=-240
effective=033102+0

4.
Located the [Timerule01] section and uncomment the name and offset corresponding to your time zone under standard time. For example:

[Timerule01]
name=EST
offset=-300
effective=110102-0

5.
Save the file and exit the editor.

6.
When all users have logged off the Connection Station, reboot it to reload the modified configuration file.

Setting the time zone for other localities is similar but a little more complicated. Most localities have two time zones that take effect during different parts of the year. Each such time zone is described in a [Timerulenn] XE "Timerulenn section"section of the configuration file. You specify the number of these sections in the ntimerules XE "ntimerules entry"entry of the [Command] section. Time rules must be ordered so that the effective dates are sequential through the year.

For each such rule you need to specify three things: the name of the time zone, the minutes from UTC (Greenwich Mean Time) of the time zone and when the rule takes effect. You specify the name of the time zone as the value of the name XE "name entry"entry. This can be an arbitrary string but is usually an abbreviation like EDT. You specify the minutes from UTC, the value of the offset XE "offset entry"entry, as a number, negative if you are west of the prime meridian and positive if you are east of the prime meridian. Setting this number properly allows the Connection Station to keep its internal time as UTC XE "UTC time"time.

Finally, you specify when the time zone takes effect by setting the effectiveXE "effective entry" entry to an expression of the forms:

MMDDHH+W or
MMDDHH-W

where MM is the month number, DD is the day of the month, HH is the hour of the day (24 hour time). +W refers to the next such day of the week after the date specified and -W refers to the last such day of the week preceding the date specified. For example, 033102+0 refers to 2 AM on the first Sunday after March 31, and 110102-0 refers to 2 AM on the last Sunday of October.

14. Troubleshooting

XE "troubleshooting:general"Earlier chapters list specific troubleshooting guidelines for installing and maintaining the CNS-1610. This chapter gives general guidelines as well as additional troubleshooting tips. Please be sure to read this chapter thoroughly if you are having problems with your Connection Station.

Using the Log

The show log commandXE "show log command"

XE "show log" displays a list of errors and messages reported by the system that are not related to an operator error on a particular port, such as configuration file errors. Note that this command can only be issued in administrative mode.

Log entries look like the following:

E 0000:00:41.18 0000000001 cmd003 0 Open failed during init


Section:
Session000

Module:

cmd

Session:
0

ErrCode:
6

The leading E indicates an error, the next field is the system uptime when the message was recorded. The next number is the sequence number of the log entry. The cmd003 field indicates the name of the software module reporting the error and the error code for that module. The next field (0) is the unit number of the device or instance in error. The rest of the line is an ASCII description of the error.

On subsequent lines, which are indented, parameters of this particular error even are listed. These will be specific to each type of error.

A list of the messages potentially reported in the log is included in Appendix B.

Basic TCP/IP Failures

XE "troubleshooting:Internet Parameters"

XE "show tcp"There are several failure scenarios when using TCP/IP. These are reflected in different ways by each application. They have similar underlying causes, however, and we will list these causes here.

The basic TCP/IP parameters for the Connection Station are shown by typing:

>>show tcp
TCP/IP Stack is: UPHostname: CNS00406E000095 (Default Value)

IP Address: 204.30.137.18 (From NVRAM)

Ethernet Address: 00:40:6E:00:00:95

Loopback Address: 127.0.0.1 (From Config File)

Broadcast Address: 204.30.137.255 (Default Value)

Netmask: 255.255.255.0 (Default Value)

Gateway: 204.30.137.1 (From NVRAM)

Domain Name: Central Data.com (From NVRAM)

Nameservers: (From NVRAM)

        204.30.136.1

Note that each of the pertinent TCP/IP parameters is shown, as well as the source of that parameter. Check each parameter carefully for its value, as well as its source. If you intended the value to be set, for instance, from the NVRAM, and its source is the configuration file, then you need to modify the configuration file.

Ethernet Connectivity

XE "troubleshooting:Ethernet"

XE "stats command"Although a Connection Station may have downloaded correctly, the Ethernet connection may have been lost at some point in time. If none of the commands that require the Ethernet seem to be working, type:

>>stats mac
MAC: xpkts=   639 xpsec=     0 rpkts=   776 rpsec=     0

MAC: xbcst=    16, rvcst=   212, retry=  30 xalign=   0 ...

MAC: fcol =     0 timeouts=     0 badcts=     0 ncd  =    35

MAC: align=     0 crc     =     0 badlen=     0 bdma =     0

MAC: bdsap=     0 nores   =     0 bdma  =     0 nostr =     0

Note that in the above, the ncd entry has a non-zero number. This is indicative of carrier detect failures, which indicates that the 10Base-T connection is unplugged. Note also that the retry count is non-zero, which indicates that frames have been retransmitted. Both of these are indications of a problem with the Ethernet itself.

Name Server Problems

XE "troubleshooting:nameserver"If you are using a mnemonic version of an IP address, the CNS-1610 must go to the name server to look up that name, unless it has been explicitly configured in the CNS-1610 configuration file.

If you try to reach a hostname and get a message of the type:

Host name not found

it is likely that that name is not in the name server database, or else you do not have connectivity to the name server. You should check name server connectivity by getting the name server IP address (from show tcp) and then using ping to check if you can get to the name server. If not, then there is a network problem or else the name server host is down.

If you know the IP address of where you are trying to reach, you can try pinging that, and use this form until the name server is restored.

Routing Problems

XE "troubleshooting:routes"

XE "routing: troubleshooting"If there is a problem in reaching a particular destination, then you may either get an explicit routing error message (for instance no route to host), or else the connect request may just time out.

If the CNS-1610 cannot figure out how to get to the network from the routing tables, you will get a message like:

#>>ping 204.30.138.1

ping: ECHO request failed (error=105)

#>>telnet 204.30.138.1

Trying 204.30.138.1...

telnet: connect: Connection failed: network is unreachable

The error number in the ping is a UNIX error number, and means that the network is unreachable. If there is a routing problem (perhaps in the routing tables themselves) you may get:

#>>ping 204.30.137.88

no answer from 204.30.137.88

#>>telnet 204.30.137.88

Trying 204.30.137.88...

telnet: connect: Connection failed: connection timed out

In the above case, the intended host may also be down or not connected to the network.

If there are routers between the Connection Station and the host, try pinging each separately to see if there is a connectivity problem.

Routes can be added to the CNS-1610 manually (see the set route command in Chapter 4) or in the configuration file (see the Adding Routes section of Chapter 13).

Host Configuration Problems

XE "troubleshooting:host problems"If ping to a host works, but using telnet or rlogin gets the response:

#>>rlogin 204.30.137.24

Connection closed by remote host.

#>>telnet 204.30.137.1

Trying 204.30.137.1...

telnet: connect: Connection failed: connection refused

you know that you do not have a connectivity problem. Connection closed by remote host is a generic term that means that the host processed the request, but immediately terminated the TCP connection. Causes of this message will vary by host but some include:

1.
Host is overloaded and not accepting new connections
2.
Application is not supported on host
3.
Other host failures

You should probably discuss this type of failure with your system administrator. Connection refused means that the application that you are requesting is not supported on the host.

Note that you may get the Connection closed by remote host if you log off the host. This, of course, is normal and should be disregarded.

Reverse telnet Problems

XE "troubleshooting:reverse telnet"

XE "reverse telnet: troubleshooting"If you have problems when using reverse telnet to address a Connection Station, you should also make sure that you have basic connectivity using ping.

The Connection Station will either accept the connection, or else refuse it if there is some problem with reverse telnet. Some of the reasons for refusing the connection are:

1. Wrong TCP port number is used in connection request

2. Physical device on Connection Station is already in use

3. Physical device on Connection Station is still draining data to device

A TCP port may be in use, either from a connection from another host, or because a connection was made to a host which subsequently went down without clearing the connection. The keepalive timer is supplied to get around this problem, but it takes at least 9 minutes for the connection to clear.

If the Connection Station has buffered up data from a host and is still writing that data to the attached device, the TCP port will also refuse a connection. The port will stay open for the duration of the XE "timeouts: reverse telnet"timeout parameter in the configuration file, waiting for data to drain.

Using ping

XE "troubleshooting:using ping"The ping commandXE "ping command" can be used locally and remotely as a network testing tool to see if a host's TCP/IP network interface is up and properly functioning. To see if a Connection Station is up and responding to TCP/IP traffic, run the following ping command from a remote host which is connected to the same network as the Connection Station:

ping cnsname
where cnsname is either the domain name of the Connection Station or its IP address. If the ping command fails, then either the Connection Station is not fully booted with TCP/IP properly configured, or there is a network cabling or hardware problem. However, if the ping command succeeds, then the Connection Station is alive and responding to TCP/IP traffic.

The ping command can also be run locally on the Connection Station from the command shell to test network connectivity. You can do this from the Connection Station by giving the following command:

ping hostname
Here, hostname is either the domain name of the host or its IP address. If this command is successful, the connection is functional and you can try other TCP/IP commands, such as telnet and rlogin. The following error message from ping indicates that the network address of the remote host is different from that of the Connection Station:

ping: ECHO request failed (error=105)

Make sure that the network portion of the remote host's IP address is correct. For machines on the same network, the network part of the IP address for the Connection Station and for the remote host should match. If they are not on the same network, you need to configure a gateway to route packets between the two networks.

The ping command is a good debugging tool to test connectivity of both SLIP and PPP connections. If the command is successful, then both endpoints of the point to point connection are successfully communicating. Otherwise, there is a problem.

Routing

XE "routes: troubleshooting"The show route command displays a list of the routes that the Connection Station will use to access a host. Here is an example of a show route:

#>>show route -n
Routing tables
Destination   Gateway            Flags   Refs     Use Interface
127.0.0.1     127.0.0.1          UH         0       0 lo0
204.30.137.28 204.30.137.27      UG         0       0 ppp0
204.30.138    204.30.137.15      UG         0       0 mac0
204.30.137    204.30.137.18      U          0       0 mac0
default       204.30.137.1       UG         0       0 mac0

The CNS-1610 uses a relatively simple routing algorithm. To reach an IP address:

1.
The software checks if the IP address is present as a destination in the routing table. If it is, then the frame is sent to the interface. For instance, in the above table, sending a frame to 204.30.137.28 would go through the interface ppp0 which is a PPP link.

2.
The software checks if the subnet of the IP address is present in the routing table. If it is, then the frame is sent to that interface. For instance, in the above table, sending a frame to 204.30.137.15 would go through the mac0 interface, because of the match on the subnet 204.30.137.

3.
If the neither of the above are true, the frame is sent to the default destination. In the above case, this is IP address 204.30.137.1 which is reached through the mac0 interface. This IP address should be a gateway or router.

To trace out a routing problem, use ping and the explicit IP address to check out the connectivity of each hop on the way to the destination. Remember that for routing, tables must be set up so that the path can be traced in both directions. Even though the routing table in the Connection Station may know how to get to a particular IP address, any routers encountered must have adequate information in their routing tables to get back to the original IP address.

ARP

XE "troubleshooting: ARP"The CNS-1610 uses the Address Resolution Protocol (ARPXE "ARP") to determine the Ethernet address of a host with which it is trying to communicate. The protocol involves sending a broadcast message on the local network that contains the IP address the Connection Station is trying to resolve. The host with the targeted IP address is expected to reply to this broadcast message with a response that contains its Ethernet address. The response is saved in a temporary local buffer or cache on the Connection Station so that it does not have to execute this protocol on every message transfer.

This mechanism is automatic and rarely encounters problems. However, it is possible for the ARP cache to be temporarily incorrect if a host changes its Ethernet address. This problem will eventually be resolved automatically because the ARP cache is periodically purged to remove stale data, but it might be temporarily incorrect.

You should consider an ARP problem with a particular host when the following conditions are true:

SYMBOL 183 \f "Symbol" \s 10 \h
You can communicate with other hosts on the same network

SYMBOL 183 \f "Symbol" \s 10 \h
A ping command to the IP address of the host in dotted decimal notation returns “network unreachable.”

SYMBOL 183 \f "Symbol" \s 10 \h
Other hosts on the same network can successfully ping the missing host.

SYMBOL 183 \f "Symbol" \s 10 \h
The network or host's configuration has changed recently.

To resolve this problem you can give the show arp -a command to list all the entries in the ARP table on the Connection Station. If you find the unresponsive host in the table, check the Ethernet address in the table. If the Ethernet address in the table is not correct, you can delete this table entry using the command:

set arp -d hostname
Memory Use

XE "troubleshooting: memory"

XE "memory:troubleshooting"

XE "performance: memory issues"The CNS-1610 is designed so that it will not run out of memory under normal operating conditions. There may, however, be exceptional conditions that cause it to run low or out of memory. The symptoms of low memory include:

SYMBOL 183 \f "Symbol" \s 10 \h
Abnormally slow performance

SYMBOL 183 \f "Symbol" \s 10 \h
Unexpected disconnects from hosts

You can use the stats command in the command shell to determine if your system is running out of memory. The row labeled fail counts the number of failures that have occurred for various system resources. Under normal operation you will see all zeros or only numbers below 100 in this row. Also, the use row will be less than 75% of the aloc row.

XE "stats command"The following example shows a system that is running out of memory:
>>stats
Connection Station software model: CNS-030 (3.44.00)
DEBUG=YES, oem base = 1 BIOS version/part 5.21, NVRAM version 0401
 3/ 8/95 15:29:44  System uptime (d/h/m) is  0: 2:13, cpu_utilization = 1%
INTS: lan=    9723     dma=      34     spint=  803452
INTS: lan=       1/sec dma=       0/sec spint=     100/sec
COM: in=       0     out=      24     omsgs=       8     imsgs=       0
COM: in=       0/sec out=       0/sec omsgs=       0/sec imsgs=       0/sec
COM: perrs=    0   ferrs=       0     oerrs=       0    ioctls=       0
MAC: xpkts=     412 xpsec=       0 rpkts=    6554 rpsec=       0
MAC: xbcst=     139, rvcst=    9306, retry=     0 xalign=     0 rcomb=     0
MAC: fcol =      48 timeouts=       0 badcts=       0 ncd  =       0
MAC: align=       0 crc     =       0 badlen=       0 bdma =       0
MAC: bdsap=       0 nores   =       0 bdma  =       0 nostr =       0
STRST timers  queue mblock  dblock  splits    db32    db64   db128   db1600
use:      11    264    134     105      28      28       9      10       58
total:246274    350  19659   14961    4710     671    8752     147     5391
max:      39    270    161     131      30      65      10      12       60
fail:      0      0      0       0       0       0       0       0      566
aloc:    200           990     742     247     128     364     128      122
Max watchdog cnt 99, mblks allocated from heap 1, mblks refused from heap 0
Non-Dma Heap avail 17044, heap free 1376, heap used 177668, heap refused 33
Dma Heap avail 225934, heap free 191464, heap used 34470, heap refused 200

The most common cause of running out of memory is attempting to run too many sessions simultaneously. If your system appears to be hovering near memory exhaustion, try terminating some of the sessions. This should clear the problem. If it recurs frequently, you may want to disable some of the available sessions by changing the application entry in numbered session sections of the configuration file from dynamic to reserved. You may see some number of heap refused under the Non-Dma heap line. This is normal and can be ignored. The heap refused under the Dma heap line is the important one.

The memory available in the system is used for three main purposes: program code space, dynamically assigned heap memory and memory for data buffers. The use of program code space is fixed but there is a tradeoff between heap and data buffers that you can control. Each session that you start requires some heap memory and some data buffers but data buffers are only used when the system is actually passing data through the session. If the system cannot allocate data buffers then it will run more slowly but will continue to function. If it cannot allocate heap, it will be unable to start sessions.

 XE "sections: heap" The system is by default tuned to permit all available memory to be used for data buffers when necessary. In some cases, you may find it preferable to start more sessions and have them run more slowly. To ensure that enough heap is available to start sessions you can change the minimumHeapXE "minimumHeap" entry in the [Heap]XE "Heap" section of the configuration file from its default value to 0 to a larger value. Use the stats command to help you select an optimal value for your configuration.

The following table shows the approximate heap memory requirements for different types of sessions:

Telnet and Rlogin Memory Usage

Session Type
Heap Memory (bytes)

rlogin
1200

telnet
4544

In addition to heap requirements, sessions may also consume data buffers. One sure way to run the system out of memory is to configure a large number of sessions, start output flowing on each session then hot-key away to a different session. When you hot-key away from a session that is actively outputting data, you tie up several memory buffers until the session is resumed and the buffers have a chance to drain to your terminal.

Security Key Problems

XE "security"

XE "configuration file:troubleshooting"The CNS-1610 Versions 2.0.0 and later require the Connection Station to have a proper security key installed before the image will run correctly.

If you download the software into a Connection Station without the proper security key, you will get the following message in the system log:

E 0001:10:22.44 0003 cs005 0 Invalid operating image for hardware.

        Failure code:      1

The failure code is a number from 1 to 4, which indicates the source of the problem.

A list of the error codes and their corrective actions are as follows:

 Security Error Numbers

Code
Description
Action

1
Wrong Hardware
The CNS-1610 images will not run on an OEM version of the Connection Station. You need to run it on a Central Data CNS-1600 or CNS-1610.

2
Old BIOS
The CNS-1610 cannot get the security key from an old BIOS. Put the security key in the configuration file.

3
NVRAM Code
The product code in the NVRAM is incorrect (probably set to 1). You need to set the product code with the security key using the BIOS console, or put the security key into the configuration file.

4
Config File Code
The security key section in the configuration file is present, but has the wrong security key. If you set the product code in the NVRAM, eliminate this section. If you did not, then correct the entry in the configuration file.

If you get one of the above messages in your system log, then the TCP/IP portion of the CNS-1610 will not initialize, so that none of the its functions can be used. This problem will correct itself when the proper security key is installed.

Configuration File Errors

XE "configuration file:troubleshooting"To resolve configuration file errors, use the administrator command, show log, to report a list of configuration file errors. The log report will generally list the section and entry in error. Change the value in your configuration file and reboot your Connection Station to resolve these errors. Note that if you have misspelled the name of a section or entry, you probably will not see an error. The system will silently ignore sections and entries it does not understand.

Uploads

XE "uploads"

 XE "troubleshooting: uploads" There may be bugs in the CNS-1610 software that cause it to fail. The software has internal self-checks that will catch most faults. It also has a timer that must be reset periodically by the software. If the software were to go into a loop, the timer will go off and perform a hardware reset of the Connection Station.

When the software detects a fault or resets via the timer, it will attempt to upload a memory image to a server. It will use a TFTP file transfer to the server from which it loads. It will use a filename composed of the lower 8 hexadecimal digits of the unit's Ethernet address with the extension ".uld" all in lower case. For example, the unit's Ethernet address was 004063001A36, the filename will be 63001a36.uld.

To succeed with this transfer, the filename must already exist as a file in the home directory specified in the BOOTP configuration. The file must also have write permission for “other.” The file can be of zero length prior to the upload so you can create it on a UNIX system with commands similar to the following:

touch /usr/lib/cns/63001a36.uld
chmod 666 63001a36.uld

If your system appears to spontaneously reset, you should make sure to create this file so that the upload can complete. If you discover that an upload has occurred you should contact Central Data technical support so we can evaluate the cause of the upload.

You can also explicitly force an upload by using the command shell reboot -u command. You only need to do this if you want to send a memory image to Central Data for analysis.

Troubleshooting Booting

XE "booting:troubleshooting"

XE "booting:troubleshooting"If your Connection Station will not start properly from a network boot, you should enable a BIOS console on one of the Connection Station ports and do an explicit load using the following procedure. When loading in this way, any problems encountered by the loader will be displayed on the console.
1.
Unplug the Connection Station if it is already plugged in.

2.
Connect an ASCII terminal to one of the Connection Station ports using the cable and terminal adapter that came with the Connection Station.

3.
Set the terminal to 9600 baud, 8 data bits, 1 stop bit, no parity.

4.
Plug in the Connection Station.

5.
Type pound signsXE "pound sign" (#XE "#") on the terminal until you see at least four of them echoed to your terminal, then wait for the power-on self test to complete. You must begin typing the pound signs within 10 seconds after you plug in the Connection Station.

6.
The BIOS should respond with a copyright and status message similar to:

Copyright (C) Central Data 1992-1995. All rights reserved.
BIOS Console on Port 1 (5.21 31-316-07 04/21/95)


The system does not have to be in single user mode, but your operating system’s TCP/IP package must be installed and operating.

7.
At the BIOS console prompt enter:

set log 1
load


The loader will display a series of messages tracing its progress. Unless you have forced the protocol to use the UDP/IP load sequence by giving the set protocol command, the loader alternate between an IPX load and an TCP/IP load. It will try the IPX load first.


If you have CNS-010 installed on one of the machines of your network, the loader may find some IPX load hosts available and will attempt to load an image from them. If you are using CNS-010 for loading CNS-1610, consult the CNS-1600 and CNS-1610 Hardware Installation and User's Guide for troubleshooting CNS-010 downloading. If you are using the BOOTP/TFTP for downloading then the IPX load sequence should fail.


After trying the IPX load sequence it will try the BOOTP/TFTP load sequence. If you have set a primary download host, it will skip the BOOTP phase and go immediately to the TFTP transfer of the image. Otherwise, it will broadcast a BOOTP request. If your server is configured properly and available, the loader will report:

Received BOOTP response from ...


indicating that the server responded to the BOOTP request. If you do not see this message, then either the Connection Station is not communicating with your host due to some network problem or the host is not configured properly to respond to this Connection Station. Review the /etc/bootptab file and verify the BOOTP daemon is operating on your server.


If you get the BOOTP response, then the loader will report:

Netloader using UDP/IP
Request Download...


It will then begin printing dots to indicate the download is in progress. If downloading does not start at this point, then either the TFTP service is not operating on the server or the download file is missing or has bad permissions. You should verify that the TFTP service is available and verify the existence of the cns-030.cns file and its permissions.


It is possible that you will see an error during the download. If you see an error, the loader will retry. If the problem persists and the load repeated fails while printing out the dots, then you probably have some kind of network problem.


After it successfully loads the CNS image, the loader will attempt to load a configuration file. If the loader can find the configuration file it will start downloading, printing dots as it goes. This file is much shorter so you will see fewer dots.


If loader cannot find a configuration file, the image will start execution but it will very quickly report an error and halt. Unlike the CNS-010 image, the CNS-1610 requires a configuration file to operate. If you see an error from the CNS-1610 about a missing configuration file, you should check the availability, name and permissions of the configuration file. The configuration file name should be <eaddr>.cfg in the same directory as the cns-030.cns image file. The Ethernet address should use lower case letters for alphabetic hex digits and should be 12 digits long.

Appendix A. Configuration File Format

XE "configuration file:format"Configuration information is presented in ASCII format. It is grouped in entities called sections that are a correlated and contiguous series of configuration entries. Within a section are a series of entries. While the meaning of an entry is dependent on the section, there are two general forms: string entries and integer entries. Comments are also allowed in the configuration file. Any line beginning with a semicolon is considered a comment line and ignored.

Some sections relate to other sections. Specifically, there are many sections that tell how many of another kind of section there will be. For example, the [Telnetd] section tells how many [Telnetdnn] sections there will be:

[Telnetd]
ntelnetds=3

[Telnetd00]
device=com
port=9
tcpPort=5010

[Telnetd01]
device=com
port=10
tcpPort=5011

[Telnetd02]
device=lpt
port=11
tcpPort=5100

Section

XE "configuration file:sections"A section is a series of lines in the configuration file that starts at the section name, and ends at the line before the next section definition, or at the end of the file. Section names are identified by a single word in square brackets that start at the beginning of a line.

Entry

XE "configuration file:entries"An entry is a member of a section. An entry is of the form:

entry = tokenlist
The entry may span more than a single line. If it does, this is denoted by placing the backslash character (\) in the position before the line delimiter. In this case, the next line is treated as if it were a part of the previous line, and so on. The maximum length of an entry including continuation lines is 128 characters.

A token list is one or more words or quoted strings. A comma separates each token. Quoted strings are described below.

Comments

XE "configuration file:comments"You can include comments in the configuration file by putting a semicolon in the first position on a line. In a comment, the configuration process ignores all of the text up to the line delimiter.

Special Types

Numbers

XE "configuration file:numbers"Numbers are decimal or hexadecimal. Hexadecimal numbers are preceded with 0x. A number is determined to be decimal if it is not preceded 0x. 

Network Addresses

XE "configuration file:network addresses"The configuration file uses two types of network addresses. The IP address consists of four groups of decimal numbers, each group separated by a period (“.”). The maximum value of each group is 255. A typical IP address looks like:

255.192.40.16

Some versions of this software support Novell NetWare functions using IPX addresses. IPX addresses are expressed as network number and a node number, separated by a colon. The network number is an 8 digit hex number and the node number is a 12 digit hex number that is often an Ethernet address. A typical IPX address looks like:

00101492:00406e0002bd

Quoted Strings 

XE "configuration file:quoted strings"Quoted strings are defined in a manner similar to the C language. All text within the single quotes is included in the string. The following special character definitions apply:

Name
Prints as
Represented as

Double quote
 "
\"

Newline
NL
\n

Tab
HT
\t

Backspace
BS
\b

Carriage return
CR
\r

Form feed
FF
\f

Backslash
 \
\\

Bit pattern
 ddd
\ddd

Constant Symbols

XE "configuration file:constant symbols"Some configuration file entries have as their value one of a set of pre-defined symbols. You should enter the symbol exactly as shown in this manual although in most cases, the case of the symbol will be ignored.

Devices and Sessions

XE "configuration file:devices"

XE "configuration file:sessions"The Connection Station has several device types that are used in the configuration. The device types are associated with both a physical device, as well as some characteristics of that device. Legal device types are shown in the following table.

Name
 Device
Sessions
 Ports

COM
Raw serial port
No
Port 1-16

LPT
Raw printer port
No
Port 1-2

TPRINT
Transparent printer
No
Port 1-16 (serial port only)

LDTCOM
LDTERM

VTMUX
Session 1-8
Port 1-16 on serial port

LDTLPT
LDTERM

VTMUX
No
Port 1-2 on parallel port

Note that the LDTCOMXE "LDTCOM" and COM devices use the same ports, but represent different line disciplines. LDTCOM represents the POSIX line discipline, while COM represents the raw device. The LDTCOM device is the typical way of attaching an interactive session to a serial port. All rloginXE "rlogin" and telnetXE "telnet" sessions must use LDTCOM. SLIPXE "SLIP" and PPPXE "PPP" sessions may use COM or LDTCOM. XE "reverse telnet"Reverse telnet can use any device.

The transparent printer is a special device that requires a proper terminal type on the serial port. The terminal must support a switchable auxiliary port.

The LDTLPT device allows the LDTERM module to be pushed onto the parallel printer. UNIX print spoolers sometimes use this mode of operation. This allows for either DOS or UNIX formatted text files to be used.

Section Name Summary

XE "configuration file:sections"

XE "sections: configuration file"The following table alphabetically lists all of the sections used in the configuration file. You can find a list of the entries defined in each section later in this appendix. Note that some section names consist of a base name followed by a number as in [Session012].

The configuration file is designed to be extendible in the manner of a Windows .ini file. This means, however, that if you misspell a section name the Connection Station will silently ignore it.

Defined Section Names

Name
Use

Allowedhosts
Specify hosts that can be connected to

Command
Specify command shell configuration

Communitynn
Specify the properties of an SNMP community

Disallowedhosts
Specify hosts that can not be connected to

Heap
Specify the heap memory configuration

HighAvail
Specify the high availability configuration

Hosts
Specify the number of sections in the host table

License
Specify security key for license

Hostnn
Specify individual host table sections

LPTnn
Specify parallel printer parameters

Passwordserver
Specify hosts to get password information from

Port
Global port definitions

Portnn
Specify serial port configuration

PPP
Specify default PPP configuration and number of PPPnn sections

PPPnn
Specify the configuration for a particular PPP session

Routes
Specify additions to the routing table

Session
Specify number of Sessionnnn sections in configuration file

Sessionnnn
Specify the configuration for a particular terminal session

SLIP
Specify default SLIP configuration and number of SLIPnn sections

SLIPnn
Specify the configuration for a particular SLIP session

SNMP
Specify SNMP configuration

TCP
Specify the TCP/IP environment configuration

Telnetd
Specify the number of telnet daemon sections

Telnetdnn
Specify the configuration of a particular telnet daemon instance

Timerulenn
Specify the time zone

Timeserver
Specify host to get time of day from

Trapnn
Specify the properties of an SNMP trap

Section Entry Summary

XE "entries: configuration file section"

XE "configuration file:entries"

XE "entries: configuration file section"The following tables list all of the entries used in the configuration file alphabetically by section name.

Allowedhosts Section

Entry
Value Type
Default
Description

nhosts
Integers
0
Number of allowed hosts

hostnamenn
String
none
Name of host

hostaddrnn
IP address
none
IP address of host

Command Section

Entry
Value Type
Default
Description

ntimerules
Integers
0
Number of time rule sections in configuration file

passwords
Integer
0
Enable or disable passwords

Communitynn Section

Entry
Value Type
Default
Description

access
Constant string
readOnly
Specify the type of access permitted by this community.

mgrAddress
IP address
none
IP address of the manager or 0.0.0.0 for any.

name
String
none
Name of the community.

Disallowedhosts Section

Entry
Value Type
Default
Description

nhosts
Integers
0
Number of disallowed hosts

hostnamenn
String
none
Name of host

hostaddrnn
IP address
none
IP address of host

Heap Section

Entry
Value Type
Default
Description

minimumHeap
Integer
0
Minimum amount of memory reserved exclusively for heap

minimumdmaHeap
Integer
50000
Minimum amount of memory to be set aside for DMA controllers

HighAvail Section

Entry
Value Type
Default
Description

addressType
Constant String
icmp
Type of message used

BackupHost
IP address
none
Address of backup host

BackupInterface
Constant String
none
Which interface is backup

BackupMyDefGateway
IP address
none
Gateway of backup interface

BackupMyIPAddr
IP address
none
IP address of backup interface

BackupMyNetMask
IP address
none
Netmask of backup interface

enable
Integer
0
Enable or disable high availability

PingInterval
Integer
60
Seconds between pings

PrimaryHost
IP address
none
Address of primary host

PrimaryInterface
Constant string
none
Which interface is primary

SwitchToBackup
Integer
600
Seconds before switch to backup occurs

SwitchToPrimary
Integer
600
Seconds before switch back to primary occurs

Hosts Section

Entry
Value Type
Default
Description

nhosts
Integer
0
Number of sections in the host table

Hostnn Section

Entry
Value Type
Default
Description

hostaddr
IP address
none
Address of the named host in dotted decimal notation such as 192.132.5.32

hostname
String
none
Name of the host such as bob

License Section

Entry
Value Type
Default
Description

securitykey
Unsigned long hex
none
Security key in form: 0xabcdefg

LPTnn Section

Entry
Value Type
Default
Description

fastMode
Integer
0
Enable or disable DMA mode on printer

strobeWidth
Integer
2
Specify width of strobe pulse in units of 500 microseconds

Passwordserver Section

Entry
Value Type
Default
Description

primaryserver
IP address
none
IP address of primary password server

primaryport
Integer
none
TCP port number of primary password service

backupserver
IP address
none
IP address of backup password server

backupport
Integer
none
TCP port number of backup password service

Port Section

Entry
Value Type
Default
Description

pollTime
Integer
100000
Poll rate for serial ports in microseconds.

hibaudRemap
Integer
0
For future hardware  support.

Portnn Section

Entry
Value Type
Default
Description

carrierDrop
Integer
0
If 1, drops carrier if any running application ends

carrierignore
Integer
0
Time (seconds) to ignore carrier detect after initstring has been issued

datadelay
Integer
0
Time (seconds) to ignore data from modem after DCD has been asserted

escdef
Integer
1
Enable or disable monitoring of terminal escape sequences on output

enter
Escape string
none
Escape sequence use to switch output to printer with transparent printing

exit
Escape string
none
Escape sequence use to switch output to terminal with transparent printing

holddelay
Integer
0
Time (seconds) to keep controls down after exit

hotkeynn
List of escape strings; see Chapter 6
none
Definition of a hot key

login
String
none
Default login name

loginretries
Integer
0
Number of incorrect passwords before hang up

logintime
Integer
0
Time (seconds) to wait before restarting login

mscreen
Integer
1
Enable or disable multiple session scanning

nhotkeys
Integer
none
Number of hot-keys defined in this [Portnn] section

stty
List of constant symbols
See Chapter 3 
Sets port parameters

restartTime
Integer
10
Static session restart time delay, in seconds

terminalType
List of constant symbols
See Chapter 3
Sets port parameters

tprint
Integer
0
Enable or disable transparent printing on port

PPP Section

Entry
Value Type
Default
Description

accm
Hex number
0x0
Map of control characters to escape

accomp
Integer
0
Enable or disable address compression

destination
IP address
255.255.

255.255
Use to enable/disable command line PPP

inactv_tmout
Integer
0
Inactivity timeout in minutes. The default value of 0 means forever

ipaddress
Integer
0
Enable or disable IP address negotiation

max_cnf
Integer
10
Maximum number of configuration requests

max_failure
Integer
10
Maximum number of negative acknowledgments before restart

mru
Integer
296
Maximum receive unit size in bytes

newaddress
Integer
1
Enable or disable RFC-1172 style address negotiation

nomgc
Integer
0
Enable or disable magic number negotiation.

nppp
Integer
0
Number of [pppnn] sections

pap
Integer
0
Enable or disable Password Authentication Protocol

pwd
String
none
Default password used

protcomp
Integer
0
Enable or disable protocol compression

restart_tm
Integer
3
Restart timeout in seconds

source
IP address
255.255.255.255
Use to enable/disable command line PPP

vjcomp
Integer
0
Enable or disable Van Jacobson header compression

PPPnn Section

Entry
Value Type
Default
Description

accm
Hex number
0x0
Map of control characters to escape

accomp
Integer
0
Enable or disable address compression

destination
IP address
none
IP address of the remote side of the PPP link

device
Constant symbol.
none
Device name for this PPP section. Use COM

inactv_tmout
Integer
0
Inactivity timeout in minutes. The default value of 0 means forever

ipaddress
Integer
0
Enable or disable IP address negotiation

max_cnf
Integer
10
Maximum number of configuration requests

max_failure
Integer
10
Maximum number of negative acknowledgments before restart

mru
Integer
296
Maximum receive unit size in bytes

newaddress
Integer
1
Enable or disable RFC-1172 style address negotiation

nomgc
Integer
0
Enable or disable magic number negotiation

pap
Integer
0
Enable or disable Password Authentication Protocol

port
Integer
none
Port number for this telnet daemon

pwd
String
none
Password used on this link

protcomp
Integer
0
Enable or disable protocol compression

restart_tm
Integer
3
Restart timeout in seconds

session
Integer
0
Session number for device

source
IP address
none
IP address of the Connection Station side of the PPP link

vjcomp
Integer
0
Enable or disable Van Jacobson header compression

Routes Section

Entry
Value Type
Default
Description

nroutes
Integer
0
Number of routes defined

routenn
String
none
Route to add to routing table

SNMP Section

Entry
Value Type
Default
Description

ncommunities
Integer
0
Number of SNMP communities defined

ntraps
Integer
0
Number of SNMP traps defined

sysContact
String
unknown
Name of the administrator of system

sysDescr
String
CNS-1600 CNS-1610 software version n.n.n
Description of the product

sysLocation
String
unknown
Location of the system

sysName
String
CNSeeeeeeeeeeee
Domain name of the system

sysObject
String
Central Data1.1
Unique object ID for product

sysServices
Integer
72
Coded value of services offered by the system

Session Section

Entry
Value Type
Default
Description

nsessions
Integer
0
Number of session sections in the configuration file

Sessionnnn Section

Entry
Value Type
Default
Description

application
Constant symbol.
none
Function this session performs

device
Constant symbol.
none
Device name for this telnet daemon

port
Integer
none
Port number for this telnet daemon

session
Integer
none
Session number on this port (0-7)

stty
List of constant symbols.
See chapter 13
TTY line discipline parameters for session

SLIP Section

Entry
Value Type
Default
Description

compression
Integer
0
Specify style of compress used; the default, 0, means none

destination
IP address
255.255.

255.255
Use to enable/disable command line SLIP

icmp
Constant symbol
suppress
Suppress or do not suppress transmission of ICMP messages over link

maxpkt
Integer
296
Maximum packet size bytes

nslips
Integer
0
Number of [slipnn] sections

source
IP address
255.255.

255.255
Use to enable/disable command line SLIP

SLIPnn Section

Entry
Value Type
Default
Description

compression
Integer
0
Specify style of compress used; the default means none

destination
IP address
none
IP address of the remote side of the SLIP link

device
Constant symbol.
none
Device name for this SLIP section; use COM

icmp
Constant symbol
suppress
Suppress or do not suppress transmission of ICMP messages over link

maxpkt
Integer
296
Maximum packet size bytes

port
Integer
none
Port number for thie SLIP section

session
Integer
0
Session number for device

source
IP address
none
IP address of the Connection Station side of the PPP link

TCP Section

Entry
Value Type
Default
Description

allowportswitch
0/1
1
Disable (0) or enable (1) use of telnet port

broadcast
IP address
255.255.255.255
Address of broadcasts

domain
String
Null
Domain name of system

frameType
Constant string
ETHERNET_II
Type of Ethernet encapsulation used

gateway
IP address
none
Address of default gateway

hostname
String
none
Default name of system

ipaddress
IP address
none
IP address of primary interface

keepalive
Integer
3600
Telnetd keepalive time in seconds

loopback
IP address
127.0.0.1
Address of loopback device

netmask
IP address
none
Subnet mask of primary network

nameservern
IP address
none
Address if the nth nameserver

nservers
Integer
0
Number of name servers defined in nameservern entries

Telnetd Section

Entry
Value Type
Default
Description

ntelnetds
integer
0
Number of telnet daemon sections in the configuration file

Telnetdnn Section

Entry
Value Type
Default
Description

device
Constant symbol
none
Device name for this telnet daemon

mode
Constant symbol
char
Specify either line or character mode

port
Integer
none
Port number for this telnet daemon

tcpPort
Integer
none
TCP port number that this telnet daemon listens to

timeout
Integer
0
Seconds that the telnet daemon lingers after a host disconnect to drain data to port

inout
Integer
0
Sets dialin/dialout mode if non-zero

Timeserver Section

Entry
Value Type
Default
Description

primaryserver
IP address
Load host
Primary source for time of day.

backupserver
IP address
None
Backup source for time of day.

Timerulenn Section

Entry
Value Type
Default
Description

name
String
none
The usual abbreviation for the time zone such as EDT

offset
Integer
none
Minutes West (negative) or East (positive) relative to UTC

effective
See Chapter 13
none
Date when the rule becomes effective

Trapnn Section

Entry
Value Type
Default
Description

mgrAddress
IP address
none
IP address of the manager or 0.0.0.0 for any

name
String
none
Name of the community

port
Integer
none
TCP port number where the trap should be sent

The   

Appendix B. System Errors

The following errors are listed by the module that issues the error.

CMD Module Errors

cmd001
Description:
Session number missing from configuration file.


Resolution:
Revise session section number in configuration file.





cmd002
Description:
Invalid application in configuration file session section.


Resolution:
Revise application name in session section number in configuration file to be one of the support session types.





cmd003
Description:
Module open failed during command session initialization.


Resolution:
Revise configuration file or disable external host accessing device.





cmd004
Description:
Not enough memory to completed application initialization.


Resolution:
Simplify configuration file or reduce system load.





cmd005
Description:
Configuration file error. Application string too long.


Resolution:
Shorten application entry in configuration file session section.





cmd006
Description:
Configuration file error. Too many arguments application string.


Resolution:
Shorten application entry in configuration file session section.





cmd007
Description:
Configuration file error. Invalid section.


Resolution:
Revise configuration file.





cmd008
Description:
Configuration file error. Invalid device name.


Resolution:
Revise device name in configuration file.





cmd009
Description:
Configuration file error. Invalid port number.


Resolution:
Revise port number in configuration file.





cmd010
Description:
Configuration file error. Invalid session number.


Resolution:
Revise session section number in configuration file.





cmd011
Description:
Configuration file error. Invalid LDT device.


Resolution:
Revise port number in configuration file section.





cmd012
Description:
Configuration file error. Attempt to redefine session on port.


Resolution:
Disable console or command section for port.





cmd013
Description:
Configuration file error. Port requires command a session.


Resolution:
Add session section to port with application equal to command.





cmd014
Description:
Internal error.


Resolution:
Report error number and circumstances to Central Data technical support.





cmd015
Description:
Configuration file error. Multiple types of passwords are active.


Resolution:
Disable one type of password in configuration file.





cmd016
Description:
Configuration file error. No time rules specified.


Resolution:
Add time rule to configuration file.





cmd017
Description:
Configuration file error. Bad effective date for time rule.


Resolution:
Revise time rule in configuration file.





cmd018
Description:
Configuration file error. Bad time zone name for time rule.


Resolution:
Revise time rule in configuration file.





cmd019
Description:
Configuration file error. Bad offset for time rule.


Resolution:
Revise time rule in configuration file.





cmd020
Description:
Command session illegal on PPP autostart port.


Resolution:
Remove command session or move PPP to another port.





cmd021
Description:
Invalid passwords string.


Resolution:
Check argument of passwords for validity.





cmd022
Description:
Invalid logging string.


Resolution:
Check argument of log for validity.





cmd023
Description:
User logged in.


Resolution:
None. Informational only.





cmd024
Description:
User logged out.


Resolution:
None. Informational only.





cmd025
Description:
Invalid password entered.


Resolution:
User entered invalid password. Informational only.





cmd026
Description:
Command session illegal on SLIP autostart port.


Resolution:
Remove command session or move SLIP to another port.





cmd027
Description:
Command entered in admin mode.


Resolution:
None. Informational only.





cmd028
Description:
Command entered.


Resolution:
None. Informational only.

CS Module Errors

cns001
Description:
Text checksum failed, reboot box or check hardware.


Resolution:
Possible memory error. Power cycle Connection Station. If problem persists, report to technical support.





cns002
Description:
Insufficient memory to run operating kernel, rebooting.


Resolution:
You do not have enough memory to run this package. Add memory to Connection Station.





cns003
Description:
Operating kernel requires configuration file, rebooting.


Resolution:
Verify accessibility of configuration file.





cns004
Description:
Power-up self-test was not run.


Resolution:
None. Informational only.





cns005
Description:
Invalid operating image for hardware.


Resolution:
The executable image is not supported on this hardware. Make sure you are booting the executable image from the proper product.


Failure Code:
1 - Running a Central Data Image on OEM hardware



2 - BIOS needs to be upgrades to 5.21 or later



3 - Invalid product code in NVRAM



4 - Invalid product code in configuration file





cns006
Description:
Invalid operating image (P10) for hardware.


Resolution:
The executable image is not supported on this hardware. Make sure you are booting the executable image from the proper product.





cns007
Description:
Invalid operating image (S20) for hardware.


Resolution:
The executable image is not supported on this hardware. Make sure you are booting the executable image from the proper product.





cns008
Description
Specified minimum DMA heap less than compiled minimum


Resolution:
Increase minimum DMA heap size in configuration.





cns009
Description
Specified minimum DMA heap greater than memory available.


Resolution:
Decrease minimum DMA heap size in configuration.





cns010
Description
Power-on self-test Failure.


Resolution:
Possible hardware failure. Contact Central Data Technical Support.





cns011
Description
Unknown main board type.


Resolution:
Possible hardware problem, or NVRAM corrupt. Contact Central Data Technical Support.





cns012
Description
Unknown io board type.


Resolution:
Possible hardware problem. Contact Central Data Technical Support.





cns013
Description
Unknown BIOS type.


Resolution:
Possible hardware problem. Contact Central Data Technical Support.





cns014
Description
Operating kernel online.


Resolution:
Informational only.





cns015
Description
Checksum on segment failed.


Resolution:
Possible software or hardware problem. Contact Central Data Technical Support.

Exec Module Errors

exec001
Description:
Reboot command issued.


Resolution:
None required. Information only.





exec002
Description:
Re-logged previous panic.


Resolution:
Report log entry from panic to Central Data technical support.





exec003
Description
Trace fault, system panic.


Resolution:
Processor fault, if this persists, report log entry to Central Data technical support.





exec004
Description
Operation fault, system panic.


Resolution:
Processor fault, if this persists, report log entry to Central Data technical support.





exec005
Description
Arithmetic fault, system panic.


Resolution:
Processor fault, if this persists, report log entry to Central Data technical support.





exec006
Description
Floating point fault, system panic.


Resolution:
Processor fault, if this persists, report log entry to Central Data technical support.





exec007
Description
Constraint fault, system panic.


Resolution:
Processor fault, if this persists, report log entry to Central Data technical support.





exec008
Description
Protection fault, system panic.


Resolution:
Processor fault, if this persists, report log entry to Central Data technical support.





exec009
Description
Type fault, system panic.


Resolution:
Processor fault, if this persists, report log entry to Central Data technical support.

HRS Module Errors

hrs001
Description:
Invalid address type.


Resolution:
Change address type in configuration file section.





hrs002
Description:
Invalid interface type.


Resolution:
Change interface type in configuration file section.





hrs003
Description:
Cannot set primary and backup interface the same.


Resolution:
Change one of the interfaces in configuration file section.





hrs004
Description:
No primary host specified.


Resolution:
Add a primary host in configuration file HighAvail section.





hrs005
Description:
No backup host specified.


Resolution:
Define backup host in configuration file HighAvail section.





hrs006
Description:
Bad primary host address.


Resolution:
Change address in configuration file section.





hrs007
Description:
Bad backup host address.


Resolution:
Change address in configuration file section.





hrs008
Description:
Bad backup IP address.


Resolution:
Change address in configuration file section.





hrs009
Description:
Bad backup network mask.


Resolution:
Change network mask in configuration file section.





hrs010
Description:
Cannot specify backup network mask without backup IP address.


Resolution:
Change address in configuration file section.





hrs011
Description:
Bad backup gateway address.


Resolution:
Change address in configuration file section.





hrs012
Description:
Switch from primary to backup interface.


Resolution:
None required, informational only.





hrs013
Description:
Switch from backup to primary interface.


Resolution:
None required, informational only.

Kernel Module Errors

kernel001
Description:
Internal error, kernel asserted.


Resolution:
Try to get an upload and report to technical support.





kernel002
Description:
Bad numeric decode in configuration.


Resolution:
Revise configuration file.





kernel003
Description
Invalid section name in configuration.


Resolution:
Revise configuration, section name unknown or misspelled.





kernel004
Description
Invalid keyword in section.


Resolution:
Revise configuration, keyword in section unknown or misspelled.

LDT Module Errors

ldt001
Description:
Invalid configuration file transparent print parameters.


Resolution:
Revise configuration file.





ldt002
Description:
Invalid configuration file data in numbered session section.


Resolution:
Revise configuration file.





ldt003
Description:
Invalid configuration file data in hot-key entry.


Resolution:
Revise configuration file hot-key definitions.





ldt004
Description:
Invalid configuration file data, too many hot-keys.


Resolution:
Reduce the number of hot-keys defined in configuration file section.

Ping Module Errors

ping001
Description:
Host not in allowed table.


Resolution:
User did a ping to an illegal host address. Don’t ping this address.





ping002
Description:
Disallowed host.


Resolution:
User did a ping to an illegal host address. Don’t ping this address.





ping003
Description:
Security not ready.


Resolution:
User did a ping before security tables have resolved. Try later.

PPP Module Errors

ppp001
Description:
Invalid number of PPP sections.


Resolution:
Reduce number of PPP sections in configuration file.





ppp002
Description:
Invalid device name.


Resolution:
Change device name in configuration file PPP section.





ppp003
Description:
Bad source address.


Resolution:
Change source address in configuration file PPP section.





ppp004
Description:
Bad destination address.


Resolution:
Change destination address in configuration file PPP section.





ppp009
Description:
Bad MRU.


Resolution:
Change MRU in configuration file PPP section.





ppp012
Description:
Bad magic number negotiation flag.


Resolution:
Change magic number negotiation in configuration file PPP section.





ppp013
Description:
Bad address-control field compression flag.


Resolution:
Change restart timeout in configuration file PPP section.





ppp014
Description:
Bad protocol field compression flag.


Resolution:
Change protocol field compression flag in configuration file PPP section.





ppp015
Description:
Bad IP address negotiation flag.


Resolution:
Change IP address negation flag in configuration file PPP section.





ppp016
Description:
Bad newaddress flag.


Resolution:
Change newaddress flag in configuration file PPP section.





ppp017
Description:
Bad VJ compression flag.


Resolution:
Change VJ compression flag in configuration file PPP section.





ppp018
Description:
Device open failed.





ppp019
Description:
PPP open failed, probably out of memory





ppp020
Description:
warning: ixon mismatch with aync map, compensating


Resolution:
Disable ixon in Port section, stty entry of configuration file or change acc map in PPP section.





ppp021
Description:
warning: ixoff mismatch with aync map, compensating


Resolution:
Disable ixoff in Port section, stty entry of configuration file or change acc map in PPP section.





ppp022
Description:
warning: ixany mismatch with aync map, compensating


Resolution:
Disable ixany in Port section, stty entry of configuration file.





ppp023
Description:
warning: cs8 is disabled, enabling


Resolution:
Enable cs8 in Port section, stty entry of configuration file.





ppp024
Description:
PPP pap failed.


Resolution:
Password verification on link failed. Change password on incoming call.





ppp025
Description:
PPP IP address option failed.





ppp026
Description:
PPP link up


Resolution:
None required. Informational only.





ppp027
Description:
PPP link down


Resolution:
None required. Informational only.





ppp028
Description:
PPP invalid default source address.


Resolution:
Default source address not 0.0.0.0 or 255.255.255.255.





ppp029
Description:
PPP invalid default destination address.


Resolution:
Default destination address not 0.0.0.0 or 255.255.255.255.





ppp030
Description:
PPP couldn’t get memory for internal structure.


Resolution:
Out of memory.

rlogin Module Errors

rlogin001
Description:
RLOGIN: host not in allowed table.


Resolution:
Rlogin to host that is not in allowed list.





rlogin002
Description:
Disallowed host.


Resolution:
rlogin to host that is in disallowed list.





rlogin003
Description:
Security not ready.


Resolution:
rlogin before security tables have resolved. 

Remote Module Errors

remote001
Description:
Missing primary password server address.


Resolution:
Supply IP address for primary password server.





remote002
Description:
Invalid primary password server address.


Resolution:
Address was not valid IP address form.





remote003
Description:
Invalid backup password server address.


Resolution:
Address was not valid IP address form.





remote004
Description:
Password verification timed out, switching to backup server.


Resolution:
Informational: link lost to primary server.





remote005
Description:
Password verification timed out, switching to primary server.


Resolution:
Informational: link lost to backup server.





remote006
Description:
Password verification timed out, primary server not responding.


Resolution:
Both primary and/or backup server cannot be reached. Bring one or both back online.

Remote Time Module Errors

rtime001
Description:
Invalid primary time server


Resolution:
Primary time server IP address not in correct format.





rtime002
Description:
Invalid backup time server.


Resolution:
Secondary time server IP address not in correct format.

Session Module Errors

session001
Description:
SPX link up.


Resolution:
None. Informational only.





session002
Description:
SPX link failed.


Resolution:
Verify host online. Verify Ethernet connection.





session003
Description:
SPX link down.


Resolution:
None. Informational only.





session004
Description:
SPX link down, malformed packet.


Resolution:
Report to technical support.





session005
Description:
Packet protocol violation.


Resolution:
Report to technical support.





session006
Description:
Host credit violation on received data.


Resolution:
Report to technical support.





session007
Description:
Host sending wrong protocol number in packets.


Resolution:
Report to technical support.





session008
Description:
Host sending invalid STREAMS module in open packet.


Resolution:
Report to technical support.





session009
Description:
Invalid lan0 address in configuration.


Resolution:
Change address is IPX configuration file section.





session010
Description:
Invalid lan1 address in configuration.


Resolution:
Change address is IPX configuration file section.





session011
Description:
Invalid lan2 address in configuration.


Resolution:
Change address is IPX configuration file section.





session012
Description:
Bad framing type specified for SPX/IPX.


Resolution:
Change frameType entry in IPX configuration file section.

SIO Module Errors

sio001
Description:
Invalid configuration file entry


Resolution:
Revise configuration file.





sio002
Description:
Unable to set configuration file value


Resolution:
Revise configuration file.





sio004
Description:
Excessive line errors, temporarily disabling port.


Resolution:
Verify data rate, parity or character size on port matches attached device. Improve physical connection with shorter cable or slower data rate.





sio005
Description:
Power-on self test failure.


Resolution:
Power cycle unit and re-verify. If problem continues, stop using this port or return Connection Station for repair.





sio006
Description:
Requested poll time is below minimum acceptable value.


Resolution:
Change pollTime value in Port section of configuration file.





sio007
Description:
Configuration file entry too big.


Resolution:
Init string entry is too long. Shorten it.





sio008
Description:
Not enough heap memory to process configuration.


Resolution:
Not enough memory.

SLIP Module Errors

slip001
Description:
Attempt to start more than the maximum number of slip jobs.


Resolution:
Reduce number of SLIP sections in configuration file.





slip002
Description:
Invalid device name.


Resolution:
Change device name in configuration file SLIP section.





slip003
Description:
Missing source address.


Resolution:
Provide source address in configuration file SLIP section.





slip004
Description:
Invalid source address.


Resolution:
Change source address in configuration file SLIP section.





slip005
Description:
Missing destination address.


Resolution:
Provide destination address in configuration file SLIP section.





slip006
Description:
Invalid destination address.


Resolution:
Change destination address in configuration file SLIP section.





slip007
Description:
Invalid compression option.


Resolution:
Change compression option in configuration file SLIP section.





slip008
Description:
Device open failed.


Resolution:
Verify port functional. Verify port is not used by another function.





slip009
Description:
SLIP open failed, probably out of memory


Resolution:
Reduce system load.





slip010
Description:
warning: ixon is enabled, disabling


Resolution:
Disable ixon in Port section, stty entry.





slip011
Description:
warning: ixoff is enabled, disabling


Resolution:
Disable ixoff in Port section, stty entry.





slip012
Description:
warning: ixany is enabled, disabling


Resolution:
Disable ixany in Port section, stty entry.





slip013
Description:
warning: cs8 is disabled, enabling


Resolution:
Enable cs8 in Port section, stty entry.





slip014
Description:
Invalid MTU size.


Resolution:
MTU size is not 0 < MTU < 1500.





slip015
Description:
No memory to complete configuration.


Resolution:
Not enough memory.

SPX Module Errors

spx001
Description:
SPX link disconnected in transmit timeout routine.


Resolution:
Check LAN interface and MAC statistics for Ethernet problems. Check for low memory and reduce load if necessary.





spx002
Description:
SPX link disconnected because of bad sequence number.


Resolution:
Report to technical support.





spx003
Description:
Interval of 0 is illegal, defaulting.


Resolution:
Change configuration file SPX section.





spx004
Description:
Transmit retries of 0 is illegal, defaulting.


Resolution:
Change configuration file SPX section.





spx005
Description:
Receive retries of 0 is illegal, defaulting.


Resolution:
Change configuration file SPX section.

TCP Module Errors

tcp001
Description:
Cannot find route to the default gateway.


Resolution:
Change gateway address in NVRAM, BOOTP or configuration file.





tcp002
Description:
Attempt to configure local IP address as 0.0.0.0


Resolution:
Define IP address in NVRAM, BOOTP or configuration file.





tcp003
Description:
Unable to initialize the TCP/IP protocol stack.


Resolution:
Report to technical support.





tcp004
Description:
BOOTP record contains no vendor record.


Resolution:
None, informational only.





tcp005
Description:
Too many static host entries. Ignoring extras.


Resolution:
Reduce number of hosts defined in configuration file.





tcp006
Description:
Too many name server entries. Ignoring extras.


Resolution:
Reduce number of name servers defined in configuration file.





tcp007
Description:
Conflicting host and domain names in configuration file.


Resolution:
Change host name or domain name.





tcp008
Description:
Missing name server entry.


Resolution:
Change number of name servers defined in configuration file TCP section.





tcp009
Description:
No name servers specified for system.


Resolution:
None required. Informational only.





tcp010
Description:
Terminal escape string corrupt.


Resolution:
Change terminal escape string in configuration file.





tcp011
Description:
Terminal keymap size not specified.


Resolution:
Add keymap size to keymap section in configuration file.





tcp012
Description:
Missing keymap section.


Resolution:
Change number of keymaps defined in configuration file.





tcp013
Description:
Keymap section corrupt.


Resolution:
Change keymap section in configuration file.





tcp014
Description:
Missing host entry.


Resolution:
Add Host section to configuration file or change nhosts value.





tcp015
Description:
Bad IP address.


Resolution:
Change IP address in configuration file.





tcp016
Description:
Illegal frame type specified for TCP stacks.


Resolution:
Change frameType value in TCP section.





tcp017
Description:
Invalid TCP keepalive specified, setting to default.


Resolution:
TCP keepalive specified was zero, set nonzero.





tcp018
Description:
Route add missing gateway address.


Resolution:
Missing second IP address on routenn line. Need both IP addresses on line.





tcp019
Description:
Route add missing route.


Resolution:
Missing routenn line specified by nroutes. Add the line or decrease nroutes.

 



tcp020
Description:
Route add failed.


Resolution:
Syntax of routenn line was ok, but command failed. Look up UNIX error in text and correct.

Telnet Module Errors

telnet001
Description:
Host not in allowed table..


Resolution:
Telnet to host that is not in allowed host section. Informational.





telnet002
Description:
Disallowed host.


Resolution:
Telnet to host that is in disallowed host section.





telnet003
Description:
Security not ready.


Resolution:
Telnet attempt before security tables have resolved.





telnet004
Description:
Attempted connect to port.


Resolution:
Telnet attempt to discrete port number when port allowed flag is off.

Telnetd Module Errors

telnetd001
Description:
Invalid number of TELNETD sections.


Resolution:
Add TELNETD sections to configuration file.





telnetd002
Description:
Invalid device entry.


Resolution:
Change device entry in configuration file TELNETD section.





telnetd003
Description:
No valid devices.


Resolution:
Change device entry or port numbers in configuration file TELNETD section.





telnetd004
Description:
Invalid device name.


Resolution:
Change device entry in configuration file TELNETD section.





telnetd005
Description:
Bad port number.


Resolution:
Change port numbers in configuration file TELNETD section.





telnetd006
Description:
Bad timeout.


Resolution:
Change timeout value in configuration file TELNETD section.





telnetd007
Description:
Bad mode.


Resolution:
Change mode value in configuration file TELNETD section.





telnetd008
Description:
Device open failed.


Resolution:
Verify port status. Verify port is not used by another function.

telnetd009
Description:
Connect from disallowed host.


Resolution:
Connect attempt from host that is in the disallowed host list.





telnetd010
Description:
Connect from host that is not allowed.


Resolution:
Connect attempt from host that is not in allowed host list.





telnetd011
Description:
Security list not resolved.


Resolution:
Connect attempt before security list has resolved.

Appendix C. SNMP MIBs

XE "SNMP: MIBs"The following is a list of the entries in the rs232, parallel and character MIBs, as supported by the CNS-1610. Depending on the application you are using for SNMP, the Mnemonic or ObjectID may be used to address a variable. Note the Range/Value assignments, which may be specific for the Central Data Implementation.

CNS-1610 SNMP MIBs

Mnemonic
Object ID
Range/Values

XE "MIB: RS-232"rs232
1.3.6.1.2.1.10.33


rs232Number
1.3.6.1.2.1.10.33.1
1 = port 0/1 (IBM/Central Data)
16 = port 15/16 (IBM/Central Data)

rs232PortIndex
1.3.6.1.2.1.10.33.2.1.1
port number

rs232PortType
1.3.6.1.2.1.10.33.2.1.2
4 (RS-423)

rs232PortInSigNumber
1.3.6.1.2.1.10.33.2.1.3
4

rs232PortOutSigNumber
1.3.6.1.2.1.10.33.2.1.4
2

rs232PortInSpeed
1.3.6.1.2.1.10.33.2.1.5
50, 75, 110, 134, 150, 300, 600
1200,1800, 2400, 4800, 9600
19200, 38400, 57600, 76800, 115200XE "data rate: SNMP"

rs232PortOutSpeed
1.3.6.1.2.1.10.33.2.1.6
50, 75, 110, 134, 150, 300, 600
1200,1800, 2400, 4800, 9600
19200, 38400, 57600, 76800, 115200

rs232AsyncPortIndex
1.3.6.1.2.1.10.33.3.1.1
port size

rs232AsyncPortBits

5-8XE "character size: SNMP"

rs232AsyncPortStopBits
1.3.6.1.2.1.10.33.3.1.3
1 = 1 stop bits
2 = 2 stop bits
3 = 1.5 stop bitsXE "stop bits: SNMP"

rs232AsyncPortParity 
1.3.6.1.2.1.10.33.3.1.4
1 = no parity
2 = odd parity
3 = even parity
4 = mark parity
5 = space parityXE "parity: SNMP"

rs232AsyncPortAutobaud 
1.3.6.1.2.1.10.33.3.1.5
2 (RFC-1317 definition of disable)

rs232AsyncPortParityErrs 
1.3.6.1.2.1.10.33.3.1.6
unsigned long

rs232AsyncPortFramingErrs
1.3.6.1.2.1.10.33.3.1.7
unsigned long

rs232AsyncPortOverrunErrs 
1.3.6.1.2.1.10.33.3.1.8
unsigned long

XE "modems: status (SNMP)"rs232InSigTable
1.3.6.1.2.1.10.33.5
1 = RTS (out)
2 = CTS (in) XE "CTS: SNMP"
3 = DSR (in) XE "DSR: SNMP"
4 = DTR (out)
5 = RI (in)
6 = DCD (in)XE "DCD: SNMP"

rs232InSigEntry
1.3.6.1.2.1.10.33.5.1


rs232InSigPortIndex
1.3.6.1.2.1.10.33.5.1.1


rs232InSigName
1.3.6.1.2.1.10.33.5.1.2
1 = 2 (CTS)
2 = 3 (DSR)
3 = 5 (RI)
4 = 6 (DCD)

rs232InSigState
1.3.6.1.2.1.10.33.5.1.3
2 = ON
3 = OFF

rs232InSigChanges
1.3.6.1.2.1.10.33.5.1.4
all are  unsigned long
2 = ifCTSs
3 = ifDSRs
5 = ifRIs
6 = ifDCDs

rs232OutSigTable
1.3.6.1.2.1.10.33.6
same as InSigTable

rs232OutSigEntry
1.3.6.1.2.1.10.33.6.1


rs232OutSigPortIndex
1.3.6.1.2.1.10.33.6.1.1


rs232OutSigName
1.3.6.1.2.1.10.33.6.1.2
1 = 1 (RTS)
2 = 4 (DTR)

rs232OutSigState
1.3.6.1.2.1.10.33.6.1.3
2 = ON
3 = OFF

rs232OutSigChanges
1.3.6.1.2.1.10.33.6.1.4
all areunsigned long
1 = ifRTSs
4 = ifDTRs

XE "MIB: parallel"para
1.3.6.1.2.1.10.34


paraNumber
1.3.6.1.2.1.10.34.1
1 = printer 1
2 = printer 2

paraPortTable
1.3.6.1.2.1.10.34.2


paraPortEntry
1.3.6.1.2.1.10.34.2.1


paraPortIndex
1.3.6.1.2.1.10.34.2.1.1


paraPortType
1.3.6.1.2.1.10.34.2.1.2
2 (Centronix)

paraPortInSigNumber
1.3.6.1.2.1.10.34.2.1.3
4

paraPortOutSigNumber
1.3.6.1.2.1.10.34.2.1.4
1

paraInSigTable
1.3.6.1.2.1.10.34.3
2 = SEL
3 = BSY
4 = PAPEROUT
5 = ERR

paraInSigEntry
1.3.6.1.2.1.10.34.3.1


paraInSigPortIndex
1.3.6.1.2.1.10.34.3.1.1


paraInSigName
1.3.6.1.2.1.10.34.3.1.2
1 = 2 (SEL)
2 = 3 (BSY)
3 = 4 (PAPEROUT)
4 = 5 (ERR)

paraInSigState
1.3.6.1.2.1.10.34.3.1.3


paraInSigChanges
1.3.6.1.2.1.10.34.3.1.4
all are unsigned long
2 = online (ifSelectes)
3 = busy (ifBusys)
4 = PAPEROUT (ifPaperOuts)
5 = fault (ifFaults)

paraOutSigTable
1.3.6.1.2.1.10.34.4


paraOutSigEntry
1.3.6.1.2.1.10.34.4.1


paraOutSigPortIndex
1.3.6.1.2.1.10.34.4.1.1


paraOutSigName
1.3.6.1.2.1.10.34.4.1.2
1 = 2 (SEL)

paraOutSigState
1.3.6.1.2.1.10.34.4.1.3
2 = ON
3 = OFF

paraOutSigChanges
1.3.6.1.2.1.10.34.4.1.4
all are unsigned long

XE "MIB: character"char
1.3.6.1.2.1.19


charNumber
1.3.6.1.2.1.19.1


charPortTable
1.3.6.1.2.1.19.2


charPortEntry
1.3.6.1.2.1.19.2.1


charPortIndex
1.3.6.1.2.1.19.2.1.1


charPortName
1.3.6.1.2.1.19.2.1.2
comnn.username
lptnn

charPortType
1.3.6.1.2.1.19.2.1.3
1 (defined in rfc1316)

charPortHardware
1.3.6.1.2.1.19.2.1.4
1.3.6.1.2.1.10.33.n = serial
1.3.6.1.2.1.10.34.n= parallel

charPortReset
1.3.6.1.2.1.19.2.1.5
255 reboots box

charPortAdminStatus
1.3.6.1.2.1.19.2.1.6
1 = enabled
2 = disabled
3 = off
4 = maintenance

charPortOperStatus
1.3.6.1.2.1.19.2.1.7
1 = up (ready but not active)
2 = down (admin not enabled)
3 = maintenance
4 = absent (hardware not present)
5 = active (ready and active)

charPortLastChange
1.3.6.1.2.1.19.2.1.8
seconds (see note)

charPortInFlowType
1.3.6.1.2.1.19.2.1.9
1 = none
2 = xonxoff
3 = hardware (special)
4 = cts/rts flow
5 = dsr/dtr flow

charPortOutFlowType
1.3.6.1.2.1.19.2.1.10
1 = none
2 = xonxoff
3 = hardware (special)
4 = cts/rts flow
5 = dsr/dtr flow

charPortInFlowState
1.3.6.1.2.1.19.2.1.11
1 = none
2 = unknown
3 = flow blocked
4 = flow ok

charPortOutFlowState
1.3.6.1.2.1.19.2.1.12
1 = none
2 = unknown
3 = flow blocked
4 = flow ok

charPortInCharacters
1.3.6.1.2.1.19.2.1.13
ifInOctets (unsigned long)

charPortOutCharacters 
1.3.6.1.2.1.19.2.1.14
ifOutOctets (unsigned long)

charPortAdminOrigin
1.3.6.1.2.1.19.2.1.15
1 = dynamic (network or local)
2 = network
3 = local
4 = none

charPortSessionMaximum 
1.3.6.1.2.1.19.2.1.16
8 (Max virtual sessions per port)

charPortSessionNumber 
1.3.6.1.2.1.19.2.1.17
number of active virtual sessions

charPortSessionIndex 
1.3.6.1.2.1.19.2.1.18
virtual session number

charSessTable
1.3.6.1.2.1.19.3


charSessEntry
1.3.6.1.2.1.19.3.1


charSessPortIndex
1.3.6.1.2.1.19.3.1.1
1-16 are serial ports
17, 18 are line printer ports

charSessIndex
1.3.6.1.2.1.19.3.1.2
1-8

charSessKill
1.3.6.1.2.1.19.3.1.3
send a value of 2 to reset session

charSessState 
1.3.6.1.2.1.19.3.1.4
1 = connecting
2 = connected
3 = disconnecting

charSessProtocol 
1.3.6.1.2.1.19.3.1.5
1.3.6.1.2.1.19.4.1 = Central Data
1.3.6.1.2.1.19.4.2 = telnet
1.3.6.1.2.1.19.4.3 = rlogin
1.3.6.1.2.1.19.4.4-6 (unsupported)
1.3.6.1.2.1.19.4..7 = SLIP
1.3.6.1.2.1.19.4..8 = PPP

charSessOperOrigin 
1.3.6.1.2.1.19.3.1.6
2 = network
3 = local

charSessInCharacters
1.3.6.1.2.1.19.3.1.7
ifInOctets (unsigned long)

charSessOutCharacters 
1.3.6.1.2.1.19.3.1.8
ifOutOctets (unsigned long)

charSessStartTime 
1.3.6.1.2.1.19.3.1.10
seconds (see note)

Appendix D. Upgrading a CNS-1600

XE "CNS-1600: upgrading"

 XE "sections: license" If your Connection Station is a CNS-1600, you will need to obtain proper licensing. Your obtaining a unique security key represents proper licensing. This key will be issued for the specific Connection Station that you wish to run the TCP/IP Communications Software on, and cannot be transferred to another Connection Station. The security key can be obtained from Central Data.

Note:  Once you obtain this security key, keep it in a safe place. If you need Central Data to supply a new security key for your Connection Station, you will need to provide proof of purchase of the original CNS-1610 or the CNS-030 software package.

Once you have the security key, you may apply it to the Connection station by placing the security key in the configuration file for that Connection Station:

1.
Edit the configuration file for the Connection Station.

2.
Find the security section. The security section will look something like:

;[License]
;securitykey=0x00000000

2.
Remove the comment characters and put in the security key. For instance, if the code were 79ef456b, the section would look like:

[License]
securitykey=0x79ef456b

Glossary
XE "glossary"
alias
XE "alias"An alias is an alternate host name, which can be created as a convenience in addressing a host on a local network whose unique primary name is long and/or complicated.

ARP
XE "ARP"Address Resolution Protocol. A TCP/IP protocol used by nodes to determine the Ethernet address of another node. When one node wants to send a message to another node on the same Ethernet segment, it broadcasts a message with the IP address of the destination. The destination receives the broadcast and replies with its Ethernet address.

baud rate
XE "baud rate" \t "see data rate"The transmission speed of a communications channel in symbols per second. Baud rate is often used to mean bits per second although technically they can be different.

baud or bps
XE "bps:definition"Bits per second 

BSD
XE "BSD"Berkeley Software Distribution

CTS
XE "CTS: signal"Clear to Send. A modem control signal that indicates that the modem or DCE is ready to accept data from the terminal. It provides a flow control indication from the DCE.

daemon
XE "daemon"A daemon is a UNIX system service. It is a program that is active in the background but not connected to a terminal. 

datagram
XE "datatgram"A datagram is a message sent in a packet switched computer communications network. The message made up of source and destination addresses and the data itself. The datagram model implies that no connection, such as a virtual circuit is needed, to send them and that they are not required to be delivered reliably or in sequence. See also packet.

DCE
XE "DCE"Data Communications Equipment. A DCE is any device that listens to the transmit signal and drives the receive data signal. Modems are DCEs.

domain name
XE "domain name"A text name for an IP address that includes the administrative authorities responsible for managing addresses within their domain. For example, bif.cd.com is the name of the host named bif in the Central Data domain of the commercial part of the Internet.

download XE "download" \t "See booting" 
XE "booting"The transfer of a file from a server on the network to a diskless system. Usually a download includes the program that the diskless system will run but may include other information such as the configuration file.

DCD
XE "DCD:signal"

XE "CD" \t "see DCD"

XE "carrier" \t "see DCD"Data Carrier Detect, a modem control signal that indicates that the modem is receiving a carrier from the phone line meaning that it is in communication with another modem.

DTE
XE "DTE"Data Terminal Equipment. A DTE is any device that drives the TxD signal and listens to the RxD signal. Terminals and computers are typically wired as DTEs. The Connection Station is wired as a DTE.

DTR
XE "DTR"Data Terminal Ready, a modem control signal that tells the modem that the attached terminal or Connection Station is listening. The modem should normally be programmed to hang up when DTR is not asserted. DTR is also sometimes used for flow control, especially on printers. 

dotted decimal notation
XE "dotted decimal notation"A method of representing the 32 bits of an IP address as four 8-bit numbers written as base 10 numbers separated with dots. For example, the hex number 1A2B34FF would be written as “26.43.52.255”.

Ethernet
XE "Ethernet:definition"A type of local are network (LAN) that uses the carrier sense with multiple access and collision detection (CSMA/CD) method to determine which station can use the LAN. Ethernet is described in more detail in your CNS-1600 and CNS-1610 Hardware Installation and User's Guide.

flow control 
XE "flow control:definition"

XE "pacing" \t  "see flow control"The process of pacing the data transmission so the receiver has a chance to process all transmitted data before the transmitter sends additional data.

gateway
XE "gateway"A router that connects two networks together. The Connection Station includes an address for a default gateway in its NVRAM. It uses this address to forward all packets that it cannot reach with an ARP on its own Ethernet segment.

handshaking
XE "handshaking" \t "see flow control, hardware"Refers to hardware flow control; a particular type of code and electronic signaling used to establish a valid connection between two devices.

host
XE "host"A host is a computer. In particular a source or destination of messages from the point of view of the communication network.

ICMP
XE "ICMP"Internet Control Message Protocol. ICMP is used by a router or destination host to communicate with a source host, for example, to report an error in datagram processing. ICMP, uses the basic support of IP as if ICMP were a higher level protocol, however, ICMP is actually an integral part of IP, and must be implemented by every IP module.

IEEE
XE "IEEE"Institute of Electrical and Electronic Engineers. A US-based standards organization responsible for the current Ethernet standards. The IEEE standard for Ethernet is IEEE 802.3.

Internet
XE "Internet"The Internet (spelled with a capital I) is the Internet System, a global network of networks that speak TCP/IP protocols. When used in lower case, internet refers any collection of networks connected by routers.

Internet Protocol
XE "Internet Protocol"Internet Protocol (IP) is the network level protocol used by the TCP/IP family of protocols.

IP
XE "IP" \t "see Internet Protocol"See Internet Protocol

IP address
XE "IP address:definition"The style of network address used by the IP protocol. It consists of a four octet (32 bit) address consisting of a network portion and a host portion.

ISO
XE "ISO"International Standards Organization. A standards body operating under the auspices of the UN that attempts to define technical standards including networking standards. The ISO has defined competing standards for TCP/IP that are not as widely used.

layer
XE "layer"A layer is a network function or set of related network functions that forms an autonomous functional block in the superset of network architectural functions. This method of partitioning the necessary network functions allows each layer to interface transparently to adjoining layers and thereby provides a method of making network components more manageable.

local address
The host portion of an IP address.

MAC
XE "MAC"Acronym for "media access control". The portion of a network responsible managing access to the hardware, that is, the hardware layer of the OSI model.

machine
A machine is a host computer. The use of this term is similar to "host," and "node," but "machine" connotes the machine-specific or hardware aspects of the host computer, whereas "node" connotes the logical aspects of a network host. Host denotes the relationship of the local node machine to application systems and remote hosts.

modem
XE "modems"A device that translates digital signals from a computer into analog signals readily transmitted over voice-grade wire and vice versa.

module
A module is an implementation, usually in software, of a protocol or other procedure

name server
A server on a TCP/IP network that maps text names like larry.cd.com into its IP address. If there is no name server on the network, the Connection Station must use its own built-in table of names to resolve text names.

network interface
A network interface is the hardware and driver software that connects a host to a physical network.

null modem
XE "null modem"A cable that eliminates the need for a modem by crossing the send and receive wires connecting two computers.

octet
An octet is an eight-bit byte.

OSI
XE "OSI"Acronym for Open System Interconnect, a model for describing the functionality of the layers of network software, proposed by the International Standards Organization (ISO). The seven layers of the OSI model are MAC, link, network, transport, session, presentation and application. For TCP/IP running on the Connection Station, the MAC is Ethernet, the network layer is IP, the transport is TCP and the application is telnet or rlogin. The other layers are not used.

parity
XE "parity:definition"A coding scheme for checking the validity of data characters transmitted over a line. Enables detection of reliability problems with the connection.

point-to-point
Point-to-point is a network configuration in which two points are connected to each other by a dedicated line, which can be a direct cable connection, a leased line, or a dialup to a service providing dedicated lines.

port
XE "port:TCP"

XE "port:serial"Used in two ways depending on context. A TCP port is an extension to an IP address selecting a particular TCP session on a host. The Connection Station hardware interfaces are also referred to as ports.

process
A process is a program in execution. A source or destination of data from the point of view of the TCP or other host-to-host protocol.

protocol
A protocol, in general, is a set of rules that enable a network entity to understand a communicating entity; however, the entity that employs these rules, such as the transport level protocol, TCP is also sometimes referred to as a protocol.

proxy ARP
XE "proxy ARP"

XE "ARP:proxy" \t "see proxy ARP"A simple routing protocol wherein one machine such as the Connection Station responds to ARP request on behalf of another and performs the necessary packet forwarding.

RFC
XE "RFCs"Request For Comments. These refer to the official specification of TCP/IP protocols and addressing mechanisms which are published by the Network Information Center of SRI in Palo Alto, CA and take the form of requests for comment.

root
XE "root"Root is the login name of the super user. The super user is the user who has the widest form of machine privileges in a UNIX system. The Connection Station equivalent is the user admin.

router
A software service installed at a switching node that connects two or more networks, especially if they use different protocols. A gateway provides internetworking with an extended logical network by transparently attaching one or more physical networks. 

routing
XE "routing"Dynamic, or adaptive, routing is the ability to transfer data automatically to the destination node via alternative paths consisting of one or intermediate nodes. Routing includes the ability to ascertain available paths and to decide the best path, taking into account topology changes or node failures as they occur

RTS
Request To Send. A modem control signal that is used in two ways. In full duplex connections like that used on the Connection Station, RTS is sent from the terminal or Connection Station when it is ready to receive data. It provides a flow control indication from the DTE. In half duplex applications, RTS is sent by the DTE when it wants control of the phone line so that it can transmit.

server
A server is a system service, called a demon. It is usually a user program that runs in background, in user space, to provide a defined set of functions to the user who uses it through the command interface. Each time a user invokes it, the server provides a separate process for that user 

SNAP
XE "SNAP"Sub Network Access Protocol. A protocol encoding field used by the IEEE 802 family of standards. See Ethernet Frame Encapsulation in chapter 13 for more details.

SNMP
XE "SNMP"Simple network management protocol. A protocol for remotely performing administrative functions on a device.

stop bit
XE "stop bits"A bit that delineates the end of a character in a data stream.

stty
XE "stty"UNIX command for configuring terminal ports.

superuser
XE "superuser"See root.

TCP
XE "TCP"Transmission Control Protocol is a transport level, connection-oriented protocol that provides reliable end-to-end message transmission over the Internet.

terminal emulation
XE "terminals:emulation"A program that makes a PC or other computer act like a terminal.

TFTP
XE "TFTP:definition"Trivial File Transfer Protocol. A simple file transfer protocol supported by TCP/IP networks. The Connection Station BIOS uses TFTP to download files from a boot server. TFTP is formally defined for TCP/IP networks. Central Data uses the same protocol but with IPX packets instead of IP packets when performing an IPX download.

TTY
XE "TTY"Acronym for "teletype". Historically, UNIX terminals have been called ttys because teletypes were used when UNIX was first developed.

UDP
XE "UDP"User Datagram Protocol is an unreliable user level transport protocol for transaction-oriented applications over the Internet. It handles datagram sockets. It uses the IP for network services. 
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brk telnet command, 57

broadcast address

setting, 158

showing, 47

BSD, 221

cables

10BASE-T, 6

UTP, 6

callback

modems, 40

carrier. see DCD

carrierignore, 41

CD. see DCD

character size

showing, 47

SNMP, 215

check telnet command, 62

clocal, 35, 39, 41, 77, 79, 80

close telnet command, 54

CNS-010 access, 107

CNS-1600

upgrading, 219

cnsconnect

compiling, 81

configuration example, 82

configuration file, 82

description, 81

for modems, 81

starting, 81

command mode, 54

command sessions, 154

Command Shell, 154

introduction, 45

overview, 3

passwords, 97

communications modes, 55

communities, 142, 144

configuration

modems, 39, 43

modems, 36

configuration file

comments, 180

constant symbols, 181

default, 9

devices, 181

downloading, 28

editing, 10

entries, 179, 183

format, 179

general, 9

high availability, 148

introduction, 7, 8

network addresses, 180

numbers, 180

quoted strings, 180

sections, 179, 182

sessions, 181

troubleshooting, 174, 175

Ctrl-], 53

CTS

flow control, 33

signal, 221

SNMP, 215

daemon, 221

data rate

changing, 32

modems, 37, 40

SNMP, 215

datadelay, 41

datatgram, 221

date. See time of day.

date command, 48

DCD

disconnect, 35

flow control, 33

modems, 40

signal, 222

SNMP, 215

DCE, 222

DEC VT100, 71

deinstallation, 28

Deinstallation

AIX, 30

SCO, 30

Solaris, 30

Sun/OS, 30

Unixware, 30

dial-in/dial-out, 43

disallowed hosts, 108

configuration, 109

disallowport, 107

disconnect, 35

display telnet command, 54

DNS, 65

domain name, 222

default, 24

setting, 24, 158

showing, 47

domain name server, 65

setting, 24, 158

showing, 47

dotted decimal notation, 222

download. See booting

DSR

modems, 40

SNMP, 215

DTE, 222

DTR, 33, 222

modems, 40

dynamic sessions, 154

ec telnet command, 57

effective entry, 165

el telnet command, 57

encapsulation, 159

entries

configuration file section, 183

eof telnet command, 58

eor telnet command, 58

escape

telnet variable, 60

escape character, 51, 53, 60

escape telnet command, 58

escdef entry, 89

Ethernet

address showing, 47

definition, 223

frame types, 159

exit command, 45, 102

export telnet command, 62

fastMode, 95

fg command, 46

floppy drive, 5

installation, 9

flow control, 33, 85

definition, 223

DTR/DCD, 33

hardware, 39

modems, 36, 37, 38, 40

RTS/CTS, 33

serial printers, 89

software, 39

troubleshooting, 67

flushoutput

telnet variable, 60

frame type, 159

ga telnet command, 58

gateway, 223

setting, 147, 158

showing, 47

generic deinstallation, 29

getstatus telnet command, 58

glossary, 221

handshaking. see flow control, hardware

hangup, 35

Hayes compatible modems, 40

Heap, 174

help command, 46

help telnet command, 54

high availability, 147

backup host, 147

backup interface, 147

configuration file, 148

Internet parameters, 147

ping interval, 147

primary host, 147

primary interface, 147

switch to backup, 147

switch to primary, 147

holddelay, 41

host, 223

Host Access Control, 107

host names, 65

host software, 90, 97, 100, 104, 107

cnsconnect, 81

hostname

setting, 158

showing, 47

Hostnn section, 65

Hosts section, 65

hot-key, 69

custom, 72

stop, 35

HPUX

installation, 11

hupcl, 39, 77

IBM terminals, 71. See terminals.

ICMP, 223

IEEE, 223

IEEE 802.3, 160

import telnet command, 62

inbinary

telnet variable, 60

initstring, 39, 41

inout parameter, 43

input mode, 53

installation

floppy drive, 9

general, 7

modems, 36

network, 9, 10

overview, 2

passwords, 97

printers, 85

terminals, 31

users, 98

Internet, 158, 223

Internet Protocol, 224

internetworking

overview, 4

interrupt

telnet variable, 60

IP. see Internet Protocol

IP address

definition, 224

setting, 7, 158

showing, 47

ip telnet command, 57

ipaddress entry, 158

ISO, 224

jobs command, 46

keepalive, 160

configuration, 89

Keepalive, 89

kill, 46

kill

telnet variable, 60

layer, 224

LDTCOM, 181

LINEMODE, 55

LIT_ECHO, 56

lnext telnet variable, 60

local passwords

changing, 103

Local Passwords, 97

localchars telnet variable, 60

logcom, 107

configuring, 107

login, 46, 64, 102

loginretries, 39

logintime, 39

logout, 45, 102

loopback device address

setting, 158

MAC, 224

management. see SNMP

memory, 5

troubleshooting, 173

MIB, 139

character, 141, 217

parallel, 141, 216

RS-232, 141, 215

minimumHeap, 174

mode telnet command, 55

modems, 224

adapter, 6, 36

carrier ignore, 41

configuration, 36

data rate, 37

datadelay, 41

dial-in, 66

dial-in/dial-out, 43

dial-out, 75

flow control, 36, 37, 38

Hayes compatible, 40

holddelay, 41

initstring, 39

installing, 36

logintime, 42

parity, 38

pools, 83

status (SNMP), 215

use with PPP or SLIP, 136

V.42, 40

mounting brackets, 6

mscreen entry, 89

multiple sessions

fg command, 46

general, 69

jobs command, 46

kill command, 46

name entry, 164

name server. see domain name server

netdata telnet variable, 60

netmask

description, 159

setting, 158

showing, 47

network

installation, 9, 10

network management. see SNMP

nop telnet command, 58

ntimerules entry, 164

null modem, 225

offset entry, 164

open telnet command, 55

operating image

introduction, 8

options telnet variable, 60

OSI, 225

outbinary telnet variable, 61

pacing. see flow control

parity

definition, 225

modems, 38

showing, 47

SNMP, 215

passserv, 104

passwords, 39, 46, 48, 98, 100, 102

admininstrator, 98

administrating, 97, 99

changing, 103

default, 45

entry, 97

introduction, 97

local enabling, 97

viewing, 50

performance

memory issues, 173

poll timer, 162

PPP, 136

SLIP, 136

ping command, 46, 170

poll timer, 136, 162

pollMultiple entry, 162

pollTime entry, 162

port

serial, 225

showing, 47

TCP, 225

telnet environment variable, 64

Port section, 162

Portnn section, 31, 71, 151, 162

pound sign, 177

power cord, 6

PPP, 46, 181

[ppp] section, 113

[pppnn] section, 117

access, 111

accm, 115

accomp, 116

address negotiation, 119

address stipulation, 119

autostart, 113, 117

command line, 120

command line errors, 121

configuration, 112

configuration example, 123

configuring, 120

default configuration, 113

default destination, 114

default source, 114

destination, 119

device, 119

inactv_tmout, 115

introduction, 111

ipaddress, 120

ipaddress, 116

max_cnf, 115

max_failure, 115

mru, 115

newaddress, 120

newaddress, 117

nomgc, 116

pap, 119

PAP protocol, 39

performance, 136

poll time, 136

port, 119

protocomp, 116

pwd, 119

restart_tm, 115

security, 119, 122

session, 119

source, 119

troubleshooting, 126, 135

using modems, 136

Van Jacobson Compression, 117

vjcomp, 117

prettydump telnet variable, 61

printers

fastMode, 95

flow control, 85

installation, 85

parallel, 85, 95

serial, 85

strobeWidth, 95

timeouts, 87

transparent, 86

transparent terminal, 92

under SCO UNIX, 90

under Unixware, 91

privileged commands, 48, 49

privileged mode, 45

proxy ARP, 111, 125, 226

quit character, 61

quit telnet command, 55

quit telnet variable, 61

reboot command, 10, 48

references, 229

remote password, 99

adding users, 101

changing, 104

compiling, 104

creating database, 100

starting daemon, 101

reprint telnet variable, 61

requirements, 5

floppy drive, 5

reset command, 40, 49

reverse telnet, 77, 86, 181

inout, 76, 77, 79

keepalive, 160

modem controls, 78

modems, 75

printer configuration example, 87

printers, 86

TCP ports, 79, 80

timeout, 76

troubleshooting, 170

troubleshooting, 80

RFCs, 226

RFCS, 139

RJ-45, 6

rlogin, 181

rlogin command, 47, 51, 154

root, 226

routes, 112

adding, 49, 160

default gateway, 7

default gateway showing, 47

PPP and SLIP, 111

PPP debugging, 127

PPP example, 125

showing, 50

SLIP debugging, 135

troubleshooting, 171

UNIX errors, 161

routing, 226

troubleshooting, 169

rpasswd, 100, 104

SCO UNIX

Deinstallation, 30

printers, 90

sections

allowed hosts, 108

command, 97

communities, 144

configuration file, 182

disallowed hosts, 109

heap, 174

highavail, 148

Hostnn, 65

hosts, 65

Hosts, 65

license, 219

lptnn, 95

passwordserver, 99

port, 162

Portnn, 31, 71, 151

ppp, 113

pppnn, 117

routes, 160

Sessionnn, 152

slip, 129

slipnn, 131

SNMP, 143

TCP, 158

Telnetd, 75, 77, 86

Telnetdnn, 76, 86

timerrule, 163

timeserver, 163

trapnn, 144

security, 5, 9, 47, 174

audit trail, 105

disallowport, 52

introduction, 97

login, 64

loginretries, 39

logintime, 39

overview, 3

physical port number, 64

PPP, 119, 122

SLIP, 134

send command, 56

send telnet command, 55

serial ports, 31

Sessionnn section, 152

sessions. see multiple sessions

description, 153

types, 154

set arp command, 49

set route command, 49

set telnet command, 55

set term command, 47

show arp command, 49

show devmap command, 47

show log, 107, 167

show log command, 49, 167

show route command, 50

show serial command, 47

show tcp, 167

show tcp command, 47

show term command, 47

show users command, 50, 99

slc command, 61

slc telnet command, 55

slew rate, 34

SLIP, 47, 181

[slip] section, 129

[Slipnn] section, 131

access, 111

command line, 132

command line errors, 133

compression, 130

configuration, 129

configuration example, 134

configuring, 129, 132

default destination, 130

default source, 130

destination, 132

device, 132

icmp, 131

introduction, 111

performance, 136

poll time, 136

port, 132

security, 134

session, 132

source, 132

troubleshooting, 135

using modems, 136

SNAP, 160, 227

SNMP, 227

AIX, 145

communities, 142, 144

configuring, 142

introduction, 139

MIBs, 215

system variables, 143

traps, 144

SOFT_TAB, 55

Solaris

Deinstallation, 30

source files

cnsconnect, 81

passserv and rpasswd, 104

start telnet variable, 61

stats command, 50

stats command, 168, 173

status telnet command, 55

stop bits, 227

setting, 32

showing, 47

SNMP, 215

stop hot-key, 35

stop telnet variable, 61

STREAMS modules, 50

strobeWidth, 95

stty, 66, 67, 80, 89, 227

command, 47

configuration entry, 31

printer session, 88

session options, 155

subnets, 111

Sun/OS

Deinstallation, 30

superuser, 227

susp telnet command, 58

susp telnet variable, 61

synch telnet command, 58

system log, 105

system log message, 105

examples, 106

TCP, 79, 158, 227

TCP/IP parameters

precidence, 8

setting, 7

sources, 8

telnet, 181

command mode, 54

commands, 54

communications modes, 55

input mode, 53

port disabling, 110

PORT environment variable, 64

sample sessions, 62

send command, 56

slc command, 61

variables, 58

telnet command, 48, 52, 155

telnetd. See reverse telnet

Telnetdnn section, 76, 86

terminals

adapter, 6, 31

built-in, 71

dumb, 71

emulation, 227

IBM, 71

installation, 31

types, 47, 71

VT100, 71

Wyse, 71

TFTP, 28

definition, 227

secure, 30

time of day

setting, 163

showing, 48

timeouts

high availability, 149

hot key, 71, 73

keepalive, 89

ping, 46

PPP inactv, 115, 128

PPP restart, 115

printer, 87

reverse telnet, 76, 170

Timerulenn section, 164

Timerulesnn section, 48

timezone

setting, 163

showing, 48

toggle telnet command, 55

TPRINT, 155

TPRINT device, 86

traps, 144

TRAPSIG, 55

troubleshooting

ARP, 172

data loss, 87

Ethernet, 168

general, 167

host problems, 169

Internet Parameters, 167

memory, 173

nameserver, 168

PPP, 126, 135

reverse telnet, 80

reverse telnet, 170

routes, 169

SLIP, 135

uploads, 176

using ping, 127, 135, 170

TTY, 227

UDP, 228

Unixware

printers, 91

Unixware 2.0

Deinstallation, 30

unset telnet command, 55

unshielded twisted pair. see UTP cables

upgrade requirements, 5

BIOS, 5

memory, 5

product code, 5

uploads, 176

users, 151

adding, 98

listing, 99

logging in, 102

removing, 99

UTC time, 165

UTP cables, 6

V.42, 40

variables, 58

VT100, 71. See terminals.

whoami command, 48

worderase telnet variable, 61

Wyse terminals, 71. See terminals.
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