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Course Goal and Objectives
The goal of this course is to teach you how to protect yourself and secure your computers against malware and other intruders.
The objectives of this course include:

· Creating good passwords for your computer and network identification.

· Learning to lock your computer electronically.

· Learning to guard against spam, viruses, and other malware.

· Understand phishing schemes, and how to avoid falling into their traps.
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Introduction

If you can’t use your computer, you can’t be productive.  Here are some symptoms your computer may exhibit if security is lax and your computer has been attacked by hackers or viruses (or other malware):

· It runs very slowly.

· Files are lost.

· Strangers access your personal account using your password.

A little preventive care can do wonders.  Security may seem boring and time consuming, but it’s important!
Identity Theft

Tips taken from Stanford University Department of Public Safety’s Personal Safety and Protection website:
http://www.stanford.edu/group/SUDPS/safety-report/personal-safety.shtml
There's no ironclad protection that guarantees that you'll never fall victim to some form of identity theft. But there are steps you can take to protect yourself, many of which are rather simple: 

· Destroy private records and statements. Destroy credit card statements, solicitations and other documents that contain any private information. Shred this paperwork using a "cross-cut" shredder so thieves can't find your data when they rummage through your garbage. Also, don't leave a paper trail - never leave ATM, credit card or gas station receipts behind.

· Secure your mail. Empty your mailbox quickly, lock it or get a P.O. box so criminals don't have a chance to steal credit card offers. Never mail outgoing bill payments and checks from an unsecured mailbox, especially at home. They can be stolen from your mailbox and the payee's name erased with solvents. Mail them from the post office or another secure location.

· Safeguard your Social Security number. Never carry your card with you, or any other card that may have your number, like a health insurance card or school issued ID. Don't put your number on your checks; your SSN is the primary target for identity thieves because it gives them access to your credit report and bank accounts. There are very few entities that can actually demand your SSN - the Department of Motor Vehicles, for example. Also, SSNs are required for transactions involving taxes, so that means banks, brokerages, employers, and the like also have a legitimate need for your SSN.

· Safeguard your computer. Protect your computer from viruses and spies. Use complicated passwords; frequently update antivirus software and spyware. Surf the Web cautiously. Shop only at trustworthy web sites and be wary of obscure sites or any site you've never used before.

· Know who you're dealing with. Whenever you are contacted, either by phone or email, by individuals identifying themselves as banks, credit card or e-commerce companies and asked for private identity or financial information, do not respond. Legitimate companies do not contact you and ask you to provide personal data such as PINs, user names and passwords or bank account information over the phone or Internet. If you think the request is legitimate, contact the company yourself by calling customer service using the number on your account statement or in the telephone book and confirm what you were told before revealing any of your personal data.

· Take your name off marketers' hit lists. In addition to the national Do Not Call Registry (1-888-382-1222 or https://www.donotcall.gov), you also can reduce credit card solicitations for five years by contacting an opt-out service run by the three major credit bureaus: (888) 5-OPT OUT or https://www.optoutprescreen.com. You'll need to provide your Social Security number as an identifier.

· Be more defensive with personal information. Ask questions whenever anyone asks you for personal data. How will the information be used? Why must I provide this data? Ask anyone who does require your Social Security number -- for instance, cell phone providers -- what their privacy policy is and whether you can arrange for the organization not to share your information with anyone else.

· Monitor your credit report. Each year, obtain and thoroughly review your credit report from the three major credit bureaus, Equifax, Experian and TransUnion (now available annually for free by calling 877-322-8228 or at https://www.annualcreditreport.com) to look for suspicious activity. If you spot something, alert your card company or the creditor immediately.

· Review your bank and credit card statements carefully. Look for unauthorized charges or withdrawals and report them immediately. Make sure you recognize the merchants, locations and purchases listed before paying the bill. If you don't need or use department-store or bank-issued credit cards, consider closing the accounts.

· Be aware of how ID thieves can get your information. They get information: 

· From businesses or other institutions by stealing records, bribing employees with access to records, hacking into computers, or rummaging through trash.

· By posing as a landlord, employer, or someone else who may have a legal right to the information.

· By stealing credit and debit card numbers as your card is processed by using a special information storage device in a practice known as "skimming."

· By stealing wallets and purses containing identification and credit or bank cards.

· By stealing mail, including bank and credit card statements, pre-approved credit offers, new checks, or tax information.

· By completing a "change of address form" to divert your mail to another location.

For more information, please see our PDF brochure on ID Theft Prevention:
http://www.stanford.edu/group/SUDPS/docs/id-theft-prev.pdf

Use Good Passwords
Make sure you create passwords/passphrases that are easy to remember but hard for others to guess.  

Change your SUNet ID password frequently – at least once a quarter.  To change your SUNet ID password, go to http://stanfordyou.stanford.edu

At that same web site, you’ll find suggestions for how to choose a good password/passphrase. To see those tips, click Change Your SUNet Password, and then the More about Passwords link.

If you need help, you can view short videos showing you how to setup and change your password. To run those videos, go to http://helpsu.stanford.edu and click the links with the video icon ([image: image2.bmp]).

Encrypt your password automatically using Stanford Desktop Tools, OpenAFS, SSL (Secure Socket Layers), or SSH (Secure SHell). These tools will help prevent the theft of your password. 

Stanford Desktop Tools and SSL/SSH programs are available from the Essential Stanford Software website:  http://ess.stanford.edu
Note:  
Encrypting a password is essential to protecting it.  Take a look at these sniffer log entries:

Sniffer Log - No Encryption (note that the SUNet ID markb and password tGtB8!tU are visible and are being sent “in the clear”):

-- TCP/IP LOG -- TM: Mon Sep  6 00:01:16 --
PATH: elaine1.Stanford.EDU=> elaine2.stanford.edu
DATA:(255)(253)^C(255)(251)^X(255)(251)^_(255)(251)!(255)(251)" 
:VT100(255)(240)(255)(253)^A(255)^A markb: g(127) tGtB8!tU
: logout

Sniffer Log with Encryption (note that the SUNet ID and password are not discernable):
-- TCP/IP LOG -- TM: Sun Sep  5 16:51:19 --
PATH: elaine1.Stanford.EDU=> elaine2.Stanford.EDU
STAT: Sun Sep  5 16:51:26, 73 pkts, 128 bytes DATA: (255)(253)(159)(255)(251)^_(255)(253)^A(255)(253)^C(255) (251)%(255)(251)&(255)(250)^_
: Samson(255)(240)(255)(250)^X
Lock Your Computer

Lock your computer electronically anytime you take a break (even for a minute or two).  This helps prevent others from accessing sensitive data on your computer or from issuing commands/purchases/authorizations without your knowledge.

To lock your computer:

Windows users, press Windows-L on your keyboard.  

Or, if you do not have the Windows key:

1. Press Control-Alt-Delete.

2. On the Shut Down menu, click Lock Computer.

Mac users

1. First, force users of your computer to enter a password whenever the computer goes from either being in sleep mode or from having a screen saver displayed to the regular view (i.e., when it “wakes” from sleep or screen saver):

a. Open System Preferences.

b. Click Security.

c. Check the Require password to wake this computer from 
sleep or screen saver box.
d. Close System Preferences.

2. Then, to turn on your screen saver when you put your mouse in a particular corner of the screen:

a. Open System Preferences.

b. In the Personal group, click Desktop & Screen Saver.

c. Click Screen Saver.

d. Click Hot Corners.

e. Click the pull-down menu in the desired corner and select Start Screen Saver.

f. Click OK.

g. Close System Preferences.
Guard Against Email Spam

What is Stanford doing to control spam?
https://itservices.stanford.edu/service/emailcalendar/email/spam
· The Anti-Spam Filter identifies incoming spam and tags it.
https://itservices.stanford.edu/service/emailcalendar/email/
spam/antispam
· Rate limits have been imposed on email sent through the Zimbra servers to mitigate the impact of compromised accounts used to send spam: 
https://itservices.stanford.edu/service/emailcalendar/email/
spam/limit
What can you do about email spam?

· Don’t reply to spam!  Some junkmail messages urge you to send an “unsubscribe” reply to get off their list.  This may get you added to more spam lists.  Your email address may even be sold to other direct marketers, and you’ll find yourself getting more spam than before.

· Use email filtering.  If you configure your email program to place tagged spam headed for your inbox in a “trash” or “antispam” folder, spam can become manageable.  Instructions for configuring your email program to do this are at https://itservices.stanford.edu/emailcalendar/email/spam/filters
· Don’t display complete email addresses on web pages or newsgroup postings.  Instead of jdoe@stanford.edu, use 

jdoe AT stanford DOT edu 

or 

<a href=
"http://stanfordwho.stanford.edu/lookup?search=John+Doe”> Contact John Doe</a>. 
Beware of Phishing

 “Phishing is an attempt to criminally and fraudulently acquire sensitive information, such as usernames, passwords and credit card details, by masquerading as a trustworthy entity in an electronic communication.” 








– wikpedia.org

It is technologically easy to create emails, web pages, and other documents that look like they are from real, trustworthy entities (e.g., banks, e-commerce sites, 
or universities).

Be wary of emails or web pages that ask for your username, password, social security number, home address, or other personal information.  Check to make sure these requests for information are from legitimate businesses or sources before responding.

Never click on a link from within an email.  Always open a web browser and manually type in (or copy and paste) the URL yourself.  It is easy for “phishers” to make links appear to go one place, but really go someplace else.  Just because
a link says it’s going to PayPal doesn’t necessarily mean it will actually take you there.

Your instructor will demonstrate how phishers can create fake web pages and email.  You’ll see how easy it is to be fooled.  Beware!

Guard Against Viruses and Spyware

Most people already have anti-virus software on their computers.  Sophos, Stanford’s site-licensed anti-malware software, protects users from viruses, spyware, and other malware.  It is available at no cost to Stanford users at the Essential Stanford Software page (http://ess.stanford.edu/).  

For more information, go to Stanford’s Sophos page: https://itservices.stanford.edu/service/ess/pc/sophos

Anti-virus software identifies viruses by scanning files against a profile of each known virus. This collection of virus profiles is called its virus definitions.  Your anti-virus program is only as good as the last time it was updated with the latest definitions.  Be sure to follow the installation instructions carefully to ensure that Sophos automatically updates itself regularly.

Backing Up Your Computer
Losing files due to a hard-disk crash or a major virus attack can be devastating, if you haven’t backed up your computer. Ask your local computer support personnel if your computer is currently being backed up automatically.

Even if your computer is automatically backed up, you may still want to back up your important documents by copying them to extra hard drives, CD-ROMs, thumb drives, or to your AFS space.

For a list of web addresses explaining how to use your AFS space to back up your computer, see the Resources section on the last page of this document.

Only back up your documents.  Don’t back up applications or the system programs; they don’t change over time.  You can always reinstall these programs if necessary (assuming you have legally purchased licenses for the products).

Miscellaneous Tips 

Final tips for avoiding crashes, viruses, and spyware:

· Patch your computer system against security holes that hackers and viruses try to exploit.  Every computer and system connected to the network needs to be protected.

The BigFix Patch Management Software can automatically do this for you:  http://www.stanford.edu/services/bigfix/

You can also update your computer’s system files manually.  (Windows users, go to http://windowsupdate.microsoft.com and Mac users, go to http://www.apple.com/support/downloads)
· Avoid peer-to-peer file sharing services (e.g., Kazaa, BearShare, Grokster, Gnutella).

· Do not open spam email.  
· Read end-user license agreements carefully.  Never install something without understanding EXACTLY what it is. 

· Firewalls can help prevent hackers and other intruders from attacking your computer. 

Mac OS X and Windows XP/Vista both come with built-in firewalls.

Windows users should consider adding extra firewall protection with software like ZoneAlarm (http://www.zonealarm.com) or hardware like Barracuda (http://www.barracudanetworks.com).
Resources

Identity Theft Resources

· Stanford University Department of Public Safety’s Personal Safety and Protection website:
http://www.stanford.edu/group/SUDPS/safety-report/personal-safety.shtml
· Remove yourself from marketers by calling the national Do Not Call Registry (1-888-382-1222) or online at https://www.donotcall.gov
· Reduce credit card solicitations for five years by contacting an opt-out service run by the three major credit bureaus: (888) 5-OPT OUT or online at https://www.optoutprescreen.com
· Check your credit score annually (for free): 877-322-8228 or online at https://www.annualcreditreport.com
Computer Security Courses Presented by the Information Security Office 

· Online Course – ISO: Computer Security Awareness (ISO-0001) 
Basic online security course recommended for every member of the Stanford community who uses or accesses Stanford’s computing resources.

· Lecture Course Security for Sys Admins: Security from the Ground Up (ITS-2821)
We'll cover the basic principles of information security. The goal is to provide attendees with the conceptual framework to defend their systems from attack, know when systems are being attacked, and how to respond when such security incidents happen.

· Lecture Course Understanding and Implementing Secure Compliant Systems Using the Payment Card Industry Data Security
This lecture discusses the Payment Card Industry Data Security Standard, PCI-DSS, which Stanford uses as the guideline to secure networks and systems to prevent unauthorized access to information.
Computer Security and Spam Websites

· Secure Computing at Stanford
http://securecomputing.stanford.edu
· BigFix Tool
http://www.stanford.edu/services/bigfix/
· Good Passwords 
https://itservices.stanford.edu/service/unixcomputing/unix/passwords
· Windows OS Updates
http://windowsupdate.microsoft.com 
· Mac OS Updates 
http://www.apple.com/support/downloads
· Stanford’s Anti-Spam Website
https://itservices.stanford.edu/service/emailcalendar/email/spam

AFS (Stanford’s Online File Storage System)

· Using AFS at Stanford 
https://itservices.stanford.edu/service/afs
· Connecting to AFS from Your Computer https://itservices.stanford.edu/service/afs/intro/mounting
· Transferring Files to and from AFS
http://filetransfer.stanford.edu
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