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1. Introduction
The Trusted Platform Module (TPM) is the core of Trusted Computing and provides a number of cryptographic capabilities that help protect PC clients from threats to users’ sensitive information.  After providing a brief overview of the Trusted Platform Module, this paper describes the threat (or attack) model that the TPM (and other Trusted Computing elements) is designed to protect against.  It then examines the TPM features available to address these threats and use models that demonstrate how these features can be used to protect against such threats.

2. Background: Trusted Platform Module
The Trusted Platform Module (TPM) is a microcontroller that conforms to the specification established by the Trusted Computing Group (TCG)
. The TCG website states, “The TPM is a microcontroller that stores keys, passwords and digital certificates.”  The TPM is at the heart of the Trusted Computing (TC) initiative, as it provides the root of trust as well as capabilities for many TC applications.  The TPM is usually attached to a PC motherboard but could potentially be used in any computing device that requires TC capabilities.
In a few words, the TPM provides a safe place to store sensitive information, provides a protected space for key operations and other security critical tasks, and stores and reports integrity measurements.  It is specifically designed to enhance platform security beyond the capabilities of software and shield keys and other sensitive information from software-based attacks.  The TPM is intended to complement existing specifications, such as X.509, IPSEC, VPN, PKI, S/MIME, and SSL.
3. Threat Model

3.1 Sensitive Information

The TPM and other elements of the TCG specifications are designed to protect against or mitigate the potential damage caused by a variety of threats and attacks.  This paper focuses on those that affect PC clients (desktops and notebooks).

PC clients have a large number of vulnerabilities, known and unknown, and this is unlikely to change given the nature and practices of the software industry.  In addition, keeping patches up to date for all software installed on a system is time consuming and a large percentage of systems do not have all applicable patches.  While networks and servers offer the most value for attackers, they are also better protected than PC clients.  In addition, PC clients often contain information, such as keys and passwords that can be used to access and compromise networks and servers or can be used for distributed attacks, such as Distributed Denial of Service (DDoS), against them.  Keys could also be used to decrypt sensitive information, steal a digital identity, or forge signatures.  PC clients also contain information, such as credit card and social security numbers, that is itself valuable.  As a result of these and other factors, attackers are increasingly focused on PC clients.  TPMs should support preventing attackers from being able to find information on a compromised client that can be used to compromise another system for which the client or its user has access.  The TPM should also enable a network administrator to prevent a compromised client from being able to compromise or disrupt the rest of the network.
The information on clients could include encryption or signing keys, passwords, and personal or proprietary information.  The TPM is designed to protect sensitive information on PC clients as well as the servers and networks they may connect to.  In addition, some private RSA keys never leave the TPM, so it is impossible to obtain them directly by software means.  The TPM does not attempt to reduce the number of vulnerabilities in software or prevent an attacker from exploiting those vulnerabilities.  Instead, the TPM seeks to detect when the client is compromised and limit the damage and protect sensitive information when it occurs.  If the TPM and related software are configured correctly, the attacker cannot access the sensitive information regardless of what he or she does.  Attacks on sensitive information should be no better than a brute force attack.
One primary attack that the TPM seeks to thwart is attack on keys when cryptographic operations are performed in software.  It has been definitively proven
 that even very good encryption is vulnerable to attack performed in the usual locations, such as memory.  TPM cryptography operations are performed in a closed hardware environment, protecting the keys at their most vulnerable point.
The TPM should prevent theft (copying to another system for use there) of RSA keys as well as improper use of keys when the system has been compromised.  The latter is very dependent on the system firmware (i.e. BIOS), TPM Software Stack (TSS) and how they work detect that a system has been compromised, but the TPM provides all necessary framework.

The TPM also allows multiple users to protect sensitive information on a shared client.  Even if a user has permission to use the client, they still may not have access to other user’s secrets.

If any encryption key-pair is compromised, the data it protects and any data protected by keys that it protects may also be compromised.  Once an encryption key-pair is compromised, all data ever encrypted with it is compromised and this cannot be recovered from, except by deleting all copies of the data encrypted with that key (including ones that may have been stolen).  Likewise, once a digital signature key is compromised, the attacker can sign anything they wish.  If certificates are used, the certificate could be revoked.  The TPM cannot detect compromises of its own keys.  Instead it protects them by not letting some private keys leave the TPM, encrypting its keys when they leave the TPM, and detecting compromise of the client software.

Keys and other sensitive information may be stored outside the TPM.  For data stored outside the TPM, the protection of the sensitive information is only as strong as the encryption algorithm by which it is protected.  The TPM cannot increase the strength of an algorithm with respect to algorithmic (i.e. brute force and differential cryptanalysis) attacks.  For example, if a large file is encrypted with DES and the DES key is encrypted with a 2048-bit RSA key and stored in the TPM, the encrypted file is still subject to attacks on the DES encryption, which should be much easier than attacking the 2048-bit RSA key.

The TPM is intended to protect sensitive information even when hardware is physically stolen.  This is important because the data on stolen clients, such as notebooks, is often more valuable than the hardware.  Still, the TPM spec does not require protection against physical tampering.  Thus, if the client is physically stolen, it may be possible for the attacker to steal sensitive information by means such as RF analysis, but it would be difficult.  These attacks are not covered in this paper.
There is debate as to whether the TPM is designed to protect against attacks on digital rights management (DRM) mechanisms, and some of it is related to the physical protections of the TPM.  DRM uses and attacks on those are also not covered in this paper.

3.2 Platform Authentication and Attestation
When a compromised client is connected to a network, it can be a threat to the entire network even if the sensitive information on the client is protected.  Therefore, it is important to be able to identify unauthorized or compromised clients and prevent them from connecting to the network.  Software-only methods of authenticating clients can be circumvented because the authentication information, such as the computer name or MAC address, can be forged.  Network administrators should be able to prevent access to the network to specific authorized client hardware.  They should also be able to prevent access to properly configured and uncompromised clients before they gain access.  Furthermore, an attacker or rogue client should not be able to forge its authentication as an authorized client or its configuration and current state.
If one system is compromised, it should not enable the compromise of other systems or the network.  If the prevention mechanism is defeated, the entire network infrastructure, clients, and servers could be compromised or prevented from serving their purpose.
4. Features

4.1 Cryptographic Mechanisms and Algorithms

The following are the main cryptographic features that must be implemented all TPMs.  These and other cryptographic features are described in the following sections.
· Random number generation (RNG)

· Asymmetric key (RSA) and nonce generation
· Asymmetric encryption/decryption (RSA)

· Signing (RSA)

· Hashing (SHA-1)

· Keyed-Hash Message Authentication Code (HMAC)
The specification allows TPMs to implement additional features or algorithms, such as DSA or elliptic curve asymmetric algorithms, but “there is no guarantee that these keys can migrate to other TPM devices or that other TPM devices will accept signatures from these additional algorithms.”  The TPM specification stipulates minimum key lengths for some uses.  Storage keys, for example, must be equivalent in strength to a 2048-bit or greater RSA key.
4.1.1 Random Number Generator

The TPM includes a random number generator, which it uses to produce values as nonces, in key generation, and as randomness in signatures.  The specification allows the RNG to be a Pseudo Random Number Generator implementation or a generator based on some source of hardware entropy.  The RNG must be capable of providing at least 32 bytes of randomness at a time.
4.1.2 Key Generation

The Key Generation component of the TPM is capable of creating RSA key pairs as well as symmetric keys and nonce values.  RSA key generation must follow the IEEE P1363 Standard Specifications for Public-Key Cryptography.  The private key is held in a shielded location and usually does not leave the TPM unencrypted.  Nonce values use the next n bits from the random number generator where n is the length of the nonce.
4.1.3 RSA Engine and Keys
TPMs use the RSA asymmetric algorithm encryption/decryption and digital signatures.  While TPMs may support other algorithms for these purposes, they must support RSA, including key sizes of 512, 768, 1024, and 2048 bits.  Other key sizes are also permissible, and the specification recommends a minimum key size is 2048 bits.  The specification also states that the RSA public exponent must be 216+1.  The formats defined in the PKCS #1 standard are followed, but the TPM specification does specify how RSA algorithm should be implemented.  This allows TPM implementations to use the Chinese Remainder Theorem or any other method of implementing RSA.
TPMs can sign both internal items and external data.  TPMs do not perform signature verification, though, because verification does not use or expose private information and is better suited for software.  Key pairs must be identified as either for signing or for encryption/decryption.  TPMs do not allow a signature key to encrypt or an encryption key to sign because this can lead to attacks.

Secrets can also be assigned to keys so that use of the key requires knowledge of the secret.  Keys can also be tied to specific system states or configurations (specified by PCR values).  All keys have a parent key, which is used to encrypt the private part of the key if it needs to be stored off the TPM for future loading.

4.1.4 SHA-1 Engine
SHA-1 is the only hash algorithm that TPMs are required to support as of version 1.2 of the specification.  This could become a concern since there are collision attacks against SHA-1.  The SHA-1 functionality is used by the TPM and via exposed interfaces.  These interfaces can be used for measurement taking during boot and to provide a hash function in platforms that have limited capabilities.  The functionality is not intended to provide an accelerated hash capability, and there are no specific performance requirements for TPM hash services.  Therefore, this engine should only be used to compute hash values of small chunks of data.  Larger chucks of data should be hashed outside the TPM if possible.

4.1.5 HMAC Engine
TPMs support the calculation of HMACs according to RFC 2104 with a key size of 20 bytes and a block size of 64 bytes.   The contents and order of the data depend on the TPM command that uses the HMAC engine
4.1.6 Symmetric Encryption Engine

TPMs use symmetric encryption to encrypt data during various operations (authentication and transport sessions).  In these cases, a one-time pad is XORed with the data.  In some cases, the nonce is large enough to perform a direct XOR, but in others, the entropy must be expanded using the MGF1 function from PKCS #1.  (The specification allows for use of AES or Triple DES in use models where it would be beneficial.)  Symmetric encryption is also used to encrypt protected data that is stored outside the TPM.  For this purpose, the TPM specification allows the designer to use any symmetric algorithm that is deemed to have the proper level of protection.

While TPMs use symmetric encryption internally, they do not expose this functionality or the algorithm for general data encryption.  As such, the TPM can only generate, store, and protect symmetric keys.  The TCG FAQ does, however, leave the door open for use of AES or other symmetric encryption algorithms in future versions of the TPM specification.
4.1.7 Time Stamping

TPMs provide a type of time stamping service for various pieces of data.  The time stamp that TPMs provide is the number of timer ticks the TPM has counted and not a universal time clock (UTC) value.  The caller must associate the tick count with the actual UTC time, and the TPM specification provides a complex protocol that can be used to accomplish this.  Time stamping is further complicated by the affect of various power states on the tick count and the differences in these states on various platforms.
4.2 Platform Configuration Registers

A Platform Configuration Register (PCR) is a 160-bit register for storing integrity measurements.  TPMs must have at least 16 PCRs, all of which are protected and inside the TPM.  While the number of PCRs is limited, they can each represent an unlimited number of measurements.  This is accomplished by cryptographically hashing all updates to a PCR such that the new PCR value is dependent on the previous value and the value to add.  The ordering and one-way properties of cryptographic hashes are particularly important for this use case.

The TPM_Seal operation can be used to encrypt data such that it can only be decrypted on a specific platform.  Callers of this operation may specify PCR values required to unseal the data.  Future TPM_Unseal operations will reveal the sealed data only if attempted on the same platform and the PCR value(s) match.  In this way, the sealed data is protected from changes in the configuration.  TPM_Seal and TPM_Unseal both require “AuthData” (similar to a password).  This means that data can be sealed such that only a specific user can access it on a given client under a specific configuration.

4.3 Identities
Some TCG use cases require that the platform be identifiable or prove that it has a genuine TPM.  There are two types of identifying keys, the Endorsement Key (EK) and Attestation Identity Keys (AIK).
4.3.1 Endorsement Key

The Endorsement Key is a 2048-bit RSA key pair that is unique to the TPM and therefore the platform containing the TPM.  The key pair is generated at manufacture time, and once it is set, it can never be changed. The private key is never exposed outside the TPM.  The public key is used for attestation and for encryption of sensitive data sent to the TPM.  Because of security reasons and privacy concerns, the EK cannot perform signatures.  The EK (along with other infrastructure) is also used to recognize a genuine TPM.

4.3.2 Attestation Identity Keys

An Attestation Identity Key is an alias to the Endorsement Key.  Like the EK, the AIK is a 2048-bit RSA key pair.  Unlike the EK, there can be many (virtually unlimited) AIKs, and they can be generated at any time by the TPM Owner.  Also unlike the EK, an AIK is a signature key and can perform signatures on information generated by the TPM, including PCR values, other keys, and TPM status information.  AIKs cannot sign other data because this would make it possible for an attacker to create a fake PCR value.

Because many AIKs can be created, they cannot all be stored in the TPM.  Therefore, AIKs may be stored on some general-purpose storage device.  When stored outside the TPM, the AIK must be encrypted and its integrity must be protected.
An AIK can be used for platform authentication, platform attestation and certification of keys.  A protocol known as Direct Anonymous Attestation uses zero-knowledge-proof technology to allow the EK to anonymously establish that an AIK was generated in a TPM.  This allows the quality of an AIK to be confirmed without identifying which TPM generated it. 

5. Use Models
5.1 Protecting Information
Clients contain a lot of information that should be protected from view, copying, and use by others.  This includes keys, passwords, and other types of data.  The first two are particularly important because some of them are used to authenticate to networks.
5.1.1 Protection of User Keys

Users can generate an RSA key pair in the TPM and specify that the private key never leave the chip unprotected. Even though the private key can is only known as plaintext inside the TPM, it can still be used for general signing and encryption purposes.  If the private key is protected and an attacker gains control of the system, he or she may be able to execute encryption, decryption, and digital signing operations on any data he or she chooses while in control of the system, but this capability will cease once they lose control (i.e. the system is patched or powered off) because the private key cannot be copied to another system.

Additional security is possible that will prevent an attacker from even using the keys while in control of the system.  Keys can be bound to specific PCR values such that use of the keys is not permitted if the PCR value is incorrect as would occur if the system has been improperly booted or the integrity of measured files has been compromised.  In this way, the keys can be protected if a key logger, worm, etc. are installed.
5.1.2 Protection of User Passwords

Passwords can be encrypted by an RSA public key whose matching private key is protected by the TPM.  If the private key requires specific a PCR value to be used, the password cannot be decrypted if a compromise has been detected.  In this way, passwords cannot be obtained no matter what the attacker does.  Protected storage could also be used to augment password storage programs, such as Password Safe
; these programs also encourage the use of strong (long, random) passwords.
5.1.3 Protection of User Data

The TPM can also be used to protect files and file system keys in the same way that user keys can be protected.  Thus, if system compromise is detected, the TPM can prevent access to or use of the file or file system key.  As a result, the encrypted files will be protected from theft or modification.  Note that the user may still be able to destroy a file system depending on the file system and operating system implementation and configuration.
There are a couple options to protect large amounts of data.  The easiest and quickest is to encrypt the large block of data using a one-time symmetric key then use the TPM to protect the symmetric key.

5.2 Trusted Boot

The TPM supports a trusted boot mechanism that can help detect rootkits and other types of security compromises.  During a trusted boot, hashes of configuration information throughout the boot sequence are stored in the PCRs.  This configuration information may include the BIOS, option ROMs, Master Boot Record (MBR), OS loader, kernel, and other operating system information.  Once the client has booted in a known clean state, keys and other information can be sealed – encrypted and tied to the PCR value(s).  During subsequent boots, the sealed data will only be unsealed if the PCR values match. Consequently, if the configuration is changed or a virus, back door, or rootkit has been installed, the PCR value(s) will be incorrect and the protected information will not be unsealed.  The boot process itself is not stopped or changed by the TPM.  This protects the sensitive information and any data it may protect.  As a result, the user would also be informed of the compromise and could take action to address it.
The recorded measurements can also be used by multiple challengers to determine what boot process occurred and in turn whether they trust it.  The TPM signs the stored measurement before sending it to challengers to prove that the measurement came from the TPM.  The TPM provides the benefit that of measurement, storage, and reporting of integrity metrics in a secure manner.

5.3 Platform Authentication

Each TPM also has a unique identity (EK) that can be used to generate other identities (AIKs).  Since the TPM is attached to the client and cannot be (easily) removed or replaced, the TPM can use these identities to prove that it is a specific client.  This is different from user or even smart card authentication, which only proves that a specific user is using the system (or someone else is using their credentials).  If a challenger, say a network, has prior knowledge about permitted clients, it is possible for the TPM to authenticate itself to the challenger.  That is, it can prove that it is one of the known and permitted clients.  This allows a network or server to identify the clients that are accessing or requesting to access it and only permit access to clients that it knows and trusts.
5.4 Attestation
Attestation is one of the central features of Trusted Computing.  It is the process of a client declaring the current state of the platform in a way that is trusted by the challenger.  The challenger can then take actions based on the state.  The basis for TPM attestation is the measuring of the platform – both the hardware and software – using the PCRs and/or digital signatures.  TPMs allow a platform to attest that the platform configuration is as expected and has not been changed.  The “configuration” can include as much information as is required.  The TPM can also attest to a trusted boot and the information collected during that process.  Attestation could also be used to prove that antivirus definitions are up to date.  In this case, the client could measure the antivirus definitions file and create a digital signature of the measurement.  The client could then send the signed message to the challenger.  Attestation allows an administrative system to check the health (security, configuration, software, etc.) of a client to confirm that it meets a security policy and has not been compromised.
6. Conclusion
The Trusted Platform Module is the root of trust and a central component for Trusted Computing.  It includes several types of cryptographic capabilities, including RSA encryption and digital signing, SHA-1 hashing, HMACs, and a random number generator.  It also provides hardware protection for these capabilities and sensitive information on the client.  In addition, the TPM provides platform authentication and attestation features.  The purpose of the TPM is not to prevent attacks on clients.  Instead, its focus is on detecting when a client has been compromised and protecting sensitive information, the network, and other systems.  Along with software, the TPM features help protect users, their sensitive information, and the infrastructure in the presence of software vulnerabilities.
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