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Abstract

With keen competition and continuous quest for service improvement, e-commerce processes are becoming increasingly complex. Recent adoption of the Service-Oriented Architecture has further facilitated cross-organizational process enactment and enabled e-commerce enhancement. Despite a customer is interacting with one website, multiple parties are actually involved at the backend such as logistics, services, and payment. 

As the payment process is indispensable for transactions, we choose this as our case study. To enhance the security of the payment process, credit card providers have already been using secure processing services to encrypt the credit card information. But if an unauthorized person knows the credit card information, he can still perform any payment illegally. To address this problem, we design a Notified Credit Card Payment System (NCCPS) to handle the notification and confirmation process enhancement. Through an Alert Management system component, the NCCPS systematically integrates the communication between merchants, banks or credit card service providers, and mobile service providers by the means of Web services technologies. Messages are sent through SMS to notify the cardholder with an alert in order to get the confirmation for completing the payment transaction. The NCCPS also integrates with the customer service call center for the cancellation processes and exception handling. In this case study, we demonstrate the effectiveness of the use of Web services and alerts in e-Commerce and process integration. 
1. Introduction 

Recent advances in Internet technologies have created a global platform for e-commerce activities and provide value-added services. With keen competition and continuous quest for service improvement, e-commerce processes are continuously being enhanced and becoming increasingly complex (Zhao and Cheng, 2005). Despite a customer is interacting with one website, multiple parties are actually involved at the backend such as logistics, services, and payment. 

To enable such interactions and integration among and inside organizations, the Service-Oriented Architecture (SOA) has been gradually adopted (Weerawarana et al. 2005). Under the SOA, Web Services provide loosely-coupled standard interfaces among autonomous systems within and among organizations in the form of a set of well-defined functions for both programming and human user interfaces. Web Services further support event-driven information integration for timely service provision and interactions.
With the increase of customers who make use of the Internet to purchase goods and services, merchants need to enhance the payment process with a secure and user-friendly environment. Major banks now offer payment gateway services to provide more online security, such as using the Secure Socket Layer (SSL) industry standard to encrypt the payment information (Loeb 1988). However, this is inadequate. If a credit card’s information has been leaked (e.g., intercepted by virus), an unauthorized person can still perform payment with the card illegally.  
To address this problem, double confirmation can be used. This paper studies the requirement and design of the Notified Credit Card Payment System (NCCPS) to help enhance the security of the credit card payment process. In Hong Kong, the number of mobile service subscribers reached 8.3 millions in 2005, i.e., almost every person uses at least one mobile service. The numbers of Short Message Service (SMS) messages sent and received a month were over 73 million and 140 million respectively in 2004 (Wong 2004). So, it is reasonable to say that virtually every credit card holder can be reached by mobile phone (Chiu et al. 2003), especially through SMS, which is robust and therefore ideal for double confirmation of credit card payments. When one receives such an alert message but actually has not been requesting for payment, one can realize the security threat to the credit card information and can then report this through the customer service call center. As such, loss can be prevented with this additional service and additional exception handling (Hung & Chiu 2004) processes (such as crime report and card cancellation) can be carried out. 
Further with the increasing support of program-to-program interactions through SOA, the NCCPS can make use of the advantages of this platform and act as an agent to communicate among all business partners involved. The NCCPS can provide Application Programming Interface (API) to enhance the credit card payment process through Web services, shielding the communication and process complexity of the banks and mobile service providers. Thus, the SOA provides a more suitable platform than traditional ways, such as Electronic Data Interchange (EDI) (Nevalainen 2003).
The rest of this paper is organized as follows. Section 2 introduces the background and the related work. Section 3 discusses an overview of the requirements for the NCCPS. Section 4 presents the conceptual model for the alert and the payment process. Section 5 describes the design of the system and security based on Web services, illustrating how the main payment notification process is automated. Section 6 summarizes the paper highlighting the advantage of our approach and giving directions of our future work.
Background and Related work
Electronic commerce (E-commerce) is having a profound effect on the way that people live and work. The Internet offers a convenient means for e-commerce activities as transactions can be conducted almost anywhere and anytime. E-commerce can occur at any stage of the supply chain, within an organization, between businesses, and between businesses and consumers. The major barrier for the wider adoption of e-commerce is on the concerns about security and the protection of personal data when transactions are conducted over the Internet (Mercuri 2006). The presence of supporting infrastructures is extremely important to address the identities of the parties involved, the integrity and confidentiality of the information transmitted, and the non-repudiation and legal status of the electronic transactions.
Business-to-Consumer (B2C) is an important type of E-Commerce. Businesses provide consumers with online shopping through Internet, allowing consumers to shop and pay their bills online. These types of services save time for both retailers and consumers. Credit cards are often the preferred method of payment for online purchase. Banks or credit card service providers provide web merchants with a payment processing service to do the credit card online payment. Web merchants first need to open an account with banks that can handle online credit card transactions. Once the merchant accounts and software are ready, online business with credit card payment can be started. 
Secure sockets layer (SSL) is commonly used to encrypt credit card transactions between a merchant website and a consumer (Loeb 1988). This prevents any intrepid cyber criminal from stealing the customer’s credit card account number. Secure Electronic Transactions (SET) (Loeb 1988) is a standard for performing credit transaction over the Internet developed by MasterCard and Visa (two biggest credit card systems). Figure 1 shows the structure of SET for credit card online payment. SET is an application-layer security mechanism, consisting of a set of protocols to protect credit card transaction on the Internet. The task of translating from the SET request format to the format used by acquiring banks is done by the SET payment gateway. These gateways are either run by companies contracted by the acquiring banks to do so on their behalf (most likely), or by the acquiring banks themselves. Identity verification of buyers, merchants, and acquiring banks is not handled by a centralized server. SET uses a system of electronic certificates (e-Cert) for party verification. E-Certs are issued by a trusted certificate authority, which can vouch that the party presenting a digital signature is who they say they are. The certificate shows that the signature has been proven to belong to the party in question. These certificates are passed between the payment gateway software of the customer, merchant, and acquirer to prove that each entity involved in the transaction is who they claim to be. An example scenario for the participants of Figure 1 is the following. A credit card holder which has already has been provided with a certificate visits a website and orders a product. The Merchant respond by sending its certificate which it has received from the certificate authority. The Cardholder can then consult the certificate authority to verify that the Merchant is who he/she says he/she is. 
[image: image1.png]Merchant

Cardholder

Certificate
Authority

|

Acquirer Payment
Gateway





Figure 1: SET participants
The Service Oriented Architecture (SOA) (Weerawarana et al. 2005) is suitable for cross-organizational collaboration in a highly dynamic environment as it supports just-in-time integration, encapsulation and true interoperability. This allows the implementations to be neutral to programming languages and communication mechanisms. The SOA consists of three major entities: Web services requestor, provider, and broker. A Web services provider is the person or organization that provides an appropriate Web service for a particular business purpose. The Web Services Description Language (WSDL) is used to describe the technical details of Web services such as what operations are supported. A Web services provider may publish the WSDL document to a Web services broker, via Universal Description, Discovery and Integration (UDDI) registries. A requestor can then make use of the provider’s Web service for achieving its business need. 

Simple Object Access Protocol (SOAP) messages are used both by services requestors to invoke Web services and by Web services to answer to the request. Different systems interact with the Web service in a manner prescribed by its description using SOAP messages. 
So, the SOA provides a new interoperable platform for Internet applications. These applications offer self-contained and self-describing services that can be published, located, and invoked across the Internet. Once a Web service is deployed, other applications as well as Web services can discover and invoke the Web services. 

Mobile network operators allow registered customers to send SMS by accessing to its SMS center (SMSC) through the Internet. Common protocols supported by SMSC (Longueuil 2002) include HTTP/HTTPS, SMTP, FTP, XML, etc. The operator also provides a set of commands used under a certain protocol, which is now extended to support a Web service interface. In this paper, the NCCPS provides Web services to work as agents to do the request of credit card online payment to banks. Merchants can get this service easily by searching within the UDDI provided by bank’s Web services broker. NCCPS sends the payment result back to Merchant through Web services. Web services are also involved in the AMS to perform the double confirmation or alert for credit card online payment. 
Although there are many existing methods to protect the credit card online transaction, billions of US dollars are still lost annually worldwide due to credit card crimes. Stealing or hijacking of the Internet identity (such as passwords) of another person is still a common way to get the information for unauthorized online payment (Mercuri 2006). So, this paper proposes an alert mechanism to be added in the credit card online payment process to reduce such loss. Our earlier work on Alert Management Systems (AMS) (Chiu et al. 2004; Kafeza et al. 2004) helps to manage urgent processes by setting different considerations like waiting time and service time, as well as event handling, data integration, and process integration.
Requirements Overview
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Figure 2: Parties of Notified Credit Card Payment System

The NCCPS uses Web services under the SOA platform for the process and information integration. Different parties are connected to the system through the Internet, as summarized in Figure 2. Their roles and requirements are as follows:

Bank receives requests of credit card payments from Merchants through the NCCPS and completes the payment transactions. For each request, the NCCPS gets the cardholder’s mobile number from the bank and sends a SMS message to the cardholder for double confirmation. After the NCCPS gets a confirmation response from the customer, it requests the bank to complete the payment transaction. After this, it replies the Merchant about the completion of the payment.

Merchant requests credit card payment to banks through the NCCPS when a customer makes a purchase via credit card. After Merchant receives the response of completed transaction, it can deliver the product or provide services. 
Mobile service provider helps to send and receive SMS messages for the NCCPS. After a customer replies the SMS, the mobile service provider forwards the confirmation message to the NCCPS.
Customer visits Merchant websites and possibly purchases by credit card. He/she provides his/her credit number and/or other required information as a response to the SMS message for confirmation.
A customer service call center could handle the reports of exceptions. When a customer receives an SMS message without having made any purchase, he/she can phone the call center to report and clarify the situation. Customer may request to cancel the payment or even a card replacement as a remedy. This can also be reported to the police if necessary. 
All these parties connect to the NCCPS through the Internet with wired or wireless connections. Such communication requires an open platform through Web services. All parties want their systems to be mutually interoperable in a secure manner. They can form a service grid. Service requests involve process requests (such as product purchase) and data requests (such as for customer information). With this double confirmation mechanism, the NCCPS can provide a higher level of security in credit card online payment. 
We began our study by collecting the objectives and requirements of various partners. This motivated our design framework with an AMS that is robust, efficient, and cost effective to improve and manage the communication. Based on these objectives, detailed requirements were formulated into an alert conceptual model. Then we sketched overall system architecture for NCCPS, with focus on the AMS design. We then worked out the detailed mechanisms for each components of the system. In the design, we also focused on flexibility so that alert management policies could be adapted to handle various customer situations.

Alert Conceptual Model 
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Figure 3: UML Class Diagram for alerts in NCCPS
Based on the requirements discussed in the previous section, we design a unified alert mechanism for process request. Figure 3 depicts our alert conceptual model in Unified Modeling Language (UML) Class Diagram (OMG 2001). When a workflow requires an external process request, the AMS generates an AMS task to monitor the enactment of the request. The AMS task is a confirmation task. This task is generated for double confirmation request. Confirmation alert is generated for notifying the customer about the payment. 
The AMS task generates alerts that are routed to one service provider (Confirmation WS Provider). A confirmation alert sends the confirmation information to the corresponding customer. Besides confirmation information, an alert has an urgency level, which could be a function of time. Normally when not responded, the AMS increases the alert urgency with time. 
A response is a service providers’ reply of an alert, indicating that the service provider may confirm or reject the request. For short enquiries to service provider, the service provider may finish the request and respond with the required results right away. If more time is required, it replies with a confirm response to reflect the customer’s commitment to the request. The Confirmation WS Provider could reject the request when it receives a message from the customer who finally rejects the payment transaction or terminates the transaction to stop the illegal payment. On the other hand, the AMS needs to deal with those alerts that are not responded by the deadline. This is because as long as an alert is not responded, the validity of the payment request cannot be ensured.
Figure 4 further summarizes the conceptual architecture of alerts. The essence of alerts is to capture urgency requirements, as required by confirmation systems or workflows. It should also be noted that exceptions are subclasses of events. Exceptions often, but need not always, have urgency implications. Opposed to general events, alerts have much more specific attributes, in particular, urgency and service requirements. In contrast to exceptions, alerts need not be related to abnormal behaviors. That means, alerts can be (i) triggered asynchronously to handle an event or exception, or (ii) generated synchronously to satisfy the process requirement. Alerts received by a service provider have to be handled by either (i) rejecting the service or (ii) its internal confirmation system. 
	Confirmation Systems and Workflows 

	Event/Exception Handling
	Process Requirements

	Alerts Managed by AMS 

	Web Services and Mobile Devices


Figure 4: The role of alerts in information system
System Design and Implementation

In this section, we first present our overall system architecture for the NCCPS, and then detail the mechanism of the AMS, which supports credit card payment alerts and/or confirmations. We also outline the Web Services definition required by the system for inter-party interactions. 
System Architecture
Figure 5 shows the deployment architecture of our NCCPS. To integrate the NCCPS with the customer service call center, we use an Alert Management System (AMS). The NCCPS and AMS communicate by using Web services through the Internet with banks, merchants, and mobile service providers. As the AMS only manages the alert, domain-specific application logic is required for a complete system. When process services are required, the application logic generates alerts with the necessary specification to the AMS. Any subsequent processing that depends on the result of the external service has to wait until it finishes (as signaled by the AMS); otherwise the workflow can continue. The application logic is triggered by the Process Execution Module of the AMS to carry out timely appropriate actions in response to corresponding alert events. In addition, the application logic supports an administrative Web front-end for the administrators or Call Center. 
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Figure 5: System architecture Deployment diagram of the whole system

To extend the availability for users on different platforms, the eXtensible Stylesheet Language (XSL) technology is employed (Lin & Chlamtac 2000). For example, different Hypertext Markup Language (HTML) outputs are generated for Web browsers on PDAs, while WAP Markup Language (WML) outputs are generated for mobile phones. We can then build an alert response form for customer through SMS and WAP on a mobile phone and a PDA browser, respectively. Figure 6 illustrates a sample alert confirmation interface for a customer through SMS on a mobile phone.

[image: image5]
Figure 6: Sample alert confirmation user interface for a customer

AMS Mechanisms 
Figure 7 shows the AMS mechanism. The AMS is used to both receive and submit alerts (confirmation messages) (Chiu et al. 2004; Kafeza et al. 2004). Once the AMS receives an Incoming Alert, the Incoming Alert Monitor is responsible for receiving and queuing alerts and enacting the corresponding services. The Process and Alert Definition module supports a tool with which users may define the tasks and their associated alerts according to the AMS model. Thus, incoming alerts received as requests to a Web service, SMS messages, or via a web interface, can trigger the appropriate alert handlers in the application logic. 
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Figure 7: AMS mechanism
The Outgoing Alert Monitor subsystem is responsible for creating and submitting the alerts by sending requests to the corresponding service providers, and monitoring their responses. In our NCCPS, the confirmation alert triggers a request to the confirmation Web service. As for confirmation, it communicates with customers via SMS or WAP through mobile service providers. 
Inside the Outgoing Alert Monitor, the Urgencies Strategy Definition module specifies the policies that will be followed if the alert is not acknowledged within the deadline. The Service Provider Monitoring module is responsible for applying the strategies defined at the urgencies strategy definition. Its functions include sending alert messages, receiving responses, maintaining alert status, and logging information. For every response message received, it updates the status information of the associated alert. It tags that the alert has been “taken care of”. The confirmation responses can be from the call center or mobile service provider, the first response that confirms is assigned to the task while the others will be ignored instead. If no response is received after the deadline, it sends a cancel response to the payment request. 

Web services Design for AMS

An alert to confirmation service provider can be requested through the Web service requestAlert. The requestor includes parameters encapsulating the requirements and description of the alert. In response, the customer sends a message through the mobile service provider indicating that the request is confirmed or rejected (due to lost card or account being stolen). The customer can phone the call center to report about a lost card or stolen account. This is relayed to the NCCPS by calling the service cancel Alert.
Service Name: requestAlert

Input: AlertID, AlertMessage, MerchantID, CustomerMobileNumber, Roles, ResponseRequired (YES|NO), Deadline)

Response: AlertID, MerchantID, CustomerMobileNumber, Ack (Confirmed | Reject), ResponseMessage, AlertReceiptTime
Service Name: CancelAlert 

Input: AlertID, MerchantID, CustomerMobileNumber Response: Ack (Confirmed|Rejected| Lost)

Main Notification Process to be Automated
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Figure 8: Main Notification Process in UML activity diagram
The NCCPS is integrated into the Credit Card Online Payment System with alerts via Web services. The NCCPS provides a unified Web service for Merchants to request for credit card payment, instead of using different protocols developed by different banks. The NCCPS finds the corresponding bank that the credit card belongs to. It then sends the payment request as well as requesting for the cardholder’s mobile number. For identifying the NCCPS, a special security key is attached in the soap message. If the credit card is valid, the bank replies a confirmation with the mobile number. Another service helps to find the mobile service provider that the mobile number belongs to. Using the mobile service provider that corresponds to the mobile number is generally cheaper and more efficient. Then, the AMS sends the alert message to the corresponding customer through the mobile service provider with a Web service call. 

When the AMS receives the response or the deadline is expired, the AMS returns the result to the confirmation Web service, which in turn sends the payment accept or reject request to the bank by a Web service call. The bank then returns the result of the transaction to the NCCPS, so that the NCCPS forwards the result to the Merchant via another Web services invocation. 
Figure 8 depicts the main NCCPS process with a typical life cycle of a confirmation alert in UML activity diagram. All processing and messaging for an alert are logged for auditing purposes (“Log alert” node). The entire log is saved in a Log database. Then the information about the product and mobile number is gathered (“Get product information and mobile number” node). After that, the corresponding mobile service provider is retrieved from the database (“Find mobile service provider” node). Then the alert is sent to the costumer. Finally the confirmation result is checked. If the response is not received before the deadline, the payment is canceled.

Web services Design for NCCPS
Merchants can request credit card payment from the NCCPS via the Web service requestPaymentAgent. The amount of payment and credit card information is encrypted so that only the NCCPS can read it. The NCCPS requests credit card payment from the bank by first getting the cardholder’s mobile number through the Web service requestMobileNo. After obtaining the mobile number, the execution goes to the AMS side. Then, after the alert response is received, the NCCPS tells the bank whether the transaction should continue or not through the Web service completeTransaction. The response about the payment result from completeTransaction is returned via requestPaymentAgent back to the Merchant. The specifications of these Web services are summarized as follows.
Service Name: requestPaymentAgent
Input: MerchantID, CustomerID, CustomerCreditCardInfo, ProductInfo, AmountPayment, ResponseRequired (YES|NO))

Response: MerchantID, CustomerID, TransactionResult (Completed | Incomplete), ResponseMessage
Service Name: requestMobileNo
Input: MerchantID, CustomerID, CustomerCreditCardInfo, AmountPayment, ResponseRequired (YES|NO))

Response: MerchantID, CustomerID, CustomerMobileNumber
Service Name: completeTransaction
Input: MerchantID, CustomerID, ConfirmationResult (Confirmed| Rejected), ResponseRequired (YES|NO))

Response: MerchantID, CustomerID, TransactionResult (Completed| Incomplete), ResponseMessage
Exception Handling
Lost Card - When a customer reports a lost credit card or illegal usage by replying the confirmation message through the wireless Internet or calling the customer service call center, the NCCPS informs the Bank about this incident. The bank first locks this customer’s credit card account. Another notification message is sent to customer to report about this action. The NCCPS may also report this credit card crime to Police for a record.  The NCCPS reports to the Bank about the lost card or stolen account through the Web service reportLost. After the Bank locks the account, the NCCPS sends a message to the customer. The NCCPS can also call the Web service reportCrime to report this to the Police.
Service Name: reportLost
Input: LostID, CustomerID, CustomerInfo, ResponseRequired (YES|NO))

Response: LostID, CustomerID, AccountLock (Yes | No)
Service Name: reportCrime
Input: CrimeID, CrimeMessage, CustomerInfo, ResponseRequired (YES|NO))

Response: CrimeID, Received(Yes | No)

Credit Limit - When the customer’s credit limit is exceeded, the bank reports the credit card transaction is incomplete with this issue in ResponseMessage through response of Web service completeTransaction. Then, the NCCPS informs the customer about the incomplete transaction via a message.

Security

As the process integration is performed through Web services, security is an important issue during the information transmission. For example, if a payment request is stopped by unauthorized persons, this may also cause loss. We apply the IBM Web service security (WS-security) (Rosenberg & Remy 2004) for protecting the SOAP message. It is to attaches a signature and encryption information together with the security tokens to SOAP messages. WS-security describes enhancements to SOAP messaging to provide protection through message integrity, message confidentiality, and single message authentication. WS-security is also designed to transmit security data from one application to another application in a SOAP header.
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Figure 9: The structure of security Tokens
A security token represents a collection of claims and a signed Security Token is a security token that is asserted and cryptographically endorsed by a specific authority (e.g., a X.509 certificate or a Kerberos ticket). Figure 9 describes the structure of a Security Token.
Protecting the message content from being intercepted (confidentiality) or illegally modified (integrity) are the primary security concerns. This specification provides a means to protect a message by encrypting and/or digitally signing a SOAP body, a SOAP header, an attachment, or any combination of them (or parts of them).
Message integrity is provided by leveraging XML Signature in conjunction with security tokens to ensure that messages are transmitted without modifications. The integrity mechanisms are designed to support multiple signatures, potentially by multiple actors, and to be extensible to support additional signature formats.

Message confidentiality leverages XML Encryption in conjunction with security tokens to keep portions of a SOAP message confidential. The encryption mechanisms are designed to support additional encryption processes and operations by multiple actors.

The <Security> header block is used to carry a signature compliant with the XML Signature specification within a SOAP Envelope for the purpose of signing one or more elements in the SOAP Envelope. Multiple signature entries may be added into a single SOAP Envelope within the <Security> header block. Senders should take care to sign all important elements of the message, but care must be taken in creating a policy that will not sign parts of the message that might legitimately be altered in transit.

Discussion and Summary 

This paper has presented a case study of e-Commerce integration of a Notified Credit Card Payment System (NCCPS). In our case study, we show how to use an alert mechanism on a SOA platform to integrate a secure credit card online payment notification system. The NCCPS further integrates with the customer service call center with the same platform. The main motivation of the NCCPS is to further enhance the integration and security of the current credit card online payment process. We explain the significance of our approach and how various technologies help.
First, let us summarize the process enhancement of our approach over traditional ones. One way to reduce the customers’ risks is to set various limits to transaction amount such as Internet transaction limit, daily transaction limit, transaction limit to each merchant, etc. However, this cannot actively prevent against frauds, but just reduce the amount of loss upon frauds. Another common way is that card centers call and remind the customer after some suspicious or major transactions has already been occurred. As the transaction has already been approved, this cannot prevent frauds either.
Our approach is to provide instant notification and interactive double confirmation to the customer, which actively prevents frauds. If such service were to be initiated manually through customer call centers, the problem would not just be the costs but also the time delay when a large number of confirmation requests are pending. In case a customer cannot reply through a device, he/she can confirm the payment by phoning to call center as fallback. In addition, a customer can phone the call center and report about an unauthorized payment. A new credit card can then be issued to the customer to prevent further illegal payment. All payment transactions going through the NCCPS and AMS help reinforce privacy and security, because the information is sent directly to the relevant parties in a secure manner, minimizing intermediate human involvement (not just for speed and accuracy). With the increasing demand of credit card online payment, our proposed NCCPS is expected to be particularly useful. This is because the number of credit card online crime is increasing as well. 
Next, the employment of process management concepts and technologies help to enhance the payment process in a number of ways. This facilitates the dynamic integration among business parties involved such as credit card companies, banks, communication service provides, and the customers. It also supports the flexibility of the processes, especially for exception handling.  Further enhancement and modification of the processes (such as crime report and insurance claims) can also be accommodated under this framework with relative ease. We can observe that the desirable features provided by process management are also applicable to a wide range of other business processes because they are becoming more and more complex and volatile under the fast evolution of the global business environment.
As for the main technical advantage of the SOA, it provides a unified platform for the integration of autonomous business partners with well-managed interfaces. Although financial institutions may have already been connected by older technologies like EDI, the accommodation of other business parties in expanding the scope of business integration is essential to provide better services to customers. Different parties with existing systems built with different languages under different platforms can now communicate effectively with Web service standards under the SOA. In addition, front-ends can be built to accommodate for not just programmatic interactions but also human interactions through various mobile devices. We can observe that this approach is gradually being adopted in a wide range of businesses and applications because of the cost effectiveness as well as the improved services provided.

Another advantage of the SOA together with process management is that such payment enhancement can be shielded from the merchant side, as the payment notification is implemented as a sub-process of the payment service. In particular, the AMS automates the required communications for customer confirmation messages. The AMS further keeps track of such alerts and therefore monitors the call center and mobile service provider processes, in order to make sure that the response is received on time. So, our design can reuse existing design and software as much as possible. At the same time, the AMS is an existing prototype that is a lightweight, highly coherent, and loosely coupled module for process integration under time constraints (Chiu et al. 2004). 
Overall, our approach aims at providing instant notifications and interactions with customers for confirmation purposes. This is applicable to other types of online transactions, personal appointments, and other personalized information services that individual customers consider important. This is also in line with the general trend of providing more personalized services to customers for the purpose of customer relationship management. However, appropriate personalization is a key success factor of this notification approach, otherwise too many confirmation messages will overwhelm a user. This is one of our research directions, especially, the use of agent technologies on the customer side as personal assistant (Chiu et al. 2006). Another limitation of such an approach is privacy issues, which are also in our research agenda (Hung et al. 2007).
Our future work also includes the detailed performance evaluation of the system as well as how to further increase the security and ease of use the credit card online payment. We shall also evaluate the satisfaction of all parties by using the questionnaires. Also, other payment methods can be integrated in this NCCPS to increase the functions of the system. This system can be expanded by phases to a General Notified Payment System (GNPS). 
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