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The scope of the discussion is vast In order to guide our discussion, I propose herewith a discussion paper were I tried to organize a first list of topics the group should address. 

The document is structured as a topic list, not by order of importance, and is intended as a guide for our discussions, so please feel to use it, update it, critic it, amend, change or delete, so that we can have an agreed topic list. The topic list can be increased as required.

I would suggest that we use this document as the backbone for our discussions and improve it “au fur et a measure” of our discussions.  Any contribution should be addressed to a topic of this list and reference it.

1 Definition of electronic commerce

1.1
Statement of the problem

The group should develop a working definition of Electronic commerce for use within CEFACT.

1.2
Supporting material

The following can be considered as supporting material.

Nicholas Negroponte, Being Digital: “Modern international trade is less and less about atoms crossing national borders: more and more, it is about bits flowing from one point of the planet to another.”

Intangible nature of goods and services

A key aspect of electronic commerce is that it is also about commerce of intangible goods such as music, software etc. which can be distributed electronically.

Intangible transactions blur many of the existing distinctions between domestic and foreign business and between on-shore and off-shore transactions. It can be very difficult to define the location at which a transaction actually takes place and hence the jurisdiction to which it may subject.

Still there are difficulties with tangible goods: when the purchasing part of the transaction is completed, one of the weakest links is the physical delivery infrastructure. (But this can also be a problem for intangible goods)

Role of the NET in electronic commerce – or a perfect market

Further, the Internet lacks the clear and fixed geographic lines of transit that historically have characterized the physical trade of goods. Thus, while it remains possible to administer tariffs for products ordered over the Internet but ultimately delivered via surface or air transport, the structure of the Internet makes it difficult to do so when the product or service is delivered electronically. (US Framework for electronic commerce – Clinton)

Internet technology is having a profound effect on the global trade in services. World trade involving computer software, entertainment products (motion pictures, videos, games, sound recordings), information services (databases, online newspapers), technical information, product licenses, financial services, and professional services (businesses and technical consulting, accounting, architectural design, legal advice, travel services, etc.) has grown rapidly in the past decade, now accounting for well over $40 billion of U.S. exports alone. (Clinton)

A definition:

“It refers to all forms of commercial transactions involving both organisations and individuals that are based upon electronic processing and transmission of data, including text, sound and visual images. It also refers to the effects that the electronic exchange of commercial information may have on the institutions and processes that support and govern commercial activities.”

European Initiative in Electronic Commerce: “For traditional electronic commerce the network is a means to move data: For Internet electronic commerce, the network is the market.”

1.3
resolution 

1.4
Deliverable

A working definition

role of governments

2.1
Statement of the problem

What is the role/contribution of government representatives within CEFACT in respect to EC and the linkage with the private sector?

2.2
Supporting material

The following can be considered as supporting material.

The Private Sector should lead

Innovation, expansion of services and participants, and lower prices will depend upon the  Internet remaining a market-driven arena, not one that operates as a regulated industry. 

Avoid restrictions on regulation, procedures, new taxes and tariffs; since this is going to limit the availability of goods and to raise the prices of products of products and services

 Where Government involvement is needed, it should focus on protecting customers from fraudulent sales, protecting intellectual property from piracy, protecting privacy, ensuring competition , fostering disclosure and creating simple means for resolving disputes.

 Governments should support the efforts of private sector organizations go develop mechanism to facilitate the successful operation on the Internet.

The private sector has played a pioneer role in the process leading to landmark global agreements, such as the Information Technology Agreement (ITA) and the mutual Recognition Agreements on conformity assessment (MRAs) 

What can government do to promote Electronic Commerce?

a)
Direct Promotion:

(Through applications of Electronic Commerce principles in government administration  and procurement and in the provision of public services.)

b)
Facilitation: 

(Of the development of Electronic Commerce through the provision of a legal, regulatory and infra structural environment that encourages the development of Electronic Commerce.

In Countries where the private sector has already taken a lead in EC government can support these initiatives by providing a supportive legal and regulatory environment and by ensuring that government administration practices are sensitive to the characteristics of the electronic market-place.

Governments should be encouraged to take a creative role in promoting EC. 

Generally, most of the legal and regulatory mechanisms currently being applied by government to commercial activity were conceived in an era before the advent of advanced electronic communication systems.  (Most of them are national orientated)

  Opening up services still in the monopoly area

 Removing non-commercial political burdens and budgetary constraints imposed on telecommunications operators

Setting clear timetables and dead lines for the implementation of practical measures to achieve these goals

Promoting public awareness. Particular attention should be paid to the small and medium sized business sector, public administration and the younger generation

High telecommunication tariffs, that have long been a major stumbling block of electronic commerce in Europe, have to be reduced. (According to “A European Initiative in Electronic Commerce”)

2.3
resolution 

2.4 Deliverable

2 comparison of President clinton’s july 97 memorandum on EC to UN/ECE/TRADE 210 annex – work program activities

3.1
Statement of the problem

How does CEFACT work program and setting compare with the Memorandum for the heads of executive departments and agencies of the US? 

3.2
Supporting material

The following can be considered as supporting material.

Three documents are provided for your consideration:

· UN/ECE/TRADE 210 Annex (210A)

· Comparison 1 as established by T. Wheel (Comp1)

· Comparison 2 which is a slight modification in the presentation of comparison 1 trying to show the scope by CEFACT working groups (comp2)

3.3
resolution

3.4
deliverable

A final comparison table.

customs and taxation

4.1 Statement of the problem

Does CEFACT have a role in the debate about the role of customs and taxes?

4.2 Supporting material

Taxation:
A tax regime employed has to be workable and non-discriminatory. (Some firms could get  unfair disadvantages by operating form tax havens. 

There are two tax related taxation scenarios:

a) related to tangible goods, ordered by electronic means 

b) related to intangible goods

a) is easy, e.g. at the point of entry but b) the problem of “who gets taxed where” occurs; but even here various technologies are under development (IBM “cryptolope” concept)

One high-profile proposal is to tax not the product or the service, but rather tax the transmission of data involved. In theory the “bit-tax” could eliminate most of the tax advantages of off-shore operations.  (The idea has already attracted attention in the EU)

However there are many problems with the “bit tax” proposal. Volumes of traffic cannot be accurately measured, rendering the bit tax easy to circumvent technologically. Data might be measured at its source - not during flow.

The main problem is, which state, if any, is entitled to tax the goods and services sold?

Customs and taxation (Clinton Framework)

For over 50 years, nations have negotiated tariff reductions because they have recognized that the economies and citizens of all Nations benefit from freer trade. Given this recognition, and because the Internet is truly a global medium, it makes little sense to introduce tariffs on goods and services delivered over the Internet. 

Further, the Internet lacks the clear and fixed geographic lines of transit that historically have characterized the physical trade of goods. Thus, while it remains possible to administer tariffs for products ordered over the Internet but ultimately delivered via surface or air transport, the structure of the Internet makes it difficult to do so when the product or service is delivered electronically. 

Nevertheless, many nations are looking for new sources of revenue, and may seek to levy tariffs on global electronic commerce. 

Therefore, the United States will advocate in the World Trade Organization (WTO) and other appropriate international for a that the Internet be declared a tariff-free environment whenever it is used to deliver products or services. This principle should be established quickly before nations impose tariffs and before vested interests form to protect those tariffs. 

In addition, the United States believes that no new taxes should be imposed on Internet commerce. The taxation of commerce conducted over the Internet should be consistent with the established principles of international taxation, should avoid inconsistent national tax jurisdictions and double taxation, and should be simple to administer and easy to understand. 

Any taxation of Internet sales should follow these principles: 

     It should neither distort nor hinder commerce. No tax system should discriminate among types of commerce, nor should

     it create incentives that will change the nature or location of transactions. 

     The system should be simple and transparent. It should be capable of capturing the overwhelming majority of appropriate revenues, be easy to implement, and minimize burdensome record keeping and costs for all parties. 

     The system should be able to accommodate tax systems used by the United States and our international partners today. 

Wherever feasible, we should look to existing taxation concepts and principles to achieve these goals. 

Any such taxation system will have to accomplish these goals in the context of the Internet's special characteristics – the potential anonymity of buyer and seller, the capacity for multiple small transactions, and the difficulty of associating online activities with physically defined locations. 

To achieve global consensus on this approach, the United States, through the Treasury Department, is participating in discussions on the taxation of electronic commerce through the Organization for Economic Cooperation and Development (OECD), the primary forum for cooperation in international taxation. 

The Administration is also concerned about possible moves by state and local tax authorities to target electronic commerce and Internet access. The uncertainties associated with such taxes and the inconsistencies among them could stifle the development of Internet commerce.

4.3
resolution

4.4
deliverable

electronic payments and finance

2.1 Statement of the problem

What is the role/contribution of CEFACT in this field?

2.2 Supporting material

Clinton Framework

At this early stage in the development of electronic payment systems, the commercial and technological environment is changing rapidly. It would be hard to develop policy that is both timely and appropriate. For these reasons, inflexible and highly prescriptive regulations and rules are inappropriate and potentially harmful. Rather, in the near term, case-by-case monitoring of electronic payment experiments is preferred. 

From a longer term perspective, however, the marketplace and industry self-regulation alone may not fully address all issues. For example, government action may be necessary to ensure the safety and soundness of electronic payment systems, to protect consumers, or to respond to important law enforcement objectives. 

Payment systems

So called “cybercash”, “digital cash”  or “e-cash” is already beginning to appear. This will be necessary for the security of electronic settlement systems to be assured so that buyers and sellers will have confidence in them.   All payment systems involve costs that need to be recovered in some way if the system is to be sustainable. New methods will be necessary to meet the costs of payment items. “Electronic purse” services are already available that lower the administration costs of processing small electronic payments.

Digital cash in particular suffers from infrastructure problems because, while its intended to be the digital equivalent of real cash, each bank issues its own electronic cash tokens that are not compatible with systems used by other banks. 

This will remain a problem for consumer-to-business commerce for the next few years at least, but it won’t necessarily be a problem for business-to-business commerce. EDI is a standardized way of transferring purchasing and financial information, 


But: No current system offers complete anonymity.

A merger between Mastercard and Mondex International (an electronic purse company using the digital cash system) will change things a lot: combining the cash and credit card system.

The leading institutions in cyber-payment schemes are not the international financial institutions  but small and new companies, like: CyberCash, DigiCash, First Virtual or NetBill. CompuServe and Prodigy are already helping banks to move branch customers online.

Examples :(=Claudio Sepulveda-Schulz, Challenges of New Electronic Payment Standards)

(1) First Virtual Holding Inc.:

They invented a fast and simple Internet-payment scheme.

a) you open an account with this “bank”

b) transactions are confirmed via e-mail

c) the charges are summed up in the consumer’s virtual account

d) later you are billed for all the charges accumulated, in the same way as with credit card 

billing systems.

So, no credit card numbers are recorded and no encryption has to be made. 

(2) DigiCash BV:

have a new system of low-cost chips (in partnership with MasterCard) for Smart Cards, 
in order to make them securer. This card conforms to MasterCard standards as well as to  Visa standards. This system, like others does not require a third party (= an intermediary between the payer and the payee) 

(3) NetBill

Offers an electronic and encrypted payment scheme for selling goods and services securely over the Internet through NetBill accounts. NetBill acts as a third party t provide authentication, account management, transaction processing, billing and reporting services for network users; ensuring their protection. A pre-commercial trial for NetBill is being developed by VISA and Carnegie Mellon University.

(4) Ecash:

combines the privacy of paper cash, still achieving high security through public key cryptography technology (licensed from RSA Data Security Inc)

a) first you have an Ecash account at a digital bank on the Internet.

b) when desiring a purchase, the clients PC calculates the number of electronic coins being needed; and gives them a distinctive serial number along with a blinding factor.

c) then they are sent to a bank, the bank encodes the blinded numbers and debits the clients account for the same amount.

d) the coins are sent back to the user who takes out the blinding factor introduced.  The 
serial numbers and their bank signatures are now digital coins. (Their value is guaranteed 
by the  bank)

Ecash system secures a one-sided anonymity and still guarantees privacy because the bank cannot trace back purchases

Smart Cards:
Pre-paid or stored-value cards are currently in use for public telephones, tollbooths and mass transit systems in the United States and Overseas. The real impact on electronic commerce will come with the development with the “Smart Card” that include an embedded microprocessor.  (These cards will be used for Internet based purchases, or for electronic purchases for everyday purchases) The customer’s purchases are deducted from  the customer’s computer card.

In particular this “smart card” can be expected to attain capacities that will turn it into much more than a global payment tool. The ad hoc meeting of industrial experts, on meeting in February 1996, prophesies the smart card to be a pass for entry into physical and electronically locations or to be a substitute for all types of tickets.

A major effort is the CAFE project, involving the European Commission, DigiCash, Siemens, Ingenico and other European companies. Their goal is to use smart card technology to provide a means for representing the European currency unit (ECU) as a common medium of exchange throughout Europe.

Electronic Cheques:

yet existing paper Cheques are being “electronified”:

It is initiated electronically, using digital signatures and public key technology for signing and endorsing as well as digital certificates to authenticate the payer and the banks.

The great thing about this electronic cheques is that they can combine other financial payment instruments. (E.g.: electronic charge card slips, traveler cheques, certified cheques...)

The first electronic cheque transmission through Internet was demonstrated in 1996 by FTSC (=Financial Services Technology Consortium), including Bank of America, Citibank, IBM Cooperation and Sun Micro Systems

According to the OECD future studies, the uses of electronic payments (digital cash, electronic fund transfer, ecash) could result in an increased velocity of money flow in the national economy, more expensive goods and services, increased economic growth and dramatically reduced interest differentials in the money market.

SET:      

SET is the international protocol, which involves creation of digital “certificates” verifying the identity of a seller and buyer before an on-line payment transaction is initiated. An airline ticket has been ordered for the first time on a Danish account from  Norwegian airline, Braathens SAFE.  

5.3
resolution

5.4
deliverable

3 business models

3.1 statement of the problem

Does CEFACT have a contribution or role in this area? 

6.2
Supporting material

Clinton framework

Parties should be able to enter into legitimate agreements to buy and sell products and services across the Internet with minimal government involvement or intervention. Unnecessary regulation of commercial activities will distort development of the electronic marketplace by decreasing the supply and raising the cost of products and services for consumers the world over.

Business models must evolve rapidly to keep pace with the break-neck speed of change in the technology; government attempts to regulate are likely to be outmoded by the time they are finally enacted, especially to the extent such regulations are technology-specific. 

Accordingly, governments should refrain from imposing new and unnecessary regulations, bureaucratic procedures, or taxes and tariffs on commercial activities that take place via the Internet.

6.3
resolution

6.4
deliverable

standardization

3.2 Statement of the problem

CEFACT has a good cooperation with ISO. What about our links to ITU and IETF? None or should we establish and how?

3.3 Supporting material

“ Many vendors feel that standards groups like the ITU, IEEE and IEFT take too long to prepare and to approve standards.” (Electronic Commerce, Microsoft Press, by David Kosiur)

Most of the Open System Interconnection (OSI)standards which deal with the physical linkage of machines will not affect us, nor will the various standards that apply to networking. The standards that will concern us the most are those regulating how information is packaged or enveloped for transmission. Electronic Commerce deals with data, which has firstly to be addressed so that it can be read by the intended recipient only. Secondly, for many Electronic Commerce applications (such as EDI) the data has to be structured so that it can be interpreted by applications on receipt.

A major impact is that tasks which were typically assigned to well-trained staff are now performed by individual users which require that the business rules need to be standardized in order to be executed and enforced by automated systems.

 Reduction of transaction costs generated by the business processes can be achieved by simplifying and streamlining business processes and information flows.

Generated by the information exchange, it can be achieved by securing coherence and consistency between engineering and commerce data, especially between STEP, Plib, UN/EDIFACT and SGML. It should be done by cooperating with ISO and ITU, recognising that this work has broad application in the areas beyond commerce.

 The interoperability across the product life cycle, throughout the business process and the supply chain can be secured by standardizing the basic building blocks of information which are the data elements. By providing a data dictionary which spans all relevant applications it supports the data harmonisation and makes data definition independent from processes.

 Multilingual approach: In order to achieve truly global electronic commerce, the approach should be multilingual and the resulting single set of standards and practices should be developed in support of a multilingual environment.

 Standards will be needed in such areas as:

* Electronic payments

* Security (confidentiality, authentication, data integrity, access control, non-repudiation)

* Security services infrastructure (e.g. public key certificate authorities)

* Electronic copyright management systems

* Electronic catalogues

* Video and data-conferencing

*High-speed network technologies (e.g. Asynchronous Transfer Mode, SONET)

* Digital object and data interchange

Internet Standards:

FTP - File Transfer Protocol. For the transfer of text and binary files.

HTML - Hypertext Markup language. Formats for hypertext files as used on the World 
Wide Web

HTTP - Hypertext Transfer Protocol. For data access of HTML formatted data.

MIME - Multipurpose Internet Mail Extensions. Provides facilities to allow multiple 
objects in a single message.

NNTP - News Network Transfer protocol. For the transmission of news amongst the Internet community.

SMTP - Simple Mail Transfer Protocol. Protocol for sending E-Mail messages between Internet and Servers.

TCP-IP - Transmission Control Protocol/Internet Protocol. A host-to-host protocol between hosts in packet-switched computer communication networks.

The IEFT (=Internet Engineering Task Force) has guided a number of important protocols through the standards process to encourage their implementation on the internet.

7.3
resolution

7.4
deliverable

EDI –what does it mean for EC?

What is the role/future developments of EDI in relation to EC? What should be CEFACT’s strategy if any? What is the role of API (Application Program Interface) for future EDI?

3.4 Statement of the problem

EDI is the “backbone” of Electronic Commerce:

The Essence of EDI simply is that data can be transferred form one applicant to another in a structured manner.

Placing orders the suppliers can receive the orders already in a structured way - so they can immediately be processed by a computer application. (Ecommerce will only be significant for business-to-business when EDI is an integral part of it.

There is no owner of the Net   no guarantee that message sent via the Net actually arrives; for important business documents this guarantee is needed; a VANS (=value added network)  provider can make a “Service Level Agreement” with the users, taking the responsibility to deliver all messages securely, completely and in time! This is also a juridical question.

EDI is formally defined as “electronic transfer between computers of commercial or administrative transactions using an agreed standard to structure the transaction of message data. Through EDI electronically formatted transactional data (e.g. orders, shipping, notices, payments, and invoices) can be transmitted between organisations, given an agreed-upon standard to structure the data. According to The Fisher Centre “Financial EDI over the Internet: A case Study”, 5% of all transaction are currently done through EDI (number expected to rise in the future)

The focus of trade facilitation on the technical and normative aspects of making trade data interchange a reality on a global scale is highlighted by the international EDI standard, developed by ECE, termed UN/EDIFACT and its associated body, CEFACT. EDI is founded on the same common principle as traditional data interchange methods, namely that data interchange is effected through a commonly agreed framework of communication between two or more parties.

The main impetus driving the demand for a universal EDI standard has been the revolution in transport networks. (=various network channels through which EDI transactions are sent and received) Three main types of networks exist, namely private networks, value-added networks (VANs) and the internet.

The Internet offers a low-cost alternative to using a value added network (VAN) for transmitting EDI data. By itself, this won’t make EDI more appealing to smaller businesses, because they would still need to integrate EDI data with their international systems, but it will help to further the acceptance of EDI.

EDI and Electronic Commerce:

By  lowering transaction costs and increasing coordination efficiency, the development and diffusion of EDI in coming years will universalize electronic commerce and promote global sourcing.

Apart from a rapid transmission of messages, the automatic processing of these messages by the communicating parties amounts to the most important feature. 

UN/EDIFACT as an International EDI Standard

The number of actors involved and their complex interactions make the achievement of global IT standards through consensus and cooperation extremely difficult. 

French Comments on document TRADE/CEFACT/GE.1/1977/3, UN/EDIFACT - Future Strategy and organisation and on the AC.1 ‘’Reference guide to the next generation of UN/EDIFACT’’

UN/EDIFACT can only continue to exist if existing processes are actively and aggressively improved.

Is X12 a technical barrier to trade?

In the US a parallel standard developed, called X.12 (set up in 1979 under the ANSI) This ANSI X.12 became the reference adopted by many industries in the US. Globally X.12 and UN/EDIFACT began to merge and still does it today. The developers of EDIFACT  are involved in a process which, through constant engineering and reengineering, aims at integrating existing standards into a functional framework for EDIFACT which will be both attentive to user requirements and interests as well as focusing on the global level.

Strategy of Microsoft

Mircosoft (along with other companies) consider EDI as an old and cumbersome technology that they would like to replace. However, they still recognize its usefulness for linking applications. A study be the Gardner group “do not expect SAP and Microsoft alliance to replace EDI until at least 2003”.

Technology evolution

10 years ago, EDI was interconnecting enterprise IT systems which were build according 1 (mainframe with terminals) and 2 (client/servers with SQL) tiers models. Since then two trends have developed independently and are now converging into a single one:

     -      migration   of   enterprises  systems   towards   3   tiers  architectures (data bases, business services, presentation), with  distributed   computing  technology  enabling  the   geographical  distribution  of the services (see for example, Tuxedo,  OSF/DCE,  Corba,.);

     -     Internet development which is now as well setting  the  pace  for intranet;

In both threads, there is a progressive migration from  asynchronous protocols (at application level) toward synchronous ones, diluting the boundaries between batch and interactive. 

Objects are now everywhere and are here to stay thanks to Java. 

In a 3 tiers architecture, EDI takes place between services of the second tier (hub to hub, hub to spoke) or between services of the second tier and presentation of the 3 tier (hub to spoke). But the same service interconnection can take place natively on the middleware technology supporting this 3 tiers architecture. So where is the place left for EDI in this picture?
Building on the UNTDID

It is commonly agreed today that the strength of UN/EDIFACT is the semantic nuggets buried in the TDID and not the syntax. Just consider the business expertise which has been invested in the building up of the TDID over the last 20 or so JRTs: it counts in 100 men.years, not even taking into account the investment at regional level. It is likely that the expertise invested for the syntax is only counted in 1 or 10 men.year units! This comparison underlines where is the real value of the UN/EDIFACT process: business semantic description.

The ISO initiative on CALS (HLSGC) further identified  that in an extended electronic enterprise, it is no longer possible to draw a clear and unambiguous distinction between the different classes of data, since the same information is often used within, or to link different business functions.  In order to support interoperability, there is a clear need to establish a set of  information and its fixed relationships which can be shared between different functions without leading to inconsistency.

This information will need to be carefully structured to facilitate the identification and use of information objects which can be shared and exchanged between multiple functions and processes.

How should UN/EDIFACT build on its existing know-how? An possible answer could be as follows:

     UN/EDIFACT must re focus its attention on the business semantic harmonisation. The TDID should be re-casted in an abstract notation which is likely to support mappings onto known and future syntax's used for transferring information between parties across telecommunication links. But the current situation is not a green field. To migrate to a syntax independent representation of the TDID, the UN/EDIFACT process should first screen the TDID to collect all its imbedded semantic nuggets and then recast them into the abstract notation chosen. The UN/EDIFACT process should  then maintain the TDID new look in the same way as of today and promote it actively.

8.2
Supporting material

8.3
resolution

8.4
deliverable

what happens to countries not being on the highway or what happens to SMEs?

9.1
Statement of the problem

9.2
Supporting material

9.3
resolution

9.4
deliverable

legal issues

10.1
Statement of the problem

10.2
Supporting material

10.3
resolution

10.4
deliverable

4 security issues

11.1
Statement of the problem

11.2
Supporting material

11.3
resolution

11.4
deliverable


� OECD: Opportunities and Challenges for Government


� The successful payment was a result of co-operation between Europay Norway, IBM, 


Braathens SAFE and Pengeinstitutternes BetalingsSystemer (PBS), the Danish Payment System. Service will be generally available in September.





