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                                            Unit 1

Task1. Read and translate the text.

                         Text 1A. Data Theft: How Big a Problem?
     Data theft is, quite simply, the unauthorized copying or removal of confidential information from a business or other large enterprise. It can take the form of ID-related theft or the theft of a company’s proprietary information or intellectual property. 
     ID-related data theft occurs when customer records are stolen or illegally copied. The information stolen typically includes customers’ names, addresses, phone numbers, usernames, passwords and PINs, account and credit card numbers, and, in some instances, Social Security numbers. When transmitted or sold to lower-level criminals, this information can be used to commit all manner of identity fraud. A single data theft can affect large numbers of individual victims. 
     Non-ID data theft occurs when an employee makes one or more copies of a company’s confidential information, and then uses that information either for his own personal use or transmits that information to a competitor for the competitor’s use. However it’s done, this is a theft of the business’ intellectual property, every bit as harmful as a theft of money or equipment. A company’s confidential information includes its employee records, contracts with other firms, financial reports, marketing plans, new product specifications, and so on. Imagine you’re a competitor who gets hold of a company’s plans for an upcoming product launch; with knowledge beforehand, you can create your own counter-launch to blunt the impact of the other company’s new product. A little inside information can be extremely valuable—and damaging for the company from which it was stolen. 

     Data theft can be a virtual theft (hacking into a company’s systems and transmitting stolen data over the Internet) or, more often, a physical theft (stealing the data tapes or discs). In many ways, it’s easier for a thief to physically steal a company’s data than it is to hack into the company’s network for the same purpose. Most companies give a lot of attention to Internet-based security, but less attention is typically paid to the individuals who have physical access to the same information. 

     One would expect data theft to be somewhat widespread. And it probably is—if we truly knew all the numbers. The problem with trying to size the data theft issue is twofold. First, many companies do not report data theft to the police or do not publicize such thefts; they’re trying to avoid bad publicity. And even when data theft is reported, the dollar impact of such theft is difficult to ascertain.  

     Whichever number is correct, that’s a lot of stolen data. Add to that the immeasurable cost of intellectual property data theft, and you get a sense of the size of the problem—it’s big and it’s getting bigger. 
Unfortunately, there’s little you as an individual can do to prevent data theft; the onus is all on the company holding the data. You could reduce your risk by limiting the number of companies with which you do business, but that may not be practical. Being alert is your only defense against this type of large-scale theft. 
Task 2. Give definitions to the following word combinations:

Data theft, ID-related data theft, non-ID data theft, virtual theft, physical theft, company’s confidential information.

 Task 3. A. Translate the following words with negative prefixes:
Unauthorized, illegally, immeasurable, unfortunately.
B. Make the words negative with the help of prefixes and translate them:
un-             reliable, able, pleasant, intentionally, likely, suspecting, wanted, questionable;
in-              visible, dependent, accurate, compatible, adequate, appropriate;

im-              possible, perfect, proper, mobile;

ir-                regular, rational, resistible, responsible;

mis-            lead, understand, pronounce, print, direction;
anti-            virus, spyware, glare;

dis-              continue, appear, connect, advantage, agreement.
Task 4. Find in the text English equivalents for the following word combinations:

Интеллектуальная собственность; в некоторых случаях; информация может быть чрезвычайно ценной;  во многом; с той же целью; уделять большое внимание; меньше внимания уделяется; это довольно широко распространено; пытаться избежать дурной славы; проблема в два раза серьезнее; во-первых; трудно установить;  к сожалению; предотвратить кражу информации; вся ответственность лежит на компании; быть осторожным.
Task 5. Answer the questions:
1. Why is it easier for a thief to physically steal a company’s data than to hack into the company’s network?

2. How widespread is the data theft problem?
3. How do thieves steal corporate data?

4. What happens to the stolen data?

5. What can you do to prevent data theft?

Task 6. Speak about the data theft problem.
Task 7. Translate the following sentences paying attention to the underlined words:

1. The malicious code problem will continue to grow as the Internet grows.
2. As cyber criminals get smarter and smarter, staying one step ahead of emerging security threats is getting harder and harder.

3. As you might guess from the name, the decryption key is different from the encryption key.
4. The threat has grown to the point where using a password as the sole form of authentication provides you with almost no protection at all.
5. Most folks devise simple passwords, such as the names of their pets or the names of their favorite sports teams.
6. Unfortunately, the cost per defect number is just as easy to misuse as it is powerful when properly used.
7. As a result, phishing has become big business, and very profitable for attackers with little fear of being caught for their crimes.

8. While new security technologies and products are developed in order to meet the changing needs, the bad guys are coming up with new technologies and strategies as well. As has been said many times, there is no silver bullet in the security world.

9. Over time, the threats have grown in both number and complexity, while the timeframe for response has been shortened dramatically.
10. Failure is the only thing one can achieve without effort.

Task 8. Read and translate the text.

                         Text 1B. What is Malicious Code?
     Malicious code is any code added, changed, or removed from a software system in order to intentionally cause harm or subvert the intended function of the system. Though the problem of malicious code has a long history, a number of recent, widely publicized attacks and certain economic trends suggest that malicious code is rapidly becoming a critical problem for industry, government, and individuals.

     Traditional examples of malicious code include viruses, worms, Trojan Horses, and attack scripts, while more modern examples include Java attack applets and dangerous ActiveX controls.

     Viruses are pieces of malicious code that attach to host programs and propagate when an infected program is executed. 

     Worms are particular to networked computers. Instead of attaching themselves to a host program, worms carry out programmed attacks to jump from machine to machine across the network.

     Trojan Horses, like viruses, hide malicious intent inside a host program that appears to do something useful (e.g., a program that captures passwords by masquerading as the login daemon.) 

     Attack scripts are programs written by experts that exploit security weaknesses, usually across the network, to carry out an attack.   Attack scripts exploiting buffer overflows by "smashing the stack" are the most commonly encountered variety.

     Java attack applets are programs embedded in Web pages that achieve foothold through a Web browser. 

     Dangerous ActiveX controls are program components that allow a   malicious   code fragment to control applications or the operating system.

     Recently, the distinctions between malicious code categories have been bleeding together, and so classification has become difficult.

     Any computing system is susceptible to malicious code. 

     The growing connectivity of computers through the Internet has increased both the number of attack vectors, and the ease with which an attack can be made. More and more computers, ranging from home PCs to systems that control critical infrastructures (e.g., the power grid), are being connected to the Internet. Furthermore, people, businesses, and governments are increasingly dependent upon network-enabled communication such as e-mail or Web pages provided by information systems. Unfortunately, as these systems are connected to the Internet, they become vulnerable to attacks from distant sources. Put simply, it is no longer the case that an attacker needs physical access to a system to install or propagate malicious code.

      A second trend that has enabled widespread propagation of malicious code is the size and complexity of modern information systems. Complex devices, by their very nature, introduce the risk that malicious functionality may be added (either during creation or afterwards) that extends the original device past its primary intended design. An unfortunate side effect of inherent complexity is that it allows malicious subsystems to remain invisible to unsuspecting users until it is too late. 

     A third trend enabling malicious code is the degree to which systems have become extensible. From an economic standpoint, extensible systems are attractive because they provide flexible interfaces that can be adapted through new components. Unfortunately, the very nature of extensible systems makes it hard to prevent malicious code from slipping in as an unwanted extension. 

Task 9. Find in the text English equivalents for the following words and word combinations:

Причинить вред; намеренно; несмотря на; недавно; кроме того; к сожалению; больше не; вместо; например; различия между категориями; становиться уязвимым; широкое распространение; сложность современных систем; побочный эффект; оставаться невидимым для доверчивого пользователя; слишком поздно; с экономической точки зрения.

Task 10. Complete the table:

	        Noun
	      Verb                                                       
	  Adjective

	access
	      -
	        -

	action
	       -
	        -

	-
	    apply
	        -

	-
	    assess
	        -

	-
	       -
	behavioral

	-
	       -
	computational

	-
	  depend
	         -

	harm
	       -
	        -

	-
	 perform
	        -

	protection
	       -
	        -

	-
	       -
	strong


Task 11. Answer the questions:

1. What is malicious code?

2. What are traditional examples of malicious code? Give examples of more modern malicious code.

3. What are the key trends that are making malicious code a critical national problem?

4. What is an unfortunate side effect of inherent complexity of modern information systems?

5. What are the advantages and disadvantages of extensible systems?

Task 12. Read and translate the text.

                  Text 1C. Defense against Malicious Code
     Creating malicious code is not hard. In fact, it is as simple as writing a program or downloading and configuring a set of easily customized components. It is becoming increasingly easy to hide ill-intentioned code inside otherwise innocuous objects, including Web pages and e-mail messages. This makes detecting and stopping malicious code before it can do any damage extremely hard.

     To make matters worse, our traditional tools for ensuring the security and integrity of hosts have not kept pace with the ever-changing suite of applications. For example, traditional security mechanisms for access control reside within an operating system kernel and protect relatively primitive objects (e.g., files); but increasingly, attacks such as the Melissa virus happen at the application level where the kernel has no opportunity to intervene.

     In general, when a computational agent arrives at a host, there are four approaches that the host can take to protect itself:

1. Analyze the code and reject it if there is the potential that executing it will cause harm.
2. Rewrite the code before executing it so that it can do no harm.
3. Monitor the code while its executing and stop it before it does harm, or
4. Audit the code during executing and take policing action if it did some harm.
     Analysis includes simple techniques, such as scanning a file and rejecting it if it contains any known virus, as well as more sophisticated techniques from compilers, such as dataflow analysis, that can determine previously unseen malicious code. Analysis can also be used to find bugs (e.g., potential buffer overruns) that malicious code can use to gain a foothold in a system. However, static analysis is necessarily limited, because determining if code will misbehave is as hard as the halting problem. Consequently, any analysis will either be too conservative (and reject some perfectly good code) or too permissive (and let some bad code in) or more likely, both. Furthermore, software engineers working on their own systems often neglect to apply any bug-finding analyses. 

     Code rewriting is a less pervasive approach to the problem, but may become more important. With this approach, a rewriting tool inserts extra code to perform dynamic checks that ensure bad things cannot happen. 

     Monitoring programs, using a reference monitor, is the traditional approach used to ensure programs don’t do anything bad. For instance, an operating system uses the page-translation hardware to monitor the set of addresses that an application attempts to read, write, or execute. If the application attempts to access memory outside of its address space, then the kernel takes action (e.g., by signaling a segmentation fault.) 

     If malicious code does damage, recovery is only possible if the damage can be properly assessed and addressed. Creating an audit trail that captures program behavior is an essential step.  Several program auditing tools are commercially available.

     Each of the basic approaches, analysis, rewriting, monitoring, and auditing, has its strengths and weaknesses, but fortunately, these approaches are not mutually exclusive and may be used in concert. 

Task 13. Find in the text English equivalents for the following words and word combinations:

На самом деле; так же просто, как; так же сложно, как; в противном случае; в довершение всего; не отставать от чего-либо; вообще; более сложные методы; следовательно; слишком нестрогий; более вероятно; часто забывают использовать;  менее распространенный метод; например; важный этап; каждый метод имеет свои сильные стороны и недостатки; не являются несовместимыми.

Task 14. Answer the questions:

1. What makes detecting and stopping malicious code extremely hard?

2. Do the defenses keep pace with the ever-changing suite of applications?  Give examples.
3. What are the main methods to protect the host?
4. What are the strengths and weaknesses of each of the basic approaches?
Task 15. Speak about the malicious code problem and main approaches to dealing with it.
                                    Essential Vocabulary
alert a                            бдительный, настороже. осторожный
ascertain v                     устанавливать, выяснять

assess v                         определять, оценивать
audit v                           проверять
blunt v                           ослабить
capture v                        захватывать, перехватывать; собирать
defense n                        защита
exploit v                         использовать в своих интересах

fault n                             повреждение, ошибка
fraud n                            обман, мошенничество
halting problem              проблема остановки
harm n                             вред, ущерб

hide v                              скрывать, прятать
impact  n                          воздействие, влияние    
inherent a                        присущий, свойственный

innocuous a                     безвредный, безобидный

integrity n                        целостность, сохранность

intent n                             намерение, цель

intervene v                      помешать, вмешиваться

kernel n                            ядро
malicious a                      враждебный, злонамеренный

masquerade v                  выдавать себя за к-л; нелегально проникать

neglect v                         пренебрегать

overflow n                      переполнение

overrun n                        перегрузка, переполнение

pervasive a                      всеобъемлющий, распространенный

property n                       собственность

propagate v                     распространяться, передаваться           
proprietary a                  частный, патентованный, оригинальный       
recovery n                      восстановление, исправление

reject v                           отказывать, отбрасывать   
slip v                              проскользнуть, вкрасться
steal v                            красть
subvert v                        нарушать, разрушать

susceptible a                   восприимчивый, поддающийся

theft n                             воровство, кража
thief n                             вор

twofold  a                      двукратный, удвоенный
victim n                         жертва
vulnerable a                  уязвимый
                                                Unit 2
Task 1. Read and translate the text.

   Text 2 A. Authentication, Authorization, and Accounting 
     Whether a security system serves the purposes of information asset protection or provides for general security outside the scope of IT, it is common to have three main security processes working together to provide access to assets in a controlled manner. These processes are: authentication, authorization, and accounting.
Identification and Authentication
The process of authentication is often considered to consist of two distinct phases: (1) identification and (2) (actual) authentication. 

Identification provides user identity to the security system. This identity is typically provided in the form of a user ID. The security system will typically search through all the abstract objects that it knows about and find the specific one for the privileges of which the actual user is currently applying. Once this is complete, the user has been identified. 

Authentication is the process of validating user identity. The fact that the user claims to be represented by a specific abstract object (identified by its user ID) does not necessarily mean that this is true. To ascertain that an actual user can be mapped to a specific abstract user object in the system, and therefore be granted user rights and permissions specific to the abstract user object, the user must provide evidence to prove his identity to the system. Authentication is the process of ascertaining claimed user identity by verifying user-provided evidence. 

 The evidence provided by a user in the process of user authentication is called a credential. Different systems may require different types of credentials to ascertain user identity, and may even require more than one credential. In computer systems, the credential very often takes the form of a user password, which is a secret known only to the individual and the system. Credentials may take other forms, however, including PIN numbers, certificates, tickets, etc. 

 User identification and authentication are typically the responsibility of the operating system. Before being allowed to create even a single process on a computer, the individual must authenticate to the operating system. Applications and services may or may not honor authentication provided by the operating system, and may or may not require additional authentication upon access to them. 

There are typically three components involved in the process of user authentication: 
Supplicant: The party in the authentication process that will provide its identity, and evidence for it, and as a result will be authenticated. This party may also be referred to as the authenticating user, or the client. 

Authenticator: The party in the authentication process that is providing resources to the client (the supplicant) and needs to ascertain user identity to authorize and audit user access to resources. The authenticator can also be referred to as the server. 

Security authority/database: A storage or mechanism to check user credentials. This can be as simple as a flat file, or a server on the network providing for centralized user authentication, or a set of distributed authentication servers that provide for user authentication within the enterprise or on the Internet. 

  In a simple scenario, the supplicant, authenticator, and security database may reside on the same computer. It is also possible and somewhat common for network applications to have the supplicant on one computer and the authenticator and security database collocated on another computer. It is also possible to have the three components geographically distributed on multiple computers. 

  It is important to understand that the three parties can communicate independently with one another. Depending on the authentication mechanism used, some of the communication channels might not be used - at least not by an actual dialogue over the network. The type of communication and whether or not it is used depends on the authentication mechanism and the model of trust that it implements. 
Authorization
     Authorization is the process of determining whether an already identified and authenticated user is allowed to access information resources in a specific way. Authorization is often the responsibility of the service providing access to a resource. 
Before authorization takes place, the user must be identified and authenticated. Authorization relies on identification information to maintain access control lists for each service. 

User Logon Process
     Authentication and authorization work very closely together, and it is often difficult to distinguish where authentication finishes and where authorization starts. In theory, authentication is only supposed to ascertain the identity of the user. Authorization, on the other hand, is only responsible for determining whether or not the user should be allowed access. 

     To provide for the logical interdependence between authentication and authorization, operating systems and applications typically implement the so-called user logon process (or login process, also sign-in process). The logon process provides for user identification; it initiates an authentication dialogue between the user and the system, and generates an operating system or application-specific structure for the user, referred to as an access token. This access token is then attached to every process launched by the user, and is used in the process of authorization to determine whether the user has or has not been granted access. The access token structure sits in between user authentication and authorization. The access token contains user authorization information but this information is typically provided as part of the user identification and authentication process. 

     The logon process can also perform non-security-related tasks. For instance, the process can set up the user work environment by applying specific settings and user preferences at the time of logon. 

Accounting
     Users are responsible for their actions in a computer system. Users can be authorized to access a resource; and if they access it, the operating system or application needs to provide an audit trail that gives historical data on when and how a user accessed a resource. On the other hand, if a user tries to access a resource and is not allowed to do so, an audit trail is still required to determine an attempt to violate system authorization and, in some cases, authentication policies. 

     Accounting is the process of maintaining an audit trail for user actions on the system. Accounting may be useful from a security perspective to determine authorized or unauthorized actions; it may also provide information for successful and unsuccessful authentication to the system. 

     Accounting should be provided, regardless of whether or not successful authentication or authorization has already taken place. A user may or may not have been able to authenticate to the system, and accounting should provide an audit trail of both successful and unsuccessful attempts. 

     Furthermore, if a user has managed to authenticate successfully and tries to access a resource, both successful and unsuccessful attempts should be monitored by the system; access attempts and their status should appear in the audit trail files. If authorization to access a resource was successful, the user ID of the user who accessed the resource should be provided in the audit trail to allow system administrators to track access. 
Task 2. Find in the text English equivalents for the following words and word combinations:
Защита информационных ресурсов; обеспечить доступ к ресурсам; система защиты; пользователь должен представить доказательства; доказать подлинность; проверить имя пользователя и пароль; персональный идентификационный номер; обязанность операционной системы; важно понимать; в зависимости от; независимо друг от друга; по крайней мере; до того как произойдет авторизация; полагаться на; часто сложно различить; с другой стороны; так называемый процесс регистрации пользователя; называемый маркером доступа; определить был ли пользователю разрешен доступ; выполнять задачи не связанные с системой защиты; попытка проникнуть в систему; в некоторых случаях; полезный с точки зрения безопасности; не взирая на; как успешные, так и безуспешные попытки; отслеживать доступ.

Task 3. Translate the following derivative groups:
depend, dependent, dependence, interdependence;

distinguish, distinguishable, distinguished;

identities, identical, identify, identification;

prefer, preferable, preferably, preference;

responsible, responsibly, responsibility;

secure, security;

set, settings;

success, successful, successfully, unsuccessful;

use, user, useful, useless.

Task 4. Complete the sentences giving definitions to:

1. Authentication is often considered to consist of …

2. Identification provides …
3. Authorization is …
4. Accounting is sometimes referred to as …
5. Supplicant is the party …
6. Authenticator is …
7. Credential is …
8. A user password is …
Task 5. Decide whether the following statements are true or false in relation to the information in the text. If you feel a statement is false, change it to make it true:

1. User identity is typically provided in the form of a user ID.

2. Different systems may require different types of credentials to ascertain user identity.

3. In computer systems, the credential always takes the form of a user password.

4. There are typically two components involved in the process of user authentication.

5. The authenticator can also be referred to as the client.

6. The supplicant, authenticator, and security database reside on the same computer.
Task 6. Answer the questions:
1. What does authorization rely on?

2. What is the difference between authentication and authorization?

3. What does the access token contain?

4. What tasks does the logon process perform?

5. What information does an audit trail contain?

Task 7. Speak about three main security processes and the relationship between them.

Task 8. Translate the following sentences paying attention to the underlined words:

1. There are doubts about whether the system is safe.

2. It is difficult to establish whether this problem can be solved at all.

3. The results of the test are to be recorded whether successful or not.

4. Theft is theft, whether the target is money, jewels, or information.

5. If a user tries to access a file that resides on a file server, it will be the responsibility of the file service to determine whether the user will be allowed this type of access.

6. Whether you’re a beginner or an expert, you’ll learn something from the course.

7. Once operational requirements have been defined, the next step is to ensure that the SIM (Security Information Management) solution can support what will be needed today and tomorrow.

8. Once your password is no longer secret, it no longer protects access to your valuable information.

9. Keep a close watch on your credit reports and accounts for at least the next year after a problem has been resolved.

10. Cracking passwords is too large a topic for one article, but I can highlight at least a couple of methods.

11. For instance, using my e-mail address for the password might be a long password, but a fairly easy one to crack.

12. The key for any organization – regardless of its size or the industry in which it plays – is to implement a data protection program.

Task 9. Read and translate the text.

                     Text 2B. Understanding Denial of Service

     A denial-of-service attack is different in goal, form, and effect than most of the attacks that are launched at networks and computers. Most attackers involved in cybercrime seek to break into a system, extract its secrets, or fool it into providing a service that they should not be allowed to use. Attackers commonly try to steal credit card numbers or proprietary information, gain control of machines to install their software or save their data, deface Web pages, or alter important content on victim machines. Frequently, compromised machines are valued by attackers as resources that can be turned to whatever purpose they currently deem important.

     In DDoS attacks, breaking into a large number of computers and gaining malicious control of them is just the first step. The attacker then moves on to the DoS attack itself, which has a different goal—to prevent victim machines or networks from offering service to their legitimate users. No data is stolen, nothing is altered on the victim machines, and no unauthorized access occurs. The victim simply stops offering service to normal clients because it is preoccupied with handling the attack traffic. While no unauthorized access to the victim of the DDoS flood occurs, a large number of other hosts have previously been compromised and controlled by the attacker, who uses them as attack weapons. In most cases, this is unauthorized access, by the legal definition of that term.

     While the denial-of-service effect on the victim may sound relatively benign, especially when one considers that it usually lasts only as long as the attack is active, for many network users it can be devastating. Use of Internet services has become an important part of our daily lives. Following are some examples of the damaging effects of DoS attacks.

· Sites that offer services to users through online orders make money only when users can access those services. For example, a large book-selling site cannot sell books to its customers if they cannot browse the site's Web pages and order products online. A DoS attack on such sites means a severe loss of revenue for as long as the attack lasts. Prolonged or frequent attacks also inflict long-lasting damage to a site's reputation—customers who were unable to access the desired service are likely to take their business to the competition. Sites whose reputations were damaged may have trouble attracting new customers or investor funding in the future. 

· Large news sites and search engines are paid by marketers to present their advertisements to the public. The revenue depends on the number of users that view the site's Web page. A DoS attack on such a site means a direct loss of revenue from the marketers, and may have the long-lasting effect of driving the customers to more easily accessible sites. Loss of popularity translates to a direct loss of advertisers' business. 

· Numerous businesses have come to depend on the Internet for critical daily activities. A DoS attack may interrupt an important videoconference meeting or a large customer order. 

· The Internet is increasingly being used to facilitate management of public services, such as water, power, and sewage, and to deliver critical information for important activities, such as weather and traffic reports for docking ships. A DoS attack that disrupts these critical services will directly affect even people whose activities are not related to computers or the Internet. It may even endanger human lives. 

· A vast number of people use the Internet on a daily basis for entertainment or for communicating with friends and family. While a DoS attack that disrupts these activities may not cause them any serious damage, it is certainly an unpleasant experience that they wish to avoid. If such disruptions occur frequently, people are likely to stop using the Internet for these purposes, in favor of more reliable technologies. 

Task 10. A. Find in the text words which have the same or a similar meaning to the following:

To change, to happen, to consider, to cause, usually, often, aim, serious, now, extremely large, every day, problem.

B. Now find words that mean the opposite of:

Malicious, rare, short, able, authorized, same, illegal, gain, pleasant.
Task 11. Make adverbs from the following adjectives and translate them:

Intentional, frequent, direct, certain, wide, rapid, usual, common, recent, unfortunate, easy, extreme, relative, necessary, perfect, consequent, proper, previous, current, simple.

Task 12. Find in the text English equivalents for the following word combinations:    

Пытаться взломать систему; обманом заставить предоставить услуги; изменить важную информацию; цель, которую они в данный момент считают важной; в большинстве случаев; действие может казаться сравнительно безвредным;  стал важной частью нашей повседневной жизни; пользователи могут иметь доступ; серьезная потеря; длительные или частые атаки; прервать важную видеоконференцию; подвергать опасности жизнь людей; вызывать серьезные повреждения; для этих целей.

Task 13. Answer the questions:

1. What is the difference between a denial-of-service attack and most of the attacks that are launched at networks and computers?

2. What is the goal of DoS attacks?

3. Are DoS attacks a real threat to some Internet sites?

4. What is the effect of DoS attacks? Give examples.

Task 14. Read the text and decide on a suitable title for it:

                                               Text 2C.

     “Phishing” is a new term widely popularized in mainstream media in the second half of 2003.  Microsoft defines it as any type of attack that attempts to lure users to a fake Web site to enter in sensitive information that is then used for identity and banking theft. This normally occurs via an e-mail, directing users to a phishing Web site.
     Originally, phishers obtained passwords by tricking users into supplying the passwords in response to an e-mail request. Although this method is still prevalent today, with firms such as the major banks, eBay, and PayPal being among the largest targets, more complex and creative methods have been developed to attempt to fool the end user. These include such methods as directing users to fake Web sites that appear as if they are issued by the same company (i.e., eBay, Chase, U.S. Bank), man-in-the-middle proxies to capture data, Trojan-horse keyloggers, and screen captures. Phishing activity has been increasing dramatically over the past few years. 

     The United States leads as the country hosting the most phishing sites, with 24.27 per cent. The other top countries are China (17.23 per cent), Republic of Korea (11 per cent), and Canada, with 4.05 per cent. These statistics point out that this is a growing activity and increasingly used as a criminal activity to open an account, make an unauthorized transaction, obtain log-in credentials, or perform some other kind of identity theft. 

      A First Data survey in 2005 revealed that over 60 percent of online users had inadvertently visited a spoofed site. A Consumer Reports survey indicated that 30 per cent of users had reduced their overall use of the Internet and 25 per cent had discontinued online shopping. Where once there was trust in the major brands, as indicated earlier, this trust is eroding with respect to online transactions, in large part due to a lack of trust in Web sites and fear of identity theft. 

     Educating consumers about the dangers of phishing is a delicate balance. On the one hand, consumers need to be vigilant in not responding to e-mails with links to sites requesting their personal information; on the other hand, consumers should not be afraid to participate in online commerce and use e-mail wisely. Phishing has become so prevalent that the Federal Trade Commission (FTC) issued a consumer alert advising consumers how not to get hooked by a phishing scam. The key points from the FTC included the following: 

· If you get an e-mail or pop-up message that asks for personal or financial information, do not reply. And do not click on the link in the message, either. 

· Area codes can mislead (and may not be in your area due to Voice-over-IP technology). 

· Use antivirus and antispyware software, as well as a firewall, and update them all. 

· Do not e-mail personal or financial information. 

· Review credit card and bank account statements as soon as you receive them. 

· Be cautious about opening any attachment or downloading any file from e-mails. 

· Forward spam that is phishing for information to spam@uce.gov and to the bank or company that was impersonated with the e-mail. 

· If you believe you have been scammed, file a complaint at www.ftc.gov. 

     However, the entire burden cannot be on the consumer. There are multiple known delivery methods, attack vectors, and solutions to help minimize the risk. Organizations must be vigilant in their education of internal and external customers, the design of secure software, the maintenance of appropriate patch levels, and providing a phishing reporting and remediation capability and must remain continuously aware of the techniques and threats related to this type of attack. 

Task 15. These are answers to questions about the text. Write the questions:

1. Phishing is a variant of the word “fishing”, describing the use of sophisticated techniques to “fish” for sensitive information.

2. The United States, China, Republic of Korea, and Canada.

3. Via an e-mail, directing users to a phishing Web site.

4. Such methods as directing users to fake Web sites, man-in-the-middle proxies to capture data, Trojan-horse keyloggers, and screen captures.

5. Due to a lack of trust in Web sites and fear of identity theft.

6. Use antivirus and antispyware software.

                             Essential Vocabulary
access token                             маркер доступа 

alert n                                       уведомление, предупреждение

alter v                                       изменять

ascertain v                                установить, удостовериться
asset n                                       ресурс, имущество
audit n                                      проверка, ревизия
audit trail                                  контрольный журнал, файл регистрации сетевых 
                                                 событий
aware a                                    сознающий; знающий, осведомленный  

benign a                                   неопасный, безвредный

burden n                                   груз; бремя
capture v                                  захватывать, перехватывать; собирать

cautious a                                осторожный, предусмотрительный

collocate  v                              располагать
credentials n                            полномочия, имя пользователя и пароль

deem v                                    считать, думать

deface v                                  искажать, портить

denial of service                     отказ в обслуживании

devastating a                           разрушительный

disrupt v                                  разрывать, разрушать

distinguish v                           различать
erode v                                   подрывать
evidence n                             доказательство, основание
facilitate v                             содействовать, способствовать, облегчать

fake a                                    ложный, фиктивный
grant v                                   давать, предоставлять

hook v                                   ловить, поймать

inadvertently adv                  ненамеренно, неумышленно

inflict v                                 наносить, причинять

lack n                                    отсутствие, недостаток

legitimate a                           законный

lure v                                     завлекать, приманивать

malicious a                            враждебный, злонамеренный

preference n                          предпочтение, преимущество
responsibility n                     ответственность, обязанность
seek to do smth. (sought, sought)          пытаться что-либо сделать
scam n                                   афера, жульничество

spoof v                                  обманывать
trick into v                             обманом заставить что-либо сделать      

vigilant a                               бдительный
violate v                                нарушать
                                                Unit 3

Task 1. Read and translate the text.

Text 3A. Information Warfare

     In the past decade we have witnessed phenomenal growth in the capabilities of information management systems. National security implications of these capabilities are only now beginning to be understood by national leadership. There is no doubt IW is a concept the modern military officer should be familiar with, for advancements in computer technology have significant potential to dramatically change the face of military command and control.

     Information warfare is an orchestrated effort to achieve victory by subverting or neutralizing an enemy command and control (C2) system, while protecting use of C2 systems to coordinate the actions of friendly forces. A successful IW campaign seizes initiative from an enemy commander; the IW campaign allows allied forces to operate at a much higher tempo than an enemy can react to.

     The concept of an “OODA Loop” is often used to illustrate information warfare. OODA stands for the steps in a commander’s decision making cycle – Observe, Orient, Decide and Act. Based on the premise that information is a strategic asset, a portion of IW doctrine seeks to disrupt or deny access to information in order to seize initiative from an adversary. The other half of IW doctrine seeks to maintain the integrity of our information gathering and distribution infrastructure.

Applying Information Warfare

     Most modern political and military C2 systems are based on high speed communications and computers. It follows that this information infrastructure, also known as an “infosphere”, will be the arena in which information warfare is waged. Any system or person who participates in the C2 process will be a potential target in an IW campaign.

     An IW campaign will focus against the enemy infosphere. It will be necessary to isolate, identify and analyze each element of an enemy infosphere in order to determine portions which can affect the OODA loop’s size. Once these areas of the enemy infosphere are identified, an attack against critical nodes would deny access to information, destroy the information, or render it useless to the adversary forces. Even more damaging, information warriors could alter data in a network, causing the adversary to use false information in his decision making process and follow a game plan of the friendly commander’s design.

Fighting the Information War

     One development with implications for the military is the appearance of “hackers” and “phreakers” – persons who gain unauthorized access to computer and telephone systems, respectively. A computer network or telephone system is designed to transmit information. Much of that information will form an excellent intelligence picture of an adversary. Computer networks can be monitored through telephone modems, peripheral equipment, power lines, human agents and other means. If a system can be monitored remotely, it might also be accessed remotely. A program could be installed to record and relay computer access codes to a remote location. Employing computers as a weapon system will introduce a new glossary of terminology. Computer warfighting weapons can be divided into four categories: software, hardware, electromagnetic systems and other assets.

     Software consists of programs designed to collect information on, inhibit, alter, deny use of, or destroy the enemy infosphere. The examples of software warfighting assets have exotic, computer hacker names: “knowbot”, “demons”, “sniffers”, “viruses”, “Trojan horses”, “worms” or “logic bombs”.

     A KNOWBOT (knowledge robot) is a program which moves from machine to machine, possibly cloning itself. KNOWBOTs can communicate with one another, with various servers in a network, and with users. The KNOWBOT could even be programmed to relocate or erase itself to prevent discovery of espionage activity. KNOWBOTs could seek out, alter or destroy critical nodes of an enemy C2 system.

Demon. A program which, when introduced into a system, records all commands entered into the system. Similar to the demon is the “sniffer”. A sniffer records the first 128 bits of data on a given program. Logon information and passwords are usually contained in this portion of any data stream. Because they merely read and record data, such programs are very difficult to detect.

Virus. A program which, upon introduction, attaches itself to resident files or tables on a machine or network. The virus spreads itself to other files as it comes into contact with them. It may reproduce without doing any actual damage, or it may erase files via the file allocation table.
Trap Door. A back door into a system, written in by a programmer to bypass future security codes.

Trojan Horse. A code which remains hidden within a computer system or network until it emerges to perform a desired function. A Trojan Horse can authorize access to the system, alter, deny or destroy data, or slow down system function.

Worm. A nuisance file which grows within an information storage system. It can alter files, take up memory space, or displace and overwrite valuable information.

Logic Bomb. This instruction remains dormant until a pre-determined condition occurs. Logic bombs are usually undetectable before they are activated. The logic bomb can alter, deny or destroy data and inhibit system function.

Hardware. The primary purpose of a hardware asset is to bring software assets into contact with an enemy computer system. Any piece of equipment connected to a computer, be it a fiberoptic or telephone cable, facsimile machine or printer, is capable of transmitting information to that computer. Therefore it is a potential avenue for gaining access to the infosphere.

Electromagnetic Systems. Any mechanisms using the electromagnetic spectrum to subvert, disrupt or destroy enemy command and control are electromagnetic systems. Electromagnetic pulse simply shorts-out electronic equipment.

Other assets. This catch-all category makes an important point. Information warfare is not limited to electronic systems. Simply put, non-computer assets can compliment use of computer hardware and software assets, or can act unilaterally. Their goal is to achieve the desired effect upon the enemy C2 network in pursuit of strategic, operational or tactical objectives. Successful employment of IW assets could theoretically end a war before the first shot is fired.

     IW doctrine has significant implications for modern military theory. IW will focus on preventing the enemy soldier from talking to his commander. Without coordinated action, an enemy force becomes an unwieldy mob, and a battle devolves to a crowd-control issue. In the not too distant future, computer weapon systems will conduct “software strikes” against the enemy infosphere to disrupt command and control. Targets will be chosen for military, political or economic significance. IW opens new doors throughout the spectrum of conflict to achieve tactical, operational and strategic objectives.

     Information warfare is a concept which is only now beginning to make its way through governmental and military circles. The technology currently exists with which to conduct an IW campaign. National leaders must reflect on the implications of this new technology in order to develop coherent policy and rules of engagement.
Task 2. Answer the questions:

1. What does the text acquaint us with?

2. What is the concept of an “OODA Loop”?

3. How can the IW campaign be characterized?

4. What is a potential target of the IW campaign?

5. What are the main parts of IW doctrine?

6. What is predicted to be the most wide-spread fighting the IW?

7. How many categories can computer warfighting weapons be divided into? What are they?
Task 3. Render the text using the given phrases:

The text is devoted to …

The introductory part is concerned with …

It is shown that …

The problems of … are outlined.

The author stresses the importance of …

Special attention is paid to …

There are critical reviews on …

Recommendations for … are presented.

Conclusions regarding … are made.

Task 4. Read and translate the text.

Text 3B. Information Warfare: Its Application in Military and Civilian Contexts
     The lexicon of information warfare (IW), or cyberwar, to use a common variant, has been around for more than two decades, but for most of that time it has remained the preserve of the defense community. The privileging of military thinking is myopic. Information warfare concepts deserve to be liberated from their military associations and introduced into other discourse communities concerned with understanding the social consequences of pervasive computing. Already, the principles and practices of information warfare are being exhibited, more or less wittingly, in a variety of civilian contexts, and there are good grounds for assuming that this trend will intensify, causing potentially serious social problems and creating novel challenges for the criminal justice system. To paraphrase a well-worn cliché, information warfare is too important to be left to the military. 

     The term “information warfare” is still popularly associated with high-technology weapons and broadcast images of Cruise missiles seeking out Iraqi or other military targets with apparently unerring accuracy. The media’s early focus on smart bombs and intelligent battle systems masked the potentially deeper societal implications of virtual warfare strategies. That, however, is beginning to change, as journalists and pundits foreground computer hacking and data corruption as pivotal information warfare techniques. Simplifications and confusions notwithstanding, an axial assumption of information age warfare is that brains matter more than brawn. In tomorrow’s battlefield, be it military or civilian, information technology will act as a force multiplier. Traditional notions about the bases of superiority existing between attacker and target may thus require redefinition. 

     Pandemic access to digital networks creates a downward adjustment of established power differentials at all levels of society.

     The principles and practice of information warfare have potentially much wider implications for society at large in a networked age. We consider four spheres of activity in which information warfare may very soon become relatively commonplace: military, corporate/economic, community/social, and personal.

The Military Context

     The term “information warfare” is widely used within the defense community. Information warfare implies a range of measures or actions intended to protect, exploit, corrupt, deny, or destroy information or information resources in order to achieve a significant advantage, objective, or victory over an adversary. A typical goal of conventional warfare is to destroy or degrade the enemy’s physical resources, whereas the aim of IW is to target information assets and infrastructure, such that the resultant damage may not be immediately visible or detectable to the untrained eye. These strikes are called soft kills. In practical terms, cyberwarfare means infiltrating, degrading, or subverting the target’s information systems using logic bombs or computer viruses. But it also extends traditional notions of psychological warfare. An IW goal may be silent penetration of the target’s information and communications system in order to shape community perceptions, foster deception, or seed uncertainty. In the battle for hearts and minds, the control of broadcast technologies has been a prime objective. In one sense, nothing much has changed, but the picture has become more complicated with the emergence of the Internet and World Wide Web, which give voice to the most unlikely individuals and groups, their multidirectional communication properties affording access to audiences that, under monopolistic or oligopolistic broadcasting conditions, would have remained permanently out of reach. In the information age, the silent enemy can easily acquire a voice and quickly amplify its dissident message.

     Of course, IW constitutes a double-edged sword for information-intensive nations. The greater the military’s reliance on complex networks and smart weaponry, the greater is its potential vulnerability to stealth attack by materially much weaker enemies blessed with networking savvy, be they foreign agents or corrupted insiders. And it is this aspect of IW – resource asymmetricality – that has attracted so much attention among both military planners and media analysts and shifted much of the discussion from offensive to defensive information warfare strategy.

Corporate/Economic Information Warfare

     The similarities between the military and business world grow each day. Both involve competition between adversaries with various assets, motives, and goals. With the progressive globalization of trade and internationalization of business, the parallels will intensify. Business would thus seem to be an obvious site to appropriate the discourse of information warfare. Given the growing dependence of companies on sophisticated information systems, and, more particularly, the rapid growth of Web-based electronic commerce, it is reasonable to conclude that information warfare theory will soon establish a curricular foothold in leading business schools. In the age of economic and corporate information warfare, proactive intelligence management systems become essential requirements for high-performing companies.

Community/Social Information Warfare

     The rise of the networked society has resulted in an intensification of debate on a vast array of social issues. What makes distributed computing, or more specifically the Internet, so attractive to individuals or groups interested in having their opinions heard or waging word warfare with others is the lack of restraints. Gatekeeping, particularly in the public sphere, is not a new concept. Government control of the Internet, however, has not followed that of newspapers, radio, and television. Consequently, the Internet remains a communications arena where discourse, positive and negative, rational and irrational, flourishes freely. With the advent of the World Wide Web and graphical user interfaces or browsers such as Netscape, social and political activists have an even richer agora in which to debate, pontificate, or castigate. It is clear that delayering and disintermediation – the loss of intervening controls – have created a climate conductive to information warfare and cyber-terrorism.

Personal Information Warfare

     Ordinary citizens are vulnerable to various kinds of overt and covert attack by cyber-terrorists acting alone or in concert, whether the motivation is ostensibly ludic or demonstrably criminal. Hacker culture may dismiss electronic break-inns and impersonation as punkishly acceptable behaviors, but the victim will probably view matters differently. The sense of violation and loss of sanctuary can have long-lasting psychological effects. The reconstitution of trust and salvaging of reputations in the wake of virtual vilification campaigns will likely pose major challenges for targeted individuals and collectivities. As with military or business resources, an individual’s information assets and online identity are potentially highly degradable by a determined hacker – which isn’t to say that anything other than a minority of individuals will ever be targeted in systematic fashion by information warriors/terrorists. Ontological warfare is thus a novel option within the digital battle space.

     It’s clear that IW thinking need not be bounded by the discourse of the military community. The principles of information warfare and net terrorism are being instantiated in a diverse set of social contexts, though the range of motivations and practices varies greatly. Decoupled from their military roots, the language and principles of information warfare have enormously wide applicability. Internetworking technologies and emergence of complex computational communities provide the conditions to support multidimensional information warfare and net terrorism.

Task 5. Answer the questions:

1. How can IW concepts be defined?

2. Can you compare the typical goal of conventional warfare and the aim of IW?

3. Will high-performing companies be involved in economic and corporate information warfare?

4. What makes the Internet so attractive to individuals or groups interested in having their opinions heard or waging word warfare with others?

5. Ordinary citizens are vulnerable to various kinds of overt and covert attacks, aren’t they?

6. What provides the conditions to support multidimensional information warfare and net terrorism?

Task 6. Speak about the spheres of activity in which IW may become commonplace.
                                                  Special Terms:
adversary                                                      противник
allied forces                                                  союзники
assets                                                            активы, ресурсы
coherent policy and rules                             согласованная политика и правовые 
                                                                     нормы
defense community                                      службы безопасности

digital battle space                                        цифровая среда моделирования боевых 
                                                                      действий                                                 

electronic break-ins                                       электронные средства слежения

fighting the Information War                        приемы ведения информационной 
                                                                      войны

force multiplier                                             многократное усиление боеспособности

friendly forces                                               союзники
game plan                                                      план операции
human agent                                                  агент
information warfare                                      информационная война

intelligent battle system                                интеллектуальная боевая система 
                                                                      управления

knowbot                                                        программа глобального поиска

military planners                                           военные планирующие организации
multidimensional information warfare         многомерная информационная война

pervasive computing                                     распределенные вычисления

phreaker                                                         злоумышленник, взламывающий 
                                                                      телефонные сети

proactive intelligence management system   упреждающая система 
                                                                      интеллектуального  управления

satellite communities                                    спутниковые системы
soft killers                                                     способы уничтожения ПО
software strikes                                             активация атак с помощью ПО

unerring accuracy                                          точные координаты
