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Introduction

_____________________________________________________________
"If I am not doing anything wrong, why should I care if my employer or the government is reading my email, watching my internet use, and using video to keep me under surveillance?"

"Of course I Google him and check his Facebook /Myspace page before I go out with him! I don't want to go on a date with some creep!"

"I would categorize job applicants with data-mining tools. I want to be sure to hire the best employees!”

These paraphrased comments come from college seniors in an ethics seminar entitled "Ethics and Technology." They echo the sentiments of many students who live amidst a plethora of innovative and rapidly evolving technologies. It is remarkable that, although essentially impossible as little as ten years ago, these practices seem to have been accepted without any ethical concerns about privacy, accuracy, or fairness.  Many students are members of social networks that often contain what was once considered "private" information, they accept that corporations will monitor their workplace and personal behaviors, and that the government may be reading their email and assigning them "terrorist risk assessments." We each make daily moral decisions regarding our use of technologies but rarely are we asked to explain or justify those decisions from an ethical standpoint. The ethics of the technology used today remains unexamined by the majority of users. 


The speed of change in modern society has been likened to "a sports car with no lights, hurtling through the dark at a constantly accelerating speed. Most of the car’s passengers look rather dazed …. And no one in the car knows where the brake pedal is, if there even is one.”1 As dazed passengers, we realize that surveillance is ubiquitous, from government monitoring of phone calls, emails, and international travel patterns, to corporate monitoring of web-site visits, communications, physical location, and computer keystrokes.2 We accept genetic testing, DNA fingerprinting, modified foods, virtual worlds, and a barrage of technological advances, and only rarely step back to ask “does our ability to use these new technologies mean that we should use them?” The authors took the time to confront how new technologies are shaping the ethics of their age.


This book represents the efforts of a group of bright and talented students to analyze the ethics of the technologies that they currently take for granted, and to ask whether evolving technologies may require new ethics. The contents of this book are entirely researched, written, edited, and published by a group of seniors at the Leeds School of Business. The goal of the seminar was to provide a framework3 within which moral dilemmas regarding technologies, cyber-technology in particular, can be identified, analyzed and discussed. As all these students have a sense of ethics, there was no attempt to "teach ethics." Instead, the assumptions that support moral perspectives were brought to the surface and challenged. Rather than debating whether the use of a particular technology was "correct" or "incorrect," the students engaged in examining how valid, sound, and persuasive arguments3 for policies or decisions regarding technology and its uses can be constructed.


From the “trolley problem,” the philosophy of privacy, professional codes of conduct, and data mining5 to Mellow's justification for the Iraq War,6 Bandura's theory of moral disengagement,7 and Whetstone's triparite prescription for servant leadership,8 the abstract theories of ethics were grounded in real-world examples. The difficulties in balancing ethical positions such as utility, duty, fairness and promoting virtuous behaviors (e.g. honesty, trust, loyalty, integrity and courage) were revealed as students difficult wrestled with the process of crafting policies and guidelines for corporate governance. 


Using current news and academic literature, students identified technologies, which require us to reexamine our values. The depth, breadth and speed of change of the issues surrounding technologies in business, government, and society and the difficulty in developing coherent ethical policies in this environment were revealed as authors selected topics to pursue, selected papers and articles to present, and led class discussions of the ethics of the issues.


Topics ran the gamut of advancing technologies including employee surveillance, Radio Frequency Identification technology, use of social networks for employee screening, intellectual property in a digital environment, violence in video games, and advances in military technology. The concepts of public/private spheres, and the relationship of technologies to privacy, to security, and to honesty are complex and often contextual issues. The business environment many of these authors will enter is under ever-greater scrutiny from many different stakeholders. As they react to, and create policies regarding the use of technology in their chosen profession, in society, and in their lives these students will be well served by an ability to recognize, justify, and be persuasive in the ethical application of new technology.


Researching and writing these papers required that the authors challenge their own beliefs and take a position on the issues. This is a thorny task when there is no “right answer” to which they can refer. But each of the authors engaged in a critical component of education – participation in the debate. These students now have a greater awareness of the benefits and risks inherent in the technologies now in use and have the skills to confront the ethical considerations of new technologies as they appear. These skills differentiate them from most seniors in a critical area of business and society – the domain of Ethics of Technology.

Dr. Dirk S Hovorka

Scholar in Residence

Leeds School of Business

University of Colorado at Boulder
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Editors Notes

_____________________________________________________________

This spring 2007 semester has taught us to explore the ethical dilemmas surrounding the advancement and creation of technology, enabled us to evaluate our own ethical framework, and provided us with the appropriate tools to handle situations in the future which challenge our ethical beliefs. This book was written, edited, and published within the time constraints of a single semester. The intellectual property and opinions of the documents contained within are the sole responsibility of the respective authors and do not necessarily reflect the views of the editors, faculty advisors, or the Leeds School of Business. Additionally, although the editors made a best effort to ensure correct bibliographical citation, we could not correct every problem within the allotted time.
Enjoy,

The Editors

Chapter 1:     Ethics of Biotechnologies
The Ethics of Genetic Screening
Jaylene Stewart, Diem Thy Tran
_____________________________________________________________
Introduction
The development of the Human Genome Project has raised many privacy concerns regarding the use of genetic screening in employment, health premium coverage, and data-mining.  Moreover, what causes extreme concern is the lack of direct government regulation addressing the use of such information.  There is no law directly addressing this issue or who should be given access to this information.  This paper will discuss how the information found from genetic screening limits the rights of individuals in employment and insurance considerations while increasing the accessibility of medical data to third parties. Undoubtedly, there is a need for more government regulation to prohibit the misuse of genetic data as well as a need for companies to abide by ethical standards to ensure the sound applications of this information. 

Origins of Genetic Screening 
The Human Genome Project (HGP), formally started in 1990, is a 13 year effort coordinated by the federal government.  The goal of this project includes developing an information system for collecting, storing, retrieving, analyzing, interpreting, and distributing the large amounts of data generated by the research.  Also, HGP is a research effort to determine the sequence of the three billion chemical base pairs that make up the human DNA and to identify the approximately 35,000 genes in human DNA.1 Currently, the project results have led to the identification and availability of three types of genetic information that can ultimately be used for healthcare-related decisions.  The three types of genetic screenings involve: the presence of diseases (e.g., Cystic fibrosis or Huntington’s disease), genetic risk for diseases (e.g., breast cancer or male pattern baldness), and characteristic traits (color of eyes or height).2
The successful completion of mapping and sequencing of the human genome in 2003 has resulted in an extensive amount of information from voluntary participants. This process has allowed the genetic information of countless individuals to be analyzed and stored electronically. Improper uses of such information could have led to severe and negative impacts on society. The Ethical, Legal, and Social Implications (ESLI) Research Program, created in 1990, is part of the Human Genome Project, and more specifically, the National Human Genome Research Institute. According to Genome.gov,3 the program “funds and manages studies” to “foster basic and applied research on the ethical, legal, and social implications of genetic and genomic research.” As the first bioethics program to take a proactive approach to handling such ethical issues, it aimed to stimulate public discussion of these issues as well as to develop ways to ensure that uses of genomic research would benefit society.4
Application of Genetic Screening
To date, genetic information is used in several ways. The Environmental Genome Project (EGP) seeks to “improve understanding of human genetic susceptibility to environmental exposures, which includes the goal of understanding how individuals differ in their susceptibility to environmental agents and how these susceptibilities change over time.”5 The EGP is part of a larger initiative involving genetic and genomic research on population genomics.  It uses gathered public medical records of diseases and genetic information for research in specific population related diseases.  The goal of EGP is to identify specific genes responsible for common chronic diseases in large populations.  For example, the project could help identify populations that have a high percentage of breast cancer and heart disease.4 Having this information could then help the pharmaceutical and medical research facilities to increase resource capabilities.

Additionally, faster methods of testing DNA samples are being developed to accelerate genomic research.  The use of faster computers and advanced software are used to compare and contrast DNA variations as well.  Because of advances in information and communications technology and genomic technologies, it’s easier to identify groups of individuals and groups that are susceptible to certain kinds of diseases.  This sort of information is crucial for society’s benefits in medical and genetic advancement because it will help pharmaceutical and research companies to better treat and study this population.1 But as a consequence of genetic testing fears, research subjects are less willing to volunteer their genetic information than before.
Genetic information is also used in the context of criminal prosecutions, population genomics, genetic screening for diseases and specific traits, DNA evidence of murder and rape cases, and paternity litigations, just to name a few.  Moreover, the federal government has also enacted legislation permitting the use of DNA databases from certain convicted criminals.  For example, under the Criminal Justice Legislation, the government can use reasonable force to collect DNA samples from convicted criminals.1
Fears of Genetic Testing
Recent technological advances bring light to an individual’s once dark and unknown medical future. Instead of only hoping for the best, people can now partake in genetic tests to determine their susceptibility of developing certain conditions later on in life. Yet, the majority of the population is foregoing the “benefits of new predictions, diagnoses, and therapies” because they do not have confidence in the privacy of their genes.6  As a result, those individuals that once served as medical research subjects are now unwilling to volunteer for studies. Consequently, without subjects to observe and test, the quality of research for future medical studies are reduced significantly, which is problematic for the future.  One of the underlying reasons for this unwillingness and decrease in research subjects includes the fact that researchers refuse to be held responsible for the selling of database systems as well as stolen genetic information from database system breaches.  For example, in the case that Tavani featured in Implications for Personal Privacy,4 Toysmart customers were given assurances that their personal information will be protected by the company’s privacy policy.  However, when the company filed for bankruptcy in 2000, they sold off databases containing customer information while believing that they were no longer bound by the old privacy policies. They based their justification on the fact that the company was no longer tied to prior contracts and that the database contents were now the sole property of a new owner.4
Privacy Concerns
Genetic data is difficult to keep confidential because a great deal of our medical information is stored electronically which makes it susceptible to misuse by third parties. This sort of data is very revealing about us because it discloses our complete genetic make-up. Many challenges exist in trying to conceal our DNA.  We shed our genetic information on a daily basis.  It can be easily acquired from a sealed envelope, a dirty facial tissue, loose hair on a comb, or even from a used drinking mug.  Therefore, we will always be vulnerable to revealing our DNA to whoever tries to acquire this information.  What is worse, DNA is easier to acquire than other medical information and, it can have more profound consequences for us.
In light of the ease of genetic accessibility, the use of this information raises many concerns to individuals for different types of reasons.
Discrimination by insurance companies: People fear that they will be discriminated against by insurers.  Insurance companies could collect peoples’ DNA data to decide who to insure and what to charge them.  This would result in a certain proportion of the population that would become uninsurable and discriminated against based on their genetic background, something that they have little control over.1
Employment discrimination: Genetic screening in the workplace is on the rise and could lead to discrimination against people who might be screened for future potential diseases. Also, employers have incentive to discriminate against current or potential employees based on their DNA as long as health insurance is provided through the workplace. Since medical screenings reveal the current or potential health complications people have, insurers will charge higher premiums to those who have genetics that are linked to undesirable traits.1

Genetic Spying:  Improving technology and the relative ease of accessibility to peoples’ DNA could allow everyone to routinely check out other individual’s genetic codes.  This will pose as an extreme concern when genetic screening becomes commercialized. This will enable just about anyone to get a genetic test done for a low price.1

Cyber Risk:  Genetic information can easily be stored within any database.  This becomes a critical challenge to professionals responsible for the privacy and confidentiality of patient health information.  The cyber risks associated with the use of this information include: system vulnerability, system circumvention, and verification and enrollment fraud.7 These risks continue to be a growing concern in relation to the use of databases to store the mass amount of genetic information.  If hackers have the capability to infiltrate these databases, they will be able to access our genetic information, and even worse, sell this information to anyone from commercial companies to market researchers and biotech laboratories.

Commercialization: The potential use of genetic information for commercial purposes is proving to be a problematic concern in recent years.  For example, in 1991, Incyte Pharmaceutics sold databases of genetic information to drug companies and researchers.  This information was then used to market to certain populations that were more susceptible to specific health diseases.1  And in the case of deCODE Genetics Incorporated, a genetic research company that accessed the DNA of the Icelandic population through their government’s permission, the company commodified the Icelandic population’s genetic information for commercial profits such as obtaining contracts with IBM to produce “gene-mining” software and a $200 million contract with Roche, a Swiss pharmaceuticals company.4
Data-Mining 
Data-mining of genetic information is an underlying threat to medical and health-related privacy.  Genetic data-mining is used to manipulate recorded and stored data by finding patterns and relationships in data by forming hypotheses.  Mining software is used to sift through DNA of large populations and, from there correlations of gene and gene variations are compiled based on gene samples and disease records.  These classifications and correlations of designated group data are then used in the determination of things such as health insurance coverage or employment decisions.  The individual has no say in how the data is processed and will not even be aware that decisions on their everyday lives were based on generalizations of group data.  Also, databases are containing a wider range of information that can be easily accessible to a greater amount of people who have other purposes for using it.4
Ethical Dilemma
According to the rights-based moral theory, “all humans have certain moral rights or natural rights.”8 Such rights include the right to life and the right to privacy. Rights based theories include positive rights, otherwise known as entitlement rights, which claims that others are obligated to provide us with the things that we are entitled to, such as jobs and health care.9 Additionally, this theory includes negative rights as well, which provides us with the freedom to do something without interference from others.9 One could apply this theory to genetic screening information in regards to employment and insurance practices. We have a positive right to health care and employment, as well as to privacy. We also have a negative right to have those things without interference from others. Third parties and the abuse of genetic information interfere with our rights to keep medical information private and it also interferes with our rights to apply for jobs that have reasonable insurance coverage. Therefore, unethical applications of genetic screening information directly violate our rights.  
The Government and Genetic Privacy
Currently, there are only a handful of federal legislations that address privacy rights on the use of genetic information.  As you can see from the chart below, current regulations are not enough to protect our genetic privacy against misuse by employers and insurers.  Most of these regulations are broad-based legislations that protect only certain classes of people such as federal employees or members of a group policy plan.  This evidently creates loopholes for employers and insurers to get around these laws.

	GOVERNMENT REGULATIONS ON PRIVACY & GENETIC DISCRIMINATION

	Criminal Justice Legislation
Privacy protection section (in the Criminal Justice Legislation)
	Limits the disclosure of stored DNA information to crime agencies, courts, and for defense purposes in criminal cases such as rape or murder.1
Contains a specific sectional addition of (42 U.S.C. sec 14135(e)) that states the FBI and all states accessing the index are required to dispose of DNA records of persons whose criminal convictions were overturned (42 U.S.C. sec 14135(d)).1

	Litigation warrant and court authorization
	Gives judicial proceedings authorization to pursue the use of  DNA as evidence in cases such as paternity suits.1

	Health Insurance Portability and Accountability Act of 1996 or HIPAA (Pub. L. No 104-191)
	States that genetic information shall not be considered a pre-existing condition in the absence of a diagnosis of an actual condition.1

	Executive Order 13145
	Forbids the Federal government from discriminating on genetic grounds.6 

	The Daschle-Kennedy Bill
	Prohibits federal employers from considering genetic information in hiring, promoting, discharging and all other employment decisions.1

	The HIPPA National Standards to Protect Patients’ Personal Medical Records
	Regulates and helps protects medical records and other personal health information maintained by health care providers, hospitals, health plans and health insurers, and health care clearinghouses.1     

	Title VII of the Civil Rights Act of 1964
	Prohibits employers from discriminating on the basis of sex, race, national origin, religion, or color.

	Rehabilitation Act of 1973 and the Title I of the Americans with Disabilities Act of 1990 (ADA)
	Enforced by the Equal Employment Opportunity Commission (EEOC), offers a broader protection of genetic discrimination in the work place such as disabilities discrimination.1   

	The Genetic Information Nondiscrimination Act of 2005
	The act would have “prohibited discrimination in health insurance and employment on the basis of predictive genetic information.”10 But unfortunately, this bill was never enacted into federal legislation.  

	Executive Order 13335
	Establishes the importance of the development and implementation of a nationwide interoperable health information technology.

	Executive Order 13410
	Requires Federal health programs to provide “meaningful, consistent information on both the quality and price of health care services.11


Questions Raised From Genetic Screening
Genetic tests provide detailed information that can be easily stored within many databases, which raises the question of how the government and researchers need to manage and protect individuals’ health-related data.  Several social and ethical questions that HGP and genetic screening have provoked include: 
1. How will privacy rights be affected?

2. What are the abuses of obtaining this information?

3. How are federal laws going to protect genetic information?

4. How will data-mining affect this information?

5. How will employers and insurers be held to ethical standards? 
Genetic Privacy as a Universal Right
Your genes and DNA belong to you. They are your personal property and should be treated as so.  But this is not the case in court warrants, DNA extraction from criminals, and even private research facility contracts.  Criminals get their DNA extracted and recorded to databases.  Court warrants force the use of gene information for litigations, and private research facilities disclose peoples’ genetic data through publicly stored research results and publications. Once this information is collected, it is thought to be the property of the government and its databases, so it can be freely published in research articles. Furthermore, medical information is highly sensitive and reveals much about our identity. It should be given emphasis over communications privacy because “genes are private, not public, property.”6 Communications such as corporate surveillance only addresses issues such as productivity, efficiency, and use of resources in the workplace; whereas the use of genetic screenings by employers and insurers are more personal and  surveys our entire genetic background on a microscopic level.

Privacy is worth protecting because it is “an expression or articulation of a core moral value which is essential for human flourishing, and privacy provides a valuable shield that protects us against unwanted interference, intrusion, and inappropriate access to information about us.”4 This brings up several important points on how an employer, insurer, and even the government should not have the ability to spy on anyone’s genetic information without the person’s permission.  Imagine the possibilities if random individuals had unlimited access to all of your information, including private genetic disclosures.  Genetic privacy needs to be addressed as a universal right because everyone should have the right to protect and determine who has access to their DNA information.  This kind of privacy is as vital, if not more so, as private property because it is potentially more invasive and revealing about our character than any other kind of technology.
Abuse of Information 
The commercialization of genetic testing will result in additional privacy concerns on a microscopic level. Strangers are able to obtain another individual’s DNA information by taking a discarded tissue or hair sample into a research lab for analysis.  By 2010, scientists expect that the cost of obtaining this information will only be $100.1 Our private data will surely be compromised if and when this technology becomes a common form of identification that anyone has access to.
Likewise, since inexpensive genetic testing is on the brink of commercialization, it needs to be addressed with more conservative (or strict) federal regulations.  Because it is impossible to prevent genetic screening material from coming into the hands of those who want it, it is imperative that federal laws regulate those who extract the data. All of the potential abuses listed above raise the question, “Do current laws protect people from this abuse?”  Current federal laws, previously mentioned, slightly suggest that we might be protected by these regulations.
Additionally, the use of genetic testing raises questions of abuse of medical and genetic information.  There is a growing concern that the accessibility of an individual’s genetic data will be a basis for discrimination in cases such as employment and insurance coverage. Also, some primary concerns are that insurers will use this information to deny, limit, or cancel insurance policies and that an employer will use the information against their current workers or to screen potential employees.1 An example of this kind of misuse of genetic data can be seen in the case of the Burlington Northern Santa Fe Corporation lawsuit.  In this court case, a railroad worker was threatened with an investigation for insubordination if he refused to get “additional, objective medical information” to determine whether or not his carpal tunnel syndrome was work-related.12 When the railroad worker’s wife, a nurse, called to inquire about the list of lab tests that were to be done, the medical liaison for the company refused to release the information.  This is just one example of a violation to people’s privacy and the potential misuse of genetic information against employees.

Moreover, the increase of employment related genetic screenings may not be as adequate as previously thought.  For example, although employers are becoming more interested in using genetic information to determine the health and cost of current and potential employees, the results found in such genetic tests may actually be insignificant to the company. Genetic tests may reveal genes on different chromosomes that indicate an elevated probability of specific diseases, such as Alzheimer’s. However, such genetic predispositions are not always job related. For example, Alzheimer’s disease typically develops at the average age of 72.8 years old in comparison to the average retirement age of 59.13 Evidently, employers will not be affected by these future medical costs, assuming that the individual does in fact develop the disease.  An article from the Wall Street Journal mentioned that “most such genes have their effect only if an environmental factor is also pushing in the same direction.”6 Thus, the effects of genes are not entirely inevitable as outside factors often determine the development of some diseases and as time progresses, medical technology is developing more ways to further prevent and/or reduce the effects of certain ailments. 
Genetic fatalism is a term used for those individuals, and in this case employers, that have a “grossly exaggerated view of the power of genes.”6 This view holds that “we cannot avoid specific genetically determined outcomes, no matter what we do or what happens to us: our fate is in our genes”14. Employers that believe in this point may neglect to hire any candidate that has a genetic link to some sort of ailment, despite that individual’s potential performance value. Similarly, insurance companies may find it necessary to increase the insurance rates of any person with unfavorable genetic predispositions or deny them coverage altogether. In all reality, “we can overcome the effects of genes.”6 Comparable to social factors, genes are conditional and subject to outside forces.6 Employers and insurers need to have a more practical outlook on the information found from genetic screenings as the results are not inevitable. It is irrational for an employer to deny a healthy person employment or for an insurer to base coverage on a genetic predisposition to developing a disease in the future.15  If this approach was applied to everyone, no one would have a job or insurance because the majority of people would have some tie to an assortment of genetic predispositions. 

Furthermore, employers should consider how a given condition will hinder job performance and if the employee’s value outweighs the medical and company costs associated with the hindrance.  Suppose a genetic test for a highly skilled employee reveals that she is susceptible to colon cancer, which she later develops, but the cancer was caught in the early stages so the treatment enabled her to fully overcome the disease. Taking only two weeks of unpaid leave to recover, the individual returns to work, and her performance is in no way affected by her past condition. Should the company fire this valuable employee upon learning of her diagnoses? Or would it be more of a burden to find a new employee that possesses maybe half the skill set of this individual, simply to avoid higher insurance costs? What is this employee really worth? Moreover, employers must determine if the potential genetic findings are even relevant to job duties and question if such revelations will make any practical difference to job performance. Individuals with disabilities are protected under the American with Disabilities Act of 1990 which permits reasonable accommodations to be made, as long as the person can perform the necessary set of duties. 

More Federal Regulation Needed
The protection of federal laws, such as that offered by the HIPAA, is limited.  This federal law does not prohibit insurers from increasing rates based on genetic test results nor does it cover individuals who are not in a group plan. This poses a big problem considering the fact that 46.6 million Americans do not have health insurance.16 Also, it does not protect against discrimination by employers who could be screening for specific genetic discrepancies. The legislations discussed in this paper do not specifically address genetic testing in relation to privacy but it does discuss medical examinations and inquiries in relation to terms of pre-employment, pre-placement and post-placement levels.  Again, it does not address the larger issue at hand.  Under current laws, pre-employment medical screenings are prohibited unless the employer makes a conditional job offer on the successful completion of the examination.  But what if it wasn’t “successful?” The employer is under no obligation to indicate why the individual was not hired nor does he have to tell the individual about his test results. The information generated by the tests does not have to be disclosed to the individual who took the test.1 This raises ethical concerns about the privacy rights of the subjects that underwent such screenings. 
Furthermore, the 2005 Legislative Notice concluded its administration position with, “the Administration wants to work with Congress to make genetic discrimination illegal and provide individuals with fair, reasonable protections against improper use of their genetic information.”15  But the problem is that there are no strong regulations in place for these protections. Although the previously mentioned federal regulations propose some measures of protection against disability-related genetic discrimination in the workplace, none of these statutes explicitly address genetic information in relation to those who have access to the genetic databases. Existing laws also fail to address how the information can be used by employers and insurance companies, and it does not address the issue of managing and protecting genetic information from data-mining.  Moreover, the bills that specifically address the use of genetic information, such as the Genetic Information Nondiscrimination Act of 2005, were never enacted. Therefore, existing laws, as discussed in the government regulation chart, fail to address how the information can be used by employers and insurance companies, and it does not address the issue of managing and protecting genetic information from such applications such as data-mining.  

Data-Mining of Genetic Information
The use of data-mining by employers and insurers is not entirely adequate because it makes generalizations about groups of people and it uses this information to predict results for individual cases.  The use of profiling in data-mining constructs groups on the basis of non-distributional profiling and this information is used by companies to make decisions about individuals and groups without their knowledge or permission.  For example, in Custar’s hypothetical example, data-mining can be used to correlate the data of populations who own red cars and having colon cancer.4  This information, once collected, is then used by health insurance companies to raise the insurance premiums or deny insurance to people based on the fact that their clients fit into the correlation between red cars and colon cancer. There is no just connection between these two records yet this is a real problem that is occurring today.  Companies are making decisions about people based on information that have no relevant relationships.  The use of these generalizations will discriminate against those individuals who are judged and treated on the basis of belonging to the “wrong category of persons.”4
Evidently, the use of aggregated data in data-mining cases raises huge concerns about one’s privacy. Despite the fact that individuals have legal rights over personal data as it applies directly to one’s self, a person does not have the same rights over the personal information that is derived from that data.4 This creates a problem especially when databases are sold to or acquired by other organizations. It brings to question whether or not the new company has a right to utilize the personal information stored in these databases. The individuals at risk never consented to have their information used by this different organization. 

Therefore, the creation of group profiling and aggregated data is problematic in the sense that aside from group commonality, the properties and characteristics assigned to members have no relevance for the individuals.4 Such generalizations lead to arbitrary assumptions that limit and penalize people in terms of employment practices and insurance rates.
Importance of Ethical Standards
Employers and insurers should be held to the rights and the virtue approach of ethical standards.  Under the rights approach of ethical standards, “the ethical action is one that most dutifully respects the rights of all affected,”17 which, in application to our arguments, mean that employers should respect their worker’s rights and health insurers should respect the rights of their policy holders.17 The rights approach expands to all rights including that of genetic medical information privacy, its confidentiality, and informed consent to use this information.  According to this standard, people should have the right to maintain their medical and health related privacy.  Employers and insurers should have to obtain consent from the individual to request a testing, instead of making it a requirement.  Also, people should have the right to keep their medical data confidential and employers and insurers should acknowledge that the data produced by genetic screening is sensitive and access to this information should be limited to parties authorized to receive it.18 

Moreover, under the virtue approach of ethical standards, “the ethical action is the one that embodies the habits and values of humans at their best” and includes virtues such as fairness and integrity.18  The virtue approach should be used to ask the question, “What kind of employer would one be if one decides to use genetic screening in the workplace?” and “Would the action of requiring genetic tests be consistent with the employer acting at his best for the best of his associates?”

Conclusion
Without genetic privacy protection we are all vulnerable to employment discrimination and group profiling by insurance companies. The lack of federal regulation over health-related information allows this data to be shared, exchanged, sold, and/or aggregated by data-mining without the patient’s knowledge and permission. That data can then be acquired by employers and insurance companies to be used against individuals. The personal information obtained from genetic testing can be made public through electronic accessibility which poses a privacy threat to health records. Ultimately, unauthorized accessibility of health information violates both our negative and positive rights to health care, employment, and privacy, as noted in the rights based theory.  

Furthermore, job requirements will be based on health attributes rather than skills, knowledge, or experience and employers may hold misguided views of what their ideal candidate’s genetic make-up should look like. Consequently, organizations will miss out on talented individuals that may add value to the company. As a result, the economy, and society as a whole, will suffer from the exclusion of such gifted people.  Also, health insurance companies will have the power to take advantage of this information to control and manipulate benefit costs for unfavorable subscribers. So, as long as genetic information exists and is accessible to employers and insurers through databases, privacy rights are susceptible to interference and misuse by third parties.  

Therefore, the gathering of genetic information will inevitably lead to exploitation in the forms of stigmatization and discrimination from employers and insurance companies.  That is why it is extremely important that the federal government enacts legislations that directly address the use and commercialization of genetic information as well as regulate the protection of this very private and personal information that could be used in harmful ways against its original owners. In addition to more government intervention, there is also a growing need of more ethical standards that employers and insurers should abide to.  By using ethical standards as a guide, employers and insurers can use a more effective means of evaluating current and potential employees and determining plan holder options while upholding a standard of fairness and responsibility.
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The Ethics of Gender Selection
Whitney Akchurin, Ryan Kartzke
Introduction

Over the course of human history, the gender of a newborn child has mostly been a surprise and an uncontrollable aspect of the lifecycle.  Technology today allows for parents to not only know the gender of their child before birth, but to choose the child’s gender before being implanted in the womb.  Advancements in reproductive technologies over the past few decades have given parents the freedom and ability to control many aspects of bearing children.  In Vitro Fertilization (IVF) and testing embryos for abnormalities are not new in the developed nations of the world, but using these technologies to select gender is a recent and controversial movement for reproductive freedom.  Gender pre-selection has been categorized with human cloning, the use of stem cells, and eugenics.  In the United States, gender selection through Preimplantation Genetic Diagnosis (PGD) for non-medical purposes is a violation of ethical practices and presents the potential for deep societal complications.  The argument does not involve the discussion of religion or any suggestions regarding legislation, but it does address the fact that “[PGD] promotes a public life lacking moral depth.”1
PGD

Preimplantation Genetic Diagnosis is a technology that tests the chromosomes of an embryo to determine genetic abnormalities and gender before being placed in the womb.  A sperm sorting process, such as MicroSort, can improve the odds of having a child of the desired gender by 80 to 90 percent.2  This technology is not covered under any insurance plan and can cost up to $40,000, which is the price an Australian couple paid to ensure the conception of a daughter.3  The PGD process is performed when a woman is undergoing In Vitro Fertilization.  On the third day of fertilization, blastomere cells are extracted from the embryo and their DNA is multiplied by the thousands.  The DNA is then used to identify specific genes, such as gender, and the embryos with the preferable DNA sequence are put back in the uterus.  These will then be grown to full term with the hope, aided by technology, that the child will indeed be the gender the parents desired.4
Gender-Linked Disorders

Though the reasons for gender selection are personal, some may wonder why parents are willing to pay thousands of dollars in order to choose the gender of their child.  Physicians are presented with two prominent rationales to this answer, but the question is whether or not they are ethical.  PGD was originally developed to identify and prevent sex-linked disorders in children and is commonly accepted as an ethical reason to pursue PGD amongst American society.  Certain diseases such as Duchenne Muscular Dystrophy, Hemophilia, and color blindness are specifically contracted by males through abnormal genes carried by the X chromosome.  A normal Y chromosome is not enough to balance out the abnormal X chromosome and the disease becomes apparent in a male child.  It is different for females since they are made up of two X chromosomes; if one is defective and the other is normal, she will become a carrier but not express the disease.  For families vulnerable to these gender linked genetic diseases, PGD allows them to avoid conceiving a child with the potential for a serious illness and significantly reduces the risk of a premature death.5 

Prior to the embryo being artificially inseminated into the womb, the chromosomes can be screened for these genetic diseases.  "There are thousands of babies born now that we know are going to be free of lethal and/or devastating genetic diseases. That's a good thing," Dr. William Gibbons from a fertility clinic in Baton Rouge comments.6 There are a few companies that have the technologies for sperm sorting, and each has their own set of requirements that need to be fulfilled in order to be eligible for the procedure.  Medical reasons for choosing a gender-specific child is the main issue physicians take into consideration before proceeding with the PGD process.  However, there are also companies that do not take into consideration any of the ethical issues of this technology and are willing to offer their services to whoever can afford the procedure.  In regards to medical practices, PGD technology advances previous methods in which a fetus was tested for gender-based genetic diseases and then aborted if it turned out to be affected.7 Instead of conceiving and later aborting a child, PGD allows parents with genetic medical conditions to conceive a child free of illness.  Under these circumstances, the use of PGD produces the best outcome for both mother and child.  It prevents mothers with a genetic disposition to gender-based diseases from aborting one or more children and prevents children with the potential for those diseases from suffering and falling ill from serious gender based diseases.8 Therefore, in the case of medical need, the use of PGD is an ethical practice.  Using PGD for medical reasons is guided by the Utilitarian approach to ethical behavior, which argues that ethical actions produce “the greatest good for the greatest number.”9  

The Utilitarian approach is rooted in the idea that ethical actions are judged based on the consequences of those actions, not the intentions.  The approach relies not on self-interest, but the overall interest of humanity.10 In the case of PGD, the use of this technology for medical reasons creates the best consequences for all of humanity, which is that fewer children are born with serious illnesses.  However, it could be argued that the utilitarian approach can be used to justify the use of PGD for non-medical reasons, as it would make more parents happy and fulfilled.  This argument can be traced back to self-interest at the expense of humanity’s long-term interests, especially concerning the consequences of PGD on natural selection. The consequences for the medical use of PGD provides a better outcome for more people, while non-medical uses of the technology actually produces worse consequences for humanity than if it was not used.
“Family Balancing”

Another defense for the ethics of gender selection involves “family balancing,” which is a non-medical justification for PGD.  Families that already have one or more children of one sex may want to select the gender of their next child to “balance” the gender ratio of their offspring.11 The “family balancing” argument for gender selection is based upon the reasoning that children who are raised in a family with both genders will be better for society as a whole.  However, this argument could also be viewed as a parent’s wish for a child of a specific gender.  For instance, instead of a family with multiple children wanting the opposite gender for balance, it could be that a family values a firstborn of a certain gender.  Some Asian cultures hold belief systems where firstborn males are preferred over females.12 Presently, there is no strong evidence supporting that “family balancing” provides a significant benefit for individual children or society as a whole.  Gender selection for family balancing remains an unethical use of control over a non-critical issue concerning childbirth.  The problems associated with the widespread use of gender selection become apparent when considering the number of harmful impacts this human intervention has on society.  Bio-ethicist John Robertson of the American Society for Reproductive Medicine commented on the societal defense for family balancing saying that, "a strong showing in the future that gender variety among children is important to an individual's welfare or a family's flourishing could justify a different result."13 Until evidence is presented that gender variety in families produces better results for society, PGD should not be employed as a vehicle of parental satisfaction.  Using the rights-based approach to ethics, every human has dignity based on their human nature and “they have the right to be treated as ends and not merely as means to other ends.”14 Each child has a dignity that must be preserved.  Using children as a means to another end such as the fulfillment of the wants of their parents is a violation of the basic dignity of the child.

Though determining a child’s gender may equalize gender within a family, it can potentially offset the world’s natural gender ratio.  A fairly equal division of births amongst boys and girls has existed both in the past and present.  If one gender were to become consistently preferred over another, the issues of gender-power and sexist values become relevant.  Whether the greater value is placed on males or females depends on the cultural beliefs of different countries.  Unequal gender ratios based on social reasons is a current problem in China and India because their cultures value male offspring.7 Preferring one gender over another conveys the message that sexist practices are acceptable in the United States.15 What the American population has to consider is this: “is there any merit to the argument that sex pre-selection reinforces a social tendency to link sex to worth, ultimately harming the cause of male-female social equality?”16 Prejudice values are something America has been devoted to eliminating over the past few decades.  Allowing gender selection for non-medical purposes does not work to solve any societal issues, but rather creates morally unacceptable values.
Children as Consumer Products

Further supporting the irrationality of gender selection for non-medical reasons involves the idea of children as consumer products.  PGD is often referred to as the first step in the creation of a “designer baby.”  Paying for a child’s gender provides another way Americans can use money and technology to fulfill superficial desires.  The argument does not suggest that the display of financial status through the purchase of expensive products alone is an unethical practice.  It does however suggest that when children are marketed as such products in society, it is dehumanizing to their character and compromises their dignity.  What will become of the world if people view and treat their children the same way they treat their cars, jewelry, houses, etc?  Karen Peterson-Iyer states “that to manipulate offspring genetically is to treat them not as dignified human subjects worthy of respect, but rather as objects of parental whim.”1 This has a significant impact on a human being’s self perception.  Furthermore, it affects the families that do not follow the “trend”.  If these families cannot afford the technology or are unwilling to use it, they are placed outside the societal norm.  This will create an unnecessary division amongst American society and instill a presence of unethical values in the daily lives of the American people.  By allowing sex choice for non-medical reasons, American society will forever lose its natural essence and perhaps halt natural selection, therefore hindering the evolution of the human species.15
When is Too Much?
Soon technology may allow parents to specify not only gender but height, eye color, skin tone and so on.  The trend towards gender selection aligns with the idea that people increasingly want control over every possible aspect of their lives.17 Surprisingly thus far, gender selection garners less attention than human cloning, even with the eugenic potential of this technology.  If the United States continues to accept gender selection, it may be the gateway to other forms of trait selection.  Many proponents of gender selection argue that banning the technology would be restricting reproductive freedom.  This argument looks only at the individual choice and less at the social and cultural effects of these types of decisions. If the technology were to become widely used, it is likely to precipitate societal pressures on the parents about the choices they make for their child.  “Becoming enfolded into a technological destiny requires a fundamental alteration of moral vision,” and it is dangerous to assume that preference of the individual grants moral permission.  While these issues are speculative at best, the effect of this technology on society presents a realistic threat.1
Gender selection methods of the poorer populations, such as infanticide, are illegal and blatantly unethical, while more expensive methods such as sperm sorting may be viewed as both ethically and legally acceptable.  In China and India, gender selection resulted in a heavily unbalanced population and society did not self-correct the value placed on the female population due to scarcity.  This method works in economics with the supply and demand of a product; however, the idea does not translate to the value of a certain gender.  This technology creates the opportunity for gender stereotyping and discrimination by a society, which can be seen by the remarkable gender disparity in China where there are more than 500,000 “missing girls” each year.7 If used on a large scale, the gender ratio may become severely imbalanced forcing the requirement to select a certain gender so that a balance can be reached.  The outcome would result in the restriction of reproductive rights, rather than the liberty of them, which is what the proponents of this technology argue today.18
Competition in Demand

The PGD method has been around for over a decade, but its use as a gender selection technology is fairly new.  Moving from the use of PGD as a medical risk-reduction tool to a preference trend is a simple task, but many doctors have refused to use the technology for such unethical purposes.  A reproductive endocrinologist at NYU Medical Center adds that “centers offering such sex selection would sully the field and could ultimately make it impossible to help patients with a medical need for the technology.”19 Gender selection for many couples with genetic diseases raises serious concerns about the health of the mother and child.  If a trend develops around the selection of a gender, it could hinder a doctor’s ability to help those with a true need for this technology.

Non-medicinal uses of the technology might create competition in demand, rewarding the highest bidder instead of the people using the procedure for medical purposes.  By eliminating those couples using PGD for medical purposes, society will face a larger economic burden that come with some of these gender specific diseases.  In the United States, reproductive rights have remained very private, creating a barrier for discussion surrounding ethical issues of gender selection.  When comparing gender selection to plastic surgery, which to many is considered a luxury of the wealthy, the issue becomes clearer.  Using PGD for non-medical reasons can diminish the American value of self-worth as it becomes exclusive to those in higher classes, widening the economic gap and stratifying society.  

Natural Selection
A popular criticism of gender selection is that the doctors, and to an extent the parents, are “playing god” by choosing the gender of their child.  Using the term “playing god” has many implications and involves a debate that is outside the scope of this paper.  However, having a child is a natural phenomenon and should remain that way for several important reasons.  

The reproductive process is well understood by today’s standards, but there is still much to learn.  Scientists do not fully understand why a particular sperm makes it to an egg before the others; it could be random or it could be nature’s primary form of natural selection.  If it is the former, then there is little to worry about, but the latter would imply that we (the human race) are in fact weakening ourselves by controlling the reproductive process and hindering evolutionary progress.  As conditions such as climate and disease change over time, natural selection ensures that the best adapted varieties of the species will survive to reproduce.  Thus, those who have evolved to better adapt will become a larger portion of the population and continue the species.20  PGD and other sperm sorting technologies could allow an inferior sperm to be implanted and produce an embryo.  Though parents may get the option to choose either a boy or girl, the choice may lead to the development of other undesirable traits; low intelligence, birth defects, the passing of hereditary diseases, or even genetic disorders.  These undesirable traits could be further filtered out by genetic engineering technologies, allowing parents to further customize their children.  This notion of “procreative liberty fails to address [the] question of destiny, a serious omission since it purports to guide an irresistible ‘desire for greater control of the reproductive process.”1 This begs the question; does gender selection really represent a scientific leap that will benefit mankind? 

Gender-Identity Crisis

There is another problem that could stem from the use of gender selection technologies, particularly with the use of genetic engineering.  Gender Identity Disorder “is defined by strong, persistent feelings of identification with the opposite gender and discomfort with one's own assigned sex.”21 It is considered a mental illness in the Diagnostic and Statistical Manual of Mental Disorders, but recent scientific research indicates the problem may be biologically or genetically related.22 If the gender of an embryo is changed through the use of genetic engineering, the operation would essentially become a pre-birth sex change operation.  This could potentially lead to an increased number of people with gender-identity issues due to human interference with a natural process.  A common complaint of people who face gender identity issues is that they do not feel whole or complete.  It is logical to assume that this feeling could become apparent to a child whose gender was chosen for them.  This is not suggesting that trans-gendered people are undesirable, but that a child whose gender was selected may mentally and emotionally embody a different sex later in life because of a choice made by the parents before birth.

The individual psychological effects of gender selection go beyond trans-gendered people and can also affect the relationship of the parent and child.  If a child is not born the chosen sex, this could create tension within the family due to preconceived ideas about the identity of the newborn.  It is important to recognize that while gender selection does offer the image of a perfect family, it is still an unproven technology that has the potential to create deeply rooted physical and/or psychological problems that the child would have to live with for the rest of its life.
Procreative Rights


Procreative autonomy “is the liberty to decide when and how to have children 

according to what parents’ judge is best.”23 Many parents feel that if the technology exists, then they should have the procreative right to choose the gender of their child to create the type of family they want to have.  What this particular argument fails to address is that procreative autonomy concerns an individual’s control of their role in procreation and allows them to exercise their individual liberty.  It should not explicitly grant them the liberty to intervene with the natural formation of a child because that would interfere with the child’s individual liberty and autonomy.  By choosing the gender of the child for them, they are stripped of their own autonomy to grow as needed.  It violates the roles and morals that American society values and has deemed ethical practice.  With regards to gender selection, procreative autonomy is the equivalent to assuming that parents and doctors know what is best for an unborn child.  It also assumes that the decision of doctors and parents produces a better outcome than natural selection would. 

Conclusion


While the technology does exist to choose a child’s gender, it does not imply that it should be used for non-medical purposes.  Childbirth is a complex series of molecular reactions and organic growth, and while doctors have learned much about the process, there is still much that is unknown.  The companies that offer these services cannot guarantee the gender of the baby and ultimately cannot determine the mental and physical state of the child.  For this reason, gender selection is not a safe or proven process.

Before PGD, pre-birth gender selection methods were more myth than science, but now that parents literally have the ability to pick male or female, it is more important than ever to consider the consequences.  Technological pre-birth gender selection not only interrupts a natural process, but it can also disrupt the delicate formation of the child-parent relationship.  The potential consequences of this technology are numerous and life-long for the families involved.  A significant pressure is placed on children born into situations where they are built to fit a specific dream of their parents.  When the image of that perfect child and family does not transfer into reality, how much will the next procedure cost to fix what is not right?
Technology has allowed mankind to make many choices about how people live their lives, but gender selection allows people to make a choice about someone else’s life, a choice that is ethically not theirs to make.  The use of this technology cannot be looked at as the preference or choice of a parent when that choice can severely impact the child’s quality of life and damage the workings of society as a whole.  The study of medicine has produced many wonderful achievements that have benefited mankind and additional regulation in the medical community would only hinder its progress.  For this reason, it is the duty of the parents to ignore this technological capability and not intervene in the natural process of childbirth.
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The Ethics of Stem Cell Research and Prenatal Genetic Alteration
Blake Rodgers, Brandon Peterson
_____________________________________________________________
Introduction


Technological advancements associated with the medical industry create opportunities to conduct procedures that generate an ethical debate.  Our investigation covers stem cell practices and prenatal genetic alteration.  Research in these areas has enabled the discovery of ethical extremes in which the medical world must face.  These extremes derive the guiding question to preface the following issues: at what point shall we determine procedures in medical and science technology unethical?
Stem Cell Research and Prenatal Genetic Alteration


At a first glance these two topics may seem different, however many similarities exist between them which raise related ethical issues.  As highlighted in the following paragraphs, embryonic stem cell research involves killing a human embryo in order to develop these cells.  Although prenatal genetic alteration does not technically kill a potential human being, it does fundamentally alter them in a way that cannot be reversed.  Given this, it can be argued that prenatal genetic alteration indeed disrupts that person: they will not develop either physically or mentally in their natural state.  These two issues raise similar ethical dilemmas in regards to who has the right to make these decisions as well as how far this technology will be developed.  As you will see in this paper the actual scientific processes of these practices are dissimilar, but the issues raised and our arguments against the ethics of both medical technologies are linked.  
Stem Cell Research

The primary focus of discussion on this matter is ethics surrounding stem cell research.  In short, stem cells are “noted for their ability to self-renew and differentiate into a variety of cell types”.1 To introduce a few measures of medical technology, stem cells are providing a gateway for therapeutic procedures such as reconstructing skin tissue, repairing organs and treating disease.  To the layperson, these medical capabilities may seem necessary and ethical in practice; however, society must be educated in order to recognize the potential harm in using this knowledge.
Embryonic Stem Cells


One major process among several stem cell technologies is the use of embryonic stem cells.  These stem cells are found within human embryos, during the initial growth phase of a human being.  To further explain, a zygote, or fertilized egg contains blastomeres, which are dividing cells that eventually develop into an embryo and placenta.  The key concept to consider here is that blastomeres are totipotent, meaning they have potential to grow into an entire living organism.1  The blastomeres then become hollow balls called the blastocysts.  Within a blastocyst is the inner cell mass, a collection of cells which aid in further embryo development.  Human embryonic stem cells are then derived from culturing a sample of the inner cell mass.1  

Is it ethical to utilize medical technology to harvest embryonic stem cells when the embryo itself is discarded?  The nature of this debate is largely centered on the question of whether an embryo is classified as a living being or not.  We have determined the answer is yes, a living being can ultimately become a human, which one can associate with having conscious thoughts, feelings, and actions.  The contrary suggests the answer is no, an embryo cannot be considered a living being, and therefore is insignificant enough to use for research purposes.  The stem cell sources under debate, or in this case the embryo, should be classified as alive solely based on the fact that the extracted cells are totipotent, and therefore can become persons. 
Social Issues


An opposing side to our argument is that abortions are legal in the United States and therefore choices are already available to women regarding killing a human fetus.  Even though this medical technology exists, it is believed the concept is unethical in practice.  Similarly, when discussing the ethics of embryonic stem cell procedures, a potential living being is the primary focus.  Like abortions, we believe this medical technology is equally unethical.  The only difference is embryonic stem cell procedures take place earlier in the development process.  

Stem Cells and Private Industry

In arguing against the ethical nature of stem cell research, additional funding may lead to curing diseases, but may ultimately help less people due to limitations in supply, since embryos must be cultivated from women.  For instance, it is relatively easy for companies to adjust for the demand of health care equipment or products, such as x-ray machines.  These machines are used to ultimately reduce peoples’ medical problems by pinpointing the causes.  So if the demand for this equipment rises, then suppliers manufacture more equipment; however, “in a situation where blastocysts…can be used to cure or alleviate certain kinds of deadly or debilitating disease, can private industry be trusted to make enough?”.2   While research money and human efforts could aim towards advancement of these procedures, other medical technology research that may not involve controversy could loose ground.  For example, procedures used to cure cancer patients are not ethically controversial, unlike stem cell procedures.  We believe research money and efforts should not shift away from medical technologies used to treat major diseases such as cancer.  In discussing the supply and demand of such medical technology, embryonic stem cell procedures should not take place for these reasons. 

 
Stem Cells and Government

Suppose a therapy based from this technology was to cure a disease that does not lead to killing people, or a condition that is mostly unfortunate but not life threatening.  In this case we believe it is unethical to extract and develop embryonic stem cells, because it involves terminating potential human beings.2  We suggest that treating diseases that are not life threatening is not worth discarding human embryos.  This decision may involve a broader level of concern: what are our nation’s top priorities?  If the United States government and major corporations are adamant towards the advancement of these medical technologies, one should consider that many embryos must be developed, but more importantly terminated. 

Making the Ethical Decisions

The ethics involved in such decisions are challenging to pinpoint, especially when society tends to push its degree of accountability off to the next person.  For instance, “good public policy depends on informed consensus”.2   But then who is most influential and responsible for making the ethical choices and regulations?  Possible candidates may include relevant scientists, politicians and religious leaders.  Decisions in support of embryonic stem cell technology must indicate that decision makers all agree that the value of an embryo is not worth enough to protect.  We determine however, that such a widespread agreement is unlikely in today’s society.   
Genetic Alteration
Much like stem cell research, prenatal genetic altering also deals with humans when they are in their earliest developmental stages.  Because of this, there are many similar issues between the two topics.  

Currently in the United States, 9 out of 10 pregnant women submit to at least some prenatal screening.3   With this screening, we are able to detect 40 genetic defects and diseases.4   Much of our abilities to detect such defects are a direct result of the Human Genome Project.  This project began in 1999 and was given a 15 year time limit and a budget of $3 billion in order to map out the entirety of the human genome.5  With this research, it is becoming not only possible to identify these defects, but theoretically possible to alter a human’s original genetic structure so that they will be born healthy.   
Current Parental Options

 Prenatal screening is done by either amniocentesis or chorionic villi sampling during fetal gestation.4  If a couple believes they are at risk of having a child with a genetic disease, there are a certain number of options.  They can choose not to reproduce at all, accept the risk and reproduce anyway, use artificial reproduction technologies, or use prenatal diagnosis to search for the known disorders and possibly abort an affected child.5  Theoretically, the technology is almost available to alter the genetic code so that the child will be healthy no matter what.
Physically Modifying the Human Genome


From a medical standpoint, this may sound promising, but from an ethical standpoint it raises many difficult issues.  The first of a list of issues against this “genetic engineering” would be the issue of physically modifying the human genome.  This technology allows us to change a human being’s fundamental blueprint.  Do parents have the right to make these decisions for their child?  Many critics argue that doing this would be an act of “playing god”; making fundamental decisions about a person that they are not aware of.  
Social Concerns


It is helpful to examine looming social concerns this technology might raise as well.  Our world already rewards people who are born with beauty or athletic abilities, models and sports stars are proof of this.  With genetic engineering, this problem would only be exacerbated further.  Parents could choose their children’s features and impending physical capabilities.  Since these procedures would be expensive, the gap between social classes would grow even wider.3  The wealthy would eventually become healthier overall, and those that could not afford the operation would be put at a disadvantage.  Further, society could move from discriminating gender or race (as in today’s world) to discriminating between people that have been genetically altered or not.  As soon as the world figured out how to “create” what is believed to be a physically and mentally perfect person, what would stop them from doing so?
Gender Issues

Although picking the characteristics of your child could have severe consequences, simply picking the gender of your child could produce similar results.  Whether we like it or not, many people in this world perceive women to have a lower social status than men.  Couples with this outlook will choose to have a male child.  Not only could this behavior lead to a skewed gender population, but it will also increase the discrimination towards women5.  If it is seen as more socially beneficial to have a male child, women could develop a strong negative social standing.5
De-humanizing Childbirth 

Essentially, genetic engineering makes having a child seem like buying a consumer product.4   You are able to customize your purchase to get whatever you want, as long as you are able to pay for it.  If this is the case, it is difficult to decide if the parent is acting in the best interest of the child.  Choices parents make regarding the well being of their offspring are virtually endless; however, deciding one’s gender is unethical.  Additionally, the child is not able to develop on his/her own, and parents are predisposing their child to develop in a certain way.
Elimination of Genetic Disease  


Although serious ethical arguments against genetic engineering exist, there are also strong arguments in favor of this technology.  For example, genetic engineering could essentially eliminate genetic disease altogether.5  There are 4000 known genetic disorders, and several can already be identified. Some detectable disorders include Tay-Sachs disease, cystic fibrosis, Duchenne muscular dystrophy, Lesch-Nyhan syndrome, Down's syndrome, and sickle cell anemia.4  If this technology were to develop, we could eliminate all genetic disease from the human race.
Improving the Human Race


Another argument in favor of genetic engineering results from fundamentally improving human beings.  In today’s society, we use behavior modification (such as going to school) in order to try and increase people’s natural abilities.  Genetic alteration may be a much more efficient way to achieve these same goals.5  Using this technology, you are essentially making people smarter by avoiding mental retardation and other such things, so why should it be different if you simply increase the child’s brain capacity?  This may eventually lead to the entire human race becoming increasingly intelligent at a much faster pace than we are currently experiencing.  


If couples know they have a strong disposition to a genetic disease, they may originally choose not to risk having a child.  Genetic alteration gives disease-prone couples the option to conceive healthy children.
Conclusion

In contemporary society, stem cell practice and prenatal genetic alteration are two groundbreaking technologies capable of crossing barriers regarding medical ethics.  From a medical standpoint, these procedures are perceived as beneficial to society.  When the ethical issues are examined, however, this technology leads to negative results and ultimately costs lives.  In both cases, the public needs to be informed of this technology and educated on both the positives and the negatives of such practices.  Only then will society as a whole be able to see the devastating impact this technology could have on the human race and culture.  By doing this research and performing these procedures, the impact on human life is too great.  Killing human embryos or fundamentally altering human genetic codes is counterproductive towards the natural progression of humanity. 
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Chapter 2:   Ethics in the Workplace
The Ethics of Pre-Employment Screening Through the Use of the Internet
Michael Jones, Adam Schuckman, Kelly Watson
Introduction
A growing trend in the business world today is to use internet search engines and social networking sites to screen job applicants.  Employers are often responsible for the actions of their employees and want to know as much information as possible about their employees before investing the time and money required to incorporate them into their respective businesses.  With “nearly 50% of resumes [containing] factual errors,”1 it is understandable why employers are erring to the side of caution.  In addition, “employee theft and fraud cost US retail businesses more than $50 billion annually [and] the Bureau of Labor Statistics estimates that 1.2 million to 2 million incidents of work place violence occur each year.”1  According to Joseph Vater, a partner at the law firm of Meyer, Unkovic & Scott LLP, negligent hiring lawsuits against companies whose employees commit a violent act have been on the rise.2  This has increased the necessity for employers to perform background checks on job applicants, and many companies have turned to the internet to find all available information on their prospective employees.2  However, while it is important for companies to know who they are hiring, it is unethical to rely on information found on the internet in making hiring decisions.

Background

Traditional background searches generally focus on resume accuracy, criminal history, credit history, drug screening, educational backgrounds, driving records, and reference verification.  In 2000, 86% of employers performing background checks did so in order to verify employment history.  Criminal records were sought 81% of the time, drug screening 78% of the time, and reference checks were performed by 71% of employers performing background checks.3   As a result of the Fair Credit Reporting Act (“FCRA”), accessing this information requires notification and permission of the applicant in question.4  Although this information can be found on the internet, the focus of social networking and internet searches generally does not focus on this information.

Social Networking Websites
Recent surveys have indicated 26% of hiring managers have used internet search engines to research prospective employees, while 12% say they have used social networking sites.5  One common site used in these searches is Facebook.com.  Facebook is a social networking site originally limited to use by the college community, but more recently open to the public at large.  Founded in 2004, the site “now has over 19 million registered users across over 47,000 regional, work-related, collegiate and high school networks.”6  While Facebook has many different controls allowing users to limit and/or block the viewing of their individual profiles, many users have not taken advantage of these controls leaving them vulnerable to searches performed by curious employers.  Additionally, studies are currently being conducted to determine the judgments made regarding those individuals who do use current privacy controls to restrict access to their profiles.  These studies hypothesize that blocked accounts create the impression that the individual has something to hide, and as such may result in the same judgments that will be argued as unethical later in following sections.  As the sixth-most trafficked site in the United States, Facebook is one of the primary networking sites used for pre-employment screening.  MySpace.com is similar in use, but to date has been far more widely used.  In fact, “MySpace has become the most popular social networking site in the world, with more than 95 million members.”7  Privacy controls are also available on MySpace, but similar to Facebook, the controls are not used by all members.  One of the main differences between MySpace and Facebook is the ability of the user to personalize the appearance of their profile on MySpace.  Both MySpace and Facebook generally have areas for personal information such as age, religion, and relationship status; information that the FCRA prohibits from being used in making hiring decisions.  Additionally, both sites allow the uploading of personal pictures and videos that can be shared with a select group of people (generally those accepted as friends), or with the public as a whole.  Registered users on both sites also have the ability to join groups, which range in topic from support of a particular sports team, political issue, or hobbies the person may be interested in.  An employer searching an unrestricted profile has access to all of this information and can use it to decide which candidates to interview and/or hire.

Google

Another increasingly used practice for employment prescreening is to “Google” applicants.  This term refers to searching for a person’s name on the popular search engine Google.com.  Information found through this search can vary greatly, but can include achievements, newspaper references, group affiliations, and legal proceedings that include the name of the individual being searched.  However, searches of individuals with common names may result in many results unrelated to the individual in question.  Yet, by searching in a general location, employers may be able to find information relevant to the specific applicant.  While this practice may reveal information about a potential employee, there is no guarantee the information found is factual or related to the individual being searched.

Consequences of Internet Searches
Over half of the applicants found on search engines and nearly two-thirds of the applicants found on social networking sites were not hired as a result of the information found on sites, such as Facebook.com, MySpace.com, and Google.com.5  Among other concerns, these sites are not necessarily valid nor is there any way to ascertain the true identity of the person responsible for the information found.  Unlike the interview process, there is no personal connection when sifting through information found on the internet and therefore there is a greater likelihood for the information to be taken out of context or misused.  In many cases, the information used to determine the suitability of a prospective employee had little or no bearing on their ability to adequately complete the work.  In fact, 8% of the potential employees that were rejected as a result of information found on search engines and networking sites were rejected because their screen name was unprofessional.5 As information on the internet is generally considered public, permission for these searches is not required and the information found need not be disclosed. As a result, unverified information can sway a future employer’s decision without any input from the employee in question.

Fairness

The ethical dilemma that arises as a result of these searches is one of fairness.  According to the Markkula Center for Applied Ethics, the fairness and justice approach to ethics stems from “Aristotle and other Greek philosophers [who] have contributed the idea that all equals should be treated equally.”8  This approach states that “ethical actions treat all human beings equally – or if unequally, then fairly based on some standard that is defensible.”8  People generally assume that they have a certain degree of informational privacy, yet the information accessed on the internet is not restricted in a way that would protect this sense of privacy.  While rules exist to prevent employers from asking questions about belief systems or disabilities of their prospective employees, these rules fail to prevent the same information from being divulged through internet searches.  These laws are intended to prevent discrimination on the basis of information irrelevant to the job.  By circumventing these laws, the information used to make hiring decisions may unfairly discriminate against people with certain beliefs or backgrounds. The lack of these laws in regards to their application to the information found on the internet may lead to discrimination, whether done on a conscious or unconscious level. Although a lack of litigation may make the use of the internet for pre-employment screening either, legislation is not the goal of this paper. Ultimately it is up to the employers to decide the ethical course of action. Ethically employers should rely solely on information that is relevant, fully disclosed the applicant, and received from a reliable source to make hiring decisions. 
Employer Liability

Many companies feel that these searches are necessary to protect their reputation, assets, and investment in new employees.  A company can be sued for an employees’ criminal act if “they fail to use reasonable care and they hire someone that they either knew or should have known presented a foreseeable risk of harm to a third party.”9  Internet background checks may satisfy the reasonable care standard allowing a company to avoid this sort of liability.  However, other forms of background checks may also fulfill this standard while avoiding the ethical problems internet searches pose.  The FCRA requires consent and disclosure of information found in criminal background checks, credit checks, medical records, and educational background.4  This does not necessarily solve all the ethical concerns about using such information, but it does give potential employees a chance to control or explain the information used in judging their compatibility with a given company.  Additionally, background checks protected by the FCRA require documentation.  As such, discrimination may be more easily determined as the information used to determine employment can be traced to source documents that require applicant consent.  Furthermore, this documentation could be used as evidence of exercised due diligence in court if a negligent hiring lawsuit was filed against a company.  Moreover, hiring managers should note that “recent research strongly indicates that the structured interview format yields significant increases in both reliability and validity.”10  These interviews can take one of two forms: behavioral interviews, which work on the belief that future behavior is best predicted by examining past behavior; and situational interviews, which operate under the assumption that intentions predict behavior.10  By using interviews to screen prospective employees, companies can avoid many ethical concerns that arise through background and internet searches.


As employers increasingly turn to the internet to research prospective employees, the ethical implications become more relevant and far reaching.  Recent surveys report that over one-quarter of the hiring managers questioned take into account information found on the internet when making hiring decisions.5  The problem is that information found on the internet is not entirely factual.  Even factual information on the internet can be taken out of context and relying on it can lead a person to make false conclusions.  It is unfair and unethical to base hiring decisions on false or irrelevant information.  Therefore, using the internet to conduct pre-employment screening is unethical on the basis of fairness.

Conclusion

Discrimination is nearly universally accepted as unethical, whether done on a conscious or unconscious level.  By prejudging a person’s ability to perform a given task based on incorrect or irrelevant information, people may be rejected from jobs they would be very successful at.  Prospective employees also have a right to informational privacy; information irrelevant to the job should not be used in deciding whether to extend a job offer.  If this information is allowed to be used in hiring decisions, it may limit a person’s ability to express themselves in their private lives.  In many cases, the information found online lacks any factual basis.  Even factual information can be misinterpreted when taken out of context.  By using information found on the internet to screen out applicants, companies are acting unethically by denying prospective employees the opportunity to interview for a job based on information that, even if correct, has little bearing on their ability to succeed at a given occupation.  
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Employers Use of Facebook in Recruiting

Peter Engler, Peter Tanoury 

Introduction
With the advent of new web technologies, a grey area of ethical responsibility exists concerning the use of the technology within the workplace. In the case of Facebook, some individuals and entities have used this new database of personal information in ethically questionable ways. The lack of clear rules and standards has led to the dissemination of personal information across the internet for purposes other than what Facebook was intended for. One of the more disturbing ethical infringements on personal privacy is the use of Facebook profiles in employment screening. This new method of employment screening by companies is a clear infringement on the rights of Facebook users.  Consider the following scenario: 

A recruiter at a Denver based company has a stack of resumes on their desk from recent University of Colorado graduates.  Due to time constraints and the fact that each applicant appears equally qualified, the recruiter decides to go online and check their Facebook profiles for any relevant information to aid in the hiring process. However, the recruiter does not have access to the CU Facebook network and asks one of their CU interns to log on for them.   The recruiter begins searching through profiles based on the stack of submitted resumes. The first profile pops up. It doesn't take long before the recruiter sees that the applicant’s political affiliation is "very liberal" and listed under her interests is a pro-choice feminist club. Being a conservative Christian, the recruiter immediately throws away the applicant’s resume, never giving them a fair chance. As alarming as this sounds, it is an increasing occurrence. Should the employer be allowed to see Facebook profiles and screen potential employees based on the information they uncover? This is a question that has only recently come to light due to the explosive popularity of Facebook across the university system.  
Facebook’s History and Evolution 

In order to fully comprehend the current ethical issues involving Facebook, it is important to understand its history and evolution as a social networking website. Facebook was created in early February of 2004 by Harvard undergraduate, Mark Zuckerberg.  Zuckerberg started this site as a modified "Harvard Facebook" which cataloged the freshman class by their names, pictures, and majors. The purpose was to facilitate social interaction among students through an easy to access online network. Within weeks, half of the Harvard undergraduate class were members and there were no signs of slowing down.  Zuckerberg, who was a computer programmer, took on the help of his two friends Dustin Moskovitz and Chris Hughes that same month.  By the end of second month he made the decision to drop out of Harvard with Moskovitz to help expand Facebook as they felt it could be turned into a profitable venture.  They moved to Palo Alto, CA to establish their headquarters in June of 2004.  In late 2004 and early 2005 Facebook received large amounts of investment capital which facilitated Facebook’s spread across the country to hundreds of colleges and millions of users.1

In the earliest form, Facebook was only open to college students at select universities. Because of its smaller defined target group, Facebook left the door open for other social networking sites, particularly MySpace, to recruit those excluded from Facebook. This opening gave MySpace the opportunity to gain many more users than Facebook.  Most underestimate the vast difference in subscriber numbers.  As of September 2006, MySpace had reached a stunning 108 million users while Facebook lagged behind with only 10 million users.2 In an effort to increase their footprint, Facebook opened their doors to high school students on September 2, 2005. Even with this increase in users, Facebook was still constraining its market potential to college and high school users with accepted e-mail accounts.  Furthermore, as users reached the end of their college careers they would become alienated and lose interest in Facebook unless they were able to move their account into a more fitting network such as a regional or work network.  Due to pressure from their venture capital backers, Facebook recently opened their doors to accommodate more than just college and high school users and allow a universal crowd.3

Although Facebook and MySpace are compared to each other like Coke and Pepsi, their products are actually quite different.  The most obvious difference is their appearances. Many would describe MySpace as having a chaotic feel due to its pages being covered with advertisements and customizable features.  Facebook, on the other hand, is regarded as a much more private network than MySpace.  Facebook is marketed as a private network; therefore users appear much more open in presenting their online biography.  In contrast, MySpace users list fictitious names rather than their actual names to hide their identities.  Additionally, unless specifically requested under the user’s privacy settings, information listed on MySpace is open to search engines.  A simple search for a persons name could yield an unprotected MySpace profile.  This is part of the reason why MySpace users generally choose to list less information than that of Facebook users.  Facebook on the other hand has a reputation of being relatively shielded to unwanted viewers, making its users feel more comfortable listing personal information such as phone numbers, e-mail addresses, personal addresses, and other personal details.   Facebook also runs on a secure platform preventing posted information from being crawled by search engine bots.4
Public vs. Private Information

When discussing the possible misuse of Facebook information, it is important to differentiate between public and private information on the Internet.  Many companies who have used Facebook information in their recruiting process argue that it is ethical because if information is on the web then it is deemed public information and is available for any use they desire. This might be true for Facebook users who leave their profiles completely unprotected and open to non-collegiate regional networks. However, protected Facebook profile information can be argued to be private information. Informational privacy is defined as “control over the flow of one’s personal information, including the transfer and exchange of that information.”5 When a Facebook user posts personal information on their profile and then limits that information to a specific network, such as their school or friends, there is a reasonable belief that this information should be considered private. Philosopher James Rachel’s viewpoint is that “having privacy enables us to control how much personal information we wish to disclose and how much we chose to retain. Thus privacy enables us to form relationships with individuals, which can range from intimate to casual, depending on how much information about ourselves we share with others.”5 Facebook is used by college students to create and maintain relationships with their peers. Therefore, when recruiters invade the private networks of Facebook users, they are compromising the relationships that have been formed.


In order to address the privacy concerns of their users, Facebook follows two core principles:

1. Those posting on Facebook should have control of their own personal information and

2. Users should have access to the information others want to share.4
Technically it is a violation of Facebook’s privacy policy for employers to use Facebook as a recruiting tool.  The privacy policy states that “any improper collection or misuse of information provided on Facebook is a violation of the Facebook Terms of Service and should be reported…”4  This provision clearly covers employers who are not in the same network as their potential candidate.  In addition to violating Facebook’s Terms of Service, user’s profiles could potentially provide employers information that is illegal to ask in an interview such as the applicant’s race, sexual orientation, age, religion, etc.6  

While users do have some control over their privacy settings nothing is ever certain. When a user changes profile information the old information remains stored on Facebook’s servers for “a reasonable amount of time.”4 As far as we know, this could be a month or it could be years.  Any information a user inputs on Facebook has the possibility of being retrieved at a later date even if deleted by the user.  Facebook's privacy policy also maintains that content posted by the user is posted at your own risk, stating that “Although we allow you to set privacy options that limit access to your pages, please be aware that no security measures are perfect or impenetrable.”4
Facebook user’s strong feelings towards their online privacy was made clear on September 5, 2006 when Facebook announced two new features, the “News Feed” and the “Mini Feed”.  These added features aggregated information from users and summarized it on the home pages of their friends.  This sudden change instantly angered hundreds of thousands of users.  Within sixty hours of the change there were 740,000 users who signed a petition to have the new features abolished.7  Although this information was already available for users in their network to see, the fact that it was pulled out of context and openly displayed to the rest of a user’s friends angered people and took away a sense of privacy. In response, Facebook issued an apology and quickly installed privacy options to disable the new features. 

How Recruiters Access Facebook Profiles
As Facebook’s popularity has grown, some employers have reported that they gained access to job applicant’s Facebook accounts in order to gain information about prospective employees and find reasons to disqualify potential applicants.. A University of Dayton sponsored survey of 5,000 employers nationwide found that 40% of employers would consider using the Facebook profile of a potential employee in making the hiring decision. Several employers even reported rescinding offers after checking out profiles on Facebook.8 There are multiple ways for employers to gain access to Facebook accounts. The easiest way is if the company signs up for an account and views the applicants profile directly. This is an increasingly rare scenario though due to the privacy levels that almost all Facebook members apply to their profiles. These privacy levels allow users to restrict access to their profile to certain networks, such as their school, or only their friends. Therefore, non-collegiate Facebook members, who were only recently allowed onto Facebook, are barred from the college networks.  However, many companies still attempt to use Facebook as a recruiting tool.  A New York Times article found that “companies, particularly those involved in the digital world like Microsoft and Metier said researching students through social networking sites is now fairly typical. ‘It’s becoming very much a common tool,' said Warren Ashton, group marketing manager at Microsoft. For the first time ever, you suddenly have very public information about any candidate.”9
A second method employers have been known to use involves the use of their current employees’ Facebook accounts to search applicant’s profiles in which they are in the same network, such as the same college. In this instance, not only is the employer acting unethically, but they are also making their young employees compromise their ethics as well. The employee may have reservations about probing the profiles of their younger college mates, but do so anyway for fear of repercussions from their employer due to noncompliance. There have been many documented cases of this action. Patricia Rose, director of career services at the University of Pennsylvania, said “sometimes companies ask college students working as interns to perform online background checks.”9
A third means of accessing Facebook profiles and by far the most invasive is to hack into the Facebook database. This may not be such a hard task for many tech-savvy IT employees at most companies. By this means the company would have access to any profile they wish. In December 2005, two MIT students were able to create a “spider that ‘crawls’ and indexes Facebook, attempting to download every single profile at a given school.”10 The students were successful and created a database of thousands of student Facebook profiles. If two students were able to accomplish this feat it is reasonable to assume that employers have the same capabilities. Thus it has been shown that although Facebook has attempted to provide privacy to their users within a defined network, it is possible for employers to hurdle these defenses and gain access to personal information. 


Employers can also judge your character on Facebook through indirect means. If an employer searches for your profile and finds it is blocked, they can still view your Facebook friends. It is likely that some of your friends do not have their profiles protected and therefore recruiters can see what kind of friends you have. From this information about your friends they can create their own assumptions about you, whether accurate or not. If they find things they do not agree with in your friends’ profiles, whether it’s your best friend or just an acquaintance, you may be held guilty by association. Furthermore, they may begin to wonder why your profile is blocked and assume you must be hiding something.


Based on the various ways employers are able to view your profile and make indirect decisions about your character, it is clear that they are employing unethical practices by viewing private information without your permission. They are hurdling preset privacy defenses to view personal information that was never intended to be seen by employers.  Significantly, it is how recruiters interpret and use this information for hiring decisions that has become the most controversial issue.
Misuse of Facebook Information
As discussed earlier, a Facebook profile contains a great deal of the user’s personal information. This information is intended to be shared only among the user’s friends, and not the general public.   Facebook users post and share information online with the clear intention to limit this information to their college network or friends.  With this state of mind, Facebook users will post information intended to be viewed by their friends rather than considering the impact this may have with potential employers. Chris Wiley, Associate Director in Career Services at the University of Dayton and a researcher of the evolution of Facebook says “since Facebook was originally created by college students for college students, they view it as ‘their place’ and strictly a social network. The thought that what they put on Facebook would ever be seen by a potential employer is unreal to them. It’s like an employer showing up at one of their parties on a Saturday night.”8 This mindset resonates throughout colleges across the country. In the Dayton research study, it found 32% of students think it is unethical for employers to check Facebook, 42% said it was a violation of privacy and 64% felt employers should not use Facebook in the hiring process.8
Therefore when an employer is scrutinizing over an applicants profile, they may find information that unknowingly to them is simply a joke or something that is taken out of context. For example, the Dayton research study found 23% of students intentionally misrepresented themselves to be funny or as a joke.8 Even worse, an employer may come across information about the individual that they simply do not agree with, such as political affiliation or sexual orientation. A wrong statement here could automatically reject you from being hired even before you interview for the job. This practice of prejudging someone based on limited amounts of information and making assumptions that may be taken out of context about the individual’s life is unfair and unethical. Furthermore, without verification of the information in a user's profile, the conclusion an employer comes to can be completely inaccurate. What if the illicit picture that is tagged to the user isn't actually the user, and the day it was tagged happened to be the day the employer saw their profile? More often than not the prospective employee would never be given the chance to correct the inaccurate negative impression. 

There are countless other possible scenarios in which employers may discriminate against an individual based upon their profile. For example, what if under a user's interests they listed “partying.” This is a very ambiguous term that an employer may interpret negatively. To the user, “partying” may simply consist of having a drink or two with a few friends on a Friday night, but an employer may interpret it as binge drinking five nights a week and dismiss the applicant. This resonates back to the question of whether a Facebook profile accurately portrays an individual.  Furthermore, if Facebook is going to be used by prospective employers, should college students consider designing their profiles knowing that they may very well be scrutinized by employers? 

A Class Case Study

To emphasize the potential misuse of Facebook information in the recruiting process, a small study was performed on the Facebook profiles of the members of our Business Ethics class.  As of April 10, 2007 the University of Colorado had 28,624 total students, 24,710 of which were undergraduates.  At the time, Facebook’s University of Colorado network was made up of 35,185 profiles, indicating that even if every current student had an account, there are other users besides current students with access to the network. This group is largely comprised of alumni, but also includes professors and administrators. Of the students in the class, 38 of the 51 students had Facebook accounts.  Just over 47 percent of the students with Facebook accounts had unprotected accounts, granting access to anyone in the university’s network.  This large number of unprotected accounts validates accessibility of Facebook profiles for employers.


The study focused on briefly searching each of the 18 students’ profiles whose accounts were open to anyone in the University of Colorado network. The strategy was then to use the mindset of a recruiter screening applicants with the goal of finding information that we saw as grounds for not hiring the applicant. In each person’s profile it was relatively easy to identify information that a recruiter may think as reason enough to not hire the person. The source of each of the “unprofessional” bits of information included posted pictures, political affiliations, interests, groups the user had joined, and wall postings written by other users. Although each piece of information can be seen as humorous within the collegiate environment, an employer may take the information out of context and make an unfavorable character judgment on the individual. For example, in one instance a female user was a member of the group “Future Trophy Wives of America.” While a college student would look at this as a joke or think nothing of it at all, an employer may take this as fact and assume the female would only work for a few years before marrying and quitting. In another example, several users had wall postings from other users which mentioned activities ranging from excessive drinking to possible drug use. One person’s wall simply read “stoner…” A recruiter might quickly assume this person was a drug user without any further inquiry into their background. 


The principal lesson to be learned from this study is that a person should not be judged based on incomplete, inaccurate or personal information. When an employer uses Facebook as a recruiting tool, it invites recruiters to unfairly stereotype applicants based on limited information and usually without verification. Furthermore, it invites recruiters to allow a user’s private information such as sexual orientation or religious affiliation to be included in their decision making process.

An Unfair Ethical Practice
When an employer uses students’ Facebook profile information in their hiring process, they are violating the fairness or justice approach to ethics. In short, this approach states that everyone should be treated equally.11 This means that each job applicant should be given the fair chance to be fully considered for the job they have applied for. Decisions should not be made on information that may not accurately or clearly portray the individual.  To put it in a context that may resonate with those who are older and have not used Facebook, recruiters’ actions are similar to if job applicants following a group of executives on their Sunday morning round of golf and listening to all of their conversations. Then from this information they would be able to form an idea about the firm as a whole and decide if they wanted to work there, whether these people were representative of the firm or not. It is unlikely that these executives would want to censor their conversations, because they are private matters being discussed in their personal forum, even though there is no physical privacy. Companies need to realize that Facebook is not dissimilar from this analogy and deserves the same privacy that the executives would demand and deserve.

When examining this issue, it is also important to understand the ethical framework from which employers justify their actions. Whether knowing it or not, when an employer uses Facebook as a means for employment screening they are practicing the utilitarian approach of ethics. Under this approach “the ethical corporate action is the one that produces the greatest good and does the least harm for all who are affected-customers, employees, shareholders, the community, and the environment.”11 In the context of employment screening this means that employers will dig as deep as possible into the personal lives of their applicants, using any means necessary (such as Facebook), in order to hire the best employees who will in turn increase shareholder value. Employers do not care if they invade your privacy during their hiring search as long as it is serving the “greater good” by hiring superior employees.

In the process of using the aforementioned unethical practices, employers use several methods of moral disengagement to justify their intrusions on an applicant’s privacy. Albert Bandura, a psychologist at Stanford University, describes the moral disengagement tool of moral justification:

“People do not ordinarily engage in harmful conduct until they have justified to themselves the morality of their actions. In this process of moral justification, detrimental conduct is made personally and socially acceptable by portraying it as serving socially worthy or moral purposes. People then can act on a moral imperative and preserve their view of themselves as moral agents while inflicting harm on others.”12 This is the mindset, whether conscious or not, of recruiters searching through Facebook profiles. They believe they must take any actions necessary to hire the best employees, to increase their shareholders’ value, even if that means violating the applicant’s privacy. Similarly, some recruiters use the faulty reasoning of “everyone else is doing it, so why shouldn’t I?”
For example, Tim DeMello, owner of the internet company Ziggs, was asked if he does an Internet search for online profiles when he chooses whom to hire. His reply was “Of course. Everybody does.”13 It should be obvious that this reasoning does not hold any water. This statement is equivalent to college students saying “Everyone lies on their resume, so why shouldn’t I?” The answer is because it is unethical. 

Consequences of Misuse
Due to the infancy of Facebook and its new found utility for recruiters, the full extent of the effects of its use in employment screening are yet to be seen. Very clear consequences can be seen in the recent cleansing of students’ profiles and the increased use of Facebook’s privacy features. Is this the desired outcome that employers want, that is turning Facebook profiles into resumes? Moreover, has this practice led to employers hiring better employees? One can argue that it could possibly have the opposite affect. Employers may be prematurely dismissing very qualified candidates due to inaccurate assumptions based on a few snippets of their life on Facebook. Also, just because a user removed “inappropriate” information from their profile doesn't mean that their lifestyle will change. Therefore, if recruiters continue to abuse this means of screening, eventually all Facebook profiles will consist of polished information poised to entice the eyes of the recruiter. When this happens, employers will realize they are no longer learning about the individual by their profile and they will find other means to dig into the student's lives. Therefore, the potential outcome is the destruction of a once thriving social networking website to satisfy selfish corporate interests. In essence, by violating Facebook user’s privacy, employers are applying de facto censorship and hindering individuality and free expression. Students have become afraid to post information in their profiles because they don’t know how a prospective employer would interpret the information.  Students have also become afraid to share their personal lives with their fellow college students due to the fact that it is easier for corporations to access user’s information if their profiles are left unprotected. Such instances are unfortunate as they reflect Facebook’s trend from a social networking website towards a bland collection of impersonal resumes.

The Internet has opened large holes into the concept of individual privacy, and the consequences can be frightening. Employers need to realize that they have crossed the boundary and have unjustly infringed on the privacy of aspiring employees. This unauthorized screening also creates a feeling of distrust in the eyes of the employee towards their employer. The argument is not that it is wrong for employers to know about their applicants before hiring an employee, but that Facebook is not the means to acquire this information. Character judgments can be made through many other means, including interviews, letters of recommendation and traditional background checks. It is imperative that corporate America’s ethical standards adjust to be appropriate for today’s rapidly changing web-based technologies. 

From the discussion above, it is clear that when employers bypass privacy settings and search profiles, they are unethically infringing on a Facebook user’s personal privacy. Personal information listed in a Facebook account is intended only for a select social network (schoolmates and friends), not as a resume for employers to serve their commercial interests. Furthermore, information listed in user’s profiles may not accurately portray the individual or may be taken out of context by potential employers leading to inaccurate stereotypes and dismissal from employment consideration. Finally and perhaps most importantly, Facebook user’s knowledge that perspective employers may be checking profiles represses individualism by causing an artificial cleansing of profiles. Ethics require that employment recruiters cease using Facebook in their recruiting process. 

While this ethical issue may seem trivial to many people, especially those who are unfamiliar with Facebook’s immense influence within the average student’s life, there are potentially severe consequences for young aspiring employees. For almost all of today’s college students, Facebook plays an integral part in their social and private lives. For an employer to invade the user’s personal privacy and make potentially unfounded or speculative hiring decisions based upon profile information are unfair, unethical and wrong. Employers should stick to other means of employee screening and leave Facebook out of the hiring process. 
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Employee Surveillance: An Ethical Consideration
Michael Bassick, Tyler McNamara, Deborah Sullivan

_____________________________________________________________
Introduction
The expansion and proliferation of technology has dawned a new era, blurring the pre conceived boundaries, and surfacing new issues in which managers have no experience.  The moral, legal, and social principles that once helped guide ethical decision making are no longer sufficient, resulting in a variety of practices which accelerate the emergence of ethical dilemmas.  One such issue is employee surveillance.  New methods of monitoring employees e-mail, internet use, and location are used by many companies in order to maximize worker productivity, ensure the integrity and character of the organization, and to protect the interests of third parties such as customers and fellow workers.1
Employee surveillance presents an ethical dilemma because advancements in technology have opened up avenues to fast-growing markets, with little agreement on which practices are ethical and which are not.2  The underlying theme for the use of these advanced technologies is the invasion of privacy.  Privacy is defined as:

The condition of not having undocumented personal knowledge about one possessed by others…personal knowledge…consists of facts about a person which most individuals in a given society at a given time do not want widely known about themselves. 3
In essence, employees feel that their actions inside and outside of work, as well as in their personal time, are their business only.  When employers start to delve into one’s personal life, animosity and distrust are built between the company and its workers.1  While some policies may seem pertinent and beneficial, there is a fine line between what information employers should have access to and what should stay private.  Since privacy is a very non-specific term, individual types of privacy will be discussed in further sections.

Employee Surveillance: Ethical or Unethical?
In the following sections, ethical and philosophical theories which support the limitation of employee surveillance, particularly access to e-mail, use of the World Wide Web, and employee tracking initiatives will be discussed.  The goal is to analyze this ethical challenge, leaving any pre conceived notions behind to offer an unbiased way of ethical thinking.  Much of the current surveillance is unethical, and with the advent of growing technological capability, a framework must be put into place to ensure employee rights are protected.  Privacy is being invaded and it is important to confront the issue.

Employer’s Rationale
To begin, privacy is a right that many people take for granted.  Technology is challenging this right, and as further advancements are made, the availability of privacy will continue to dissolve.  In order to fully develop the sentiment that much of employee surveillance is unethical, examples from both sides of the story must be considered.   A survey conducted by two research firms, Dataquest and IDC, concluded that “approximately 22.8 million U.S. employees (40 percent of the internet-enabled work force) waste one or more hours on the internet each day”.4  Business people know that time is money and this time employees “wasted” on the internet costs US businesses approximately $63 billion a year.4  Many employers feel they have the right to monitor employees because they are being paid to perform certain duties, and the amount of dollars wasted hurts the bottom line.2  

Another consideration is that companies are the owners of the office equipment and therefore have the right to specify how those resources are used.2  Accordingly, as owners of these business tools “if the company has reason to believe that an employee is using its resources inappropriately, or to its determinant, the company has a right and a obligation to protect itself”.2  Under this premise, companies have free range to know what they want about who they want.  Companies pay employees a lot of money and misusing office equipment is activity that the employer should not have to pay for. 
Supporters of employee surveillance will also argue that employers have a right to see what their workers are doing throughout the day.  Performance levels are much more attainable which allows for companies to work more efficiently. Many companies track key stroke accuracy, e-mail use, destination of phone calls, web site hits, and employee movement throughout the building to measure the productivity of individual employees.1 These productivity measurements help managers predict outputs, ensure quotas will be reached, and make sure that hardworking employees are not stuck picking up the slack for their lazy or incompetent coworkers 3.   

One final motivation for intruding on employee privacy is in the interest of protecting a third party.1  This entity could be customers, shareholders, suppliers, creditors, neighbors to the workplace and others.  Since corporations are liable for their employee’s behavior such consideration seems justifiable.  These arguments are valid and it is agreed that some level of surveillance is necessary to regulate business operations.

Employee Defense

   The news is often flooded with cases of identity theft and other crimes that have been made much easier due to technological expansion.  Employee surveillance has also increased and many employees are unaware that they are being monitored.1  Although there is no legislation making unannounced surveillance illegal, many employees consider corporate surveillance measures to be unethical and an invasion of privacy.5
Further support for decreasing the amount of surveillance is that employees are being distracted and overly cautious about what is allowed and what is not.1  In addition, “there is evidence that computer monitored employees suffer health, stress, and morale problems to a higher degree than other employees”.3  Meanwhile, surveillance carries many costs associated with its implementation.  The equipment needed, installation, upkeep, and monitoring proves to be very costly for many companies.3  While some see these purchases as money well spent, employee resentment could very well make such equipment the cause for lower company moral and confidence.  Aside from not wanting their personal space invaded, employees value the trust they are given by their employer.3  As in all cases, after one’s trust is lost it is very hard to regain.  This recognized, Seumas Miller writes: 

“There are other important things in life besides efficiency and profitability.  In particular, there is the right to privacy.  The existence of the right to privacy, and related rights such as confidentiality and autonomy, is sufficient to undermine extreme views such as the view that employees ought to be under surveillance every minute of the day.” 3
Skeptics argue that “the right to privacy cannot be overruled by the proposed responsibility argument”.1  Since the information obtained can lead to investigations not pertaining to the motivations above, it could be realized that the surveillance measures are just an excuse to unfairly monitor an individual.  To further develop the argument that employee surveillance is unethical, specific invasions of privacy and philosophical models will be addressed.

Types of Privacy

Privacy is a very general term and it is necessary to identify specific types in order to describe how employee surveillance violates the privacy of workers.  First, solitude, or physical privacy is the state of privacy in which persons are free from unwanted intrusion or observation.6  Next, informational privacy is concerned with the protection of ones anonymity, especially when dealing with personal information.  Also, psychological privacy, the control over release or retention of personal information, and interactional privacy which protects communication between individuals and group members are at risk when companies practice employee surveillance.6  Finally the last two types of privacy with which we are concerned are personal and body/mental privacy.  Personal privacy is simply the right to be left alone and to do what one wishes during their free time.7  Body/mental privacy is the idea that we have a freedom of speech and we should not be subject to self incrimination.7 

While not all forms of privacy are inherent and prescribed social liberties, many are intrinsic.  According to the U.S. constitution’s first and fourth amendments, we as US citizens have the freedom of speech, and the freedom from unwarranted search and seizure 7.  While these amendments support nearly all the above mentioned forms of privacy, those which are not can be further supported by the ninth amendment which states that “there are other possible rights that people retain which certified that rights not specifically enumerated in the amendments did not preclude their existence”.7

Aside from the constitution, privacy rights can be supported through philosophical means.  John Locke’s foundations carry that we as humans have natural rights including life, liberty, and property.7  As associated with employee privacy, this ethical framework grants workers the right to privacy concerning their e-mail and information which constitute as personal property.


Lastly, U.S. common law includes the inviolability of the home and the person, the sanctity of confidential communications, and the sacredness of personal information.7  Therefore, many of the ways employers monitor their employees violate these definitions and are unethical.

Philosophical Models

The Rights Approach
Determining what is ethical is extremely difficult because everyone has different beliefs, values, and feelings. The rights approach is one method that can help people understand what is ethical. This approach suggests that, “ethical action is the one that best protects and respects the moral rights of those affected”.8  According to this framework, employees have the right to make their own choices, to be told the truth, and to not have our freedom interfered with.8

Employee surveillance is unethical because it takes away many of the rights addressed within this theory. One right stripped away from employees through surveillance is the right to make you own choices. Companies purposely adopt e-mail monitoring, website screening, and GPS tracking technology to eliminate employee’s rights to choose what they want to do.8 Companies do have a need to protect their organizational interests, but forcing employees to act a certain way through surveillance is not the ethical way to control behavior.7 Instead of cameras and monitoring software, an employer following the rights approach should encourage correct behavior by stating what is expected of the employees and then giving them choice to act in a way they feel is right 8.


Employers often tell employees when they are being monitored. What employers often do not tell employees is the extent of the surveillance taking place.2  For example, it is common for a business to state they use e-mail surveillance software but not describe what is appropriate to include in an e-mail, whether or not they are consistently reviewing e-mails, and if they are storing the e-mails for future use. By withholding information, companies are violating the employee’s right to be told the truth.8  Any employer that purposely omits pertinent information is acting unethically. According to the rights approach, companies must not hide any information from an employee. If employee surveillance must be used, it is only right to let the worker know exactly what the company’s policy is on using monitoring technology.8 


Possibly the most well known right is stated within the first amendment, the right to free speech. In America, the right to free speech is an important and defining right of the country. The U.S. prides itself on being one of a few countries that provides the freedom of speech of its citizens.1  Employee surveillance limits this right. Almost every company restrains speech in some way or another inside the business. This isn’t illegal, because the First Amendment doesn’t apply to private sectors, but it is unethical because it denies employees of one America’s most basic rights.2  Computer monitoring software is designed to keep employees from conducting personal business at work but it is also meant to monitor what employees are saying online. Employers legally have the right to discipline those individuals that say something offensive over the internet.8 This power restrains employees from exercising free speech therefore making it unethical under the rights approach to ethics. Companies should respect employee’s rights to free speech by not discouraging speech through employee surveillance. 


The rights approach is one of the most popular methods in determining whether something is ethical or not. Employee surveillance takes away many employee rights, because the rights approach focuses on the protection of rights, it is safe to conclude that employee surveillance in unethical. Most companies focus on the bottom line, not what is ethical, which is why employee surveillance continues to grow.3 A change in focus from profit to the employee morale is an essential ingredient in creating an ethical organization.


Virtue Ethics

Another ethical theory which emphasizes the process of moral character development is virtue ethics.  Within this framework, morality is not guided by rules or rights but instead by the concept of character.9  Character, which consists of honesty, fairness, compassion and generosity, drives members of an organization to concern themselves with what to be, as opposed to what to do.9  “Virtue based ethics seeks to produce excellent persons who both act well and serve as examples to inspire others”.9  Actors, those making the ethical decisions, focus on whether rights are deserved as opposed to what the rule book implicitly states.10

Under this theory, privacy can be considered a right that employees deserve.  Companies implementing this ethical guidance believe that workers know how to act and display themselves with great character.  Therefore, surveillance is unnecessary because employees’ behavior and decisions will be consistent with the actions of a “good” person 10.

Unethical Surveillance


When looking at the different surveillance capabilities most recently made possible through new technologies, there are some that seem more controversial than others.  E-mail surveillance, internet monitoring, and employee tracking are among the most prevalent.  Also, the lack of employee knowledge on how they are being monitored is unfair and must stop.  Each of these will be discussed in detail and we will show how much of the behavior implemented by many companies is unethical.

E-mail Surveillance: Violations of Informational and Interactional Privacy 


The use of electronic mail messages is one of the most common avenues of communication in today’s business world.11  Employers are motivated to screen employee e-mail in order to protect company assets and to ensure high levels of productivity.12  Also, since employers are responsible for their employee’s conduct, they feel the need to protect their own interests and the interests of all stakeholders.12  In addition, there are few states that have laws regarding e-mail surveillance in the private sector.  This gives employees the freedom to intercept e-mails at will.  It is difficult to support employee rights to privacy since it is often found in court that even though workers have a “reasonable expectation of privacy”, such expectations are invalid when “communications are sent over the company-controlled e-mail system”.12  It is important to realize that just because something is legal, it is not necessary ethical.  Regardless of reasonable expectation, employees still feel that they should have the right to communicate without interference.  Informational privacy is continuously being breached and information which is considered to be private is no longer such.  In addition, interactional privacy is invaded since one’s employer can read private messages intended for individual persons.  E-mail surveillance is an unnecessary practice which protects only the interest of the company and their bottom line without considering employee wants and needs.  


Since privacy seems of little significance in the eye of employers, the virtue ethics approach can be used to provide a model for employee treatment and behavior.  A company implementing this framework would rely on employees to conduct themselves in an ethical manner.  Based on character development, virtue ethics gives employees the freedom to make their own decisions with the faith that their choices will represent those made by a “good” person.   Giving employees the ability to make their own decisions may seem risky from management’s point of view, but evidence suggests that this increased responsibility has increased morale and improved employer-employee relationships.  In fact, employees subject to surveillance have exhibited feelings of decreased employer trust, increased stress, and subsequently decreased productivity.12  


Since it is clear that e-mail surveillance has serious downfalls, relying on the character of employees seems to improve productivity and instill confidence.  To ensure that the virtue ethics approach is successful, companies can help employee ethical reasoning by holding workshops which encourage socially beneficial decision making.  By coaching workers to make ethical decisions, rather than guiding behavior by rules, both the employees and employer will likely enjoy more favorable results.  E-mail surveillance is an invasion of privacy and therefore unethical.  If virtue ethics were used to encourage employee decision making, no surveillance would be necessary and privacy would be ensured.

An example of unethical e-mail surveillance can be seen by Dow Chemical.  This company, a well known multinational chemicals producer took a snap shot of employee internet activity during a given day.13  There findings were both alarming and discouraging.  Over the course of this day 254 employees had sent or received inappropriate e-mail messages consisting of pornographic material, violent, and discriminatory content.13  While such findings would seem to support extensive surveillance, it is important to note that these employees did not know they were being observed.  This introduces the argument that it is unethical to monitor employee behavior without their knowledge.  Such employee activity should be condemned, however it is likely this activity wouldn’t have taken place had employees known they were being monitored.  As a result, Dow created a criterion for punishment which took into consideration the extent of an employee’s participation, the offensiveness of the material, and what the employee did with the material.  In the end Dow terminated 20 employees and disciplined others.13  Dow invaded the privacy of its employees by limiting their rights to physical, interactional, and body/mental privacy.  Employees were observed unwillingly, private conversations were acquired, and emails were used as self incriminating evidence.  In addition, Dow managers behaved unethically under the rights approach since they lied to their employees.8  While they didn’t implicitly lie to their employees about monitoring activity, withholding the truth is still considered a lie.  As a result, 20 employees were unjustifiably fired.  Finally, their behavior may have permitted such action, the employees were treated unethically since Dow’s methods were deceitful and without regard for workers’ privacy.

Monitoring Employee Internet Use:  The Rights Approach

Website surveillance has increased exponentially over the past ten years. In a 2005 survey by the American Management Association, over three quarters of major U.S. firms monitored website connections, more than tripling the 1997 numbers.5 A main reason for this increase is a combination of advancements in website monitoring software and the drastic boost in the amount of employees that use computers at work. As of January 2002, nearly 55 million US adults accessed the internet at work, an increase of nearly 27% from the previous two years.3 This increase of internet accessibility naturally led to a large amount of time and money wasted on the internet by employees. 

The misuse of the internet has posed a huge problem to most businesses. A seemingly easy way for a business to combat the problem is to just not allow employees to use the internet for anything other than work. The most common way for employers to do that is through the use of website monitoring software. 76% of major U.S. companies monitor website connections and over 65% of companies use software to block employees from connecting to inappropriate sites.5  The rise of computer monitoring popularity has led to a huge market for computer monitoring software.2 Of these programs, one of the most popular named Investigator, has sold over 200,000 copies.14 Investigator is able to block websites, along with the capability to monitor every keystroke an employee makes, take a record of every dialogue box, and can even periodically take a snap shot of exactly what an employee is looking at on their computer screen.14 The number of ways these programs can monitor an employee is astonishing and now that the monitoring software product market is maturing, it is possible for any company to cheaply and easily use software to monitor their employees.

The ease of access and affordability of such programs overshadows the fact that the implementation of such surveillance is an unethical invasion of privacy.  The rights approach grants employees certain unalienable rights including the right to freedom and privacy.8  Monitoring employee’s internet use invades both physical and personal privacy.  Regardless of location or ownership of equipment, employees still posses these rights and by being placed under such extreme scrutiny, they are being treated in an unethical manner.  Part of the rights approach identifies the employee’s right to be told the truth.8  Most companies that implement internet surveillance do not notify employees what sites are permitted and which are not.  While many of the unauthorized sites are self explanatory, unwarranted investigations can result from employees unknowingly visiting disallowed web pages.  Further investigations can lead to additional infringements on employee privacy and unreasonable punishments could follow.  Employees cannot be left ambiguous and companies who monitor internet use should provide workers with a white and black list, consisting of allowed and restricted web pages.11  This will help limit the invasions of privacy but still will not make web site surveillance ethical.  Once again virtue ethics can be implemented to encourage ethical employee behavior.  Given this responsibility, it is likely employees will feel badly about defying the trust they have been given, and will act more accordingly.1

A positive approach, like that used by Saratoga Systems in California, is to implement a more lenient surveillance which takes into consideration the needs of its employees.  The company tries to accommodate its employees by permitting them reasonable use of company e-mail and internet use.9  Employees know they are being monitored, but they also know the company respects their occasional need to take care of personal business from the workplace.  The company realizes that if employees needed to leave the office to take care of errands, more time would be lost in a day.  If they can take care of some errands while at the office, it is more convenient for the employee, and they can quickly get back to work.  A sense of trust is built between the employer and employee and motivates them both personally and professionally.2  


This policy closely follows the virtue ethics guidelines.  Saratoga Systems gives their employees a level of independence trusting that their actions will uphold the character of the company and that they will behave in an ethical manner.9  This example shows how virtue ethics can be successfully implemented.  If more companies were to have faith in their employee’s ethical reasoning, it is likely that they would be able to implement a system similar to that of Saratoga Systems.


Tracking Employees: Crossing the Line of Privacy


The collection of personal information through highly portable means is becoming increasingly popular throughout numerous governments and businesses.15  Examples of these tracking devices are radio frequency identification tags (RFID), smart cards, and identification cards.7  Instances in which such instruments are used can be to track the movement of employees during work.  This sort of monitoring can let the employer know how much of the time the employee spends at their desk, in the bathroom, or in the break room.15  While this information would seem to be very helpful to employers it is unethical because it invades physical and personal privacy of employees.7  The activity is unwarranted observation, and goes against the workers right to privacy during their free time.  Even though they are at work, employees receive breaks throughout their day and it is only in their interest how they spend these breaks.  Employers do not need to know when employees use the bathroom or grab a cup of coffee.  If it is the productivity employers are concerned about, simply reviewing employee output would be enough.  If an employee is reaching their quota and completing all assigned tasks, there is no need to see where they go throughout the day.  On the other hand, if a select employee is not completing their portion of the work, performance measures will unveil disparities in the timeliness and quality of this individual’s efforts compared with that of higher performers.  With these standards in place, poorly performing employees can be confronted and the problem can be resolved or the employee can be let go.  This can all be done without tracking employee location.


An additional instance where employee tracking presents an ethical dilemma is through the use of smart cards in employee cell phones.  This technology allows the location of the employee to be known at all times.  Such technologies are used primarily by delivery services and professions where driving is a major part of the job.15  In such cases, employee location is useful for organizing a workforce outside the office.  Benefits include increasing the efficiency of operations by diverting employees to sites dependent on their current location, and assisting drivers with finding the shortest route between two points in order to avoid high traffic areas.15  While these uses create a greater efficiency, they are unethical because they violate employee rights to privacy.  Physical privacy, interactional privacy, and personal privacy are all being intruded by such tracking surveillance.7  Since it is likely that employees will have their phones in their possession during off-the-clock hours, it can be identified where the employee spends his/her free time and who he/she spends it with.  While such information seems futile, assumptions can be made about workers by their employers which can affect their reputation at work and possibly jeopardize their job.15  Whether the employee should be acting in this manner or not is none of the business of his/her employer.  They are no longer representing the company therefore their actions affect themselves not their employer.
Secretly Monitoring Employees: Lies, Lies, Lies  

It’s only natural that employees use some of their work day to conduct personal business.  What most individuals fail to think about is whether everything they do is private.  Many would be surprised to know their employer is aware of every keystroke, every e-mail, every phone call, and more.1  Equipment that belongs to a company can store e-mail that employees have deleted thinking they are protecting themselves.2  The number of personal tasks that an individual can do over the internet is a great temptation to be distracted from a person’s job.  While the majority of companies inform their employees they are being monitored, the majority would prefer not to tell them.3  Every piece of information an employer is able to collect can be evidence that could cost an employee their job.
According to the American Management Association (AMA) and the ePolicy Institute, who regularly survey companies about their monitoring and surveillance activities, about 80% of companies surveyed notified their employees they were being watched.16  Of those who inform their employees about the monitoring, many aren’t specific about the type of monitoring they are conducting.  Employers often increase their surveillance programs without explanation, assuming the employee understands that the company policy manual reserves their right to monitor.16  Beth Givens, executive director of the Privacy Rights Clearinghouse, urges employees to pay attention to their employers’ policies.  “Employers should notify employees that they are being monitored, what type of monitoring is being done, and how data from monitoring will be used”.17  Unfortunately this is not always the case. 

Unless they are the subject of some workplace controversy, most individuals are unaware of how invasive employer monitoring is.1  As this rapidly growing process is becoming a part of the way companies do business, individuals are quickly loosing control of personal information they would prefer to keep private.  Employers using software programs for monitoring argue that there reasons are justified.  Whether it’s a matter of protecting the company from security breaches, defending the risk of legal liabilities, or wanting to increase employee productivity, companies feel they have the authority to know everything they can possibly find out about each employee.3  Although various kinds of software provide the opportunity to acquire extensive amounts of information about an individual, the relevance of that information to the day to day operations of the business is inconsequential.  Because there is little to no regulation or legislation that prohibits employers from gathering information, they often feel empowered to collect as much information as they can gather.12  Without the knowledge of what information is being acquired it is hard for an employee to realize how much their privacy is being invaded.

It is one thing for employee surveillance to occur when workers are aware of their company’s practices, but for employees to be unknowingly watched is absurd and unjust.  As mentioned before, the rights approach states that employees have the right to the truth.  Companies that monitor employee behavior without notification are lying and therefore acting unethically.  Also, body/mental privacy is being assaulted.   The idea that we have a freedom of speech and we should not be subject to self incrimination is clearly not respected.8  Employees who do not know what behavior is allowed could very easily make a mistake and harmfully incriminate themselves or friends within the organization.  Also, a company has a moral responsibility to notify employees of changes in their policy.  Policy changes in all other facets of business are made clear so that employees will adhere by their instructions.  When left ambiguous, employee’s rights are being violated and they are treated unethically.9
Conclusion


Technology is an amazing phenomenon.  Never before has the human race been so dependent on instruments and gadgets to get through their everyday life.  There is no doubt that these advancements have increased the standard of living and made many of our everyday activities far more convenient.  With this convenience has come a greater threat of privacy invasion.  Simply because a new technology has increased our potential, does not make these new abilities ethical.   As citizens of the United States, whether stated by law or a common ethical framework, deserve the right to keep certain things private.  There is currently a vague line that distinguishes what is and is not considered private material, information, or knowledge.  In order to give all citizens equal rights these definitions must be more clearly stated and understood by all.  The ambiguity that currently exists between employer surveillance programs and employee knowledge of such monitoring must be eliminated.  More than anything it is important that people know what activity is being watched and what is not.  As our abilities increase, our moral and ethical thinking must accompany this growth.  We must have a sense of responsibility to maintain two of the greatest natural rights that we posses; privacy and autonomy.
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Chapter 3:  Ethics in Social Technologies
The PATRIOT Act
Kristin Beischel, Jessica Metz, Christine Rathbone

_____________________________________________________________
“Those who sacrife freedom for security deserve neither”

~Benjamin Franklin

Introduction

The PATRIOT Act violates the personal privacy of all American citizens.  It has deprived the citizens of this country of some of the basic rights that were promised to them in the Constitution.  The rights that the PATRIOT Act puts into jeopardy are innate and it is the government’s responsibility to protect our innate rights.  The legislation surrounding this Act has also reduced judicial checks and balances that were put into place by this country’s founding fathers.  The PATRIOT Act was passed in response to the September 11, 2001 attacks on the World Trade Center.  Specifically, the official name of the Act is: “Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act”.1  It disregards many federal communication privacy laws and gives the government an unprecedented amount of surveillance power.  The Act gives federal officials greater authority to track and intercept communications, both for law enforcement and foreign intelligence gathering purposes.2
Argument Against The PATRIOT Act
Our country needs protection against terrorism, but there should be an alternative Act in place.  The PATRIOT Act is unethical because it compromises people’s communication privacy by monitoring their personal lives in an unprecedented way.  The Act strips U.S. citizens of some of their privacies and still does not guarantee them enhanced security.   There is no public evidence available that shows that the Act’s new surveillance methods will stop an attack.   It also eliminates government accountability because it decreases checks and balances. 
Background Information About The Act
 
The PATRIOT Act makes adjustments to how the government conducts online activities and surveillance.  The Act expands many of the surveillance methods that the U.S. government had in place prior to 9/11.  Specifically, sections 213, 214, 215, and 218 of the Act are the four most radical changes.  

Section 213 expands the government’s ability to conduct secret searches.  With the extension of this section, the government is allowed to search individuals and not notify them until considerably after the fact.  This section allows the government to have search warrants for even minor crimes and not just terror or espionage cases.3    
Section 214 of the PATRIOT Act expands the Fourth Amendment exception for spying that collects “addressing” information about the origin and destination of communications.4  This section expands the pen register exception of wiretap law.  Now, if the government wants to access e-mail logs and addresses of past e-mail correspondents, they only need to show specific facts showing reasonable grounds to believe that the records are relevant and material to the ongoing criminal investigation.5  The PATRIOT Act allows the government to obtain a pen/trap order by simply telling the court that the surveillance is relevant to a criminal investigation.6  The Act also gives secret courts the right to authorize U.S. intelligence agencies to conduct surveillance; eliminating many checks the government would previously have to go through.7
Under section 215, the government is given the ability to look at personal records held by a third party.  It states that the government has the power to force any company to turn over their personal cliental records.  This power gives the government free reign to look at anyone’s medical histories, financial records, and anything else that is on file.  

The PATRIOT Act also includes new tactics to obtain foreign intelligence.  Section 218 eases some of the restrictions on foreign intelligence gathering within the United States and affords the U.S. intelligence community greater access to information unearthed during a criminal investigation.8  It also lowers the bar for launching foreign intelligence wiretaps.9  The American people need to decide how much surveillance is too much surveillance. The PATRIOT Act suspends American citizen’s personal privacy and needs to be modified so that the government’s surveillance behavior is checked and regulated.  

Why Americans Support the PATRIOT Act
According to a poll conducted by the Center for Survey Research and Analysis at the University of Connecticut, almost two-thirds, or 64 percent of Americans, said they support the PATRIOT Act.10  Fewer than half of those polled (42 percent) were able to correctly identify the law’s main purpose of enhancing surveillance procedures for federal law enforcement agencies.11  This statistic shows that many Americans are in favor of the Act, but are still unclear of what it actually entails.  The Act was formed “to deter and punish terrorist Acts in the United States and around the world, to enhance law enforcement investigatory tools, and for other purposes,”12 but there is no actual evidence that these new measures of surveillance will actually stop an attack.  

Many citizens also agree with the PATRIOT Act because they think there is no harm in being monitored if they are not doing anything “wrong.”  The problem with this is that the public is not aware of who has access to the personal information that the government is collecting.   Even if a citizen is not doing anything technically “wrong,” their personal information could still be viewed negatively if it fell into the wrong hands.  For example, if someone was on anti-depression medication and their potential employer found out, he or she might not want to hire that individual.  Even though the citizen is not doing anything illegal, his or her personal information could still be hurtful.  


American citizens also support the PATRIOT Act because they are not offered another alternative form of government protection against terrorists.  The PATRIOT Act is not the only way the government can potentially protect the citizens of this country.  The citizens of this country should be made aware that the Act could be modified in a way to give them more privacy and still offer them protections.

Before Examining the PATRIOT Act

Before examining the details of the Act and specific examples of how it has impacted individuals’ daily lives, there must be an agreement that terrorism is present, it is a threat, and some form of legislation is needed to help protect United States citizens.  For the past few decades, America has encountered several terrorist events; the most impacting being the World Trade Center attacks of September 11, 2001.  Proponents and opponents of this legislation cannot deny there is a problem with terrorism and protection of citizens is a way to combat the effects of it.  Some people now argue that the primary function of government is to protect its citizens.  There is a huge controversy over this issue because this primary function was not the same one decade, two, or even three decades ago.  In the past, individuals have argued that the role of a government is to serve its citizens and then get out of the way.  Because fear has been instilled in almost every American, it has become the United States’ job to enact these forms of legislation.  If everyone can agree on this point, the argument can move further toward examining whether or not the PATRIOT Act is ethical and what alternatives lay ahead.

Americans’ Previous Rights 


The civil liberties of everyday Americans have been suspended in a variety of ways, mostly in terms of online communications.  The main problem with the new set of liberties is that there is no actual data to prove that these new measures will prevent a terrorist attack.  This is the first argument we will make to come to our conclusion regarding the future of the PATRIOT Act.  Perhaps this is because there was not a sufficient amount of time for debate over the bill.  Our nation was in a state of pure shock after the events on September 11, and it seemed okay to make these changes, some large and some small.  Although this was a difficult time for lawmakers and ordinary Americans, Congress had no right to create this Act simply because of what has happened in the past.  There is no evidence that our freedom prior to 9/11 had any direct impact on the World Trade Center being attacked.  America has always been known as the land of opportunity and it would be unjust for United States citizens to not have the freedom they deserve.  In any nation, free or not, there will be individuals that challenge authority.  Personal liberties and those people have no correlation.  Interestingly, there are probably more terrorists living in countries that don’t provide the freedoms that America does.  In other words, our previous freedom didn’t create any barrier from tracking terrorists.  

Normally, when Congress goes through the process of adopting a bill, they look at past experiences in history as to how this new legislation will make America a better, sometimes safer place.  In 2001, the government “made no showing that the previous powers of law enforcement and intelligence agencies to spy on U.S. citizens were insufficient to allow them to investigate and prosecute acts of terrorism.”13  This argument is likely to be one of the most challenging aspects of the future of United States government.  

Americans’ civil liberties have been compromised in the passing of the PATRIOT Act in the loss of their ability to keep their lives and personal affairs out of public view.  Provisions of the Act give the government access to an unprecedented amount of individual’s personal information.  Our second argument concerns this violation of Americans’ personal privacy and the effects it has on the people that are subject to it.

The PATRIOT Act Invades People’s Personal Privacy


Every individual has innate rights.  These rights include the right to safety, the right to privacy, the right to freedom, etc.  It is the government’s duty to protect all of our rights, not just our right to safety.  Our personal right to privacy is a very important liberty and it is ethically wrong for the government to take it away. By passing the PATRIOT Act, the government has blatantly deprived its citizens of some of these fundamental privacy rights.  The government now has access to personal records that were previously protected.  This access could potentially greatly hinder a person’s well being.  For example, patient doctor confidentiality allows patients to be honest about their health problems without being concerned about who could potentially have access to their health records.  Knowing that medical records are not private could deter patients from being honest with their doctor, causing potential harm to their health.  

The Act also uses loose definitions when specifying the types of people or activities that could be “terrorist.”  A computer hacker is defined as “anyone who accesses a protected computer without authorization.”14  According to the PATRIOT Act, a computer hacker is guilty of computer fraud and abuse offences and could be potentially “harmful” or a “terrorist.”15  A computer hacker is subject to “pen registers” and “trace devices.”  Three out of four Americans have Internet access and with this broad definition of a computer hacker, many people doing legal Activities will be monitored by the government and their personal information put into a government database.16  It needs to be stressed that the amount of information the government is able to collect using pen registers and other devices is significant.   In the database, the information will exist indefinitely, leaving great potential for abuses concerning privacy.  

Profiling individuals based on their behaviors is a potential abuse of private information that can have long lasting, detrimental effects on an individual if they happen to have the same characteristics as a group of potential “terrorists.”  Profiling also increases the possibility an individual’s privacy will be violated in the future if his or her characteristics/behaviors are similar to those of other individuals who are deemed “harmful.”  Who has access to this information is another area for potential abuse.  Employers, marketers, insurance companies, etc., could use the information in a variety of ways to make pre-conceived decisions concerning individuals. Information abuse does not stop with computer surveillance and government access to personal records.  The immense freedom authorities, both domestic and international, were given with the passing of the PATRIOT Act all contribute to the gathering of private information, and therefore the abuse of it.17
The PATRIOT Act Eliminates Government Accountability

Although not blatantly stated, the provisions of The PATRIOT Act allow for more secrecy and less oversight by the government than ever before.  In allowing the PATRIOT Act into law, Congress permitted a dramatic decrease in government accountability.  By eliminating the need for permits, evidence, and probable cause, the government no longer needs valid reasons for invading individuals’ privacy and can be very ambiguous with the information they provide the public concerning their searches and progress in accomplishing the main goal: “to intercept and obstruct terrorism.”18  Americans are unaware if the Act has been successful in obstructing terrorism because this information is not made available to the public. Individuals who are monitored and searched are not given the right to know why they were targeted, even after the fact.

In a recent addition to the Act, the FBI was given a great amount of power regarding decisions concerning investigation techniques.19  In addition, the provision weakened the oversight of the executive branch on these same investigation matters.20  The passing of these new provisions allows the government an easy way to escape blame if investigations are unsuccessful in deterring terrorism.  With its new power, the FBI is now accountable.  

Conclusion
When the PATRIOT Act was first signed into law, there was a surprising lack of objections regarding the effect the radical provisions would have on our society.  It was a chaotic time.  The short time period in which the bill was written, signed, and voted through Congress did not allow people enough time to think logically about the best solution.  The United States does need laws to increase the safety of our country against future terrorist attacks, but with less government accountability and compromises to basic civil liberties, the current Act is not the best solution.  It needs to be modified so the United States government has authority where it needs to, but in an ethical manner, without taking away the freedom our country was founded on.
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The Ethics of Public Shaming

Chad Cusworth, Brian Daniels, Emily Rondi

Introduction

Imagine being a parent of a seven-year old girl who was raped and murdered by a neighbor. For some parents this is a reality.  A device informing parents is necessary to help save children’s lives. On the other hand, imagine waking up one day and finding your picture on the Internet for your most recent traffic violation next to a dangerous sex offender. The implications and consequences of this cost you your job and reputation. This paper will discuss the ethics and principles of what is and is not public shaming.

History of Public Shaming


The issue of public shaming is not new to society.  In the history of the United States, the government has publicly punished criminals by stoning, public hangings, and witch trials.  Centuries ago, women who committed adultery in puritan communities were forced to wear a red letter ‘A’ as a symbol of their infidelity.  Similarly, during World War II, the Jews were forced to wear gold stars.  These are historical examples of public shaming.

Thesis


A government-regulated database of sex offenders is an ethical practice; however, databases for other crimes, or publicly shaming similar offenders, is unethical.
Public Shaming

Dateline produces a television show To Catch a Predator where undercover police officers catch sexual predators in the act.  As a result of the national television embarrassment, the sexual predator was so publicly embarrassed that he took his own life before authorities had the opportunity to arrest him.  


In other examples, legal sentences given to sex offenders that are not ethical.  In Texas, a 30 year old man who groped a 14 year old girl was required to post a sign on his front yard that read “DANGER: REGISTERED SEX OFFENDER LIVES HERE,” after he completed his six-month jail sentence.1  This is a form of public shaming and is not ethical because its only goal is to humiliate.  The man deservedly must register on the Texas state database; however, the requirement to post a sign in his yard, claiming his mistake, is unethical. The mandatory registration of sex offenders by the government is an ethical way of notifying the public. In some instances these offenders do rehabilitate and should have the opportunity to overcome their mistake, but signs this public in nature will prevent them from moving on.


Counterargument

Some may argue that requiring a sex offender to post a sign in their yard is no different than requiring the offender to register on the database.  In response to this claim, the two are different because only people who seek the information can find it on the database whereas any passerby was privy to this information.
Sex Offenses


Sex offenses are crimes of a sexual nature, which can vary in types and are classified as misdemeanors or felonies.  The punishment depends on specific offenses and their severity.  The requirements under United States law, demands that offenders who are convicted of specified felonies or misdemeanor sex crimes must register as sex offenders with their local law enforcers.1  The primary goal for these actions is to enhance public safety by preventing more crimes through the management of sex offenders throughout a community.2 
Monitoring Criminals


The criminal justice department monitors almost all offenders in one way or another.  Mostly through imprisonment, community supervision, global positioning systems, or a specialized treatment determined after conviction.1  Although many convicted sex offenders serve time, they are released immediately after, where their only regulation is through registry systems.  Likewise some offenders only serve a probation sentence and are released.  This brings up a concern for the public and demands a system to help prevent sexual violence that inflicts fear in prior victims and many communities.  It is important to consider offenders who may commit repeat offenses and steps to prevent additional harm.

Policies for Handling Sex Offenders

When looking at solutions for managing sex offenders today, many policies and procedures are being developed.  The creation of the Center for Sex Offender Management is one specific example.  CSOM is a national project set up to help communities monitor and manage sex offenders within their areas through the support of state and local jurisdictions.  This project includes leading experts in the field of sex offender management, treatment, and supervision.3 Their goals have been fulfilled through three primary activity areas:

“Provides those responsible for managing sex offenders ready access to the most current knowledge and effective practices by synthesizing and disseminating knowledge and practices to the field. 

Captures the lessons learned from communities around the country who have demonstrated-through collaboration between criminal justice agencies and other stakeholders-that they can manage known sex offenders and increase public safety, and to disseminate those lessons so that others might benefit from them.  

Provides the opportunity for other jurisdictions to draw upon these experiences, enhance their own practices, and create similar results in their communities, by offering a variety of training and technical assistance opportunities to agencies and jurisdictions.” 4

Database Ethics

With the development of the Internet and information technology, the United States department of Justice requires that every state have some type of sexual offender registry.  The amount and type of information disclosed in these databases is determined by each state.  In contrast to the practice of public shaming; this type of public information is notification.

The Department of Justice created the Dru Sjodin Sex Offender Public Registry, a website hosting public sexual offender registries that allows users to search the database to find information about individuals including their name, zip code, county, city, or state.4  The intent of these databases is to inform the public about offenders convicted of a “criminal offense against a victim who is a minor” or a “sexually violent offense.”   The Dru Sjodin Registry defines their goal as; “to give interested members of the public access to public information regarding the presence or location of offenders.”4  Punishment for misuse of the website including harassment or intimidation may be subject to criminal prosecution under federal law.4 This strengthens the argument that the database is ethical because if used improperly, the violator is punished.  
Current Problems 

Another example of an abuse of the Internet is that states and their corrections departments have the ability to post information on any criminal and their background.  Florida has a website set up by the corrections office where anyone can search for criminals finding current pictures, offenses, time incarcerated, and a current address.5  The criminals on this type of a website have served their time and should be allowed back into to the population without exposure of their entire past. Meanwhile, steps can be taken to protect ones self from sex offenders who statistically repeat sex crimes at a much higher rate than others criminals. 
  Also, those who commit other crimes are statistically less likely to repeat a crime and almost never commit a sex crime. 

National legislation is needed to prevent this and maintain the current site, which only contains sex offenders.  States should not be allowed to post information on released criminals who have not committed a sexual offense.  This is unethical and this information, when given to the public, shames those criminals who have served their time and are considered rehabbed. Furthermore, sites created by individuals containing information, video, or pictures of people without their consent should not be permitted.  These popular sites such as YouTube, Break.com and other public posting sites should be monitored and permission should be required from the people posted on the websites.
Potential Issues with Databases

Internet technology and the number of people using is growing, presenting ethical problems with posting sites similar to the government database. Currently, most states only provide information about those convicted of sexual crime. In order to avoid the slippery slope only this type of information should be available on the Internet.
Argument
 Slippery Slope

The only ethical use of information technology is to notify people to protect children and other victims of sexual abuse.  Allowing people to post whatever they want on the Internet or posting pictures of people who committed other crimes is an unethical use of the technology.  Continuation of these actions will cause people to eventually post pictures of individuals with traffic violations, an abuse of the Internet.  When people who commit a minor violation are posted on the same web pages as those who have committed sex offenses, they will likely be classified in the same category.  People who have paid their fine or completed their punishment will experience unfair consequences because of the association from the web pages.  Additionally, if the government or police release criminals from prison or probation, they are doing so because they are no longer thought to be dangerous and are rehabilitated.  Assuming that this is the case, there is no reason that their picture should be plastered on the Internet.  If the criminal is still a risk, they should still be in prison and the release system should be reevaluated.

Counterargument

On the contrary, some may argue there should be databases for murderers and other serious offenders.  In response, most criminals who committed murder are sentenced to longer prison terms thus they are not a threat to society.

Support

When relating public shaming with sex offenders, several issues arise. Society developed a mindset that sex offenders must register through online sources in order to create a safer environment for its citizens.  This must be done strictly for notification. In addition, it allows communities to know where registered offenders are living and also prevents offenders from living within a certain distance from schools, parks, and other areas where children may be.  It is ethical to argue that sex offenders are much more dangerous to society than other criminals because of the number of sex crimes committed.  

Sexual Abuse Statistics

Sexual abuse of children is something that happens often.  Studies show that one in four girls and one is six boys will be sexually abused before they turn 16.6  Children, who are under the age of 18, make up more than two-thirds of all sex crimes.   Ironically, children are not being abused by strangers; in 90% of the cases, they are abused by someone they know- a family member, neighbor, clergy, coach, or teacher.  Because the abuser may be close to the children, parents are not likely to suspect any misbehavior.  This creates a strong need for parents to be able to easily access information about their neighbors.  
Megan’s Law

Megan’s Law established that states must have Internet sex offender databases to alert neighbors when a violent sex offender moves into the community.1  The law, named after seven year old Megan Kanka, a rape and murder victim of a two-time sex offender who moved next door the family not knowing of his prior offenses.  A sexual offender registry in the state of New Jersey would have allowed Megan’s parents the opportunity to find this information and protect their daughter.  Megan’s mother says that the “rights of children should always take precedence over the rights of offenders.”1  As a result of the seriousness of their actions and the age of the victims, sexual offenders who abuse children lose some of their rights.  They lose their implicit right to complete privacy because they cannot be trusted.

Argument

Repeat Offenders


Sexual offenders are considered to be more dangerous than other criminals because of the likelihood they will commit another crime.7  Child molesters have a 13% rate of re-conviction for another sexual offense and a 37% recidivism rate for a non-sexual crime over a period of five years.7  Rapists have a 19% recidivism rate and a 46% chance of a re-conviction of a crime not sexual in nature over a five-year period.8  Sexual offenders whose victim is male have a 35% recidivism rate versus a 19% rate of recidivism for female victims.3 Because of the nature of the crime, the age of the victim, and the tendency of the offender repeating, it is necessary that people have access to this information.  Additionally, there were approximately 263,000 convicted sex offenders in 1997, which represents only 10% of people who commit sex crimes.3 These databases also provide information about how a sex offense is defined and could help decrease the number of un-reported sex crimes.  


Repeat sexual offenders who have “been convicted of a sexually violent offenses against two or more victims and who have a diagnosed mental disorder that makes the person a danger to the health and safety of others in that it is likely that he or she will engage in sexually violent criminal behavior”2 are labeled sexually violent predators. Once a sex offender has committed more than one offense, they are deemed to be a Sexually Violent Predator or SVP.  Offenders who meet the criteria are seen in front of the district attorney who determines whether the SVP will continue treatment in a mental hospital for up to two years.   “As of June 2006, 456 sex offenders were being held in state hospitals with a commitment by the court as an SVP.  In addition, 188 sex offenders were being held in state mental hospitals, and 81 were in county custody pending the completion of commitment proceedings.”2  Sex offenders who are convicted more than once of a sex crime or are near the end of their prison sentence, are sent to the mental health department.  Here they are evaluated to determine whether they meet the specifications to be considered an SVP.  
Children are the victims

One of the strongest reasons for Sex Offender databases is that children are often the victims of sexual abuse.  Sexual abuse of children is prevalent in society and devastating to its victims. The advancement of the Internet makes it even easier for children to fall victim to a sexual predator.  Children have no idea if the person on the other side of the computer is really who they say they are, and often times because of their young age, they don’t always make safe decisions.  There is a strong societal desire to protect the children; therefore, sexual offender registries must be accessible to citizens to notify parents who their neighbors are.
Ethical Perspectives

Common Good

The Common Good standard of ethics is the idea that “respect and compassion” for all people, especially those who are vulnerable, is the basis of ethical reasoning.4  Also the Common Good approach discusses policies and regulations enacted to help the greatest number of people. Children are naturally vulnerable because of their age and trust they give to adults.  Victims of sexual abuse are also vulnerable because they endured a horrible experience that has lasting psychological and emotional effects.  It is for these reasons that sexual offender registries are an ethical practice. Databases are a tool used to protect people who are unable to protect themselves.
Social Justice and Fairness
Another important ethical perspective is Social Justice and Fairness.  The second type of justice is retributive or corrective justice, which is ensuring that punishments are fair and just.2  People should be punished based on the severity of their crime and not on other factors such as their religion or race.  Prison sentences for sex offenders are not severe enough thus the databases provide a way to keep the public safe.  
Public Notification


Abuse of the Internet is currently happening all over the world in different forms.  In Ohio, Judge James Kimbler, is posting videos of sentencing hearings on the free website YouTube to shame criminals. His reasoning for this is to teach the children about the criminal justice system. The majority of YouTube videos are for entertainment purposes.  Kids and teenagers are not using YouTube as tool to learn about the Judicial System, they use it for fun.
Laws on Video

States have laws regarding video-taping in the court room. In most states at a minimum, the judge is required to inform the participants of their right to refuse.  States are classified into three tiers determined by their rules on video surveillance.  Tier one includes those states that allow the most coverage.  Tier two includes states that have restrictions prohibiting coverage of important types of cases or prohibiting the use of testimony from witnesses who object.  Tier three states only allow coverage in the appellate courts or have such restricting rules that coverage is essentially not allowed. The state of Ohio is a Tier two state and requires the consent of the victim and witnesses in order for the trial to be video taped.6  With laws in place regarding video-taping in the court room, it is obvious that the government intends to protect victims and witnesses.  This is not a government mandated website nor are all criminals being treated in the same way. If the government doesn’t put a stop to abuses of the Internet, we are facing a slippery slope.  The risk of a slippery slope is that eventually people will face a world without privacy and everything you have ever done could be found on the Internet.  
Consequences of Internet Postings

 Allowing Judge Kimbler to post his hearings on YouTube means not only are the privacy rights of victims and witnesses being threatened but also the rights of the criminal.  One of the goals of punishment is rehabilitation or to restore a convicted offender to a constructive place in society.  When a criminal is released from prison whose hearing was on YouTube, it will be even more difficult for them to integrate back into society because people will have heard the testimony and accusations.  Posting videos of hearings does not align with the government’s goal to bring convicted offenders back into society.  An additional risk is that these offenders will associate with other criminals because they are the only group of people who will accept them, and the released offenders will fall back into their criminal behavior.

Growing Ethical Concerns


Ethical issues concerning technology are only going to increase as technology and the Internet progress and become more advanced. Certainly, this would be an inappropriate and dangerous way to use technology, but the issue of using the Internet for public shaming is also a serious issue. It is because of the slippery slope that there must be regulations and guidelines for what can and cannot be on the Internet in relationship to criminals.  There should be uniformity among jurisdictions within and among states in regards to video of court- room hearings on the Internet.  Furthermore there should be uniformity among sexual offender databases to ensure that criminals are treated in an equal and fair way throughout the country.


Sex offender databases are important because children are often the victims of sex crimes and society has a strong desire to protect the children.  Sex offender databases allow people who want to know their neighbors the chance to find it without doing so in a way that humiliates and embarrasses offenders.  
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Ethics and the Advancement of Military Technology
Tim Maine, Jon Brachle, Art Arago
Abstract

The world is changing.  We have moved from the industrial age into the age of technology.  Technological advances in today’s world are measured in leaps and bounds.  The rate at which technology is growing is exponential.  The United States Military is at the forefront of today’s cutting edge technology.  Smart weapons, smart ships, fly-by-wire aircraft and body armor are just a few of the many perks enjoyed by our military services.  From an ethical standpoint, we would like to examine why continuing to develop advancing military technology is justifiable and necessary.  The continued advance of military technology has reduced the amount of collateral damage experienced in battle significantly.  Our goal as a nation with regards to war fighting is essentially to have zero collateral damage as a result of attacking legitimate military targets.  If precision military technology continues to grow and develop, this may be a very attainable goal. Therefore, ethically, we must continue to develop advanced military technology in order to limit collateral damage in warfare.
Preface
When people hear the word “war”, one of the first things that comes to their mind is the notion of death and killing. In most cultures, the killing of human beings is deemed an unethical act. There are, of course, exceptions to this with the historical human sacrificial offerings by the Mayans and capital punishment today in the United States, among others.  Thus, to argue the ethics of war and military weapons designed to kill people seems somewhat counterintuitive. Our arguments will not focus on the ethics of war, but rather on how advancing technology has affected how war is conducted and whether we should continue to develop new technologies.     

War is always going to exist in our world.  It is an inevitable and unfortunate fact of society- past, present and future.  We realize that war should be a last resort after all other means of diplomacy have failed.  However, there are circumstances when a war is considered just.  A just war is a war that is justified by legal, moral, and ethical standards.  In these cases, attacking legitimate military targets and limiting the collateral damage caused by these attacks is the focus of our argument.
Ethics and Military Technology

“Don’t fire until you can see the whites of their eyes”, said Colonel William Prescott to his troops at the Battle of Bunker Hill in 1775.1 Conventional warfare, such as was fought in the Battle of Bunker Hill and every war in history until the Vietnam War, is no longer an effective method of warfare, due to the rapid technological advances in the military weapons.  Since 1918, when the first testing of guided missiles took place, military technology has expanded exponentially.  

In World War II, it took 108 B-17s dropping 648 bombs to destroy a target. In the Vietnam War, a similar target required 176 bombs.  Now, only a few precision guided missiles can easily accomplish the same task, and do it more precisely.2  

Today, the United States military employs robots mounted with machine guns, self-guided bombs called “Brilliant Weapons”, and even digital camouflage for troops and vehicles.3 From an ethical standpoint, we must evaluate how advancing military technology impacts war fighting and its affects on today’s society.  

Counterarguments conclude that continued development of military weapons and technology is unethical due to the removal of the human element from war, the collateral damage that results from smart weapons missing their targets, and overspending of taxpayers’ money, among other reasons. Due to the many ethical frameworks available to evaluate the issue, there may be several “right” answers.   Our position on this issue is to focus on the importance of developing advanced military technology that limits collateral damage for the purpose of sparing innocent (non-combatant) human life.  The United States military wants to destroy our adversaries’ military targets, not its’ civilian population and not the building next door.   

Why Limit Collateral Damage?

Collateral damage is defined as “the damage and destruction of targets or personnel not considered as lawful military targets; for instance, accidental bombing of civilian population or medical facilities”.1 Given the definition, most would agree that bombing civilians, medical facilities, or other non-military targets is unethical because it targets people who have no part in military conflict.  In World War II, there was little attention given to collateral damage. As a result, entire European cities were demolished and over 35 million non-combatants died.4   

In support of the claim that limiting collateral damage is ethically right, we look to an ethical framework called Virtue Ethics. Virtue Ethics, as the name would imply, is centered on what makes a good (virtuous) moral agent. The goodness of the moral agent is determined by the virtues and moral character of the moral agent. In our context, the decision by the U.S. military to limit collateral damage as much as possible is virtuous in many ways. As an example, one virtue that is pertinent to this decision is Distributive Justice, which, according to Aristotle is one of the four chief virtues. Distributive Justice is a virtue that entails “giving people what they deserve and maximizing benefit to the worst off”.5 Clearly, civilians and other non-combatants do not deserve to be targeted in military confrontation, so by developing technology that mitigates collateral damage, we are giving non-combatants what they deserve, and that is removal from military confrontation. Also, in many third-world countries where modern warfare takes place, civilians living in war zones are “worst off”. Advanced military weapons are benefiting these civilians by limiting civilian deaths and damage to non-military buildings and infrastructure.  

Now that we have established that it is ethically important to limit collateral damage as much as possible, we can take a deeper look at the advancement of military technology as a means of mitigating collateral damage. 
Our Ethical Reasoning

As stated earlier, we believe it is right to continue to develop military technology because more accurate weapons can lead to less collateral damage. To support our view, we use the ethical frameworks of Consequentialism and Deontology. According to the Stanford Encyclopedia of Philosophy, Consequentialism is “the view that normative properties only depend on consequences”.6 John Stuart Mill’s Utilitarianism is a form of Consequentialism. Consequentialists argue that a morally right act is an act that produces good consequences. Thus, if lower collateral damage is the consequence, the means by which that is achieved is justified.  So, in our case, the continued development of military technology is justified because better technologies allow us to hit the targets we aim for and lessen the amount of collateral damage to those we are not aiming for. Less collateral damage is a good consequence because it mitigates the loss of innocent human lives, so the action of developing more military technology is justified, according to Consequentialism. We realize that one could argue against this claim by saying that if our claim is true, any means of mitigating collateral damage is justified.  We feel, however, that this claim is somewhat of a slippery slope fallacy. Let us remember that we are discussing ethically sound methods of achieving minimal collateral damage. For example, if the entire earth were destroyed, collateral damage would not exist because there would be no civilians left to kill during war time.  Technically, wiping out the human race would be justified because it completely eliminates collateral damage. This is an absurd proposition that few would deem ethical. So while this counterargument is structurally sound, few would accept the means as justifiable to the ends. 

Deontology determines the rightness of an act based on the nature of the act itself.  We will go into the Deontological support of our argument much deeper in the next section, but the basic idea is that the act of development of military technology is right because the intentions are right; being that the goal is to lessen the loss of civilian lives.

It’s Our Responsibility to Limit Collateral Damage


The United States has the ability to limit collateral damage through advanced technologies such as precision guided missiles. Looking at the issue through a Deontological lens, we could argue that we have the responsibility and duty to limit collateral damage.  There are several different views on the source of this so-called “duty”. For some, the source of duty could be from God. For others, like Emanuel Kant, it could be the categorical imperative.7 The source of duty for the U.S. military can be found in the Law of Armed Conflict. The general principles of the Law of Armed Conflict are as follows:

1. “The law seeks to minimize unnecessary suffering and destruction by mitigating the harmful effects of hostilities through minimum standards of protection for combatants and to noncombatants.

2. Use of “minimum force” required for partial or complete submission of the enemy.  Employing force not required for partial/complete submission prohibited.  

3. Dishonorable (treacherous) means or expedients and dishonorable conduct during armed conflict are forbidden.

4. We have a responsibility to the Law of Armed Conflict.  The United States military is responsible for abiding by the Law of Armed Conflict.  There are several legal bodies which affect the Law of Armed Conflict.  These include: The Hague Convention of 1907, The Geneva Conventions of 1929 and 1949, The United Nation Charter of 1949, Department of Defense Instruction 5100.77, and the Rules of Engagement.  

Adherence to the Law of Armed conflict:

1. Nations will adhere to the law – it is only effective when obeyed by belligerents.

2. Adherence to the law of armed conflict is binding upon the US government, its citizens, and the members of its armed forces.

3. Commanders shall observe the Law of Armed Conflict and ensure that their commands do as well.  To fulfill this obligation, departure from regulations is authorized when necessary”.8 

The Law of Armed Conflict encompasses universal moral code and was written to uphold such.  Restraint on the part of the U.S. is essential because of this law and because of the ethical and moral standards on which it is based.  We will discuss in further detail these ethical and moral standards.  

Continued development of military technology helps to adhere to the Law of Armed Conflict in many ways.  Smart weapons help to adhere to the law by using the “minimum force” required for partial or complete submission of the enemy.  Non-lethal weapons such as focused microwave energy and sound are a great example of technology that utilizes minimum force to subdue an enemy force or individual. 9    

We have seen the effects of collateral damage in past wars.  In World War II, the fire bombings of Tokyo and the dropping of the atomic bombs on Hiroshima and Nagasaki yielded enormous collateral damage.  These attacks serve as prime examples of how the lack of advanced technology that limits collateral damage can have devastating effects.  Without actually going into the ethics of these attacks, it’s clear that today’s advanced technology can deter and prevent the use of weapons designed for maximum psychological and human destruction in the future.  This is precisely why it is our responsibility as a nation to continue to develop military technology that limits collateral damage.

Some, however, argue that today’s advanced military technology does not, in fact, cause less collateral damage, but more. A National Geographic article points out that smart weapons have their limitations in terms of knowing which building to hit. The author points out that in some cases; collateral damage is increased because we hit the wrong buildings. "The problem now is not putting a weapon on the aim point, but it's figuring out the aim point”, said Stephen Biddle, research professor of national security studies at the U.S. Army War College's Strategic Studies Institute in Carlisle, Pennsylvania.10
The War on Terror and the War in Iraq have seen substantial use of guerilla warfare due to the United States’ ability to put precision guided explosives on any target on the globe. U.S. adversaries are increasingly hiding amongst civilians and placing military headquarters in the middle of crowded cities to avoid the U.S.’ precision guided weapons.   Because of this, it is more crucial than ever for the military to utilize as accurate of weapons as possible. 

The argument presented above does shed light on an important point, but hitting the wrong building is not a matter of technology, but rather a matter of human error and the receipt of bad intelligence.  Therefore, for one to argue that continuing to develop military technologies is unethical based on human error is a fallacy called irrelevant reason. In summary, the U.S. military has a duty to mitigate collateral damage and the means by which that can be accomplished is more accurate weapons and better technology. 

Ethical Counterarguments

So far, we have looked at the issue through the viewpoints of both Consequentialists and Deontologists and provided justifications for the continued development of military technologies. We have also presented our thoughts as to why limiting collateral damage is necessary using Virtue Ethics. Now, we will present some opposing points of view and the ethical frameworks used to support them. Perhaps the most valid ethical argument against the continued development of military technologies stems from the same ethical framework we used to support our arguments; and that is Virtue Ethics. Virtue Ethics obviously has a totally different ideology than do both Consequentialism and Deontology. As we stated earlier, instead of focusing on duties or consequences in terms of actions, Virtue Ethics, as the name would imply, focuses on virtues and what makes a good moral agent rather than a good action. 11

Critics of military technology that approach it from the angle of Virtue Ethics argue that today’s smart weapons and unmanned equipment have “produced a collective loss of humanity – a marginalization and even an elimination of the human element in warfare”.8 They argue that this dehumanization has, in affect, “sanitized” war because the enemy is no longer a living, breathing being, but rather an image on a GPS screen or a location on a grid used to guide smart weapons. This makes it easier for our military to “pull the trigger” and kill enemy targets. This is a very valid point and many agree that it is not virtuous to dehumanize people, regardless of the ultimate purpose. 

 Our response is that while there may be a dehumanizing factor associated with smart weapons, they are an effective means of accomplishing military objectives. The United States wishes to preserve the lives of its soldiers and an effective means of doing that is to mitigate their involvement in armed conflict. People have been dying in wars long before current day technologies were available to be able to consider them “dehumanized”. Military targets will be destroyed whether dehumanized or not. It is in the nature of war to kill enemy personnel and to argue the ethics of that would be to argue the ethics of war itself, which is not our intention. What is important here is that by developing more accurate weapons and better technologies, we are able to spare innocent (non-combatant) lives and mitigate collateral damage. 

Underlying Ethics of Current Military Doctrine

We touched upon the Laws of Armed Conflict above and mentioned some of the underlying legal bodies like the Geneva Conventions that support the laws. Since these laws are the ethical code by which our military operates, it is important to understand the underlying ethical frameworks behind them. For this, we look to another principle that the U.S. military is responsible for called the Notion of Proportionality.  The Notion of Proportionality states that: 

“In the conduct of hostilities, it is not permissible to do any mischief that does not tend materially to the end (victory or the cessation of hostilities), not any mischief of which the conduciveness to the end is slight in comparison with the amount of mischief.  Two criteria apply to the determination of excess.  The first is the victory itself, or what is called military necessity.  The second depends on a notion of proportionality: we are to weigh the mischief done which presumably means not only the immediate harm to individuals but also any injury to the permanent interests of mankind against the contribution that mischief makes to the end of victory”.8
In laymen’s terms, the Law of Proportionality is a Utilitarian approach to determine how much “mischief” is acceptable to achieve victory. The word “mischief”, as used in the Notion of Proportionality, basically means military force. The United States must focus on destroying enemy targets and avoid destroying anything else that does not contribute to winning and accomplishing our objectives.  We must also accomplish our objectives in a befitting manner.  This is illustrated in Michael Walzer’s Just and Unjust Wars with the principle of “Winning and Fighting Well”.  We are not just out to win by any means necessary.  We do want to win but we want to win by adhering to our ethical and legal responsibilities; thus, fighting well.  

Developing the Laws of Armed Conflict has long been a struggle between Utilitarians and Humanitarians. Humanitarianism is an ideology whereby people practice humane treatment and provide assistance to others.12 The result is Utilitarian guidelines like the Notion of Proportionality with Humanitarian essences like the “use of minimum force”, as documented above. Humane war is a tough concept to grasp, but with ethical and ideological frameworks like Utilitarianism and Humanitarianism, we seek to achieve military objectives in the most humane and effective ways possible.

The Rule of Double Effect
There are circumstances when we can not adhere to the responsibilities dictated by the Law of Armed Conflict and the Notion of Proportionality.  This is known as the rule of double effect.  According to the rule of double effect; “Under the laws of armed conflict, it is illegal to kill noncombatants”.13 However, there are certain circumstances where the killing of civilians cannot be avoided.  But, they must NEVER be the aim or objective of any legitimate military activity.  Regrettably, there are few instances where, despite the best precautions of military commanders, civilians will die as the result of legitimate military operations, primarily due to the proximity of the noncombatants to military objectives.  It is the responsibility of the commander to ensure that noncombatant fatalities are kept to the minimum and that every precaution possible be taken to prevent the killing of them”.14
In essence, our ultimate goal is to achieve zero collateral damage by only destroying hostile military targets.  In a perfect world, and with the technology to accomplish this, zero collateral damage would be a realizable and attainable goal.  The Rule of Double Effect would be a thing of the past.  Since we must abide by the laws and ethical standards associated with limiting collateral damage, we must continue to develop military technology that allows us to reach our goal of zero collateral damage.  

Other Issues Regarding Advancement of Military Technology
In order to get an idea of some of the ethical issues surrounding military technology from a military standpoint, we talked with a Marine Colonel. One of the predominant issues he pointed out was whether it was ethical for the United States to be spending so much money on developing military technology when it could arguably be used for other, more “so called” worthy causes. 

This issue is also surfaced by Scientists for Global Research who argue that “there needs to be a major shift in both resources and emphasis away from military science and technology towards areas such as clean technology, research on non-violent conflict resolution, and science and technology for poverty alleviation”.15 

The United States is the highest military spender in the world with over $455 billion spent in 2004.16 While this seems like an absurd amount of money, one must keep in mind that we are not concerned with the entire military spending number. The relevant number for our purpose is $61.8 billion, which is the amount of money spent on military research and development in 2004.17 In 2006, clean technologies spending totaled $2.17 billion and spending on the development of non-lethal weapons totaled $300 million.18 Military R&D spending obviously greatly outweighs the rest by a substantial amount. To argue whether this is ethically right or not depends on what ethical framework the arguer uses. 

The arguments we have made throughout this paper focus on the duty of the United States military to mitigate collateral damage and the vitality of better technology to do this. One may use the Utilitarian and Consequentialist approaches and say that it would be a better overall result to use the $61.8 billion spent on military R&D and use it for food for the world’s poor. Virtue Ethicists would say that where the money is spent depends on a person’s beliefs. Regardless of a person’s point of view, if the United States wishes to remain at the forefront of weapons technology, we must spend the money necessary to achieve it.

Concluding Thoughts

Since the beginning of time, mankind has constantly developed more effective ways to destroy each other in war. Looking to history as a benchmark, World War II served as a stepping stone for the development of technology. During those days, it took 108 B-17s dropping 678 ‘dumb’ bombs to destroy an objective, and over 540 airmen put in harms way to destroy one target. These bombs were not accurate, to say the least. Wind speed, velocity, and weather were all factors in whether or not a bomb reached its target. Present day, it takes 1 plane and 1 pilot to destroy a similar target. Air-to-air missiles can be fired and effectively strike a target from over 100 miles away. Drones can be sent into a combat zone thus, keeping pilots out of harms way. Most importantly, non-combatant lives are spared as a result of these advanced technologies.  None of this could be accomplished without the development of technology via micro processing guidance systems, GPS, and other technological advancements to make these weapons more accurate and effective. The calculating and processing of the variable factors are now taken over by the developed technology, which makes them more effective and therefore minimizes collateral damage.  

In our discussion of the ethics of advancing military technology, we argued that ethically, we must continue to develop advanced military technology in order to limit collateral damage in warfare. We explained our reasoning using ethical frameworks such as Consequentialism, Deontology, and Virtue ethics with a focus on moral duty and the “best possible consequences”. Ethics, like all other forms of philosophy, has no definite right or wrong answer.  

Because war will always exist, it is our responsibility to make the means by which we conduct war as ethical and responsible as possible.  Since our ultimate goal is zero collateral damage in warfare, we have the legal, moral, and ethical obligation to continue to develop advanced military technology that limits collateral damage.
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The Ethical Issues Surrounding Wi-Fi

Nicole Houston, Devin Reams, Natalie Zelinsky


______________________________________________________________________________
Introduction

In examining wireless-internet technologies (Wi-Fi), several ethical issues are exposed.  While the unauthorized use of Wi-Fi is illegal in a few select cases, what is considered permissible still varies from state to state.  What does not vary, however, is the fact that individuals are going to great lengths to locate unsecured wireless access points whether it is for their own benefit or the benefit of others.  Neighbors are turning into hackers as unauthorized access is becoming more rampant.  While the laws are still being developed, it is clear that there are ethical and moral dilemmas behind these acts.  This brings up the issue of whose responsibility it is to protect wireless networks.  While the manufacturer designs the product, the owner of the network chooses how to use the product and how to protect themselves as owners.  In other words, it is ethical for manufacturers to accept partial responsibility for protecting their consumers.  Using ethical decision-making approaches, the ethical problems surrounding Wi-Fi and why people commit unethical actions will be determined. 

Wardriving

The act of searching for Wi-Fi networks by moving vehicle is becoming increasingly common.  The tools used to locate open networks are now freely available on the Internet and they are allowing people to liberally search for free connections.  Many are using GPS devices to measure the locations of networks and then log these locations onto websites for others to use.  This type of Wi-Fi searching is called wardriving and its legality is not yet clearly defined in the United States for one main reason: wardriving does not in any way imply using wireless access points without explicit authorization.  Instead, these wardrivers log the locations on websites dedicated to identifying access points for others to use.  According to the FBI, it is not illegal to scan for access points. However, once a theft of service, denial of service, or theft of information occurs, it becomes a federal violation.1
The people that seek out these locations are doing nothing other than logging location points for the prospective use by others.  However, they are doing so while knowing that once they log these access points, others will be using them illegally.  Wardriving can be related to being charged with acting as an accessory to a crime: while the person is not actually committing the crime, they are assisting in doing so by another person and not preventing the actions in any way. This goes against societal values because intentional actions are leading to crime. According to “virtue ethics,” there are certain ideals toward which we should strive.  These ideals, such as excellence and development toward the common good, allow for the full development of our humanity.2   Living by the ideal of development toward the common good, a person committing an act knowing that it not only leads to illegal activity but also affects a person’s property in some way, shape or form, is committing this act unethically.  Therefore, it is surmised that the act of wardriving is unethical.

In an informal survey,3 several reasons people engage in the practice of stealing Wi-Fi access points are:

· To access adult Web sites or send spam without leaving a trail

· To experience the thrill of being “where you aren’t supposed to be” and finding networks

· To sell Wi-Fi owners security services

· To relieve boredom

The security division of a London consulting firm, KPMG, set up a dummy access point to observe the behavior of wardrivers.  The study found that, on average, there are 3.4 attempts per day to access a dummy wireless network.4 In a  recent case, a wardriver found an unsecured wireless network at a Lowe’s home improvement store.  After documenting the location, he went back with a friend and proceeded to get into their system with the goal of stealing credit card numbers from customers of the store.  The men were caught after they had managed to get six credit card numbers, but the damage could have been far worse.  In the end, the FBI arrested both men and the main culprit is currently serving nine years in federal prison.5  An associate of the two men, however, was charged with a misdemeanor for checking his e-mail over Lowe’s’ network, proving that officials are starting to take notice of offenses such as these and a transition is taking place from being solely unethical to becoming illegal. 


It is instances such as this that make wardriving especially dangerous.  While it is not always the same person documenting the location and illegally accessing the network, intentions are not good.  According to the fairness or justice approach to ethics, the basic moral question asks whether or not an action is fair or demonstrates favoritism and/or discrimination.6 Wardriving demonstrates discrimination by imposing unfair burdens on those with identifiable wireless access points.  Wardriving is unethical because of the knowledge that once the logging is complete, it is only being used illegally which in turn hurts the owner of the network.

Unauthorized Access

In 2004, the FCC had found no regulations making it illegal to log onto someone else’s open network.7 However, there are cases where individuals have been prosecuted for accessing others’ open networks.  In Alaska, a man’s laptop was confiscated for accessing a Public Library’s free Wi-Fi after library hours.8 Another man was arrested and charged with “unauthorized access to a computer network” in Florida (after wardriving); this offense is a third-degree felony.9 It is becoming more and more obvious that society, as reflected in our justice system, has an issue with individuals accessing others’ Wi-Fi networks.  The act of accessing someone’s network, located via wardriving or any other method, seems unfair.  In fact, using someone else’s resources without their permission goes against common virtues including respectability, civility, and honesty.  Accessing one’s network and using their resources without their permission implies an act of stealing; someone is using bandwidth of which the owners can no longer use.  In addition, the owner is put in jeopardy of losing their access if the provider deems any unauthorized actions via their connection, illegal or in excess of allotments. 


Just because my neighbor leaves his hot tub open and the gate unlocked does not mean I have the right the walk into his backyard and go for a dip.  To further illustrate, you will not be comfortable with your neighbor, maybe the one you have never met, walking up to the side of your house and borrowing your ladder without asking permission.10 This is essentially what people are doing every day with their neighbors’ open Wi-Fi networks; it is not just the hackers.  Although there is a fundamental difference between a material object and network access, the law finds both acts to be an act of trespassing and/or theft.  As previously mentioned, by playing bandwidth-intensive games, someone can severely limit the network owner’s access to their own connection.  Some providers may also restrict the number of users and their actions on a network.  Therefore, not only do these simple acts seem innately wrong, they are ethically unfair. 

People pay money for their high-speed connections and can, therefore, decide who can and cannot use their resources.  By simply “borrowing” your neighbor’s hot tub, ladder or Wi-Fi connection you are, in essence, stealing.  You are using someone else’s property without their explicit permission.  It does not matter if they do not notice; it does not matter if they are on vacation because stealing is unfair, unjust and unethical according to our society. 

Some people will do anything they can to get onto a network.  People are becoming increasingly aware of the dangers of leaving their Wi-Fi networks open which means more owners are now setting passwords and putting up security barriers.  With that said, hackers still need, or want, access to the Internet through secured connections.  Thus they employ a number of tactics and tools11 to guess, crack, or circumvent owners’ passwords and protection.  A German website has been established as a resource for hackers to locate the default passwords for all wireless routers.12 However, accessing a network through circumvention is not less unethical or illegal.  Despite having the correct password, a network owner has still not given permission for use of their resources.  This is unfair to them and unjust according to a number of laws.  Many states, such as Florida, have adopted “Computer Hacking and Unauthorized Access Laws”13 to persecute wrong-doers.  Therefore, according to our justice system and one of our primary sources of ethics, it is unjust and illegal to “access” a lawfully created computer system without permission.

Manufacturer Responsibilities

It has been determined that accessing someone else’s wireless Internet without explicit permission is unethical.  However, the degree of responsibility that a manufacturer accepts in protecting wireless networks is an ethical decision in itself.  One option is for manufacturers to relieve themselves of all responsibility, thus holding consumers accountable for protecting their own wireless networks.  On the other hand, perhaps manufacturers should accept sole responsibility in protecting networks from those who choose to unethically steal Wi-Fi.  Because ethics are rarely seen in black and white, one can expect the most appropriate ethical decision to lie somewhere in between the two extremes. 

If manufacturers force consumers to be faced with complete responsibility of protecting their own wireless networks, many networks will not be secure at all.  For example, studies have demonstrated that 75-80% of at-home network users ignore configuring Wi-Fi Protected Access (WPA) security despite manufacturers’ warnings, such as the risk of identity theft.  WPA provides a high level of security for wireless networks by using technology that constantly changes the encryption key used in transmitting information and data.  The use of dynamic encryption makes breaking into a wireless network much more difficult.14  Now, imagine what will happen if manufacturers stop producing routers with WPA or other security capabilities at all.  In this situation, manufacturers will be doing absolutely nothing to protect their consumers from the dangers and threats they know are associated with wireless networks.  One may ask why it is unethical for wireless equipment manufacturers to opt out of providing security features in the first place.  This situation has a lot of similarities to that of a car manufacturer being that there are many dangers known to be associated with driving.  Is it ethical for car manufacturers to produce cars without seatbelts and airbags, knowing how much they decrease the risks of severe damage?  Virtue ethics suggests that the development toward the common good should be strived for.15 Therefore, wireless and car manufacturers alike should be ethically responsible for offering some form of protection for their consumers in order to contribute toward the common good of society.  Moreover, the more security offered by manufacturers, the more virtue ethics will consider the actions ethical.

However, if manufacturers accept absolute responsibility in protecting wireless networks there will be an immense amount of work involved on their behalf.  For instance, all wireless routers sold must have an un-broadcasted, one-of-a-kind service set identifier (SSID) name and password unrelated to any and all default lists.  This helps to prevent unauthorized access to Wi-Fi networks by creating a unique username and password for each user automatically.  With the SSIDs set up to be un-broadcasted, unauthorized users will not only have to crack a password, but an identifier name as well in order to join a Wi-Fi connection.  As a result, network protection will be doubled.  The downside for manufacturers in selling wireless routers equipped this way is that they will have to keep record of each router’s SSID and password in case customers forget, or lose track of, their log-in information, thus increasing the volume of data needed to be stored and the number of customer service calls manufacturers receive.  Furthermore, routers must also be sold with enabled WPA.  Unfortunately, WPA must be configured with each computer that uses the router; therefore, manufacturers will be responsible for configuring each and every customer’s router to their computer in order for the WPA to work properly.  Nonetheless, the question arises as to whether it is ethical to require manufacturers to create and implement all security features.  To answer this question, we will use the fairness or justice approach to ethics once again, which essentially asks how fair an action truly is.15  In this case, manufacturers are not being treated fairly because they are over-compensating to resolve an issue that involves both manufacturers and consumers.  When there is more than one party involved in an issue, it only seems fair to delegate responsibilities for resolution.  As a result, placing the entire burden on one party is unethical and manufacturers should not be solely responsible for securing wireless networks. Much like riding in a car, passengers are still responsible for using the seat belts that manufacturers put into place.  
As illustrated in the two previous scenarios, it is ethically wrong for manufacturers to opt out of protecting consumers against potential wireless network dangers and it is also wrong for manufacturers to be exclusively responsible for all security settings.  A solution to this problem is for manufacturers to build user-friendly security into their equipment, along with providing educational information and how-to instructions for at-home security enabling.  Currently, wireless broadband router manufacturers offer advanced security measures such as modifiable network identifier names and passwords, address filtering, firewalls and WPA to protect wireless networks.  With nearly all of the manufacturers’ security measures, the consumer must make the final steps to ensure all features are properly installed, configured and adjusted for maximum security.  As a solution, many manufacturers provide online tutorials and detailed, step-by-step instructions that describe how to enable the router's security settings.14  Based on these actions, it is clear that manufacturers feel morally responsible for protecting consumers, but also rely on consumers to be responsible for their fair share as well.  

Many writers on the subject of Wi-Fi agree that consumers and manufacturers should share the burdens associated with wireless networks.  Jeffrey L. Seglin of the New York Times suggests that the right thing for consumers with wireless connections to do is to take the time to keep them private if they want them to remain private networks.16 To go along with Seglin, Bob Breeden, Assistant Special Agent at the Florida Law Enforcement Department, believes that those who own Wi-Fi networks need to take the time to secure them.17  Based on the virtue and fairness approaches for moral decision-making, it is clear that it is ethical for manufacturers to accept partial responsibility for protecting their consumers. They do this by offering multiple levels of Wi-Fi protection that can easily be implemented by the consumer. This is also ethical because it creates a well-balanced relationship between the manufacturer and consumer.  Here, both parties are participating fairly in virtuous efforts to protect the well-being of everyone involved with securing wireless networks.  
Conclusions

It has been demonstrated that Wi-Fi networks pose multiple ethical dilemmas.  The act of wardriving, while not yet considered a crime, leads directly to misuse and illegal access to open networks.  On the same level as being an accessory to a crime, wardriving goes against virtue ethics as well as fairness ethics by imposing an unfair burden on the owner of a private network.  Wardriving, as it also goes against societal values such as honesty and respecting others’ rights to their private property, is therefore considered unfair and unethical.  
When people—hackers and neighbors alike—access a network without the owner’s permission they are committing a crime.13  Since we place much of our moral judgment on the justice system, the fact that this is illegal suggests that it is also unethical.  Also, given that these individuals are being dishonest, disrespectful and unfairly using others’ property, we can look to virtue and fairness ethics to deem these acts unethical.

Individuals choose to make these unethical decisions each and every day causing new dilemmas to arise.  This raises the question regarding how much responsibility manufacturers should assume in protecting wireless networks.  If we suggest it is entirely the responsibility of the manufacturer or consumer, the fairness framework of moral decision making tells us the situation, in either case, is unethical.  Thus, it should be a shared responsibility to protect wireless networks because fairness ethics suggests that one party should not take on an unfair burden of responsibility and virtue ethics implies that the two should work together to benefit the common good.

Works Cited

[1] C. Hurley, M. Puchol, F. Thornton, R. Rogers,  Wardriving: Drive, Detect, Defend: A Guide to 
Wireless Security.  Massachusetts: Syngress, 2004.

[2] M. Velasquez, C. Andre, T. Shanks, S.J., and M. J. Meyer, “Ethics and Virtue.”  Markkula Center for 
Applied Ethics.  Issues in Ethics.  Spring 1988.  .

[3] E. H. Freeman, “Wardriving: Unauthorized Access to Wi-Fi Networks.”  Information Systems 
Security, Mar/Apr 2006: 11-15.

[4] “Commuters Hack Wireless Networks.”  BBC News. [Online Document], 26 March, 2003. Available 
at: http://news.bbc.co.uk/2/hi/technology/2885339.stm.

[5] K. Poulsen, “Long Prison Term for Lowe's Wi-Fi Hacker.”  SecurityFocus.  16 Dec. 2004 Available 
at: http://www.securityfocus.com/news/10138. 

[6] M. Velasquez, A. Claire, T. Shanks, S.J., and M. J. Meyer, “Thinking Ethically: A

Framework for Moral Decision Making.”  Issues in Ethics.  Winter, 1996.

[7] P. Boutin, “How to Steal Wi-Fi.” Slate. [Online Document], 18, Nov. 2004. Available at: 
http://slate.msn.com/id/210991.

[8] A. Wellner, “Using free wireless at library described as theft.” Anchorage Daily News. [Online 
Document], 24 Feb. 2007. Available at: http://www.adn.com/news/alaska/story/8667098p.     
[9] E. Bangeman, “Florida man charged with felony for wardriving.” Ars technical. [Online Document], 07 July 2005. Available at: http://arstechnica.com/news.ars/post/20050707-5068.html.

[10] G. Kewney, “WiFi theft: no, you can’t just walk into my house if the door is open.” [Online 
Document],  07 July 2005. Available at:

http://www.newswireless.net/index.cfm/article/2317.

[11] “Wi-Foo- The Secrets of Wireless Hacking.” [Online Document], 04 March 2007. Available at: 
http://www.wi-foo.com/.

[12] “Default Password List.” [Online Document], 04 March 2007. Available at: 
http://www.phenoelit.de/dpl/dpl.html.

[13] “Computer Hacking and Unauthorized Access Laws.” National Conference of State Legislatures. 
[Online Document], 04 March 2007. Available at:  
http://www.ncsl.org/programs/lis/CIP/hacklaw.html.

[14] Linksys: A Division of Cisco System, Inc. 25 February 2007. Available at:  www.linksys.com.

[15] Velasquez, Andre, Shanks, S.J., and Meyer. “Thinking Ethically: A Framework for Moral Decision 
Making.” Santa Clara University. [Online Document],  2 March 2007. Available at:   
http://www.scu.edu/ethics/practicing/decision/thinking.html.

[16] S. Ryst, “News Analysis.” BusinessWeek. 27 February 2007

[17] J. Seglin, “The Right Thing.” The Columbus Dispatch. [Online Document], 20 February 2007. 
Available at: http://www.dispatch.com/features-story.php?story=dispatch/2006/02/26/20060226-H2-
03.html.

Business Ethics in Second Life

Stuart Barwick, Ralph Drabic III
__________________________________________________________________
Scenario
My name is Sinsin Snook. People know me because I am a five foot five white wolf who speaks broken French.  Surrounding me is a small crowd of large breasted women and muscular men.  Despite my animal appearance, the attention isn’t on me, it is on Dotcom Sumbula, a dark skinned man in cowboy boots, who just flew in on his pink sail boat.  To the right of the boat, a gray stone walkway leads to the Schwan’s Schwamp Casino.  I follow the path and stop at the black-jack table just inside the entrance of the rusty back alley gambling house.  It is quiet in here, only a couple people sitting in front of the slot machines.  I reluctantly place my last dollar on the line and within seconds I lose everything I have. 

No, I don’t have a gambling problem. In fact, I’m not sure I really lost anything because my visit to Schwan's Schwamp was not “real.” My trip was not some dream or hallucination. It was a virtual experience in a world created by the residents who live in it.  Schwan’s Schwamp, the pink sailboat, the black-jack table, and the dollar itself are all products of a virtual world known as Second Life.
The Ethics of Business in a Virtual World

Created in 1999 by Phillip Rosedale, CEO of Linden Lab, Second Life (SL) is a virtual world filled with freedom and opportunity. Participants in this virtual realm do more than just communicate with each other and fly through the virtual skies in pink sailboats.  Residents of SL are engaged in a newly created virtual economy with a real world dollar value.  Within this virtual economy, residents buy, sell, and create their own virtual goods and services.

The virtual economy of SL essentially started in November of 2003, when Linden Lab changed a policy in SL that permitted residents to retain “full ownership of their virtual creations.” 1  By allowing ownership of virtual creations, Linden Lab established value in totally virtual products.  This unprecedented change in policy jump started a virtual economy that is rapidly growing in popularity.  In January 2006, residents spent nearly five million US Dollars on purchases of various products and services.  One year later, January 2007, monthly purchases doubled to more than 10 million US Dollars. 2 Then only one short month later, Entrepreneur reported that monthly spending in SL topped 15 million US Dollars in the month of February. 3
[image: image1.png]



As the growth of commerce in this virtual world rapidly expands, new ethical issues begin to arise.  With greater numbers of individuals and companies creating their virtual presence in SL, the ethical standards of virtual business operation come into question.  Should the same ethical behaviors that guide real businesses guide the virtual businesses in Second Life? 
Defining Second Life and the Virtual World

People new to the virtual world of Second Life may see this new form of commerce as nothing more than an elaborate video game.  However, SL contains a functional economy that exists within its own virtual world. A virtual world is a three dimensional interactive computer generated environment that incorporates a first person perspective in cyberspace.  SL moves beyond a basic computer generated world and includes an aspect of a “virtual community.”  A virtual community is a collection of persons interacting under some common grounds in an environment that exists only in cyberspace. 4 In the grand scheme of virtual worlds and virtual communities, SL comes about as close to an “open source” world as one can get, as the vast majority of the SL universe is the creation of the residents who participate in it.

Residents are registered users of the Second Life program.  Each resident is graphically represented by an Avatar, which can be designed in nearly any shape or form.  Linden Lab encourages residents to express themselves and their personalities through their Avatars.  A short journey through SL will reveal people depicted in a wide variety of forms; male, female, animal, and subjects beyond the realm of what may be considered normal.  The freedom to express is not limited to the Avatars alone. The bulk of the SL universe is built, owned, and operated by the residents who reside within it.  Currently, there are about 4.5 million registered residents of SL, of which about 1.5 million are active residents who have logged on within 60 days. At any given moment, there are between 20,000 and 35,000 residents participating in the world. 5
Using a system of currency called Linden Dollars; residents of SL can buy, sell, and actually own the rights to virtual real estate.  What separates SL and other virtual worlds is that Linden Dollars have an actual monetary value. Approximately 300 Linden Dollars equal one US Dollar. 6 The value of the Linden Dollar versus the US Dollar rises and falls on a daily basis.  The general condition of the SL economy and the value of Linden Dollars can be tracked by the LindenX, a currency exchange system accessible through the SL website.
What is “Real” and “Virtual?”

There is a continual haze that is ever increasing when trying to separate traditional, real business with virtual business.  More and more “real business” is being conducted in virtual settings, from online banking to sites like eBay and Amazon. The line between real and virtual is blurring.  When deliberating the ethics that guide both facets, one must be sensitive to this lack of clear distinction.  For the purposes of this argument, a definition of real and virtual business is needed.

Any business that provides a good or service to an Avatar will be defined as a “virtual business.”  The transactions of virtual businesses are experience based.  The only “real” effect of a virtual transaction between buyer and seller is the experience associated with a virtual event or product.  One can see a pair of virtual shoes, drive a virtual car, or own a virtual house, but the only “real” interaction with the item is the personal response to an item’s presence in the virtual world.  Only the Avatar of the purchaser can have any interaction with the product in order for the product to be considered virtual.   A traditional, contemporary business which provides tangible goods and services with some presence outside of cyberspace is to be considered “real.”  This distinction is crucial as we attempt to define the two types of commerce as two distinct forms of business that share related ethical requirements.
Is it Even Real?

When deliberating the similarities of virtual and real business, an important counter argument must be addressed. Some contend that no one can be physically harmed or physically cheated in a virtual environment and that any transaction that occurs in a virtual setting is not a real transaction. Therefore, any harm caused in the virtual world is not “real harm” rather it is “virtual harm.”  Since no real harm occurs, an incident that causes harm in the virtual world is not unethical.  This reasoning, according to Tavani,4 commits the virtuality fallacy. The fallacy has the following form: 

1. “X” exists in cyberspace. 

2. Cyberspace is virtual. 

3. Therefore, X (or the effect of X) is not real. 

One can observe this false reasoning in an actual SL situation involving Adidas, the athletic apparel giant.  Adidas uses SL to brand and develop new products. They sell customizable virtual shoes in SL.  During a four week period following the release of their SL product, Adidas sold over 15,000 (pairs of) virtual shoes. 7 A virtuality fallacy argument for the sale of virtual Adidas would look something like the following: 
1. The sale of Adidas brand virtual shoes exists in cyberspace, specifically SL. 

2. Cyberspace and SL are virtual. 

3. Therefore, the sale of virtual Adidas is not real, nor is the effect of such a sale.

Even if one was to assume the argument contains true premises, the effect of selling virtual Adidas extends beyond cyberspace.  The effect is the associated experience of the resident who purchases virtual Adidas and sees them attached to their Avatar.  Also at stake is the value of the Linden Dollars that change possession during the purchase, which hold a real world US Dollar value.  One can argue the act of selling virtual Adidas is not real because it occurs only in cyberspace.  However, the effect of selling virtual Adidas is real and extendss beyond cyberspace through the resident’s experience and the associated cost of the purchase.  As the experience of purchasing and receiving virtual Adidas is real, so too must be the harm associated with a bad virtual business transaction.  The inherent “goodness” or “badness” of a transaction does not make any difference in a resident’s ability to experience it.   The experience and associated cost of a bad virtual business transaction would result in a negative experience. Negative experiences are a form of harm as they may cause grief, pain, or insult.   While a purchase in SL is virtual, its associated experiences are real and therefore the purchase is subject to the same ethics as a real business transaction.
What are Real Business Ethics?


Unfortunately, in either virtual or reality based realms, there are no worldwide defined universal codes for business ethics.  Different areas of the world have different cultures, with different laws, imperatives, practices, consequences, and forms of resolution. Only local laws exist to curb and shape behavior in a manner that benefits society. Even within the United States, individual company ethics differ from one code of ethics to the next.  SL is a worldwide system of commerce, and as a result, it faces a vast array of different ethical codes concerning business practices.  With no established and accepted worldwide ethics codes to guide business in the virtual realm, two ethical theories were examined as a means of guiding behavior as the SL economy grows. 
Consequence Theories as Guidance

Consequence based ethical theories present a guideline for virtual business transactions.  These theories suggest that the primary goal of a moral system is to produce desirable consequences or outcomes for the members of the system’s society. This theory states that consequences of actions and policies provide the ultimate standard against which moral decisions are to be evaluated.8 The real business consequences of not providing a pair of Adidas shoes to a person that entered a store and gave a clerk money would be against the law and result in prosecution, along with other negative consequences. To do so would be stealing and would be morally wrong as it would promote others to steal and break down the system of commerce that an economy requires. This is strong evidence to support a utilitarian theory.  Utilitarians draw on the principle of social utility and the belief that social utility can be measured by the amount of happiness produced. 9 The greatest amount of happiness in this situation occurs when people are not victims of theft and commerce survives. Consequence based utilitarian ethical theory provides a moral system for business ethics that, if adhered to, creates the greatest good for the greatest number of people.

The principal of social utility is the foundation which guides moral behavior and results in a state of happiness. The moral value of actions should be measured by social usefulness and their utility can be measured by the amount of happiness created. An action has greater moral permissibility if it produces a greater amount of utility. More utility ultimately leads to a greater amount of happiness. It is a universally accepted desire to avoid pain and seek happiness; an overwhelming majority of people desire happiness. It is an intrinsic good for its own sake. Happiness is not merely a means to some further ends. Using this reasoning as a base, it is accurate to say that promoting happiness should be the criteria for moral decisions. 10   
Under the utilitarian view, the most ethical behavior in the SL economy would be the action that creates the most happiness; furthermore, these morally correct actions support the continued hyper-growth as reported in Entrepreneur, Business Week, and Inc. Magazine.  As businesses sell more virtual goods and services, the person behind the Avatar experiences the product and a subsequent degree of happiness and satisfaction. In order for the virtual commerce of SL to exist and the community to grow beyond the 4.5 million mark, people must get what they pay for. Otherwise, commerce will slow, residents will be unhappy and unsatisfied with their SL experience, and the sustainability of the SL economy will falter. 

In the grand scheme of things, a virtual product and a real product serve to satisfy the same thing; a consumer’s specific need or want.  Although a virtual product cannot be physically handled or experienced in some tangible manner, there is an implied emotional response as a result of an interaction with the product in SL.  A real product can be handled, but there is also an associated experience and an emotional response due to ownership.  Physical interaction is not required for a product or service to have value. The act of selling a product, virtual or real, implies some exchange of value.  The manner in which a product is delivered has no bearing on its ability to create an emotional response.  Therefore, the utilitarian theory which prevents a merchant from stealing from potential customers establishes a moral code for the virtual businesses in SL.
Virtuous Theories as Guidance
A second set of ethical theories that should guide the virtual business world are virtue ethics. A virtuous business person in SL will conduct themselves in a way that demonstrates good character traits by the kinds of habits they develop.  The vast array of freedom and choice which SL provides requires residents to individually question the ethics of their business habits.   

Virtue ethics focuses primarily on character development and moral education, it does not need to rely on a system of formal rules.4  Part of the appeal of SL is the fact that there is no established system of rules or law. SL does provide a list of six community standards to which people ought to adhere by.  The list provides general standards of behavior for issues concerning harassment, bigotry, indecent exposure in public areas, and assault.11  With only one’s imagination to limit him or herself, SL business transactions take place in a world where personal freedom gives residents the chance to choose their own destiny. In SL, residents are forced to ask themselves repeatedly, “What kind of person should I be?”  Residents choose their appearance. They choose if they want to own property and if so what to place on that property. They choose when and where they want to travel, and how they communicate with other residents when they arrive. This continual questioning of one’s self leads residents into a pattern of virtue based ethical development. Virtuous habits lead individuals to place an emphasis on being moral people by simply making them think about what they are doing.  


Without much conscious effort, virtuous behavior guides both the virtual and real business worlds. In order for a business to be successful and profitable, it must provide the product or service it promises to deliver. A business that trades on Wall Street cannot hide behind the mask of a flying white wolf named Sinsin. In SL, “No one knows you’re a dog.” So why deliver? Although the product or service will never be seen, tasted, or touched, it has value. It has a value to the person that created it and it has a value to the resident that desires it. Because a distinct price has been agreed on, it is no different than a product or service anyone could obtain through a contract and the traditional exchange of currency. As in the case of a tangible product or service, there are monetary and time costs incurred. Value is implied from the associated costs, desired profit of the owner, supply, and demand for the product or service.  SL commerce provides a product or service that is coded by a human and therefore has value properties comparable to that of software. The value is real to both the buyer and the seller. So just as it would be unethical for the seller not to provide a good that has been paid for, it is equally unethical for a resident to copy or otherwise acquire a product without paying for it. The virtuous behavior that is required for both types of businesses to succeed is to provide the product or service in exchange for the price that was agreed upon. 

Virtuous business practices provide a means to a sustainable SL economy. It is the responsibility of the residents and business owners of SL to act in a manner that supports functional commerce.  If consumer confidence in the business practices of other SL residents falters, the burgeoning economy will fail when residents view any purchase to be riskier than the perceived benefit of buying the product.  To continue the success of SL and the businesses that rely upon it, it is the ethical responsibility of the residents themselves to act in a virtuous manner and understand the consequences of failing to do so. Virtuous residents seek to develop their character in a morally correct manner after questioning what they believe to be morally right.

Conclusion

 
The inherent individual freedom of SL allows residents to create themselves and the virtual world as they see fit. In SL, there are no ethical watchdogs or set of professional business guidelines established to oversee the exploding economy within this universe of cyberspace.  Linden Lab should remind residents that despite SL being a virtual world, there are real effects from their actions. Additional points should be added to the community standards using consequence and virtue based theories as guides.  These points should emphasize the effect of one’s actions in a virtual world and remind residents that all of their actions have an effect on real people.  Creating awareness about the effects and consequences of people’s actions will help prevent unethical business behavior as the community and economy continues to develop.

   It is the responsibility of residents to view their personal business decisions under the consequences of virtue based ethical models. Linden Lab has vociferously declared a laissez-faire policy within the boundaries of SL. The monumental growth seen in the Second Life economy over the last year signals that unofficial ethical codes have been created.  They are adhered to on a daily basis when pertaining to business decisions.  If the unspoken ethical groundwork of SL did not exist, one would not observe such a positive trend in SL economic growth. Linden Lab should adopt the unspoken code that exists between residents and call attention to the importance of ethical business behavior.  Linden Lab should expand their community standards to include points addressing business ethics.  By raising awareness of the importance of virtuous behavior, the virtual commerce of SL will continue to be a reality.
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Playing With Ethics: Video Game Controversy

Jimmy Dang, Jin Lee, Chau Nguyen
______________________________________________________________________________
Introduction to Gaming Ethics
Video games are widely played for entertainment and amusement; in addition, they can act as an aid in relieving stress.  Due to advancing technology, video games have evolved and grown into a large empire impacting those within this realm.  Thus many ethical issues are brought to our attention due to this development.  As a result, we should recognize how new video games are ethically affecting people who play them.  The ethical issues of video gaming that influences many people include: violence, rating, education, stereotyping against women, community and addiction.  Ultimately, each topic is linked to violence involved in video games.

It is the players’ responsibility to be aware of the negative effects of video gaming.  However, the gaming industry should also take part in some social responsibilities as well.  What they develop and sell can affect people positively or negatively.  For this reason, both the gamers and the gaming industry should acknowledge the ethical issues regarding video gaming, and both need to address these ethical concerns accordingly.  Although video games can have many positives, they can also affect gamers in a harmful way.

Violence within Games


A major concern that has been the focus of an ongoing debate regarding video games is violence.  Violence is defined in video games as acts in which a character causes or attempts to cause physical injury or death to another character.1  In a recent study, researchers at the Indiana University School of Medicine using state-of-the-art brain-scanning technology, determined, brain scans of individuals who played a violent video game showed an increase in emotional arousal while decreasing self-control, inhibition, and attention.2  Playing violent video games can increase a person’s aggressive thoughts, feelings, and behavior both in laboratory settings and in actual life.  It can also be argued that violent video games may be more harmful than violent television and movies because of the interactive nature of the games.3 For this reason, violent video games provide a foundation for learning and practicing aggressive solutions to conflict situations.  In the short run, playing a violent video game appears to affect aggression by inducing aggressive thoughts for a short period.  On the other hand, prolonged aggressive behavior is likely to result as a long-term effect as well as the player learns and practices new aggression-related techniques that can become more accessible for use when real-life conflict situations arise.3

Other studies surveyed college students and their use of video games.  It was concluded students who had played more aggressive video games had also engaged in more aggressive delinquent behavior.  Furthermore, player’s attitudes and behaviors after playing violent video games (compared to non-violent games) have shown violent video games decrease players’ tendencies toward positive behaviors.  Correlated to aggressiveness, one report indicated students who spent the most total time playing video games had the lowest academic grades in college.4  Consequently, the amount of game play affects grades negatively by displacing time spent in other educational and social activities.  

The video game industry has recognized that males seem to enjoy violent video games more than females and have more heavily targeted games toward males.  As a result, many critics of the media industry have singled out video games as a major cause of several high school shootings such as the incident at the Columbine High School in Littleton, Colorado on April 20, 1999.  It has been claimed that both student shooters, Eric Harris and Dylan Klebold, enjoyed playing violent video games and speculations have surfaced that these games played a role in their violent acts.4
As video games are becoming increasingly realistic, the subset of games featuring violence, gore, and antisocial behavior have raised concern among parents, educators, child advocates, medical professionals, and policy makers.5  Compared to television, video game studies have been performed on a much smaller scale due to the relatively current nature of this industry.  However, while additional research is essential for accurate information, early results have shown video game violence should be taken into serious consideration.

Video Game Ratings

In the United States, the current rating system for video games is the Entertainment Software Rating Board (ESRB).  The ESRB is a non-profit, self-regulatory body established in 1994 by the Entertainment Software Association (ESA).  ESRB independently assigns computer and video game content ratings, enforces industry-adopted advertising guidelines and helps ensure responsible online privacy practices for the interactive entertainment software industry.6

ESRB ratings have two equal parts:  rating symbols suggest age appropriateness for the game while content descriptors indicate elements in a game that may have triggered a particular rating and/or may be of interest or concern.6 There are currently six ESRB rating categories:  Early Childhood (ages 3+), Everyone (ages 6+), Everyone 10+ (ages 10+), Teen (ages 13+), Mature (ages 17+), and Adults Only (ages 18+).


A particular area of interest encompassing the issue of ratings for video games is the accuracy of the ratings, or lack there of.  In one study, researchers from the Harvard School of Public Health in Boston took a random sample of video games currently on the market and discovered many of the games are inconsistent with the content descriptors assigned to the games.7 Based on their findings, researchers said that an improvement is needed in the rating system and suggests the game industry to provide individuals with clear, complete, and consistent information when selecting a video game.


In regards to video game ratings, Senator Sam Brownback (R-Kansas) reintroduced his Truth in Video Game Rating Act in February 2007.  Brownback first introduced the bill in September 2006 and was referred to the senate Commerce, Science, and Transportation committee, but the bill was not voted on and later denied by U.S. Congress.8 However, with the beginning of the new year and start of the new congress, Senator Brownback feels comfortable reintroducing the proposal for further consideration.


The Truth in Video Game Rating Act intends to eliminate the way video games sold in the United States are currently rated.  The bill requires video game rating organizations to play all games “in their entirety” before issuing labels and prohibiting game developers from withholding any “hidden” game content from raters.9  It would also punish rating groups who “grossly mischaracterize” any of the game’s content.


With the current video game ratings system, Brownback expresses it “is not as accurate as it could be because reviewers do not see the full content of games and do not even play the games they rate.”9 Entertainment Software Association, which owns the Entertainment Software Rating Board, fired back in disagreement and argued that the existing rating process is already sufficiently reliable and “remarkably useful.”


Senator Brownback’s legislation is directed towards the Federal Trade Commission (FTC) and is demanding that they prescribe rules to prohibit “deceptive conduct in the rating of video and computer games and for other purposes.”9 The bill also insists the FTC to examine the effectiveness of the ESRB along with recommending the notion of a “universal ratings system” that applies for all film, televisions, and games.

With the ongoing debate about the current rating system, one may question if it really is sufficient enough.  As mentioned, inaccurate ratings are common, which poses to be a problem.  Sensitive content, such as violence, is not suitable for children and should not be available to them.  Video games featuring violence teach children concepts that were not intended to be for them.  Therefore, strict regulations are needed to be placed on the current rating system to prevent inappropriate material from being obtained by the unintended.
Education Position
An issue that arises in an educational aspect is whether video games are ethical or not.  Gaming has taught both adults and kids many things; some are beneficial while others are believed to be immoral.  Some players and developers argue that video games are better at teaching logic and problem solving skills than many school curriculums.10 While others say that video games teach people to become more violent due to the violence in the game.  In order to determine whether video gaming is good or bad in regards to education, we need to evaluate the positive and negative outcomes.

One may ask, “How can video games teach us logic and problem solving skills?”  As you may have noticed, there are many different types of video games.  Such as games for children, problem solving games, combat games, adventure games, strategic games, and games intended for adults only.  As each individual interprets various games with their own judgments, there are certain types of games where players agree they acquire the same type of skills.  For example, adventure games will tend to teach logic because players have to discover where to go and what to do at what point in time in order to progress to the next level.  A puzzle game will teach those engaged in it problem solving skills; being able to solve different puzzles is one way to enhance this type of skill.

On the other hand, one may question, “How can players who partake in video games be more violent?”  Just like rating for movies, there are ratings for games as well.  One of the main characteristics for the Entertainment Software Review Board (ESRB) is to rate games based on the content involved in the game.  Ratings are designed so that buyers know what to expect before purchasing a particular game.  There are many levels of violence that can be used to rate a “violent” game.  Games that involve heavy violence are always rated “M” for mature.  Can a game exhibiting violence teach a mature person to be violent?  The violence within a game will tempt a person to be violent but not make them violent.  An example is an individual playing a racing game where they can speed and crash into whatever or whoever they want, yet nothing will happen because it is just a game.  Consequently, this game is going to make the individual think it is cool and fun to imitate the game.  However, the odds of the individual reenacting what they do in the games are highly unlikely because the consequences in the game are different from that of reality.

Is this the same as saying that occupying oneself with video games teaches logic and problem solving skills, but at the same time does not make them more violent?  No.  So the answer depends on the person who is playing the game.  Different people have different opinions and different reactions in this matter.  Regardless of their intelligence levels, some people engage in puzzle games and obtain problem solving skills, while others do not gain any skills from playing video games.  Some play violent games and become aggressive, while others are not affected because they know it is just a game meant for entertainment.
Stereotyping in the Gaming Industry

Currently, video games appeal overwhelming to the male population.  Only 7-8 percent of video game developers are women.10 Does this mean that game developers only hire males to design video games?  Likewise, about 12 percent of the game players are women, and women are usually not the main character in the games.11 With these facts, are video games really just for males?  And are women being excluded from this industry?  Over the years, people continue to supply the video game industry with more and more money, knowing that woman gamers only take up a small percentage.  Is this to make the males dominant?  Or is this just a coincidence that video game companies produce revenue regardless?
In general, most women are not fascinated with video games.  Video games are not attractive to females as they are to males.  For majority of females there is nothing enticing about anchoring oneself in front of a television screen and playing a video game that may be viewed as being “pointless.”  This is one of the main reasons why not many women have a profession in game designing or developing, because this is not what most women enjoy.  One may say that companies do not want to hire women to develop games for them, because a significant amount of women do not play video games, therefore know nothing about games.  Though, this may not be the case.  A company’s main objective is to make a profit, and to do that they need to produce top-rated video games that people will want.  In producing a popular video game, a company would not care who produces it, it is the end product they are concern about.  Therefore if there is a woman who can produce a better video game than a man, then that woman will definitely be hired rather than the man.


Another question is why would people invest in the video game industry knowing that over 50 percent of the U.S. population is female but only 12 percent of these females play games?  Even though very small percentage of the female population plays video games, the scale of games and the size of their audience have grown exponentially with sales in billions of dollars.12 If the video game market can continue to generate money, it does not matter if females are the majority of the U.S. population, because they have little influence on the sales of video games.  For example, a market that has 100 consumers and 10 producers compared to a market that has only 50 consumers and 2 producers.  Would you invest in the bigger market or smaller one?  Of course you would invest in the smaller market in this case.  As a result, a company will invest in gaming whether a lot of women play video games or not.  Likewise, should a company not invest in producing make-up, because males in general tend not to use cosmetics?  Yet, make-up still exists and continues to grow, because they still continue to generate profit.  Is that stereotyping against males?  Most would agree the answer is no.  Then one may ask, “Why isn’t there more females being portrayed as the main character in video games?”  The reason is related to the number of women players in the industry.  Would a male play a video game where a woman is the main character?  The answer is most likely not.  Since 88 percent of the market consists of males, then it can be assumed that about 88 percent of the games would have a male as the main character.

The video game industry, does it pose a threat by stereotyping men against women?  Again, the answer depends on the person judging it, whether the person is a man or woman and whether the person is in favor of video games or adverse to it.  Men who like to play video games might say there is nothing ethically wrong about video games, while women may disagree and argue that video games corrupt the minds of the players.  One must determine whether the benefits gathered through video games outweigh the costs of the game.  The reason for stereotyping is due to the fact that most women aren’t interested in video games.  The assumption is men tend to be more violent than women, and most video games contain some form of violence.  Therefore, men are more likely to play video games than women.

Gaming Addiction within the Community
Video games may be considered social activities because “A Kaiser Family Foundation survey found nearly all the children they polled played video games with friends, siblings, or other relatives.”13 However, there are some important questions to ponder.  How would you weigh on these benefits against addiction of video games?  How is violence and addiction interrelated to each other?  What kind of effects do video games have on our community?  Or, how much do video games obstruct from people’s obligation or daily duties? 

BBC News recently reported on a man who “…played a computer game for fifty hours straight, with few breaks, and then collapsed and died due to heart failure and exhaustion.”14 This illustrates how serious harms can result from video games, and suggests we should pay more attention to negative effects of video gaming, especially its addiction.  In 1994, Fisher conducted an analysis on the addiction to arcade machines.  This study took place in a small tourist town, where the gaming machines are available for tourists and teenagers.  “Adolescents were surveyed in the study and researchers used pathological measures.  The results of the study identified some adolescents were pathological players and found not only did they play a lot more, but they were also spending their lunch money in addition to borrowing, stealing, and selling their possessions to play.”14 How do people become addicted to video games?  “The brain’s reward system is partially responsible for a drug’s potent addictive properties, and according to Koepp and colleagues, video game players seem to experience a dopamine-induced euphoria equivalent to one hit of methamphetamine.”14
“Game addiction is a form of psychological addiction related to a compulsive use of computer and video games, most notably MMORPGs - open ended, online video games known for their depth, breadth, and social interaction.” 15 People who are addicted to video games usually crave playing the game and suffer from symptoms of withdrawal when they stop playing.  They also enter into the stage of self isolation from friends and family.  Furthermore, there are severe consequences to those who are addicted to violent video games, because they can negatively influence the whole community, not just the people around them.  They are more likely to solve hostile situations with aggressive solutions, such as violent acts, when these situations arise.  The threatening behavior is learned and practiced through engaging in violent video games which is later used in real-life situations involving others in the community.
The most addictive form of video games are role-playing games (RPG).  RPG players take the roles of fictional characters and follow fictional stories with formal rules and guidelines.  What makes it more addictive is there are no winners or losers in the RPG, which is the basic difference from traditional games, such as board games or sports.  Rather, the RPGs are more collaborative and social, because players usually form and communicate as a group or team.  A feature distinctive only to RPGs and not traditional fiction is the interactivity, and the level of plot and settings are really close to reality.  Therefore, the realism causes players to believe it is a real world process.
There are a number of negative effects from World of Warcraft (WOW), the RPG that eight million people are currently playing.  Some real-world situations include: broken marriages, ignored friends, lost jobs, and wrecked lives, because a large amount of time is required to play the game at the top level, consequently leading these players to disregard their obligations and responsibilities of the real world.  Some stories of Warcraft addiction are:  
“One guy turned down a college scholarship because he wasn't ready to go yet.  Another had to sell his computer to pay rent, but continued to play from a friend's house.  Another was forced into marriage counseling, where he and his wife struck a healthy-sounding compromise of no more than 16 hours of Warcraft a week.” 16
Warcraft players blame their faults on Blizzard Entertainment for making the game so addicting, due to the fact that another patch is released when your character reaches the maximum level, and your work is now useless.  Maressa Hecht Orzack, Ph.D., clinical psychologist and Director of the Computer Addiction Study Center at McLean Hospital in Belmont, MA, “hears from six or seven people a day seeking treatment for gaming addictions.  Even if there are just five or 10 percent who can't stop, that's a large percentage, and I hear from a lot of them." 16 How should RPG players recognize signs within themselves that can be problematic?  They start to ignore friends, they may not be on time to work, and their family relationships start to break.
On the other hand, most Warcraft players enjoy the game while keeping up with their life styles.  Many Warcraft players handle the game carefully, so that they obtain educational and social value.  “For one thing, it's a great way to teach teenagers about teamwork, planning, and self-reliance from the comfort of your own home. The workings of the game's economy can often mirror important real-world concepts such as supply and demand. More importantly, they'll learn how it feels to be relied on by a team -- as any Warcraft player knows, a group is only as strong as its most careless player, and any team member can cause calamity by slapdash play or inattentiveness.”16 There are also rare cases where gamers meet their lifetime partners through the game.
Most people enjoy playing video games because video games provide entertainment.  Others play to relieve stress, or even in some cases, play to let out the violence anxiety within them.  However, video game addiction is very real and serious; it can negatively affect lives in a similar manner that drug addiction does.  Moreover, violent video game addiction has potential to create social problems in our community.  If someone cannot accomplish their daily tasks because of video games, then there is no doubt that he or she has to recognize the problem.
Gaming Ethics Final Words

It can be agreed that engaging in video games does have many ethical concerns.  Through violence, there are many games involving violent acts as well as other content related to violence.  This may lead many people to believe that playing these types of video games can cause a person to be more violent.  Through the ratings of the games, it helps the parents of young children to pick the right game for their kids.  Though, others are concerned that this rating system doesn’t prevent people from acquiring video games that are considered to be inappropriate for their age.  Through the education perspective, there are different things gaming can teach us, some are positive while others are negative.  Through stereotyping, the video game industry focuses towards men more than women, therefore, many people think it is stereotyping against women.  Lastly, through addiction and community, participating in an immense amount of time in video game play have caused people to be addicted to it.  As a result, they lose valuable time within their communities and miss opportunities from other activities that could be more beneficial for them.

Some think video games are for entertainment purposes and pose no ethical problem.  While others believe video gaming has many ethical problems, and the benefits of playing games, such as entertainment, does not outweigh the costs of playing the game.  However, from our argument, we believe video game players and developers need to be aware of the ethical concerns regarding video games.  Thus, they can understand more about the issues and take preventative measures to address the concerns from violent video games.

Even though the possibility of a person becoming more aggressive due to the violent content of the game may be slim, we still need to take precautions to prevent it from happening.  Once the ethical problem spirals out of control, we need to develop more policies and regulations to eliminate these ethical problems or at least reduce them.  Regulations do not just appear they need to be created; it is up to those who are willing to fight for a change to bring them into our society.  Some suggestions can be to write to the ESRB to have them create ratings to effectively rate the content of each video game, talk to game retailers to have them keep higher rated games locked up, and educate parents to be more cautious about the games their kids are playing.  For these actions to take place change is in need and that need is now.

Works Cited
[1] K. Thompson and K. Haninger, “Frequently Asked Questions about Violence in E-Rated Video Games.” Journal of the American Medical Association, [Online Document], (2001 Aug), Available at: HTTP:   http://www.kidsrisk.harvard.edu/faqs3.htm.

[2] K. Kalning, “Does game violence make teens aggressive?”  MSNBC Interactive, [Online Document], (2006 Dec), Available at: HTTP: http://www.msnbc.msn.com/id/16099971/.

[3] P. Willenz, “Violent Video Games Can Increase Aggression.”  American Psychological Association, [Online Document], (2000 Apr), Available at: HTTP: http://www.apa.org/releases/videogames.html.
[4] C. Anderson and K. Dill, “Violent Video Games Produce Violent Behavior.”  Health on the Net 
      Foundation, [Online Document], (2005 Nov), Available at: HTTP: http://mentalhealth.about.com/cs/familyresources/a/vidgameviolence.htm.

[5] D. Walsh, “Video Game Violence and Public Policy.”  National Institute on Media and the Family, [Online Document], (2001), Available at: HTTP: http://culturalpolicy.uchicago.edu/conf2001/papers/walsh.html.
[6] “ESRB Frequently Asked Questions.”  Entertainment Software Review Board, [Online Document], (2006), Available at: HTTP: http://www.esrb.org/ratings/faq.jsp.

[7] I. Newwire, “Video Game Rating System Questioned.”  Johns Hopkins Bayview Medical Center, [Online Document], (2006 Apr), Available at: HTTP: http://www.hopkinsbayview.org/healthcarenews06/060404videogames.html.
[8] P. Cohen, “President hopeful reintroduces video game act.”  Mac Publishing, LLC. [Online 
      Document], (2007 Feb), Available at: HTTP: http://www.macworld.com/news/2007/02/15/brownback/index.php.

[9] A. Broache, “Senator wants to ban ‘deceptive’ video game ratings.”  ZDNet News, [Online 
      Document], (2007 Feb), Available at: HTTP: http://news.zdnet.com/2100-9588_22-6159413.html.
[10] “Unavoidable Ethical Questions About Video Gaming.”  Markkula Center for Applied Ethics, 
        [Online Document],  (2005 Nov), Available at: HTTP:     

        http://www.scu.edu/ethics/publications/submitted/video-games.html.

[11] R. Araneta and S. Lovelace, “Current Issues, Current Regulations.”  Santa Clara University, [Online Document],  (2006 May), Available at: HTTP: http://www.scu.edu/ethics/publications/submitted/educational-games.html.

[12] J. Hall, “Ethics in Video Game Journalism.”  Online Journalism Review, [Online Document], (2003 Apr), Available at: HTTP: http://www.ojr.org/ojr/ethics/1049994303.php.

[13] M. Schulman, “Playing Games with Regulation.”  Markkula Center for  

      Applied Ethics, [Online Document], (2005 Dec), Available at: HTTP: 
      http://www.scu.edu/ethics/publications/ethicalperspectives/video-game-
      regulation.html.
[14] P. Bach and C. Jordan, “At a Crossroads: Video Game Addiction.”  The 
       Association of Computing Machinery, Inc. [Online Document], (2004), 
       Available at: 
       HTTP: http://www.acm.org/crossroads/xrds13-2/videogame.html.

[15] “Video Game Addiction Support Community.”  DailyStrength, Inc. [Online 
        Document], (2007), Available at: HTTP: 
        http://dailystrength.org/support/Addiction_Recovery/Video_Game_
        Addiction/
[16] M. Smith, “Massively Addictive.”  Yahoo, Inc. [Online Document], (2007 
        Feb), Available at: HTTP:  

        http://videogames.yahoo.com/ongoingfeature?eid=505289&page=0.
Intellectual Property in a Digital Age
Dan McIntosh, Stuart Schaefer, Christina Gould
_____________________________________________________________
Introduction

Piracy of intellectual property (IP)—specifically copyrights—is an ever-growing concern in the United States.  The traditional methods of enforcement are not effective in protecting IP anymore because computer technology evolves too quickly for us to create regulations.  Since computer technology (i.e. the internet) continues to expand at an increasing rate, new problems arise that we have not yet conceived—the technology has shifted from analog to digital, which presents additional difficulties enforcing the spread of IP, and allows more people to violate the rights of IP owners.  The ethical dilemma is the ongoing violation of the fairness and utilitarian models of ethics.  Additionally, we cannot enforce regulations against piracy of IP and we need to change certain aspects surrounding IP; one solution may simply be to change the current compensation structure based on the efficiency approach.

Fairness and Utilitarian Models

The Fairness (or justice) approach builds on the idea that all equals should be treated equal.  Applied to ethics—“all ethical actions should treat all humans equally—and if not equally, then fairly based on some standard that is defensible.”1 In this case, IP owners need to be compensated justly for their labor and work in creating IP.

The Utilitarian Model suggests that the best solution to an ethical quandary is the one that “provides the greatest good and does the least amount of harm for all who are affected—customers, employees, shareholders, the community, and the environment.”  Since current laws and regulations are not protecting IP owners, a violation of the Utilitarian Model exists.  A new compensations structure could provide the IP owners, advertisers, and consumers with more benefits while decreasing or eliminating the number of people that obtain IP illegally.

Current Conception of IP

Since we do not live in a social vacuum, our culture creates and shares innovations with society in order for the creator to reap some sort of benefit.  Ideas often become public knowledge and are the result of, “an oversupply of ideas from other,”2 innovators who have already published their works.  Using public IP often allows others to contribute to shared ideas. In fact, many inventors draw upon others’ works or previously published pieces in order to create new works; however, since the change from analog to digital technology, and the invention of the internet, IP can be transmitted, copied, and exchanged at rapid speeds with little to no cost.

For the purpose of this paper, we define property as a collection of legal rights to control something.  Additionally, Resnik argues that, “the property regime is a social institution that serves particular purposes in society.” 3
Although we generally think of property in terms of land and objects, Resnik argues that if there were no people, land would not be anyone’s property; we are the ones that create a legal status.  Resnik states, “Property is a three-place relationship between an object, and individual, and society.”3
Similarly, Peter Lewin suggests that we build our economies around property rights and “without property rights markets could not exist, and without markets, production and consumption would be impossible. Economic interest, which is one of the most significant interests that property rights protect, contributes to the market economy.” 4
The United States’ first intellectual property laws protected creators by offering them temporary monopolies over their creations. There are three methods of protecting creations: patents, trademarks and copyrights. Patent law protects an idea, design, or a new product meeting three criteria: 1) novel (new and different), 2) useful, and 3) non-obvious.  The creator of a patent receives protection for 20 years, after which anyone can duplicate the invention. A trademark or representation of goods grants the owners of trademarks to exclusive use, which they can renew forever. 

This paper focuses on copyrighted property. Initially copyright law only included books and mechanical designs, but evolved to include musical recordings, architectural designs, software code and other works that could be reproduced or communicated. Under copyright protection, creative works can be used under certain circumstances such as a review or criticism, use in a parody, a brief quote in a news report, or a reproduction by a teacher for a lesson. Additionally, due to changing economies and technology, property rights change over time to continue protecting interests. Currently, IP requires different legal protection because it’s “non-exclusive.” In other words, two people can own and use the same IP without preventing others from using it.

The Efficiency Model

If we accept the claim that economies are built around property rights, then one logical conclusion is that property rights are used to promote economic benefit.

The efficiency method, which is a narrowly focused consequential model that only looks at impacts on the economy, suggests that a new compensation structure is the most logical.  This method is based on the idea that, “any laws should be based on the goal of social-wealth maximization, of achieving the largest possible value-added for society as a whole, regardless of the particular distribution of that wealth.”4 
One argument is to increase the consequences and target the people downloading and copying IP.  Although this approach seems rational, thousands of people currently download and copy IP illegally, making it costly to initiate lawsuits against each of these individuals.  Furthermore, as technology continues to advance, so does the number of loopholes.  For every regulation or prevention measure put in place, there is a way to circumvent it.  For example, hackers can decrypt protected files with code (which they can share online).

Additionally, creating stricter IP rules prevents possible economic benefits.  Lemle provides an example that, when the VCR first came out, copyright industries tried to ban it; however, the VCR created new markets and actually provided additional profits to copyright owners. 3 P2P networks are similar and could lead to greater advantages for IP owners. 
There are millions of items downloaded without the consent of the owning parties. In a single day, the Recording Industry Association of America (RIAA) sued 15,000 college students for downloading copyrighted music.5   Taking the offending groups to court did little to curb this behavior.6 Arresting or suing enough people to prevent copyright violations is difficult due to the increasing amount of people illegally obtaining IP. Additionally, tracking who is responsible for each and every infraction is almost impossible. On a local area network where multiple users share one connection, it is possible for the owner of that network to be sued for downloading copyrighted material despite never having done so.7  Because there is a lack of records on copyrighted material, libraries are protecting orphaned-books fearing that they may violate copyrights that may no longer exist.8 Considering the massive amount of content available to be used or stolen, it is difficult to regulate piracy. If we prevent content from being digitized, reproduced and shared, content can slowly rot away in libraries.8 

A New Environment

Computer technology continues to evolve.  Due to the continual formation of new, unimaginable problems, creating rules to regulate the transfer and illegal downloading of IP is almost impossible.

Joseph Pelton condensed human history into a cosmic month and demonstrated that “telepower” (electronic computers, rockets, satellites, lasers…etc) represents merely 15 seconds out of the entire month of our existence. 9  Moreover, the internet, which became public in 1994, only represents a fraction of the 15 seconds, yet we continue to use analog-based laws that are not applicable to the new digital environment. 

Furthermore, the change from analog to digital creates additional problems enforcing the illegal transfer of IP.  For example, in analog environments, copying books or music was relatively time consuming and costly.  One had to wait while a record or cassette tape played in order to copy music.  Similarly, to copy books, one had to pay for copying and wait for every page to print.  Now, one simply downloads, shares, or transfers any piece of IP in seconds and relatively cost free.  Additionally, digital duplication does not degrade the quality from copy-to-copy as is the case with analog material. A maintained quality, combined with the ease of copying, allows users to copy material from any source rather than a primary, good quality source.

The ability to copy and spread IP from any source also increases the difficulty to regulate piracy.  In analog environments, if an end-user made a copy of IP, they were hurting the owner with just one copy.  Now however, if an end-user posts IP online, thousands of other end-users can duplicate the work and post it for thousands more to download.  Now that the end-user (and the other end-users downloading IP) can transfer IP, everyone is in the role of a counterfeiter, and it is very difficult for IP owners to stop the transfer of their property.

Re-conceptualizing IP

The old rules and regulations regarding IP are failing. The strict protection of use and distribution fails to provide protection for the creator and can lead to negative repercussions on innocent parties. One way to encourage creative works is to look at the spread of intellectual property as a sharing experience instead of an opportunity to make money. Once this is done, possibilities to exploit the creator or the consumer become limited.  Under a new definition of IP, a social justice will arise from the users encouraging innovation. Encouragement from the user will come from a shared experience and/or contribution. Intellectual property created by one party but open to the public promotes constant innovation provided there is an adequate compensation structure.

More people can store and move data due to decreasing costs of bandwidth and storage.  Furthermore, limiting factors such as compression and quality no longer deter people from downloading content from the internet. Proprietors of IP can embrace this new access to IP. Many artists are choosing the web exclusively to distribute music and are doing well from this distribution. Koopa, an unsigned punk-rock group did not have a record company to distribute their album nor a large budget to market themselves, but they achieved top-40 status and became the first band to do so through online sales and as an unsigned band.10 Fans paid approximately 99 cents per song, allowing Koopa to make money and gain bargaining power to choose a label. This demonstrates how the internet can be a powerful tool, which if applied correctly can promote an artist’s work and allow for financial compensation.

Although owners of IP feel they should have complete control over who has the ability to view their innovations, there should also be a responsibility to allow the public access to this property so that others have the opportunity to learn from it.  Because IP includes things such as ideas, principles, and knowledge, it is becoming increasingly difficult to define whether the owner’s can lay claim to their ideas.  The public can easily copyright author’s original works; however, they cannot copyright an individual’s personal ideas and knowledge that they possess.  These characteristics can only be retrieved by the owner, who can formulate these ideas into a piece of work, which can then be copyrighted.11  

As mentioned earlier, IP is unlike real property because it can be viewed and/or used by many people at one time, whereas real property can only withstand being in use by one individual at a time.  This is a main argument towards whether or not owners should have control over their work.  In addition, two separate people can use the same IP at the same time without consuming it through their use of the property.11Therefore, by allowing the public access to their property, it does not affect the original piece of property and the owner still has the ability to access the original piece of work.  The only problem associated with this spread of intellectual property to the public is that, by granting these viewing rights to the public, it inhibits the owner’s ability to sell their property at their own discretion.  

On the other hand, when owners decide not to share their work with others it can prevent the innovation of new ideas.  This highlights the fact that innovation is the result of many people coming before and presenting their ideas, which others can grow upon, and eventually create their own piece of IP.  Because of this building-up of ideas, the laborer should only be entitled to the value that his ideas added, and not the entire value of the ensuing product.11 As a result, the entire work is a collection of authors who may or may not still be alive.  Once the owner receives compensation, however, there should be no restrictions preventing the public to view the property.

Moral Disconnection

Another complication caused by the new digital environment is a moral disconnection between end-users and IP owners.  Because the internet is such a large network and human contact does not exist online, users experience this moral disconnection and tend to ignore morality models—in this case the Efficiency Model.  Furthermore, Bandura suggests that moral disengagement follows a progressive transformation—that is, we gradually change our thinking. 12  If people upheld the Efficiency Model, users would voluntarily reimburse the owner of the IP downloaded.

Similarly, a diffusion of responsibility also exists.  Nick G., a student at CU Boulder stated that, “everyone downloads; so even if I paid for something that I downloaded [illegally], it wouldn’t really make a difference.”  Nick’s concern is valid; if we believe that everyone is downloading IP illegally, then one person could not make a difference; however, if we believe that everyone is compensating IP owners, then one person could make a difference.

Conclusion
James Moor wrote about computer ethics, pointing out that, “a typical problem in computer ethics arises because there is a policy vacuum about how computer technology should be used. Computers provide us with new capabilities and these in turn give us new choices for action. Often, either no policies for conduct in these situations exist or existing policies seem inadequate.”13 We accept that we cannot regulate piracy, and should stop trying to create new regulations; instead, we focus our energy towards ensuring that IP owners be justly compensated in order to promote innovation.

Copyright laws take a utilitarian approach towards protecting IP owners’ interests; however, enforcement no longer works due to the change in technology. This situation suggests that a different (or additional) moral model needs to be applied to piracy of IP.  The Fairness or Justice Model promotes the compensation for IP owners; the only question is how to ensure just compensation to the owners.

One way of guaranteeing compensation to the owners would be to put IP online and track the amount of “hits” the owners’ pages get, and then compensate the owners based on the number of “hits.”  One concern is deciding who will pay the IP owners.  YouTube™ already implements a similar structure.  Advertisers put ads on the web pages and in return, pay for the site.  Advertisers could put their banner advertisements on sites and pay the IP owners for every “hit” on the website.  Since advertisers already use banner advertisements on the internet, we assume that they will want to advertise on owners’ web pages.

Another compensation plan could include an IP “network site” similar to Myspace™.  Membership to the network is free and each IP owner has a profile with his/her works on it.  The amount of downloads of each creative work is easily traceable, and advertisers can compensate the owners.  In addition, because people visit the actual IP owner’s page, moral disengagement decreases and visitors virtuously donate money for the IP they download. New compensation structures will encourage the development of IP. If society fails to support the creators and owners of IP, markets and economies will fail and society will suffer the negative effects. It is in the best interest of everyone to seek responsible use and distribution of intellectual property.
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Ethics of Genetically Modified Crop Bans 

David Payne, Luke Peters
_____________________________________________________________

Ethical Dilemma
Although the use of biotechnology in agricultural production is a fairly recent strategy, the use of genetic modification has evolved into a world-wide debate.  The terms ‘genetic modification’ and ‘biotechnology’ are used interchangeably as the process by which foreign genes are introduced into a host organism in an attempt to replicate desired traits.  These terms refer to a variety of medical, industrial, and agricultural practices, but, for the purposes of this paper, are focused solely on the agricultural sector.  Proponents and opponents of genetic modification (GM) offer strong opinions as justification for their given stance.  Although numerous reasons are cited, the majority of proponents suggest that the proven benefits of GM foods validate production while opponents argue that the environmental and health risks should be avoided at all costs.  With any controversial issue, disagreeing positions are assumed.  Opposing views are welcomed and it should be noted that the dilemma is not based on the validity of individual belief nor does it concern which side is “correct”.  The specific ethical dilemma with biotechnology is in regards to the political regulations surrounding its production.  Political sanction banning the production and consumption of genetically modified agricultural crops is unethical.

History of Genetic Modification            

Genetic Modification, as we know it, has been around only for a few decades.  However, mankind has used similar techniques of modifying agricultural crops to produce desired traits for thousands of years.  Ever since the introduction of agriculture, farmers have used a process of selection and cross breeding to improve the quality of crops.1  In 1492, Christopher Columbus introduced corn, native to the Americas, to the rest of the world.  European farmers adapted and modified the plant to the unique growing conditions of the land.  In the 1800’s, Austrian botanist and plant scientist Gegor Mendel successfully cross-bred pea traits, such as color, height, and pea size.  He realized that these differences could be attributed to the passing of genes.  Individual of Mendel’s research, other Europeans re-discovered these findings on their own a few decades later.2  In the early 20th century, agricultural expert Henry Wallace utilized hybridization to develop new, higher yielding seeds.  Hybridization is the process of combining genes from two or more plants to attain desired results and is a direct precursor to biotechnology and genetic modification as we know it.  With the discovery of the DNA structure in 1953, the groundwork was laid for biotechnology.  The first successful application of biotechnology came in 1973 as researchers Stanley Cohen and Herbert Boyer lifted genetic material from one organism’s DNA and copied it to another.  The ensuing result of their initial attempt, insulin, has been critical to the medical field since.2  Genetic modification of crops became popular in the 1980’s as the potential rewards were realized.  The Food and Drug Administration approved the first genetically modified crop for production and consumption in the mid 1990’s.  Soon after, a total of 18 other biotechnology derived crops were approved by the U.S. government.2  

While genetic modification of agricultural crops is common today, fears about the negative effects of the technology are large.  These fears, most of them based on perceptive rather than scientific data, have led numerous countries to ban the production and consumption of genetically modified crops.  Although recently lifted, much of Europe enforced these bans through the turn of the century and certain countries and regions still enforce these regulations.  Advocates of these bans present three concerns as justification: environmental hazards, human health risks, and economic concerns.3  These concerns will be addressed in detail in subsequent sections.

Benefits of Genetically Modified Foods

The Green Revolution, marked by increased use of fertilizer, irrigation, and pesticides, came in response to an increased demand for agricultural production.  This demand stemmed from the concurrent population increase and decreased available agricultural land.  The introduction of synthetic pesticides in 1947 to reduce crop loss led to larger and more predictable crop yields.  From the start, pesticides proved to be effective.  However, the effects of pesticides on human health and the environment were unknown.  It was not until the late 1960’s that Rachel Carson uncovered and illustrated the negative effects of pesticides in her book “Silent Spring”.4  It is now well known and agreed upon that pesticides are harmful to both human and environmental health.  According to the World Health Organization, there were 500,000 pesticide related poisonings and 5,000 pesticide related deaths annually in the 1970’s.5  Furthermore, the Environmental Protection Agency estimates that between 10,000 and 20,000 pesticide related illnesses occur each year in the United States, and even more incidences are probable in developing countries due to less education, lack of awareness, and lack of appropriate safety training.6  The effect of pesticides on wild life is undeniable as well.  The Environmental Protection Agency estimates that Carbofuran, a common pesticide, kills 1-2 million birds per year and other notable sources argue that close to 70 million birds are killed annually in the United States as a direct effect of pesticide use.7  As the world population surpasses 7 billion in coming years, agricultural food production will have to keep up.  It is obvious that the costs to human and environmental health of pesticide use are great.  Societal pressure suggests that food production will need to increase while maintaining a high level of safety.  Genetically modified crops provide an answer to this dilemma.  Simple modifications to crops result in herbicide tolerant species, meaning fewer general pesticide applications are needed to obtain similar weed control results.  The reduction of pesticide use is backed by sound scientific research.  According to a study of the effect of genetically modified cotton on pesticide use in China in 1999 and 2000, evidence points to an average reduction from 55 to 16 kg of formulated product per hectare and reduced the number of times the crop was sprayed from 20 to 7.8  They also noted that 30 percent of farmers using traditional methods experienced health problems as opposed to 9 percent who used the modified cotton.  Likewise, a study of herbicide tolerant maize has shown a 30 percent reduction of pesticide use, resulting in a worldwide reduction of 1.5 million kg of formulated product per year.  In addition, an 80 percent adoption rate of herbicide tolerant oil seed rape in Canada in 2000 led to a reduction of 6 million kg of formulated product in the same year.9  Countless studies and sources agree.  Genetic modification of crops decreases the pesticide application process significantly.

Conservative estimates predict that the world’s population will reach 8 billion by year 2025.  To satisfy this population increase, an estimated 1.2 percent annual increase in food and feed production is necessary.10  A dilemma arises in that our population has encroached on almost all of the world’s agricultural land, leaving little new land that is cultivatable with current technologies.  Therefore, in order to meet this demand, the same amount of land must be responsible for increased output.  Genetic modifications of crops allow for these increased yields.  “Hybrid-variety development of rice, wheat, and other crops can increase yields by 20 percent.” 10  Additional evidence supports a new plant type that could increase rice yields by 30 percent.10  While the majority of this research is still being conducted in experimental stations, certain provinces in China that have already adopted the technology are experiencing great success.10
“Whoever could make two ears of corn, or two blades of grass grow upon a spot of ground where only one grew before would deserve better of mankind, and do more essential service to his country, than the whole race of politicians put together.”11   With the increasing pressures of globalization the idea of a unified global economy is constantly being pressed.  Concerns in dealing with genetically modified foods stem from the apprehension felt by society that our natural resources are rapidly becoming more and more of a scarcity, and that if we do not do something, this scarcity could be met with widespread undernourishment.  Also, due to our changing global environment (a.k.a. global warming), farmers and producers in the future will face even greater uncertainty with issues such as shortened growing seasons, dried up land, loss of efficient water use, etc.  At least encouraging and certainly not banning the cultivation of GM crops would largely combat such issues or at least add far more stabilization to the industry.  Paul Enrlich argues that the greatest challenge of this century will be, “maintaining growth in global food production to match or exceed the projected doubling of the human population.”12 With the current resource scarcity concerns and with global climate change already happening GM foods offer us the greatest options in securing our food production, distribution, and consumption. 
Malnutrition is common in developing countries due to a heavy reliance on a single crop.  Rice, for example, does not contain appropriate amounts of necessary nutrients to prevent malnutrition.  Genetic modifications to these staple crops could result in vitamin and mineral packed yields, alleviating nutrient deficiencies.  Researchers at the Swiss Federal Institute of Technology Institute for Plant Services have developed a strain of rice containing a high content of vitamin A to combat blindness, a common third world health problem.  “The lack of this vitamin causes the death of an estimated 1 million of Asia’s poorest children from weakened immune systems.  Another 350,000 go blind.”13  The technology has been developed, however, its distribution has proven more difficult.  Deborah Whitman argues that various European bans and political pressures have made the development and distribution of modified crops difficult.3
Humanitarian Argument


Humanitarian ethics is based on strong values and a philosophy that recognizes all of humanity.  Humanity is the link that unites all human beings: a feeling that urges each person to acknowledge another as his or her equal.14  Through the various cultures and unique histories, it is the principle of humanity that creates a tie between all human beings.  It is this very principle, for example, that governs the choice to provide relief to a wounded person merely from the fact that it is a person and we, as humans, are affected by his or her situation.  Our conscience is what sees this person as a fellow human being and what tells us to treat them as a brother or sister.14  By extending the principle of humanity beyond the individual, we can apply the same virtues to governmental regulations.  With a significant percentage of people living in poverty, malnutrition, and disease while fighting to stay alive each day, we as humans, feel compelled to provide assistance.  Banning genetically modified crops, while knowingly accepting the proven benefits, is similar to denying a wounded individual assistance when needed.  Based on humanitarian ethics, bans on the production of biotech foods is inhumane.  
Social Justice Argument

Going hand in hand with humanitarian ethics is the social justice argument, which is generally based on the idea of a society that gives individuals and groups fair treatment and a just share of the benefits that the society has to offer.  Included within the fair treatment piece is freedom of choice, that is, the freedom to choose what one eats, how one creates wealth, and how one chooses to improve his or her life.  Banning the production and trade of GM foods clearly infringes these basic rights.  The ethical argument in this sense then becomes a scientific responsibility to the poor to at least pursue possible solutions to fight worldwide hunger and malnutrition; especially to pursue, as much as possible, a solution that has the evident short term benefits.  Obviously we already know the proven benefits of GM foods would largely combat these issues in developing and undeveloped countries.  In the sense of social justice we are not imposing that all countries and all farmers must favor food modification, or that it is the absolute solution to end worldwide starvation, but that the choice needs to be out there.  People in poverty have the justified right to try and lift themselves out of it.  They have the right to know all the benefits and risks entitled to them as human beings, and more importantly, the right to make up their own minds on how to act on those risks and benefits.  Banning GM foods only spreads fear and confusion in the minds of consumers, and discourages further research that could give us greater knowledge and understanding of the perceived risks.  
Effects of Bans on Other Countries 


According to Robert L. Paarlberg there are four kinds of international pressures that help to explain why the general population and some developing countries are acting with such caution when coming to a decision about allowing the cultivation of genetically modified crops: (1) Environmental groups based in Europe and North America have used media campaigns, lawsuits, and direct actions to project into the developing world a tone of extreme caution toward genetically modified crops; (2) consumer doubts in Japan and Europe regarding GM crops have discouraged planting of those crops by developing-country exporters; (3) the precautionary tone of the 2000 Bio-safety Protocol governing trans-boundary movements of GM crops is reinforcing bio-safety caution in the developing world; and (4) donor assistance in developing countries in the area of agribiotechnology has often focused more on the possible bio-safety risks of the new technology than on its possible agronomic or economic advantages.  Paarlberg continues to argue that in order for developing countries to benefit from the advantages that GM crops can bring it will take more than just the availability of suitable technology.  It will depend on the willingness of bio-safety authorities in developing countries to give farmers permission to plant GM crops and, in turn, will fully depend on the very same external pressures and influences Paarlberg identifies above.15  An ethical dilemma arises when you consider that developing countries are being put at a large disadvantage based on perceived risks.  Although genetically modified cultivation may not be flawless, these delays and negative publicity will only keep it from getting better and better, in areas such as taste, nutritional value, higher yields, etc. “Any delays impede scientific-technological progress: GM crops will be essential for enhancing European economic competitiveness, and for reducing environmental harm from agriculture, so regulatory delays deprive us of the benefits.”16 In the age of global climate change and mass undernourishment in developing nations, it is imperative to pursue a means of food production and distribution that could reach the whole world in much higher numbers with much higher assurance.  Undernourishment and malnutrition in developing nations presents the opportunity to benefit greatly from advantageous biotech crops.  The anti-GM pressures of some developed nations are detrimental to this solution.  Events in Zambia provide a clear illustration of just this.    

In 2002, the government of Zambia rejected thousands of tons of corn donated by the United States because it had contained genetically modified kernels. This refusal left an estimated 2.9 million people at risk of starvation, according to the United Nations Food and Agriculture Organization, and as it turned out the government was only following the advice of its own experts.  A delegation of Zambian scientists and economists, after completing a tour of labs and GM regulatory offices in South Africa, Europe, and the United States, urged the government to reject the corn. The delegation refused the corn on the basis of a precautionary principle because “studies of the health risks of GM foods are inconclusive.” 12   According to Prakash, “The Zambian rejection of GM food was based on pseudoscience; economic rather than health risks motivated the Zambian decision, referring to the possible loss of Europe--which is friendlier to non-GM products--as a food export market if GM crops are planted in Zambia.” 12 Also, according to an article written by Elizabeth Becker, the US was not very happy about the Zambian corn rejection.  The official United States trade representative, Robert B. Zoellick, said that when famine-threatened, African nations refused American GM food, they were acting under the influence of the European position.  “The European antiscientific policies are spreading to other corners of the world and African leaders are seeking to avoid the food that you and I eat and are letting their own people starve”, 17 said Mr. Zoellick.  He also stated, “I find it immoral that people are not being able to be supplied food to live in Africa because people have invented dangers about biotechnology.” 17  Bans on the production and consumption of GM foods in countries of power directly affect developing countries as well.  Zambia is just one country that provides a clear representation of this.  Zambia feels the burden of decreased exports because of GM bans in their trade partners country.  An important consideration in this debate is the benefits associated with genetically modified crops.  
 
Counter Arguments



While the proven benefits of GM crops are apparent, it is also important to consider the risks associated with the technology.  Environmental hazards, human health risks, and economic concerns appear to be the most common sources of skepticism.  Although the majority of concern revolves around potential, rather than proven risks, the validity of these concerns is great.  


The effect of biotech crops on unintended organisms is concerning.  Biotech corn pollen, for example, has led to high mortality rates in monarch butterfly caterpillars.  Environmentalists fear that this pollen, spread by the wind, could infect neighboring milkweed plants, a popular location for monarch butterflies.  Proponents of genetic modification offer two solutions: buffer zones and sterile crop seeds.  Buffer zones of six to thirty meters between fields may reduce the spread of pollen, however, with additional cultivatable land becoming hard to find, this solution may no be economically feasible.  The second solution uses similar plant gene technology as biotech crops.  Scientists could, potentially, create crops that produce sterile seeds, thus eliminating the harmful pollen altogether.  This strategy presents obvious problems.  Farmers would need to reinvest in new seed annually, decreasing efficiency and raising the cost of production. 3

Additional environmental concerns with GM crops involve the potential transfer of genes to non-target species.  A fear exists that biotech crops will cross breed with weeds, resulting in pesticide resistant “super weeds” that withstand the very herbicides designed to kill them.  Currently, this threat is only skepticism.  No documented evidence supports this claim. 3

Although the Food and Drug Administration has approved numerous biotech foods, it is not completely safe to assume that there are no risks.  Perhaps the most valid concern is increased risk of allergic reaction.  Adding new genes to a plant may create a new allergen or cause an allergic reaction in a susceptible individual.3  Labeling GM products with potential allergic consequences could avoid these problems, however, the labeling controversy draws into an entirely separate debate.  Long term health implications are unknown.  Although the majority of scientists believe there to be no long-term risks, sufficient evidence to support either claim does not exist. 3 


The technology surrounding GM foods creates a highly competitive economic market and is both a lengthy and costly developmental process.  Large companies compete to produce valuable crop seeds in an attempt to patent the process and maintain profitable returns.  The costs of development are eventually absorbed by the farmer through seed prices.  Simple supply and demand laws result in even higher seed prices, as the patents act to keep supply relatively low.  Often times, small farms, especially those in developing nations, have trouble affording the new seed, while larger farming businesses do not.  The big farms are able to prosper, acting to further the gap between the rich and poor. 3 

Conclusion

Perhaps Dr. Norman E. Borlaug said it best, “The affluent nations can afford to adopt elitist positions and pay more for the food produced by so-called natural methods; the one billion chronically poor and hungry people of this world cannot. New technology will be their salvation, freeing them from obsolete, low-yielding, and more costly production technology."18  Developing countries are affected the most from biotech bans as they have the greatest to gain from the benefits associated with GM crop production.  Humanitarian and social justice ethics drive the argument that government sanctions banning the production of genetically modified foods are unethical.  We must realize that it is our responsibility to extend a helping hand to those in need.  Biotech crop production provides an easy, yet suitable method to lift many humans out of poverty, malnutrition, and undernourishment.  
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Google: Trust, Choice, and Privacy

Gus Meuli, Caitlin Finn

“Trust is hard to earn, easy to loose, and nearly impossible to win back.”1 This statement seems to ring true in the constantly changing world of business.  In a time where technology is developing faster than ever before, it is very difficult to regulate information privacy. Consumers have chosen to trust many companies with their private information in exchange for services that are used on a daily basis.  Google is in the middle of the debate about information privacy with its internet based services that collect and store enormous amounts of data about its users.  Through a detailed privacy policy, a consumer’s ability to choose between internet services and a trustworthy reputation Google has convinced consumers to use their products despite collecting and storing enormous amounts of personal information.  To a certain degree information gathering can be ethical and very useful; however, Google has stepped over the boundary of ethics because of the amount of information they are gathering through their various products and their loose privacy policy that allows for third party exposure.  This behavior is unethical because it does not “most dutifully respect the rights of all affected”2
What is Privacy?

Privacy is very difficult to define and there are many different views of privacy.  Many people speak of privacy as something to be valued and that it allows people to “be free from interference by others.”3  Over the years there continues to be a debate about what privacy means, and “initially, privacy was understood in terms of freedom from (physical) intrusion. Later it became associated with freedom from interference into one’s personal affairs.  Most recently, privacy has come to involve access to and control of personal information.”4
Privacy can be broken down into three categories: accessibility privacy, decisional privacy and informational privacy.  The type of privacy that is most relevant to Google is informational privacy, which can be described as a person’s ability to be in command of personal information and how that information is distributed to others.

Society today is full of changing technology, new products, and technological progression. With these advancements, privacy has also been transformed, altered, and applied differently. Cyberspace has created a set of privacy issues that were not previously relevant. The ease by which information is gathered has caused the public to question what information is truly private. Search engine information gathering is a very relevant issue because of the type of information that is able to be gathered as well as the ease in which it is done. Google is currently the most notorious search engine, as well as, a rapidly expanding company with an increasing number of products. Google’s growing prominence in the cyber world has forced many to question and look at what information Google has access to and whether or not it is acceptable.

Google Products

Google has experienced a great deal of consistent growth since its beginnings in 1998. Google’s initial product provided to the public was its search engine and searching capabilities. Here the first instance of privacy issues can be seen. Google’s search engine, like almost every search engine, monitors and remembers a user’s previous searches. The Google search engine uses tracking cookies to allow for the gathering of information. A cookie is a file that the website sends to your computer and stores data on while you use the site.5 Google states, “We use cookies to improve the quality of our service by storing user preferences and tracking user trends, such as how people search.”6 Cookies were initially thought to be only accessible by the website that held the cookies; however, with increased advertising technology and cookies provided by these companies, information from cookies can be attained by those who want it.  A detailed description of what different IP addresses search for can be created by Google.  This practice does not respect the rights of informational privacy for Google users. 

Another interesting issue with Google’s search capabilities is the site with which you are using to search. Google has started using other sites with different names to test new ideas for searches. The other sites go by different names and have different interfaces.  Searchmash.com is one of the sites that Google owns. Google changes different things on Searchmash every week depending on user feedback. They use Searchmash to test different ideas and to see how users respond before they put their Google name on the line. If enough users give positive feedback, they will then change it on the official Google search site. Google still performs data collection through this search engine.  The only way the user will know that the site is owned by Google is by reading the privacy policy, otherwise it is not obvious.7  

Google’s e-mail service is another product that is scrutinized because of privacy issues. G-mail is the e-mail product that Google has created. Initially many started using G-mail because of its large storage capabilities. G-mail provided more room to save photos, videos and whatever needed to be stored. A user never has to delete e-mail because of the storage capabilities and it is also easy and convenient to use. E-mail is also interesting because everything you receive and send is stored by Google, even when deleted by the user. Although Google will not necessarily look at the e-mail, they use a scanning program to scan the e-mail and provide relevant ads to the user.  The scanned e-mail is then stored on the company’s system. Some of the new features that G-mail provides include the ability to merge accounts so that e-mail can be sent from Google, but will appear to have been sent from a different account. The capability of this new feature allows for Google to save an e-mail even if the user wanted a different account to appear as the sender.  Google can put together a detailed profile on every G-mail user because all of their e-mails are scanned and stored.  Although Google does use the information to provide relevant ads, it violates users’ ethical right to information privacy.  

AdSense is the product that Google uses for advertising. Google is not technically reading your e-mail; however, AdSense is scanning it for key words to provide relevant advertising. “Google AdSense is a fast and easy way for website publishers of all sizes to display relevant Google ads on their website's content pages and earn money. Because the ads are related to what your visitors are looking for on your site — or matched to the characteristics and interests of the visitors your content attracts — you'll finally have a way to both monetize and enhance your content pages. It's also a way for website publishers to provide Google web and site search to their visitors, and to earn money by displaying Google ads on the search results pages.”8 AdSense customers allow Google to document what people are clicking when they enter the customer’s website and what type of advertising best suits users of the customer’s website.  Companies give up some of their website privacy when they sign on to use AdSense. 

Google Maps is another one of Google’s products. In addition to Yahoo Maps and Mapquest, Google also has a mapping and directions product. Like Google search, Google is able to store all of your searches and see exactly where you have mapped. While they may not know exactly where your home is, it would be easy to deduce based on frequent searches coming from or going to a particular site. Google Earth, like Google Maps, is able to locate different locations. Google Earth uses satellite and pictures to locate the locations that are requested by the consumer.

The most recent acquisition of Google’s is the video sharing website YouTube. In October, Google bought YouTube for $1.65 billion shares in stock. Everyday 65,000 videos are uploaded to YouTube and 100,000,000 videos are watched.9 With this recent acquisition new privacy issues are faced. Even though YouTube will continue to have its own identity, it will still be owned by Google. Now, Google is gaining access to videos and information that is uploaded to the site. In addition, because Google has such a large advertising base, they will be able to incorporate this with YouTube’s advertising as well. An interesting issue is the marked change in how Google operates. Instead of trying to improve their Google Video product to compete with YouTube, they simply bought YouTube. The acquisition of YouTube presents the issue: if Google can’t get access to your information, they can simply buy someone who does.
Data Merging

A serious privacy problem that is becoming apparent with Google products is the merging of data.  Currently a company such as Google only has the information from people who use their products, but these products are slowly covering a vast scope of information and privacy is being compromised.  For example, Google Finance could have someone’s financial information, Google Search could have their search history, Froogle could have their shopping preferences, and Google Maps could have all of their map search history.  Small bits and pieces of information are scattered in different areas, which does not present a problem because different information is in different places. However, when Google merges this data then there is one place that has all private information and privacy is compromised.  Google is slowly being able to do this as they create more products that save all different types of personal information. In addition, recent mergers and acquisitions have shown that even if Google does not have access to your personal information, they may be able to buy it. By purchasing YouTube, Google has gained access to millions of YouTube customer profiles and accounts. The break up of data and information allows consumers to decide who they want to have their private information.  An essential part of privacy is the consumer’s ability to choose who gets their private information, and once choice is no longer available, privacy is no longer available.
The Privacy Policy

The Google Privacy Policy is easily accessible on the website of whatever product Google offers. The policy touches on how information is collected, information sharing, data integrity and information security. According to Google’s privacy policy, Google collects information that the users provide when establishing an account, cookie information, log information, user communication, affiliated site information, link tracking and other sites owned and operated by Google. The information gathered from these various activities include your name and address as well as your searching trends, browser type and language, links that you click on and e-mails that have been received and sent. The privacy policy goes on to state that the purposes of attaining and recording this information is to provide products and services to users, auditing, research and analysis, proper technical functioning and to develop new services. Although Google has a fairly extensive privacy policy, the wording provides a great deal of room for “loopholes.” Google’s privacy policy can be loosely applied to almost all information gathering. It is easy for Google to claim that they need to gather any form of information for “research and analysis” and still be within their privacy policy.

Information sharing is another topic within Google’s privacy policy. The Policy states that Google will not share information with other companies or individuals unless they have the users’ consent. However, Google does share information with subsidiaries, affiliated companies and other trusted businesses for the purpose of processing information on Google’s behalf. This can be very problematic because it is very open- ended. Sharing information with business subsidiaries or affiliated companies means Google can choose who gets the information, leaving the consumer without any control. Google states that they will share information with other “trusted businesses;” however, a “trusted business” is a subjective term that allows Google to give private information to whoever they deem appropriate. It is easy for Google to claim that they were simply sharing your personal information as a way of bettering their services. The last instance in which they will share information is in the event that it is a lawful request, investigation of violations, to detect, prevent or otherwise address fraud or security issues, and to protect against imminent harm to the safety of Google or its users. Google will also provide notice before information is transferred due to a merger, acquisition or sale. This means that the information that Google collects can be distributed to other companies if an acquisition or a merger happens without consumer consent. The privacy policy only requires that Google provide notification to its users. 

The Google Privacy Policy also addresses the security of the information that they obtain. Google states, “We take appropriate security measures to protect against unauthorized access to or unauthorized alteration, disclose or destruction of data.”10 This is done through internal reviews of all of their practices including security measures. It should also be noted that Google does not allow access to personal information by Google employees, contractors, and agents. These people are “bound by confidentiality obligations and may be subject to discipline, including termination and criminal prosecution, if they fail to meet these obligations.”11 Google also believes in data integrity and reviews their data collection, storage and processing practices to ensure that the information they collect is used for improving customer satisfaction and convenience. Although the privacy policy addresses data integrity and security measures, it must also be realized that the internal reviews and appropriate security measures are based on standards that Google has set up. Google is able to subjectively determine what they think is appropriate and their standards for internal reviews based on regulations and stipulations that they have created.

In general, Google believes in the protection of the private information that they have gathered. Google values their customers and has thus far honored the general public’s trust to our knowledge. Along with belief in privacy protection, Google also stresses the importance of customer satisfaction. Many of their practices and the information they have gathered is solely used to improve their products. Google’s privacy policy stresses customer satisfaction and urges anyone that has questions or is confused about Google practices to contact a member of the Google team.

Questions and Ethical Thoughts
Arguing the ethical practices of Google presents several problems because of the quality of the company that Google is. Their mantra being “don’t be evil,” seems to drive a great deal of what they do. However, in recent years, Google has become too large, too powerful, and too aware of whom their consumers are. In large part, the Google consumer isn’t aware of the information that is being gathered about them. It is because of this that Google has delved into unethical practices based on “The Rights Approach.” The Rights Approach argues, “That people have dignity based on their ability to choose freely what they will do with their lives, and they have a fundamental moral right to have these choices respected. People are not objects to be manipulated; it is a violation of human dignity to use people in ways they do not freely choose.”12 Google has been able to monitor and collect user information based on the fact that many of their users have never even looked at their privacy policy or realize what Google does to gather information. The Rights Approach believes that people may choose freely what they will do with their lives; however, Google has eliminated choice when it comes to gathering information. The user is not able to choose whether or not AdSense will be used to scan e-mails. The user is not able to choose whether the links they click on are stored.
In continuing with the Rights Approach, human beings have the right not to be manipulated. If searching trends are being tracked without user knowledge, merged with a newly acquired company, and later solicited for business based off of gathered information, the users rights are being violated because of manipulation. The user had no intent of this newly acquired company using their information and did not agree to give this information to them. 

With the cutting edge technology that Google is known for, the line between privacy and public domain has become blurred. In turn, several questions pertaining to the ethical aspects of Google practice can be asked. First, is it right for Google to collect, keep and use information that they have gathered about you? Consumers need to decide if they are serious about privacy and think “before you Google for something, think about whether or not you want that on your permanent record. If not, don’t Google or take steps so that the search can not be tied back to you.”12
 Next, one must ask: at what point is privacy compromised for the success of a company? What information is too much? Google has grown exorbitantly since its creation in 1998. Much of this growth can be attributed to Google’s ability to understand its consumers.  

Google is able to gather an array of different information from its customers. They have technology targeted at collecting as much helpful information as they can. That being said, do customers sign away their rights to privacy when they use Google and all of its products? To a certain extent, yes a consumer does. It is important to know what Google is collecting. The burden is on the customer to know Google’s privacy policy and what they are collecting. It is a users’ responsibility to know what they are getting themselves into. Google can collect whatever information a user is willing to give. When someone registers for a Google account, they willingly give information that is kept by Google. If a person wants the benefit of a well respected company, then they must be willing to allow them to collect this information. As people that live in a country of freedom and choice the question people must ask, should people have to choose between a respectable company and privacy? The reason that Google is the best is because of the information that they collect. 

Trust

The reason people give up information about what they do on Google’s website is because they trust that Google will follow its privacy policy, take adequate measures to protect the information, and not misuse the incredible amount of information in their possession.  

Google was created in 1998 and has been providing internet search technology and other services for nine years.  In those nine years Google has created a company that is profitable, growing, innovative, and continues to earn the trust of people around the world.  Google has a reputation as a great company to work for, and they treat their employees very well. Recently, Google was named the best company to work for in 2007 by Fortune magazine.  Google also recruits the most qualified and highly intelligent people to work for them.  When people believe that a company cares about the well being of its employees they are more likely to trust that company because they believe the companies attitude toward its employees will carry over to caring about the well being of its customers.  Until customers feel that Google is no longer trustworthy, they will continue to use Google products and grant Google access to personal information.    

Conclusion

Privacy is a very serious issue and it is important that companies are responsible about how they deal with customer’s private information. Google’s success can be largely attributed to their ability to stay ahead of the changing trends and their ability to provide the best services. However, in doing this, Google has become unethical in the information that they are storing about their users. While Google does have a privacy policies that pertain to specific products, the policies are too broad and too loose to actually protect the rights of its users. The open-ended terms of the policy allow for third parties to gain access to user information based on Google’s claim that they are a “trusted business.” In doing this, Google violates the Rights Approach because consumer choice is being taken away. The average user of Google is not aware of every Google practice, nor do they have the knowledge of how to protect themselves and their privacy. Google must provide their users with more options, and do so in a clear and understandable way. In order to truly respect the rights of  its customers, Google should provide the opportunity for a user to decide whether or not they want their e-mails scanned, if they want their searching trends stored, and if they want the links that they collect on remembered. Google’s practices are just the beginning of what internet search engines and other products are doing to improve and “get ahead.” This goes further in showing that the burden has almost completely shifted to that of the consumer, and it is up to the individual to truly understand what they are getting themselves into and how to take the necessary steps to protect themselves. 
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Chapter 4:   Ethics of Data Aggregation
Data Mining

Craig Chomsky, Marek Dvorak

________________________________________________________________________

Introduction to Data Mining
The use of data mining has become an issue of ethics over the past decade.  Technology is allowing new forms of information extraction with the use of data mining.  Data mining is used for different purposes and the possibilities are almost endless.  Data mining is being used to exploit certain groups of people with disadvantages. Politicians use it during campaigns; and through its use, personal privacy is invaded.  Data mining is a dangerous tool that can be used to take advantage of anyone at any time.  

“Data mining is the process of extracting hidden knowledge from a large volume of data.”1  Companies can obtain types of data through large servers that store the data.  Individual businesses have their own storage facilities, which thousands of other companies are granted access to.  It provides a competitive advantage for companies when selecting groups of people to advertise to.  In the past, it may have been more difficult for companies to advertise to specific groups of people. But with data mining, all that has changed.  In today’s world, enormous amounts of data are readily available to companies due to data mining.  The process of analyzing data becomes automatic with data mining because it finds relationships and patterns in raw data.  With the newly provided information, decisions can be made either automatically by a support system or evaluated by a human.1
The Benefits of Data Mining and How Information is Obtained


Data mining can provide many types of advantages for companies to use in their daily activities.  Data mining can be used to help identify a company’s best prospect and to maintain them as a customer for a long period of time.  It will also help them to save money and time by concentrating their marketing activities only on those who are interested in their products.  Therefore, their success in marketing increases.  Data mining can help companies in their selling activities by increasing their cross-selling opportunities.  Information is provided from many different sources, which allows predictions to be made on what products customers will like.  Data mining can also help companies to segment their markets and to personalize their communications between them.  Wide varieties of customers require companies to take different approaches while advertising to these different groups.  Data mining makes the task of targeting different groups of customers easier by providing so much information.1
Data mining consists of five elements which provide the information needed to create the database.  The first stage is to take data and transform it so that is can be put into a data warehouse system.  The next step is to store and control the data in a multidimensional database system.  Then, professional analysts are allowed access to the data so they can take the next step, which is analyzing information with software.  Finally, the data can be displayed in legible formats (tables or graphs) in which the correct decisions can be made.2
Overall, data mining is used to provide an easier way for businesses to access information on a wide scale.  This information is used to analyze external and internal factors that allow companies to maximize their profits.  Some internal factors are product, price, and promotion. External factors are customer demographics, economic conditions, or the level of competition.2 All of these elements are analyzed through the process of data mining and this new technology is being used worldwide.   

Thesis


Data mining is known to be beneficial to businesses, politicians, and consumers, though it also plays a major role in influencing the lives and decisions of U.S. citizens on a daily basis.

Gathering Information with Data Mining Can be Harmful

Data mining is an invasion of an individual’s privacy, specifically through the privacy from corporations.  Through the use of gathering information on an individual, much can be compiled to create an image one would not want known to the public or to the business world.   A substantial number of companies across the nation use data mining in order to collect information on consumers.  All the information gathered between these companies gets stored on large databases which many different people can gain access to.  In some cases, the data that is being used by a company becomes public information in which anyone can gain access to.  The problem is personal information about consumers is being released to the public without the consent or knowledge of the person being exploited.  Many people do not see how this could be an ethical dilemma because they do not realize the potential harm it can cause to an individual.  However, if one were to compare the situation to a more visible case, they might see how devastating data mining can really be.  
Let us imagine a similar situation where John allows Rick to borrow his car for a month.  Rick decides he wants to make some money with the car so he began lending it for money to Sandra, Mike, and Joe.  When John gets his car back, he would not know that other people used the car if everything looked fine.  Though, if the car were wrecked, he would go to Rick and ask what happened.  Rick would explain how he lent the car out to friends of his and they messed up the car and it is not his fault.  Rick’s actions were obviously unethical and he should be responsible for the damage done to the car.  Data mining is a new technology that is lending information out to other businesses for money or sometimes for free.  Consumers are unaware of how the information collected about them is being used.  The information can be used to help benefit customers, but more importantly, it can cause a lot of harm and damage to their personal lives.   

Evidence of the Misuse of Information Obtained Through Data Mining

In October of 2004, information was stolen from a nationwide database that contained personal information on almost every U.S citizen. The information was gathered with data mining and was put into a supposedly secure database.  However, hackers were able to penetrate the security systems of the Georgia based ChoicePoint firm.  Nearly 145,000 U.S. citizens had information such as bank account, credit cards, and social security numbers stolen without their knowledge.  The people who had their personal lives invaded were not even made aware of the situation until four months after the fact.3

A few months after the ChoicePoint situation arose, LexisNexis also had one of their main databases broken into.  Hackers stole personal information on over 300,000 customers.4 California is the only state that requires in writing that the company tell customers their personal information was stolen.  The other forty-nine states do not have this law so many of the customers did not find out for a long time that they had information stolen.3  


Ever since ChoicePoint and LexisNexis databases were hacked into, “public and congressional concerns have increased”4 concerning the use of data mining and how information is stored.  With the increased technology used for data mining, it has become much easier to obtain personal information about U.S citizens.  The companies who use databases to analyze customer behaviors and patterns are not protecting information properly.4      
 

Taking Advantage of Specific Groups Through Data Mining
Data mining forms internal groups separating people based off specific characteristics from each individual.  These groupings are created to make assumptions about how people will act in response to advertisements and other forms of incentive based promotions.  Companies target those groups who can be easily influenced.  Companies can use databases, which were created because of data mining, and select specific information about groups they want to exploit.5  One group that can be easily influenced and has high buying power is the elderly.  The elderly are retired and in many cases have a lot of money.  They sometimes live alone, are often times bored, and are looking for any contact they can find.  Most importantly, their decision-making processes have weakened over the years.  In the Techtalk video, data mining was one of the main topics discussed.  Professor John Riedl of the Computer Science and Engineering, University of Minnesota, talked with Susan McKinnell about an example of how data mining is used to target groups with specific traits in common.  The elderly became a target of one company because they compiled a list of all the old people with the suspected symptoms of bladder control issues.6 

Data mining is once again shown to be unethical because it is used to take advantage of a specific group whose decisions are easily influenced.  Data mining gives companies the ability to separate people into very specific groups that all act in different ways.  Companies take that specific information about individual groups and exploit any angle they can get.  Data mining allows the companies to play an unethical game against their customers.  Companies gain the ability to predict how customers will react to certain types of advertisements and other promotions. 

Why Certain Groups Need Protection
Taking advantage of the elderly with the use of data mining is not the first time they have been exploited by advertising.  In 1987, Janet Shikles wrote the Chairman of the Select Committee on Aging House of Representatives, Edward R. Roybal on the subject of direct advertising to the elderly.  Janet Shikles was outraged about how the “aging organizations attempted to solicit funds, sell insurance, and offer direct mail advertising of products in the manner that frightened, threatened, or otherwise coerced the elderly into contributing money or buying products from these organizations.”7  Shinkles was saying to the chairman that the “highly vulnerable group such as the elderly and minorities”7 need to be protected from being taken advantage of.  There are types of enforcement that have helped to prevent direct advertising through the mail to the elderly.  However, today with the Internet, there is no protection; so companies keep using data mining to influence these groups.7
Politicians Use of Data Mining to Influence Voter Decisions
Data mining has entered the political field and makes it easier for politicians to win elections.  Politicians use endless amounts of information on voters to see what the voters are thinking.  They have recently started using data mining to help sway the votes of those undecided about whom they are going to elect into office.  Voters’ ability to make a decision on who they will vote for is strongly influenced by advertising based off the information from data mining.  The information is used in many ways, but is specifically targeted at the small percentage of voters who are undecided about their vote.  Politicians can gather enough information about those people so they can sway their vote one way or the other to win an election.  Advertising might push those who are easily influenced or less educated into making decisions they would not normally make.


The use of data mining is unethical and will most likely not change.  The politician who uses data mining has a much greater chance of swaying votes in their favor and winning elections.  However, laws against data mining will most likely not change because politicians will never admit they did anything unethical to win their way into office.  Also, the politicians do not want to lose their ability to sway votes with the use of data mining for their next political campaign.  

Examples of Politicians Using Data Mining
In the 2004 elections for President of the United States, President Bush’s campaign data mined over 10 million voters to find out personal information.  The types of information they looked for ranged from “the car you drive, the magazines you read, the catalogs you buy from, the house and neighborhood where you live, and your voting pattern which helps them know which button to push to win your vote.”8

In 2006, Governor Rick Perry’s campaign modeled themselves after President Bush’s with the use of data mining to win his election.  Governor Perry’s campaign used data mining to influence voters.  He used information based off previous elections and “the campaign targeted those that, without the right push, might not have voted.”8 Governor Perry’s campaign ran extensive tests. They looked at every bit of information they could to make the right types of advertisements to influence voters.  Data mining looks for very specific information which helps the campaign to direct funds to the right places.  In both President Bush’s and Governor Perry’s campaign, they used data mining to influence voters.8
Concluding thoughts


Data mining gathers all types of private information about consumers and uses it to make business decisions for the future.  The act of taking people’s information through the Internet without their knowledge or permission is called the invasion of Internet privacy.9 Many people are not aware of the information being circulated about them or how it is being used, which makes many feel that data mining is unethical.  Data mining is also used to exploit certain groups of people who are easily influenced by advertising.  These groups usually have disposable income and data mining provides a way to take advantage of them.  Companies gather certain pieces of information about the elderly, which can lead to a larger profit.  The elderly are being taken advantage of and the name for it is privacy from corporations.  Politicians also use data mining in an unethical manner for their own personal gains.9  They use the information from data mining to sway votes in their favor during elections.  Data mining has been proven to be a useful piece of technology for businesses to maximize profit, but it has also been proven to be a dangerous tool that influences the minds of people everyday.  Unfortunately, many businesses today would choose to use unethical practices to make financial gains even at the cost of invading the privacy of their own consumers.  These companies risk the safety of the consumers’ information and put forth little effort to keep the data from being stolen.  Data mining is an unethical piece of technology that takes advantage of consumers all over the world by invading their privacy, putting their personal information at risk, and warping their ability to make decisions for themselves.  
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The Truth about RFID
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_____________________________________________________________

Introduction

RFID is considered the “next big thing” in retail markets, and sets the standard for future supply chain inventory management and reduction of theft.  Supporters of RFID technology, such as retailers and manufacturers, envision a world where all consumer products are tagged with a RFID chip and supported by a global network of RFID readers.  Consumers can expect to see total RFID integration in the next ten to twenty years.  This paper will address the ethical implications of RFID utilization within the retail space, as well as its potential to track consumers within the public realm.  
RFID Technology


Radio Frequency Identification (RFID) functions by using radio waves to automatically identify people or objects.1 The primary use of RFID is in the form of a tag, which is created by using an antenna that transmits the information found on the microchip within the RFID tag to a reader.1 The reader then converts the radio waves into digital information that is passed on to computers, which will store and use the information as needed.1  RFID tags and readers must be tuned to the same frequency to communicate (similar to a walkie talkie) and there are three types of RFID frequencies, low, high, and ultra-high.1  The range of a RFID tags varies dependant on the frequency.  Generally the range is anywhere between 1 foot (low frequency) to 300 feet (ultra-high frequency)1.

In addition to three varieties of frequencies, a RFID tag can be designed either as a passive tag or active tag1.  Passive RFID tags do not contain batteries and instead draw power from the reader, while the opposite holds true for active RFID tags which have their own battery power source.  Furthermore, the microchip within the RFID tag has two capabilities as well.  First being read-only; the information stored on a read-only microchip is established during the manufacturing process and can never be changed.1  The second type is a read-write chip which allows the existing information to be changed or added when the tag is within range of a reader.

Current Uses

RFID technology is currently used to monitor inventory in the supply chain. Companies such as Wal-Mart and Proctor & Gamble require that each palette or container of inventory is equipped with a RFID tag instead of barcodes, in order to better facilitate inventory control and supply chain management. One key benefit RFID tags provide over barcodes is the efficiency and scope of tracking inventory throughout the supply chain, such as the ability to scan inventory all at once by sending it through a RFID reader as opposed to scanning each individual barcode.  Other current uses of this technology include the E-Zpass transponders in cars, keyless car entry, and Exxon Mobile’s SpeedPass.
 Recently, RFID has found its way into the retail space. Individual products are now being fitted with RFID tags, as a result RFID is now interacting with the end consumer. For example Levi’s jeans has announced that it will begin selling jeans with RFID tags embedded in the material itself.  

Ethical Implications

The first argument will explore the use of RFID within the retail space, and its capabilities to store personal information which can be sold to third parties, the possibility of increased targeted and direct marketing, and RFID’s ability to track consumer’s movement throughout the retail space.  The second argument will focus on RFID’s ability to track consumers after they leave the retail environment.  Through this exploration into the ethical concerns of RFID technology we hope to clearly define the benefits of the technology, address the fallacies in current consumer perceptions, and ultimately facilitate the integration of RFID technology.

RFID within the Retail Environment 

Kristina Huber, Lisa Houck, Igor Vinogradov

_________________________________________________________________

RFID in Retail: The Ethical Dilemma


The ethical dilemma surrounding RFID technology in the retail space is the threat to consumer’s informational privacy. This threat is threefold: 

1) How the personal consumer information collected by RFID will be used, meaning will it be used by the specific retail outlet or be sold to third parties?

2) Will the marketing research data gathered by RFID result in a surge of direct and targeted marketing toward the consumer?

3) Will RFID be employed as another means of tracking consumer movement within the retail environment?


In order to evaluate the ethical concerns presented, it is important to consider the utilitarian or consequence based theory of ethics.  According to this ethical theory, something is deemed ethically right if it provides the greatest amount of good for the greatest number of people.  The utilitarian based ethics is supported by the principle of social unity and the belief that social unity can be measured by the amount of happiness produced.2  The only drawback of this ethical theory is that it ignores the concerns of the minority population. 

RFID technology will have a significant positive effect in everyone’s life at one point or another. Therefore it is unethical to stop the development and implementation of this technology only because it may have the potential to be used as a tool in invading informational consumer privacy. The purpose of this paper is to evaluate the use of RFID within the retail space using the utilitarian theory of ethics in determining if this technology is ethical. 

Retail Environment: Current Uses

Currently, RFID tags replace the standard UPC bar code system found on all consumer products with a new numbering scheme called EPC, electronic product code.3  EPC provides a unique ID for any physical object in the world and unlike the bar code, the EPC assigns a unique number to every single item as opposed to simply identifying product categories as with the UPC.3  “For example, each pack of cigarettes, individual can of soda, light bulb or package of razor blades produced would be uniquely identifiable through its own EPC number”.3  With the EPC number embedded in the RFID tags on each product, the tags transmit this information to a reader thus reducing the need to scan every item.

One company pushing for total RFID integration in the retail realm is the METRO Group, based in Germany.  METRO Group has been striving throughout the years to bring RFID technology to all consumer stores.  For example, Metro group is designing the “store of the future” that will revolutionize retailer’s channels of distribution, eliminate the bar-code system, as well as provide new forms of advertising.  METRO group “together with Intel, IBM, T-Systems and more than 60 other cooperating partners from the IT and consumer goods industries and the service sector are developing feasible concepts for the trade of tomorrow.”4  The vision uniting METRO Group and their affiliates involved is “the setting of new technological standards for the consumer goods industry and the speeding up of the modernization process in commerce.”4
Presently no infrastructure has been created or discussed as to how RFID technology will be used to build an in-depth consumer profile or how potential users could take advantage of the information gathered by RFID readers.  However, there are many consumer perceptions as to how this can happen, as well as many consumer concerns that need to be addressed.
Consumer Concern #1: Selling Information to Third Parties

The initial concern surrounding RFID technology in the retail space is the misuse of consumer personal information gathered by RFID readers.  The potential for retailers to sell personal information about consumers and their buying behavior to third parties warrants this apprehension.  With RFID technology, retailers will be able to collect data on purchasing habits of each consumer and aggregate this information.  This is a possibility but in actuality there is little difference between using RFID data collection and what is currently being done with consumer loyalty cards, store specific credit cards, online shopping, and credit cards.  Each purchase with one of these items records what was purchased along with the date, time and location of the transaction.5  The data is then collected and analyzed for patterns to help stores understand their customers purchasing behaviors and be able to provide better products and services.

According to a 2004 poll conducted by Boston University’s College of Communication, 86 percent of American shoppers currently use some form of store card or discount card.6  The same survey also found that although privacy concerns are high, most card holders agree that the benefits of using a loyalty card outweigh possible infringement on personal privacy.6  Use of loyalty cards is also high in other countries; 76 percent of Canadian consumers and 85 percent of consumers in the U.K. belong to at least one loyalty program.5  The wide use of consumer loyalty cards demonstrates that consumers are less concerned about providing personal information and what happens to it afterwards as long as the benefits outweigh the costs.

Consumers disclose an incredible amount of information when they apply for a loyalty card and use it regularly.  Personally-identifying information includes your name, address, date of birth, bank account and credit card numbers, telephone number or any other information by which you can be personally identified.5  This information can be collected any time you apply for a loyalty card, enter a sweepstakes or other contests, visit a store’s website, or make a purchase with a method of payment that contains personally-identifying information.  As defined by Safeway’s privacy policy this information can be shared with third parties as the store deems necessary.  Therefore, many companies already have a significant amount of information about consumers which is shared with affiliates.  By using RFID retailers will be able to collect the same information in a more efficient manner.  Thus, no new information will be collected or shared with third parties. Safeway’s privacy policy, for instance, states the following:  

“We may share information with affiliated companies or third parties as necessary to fulfill your on-line grocery order or other requests for service, and as necessary to obtain payment for products and services we may offer. (Third parties with whom we share information to assist in completing orders do not have the right to use personal information provided to them beyond what is necessary to complete the order.) We also use this information to contact you if you have won a contest or sweepstakes. Safeway may use this information to give you personally-tailored coupons, offers or other information which may be provided to Safeway by other companies.”5
In essence, information is not passed around freely between companies and, as stated, is only used to better service the customer.  The integration of RFID technology will not require retailers, such as Safeway, to significantly change their privacy policy due in large part to RFID’s primary purpose of better servicing the retailer, not spying on consumers.  

Of course consumers can choose whether or not to obtain a loyalty card and instead pay for everything with cash to avoid collection of their information or they can simply take their business elsewhere.  Consumers may argue that RFID does not permit consumers the right to choose if their purchases are tracked as opposed to a loyalty card where consumers can simply choose not use one.  This is true, but if they pay in cash the purchase will not be connected to them and can still aid the store in tracking and stocking inventory.

The use of RFID in the retail space will collect information in a similar way to how loyalty and credit cards presently collect consumer data, the use of which is widely accepted in the United States and around the world.  RFID will do the same thing more efficiently and provide the greatest utility for the greatest number of people.  Therefore, consumers should not be concerned with the implementation of RFID.

Consumer Concern #2: Increase in Targeted and Direct Marketing

The second concern expressed by consumers is the potential for increased targeted and direct marketing due to the personal information about shopping habits collected by the RFID readers.  The thought among consumers is through RFID technology retailers will keep record on how often a consumer shops, what they purchase, which store they purchase from, what brands they are loyal to, and so on.  The following scenario clearly depicts this consumer concern:

Ms. Jones enters the Safeway grocery store to do her monthly shopping.  She peruses each aisle picking up items and placing them in her cart.  She picks up a box of Kraft Mac-n-Cheese, then decides not to purchase it and places it back on the shelf.  At this point an ad begins to play on the LCD screen located on her shopping cart talking about the nutritional values of Kraft Mac-n-Cheese and its quick and easy preparation.  Slightly annoyed she finishes her shopping and heads home.  The next day in the mail she receives a coupon for Kraft Mac-n-Cheese and other Kraft products.  Surmising that this is not a coincidence, Ms. Jones discards the coupon and continues on with her day.  The following month she enters the Safeway grocery store to again do her routine shopping and a sales clerk approaches her to let her know if she has forgotten her Kraft Mac-n-Cheese coupon he has an extra one.

According to consumers, this situation is made possible through the intricate network of radio frequency waves transmitted from products to readers throughout the store.  Ms. Jones had a RFID tag embedded in her Safeway loyalty card, therefore the moment she entered Safeway readers scanned her card and recorded her presences in the store.  In addition, the Kraft Mac-n-Cheese had a RFID tag on its packaging containing a box specific number and the moment Ms. Jones picked up the item the shelf reader made note of the missing product in the inventory database.  Once Ms. Jones replaced the product, the shelf scanner re-recorded the product back on the inventory list as well as sent information to a customer database noting that Ms. Jones at 1234 W. Street, US, America 8000 picked up the item but did not place it in her cart, therefore did not purchase the item.  This in turn sends information to the LCD screen on Ms. Jones’s cart cuing the Kraft advertisement.  The information is then stored and sent to the Kraft marketing department which quickly sends out a coupon to Ms. Jones in hopes to entice her to purchase their product.  Once Ms. Jones enters the Safeway store again a sensor scans her RFID embedded loyalty card and a signal is sent to all on floor employees noting that she needs a Kraft Mac-n-Cheese coupon and if they get her to buy the product they will receive a commission.

In reality this situation is extreme and very unlikely.  First of all, the cost for a company to market to an individual in this capacity is far too expensive to justify.  Convincing Ms. Jones to purchase a $1.95 box of Kraft Mac-n-Cheese would cost Kraft ten times over, thus equating to a negative return on investment.  Furthermore there currently is no evidence that individual manufactures will have access to this information on a store-by-store basis and even on an individual consumer basis.

The effects RFID technology will have on marketing efforts targeted to consumers will be similar to marketing efforts derived from consumer loyalty cards, store specific credit cards, internet shopping, and even a common Visa credit card.  As stated previously, a majority of American shoppers use some form of store card or discount card, and say the benefits of the card are worth giving up some privacy.7  Furthermore, one of the most common uses of information gathered from these loyalty cards is to target consumers with specific coupons and promotions on behalf of grocery manufacturers.7 

Popular websites such as Amazon.com and eBay.com target consumers with highly specialized marketing.  Product recommendations are made based on what products a computer has previously searched for or looked at.  Also, once a product is purchased suggestions are given for items that would go with the product.  Suggestions are even made regarding products purchased by similar customers who also purchased what you just did.   

It is important for consumers to remember that many companies try to preserve their reputation.  If a company is known for irritating consumers with an over abundance of targeted marketing, it is assumed that the consumer would stop purchasing that product.  Therefore any form of marketing based off information gathered from RFID will be handled carefully and will most likely take the form of a coupon or discount.  Many consumers would agree that discount and coupon offers are the primary benefits, thus confirming why many consumers have store loyalty cards.


Furthermore, based on the utilitarian ethical theory, any form of coupon or discount generated from consumer research obtained by RFID readers would be seen as a benefit for the greater good.  If the comparison to other consumer data tracking devices is made, i.e. credit card, store loyalty card, online shopping, etc. then one could say the minority in this situation would be an individual who does not participate in any of these things.  However, to function in U.S. society it is imperative to at a minimum own a credit card otherwise obtaining things such as a mortgage for a home, a car loan, a rental car, a hotel reservation, etc. are extremely difficult if not impossible.

Consumer Concern #3: Addressing Consumer Tracking

The final concern among many groups opposing RFID is the threat to consumer privacy, more specifically utilizing RFID in order to track consumer movement within the retail space. However, these fears are unfounded. The consumer advocacy groups have labeled RFID from the beginning as “spy technology,”8 implying that its main purpose is to spy on consumers. This assumption could not be more wrong. 

If every individual consumer product is labeled with a RFID tag, it becomes quite simple for retailers/manufacturers to track each individual item throughout the supply channel; from the manufacturer to the consumer and any point in between. “It is estimated that 50% of all goods harvested in U.S. are unsold and end up not purchased and discarded”.9  As of now, companies produce goods in hope that consumers will purchase them. The ability to track individual products would allow retailers to dramatically improve the use of resources and better match supply and demand, eliminating production of goods that are not desired by anyone. Furthermore, as companies begin to experience the savings associated with RFID, competition will force them to pass along some, if not all, of the savings to the consumers. Therefore it becomes quite clear that the retailers are more interested in tracking products than people. 

Currently, retailers employ “video surveillance and in-store observers as the primary means of collecting customer activity data”.10 Even if every individual product is outfitted with a RFID tag, and receivers are strategically located throughout the retail space, the level of detail and specificity of the information collected will never match that of video surveillance and in-store surveillance. Video surveillance has reached a level of sophistication where it can be employed to track the movement of the consumers throughout the entire duration of the shopping experience. This kind of data can also be collected using RFID. However, video surveillance is able to collect data on consumer behavior, such as: facial expressions, body language, etc. RFID does not have the capabilities to collect this kind of data; it can only collect data regarding the location of the consumer. Therefore, it is unlikely that RFID will ever replace video surveillance. Since RFID does not provide retailers with more detailed or specific information about consumers than current technology permits, it follows that retailers are pushing for adoption of RFID within the retail space for reasons other than the tracking of consumers. Using RFID to track the individual products will result in concrete reductions in costs, while tracking consumers through the use of RFID will provide information that is already available to retailers. Therefore, RFID does not represent a bigger threat to consumer privacy as compared to the traditional marketing research methods employed by retailers today.

Moreover, if the consumer privacy groups decided to file a law suit against any major retailer for using RFID, they would end up fighting a loosing battle. “The U.S. Supreme Court has ruled time and again that individuals have no reasonable expectation of privacy in public venues.”11 Even though the law is on the side of the retailers, no rational business would risk alienating its customers in order to collect data that is already available through methods deemed acceptable by the customers. It took many years for customers to accept the use of video surveillance, and the importance of the following statement cannot be stressed enough; it is highly unlikely that many retailers would risk introducing a new method of consumer surveillance especially if it does not provide more substantial information than is already available. Therefore, retailers are more interested in utilizing RFID to track individual products rather than consumers.

Taking into account the economic benefits that retailers will be able to achieve by tracking products rather than consumers and the fact that the law does not object to the use of RFID within the retail space, the focus will shift to the ethical implications that will result if RFID is not implemented. Using the utilitarian ethical theory, it will become evident that RFID technology will benefit the greatest amount of people, therefore creating the greatest amount of good for society. 


Recently, salmonella infected spinach was sold through major grocery retailers. The results were disastrous for consumers, resulting in dozens of cases of serious illness and a few deaths. What followed was a nation wide recall of all spinach products and destruction of an entire harvest. In this situation, had RFID technology been used the number of illnesses would have been dramatically reduced and deaths prevented.


Product recalls are one of many areas where the use of RFID will prove extremely useful. As soon as consumers are identified as having suffered from salmonella poisoning from the consumption of spinach, authorities using retailer’s databases will be able to identify the defected goods in a matter of minutes, not only which region of the country they come from, but more importantly the individuals who purchased the items. Consumers who have purchased infected goods can be contacted immediately, in conjunction with the elimination of all defective spinach already in the supply chain. Furthermore, RFID provides a process to ensure that all defective products sold are replaced, without the use of RFID this level of certainty is impossible to achieve. The end result is that RFID could have saved lives in this particular situation or in any other product recall. How does one compare the worth of an individuals live versus a perception of invasion of consumer privacy.


The safety and well being of our society is at risk, because RFID is yet to be implemented. Using RFID will make product recalls much more efficient and thorough, ensuring that the greatest amount of people benefit. This is only one example of the ethical considerations that result from not implementing RFID within the retail space. 

Another area where all consumers stand to benefit is tagging all prescription drugs sold through pharmacies. RFID will guarantee authenticity of all prescription drugs and ensure that patients requiring specific medications receive them in a timely manner. This eliminates medical errors; patients taking wrong medications or not receiving medication on time “kill 45,000 to 90,000 people in United States each year (more than car accidents or breast cancer)”.10  Once again, saving thousands of lives cannot be less important than eliminating a perceived threat to consumer privacy.


Based on the survey conducted by the National Retail Federation regarding the use of RFID, it is clear that the individuals who are opposed to the implementation of RFID are a minority of the population. The survey found that only 10% of the population is opposed to the implementation of the RFID. If the goal is to achieve the greatest good for the greatest number of people, then it follows that RFID should be implemented 

Conclusion

The implementation of RFID poses no additional threat to consumer informational privacy.  However, consumer advocacy groups’ site three major obstacles to the introduction of RFID within the retail environment:

1)  Distributing consumer’s personal information to third parties.

2)  Increasing direct and targeted marketing toward consumers.

3)  Tracking consumers within the retail space.
Contrary to these objections, RFID technology does not allow retailers to collect any additional information than is already being collected through consumer loyalty cards, store specific credit cards, online shopping, or credit cards.  The perception that RFID will increase the trading of personal information is unreasonable because RFID will only streamline current marketing research methods not uncover any new personal information about the consumer.  Although opportunities to direct marketing efforts more specifically to the consumer may arise, it will prove to be too costly to implement.  Furthermore, one of the most preferred benefits identified by consumers when willingly providing their personal information to retailers is the expectation of discounts and coupon offers.  RFID targeted and direct marketing will increase the level of price reduction and product promotions.  The main motivation for retailers to implement RFID is to track individual products through the supply chain, not consumers.  Tracking products will result in cost savings for retailers, manufacturers, and consumers.  Overall, the implementation of RFID will not result in an increased invasion of personal information privacy because it does not have the capability to uncover any additional information about consumers.


Not implementing RFID would constitute an unethical act based on the utilitarian theory of ethics because RFID has the potential to benefit every consumer at one point or another.  This technology should not be ignored based on false consumer perceptions derived from extreme and highly unlikely scenarios.  RFID represents the compromise between the future of marketing and retail while not additionally invading consumer informational privacy. Therefore, RFID stands to benefit the greatest number of consumers within society.
RFID and Consumer Tracking
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“We don’t regard ourselves as ‘Big Brother’.  We’re more like a friendly uncle or aunt watching over you.” 12
Introduction

In recent years, the demand for Radio Frequency Identification (RFID) technology has skyrocketed.  Since 2005 the demand for RFID chips has outstripped manufacturer’s ability to produce them.  This excess demand can be attributed to the cost savings and productivity benefits associated with RFID.  Wal-Mart alone expects to save $407 million annually with pallet-level tagging and would likely see that amount increase to $7.6 billion annually by putting an RFID tag in every item.13 RFID’s ability to manage the supply chain, reduce theft and streamline the checkout process is unprecedented.  Retailers want this technology now and most experts believe that it will be pervasive within a decade.  

Oppositely, consumers have approached this new technology timidly.  Aside from the promises of increased efficiency and productivity there are some real dangers lurking within RFID technology.  RFID chips are small, unobtrusive and can be read from distance.13  There is no real way for a consumer to know if they purchase a product equipped with a RFID tag.  Consumers fear that they may end up walking around carrying computer chips that stealthily track their movements and spending habits.


Further complicating the mater is the adoption of the Electronic Product Code (EPC).  This is a standardized numerical sequence that will allow all readers to identify the product being scanned.  Not only does this code identify the manufacturing company and product type, but also the 96-bit code is long enough to uniquely identify every product ever made.13 Combine this with the prevalence of RFID readers in the retail market and the suggestion of RFID readers in traffic lights and we have an environment that is ideal for tracking citizens.

Tracking Issues Raised by RFID

When privacy advocates discuss RFID, they frequently focus on consumer privacy.  They are concerned that RFID technology will allow stores to collect information on consumer shopping habits and use this information to create consumer profiles and influence purchasing decisions.  This is a real and valid concern, but it is not the only issue associated with RFID technology.  An equally important and often overlooked point is the impact of RFID on location privacy.  Fundamentally, RFID tags are a tracking technology and they are equally effective at tracking supply shipments and consumers wearing RFID enabled products.  In order to highlight the dangers of RFID enabled tracking this paper will present the abuses of suppositional data tracking and skimming.  We contend that these physical tracking techniques lead to injustice and are fundamentally immoral.

Items such as shoes or ID cards equipped with RFID, (As of 2005, the United States has been issuing passports which contain an RFID chip and there is serious talk of putting RFID chips into drivers licenses)13 which are likely to be carried at all times, are ideal candidates for physically tracking a person.  Whenever a person crosses a RFID scanner their shoes or ID card would register.  Thus making it a simple task to build detailed records of where a person has been, what time it was, what items they were carrying, and who they were with.  

Suppositional data tracking uses databases to compile this information and analyze it to infer things about the person being tracked.  Data trackers may seek to determine what physical afflictions a person has (based on what they were carrying, where they were shopping, or how long it took them to get around) or any love affairs they might be involved in (based on who they were with, where they went, and what time it was).  This information could then be used against a person’s will for determining insurance premiums or for fringe behavior such as blackmail and stalking.

The most frightening aspect of this “tracking” is that it is all supposition.  RFID provides no proof of a person’s actions, only hints and small pieces of data, which must be interpreted by imperfect humans.  This lack of perfection allows for mistakes.  Yet the person who is being monitored has no ability to view or modify the information that is collected, thus compromising the individual’s ability to shape their own identity, as well as intruding on their privacy.  Imagine being framed for murder simply because your shoes and wallet were out of your site for a night and you have no alibi because you were alone and asleep.  A frightening thought.  

Another disturbing scenario involving RFID tracking is skimming.  Skimming is defined as reading RFID chips without the knowledge of the holder.13 By implementing RFID chips in passports and national ID cards it would be a simple task for kidnappers, pickpockets and terrorists to determine the nationality of a person traveling abroad.  In a busy marketplace, it would not be difficult to bring a hidden reader within the necessary read range of the RFID chips.  Once a person’s identity has been established, his or her value as a target can more easily be established.13  In this way RFID enabled passports are actually increasing the likelihood of foul play while abroad.

A similar and equally disturbing scenario could occur within the United States.  Imagine that businesses or government officials were to “skim” the attendees of a religious ceremony or political rally. These attendees might find themselves added to terrorist watch lists simply for exercising their first amendment rights.  Skimming also expands the likelihood of prejudice and bias.  It might turn out that an employee attends are rally which is in opposition to views held by his boss.  Based on information provided by skimming the crowd the boss may decide to punish the employee by denying them promotions or simply firing them.13

Both suppositional data gathering and skimming are behaviors that seem creepy and even potentially dangerous.  As alluded to earlier, these behaviors come about by knowing the location and identity of a person.  We contend that even though the person being tracked is in a public space they have an expectation of location privacy.  We will argue this case using the Subjective Freedom Argument and the Social Contract Theory.  Through these arguments we will seek to demonstrate that suppositional data gathering and skimming are morally wrong and ethically corrupt. 

Subjective Freedom Argument
One way to think about the conflict between RFID technology and freedom is to imagine that RFID will enable the monitoring of all citizens in public settings such that one will never, or will rarely, be able to escape being tracked.  This is the “Friendly Aunt or Uncle” scenario in which RFID readers are stationed at every intersection and linked through a central computer system.  In this scenario the government would be able to monitor individuals and recreate there actions in such a way as to make laws fully enforceable.  Laws that are fully, or nearly fully enforceable would result in an eclipse of a person’s freedom because they are denied the ability to make autonomous decisions, that are themselves ways of generating morality.12
This view is called the Subjective Freedom Argument and finds its foundation in Kant.  According to him there are two kinds of laws: Heteronomous Law (law as it is enforced from the outside) and Autonomous Law (law as one arrives at it, self-law).12  According to Kant, when one follows Heteronomous Law they are acting according to duty because the law is imposed from the outside.  Oppositely, when one follows Autonomous Law they are acting by appeal to the categorical imperative and thus their actions are contributing to the creation of a moral system.12 Thus, the subjective agency is not the passive experience of being bumped around by rules and laws, but rather an agent’s active participation in the determination of ends and means to those ends.12 

As an example of this lets imagine a man, Mr. A, who is considering having an affair.  In the world described above the laws are highly enforceable and there is a strong likelihood that Mr. A will be caught.  In this scenario Mr. A no longer asks himself whether it is ethical that he cheat on his wife, but rather he asks himself whether cheating on his wife is worth the penalty that he will surely incur.12   In this world, operationalism acts in place of ethical deliberation and a person’s freedom to act according to the categorical imperative is impaired.  Mr. A’s ability to participate ethical deliberation has been truncated because he is not free to consider both courses of action.  In this world individuals are not free to entertain the possibility of acting wrongly and thus they cannot seriously ask the critical question of whether a particular action complies with their autonomous law.12  Thus to return to Mr. A he would be denied the ability to reach a decision on whether or not infidelity is morally wrong and thus he would be disallowed from following his own autonomous law.  

Thus based on the argument above we contend that it is necessary to allow individuals some privacy of location, even when in the public sphere, because failure to do so denies citizens the ability to follow the categorical imperative.12  According to Kant not following the categorical imperative is the definition of immoral.12   To return to RFID we see that it is RFID’s ability to pinpoint an individual’s location and recreate their actions that prevents individual from considering improper actions or acting wrongly.  Thus, we as users have a duty to protect and value our location privacy.    

Social Contract Argument


The Social Contract Theory supposes that a moral system comes into being by virtue of contractual agreements between individuals.  Morality in this theory is based on the assumption that rational people will only agree to accept social contracts that are for their mutual benefit and on the condition that others follow the same set of rules.14
When a person walks into a store they have numerous social contracts with the storeowner.  Some examples of these social contracts are customers are allowed to enter the store and purchase goods, but are expected to tender legal currency and refrain from stealing.  Some important contracts that relate to RFID are customers have a right to know what information is being collected about them, have the ability to prevent or object to data collection, and storeowners have a right to know about transactions that have taken place in their establishment.15  

When a storeowner collects data from RFID tags on products at the point of sale, he is not breaking any agreements.15  At this point the storeowner and customer have equal rights to information about the transaction.   However, if a storeowner or other user collects data from other store’s RFID tags or RFID tags on products from previous transactions, they are breaking a social contract.  In this situation the storeowner is violating the social contract because the customer has been forced into a contract that is not mutually beneficial.  Currently, there is no law that requires retailers to notify consumers when RFID tags are being used or read.  Thus it is likely that consumers are unaware they are being tracked and the customer’s right to object to data collection has been violated.  In this scenario the storeowner is setting up new contracts that are not mutually beneficial and thus immoral.

Protecting Privacy

The location based privacy threat occurs when RFID tags remain active once a consumer leaves a store. Now imagine millions of RFID readers strategically placed in airports, bus stations, subways, and highways. It is this long-term tracking and monitoring ability that poses a significant threat to individual privacy. As the technology of RFID continues to permeate our society, legislators and consumer advocacy groups are demanding options for consumers and guidelines for retailers to protect personal privacy. Simply these options can be boiled down into three fundamental solutions: tag killing, tag blocking and increased legislation.  
Tag Killing

One method to protect consumers from RFID tracking is tag killing. In this scenario RFID tags have a built-in “kill command” which disables the functionality of the tag after consumers purchase a product.15 Tag killing allows for a high degree of consumer privacy protection at negligible cost. However, there are some concerns with this solution.  One is that retail stores would set up killer kiosks, in which it is the consumer’s responsibility to “opt in” to the kill program.  

This scenario has a number of potential drawbacks.  First the disabling process is performed manually by millions of individual consumers, leaving human error as an ever-present possibility.16 Another draw back is that there may only be a limited number of these killer kiosks in stores, leading to lines and preventing consumers from killing tags due to the inconvenience.  Related to this point is the idea that retailers may give consumers incentives not to kill the tags.  An example of these incentives could be loyalty discounts given when a consumer returns to the store with five of the retailer’s active tags.16  The final concern with the tag killing solution is that tags could be killed in a temporary manor by using a software lock.  If this were the case there would be nothing to prevent stores from “waking up” tags and using these resurrected tags to track consumers.  

Blocker Tag

Another method citizens can utilize to protect themselves from location privacy is using blocker tags. A blocker tag is a jamming mechanism that fools RFID readers upon scanning. When carried by a consumer, blocker tags impair RFID readers by simulating many ordinary RFID tags simultaneously.17 Blocker tags can also block selectively by simulating only designated ID codes, such as those issued by a particular manufacturer. Although the blocker tag is implemented cheaply (requiring no alterations to the tag), the extent to which user privacy is protected is limited.17 Consumers cannot confirm the blocker tags are actually working and thus cannot conclude their privacy is being protected. Another reason their protection is limited is it puts the burden on consumers to purchase blocker tags, and carry them on their persons at all times. Consumers might thus be uneasy about the privacy protection afforded to their data. 

Legislation

Currently, there is no law requiring a label on products to indicate that an RFID chip is inside.18 Nor is there any federal or state laws that specifically prohibit or restrict the use of RFID.18 Even though U.S. citizens have an inferred right to privacy through the Bill of Rights, they are still unprotected from RFID tracking.  Current legal doctrine, as decided by the Supreme Court, holds that there is little or no expectation of privacy in public places. 19  Thus as the law currently stands, anytime a person leaves home they enter the public sphere. While in the public sphere it is legally acceptable for government and business to obtain and document information on the individual.  Due to the fact that the majority of information gathering, including RFID tracking, is done in the public sphere, citizens do not receive any protection from these new technologies.
This lack of protection needs to be remedied.  With the rapid increase in technology it is time for the courts to re-examine some of their previous interpretations. One piece of legislation which could be relevant to RFID technology is the Electronic Communications Privacy Act of 1986.19  This law prohibits the interception of information communicated by electronic means. According to the U.S. Code, electronic communications "means any transfer of signs, signals, writing, images, sounds, data, or intelligence of any nature transmitted in whole or in part by a wire, radio, electromagnetic, photo electronic or photo optical system that affects interstate or foreign commerce."19   In the future, this law could easily be re-interpreted in such a way that data collection via another company’s RFID chips is illegal.  
The issue of RFID technology is too substantial for reinterpretation alone.  In order to effectively govern this technology we must begin drafting new laws.  Even now Congress is answering this challenge by formulating new RFID legislation.  On February 23, 2007 the Washington State House Committee on Technology, Energy & Communications, passed House Bill 1031 and sent it to the Rules Committee for a second hearing.20  This is important because House Bill 1031:

Requires that a person selling or issuing an electronic communication device that has not been disabled, deactivated, or removed at the point of sale or issuance, provide notice to the consumer and label the device.

Requires that a person selling or issuing an electronic communication device must use industry accepted best standards to secure the device.

Prohibits a person from remotely scanning or reading an electronic communication device to identify a consumer without obtaining consent from the consumer and creates civil penalties.20
If this bill becomes law, then it would be a major victory for personal privacy and a step towards responsible governance of RFID technology.  Still, this law is not a Federal law and there is a great deal of work left to be done to ensure RFID does not intrude on the privacy of United States citizens.

Conclusion

This paper does not seek to condemn RFID technology nor prevent its acceptance into society. RFID’s ability to monitor the supply chain and enhance industry performance with fast and accurate product data is unrivaled. However, when left uncontrolled this technology can be used to track individuals and compromise their privacy of location. Therefore, we conclude that RFID technology must be regulated with federally mandated laws that follow a RFID Bill of Rights and set standards for retailers.                                                                                                
      
Due to the novelty of RFID, current legislation does not effectively protect personal privacy. One solution is to create a new set of laws that follow the spirit of Garfunkle’s RFID Bill of Rights.21  This Bill of Rights purposes that consumers have:
The right to know if a product contains an RFID tag.

The right to have embedded RFID tags removed, deactivated, or destroyed

when a product is purchased.

The right to use RFID enabled services without RFID tags.

The right to access a RFID tag’s stored data.

The right to know when, where and why an RFID tag is being read. 21
House Bill 1031 was based on many of these principles, but does not go far enough to fully protect citizens. In the future, federally mandated laws must adhere to these principles in order to ensure that individuals are able to control their exposure to RFID tracking and protect their privacy.


Further, future laws should place the responsibility on retailers to protect citizens.  Consumers should have access to protective technology, such as blocker tags, but it should not be their only line of defense.  By placing primary responsibility with retailers, we ensure that all citizens are protected and those who are concerned have access to multiple layers of protection. Proposed requirements for retailers include placing RFID tags on products in a visible and easily removable fashion, providing free tag killing services during checkout, and making RFID readers highly visible to citizens.21  These simple requirements are a minor inconvenience to retailers and will dramatically increase citizen’s privacy and comfort with RFID.


It is up to us, as U.S. citizens, to control technology and blend it into our lives in a way that doesn’t diminish our quality of life.  As Thomas Jefferson said,
“Laws and institutions must go hand in hand with the progress of the human mind.  As that becomes more developed, more enlightened, as new discoveries are made, new truths discovered and manners and opinions change, with the change of circumstance, institutions must advance also to keep pace with the times.  We might as well require a man to wear still the coat which fitted him when a boy as civilized society to remain ever under the regimen of their barbarous ancestors.”22
With RFID technology the human mind has again made a discovery that eclipses the reach of society’s laws and institutions.  It is now our duty to create new laws that set standards for retailers and provide citizen’s with the protection of a RFID Bill of Rights.  By doing this we will clothe our new society in a suit of laws that is well tailored to our technological progress.
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Ethical Issues of Data Surveillance 

Joseph Donahue, Nicholas Whittemore, Ashley Heerman                           
Introduction

Data surveillance, also known as dataveillance, compiles personal information from various sources to investigate or monitor people’s daily activities and interactions amongst each other. Data surveillance has proven to be far cheaper and more effective than traditional forms of surveillance and is quickly increasing in popularity throughout a number of different fields. “It has been around since the late 1980s, but its use has jumped significantly over the past few years thanks to the increasingly widespread concerns for individual privacy in the Internet age.”1 There is an assortment of different ways dataveillance can be used to observe and examine one’s actions.  Our everyday life has essentially turned into one giant paper trail.  Between using savers’ cards at the supermarket, credit cards for purchases, or even just browsing the Internet, these actions are tracked electronically in databases and create personal data profiles for everyone engaged in these daily activities.  Profiles are then massed together and filtered through by various organizations that use them for varying purposes. Broadly speaking, many people are content with this to a certain extent when it relates to our nation’s security; however, are we using this information in ways that are harming our society? The potential issues of both personal and mass dataveillance pose ethical dangers and need to be more closely regulated by both individuals and the government.

Personal & Mass Dataveillance

There are two main types of dataveillance; mass data surveillance and personal data surveillance. Mass dataveillance refers to the surveillance of groups of people; where as personal dataveillance refers to the surveillance of one specific individual.  It is our goal to prove these dataveillance practices pose ethical dangers and are unnecessary to the extent that they are being used. 
Personal Dataveillance

There is typically a reason for the initial investigatory practices in personal dataveillance.  For example, corporations use it to discredit individuals to avoid hiring, justify firing, or other background research for an assortment of different reasons.  The following are some of the different types of personal dataveillence.

  
Profiling has proven to be the most common form of dataveillance, though much about it is still unknown. Essentially, profiling is an advanced system of extreme stereotyping. As first defined and established by Roger Clarke, a data surveillance specialist from Canberra, Australia, “It is a means of generating suspects or prospects from within a large population, and involves inferring a set of characteristics of a particular class of person from past experience, then searching data-holdings for individuals with a close fit to that set of characteristics.”2 We all use profiling in our day-to-day lives. Profiling in terms of dataveillance begins to become a problem when assumptions about someone are made based on religion, looks, race, or actions and used to inhibit their freedom. 

Front-end verification and front-end audit are two additional extensions of how dataveillance can be used. Front-end verification is when data is collected that is directly relevant to the primary event. For instance, when applying for a credit card, the credit card company may search past payment records, and/or previous credit card companies to obtain history on the individual. If there are inconsistencies in the information they have on a credit report and information they have retrieved from outside sources, one might not be able to obtain a credit card at that time. The purpose of both front-end verification and front-end auditing is to find inconsistency among sources to potentially disqualify the person involved. The main difference is the extent of information retrieved. Front-end audit is when the information being obtained is not necessarily relevant to the primary event. The data is often found from alternate databases or from a third-party source. For example, when a bank is reviewing a car loan application, they may use this as an opportunity to search other past credit histories not directly pertaining to the car loan itself.  It is often not clear whether the two sets of data are associated at all; many argue that they are not and this is an unethical practice because they are not related. 

Cross system enforcement is “When the relationship of an individual to one organization is dependent on the relationship of the individual to another organization.”2 For example, students at the University of Colorado are unable to receive their diploma if they have unpaid campus parking tickets.
Mass Dataveillance

“Mass dataveillance is concerned with groups of people and involves a generalized suspicion that some (as yet unidentified) members of the group may be of interest.”2 Mass dataveillance is used in many of the same ways as personal dataveillance; such as screening or authentication of transactions, front-end verification, and front-end audit, but there is one important distinction. The way they differ for the masses as opposed to the individual is that mass dataveillance practices involve all transactions and individuals, “Whether or not they appear to be exceptional.”2 This distinction holds true for all of the mass dataveillance techniques and poses ethical dangers to both individuals and our society. 

It is important to understand the implications of the forms of surveillance imposed on American citizens.  Many people are aware that such processes exist, but very few people have any idea to what extent their personal data trail affects their everyday lives. Organizations, like police departments, are using dataveillance in ways that pose serious threats to our society.  Police detectives are “Encouraged by mass dataveillance to focus on minor offenses that can be dealt with efficiently, rather than more important crimes that are more difficult to solve.”2   This poses serious threats to how impartial the law is perceived to be enforced, and creates a threat to the rule of the law. As dataveillance becomes more advanced and better known, “It will soon be possible to combine information from different sources to recreate individual’s activities with such detail that it becomes no different from being followed around with a video camera.”3 Our goal is to address this ethical dilemma as it pertains to personal and mass dataveillance.
Dangers of Dataveillance
The Effects of Personal Dataveillance

There are currently a multitude of dangers regarding the continuing modernization of dataveillance.  The first and most immediate of the threats is that there is not always an actual person monitoring the data. Often it is a computer system that is linking together pertinent facts to establish a conclusion. It is likely that a computer can commit errors and deliver information that is wrong and can potentially be overlooked because of the lack of personal monitoring. This can pose a variety of other problems. An obvious example of this problem is wrongly identifying an individual into certain categories’ based on his or her attributes and data trail. For instance, one might use his or her computer to purchase or research necessary items for a home project; this can lead them to be placed into a certain group of highly watched individuals if the items being looked at cross a certain key word (such as items that resemble pieces needed to make a home made bomb).  If this scenario, or one similar to it happens, and an individual is wrongly identified, this can create a nightmare for someone trying to oppose false information. 

A second problem is the quality of data. “For many organizations it is cost-effective to ensure high levels of accuracy of only particular items (such as invoice accounts), with broad internal controls designed to ensure a reasonable chance of detecting errors in less vital data.”2 There is currently no clear standard pertaining to the quality of data that needs to be in use in dataveillance systems.  People often utilize the cheapest and easiest forms in order to keep costs down and information high, this is seen with the lack of regulations placed on dataveillance. Obviously, errors are a factor in low quality data, and an error in this field could jeopardize someone’s livelihood. As stated earlier, this is specifically true in cases where people are not aware that their actions are being tracked and are unable to oppose the facts. 

A third and equally important danger is the possibility of misinterpretation. Data is likely to be misinterpreted if all the pertinent facts are not taken into consideration. Dataveillance situations only involve the obvious, immediate facts. It is unlikely that a person, or a computer system, is going to do extensive research to make sure that the findings are correct based on the circumstances.  “Technology used in online marketing has advanced to a state where collection, enhancement and aggregation of information are instantaneous. This proliferation of customer information focused technology brings with it a host of issues surrounding customer privacy.”4 An example of this is how Google.com is scanning users’ websites and collecting data in order to better advertise to specific individuals.  “The nature of the Internet requires information to flow two ways, placing Google in a position to collect vast databases of information describing who and how people use their services.”5 Most people are unaware that large, public companies such as Google are using dataveillance without individual’s consent. 

Currently, it is far more common for data to be collected without the individual’s knowledge. If people are not aware they are being monitored, it is likely they are also unaware of the possibility that their information is being released to outside sources.  Often data is released and other organizations have access to it. This typically occurs because people usually do not read through consent forms about the release of information in its entirety.  For example, in some states getting a marriage license is dependent on outstanding parking tickets through the city. How is it possible that they have access to that information? In most dataveillance situations, there is either a lack of the individual’s knowledge of dataveillance or the lack of their consent to permit it.  In recent years, this bubble of data that is being retained is leading to morally and ethically questionable procedures. In front-end audit and cross systems enforcement, it is possible for someone to be blacklisted from an organization or from obtaining something (a permit) based on an event that is not directly related. People are denied jobs because of certain diseases or past conditions, as well as denied insurance due to bad credit.  In many cases, it is questionable if these factors are legitimate at all.

The Effects of Mass Dataveillance on the Individual


As advancements and new technological improvements are made today, understanding the effects of new technologies on individuals’ privacy and ways of life are significant.  Data mining and dataveillance allow organizations to see what, when, where, and how you paid for purchases and categorize you based on them. Supermarket saver’s cards and RFID or Radio-frequency identification tags are prime examples of this.  Is this ethical?  Organizations and large corporations are collecting large pools of data and grouping individuals based on a generalized suspicion.  This poses ethical dangers because individuals can be falsely grouped based on routine procedures and actions.  This can inhibit someone’s chances to succeed in the work place or everyday life based on previous sporadic activities which can lead to misjudgments based on them.  Information can tell you a lot about a person, but it does not paint a complete picture and is often taken out of its original context.  As we have stated earlier, the techniques being used in dataveillance place individuals into certain groups and could pose some ethical dangers to individuals.

Mass data collection and surveillance will force you to look over your shoulder and see nothing, but know that there is someone, somewhere, collecting data; and in a sense, watching every move you make.  These dangers are real and frightening. As individuals become placed into groups based on things they do, talk about and write about, they are being labeled without their knowledge.  The individual needs to be aware of this. As the databases increase and become easier to use and access, there needs to be boundaries to the information organizations can access.
The Effects of Mass Dataveillance on Society


As explained above, mass dataveillance poses clear dangers to individuals, but what does this mean for our society as a whole?  Is it ethical for companies to use mass dataveillance techniques that result in a prevailing climate of suspicion?  What this means is that organizations that are using personal dataveillance “[normally investigate and monitor] after reasonable grounds for suspicion have arisen.”2 On the contrary, when used, mass dataveillance is “routinely preformed and the suspicion arises from it.”2  The right to privacy is not absolute, and in certain cases, it shouldn’t be.  But what about those instances in which it should?  As a society, should we accept that the explosive pace of technology advancement has a negative affect on our individual lives?  Does the phrase “reasonable doubt” no longer hold any significance? Is it fair that organizations using mass dataveillance techniques can now come up with the information necessary to bring you down (i.e. fire you from your job) with no prior reasonable doubt?  These are important questions that more people need to ask themselves as our technologies continue to advance.


Unfortunately, the rules and regulations that are being developed to combat some of these issues are being passed at a pace that is much slower than the pace at which the technology for further development of these data systems is expanding.  In order for our society to combat the use of mass and personal dataveillance, we must become aware of how it is used, who uses it, and what they use it for.  By becoming informed on these issues, we will have better means to avoid these techniques, or at the least, not become a victim of them.

Conclusion

In closing, the increased use of dataveillance does not currently have any standards or regulations. The potential issues being described of both personal and mass dataveillance pose ethical dangers and need to be more closely regulated.  It is not currently being monitored to the degree it should and we are still far from having laws governing the majority of these data surveillance techniques. It is being spread too fast and getting out of hand with the advancement of modern technology. It is vital that we begin to recognize and personally monitor our personal release of information. It is necessary to read and reread every document we are signing and ask about the implications it could have. It is only when we begin to pay attention that we will be able to understand the incredible amount of information being held on each one of us. Then, hopefully, regulations will start to be imposed and we will have both privacy and freedom without compromising either.
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