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Executive Summary_________________________________________________________

IT security and privacy have become ever more important recently.  According to an MIS Quarterly survey, security ranked #1 in CIO’s list of concerns.  Research has found that 5 to 10% of IT budgets are spent on security.  On average, companies’ annual IT budgets represent about 5% of revenues.  Every year, companies suffer losses caused by security breaches. The top three causes in 2005 were: viruses, unauthorized access, and theft of proprietary information. Financial loss caused by those security-related incidents is $130.1 million in 2005, and this figure comes just from 639 respondents surveyed by CSI/FBI Computer Crime and Security Survey. A more comprehensive survey from the Association of Certified Fraud Examiners (ACFE) “estimates that that the typical U.S. organization loses 6% of its annual revenues to fraud. When placed in context with the U.S. Gross Domestic Product for 2003, this amounts to roughly $660 billion in total losses.” 
IT security and privacy goes way beyond just password and firewall protections. Companies need to develop a process-oriented portfolio strategy to protect their information assets. Federal and state laws and regulations also mandate governance of customer information and sensitive data. But still many companies are not in compliance with the laws and regulations that they must comply with.

In this paper, we are trying to identify the best practices of IT security and privacy that we have learned from three case studies, as well as additional resources. The three companies that were interviewed were: Fleishman-Hillard -  a global communications firm, First Data - a financial transactions company and AT&T - a telecommunications company. The information from the three case studies came from personal interviews, websites and other publicly available sources.

Each company studied had strong information that lent better to particular area from the Functional Inventory Chart provided from Unisys.  By comparing the information, we broke our study into three sections, and used one case study to illustrate each section. The first section was Threat and Vulnerability Assessment, which Fleishman-Hillard was able to cover well. The CIO that was interviewed was able to provide great insight on how and why they chose particular areas within IT security to focus their attention.  The information from AT&T provided a tremendous amount of information on how secure networks should be designed and structured, so we used AT&T to highlight the Architecture and Design section. The interview with First Data was with a “front line” employee, and provided a large amount of data on what a company needs to do on a day-to-day basis to be proactive while maintaining reactive capabilities. Thus we chose First Data to illustrate Threat and Vulnerability Management.

In our case studies, we found that they are all trying to be more proactive in protecting IT security and privacy.  To better illustrate the best practices, we used the IT security program Functional Inventory developed by Unisys. 

The functional inventory is broken into two parts: functional elements and organizational interactions. Due to the enormous amount of information that would take to cover all of the elements we have decided to cover only some of them to do them justice.  Listed below are all of the elements on the Functional Inventory. The ones in bold are the ones that will be covered in the paper.

CISO 

Threat and vulnerability assessment 

Vulnerability management and incident response 

Legal and regulatory 

Strategy 

Policies, procedures, principles and standards

Business continuance and disaster recovery 

Educations and communications 

Program governance

Architecture and design 

Technology capability and evaluation

Key performance analysis and effectiveness 

Information security oversight board

Legal (office of general council)

Vender and partner management

Privacy (Chief Privacy Officer and/or Privacy Office)

Business Units

Operations linage (IT, General Operations) 

Audit and global compliance 

Human resources 

Change management

Physical security 

At the end of this paper, we also mapped best practices from the three companies’ with ISO 17799, which is an internationally recognized standard in the field of information security management that is widely used for drafting security policies.  

What is IT Security and Privacy? _________________________________________

IT Security is to provide protection of information systems against unauthorized access to or modification of information, whether in storage, processing or in transit, and against the denial of service to authorized users or the provision of service to unauthorized users, including those measures necessary to detect, document, and counter such threats.
 

Privacy has been in place for much longer time than IT security. The earliest definition is from the 1890’s – it was defined as the right “to be left alone”. 
A more current definition is “informational self-determination” – a person gets to decide how their private information is going to be used.

Privacy is interlinked with freedom and property. It can also be defined in part as “the freedom to do things away from the eyes and ears of others”. Privacy is invaded when “individuals are unable to control their interactions with the social and physical environment”.
 

Why are they important?_______________________________________

Security has become more and more important in the IT industry. The survey on CIO’s concerns has shown that in 2003 and 2004, security has ranked number 3 on the management side and in 2004 for the first time, security was included in the survey on the application side and ranked number 1. When you ask a CIO the question “what keeps you up at night”, the most common answer is security.
 So why are security and privacy so important in IT?

· Building Customer Trust
With more and more transactions being conducted without face to face, customer trust is a must. In some business models like e-commerce, “security and privacy” are vital.  It is easy to understand if you know your business counterpart is going to use your private information without proper governance, you will not give them your private information and you will simply not do business with them at all.

· It is the Law
The federal and state laws require governance of customer information and sensitive data. Organizations are liable for security/privacy breaches. The two major laws are Gramm-Leach-Bliley Act and Sarbanes-Oxley Act. 

· Security - Part of IT Infrastructure
Looking at almost any IT system, we can easily see security has been built in. Most systems cannot run without security. In the study of this course, we have learned that ABZ Insurance had seven weeks of outage due to the subcontracting issue between Siennax and BlueX on Verisign. What is Verisign? It is a digital signature. For ABZ Insurance, everything else was fine, but lack of security could not let the system run.

· Privacy – Invaded by IT-empowered Data Collection
IT did not change the way that personal data is collected, processed and exchanged. But it fundamentally changed the speed and scope in which it can be done. With more than ever personal information collected and so little control that individuals have over their own data, IT has made it possible to use available data to affect people’s lives deeply. An example is that generic data can be used to analyze one’s health risk and how it can affect that person’s health insurance and employment. That’s part of the reason why suddenly privacy has become such a big deal and why the European Union, made it a fundamental human right (European Union 200, Article 7). 

· Cost Issue
Whenever something costs a lot for an organization, or something has the potential to cost a lot, it is worth management’s time and energy. IT security and privacy are costly, but it is worth the cost, which can be seen in the following survey. 

In August 2005, Computer Security Institute (CSI) conducted a Computer Crime and Security Survey, in participation with the FBI San Francisco Computer Intrusion Squad.
  The survey is in its 10th year. This year’s survey results are based on the responses of 700 computer security companies in U.S. Corporations, Government Agencies, Financial Institutions, Medical Institutions and Universities. The sizes of the responders vary from small to large. The following is the percentages of responders by number of employees: (1-99: 20%), (100-499: 14%), (500-1,499: 15%), (1,500-9,999: 23%), (10,000-49,999: 16%), (50,000 or more: 11%).
 To illustrate how much IT security can cost, we are going to use three charts from the survey. The three charts are: 

· Dollar Amount Losses by Type

· Percentage of IT budget Spent on Security 

· Average Computer Security Expenditure per Employee 
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Top 3 loss causes – different from 2004

Figure one shows that the top three loss causes in 2005 were: viruses, unauthorized access, and theft of proprietary information. Denial of service was no 2 in 2004 and now is replaced by unauthorized access.
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Percentage of IT Budget on Security: 
Figure 2 shows the percentage of IT budget spent on security. We want to say two things on this issue: one, there is essentially no change in percentage of IT budget allocated to security in 2005 comparing to 2004. Two, average security spending is about 5 to 10 percent. We got 14 percent from another source: CIO magazine. We intend to believe 5 to 10 percent is safer to say.
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Security Expenditure – bigger organizations spend less per employee?
Figure 3 shows the average security expenditure per employee broken down by organization revenue. As you can see, the expenditure goes down when the size goes up and then beyond some point the economies of scale caused by fixed portion of computer security expenditures diminishes. So it is not always true that the bigger the organization the less they spend on security per employee. This actually makes perfect economic sense.

Beyond these three charts, we also want to point out that the sector with the highest security expenditure per employee was state government, whereas federal government was one of the sectors with the lowest number. 

The Relationship between Security and Privacy_____________________
IT security and privacy are two separate things. After we defined what they are and illustrated why they are important, let’s take a look at how they are related to each other.

· Complementary and Contradictory  

They are complementary because we need security to protect our privacy. To understand the contradictory relationship, we have to note that security requires openness, clarity and accountability, whereas privacy often means the opposite.
  

· Privacy – matter of sacrifice to security

What is more important: privacy or security? Organizations typically care more about security. Since organizations have more power on the systems, privacy sometimes becomes matter of sacrifice to security.

· Avoid two extremes

1. Complete Lack of Security usually means system failure.

2. Complete Privacy: results in not letting any information out.

Functional Inventory for Security Program​________________________
Below is everything a company needs in a comprehensive Security Management Program.  This inventory chart comes from a Unisys presentation
 and includes both the Functional Elements and the Organization Interaction essential in the total security of a Corporate. You'll notice this includes many activities beyond firewalls and passwords and extends its limit to Structure, Strategy and Design, role of Human Resources, Education and Communication and Physical Security. In the rest of this paper, we are going to cover the blocks in yellow with the help of case studies and present Proactive & Reactive Practices associated with security assessment, design and management.  Due to the overwhelming amount of information, we addressed only a few of the blocks in order to properly explain them in this paper.
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9
CISO (Chief Information Security Officer)

More Jobs for CISO candidates
· In 2004 31% of companies hired CISO’s and in 2005 the percentage went up to 50%. 

CISO is NOT just for IT – CISO need to protect all of the businesses information assets.

· CISO should implement a Process-Oriented Portfolio Strategy when dealing with security and privacy.

Major Federal and State Laws

· Gramm-Leach-Bliley Act  (The Financial Modernization Act of 1999 or GLB)

· Sarbanes-Oxley Act (2002)

· Patriot Act (2001 after 9/11)

· HIPAA – Health Insurance Portability & Accountability Act (1996)

· California’s SB 1386 (July, 2003)

After the 9/11 attacks, government has tightened security. The Patriot Act requires all financial institutions to collect personal identification information to help government fight terrorism and money laundering. GLB, Sarbanes-Oxley Act and HIPAA combine to require governance of customer information and sensitive data. 

Among those federal laws, Sarbanes-Oxley Act is the most recent. To demonstrate the effect caused by this law, let’s go back to the CSI/FBI Computer Crime and Security Survey and use one of their findings: in 2005, the respondents in eight out of 14 sector categories (i.e., utility, high-tech, manufacturing, medical, telecommunications, educational, financial and other) believe the Sarbanes-Oxley Act is having an impact on their organizations’ information security. In contrast, 2004 survey showed an impact in only five of the 14 sector categories. Due to the phased-in nature of the act, perhaps an even greater impact of the Sarbanes-Oxley Act on information security will be seen in future years.

CIO Magazine Survey
 shows that not all companies are in compliance with the law. In addition the percentages below are not based on all companies, but only on the companies that must comply.
· 38% Companies not in compliance with Sarbanes-Oxley

· 23% Companies not in compliance with HIPAA

· 15% Companies not in compliance with California’s SB 1386

As seen in the Functional Inventory Chart from Unisys there are many elements that comprise Information Technology Security.  The following three case studies will touch upon some of those elements.  Fleishman-Hillard will touch upon one of the elements, Threat and Vulnerability Assessment, and will focus on the Reactive nature of IT security.  In the second case study of AT&T focus is on Architecture and Design as well as the Proactive side of Threat and Vulnerability Assessment. In third case study First Data will touch upon Threat and Vulnerability Management.
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Fleishman-Hillard_____________________________________________
The roots of Fleishman-Hillard go back to pre-World War II St. Louis, where Alfred Fleishman, then chief deputy circuit clerk for the city of St. Louis, met a reporter who was covering the courts for the St. Louis Star-Times.  The reporter was Bob Hillard, and the two became good friends.  After a wartime hitch at the Pentagon as chief information officer for the Air Force Rehabilitation Division, Fleishman decided to make public relations his postwar career.  He invited Hillard to join him and, in 1946, the two rented three rooms above a Woolworth's Five and Dime store in midtown St. Louis.  They sent out an announcement stating their aim "to achieve better understanding and good will among employees, customers, stockholders, plant-city townspeople, and all other "publics."  Over 57 years later, Fleishman-Hillard has become a leader in global communications consulting, largely by adhering to those simple and enduring principles.  For the next twenty-some years, the firm served a mainly regional client base, until 1974 when John Graham was named president. Under his leadership, Fleishman-Hillard has undergone the most dynamic period of domestic and international expansion. Fleishman-Hillard grew from two offices in St. Louis and Kansas City, to over 80 offices located throughout the world, which has enabled Fleishman-Hillard to experience a 25 percent compounding growth rate over the past 20 years.
  

Fleishman-Hillard consistently has been ranked one of the best public relations firms in the world. In the most recent Thomas L. Harris/Impulse Survey of PR agencies, Fleishman-Hillard led all national agencies in quality reputation among its clients and non-clients nationwide, as it has in all 12 years the survey has been conducted. Fleishman-Hillard is the only agency ever to finish first in the survey's two major categories — Quality Reputation and Brand Awareness — in the same year.

Fleishman-Hillard is organized into 19 different practice areas that include: Business-to-business marketing, business-to-consumer marketing, corporate/reputation management, energy, FH out front, financial communications, food and agribusiness, healthcare and biotechnology, homeland security, innovation, interactive, internal communications, litigation support, multicultural, public affairs, social impact marketing, technology, transportation, and travel and tourism.

Fleishman-Hillard’s goal is "To make ourselves as valuable to our clients as they are to us" which, grew from years of partnership with a number of excellent companies including Procter & Gamble, Dell Computer, Nortel, Wal-Mart and SBC Communications. Companies like these have not only set the standard in their respective industries for quality products and services; they also actively manage their reputations among employees, customers, shareholders, governments, and the communities in which they operate.

Through its vast international network, Fleishman-Hillard offers global capabilities tailored to the needs of regional markets. Each FH office has access to the resources of the global network. At the same time, a local practitioner who understands regional business, government issues, regulations, marketing strategies, and social customs manages each office. With years of experience in national communications, their managers ensure that the clients' international programs are designed and implemented in the most effective and appropriate way.  All FH offices provide full-scale communications services. Through one source, their clients receive maximum effectiveness in meeting their international public relations and communications needs and maximum convenience in managing international affairs.

Throughout the past 59 years Fleishman-Hillard has continually increased their income and number of clients they serve which can be seen in Figure 4 below.  With their continual growth, the information that flows throughout the company and to all of their clients is at risk.  Therefore they have to protect the information and in 1995 Fleishman-Hillard hired Kathy Forrester as their CIO.   She is also a Senior Vice President and Senior Partner.  Kathy has an IT budget of about 7-8 million dollars and about 4% of that goes directly to security.
 As seen in figure 1, Fleishman-Hillard’s security budget correlates with the data saying that 24% of company’s security budget is 3-4% of their IT Budget.   

IT security is a challenge with Public Relations, because Fleishman-Hillard has to allow their users to go to any site and download anything that they need; which makes it difficult to have a proactive IT security. Therefore Fleishman-Hillard is more reactive than proactive.
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Average daily data usage for Fleishman Hillard is 4 Terabytes, and a Terabyte is:

· Terabyte - 1024 GB, 1,048,576 MB, 8,388,608 KB, 1,099,511,627,776 Bytes and 8,796,093,022,208 bits

This amount of data flow leaves Fleishman-Hillard vulnerable to attack.

Services

Fleishman-Hillard IT department has a wide range of services that they provide to their users and clients, some of them are:

· Internet Protection

· Firewall Services

· Intrusion Detection

· Secure E-Mail
Some of the most Common Threats that Fleishman-Hillard sees are with their users, when they outsource/subcontract, Hackers, Viruses, & Spiders.

Users

· Employees giving out their passwords.

· Employees leaving their workstations while still logged-on.

· Employees leaving their laptops at the airports.

Outsourcing/Sub-Contractors

· Sloppy coding is a problem because it allows hackers to access/break into the network and obtain sensitive information.
· Fleishman-Hillard had and audit done on their Information System, and the auditing team brought down the network three times in one day.  With the network done their information is at risk of being accessed by unauthorized individuals in-addition to the inability to transfer or receive information from inside or outside the company.

Hackers

Fleishman-Hillard has had a few problems with Hackers and an example of this can be seen when a hacker had hacked into their Beijing Career Data Base. 

· A Hacker got into the career database as an administrator and changed one of the careers to Rice Picker. They also wrote that they must lie through their teeth to the public while smiling in-addition to working ungodly backbreaking hours.  
· They were able to find the hacker by his IP address and found out that he worked of Wired Magazine. 
Trojans & I love you 

· Trojans are malicious files masquerading as harmless software upgrades, programs, help files, screen savers, pornography, etc. The Trojan horse runs in the background and can physically cause damage to the computer system or applications running.

· A virus is a program that replicates itself without being asked to.  It usually copies itself to other computers or disks and creates a revolving cycle from one infected system to another uninfected system; such as the I Love You Virus.

Spiders are viruses that continually attack the firewall by crawling around and trying to find a weakness in the firewall and break in the system. 
Proactive Assessment​​​​​​___________________________________________

Fleishman-Hillard invests in all of the latest software and hardware to protect themselves from unwanted attacks.  They set up their system to the best of their ability and continually update it to be as up to date as possible.  They are unable to be proactive as they would like because users need to be able to go to any site and download anything they need which opens them up to attack.
The other proactive activity they do is User Training

Fleishman-Hillard has two different training sessions of 20 & 40 minutes each. The sessions are given to all employees, clients, and subcontractors covering only the common threats & risks.

Hackers, Viruses, Spiders

The only real proactive activities they can do is learn from past encounters and implement and invest in the best firewalls and anti-virus that are out there and wait for one to attack them.

Outsourcing/Sub-Contractors
 are another area where Fleishman-Hillard can protect them-selves from unnecessary attacks and breaches.  Three steps that should be taken before you outsource or hire a sub-contractor are:

· Research

· Actively monitor

· Ensure they know your system
Reactive Assessment____________________________________________

Information is one of the most valuable assets that Fleishman-Hillard has that is why they are switching to a Galaxy System to back up their servers.  Also, with the Galaxy system they are able to keep their system working even if one server goes down, because the secondary server that is at the data center in Dallas kicks in and data is not lost.  Most of the time the users have no idea that there was a problem.  The other reason why they are switching to Galaxy is due to the fact that they "are spending too many hours every day changing tapes and verifying backups."
  In addition the "backups are running more and more slowly, and restores are sometimes taking a day and a half. Our data is our lifeblood; we need it to be both protected and available."  By having Galaxy, Fleishman-Hillard will be able to replicate data several times a day to an off-site data center as part of its disaster recovery plan. "Once we fully deploy Galaxy, we expect it to save us staff time, tape costs and hardware costs".  In addition to "Processes that currently take a day or longer will take minutes with Galaxy. That's an important advantage as we continue to support our users and clients on a global scale."
  They are glad that backups are done because after the I Love You virus, they lost 4000 files, but were able to restore the files with the back ups that they had.

· During the training sessions the users are brought aware of the reality of threats and current attacks.

· They also find out that the earlier an attack is detected the greater the chance that there will be less damage done to the system. 
· Most of the time they find out that a breach has happened is when the help desk lights up.

· Security breaches can happen everyday to anyone anywhere.
Users are the biggest risk Fleishman-Hillard deals with everyday.  To deal with the problems that arise they have polices and ideas for the future to deal with them.

· Giving out passwords is one of the most common ways unauthorized individuals get into the system.  They are trying to implement finger print scanners or ID cards that generate new passwords every second.  This will help because users currently have to remember a new password every 90 days.

· Leaving workstations logged in unattended is another problem they are faced with. One way to deal with this is to set the computers screen saver to appear when computer is inactive for 30 seconds and require that it be activated with a password.

· Leaving laptops at airports is another way for unauthorized individuals to gain access to data.  Fleishman-Hillard is trying to find a way to where they can disable the device remotely and destroy the data to ensure that no one will be able to access the information.

Hackers are a problem but the only thing that Fleishman-Hillard can do is to find them via their IP Address and report them if the decide to.

Viruses & Spiders are problems and frequently the anti-virus companies have not heard of the virus yet, so Fleishman-Hillard has a person on in-house that can write AV updates to get rid of the virus or spiders.  The only other thing that they can do is find and isolate the affected area to stop it from spreading and causing more damage.

Outsourcing/Sub-Contractors can be a problem if you do not do your research and if there is a problem then you need have them correct their work or do it yourself to ensure that breaches and system failures will not happen again.
As seen in the Fleishman-Hillard case study; reactive approaches to Threat and Vulnerability Assessment are an important part of IT security.  Now we will take a look at the other side of Threat and Vulnerability Assessment, which covers proactive approaches to IT security.  In addition, the AT&T case study will show some approaches to IT security Architecture and Design.   
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World’s Networking Company-AT&T____________________________
The primary business of the company is Internet Protocol & Enhanced Services (IP&E-services), Data Services, LD and Local Voice, Outsourcing, Professional Services & Other and the characteristics of their customers include Bundled Services, Standalone LD, Transactional & Other Services and Local Customers. AT&T's flexible, scalable solutions, reach and reliability help in meeting global voice and data needs. The services take the complexity out of networking by integrating services to receive end-to-end solutions meeting application, performance, and security needs by assessing and protecting vital network infrastructure. The third-Quarter 2005 Earnings released on October 21st 2005 shows

· Earnings per diluted share of $0.64

· Consolidated revenue of $6.6 billion

· Operating income of $955 million

· Cash from operating activities of $1.4 billion

· Increased full-year 2005 revenue and operating margin guidance

AT&T's solid third quarter results demonstrate the successful execution of their strategies across both consumer and business portfolios. 

New AT&T Launches

AT&T’s passion to invent and SBC’s drive to deliver have come together to create the most complete and secure network, delivering what matters the most in the world. SBC Communications Inc. closed its acquisition of AT&T Corp. on November 18th 2005 with the final approval needed for the merger of the companies’ highly complementary networks, product portfolios, capabilities and shared heritage.  The combined enterprise immediately began a well-planned integration process, allowing the new AT&T family of companies to quickly deliver benefits for both customers and stockholders. Through its subsidiaries and affiliates, AT&T Inc. is the largest telecommunications company in the United States and one of the largest in the world. The combined company is the largest U.S. provider of high-speed DSL Internet services and local and long-distance voice services and the No. 1 provider of data services to the Fortune 1000. The new AT&T also owns 60 percent of Cingular Wireless, which is the No. 1 U.S. wireless services provider.
 

24-by-7 Person Opearting at 100 miles an Hour_____________________
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AT&T's CIO, CTO, and President of AT&T's Global Networking Technology Services (GNTS), Hossein Eslambolchi, joined AT&T Bell Labs in 1986 and worked to improve the quality and reliability of packet networks. In the winter of 2000, he had second thoughts about changing jobs since he was a little frustrated with the scope of his responsibilities and didn't think there was any room for growth so he decided to join Cisco. After a few weeks at the new job, he started to feel guilty for having left work unfinished at AT&T, and came back.  After his brief flirtation with Cisco Systems, Hossein Eslambolchi began to move up the AT&T management ranks becoming CTO and President of AT&T Labs in September 2001. A year later he was named the company's CIO. Along with the responsibility of four jobs, he gets a paycheck to match, earning more than $4.2 million a year, making him one of the highest-paid CIO’s in the world. While there's no such thing as a typical day, he allocates roughly 20% of his time to operations, 25% to the labs, 25% to the CTO job, and the remaining 30% to CIO issues. He receives and answers between 400 and 500 e-mails a day, sometimes waking up in the middle of the night to fire off a response. A serial inventor, Eslambolchi has more than 300 patents granted or pending. In his spare time, Eslambolchi plays soccer for about three hours each Saturday and is completing a book tentatively titled "20-20 Vision" that describes the changes that computing and communications technology will produce by the year 2020. In his view, "IP will eat everything" and it will be a real-time, interactive world.

Dealing with Threats Proactively
_______________________________
Most common risks and the corresponding security services offered by AT&T include:

· DDOS Attacks


Internet Protect

· Unauthorized Data Access
Firewall Services

· Virus



Intrusion Detection

· Worms



Secure E-Mail Gateway

· Trojans



Token Authentication Services

Distributed Denial of Service (DDoS) attacks are among the most distruptive and vicious activities passing over the Internet that can overwhelm web servers and saturate a company's connection(s) to the Internet resulting in the inability to maintain efficient communications and connectivity and can ultimately impact business operations. Internet Protect is a security alerting and notification service that offers advanced information regarding potential real-time attacks that are in the early formation stages. By integrating the predictive and early warning capabilities of AT&T Internet Protect with the DDoS Defense capability, AT&T is delivering one of the most potent tools against denial of service attacks. AT&T DDoS Defense is an option available to customers who use the AT&T IP backbone as a proxy of general Internet traffic via the Information Security Portal, who can use it to filter real-time and potential attacks.

Internet Security Experts have recognized AT&T Internet Protect as a leading security offer, based largely on its success in recognizing and offering prevention tips for threats before they materialize. The difference is in the quality of AT&T's data analysis, which culls information from the extensive AT&T IP backbone, which carries over 1.6 petabytes of data daily and is one of the largest in the world. 

DDoS Defense consists of a network detection facility that monitors network traffic for a specified set of IP addresses to be protected. If a denial of service attack is detected, the traffic is routed to a network mitigation farm, where the malicious DDoS attack packets are identified and dropped while the valid traffic is allowed to pass.
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Detecting and Alerting: The first phase has current detection devices that detect denial of service attacks and alert the customer.

Rerouting and Scrubbing: The second step has routing change that instructs (trigges) the facility to re-route customer traffic to the scrubbing facility. Which can be initiated by customers, backbone devices, manually or automatically from remote detection devices.

The Benefits are

· Allows to be proactive vs. reactive when protecting network against malicious intruders and unauthorized activities before it causes interruptions.

· Early Warning - Allows most real-time attacks (viruses, worms and DDOS attacks) to be addressed and mitigated before a hacker releases them. 

· Advanced Intelligence Gathering - Gathers more comprehensive data from AT&T's network, one of the largest IP backbones in the world. 

· Multiple Data Sources - Includes security intelligence from other resources, confirmed and analyzed by AT&T. 

· Defense-in-Depth - Adds an additional defensive layer of Network Security. 

· Security Portal - Provides a robust, all inclusive information security portal for use on a daily basis containing essential and need-to-know security facts. 

The Challenges are

· Time consuming

· Cost Associated

· Real Time Monitoring

Evolving A Security Model
___________________________________

Protecting the devices and infrastructure that comprises the network is essential. Today, whether an organization is an enterprise, service provider, government, or research & education institution, security distinctly shapes network requirements and priorities. The specific security criteria for network operators and businesses can vary greatly, from protecting the network, to protecting the data on that network, to protecting the network investment by minimizing their Total Cost of Ownership. A few steps that can help us achieve a good network security model are:

· Create a Policy Statement ensuring that information security program activities align with organizational goals.

· Conduct a Risk Analysis by identifying portions of network, assign a threat rating to each portion, and apply an appropriate level of security.

· Establish a Security Team with participants from each of the company’s operational areas –IT and other business functions working as equal partners.

· Approve and Define Security Changes to network equipment that have a possible impact on the overall security of the network (firewall configuration).

· Monitor Security of Network to detect changes in the network that indicate a security and threat violation and then implement changes.

· Restore normal network operations by defining and implementing controls to limit risk of identified vulnerability.

· Develop and maintain effective disaster recovery plan.

· Review the process as a final effort in creating and maintaining a security policy.

AT&T’S Security Model

· The company has a good Security Policy detailing outline to users' roles and responsibilities. 

· Has an Incident Response Team in case of threat that does the risk analysis.

· Constantly audits and upgrades their Network to deploy the latest security updates and keeps it up-to-date from new vulnerabilities.

· 24/7 network security providing high confidentiality, integrity, and availability.
Thus far Fleishman-Hillard and AT&T have shown both sides of Threat and Vulnerability Assessment: Proactive and Reactive.  In addition, AT&T showed some aspects of IT security architecture and design.  Now, First Data will discuss both sides to Threat and Vulnerability Management; the proactive and reactive.

Ongoing Management Process___________________________________

Up to this point, we have been illustrating a few key areas of IT security – specifically Assessment, and Architecture and Design. The third major component of an IT security implementation is the day-to-day management process of a well-developed security strategy. This section will focus on the components of a strategy that should be continually kept in focus. Some of these include management of vulnerabilities, response to incidents as they occur, policy and procedure implementation and regulation, and more.

The company that we chose to study for this section was First Data Corporation. The person that we interviewed at First Data was a Senior LAN Administrator in St. Louis by the name of John Todd. As a more “front line” employee than the interviewees at the other two companies, he was able to provide a large amount of insight into the day-to-day functions of a security strategy, the impact on users and their feedback, some of the organizational interactions, and the company’s ongoing challenges. He was also able to recount some fascinating personal examples of user based threats that have occurred on his watch, and since First Data is a company that deals with a large amount of consumer data, security is always his primary concern.
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First Data Corporation – 36 Billion Transactions and Counting_______
First Data’s primary business is “payment processing”. They handle credit card transactions, electronic check processing, wire transfers, etc. Their primary focus is credit card transactions – they handle the setup of customer accounts, verification of available funds, customer service needs, even monthly billing.

A brief look at their financial standing, as of year end 2004
:

	Year ending Dec 31
	2000
	2001
	2002
	2003
	2004

	Revenues (millions)
	$5,922 
	$6,602 
	$7,503 
	$8,400 
	$10,013 

	Net Income (millions)
	$1,027 
	$989 
	$1,232 
	$1,394 
	$1,868 

	EPS
	$1.24 
	$1.25 
	$1.60 
	$1.86 
	$2.22 

	Cash Flow (millions)
	$1,181 
	$1,400 
	$1,889 
	$1,958 
	$2,327 


As you can see, they have had a strong growth rate since the year 2000 and beyond. First Data’s payment processing services cover over 4.1 million retail locations, such as Wal-Mart stores, grocery stores, department stores, and more. They have customers over 1400 credit issuing companies, such as Citi, Capital One, Dillard’s, and have processed over 36 billion monetary transactions to date. Since the core competency of companies of this nature is to lend money, they typically choose to outsource the customer service, billing, and interaction side of things to companies such as First Data.. 

First Data has three major divisions. The first is Commercial Services, which handles interaction with customers. This is supported by their Resources division, which includes areas such as IT, Programming, Human Resources, and more. Their final division is their Corporate Offices.
 

Guy Battista – CIO

The CIO of First Data is the person ultimately responsible for IT Security. Guy Battista is their CIO and Executive Vice President. He oversees everything IT or data related, which in a company of this nature amounts to a very broad set of responsibilities. He has over 30 years of IT background, 14 of which have been at First Data. His annual compensation is not available, but his stock options alone in 2004 totaled $3.3 million.
 

Vulnerability Management – The Proactive Component______________

As we’ve been discussing throughout this paper, there are two major sides to IT Security – reactive and proactive. The ongoing proactive side of security can best be described as vulnerability management. While there are a myriad of areas that you want to focus on as preventative measures, there are a few in particular that we will focus on: policies, monitoring and reporting, business continuation and disaster recovery, and the importance of regular updates to key components.

Policies in an organization can be user based, or hardware / software based. These are designed to serve as a guide, as a deterrent, or both. A common example of a user based policy would be password training – don’t write it down and stick it under your keyboard, don’t share it with friends, etc. These are typically used for areas that cannot be easily or completely limited by technology. Some First Data examples included limitations on viewing consumer data or sensitive code when friends or family are in the room when working from home. Probably the most common user based policy in all companies is an Internet and e-mail usage policy; restricting what content should be accessed by users on company time or equipment.
 

A hardware or software enforced example would be wireless security – forcing authentication and use of encryption standards before a user is allowed on the wireless network. Wireless security in particular is a key focus point for many companies currently, even branches of the federal government.
  At First Data, one policy that they were in the process of implementing was control over USB storage devices. They had a very large concern regarding user’s ability to bring data into the company from home and vice versa, even where users had the best intentions of working from home.
   Some others that they enforced electronically included password renewal and complexity policies, remote access policies, and more.

Monitoring and reporting is important in an IT Security strategy as well. Companies should ensure that they have in place a system of constant and consistent tracking of key areas. Typically in large organizations, monitoring is done either from a remote location or by an outsourced company – this ensures that the people responsible for building and maintaining the systems in place are not the ones reporting on their effectiveness. Some common areas commonly tracked include firewall systems, remote access connectivity, user access levels, etc. 

Business continuation and disaster recovery (BC/DR) is typically an area that upper management has a keen interest in. Every CEO should be keeping an eye on the bottom line, and few things in the IT realm can impact this as seriously as a service outage. The first ingredient to mention is mirrored data centers. These provide real-time replication of data, and are typically in geographically separate locations. The idea is that should one site drop, the other can immediately pick up the traffic so that customers, vendors, employees and others see no interruption in service at all. The more traditional (yet still completely necessary) ingredient is point in time backups. The most common variety is tape backups, but regardless of the type, these allow a user to recover a file from a previous point in time that has since gotten lost, deleted, corrupted, etc. Regardless of what combination of BC/DR plans are used, this should be included in your security monitoring strategy. It is important to verify on a regular basis that your links between data centers are functional and secure, and that your point in time backups are complete.  A company should also be very aware of the physical security of their point in time backup media, because this typically includes a full set of corporate or consumer data.
 

The last proactive measure that we will cover is the importance of regular updates to key components. These components typically include Anti-virus and Anti-spam software, security updates for operating systems such as Windows, and firmware updates to firewalls and other network hardware. The update schedules on these tend to be staggered – for example, anti-virus updates should always be done daily, while firmware updates may be done monthly. It is usually a good idea to automate these as much as possible, so that minimal administrative interaction is required. 

Incident Response – The Reactive side of Security___________________

It is an unfortunate fact of business life – it’s not really if you will have an IT Security incident, but rather when. And when the time comes, you want to make sure that you have the best possible response available. To that end, you first need a response team that is familiar with the systems in question, and has vast resources at their disposal. Examples of the type of resources that they need include replacement parts or whole systems, point in time backups from which to restore data, antiviral tools, and a strong knowledge base (both industry experts and on the internet). 

Second, a response team should follow a prescribed plan that was laid out ahead of time. This helps focus attention on the needed area, increases efficiency, and should include things such as help desk numbers for key vendors and more. There should also be a completion checklist, to verify that all necessary systems are brought back on line and that all key data has been made available. 

Last, there should be a prioritization given to key systems in this type of situation. Business critical items and applications with widespread use should be brought online first, and for example, programs used by just a few internal users for low priority tasks should be saved for later.
 

Education and Communication__________________________________

Since IT Security is dependent on all users within a company to be truly effective, there must be ongoing training and dispersal of information by an IT Security team. For the users at First Data, there is regular and extensive training in ethics and awareness. This training covers many areas of the company, for example limitations on sharing of insider information, but also contains security related training. This helps to prevent Social Engineering, which is the process of obtaining confidential information by the manipulation of legitimate users. They also disperse training on common schemes and weaknesses proper password handling, the importance of data privacy, etc.
 This may seem like too obvious of a route for a potential attacker to take, but a recent study of a company in London found that 90% of their users would surrender their password after a little persuasion and the promise of a “shiny new pen”.
 

It is also critical that users within an organization have an open line of communication to the IT Security team to report possible incidents.
 As was illustrated by Fleishman-Hillard, many companies don’t realize that there is a major issue until the help desk phones light up, but help desk personnel may misinterpret a major threat or add delay to the response time. 

Senior management is the other key group that needs to be kept in the loop on security concerns. While they don’t necessarily want or need to know every threat that exists, they do need to know of important internal policy changes. Senior management also needs to be informed of some items related to Business Continuation and Disaster Recovery such as scope and type of backups in place and available redundancy. They need to be kept informed of the potential impact of threats, possible impact to the bottom line, outage concerns, etc. 
Organizational Interaction______________________________________

A successful IT Security department or team cannot exist independently. In addition to the other IT team members in general, there are quite a few other departments within a company that IT Security must coordinate with to be effective. Some departments that typically interact with IT Security are:

· Physical Security

· Vendors and Partners

· Legal / Privacy

· Operations

· Audit / Global Compliance

· Human Resources

At First Data, for example, Physical Security plays a very important role. There are electronic card readers to limit entry at doorways, cameras throughout their buildings to look for inappropriate behavior, even security guards in high security locations such as data centers. Human Resources at First Data also plays a key role – HR is the department responsible for distribution of training materials, as well as monitoring who has taken which online courses, follow-up testing, etc.
 

Performance & Effectiveness Evaluation

So now your company has an IT Security implementation.  How do you, as a senior manager, know that it is effective? The final component on any ongoing strategy must be continual testing and evaluation. A security manager should track the number and type of incidents that occur, so that regular events and major threats can be planned for in the future. It is also essential to continually test company user’s awareness and knowledge of the types of threats that they are likely to encounter. 

One very beneficial strategy is to make use of a Security Oversight Board. This should be a group of users and managers from all areas of the company, which can provide valuable insight on ease of use, alignment of security strategy with organizational goals, and more. They should meet regularly if possible to ensure that the security procedures in place, as well as the related policies, are not a major intrusion to the standard user. It is important that IT Security be viewed as a business enabler, rather than a hindrance. The results of these meetings should be used to provide insight for ongoing reassessment of the IT Security process, design modifications, and also real time training enhancements or changes.

First Data – Ongoing Challenges​​​​​​​​​​​​​​_________________________________

From our research and by their own admission, First Data has several challenges ahead. First – their strategy to this point has been overly reactive. They have implemented policies and procedures, extensive training, and more, but to this point is has been largely as a result of incidents that have occurred. They are in the process of dramatically shifting their strategy to a proactive one, to avoid data breaches or other issues in the future. Second – since they deal with a very high volume of consumer data, they are continuously trying to raise their focus on security of that data. Lastly – they have strong user policies and training in place at this point, but are working to strengthen their hardware and software enforced policies to protect against things like USB storage device usage.
 

By using Fleishman-Hillard, AT&T, and First Data, elements from the functional inventory can be seen through companies that range in size and exposure to the world.  This illustrates that no matter what the size or exposure a company has, IT Security is very important.  Now we will tie all three case studies together and show some of the Best Practices that evolved through the use of the functional inventory chart.  

Information Security Management Best Practice____________________
ISO 17799 is an internationally recognized standard in the field of information security management that is widely used for drafting security policies.  It was developed by the British Standards Institution (BSI) as BS 7799 and then adopted by Joint ISO/IEC Technical Committee, concurrently with its approval by the national member institutes of ISO and the IEC.

The ISO 17799 aims to provide a common base for developing organizational security standards and effective security management practice. The success from implementing this standard will also yield confidence in inter-organizational dealings.

In dealing with the various aspects of information security, the ISO 17799 divides security objectives and controls into ten domains, which are:

Security Policy: Every organization should have  security policies, which cover every aspect in the organization. They must be strong, and not lessen the company’s productivity. The creation of a security policy requires total commitment from management. A few security policies can be seen from the First Data case study.

· Not being able to bring home Zip drives or USB devices.

· Not allowing instant messaging while at work. 

· Blocking unwanted web pages and port numbers. 
Organizational Security: A management framework needs to be established to initiate, implement and control information security within the organization. Roles should be assigned and coordinated across the organization, as well as maintain relationships with other organizations like local authorities.

· The establishment of a joint security team. (AT&T)
· Creation of a Chief Information Security Officer.

Asset Classification & Control An organization must know what it has before it can protect the assets. After the inventory has been made, every asset should be classified according to the degree of protection it needs.

· Assign and disseminate threat ratings to portions of the customer's networking system. (AT&T)
Personnel Security: Various proactive measures should be taken to reduce the risk of error, theft, fraud, or misuse of computer resources. Regular training is one way to create alert and well-trained employees.

· Building user awareness through training sessions. (Fleishman-Hillard and First Data)
Physical & Environmental Security: Fire, electromagnetic radiation, continuous power supplies are some of the aspects that should be considered in designing the physical environment as well as the obvious unauthorized access attempts.

· Access Control: Using a password-protected screen saver or ID cards that automatically change the password. (Fleishman-Hillard)
· Communications and Operations Management: Early warning system & Communicating Threat Information. (AT&T)

· Systems Development and Maintenance: Continuously analyze threats and implementing the most updated Security Technology. (Fleishman-Hillard)
Communications & Operations Management: There should be well documentation of standard operating and incident response procedures for all information processing facilities. Special controls should be established to safeguard the confidentiality and integrity of data passing over public networks.

Access Control: Access to organization’s assets or information processes should be controlled based on security and business requirements. This includes defining access control policy and rules, user access management, user registration, privilege management, user password use and management, network access control.

Systems Development and Maintenance: Information systems development should cover all the needed security controls. This begins with security requirements analysis and specification and providing controls at every stage i.e. data input, data processing, data storage and retrieval and data output.

Business Continuity Management: An organization should be able to react rapidly to the interruption of critical activities resulting from failures, incidents, natural disasters, or catastrophes. This is manifested in the creation of business continuity plan. The plan needs to be periodically tested, maintained and re-assessed based on changing circumstances.

· Automatically routing the oncoming attacks to a Network Mitigation Farm. (AT&T)
· Having mirrored data centers to prevent loss of information. (First Data)
Compliance: Organization’s Information System should comply and remain in compliance with regulatory, statutory, contractual, and security requirements. For example, Health Insurance Portability and Accountability Act (HIPAA) will require companies to implement a wide variety of safeguards and security best practices to protect health care data.
The relationship between the ten domains is illustrated in the diagram below.
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In the three cases we have seen that the three companies have adapted to some extent the guidelines outlined in the ISO 17799 standard. To be fully compliant with the ISO 17799 standard a company must diagnose its level of compliance and adjust accordingly. Although complying with the ISO 17799 standard does not in itself prove that an organization is 100% secure, adopting this international standard confers certain advantages like building credibility and confidence, which are very important in e-commerce.

Conclusion____________________________________________________
Information security threats are ever increasing as a result of computers and networking systems growing more complex.  In addition, the fact that business processes are continually integrating with computer/network systems creates the risk of unauthorized access to information.  An example can be seen with online shopping and other e-Businesses.  They need to insure that their network is secure to prevent the unauthorized access to important information. 

Information Security is a real and significant aspect of any organization. Security should be a key criteria in the development of any information system.  It should also have a decisive role during the planning, implementation and evaluation phases of any information system. 

Compliance to security standard has become mandatory by law (for example Sarbanes-Oxley Act). Failing to implement proper security standards does not only affect an organizations performance and revenue.  The worst-case scenario is a lawsuit being brought against a company due to failure to protect information. 

Finally, the use of best practices can help organizations build or improve their IT Security system.  Although following them does not guarantee 100% security, but can give an organization a competitive advantage over their competitors.
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