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Multi-Factor Authentication (MFA) eZCardInfo FAQs
Frequently Asked Questions




 
1. What are the multiple levels of enhanced security?
2. Why do I need this enhanced security?

3. 
How does the enhanced logon work?
4. How does the enhanced logon protect me?
5. What is a security image? 






6. Why do I need a security image?





7. What is the purpose of a security image?
8. How does the security image work?
9. How does device authentication work?
10. How is the security image more secure?  

11. What keeps somebody from stealing my security image?   
12. Can I use my own security image?
13. Can I change my security image or questions? 
14. I am not an Internet expert. How easy is a security image to use?
15. How do I know I am on the authentic banking Web site?
16. I am trying to log in from my own computer, but the banking Web site is not displaying my security image. Instead, it is asking me a question. What is happening?
17. Why do I need to set up security questions?
18. I already have an account, why am I being asked to provide answers for security questions?
19. Why am I being asked a question when I try to login?
20. Why am I being asked to register my device?
21. How do you know I am logging in from my own computer?

  
22. Can I access my account from multiple computers?
23. I share my computer with someone who has their own card account. Can both of us still login from this machine?
24. What happens if someone steals my password? How will it keep them from accessing my account?
25. What is a cookie?
26. What if I deleted the cookies on my computer?
27. What is a flash object?
28. What is phishing?
What are the multiple levels of enhanced security?

· The site utilizes the security Image and phrase to allow you to verify that you are at a legitimate Web site. 

· The site creates a digital fingerprint of your computer that is used to identify you during future logins.

· You establish more secure security questions with answers that result in a large number of possible answers and do not rely on commonly available information that might be found from public sources or social networking sites.

· The site uses the Security Questions to establish your identity when:

· You log in from an unfamiliar computer

· You log in from an IP address or geographic location that is known for fraudulent activity

· Anomalies have been detected based on your past login history

· You forget your username or password or lock your account during login
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Why do I need this enhanced security?

In response to sophisticated techniques used to attempt to access your personal information, we are implementing additional layers of protection for your account and personal information. Our enhanced security features will use the industry’s best practices to limit threats from fraudulent activities. In addition to the security image, we track and assess characteristics from devices attempting to log in to determine if a security challenge question is necessary to verify that you, not a fraudulent user, is attempting to log in. 
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How does the enhanced logon work?

When you enroll for account access, you will select and name a security image, known only to you. In future log in sessions, we will display this image along with its assigned name so that you are confident in accessing our site.

We are able to recognize your devices, even if you use multiple ones – such as your work and home computers – to access our Web site. If you logon from a different computer, there will be additional steps to verify your identity. One of the additional steps might be requesting that you answer one of your pre-established security questions.
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How does the enhanced logon protect me?

Our security feature protects you by safeguarding your information, reducing fraud and inhibiting identity theft, in addition to ensuring you are not logging in to an impostor site. If someone does get your user name and password, that person will not be able to access your account without answering a security question since that person is likely not accessing our Web site from your recognized computer.
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What is a security image?

Your security image is a picture and caption that is a shared secret between you and the financial institution. When you see your security image you can be confident that you are at the legitimate banking Web site, not an imposter site. 

Make sure you see your security image before you enter your password!
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Why do I need a security image?

Security image is an enhanced security feature that helps protect you while you access your online account. On the Internet today, some fraudsters attempt to steal your identity by impersonating the web sites you trust. Security image helps you safeguard your information against such attacks. 
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What is the purpose of the security image?

The security image is known only by you and our Web site. Look for it each time you log into the site to reassure yourself that you are in the correct location. If you inadvertently access a fraudulent site, you will not see the security image.
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How does the security image work?

When you visit your branch office, you know our faces. Security image does the same thing over the Internet. It is an online method to identify us to you. When you set up your security image, you will select a secret picture and caption known only to you. Whenever you log in we will show you this picture so you can be assured that you are accessing the real banking site and not an impostor site. 
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How does device authentication work?

We also check the computer(s) or device(s) that you are using to access the Web site. Typically you will access the Web site from one or two computers, such as your work and home machine. Our security features remember your device by utilizing a Flash object and/or cookie. The Flash object and cookie are used to store the identification information only. No personal or private data is stored in any way. 

Should you need to log in from a different device, such as an Internet café computer, we will take additional steps to verify your identity, such as ask you to provide the answer to a security question. 
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How is the security image more secure?

Security image protects you from accidentally revealing your username and password to a fake site. In addition, if someone does somehow get your username and password, he will still not be able to access your account because he is not at your registered device and will be asked to answer a security question.
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What keeps somebody from stealing my security image?

We only show you your security image picture and caption if you log in from your own device, or after you have answered a Security Question. So, it is not possible for an un-authorized person to get access to your picture. 
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Can I use my own security image?

Our security system does not support the use of personal images. However, it offers an extensive library of images for your selection. 
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Can I change my security image or questions?

Security images can only be selected during enrollment.
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I am not an Internet expert. How easy is security image to use?

Security image is extremely simple to use. By selecting an easily recognizable security image, future log in sessions will be made simpler. In the event you log in and your security image is different or does not appear, simply contact your financial institution.
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How do I know I am on the authentic banking Web site?

When you enter your banking Web site username from a recognized device, we will show you your security image. At that point, you will know you are on the authentic Web site and can safely enter your password.
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I am trying to log in from my own computer, but the banking Web site is not displaying my security image. Instead, it is asking me a question. What is happening?

This may occur if you deleted the cookie that identified your device, you are logging in from a different device, you did not register your device, or other device characteristics have changed since your last session. After you answer the security question, your security image should appear next to the password field. If your security image appears, you can be confident that you are at the legitimate Web site and can enter your password. 
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Why do I need to set up security questions?

Setting up security questions and answers adds an extra layer of security and identity verification for you and your accounts.

If someone logs on from a computer we do not recognize (for example, if you log on from a public computer in a library), the system will prompt you to answer a challenge question to verify your identity. You will need to enter the answer that you provided when you set up your security questions.
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I already have an account, why am I being asked to provide answers for security questions?
The new Security Questions are intended to improve the security of your online access by ensuring that they result in a large number of possible answers and do not rely on commonly available information that might be found from public sources or social networking sites. This limits the ability of fraudulent users to obtain or guess the answer to the question and access your account and personal information. 
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Why am I being asked a question when I try to log in?

We ask you a Security Question when you are logging in from an unknown device, or when other risk factors are detected. Generally you will be asked to answer a Security Question only when you log in for the first time from a new device or if you did not previously register your device. 

We will also ask you a security question when you use the self-service features on the site that are designed to help you access your online account when you have forgotten your username or password, been locked out as a result of entering an invalid password, or because you have not visited the site for an extended period of time.
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Why am I being asked to register my device?

When you set up your Security Account, you will be asked whether the device should be registered. Registering your device will prevent you from being challenged during future logins. If you are using a personal device, you should answer yes. If you are using a public device, you will want to answer no. 
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How do you know I am logging in from my own computer?

When you log in for the first time from a new device, we place a secure (encrypted) Flash object and cookie on your device. These objects contain small amounts of non-personal data used to identify your device. During future logins the system uses the Flash object or cookie to confirm your identity. 
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Can I access my account from multiple computers?

Yes. If you log on from a new or unregistered device, you must answer one of your selected security questions. There is no limit to the number of devices you can use to log in to your account.
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I share my computer with someone who has their own card account. Can both of us still log in from this machine?

Yes, you can both use the same computer to log-in to your individual accounts. There is no limit on how many people can log-in into the Web site from the same computer. 
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What happens if someone steals my password? How will it keep them from accessing my account?

If a fraudulent user attempts to log in with your User ID and Password, we will recognize that they are logging in from a different device. This will prompt the site to ask one of your selected security questions. For this reason, it’s important that you select questions and provide answers that would be difficult to guess or could not be obtained from public sources or social networking sites.
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What is a cookie?
A cookie is a small piece of data sent from a Web site and stored in your Web browser while you are browsing a Web site. When you come back to our Web site in the future, the data stored in the cookie can be retrieved by the Web site to verify your identity. 
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What if I delete the cookies on my computer?

If you delete the cookies on your computer, we can use the Flash object to recognize your computer. If we are unable to recognize your computer you will have to answer a security question to access the site.
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What is a flash object?
Adobe Flash objects store data on your computer, similar to cookies. If you delete all of your cookies and you have Adobe Flash installed, we can use Flash objects to recognize your computer. This allows you to avoid answering security questions for us to recognize you.
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What is phishing?

Fraudulent users use “phishing” to trick people into revealing their personal information, such as passwords. This is done by creating fraudulent Web sites that look very much like the sites of legitimate financial institutions. They send e-mails randomly with links to these fake Web sites to entice users to enter their log in and password details that are then collected and used to retrieve your account and personal information. This technique is called phishing, (pronounced “fishing”). 
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