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Introduction

The guide provides instructions about how to use the Hosted Filtering Administration Center, a Web-based tool that allows you to run reports and customize your hosted e-mail filtering service. The Hosted Filtering network includes a number of data centers that are geographically distributed. When you make changes to your services in the Administration Center, the changes are saved and replicated out to all data centers typically finishing within 30 minutes. 

The following diagram illustrates the Hosted Filtering service features that you can manage with the Administration Center. 
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Figure 1.  Hosted Filtering Service Architecture
Log On to the Administration Center

To log on to the Administration Center

1. From your Internet browser, go to https://admin.global.frontbridge.com. 

2. In the Log on dialog box, enter your e-mail address and password, and then click Log On.

Administration Page 
Once you successfully log on to the Hosted E-mail Filtering Service Administration Center, it will display the Administration—News & Dashboard page by default.  You use the menu bar to navigate to the other Administration Center pages, which are:  

Administration – Default home page that indicates you are logged into the Administration Center

My Account – Enables you to change your individual password

Spam Quarantine – Manage spam e-mail messages filtered by your Hosted Filtering service 
FAQ – Displays a list of the most frequently asked questions about the filtering services

Logout – Enables you to log out of the Administration Center

There are multiple separate areas on the Administration menu:  

News & Dashboard

Organizations

Domains

Accounts

Reports

Trace Messages

The home page is divided into three sections, each with available tabs:

News and Updates

Resources & Training

Reports

Figure 2 shows the Administration Center home page. 
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Figure 2.  The Admin Center homepage
The Reports section displays a snapshot of your Organization domain statistics alongside the service network-wide statistics to provide at-a-glance comparisons. Statistics include the 30 Day Filtration Rate, the 7 Day Spam Rate, and My Top Filtered Viruses.  
News Updates and Resources & Training Sections
When you log on to the Administration Center, you will see the News Updates and Resources & Training sections. The News Updates page is where all important network-wide communications about the Hosted E-mail Filtering Service networks is located. 

The News Updates section contains three tabs:

General Information

Virus Updates

Network Alerts  

Check the News Updates page frequently as it always offers the most up-to-date information. News may include general information, new feature announcements, any scheduled maintenance updates, frequently asked questions (FAQs), new documentation for products and services, and details on recent virus outbreaks. 

For example, information will be posted on the News Updates page about any virus that has a medium or high threat. On the Virus Updates tab, you can read details about the virus and find information about when the patch for the virus was placed on our network.

The Resources & Training section contains three tabs:

Resource Center

Training

Configuration Info

These tabs are updated regularly with new documentation and links to automated, self-paced training.
The Configuration Info tab displays the list of IP addresses that correspond to outbound Simple Mail Transfer Protocol (SMTP) data centers for your filtering services. 

To receive the maximum benefit from your services, restrict your inbound SMTP connections on port 25 so that they only allow e-mail from this list of IP addresses. 

These restrictions should be placed on your firewall 72 hours after changes are made to the MX record. This will ensure complete Internet propagation. If you have settings on your mail server which control the IP addresses that are allowed to connect for mail relay, ensure that those settings are also updated.
Organizations Page
On the Organizations page, you can view all information pertaining to your company. When you select an organization, some sections of the page for that organization require you to input information, such as Contact Information and Password Policy. 
Other sections, such as Seat Counts, are pre-populated according to the details in your service agreement.
Contacts

The Administration Center provides separate entries for main personnel, technical personnel, and billing personnel within your organization. It is important to keep your contact information up-to-date, as this is the information that will be used by to contact you when necessary. Be sure to include information for a primary and secondary technical contact, as well as off-hours contact information. Contacts will receive status updates with regard to the service.  They are also authorized to request changes on behalf of the company when contacting Support.

Seats

The term Seats refers to the actual number of users, not the number of e-mail addresses or domains in your organization. This field is filled out for you by the Accounting department, based on your service contract. Your billing is based on this number.

For evaluation customers, the indicated number of Seats does not apply as there is no service level agreement. 

Outbound 

The outbound scanning service is enabled, if you have added this option to your Hosted Filtering service.  

To see the outbound IPs currently configured for your organization, click Show IPs. To change or add to the IP address list for your outbound mail, contact Technical Support. Provide your Technical Support representative with the new IP addresses, as well as the date and time that you want the change to occur. 

For any domain that is sending outbound mail through the filtering services, you must specify the IP address and the domain name address, as described in the Add Domains section of this documentation. 

Add Domains

When your services are initially configured and set up, at least one domain will be set up for you. You can set up additional domains from the Add Domains area of the Organizations page.

For any domain that is sending outbound mail through the filtering services, you must specify the IP address and the domain name address (as explained in the following section). 
 To add a domain
3. In the Administration Center, on the Organizations page, click Add domains. 

4. In the Add Domains text box, enter the name of the domain that you wish to add. To add multiple domains, enter one domain per line. 

5. To use settings configured previously for another customized domain, select the template of that domain from the drop-down menu in the Template Manager section. 

6. When carrying over the settings from a previously customized domain, you can also copy the SMTP delivery profile by selecting Use mail distribution profile from template. 

7. Click the Add Domains button to create your new domains. Domains cannot be deleted once entered.

8. Click Activate Domain to activate the domain at the individual domain level.  Once the domain has been enabled on the Main tab for each domain, internal traffic will begin to route according to the Inbound Mail Server configured for each domain.
Important
Once the domain is activated, allow at least 30-90 minutes after the top of the hour, and then change the MX record (the entry in DNS that identifies the mail server that is responsible for handling e-mail for that domain name) for this domain so that the primary and only MX record is mail.global.frontbridge.com. This time period allows your additional domains to be replicated to our network.  It is very important that the information on the Inbound Mail Server be current at all times as all customers of the service will use this setting for routing e-mail to your domain.
Transfer Settings
The Transfer Settings feature allows faster and easier deployment of a new rule across multiple domains. Once you have created one or more domains, you can use Transfer Settings to replicate and apply the settings to other domains. 

You can transfer the following settings from one domain to another:

All — Transfers the Main Page, Spam Filter, and Policy Filter settings from the template domain to the target domain.

Main — Transfers the Main Page settings from the template domain to the target domain.

Spam — Transfers the Spam Filtering settings from the template domain to the target domain.

Policy Settings — Transfers the Policy Filtering settings from the template domain to the target domain.
Password Policy

The Password Policy section is where you set parameters for passwords. These include minimum number of characters, enforcement of alpha-numeric passwords, and enforcement of reverse username.

Password Policy Settings

Administrators have the option of imposing strict password policies for Spam Quarantine and Administration Center accounts to comply with varying corporate password policies. 

The following options are available in the Password Policy area of the Organization page:

Minimum length — Administrators can set the minimum number of characters that users must use for passwords. 

Maximum length — Administrators can set the maximum number of characters that users can use for passwords.

Alpha-numeric chars only — By default, user passwords are not required to contain both alphabetic and numeric characters. With this option selected, passwords must include both alphabetic and numeric. 

Require mixed case — By default, user passwords can be specified in lowercase, upper case or in a combination of uppercase and lowercase letters.  This option requires users to use both uppercase and lowercase letters in passwords.

Allow same characters consecutively — By default, the same character cannot be used consecutively in a password. With this option selected, users are allowed to use the same character consecutively in a password. 
Allow username as password — By default, users cannot set their user name as their password. With this option selected, users are allowed to set their user name as their password.
Allow username reversed—Selecting this option allows users to use a reversed version of their username as their password. 
Allow password reuse—When selected, this option allows users to re-enter their existing password when they are prompted by the service to create a new password. By default, users must create unique passwords for each mandatory password change. 
Allow password reuse — By default, users cannot use the same password once it has expired. With this option selected, users can re-use previous passwords.

Admin Expire Interval — Using the expiration policy, all administrators are required to change their password at pre-defined intervals. When an administrator logs on and the password has expired, the administrator will be prompted to change the password. The new password must conform to the organization’s existing password rules. Expiration intervals are specified in days and can range from 1 – 9,999 days.
User Expire Interval — Administrators can force users to change their password at pre-defined intervals. When a user logs on and their password has expired, the user will be prompted to change his or her password. The new password must conform to the organization’s existing password rules. Expiration intervals are specified in days and can range from 1 – 9,999 days.
Domains Page 
The Domains page is where you activate and customize filtering services at the domain level. This section of the guide explains the specific settings and features for each area of the Domains page:

Main

Spam Filter
Virus Filter
Policy Filter
Encrypted E-mail
Directory Services
Monitor
Main 
The Main page is where you enable (or turn on) domains and specify the IP address for inbound mail delivery. 

Activate Domain

In the Activate Domain section, Enable is selected by default. If this is a newly added domain, click Enable to activate this new domain. Once the domain has been enabled, internal traffic will begin to route according to the Inbound Mail Server configured for each domain. Click Update Domain to save any changes.

Catch-All Domain 

The Catch-All Domain feature allows you to filter a domain and all of its sub-domains without having to add each of the individual sub-domains to the Administration Center. The Catch-All feature will ensure that mail for those sub-domains is processed according to the parent domain profile. 
If you enable the Catch-All Domain feature for a domain in your organization, ensure that you change the MX record (the entry in your DNS settings that identifies the mail server that is responsible for handling e-mail for that domain name) for each sub-domain.

You should not use the Catch-All domain feature if you use Directory Services. For more information about using the Catch-All Domain feature with Directory Services, contact Technical Support before you enable the feature.

Important 

When using the Spam Quarantine option for a catch-all domain, e-mail aliases naming for accounts in sub-domains must match that of the parent domain in order for the feature to correctly filter spam. For example, if the parent domain address is wilson@contoso.com, the SMTP address for the sub-domain account must be wilson@hr.contoso.com.

Inbound Mail Server 

For each domain in your organization you must specify the mail server IP address that your inbound mail is delivered to after it has been filtered. If you have multiple mail server IP addresses, submit the list to Technical Support. Be sure and specify if the IP addresses should be prioritized and if so in what order, or if you prefer a round robin format.
Please keep in mind that all messages processed by the Hosted Filtering service will use these inbound server settings to deliver messages to your domain.  It is critical that this information be kept up-to-date at all times.

Outbound SMTP and Outbound Mail Server IPs

The Hosted Filtering service retains control over the outbound SMTP mail profile. If you are using outbound scanning services, provide all outbound IP addresses to Technical Support. Once this information has been provided, all outbound IP addresses are displayed in this area.

You must specify the IP and domain name address in the Administration Center for all outbound mail that is configured to go though the filtering service. For more information about adding domains in the Administration Center, see the Organizations section of this documentation.
Outbound E-mail Filtering

All outbound e-mail that is sent through the Hosted Filtering pool of outbound e-mail servers is scanned for viruses, matches to Policy Filter rules, and spam characteristics before it is sent. Doing this helps reduce the risk of spam being sent from the Hosted Filtering environment, which could lead to some of the outbound IP addresses being blocked by companies and by third-party security organizations. 

All domains that use the outbound e-mail servers for Hosted Filtering must be added to your domains list in the Administration Center. 
Parent Domain 

When using Directory Services with the Group Filtering and Intelligent Routing options, a parent domain must be associated with a virtual domain. To convert a domain into a virtual domain, click the Parent Domain drop-down menu, and select that domain. 
Deliver to Original Address in Parent Domain

When using Directory Services with the Group Filtering and Intelligent Routing options, set the Deliver to original address in parent domain option to specify where mail for a virtual domain is to be delivered. 

· If you do not enable the Deliver to original address in parent domain option, all mail will be delivered to the domain naming context of the virtual domain. 

· If you do enable the Deliver to original address in parent domain option, mail for users of a virtual domain will be delivered to the domain naming context for the parent domain. 

For more information about options and virtual domains, see the Accounts section of this document.
Spam Filter Page
The Spam Filter page enables you to:

Enable spam filtering for a domain 

Select custom spam filtering options

Enable the feature to opt-out users

IP restrict Spam Quarantine

Choose to receive a copy of false-positive submissions

Choose your spam storage option

Turn on and customize preferences for e-mail reminder notifications (such as notification language)
Spam Filtering
In the Spam Filtering section, Enable is selected by default. If it is not currently selected, click Enable to enable spam filtering for this domain. As with any modifications to your domain setup, click Update Domain at the bottom of the screen after you have made your changes. Propagation across the global network typically takes 30–35 minutes.

Custom Spam Filter Management

Custom Spam Filter Management (CSFM) gives IT administrators the ability to select various content attributes of a message that either increase the spam score (potential for the message to be quarantined as spam) or absolutely quarantine messages containing specific attributes. These attributes are commonly found in spam messages. 

Enabling these features is considered aggressive, and any messages filtered by these features cannot be reported as a false positive. The messages can be salvaged using Spam Quarantine and the periodic e-mail reminder notification, and Administrators can also create “policy allow” rules for this purpose. For more information, see the Policy Filter section of this documentation.
Definitions of Custom Spam Filter Management Options

If a domain is using Spam Quarantine, Spam Redirection, X-Header, or Modify Subject as the spam storage option, the custom spam filtering reason will appear in the Internet header of a message marked as spam. Filtering reasons are:

Image links to remote sites (increases score only) – Image links to remote sites is the code that causes an HTML e-mail message to load a graphic from a remote Web site. A spammer will use an image tag to bring up text or graphics to try and advertise to users. Image tags may also be used in legitimate newsletters. Therefore, applying this rule will increase the score the individual message receives, increasing the likelihood the message will be marked as spam.

Numeric IP in URL (increases score only) – Numeric URLs (most often in the form of an IP address) are commonly found in spam messages. Therefore, applying this rule will increase the likelihood the message will be marked as spam.

URL Redirect to other port (increases score only) – Spam messages often include a hyperlink that redirects the user to ports other than port 80, 8080, or 443. Therefore, applying this rule increases the likelihood that the message will be marked as spam.

URL to .biz and .info websites (increases score only) – Presence of the .biz or .info extension in the body of a message increases the likelihood that the message will be marked as spam. URLs with these extensions are commonly exploited.

Empty messages (marked as spam) – Spammers sometimes send blank e-mail messages in an attempt to confirm that an e-mail address is valid by soliciting a reply. If the message body and subject line are both empty with no attachment, this message will be marked as spam. 

JavaScript or VBScript in HTML (marked as spam) – Both of these scripting languages are used within an HTML e-mail to automatically cause an action to occur. The browser will parse and process the script along with the rest of the document. Use of either of these tags indicates dynamic content and the possibility of malicious intent. 

Frame or iframe tags in HTML (marked as spam) – These tags are used on a Web site or in an HTML e-mail to format the page for displaying text or graphics. HTML frame text is frequently used in newsletters and other types of advertisement e-mails, but is not usually found in business e-mails.

Object tags in HTML (marked as spam) – The Object tag is an HTML attribute that allows plug-ins or applications to run in an HTML window.

Embed tags in HTML (marked as spam) – This tag allows different kinds of documents of varying data types to be embedded into an HTML document. Examples include sounds, movies, or pictures.

Form tags in HTML (marked as spam) – This tag is used to create Web site forms. E-mail advertisements often include this tag, in an attempt to solicit information from the recipient.
Web bugs in HTML (marked as spam) – A Web bug is a graphic that is designed to monitor if a Web page or e-mail message has been read. Web bugs are often invisible because they are typically only 1-by-1 pixel in size. Legitimate newsletters may also use this technique, although many consider this an unethical invasion of privacy.

Apply sensitive word list (marked as spam) – Using the sensitive word list allows easy blocking of words associated with potentially offensive messages. To review this list, click View Word List to see which words are included. As administrator, you cannot edit this list. The sensitive word list is applied to both the subject and message body of a message. 

SPF Record hard fail (marked as spam) – The filter checks if the envelope sender domain of an incoming mail publishes an SPF record (v=spf1 TXT record). If the envelope sender domain does not publish an SPF record, this filter will have no impact on mail filtering. If the envelope sender domain does publish an SPF record, the filter will perform an SPF check to verify that the connecting IP is an approved sender IP for that domain. If the connecting IP is not an approved sender for the domain, then the mail is marked as spam.
SPF From Address fail (marked as spam) – “From Address” authentication is a method of authenticating the sender of the message.  Specifically, the filter uses SPF checks to help protect against forged senders in message headers. A regular SPF check authenticates the message by verifying that the envelope sender corresponds to the IP address that sent the message.  It does this by looking up the transmitting IP address in the sender’s SPF record.  However, in many cases, the envelope sender is not the sender that is displayed to the end user.  What the end user sees in their e-mail client are the “message From:” and “message To:” headers. 
From Address authentication is designed to work with traditional SPF checks.  If a regular SPF check returns an SPF None, Neutral, TempError, or PermError, then an additional SPF check will be performed against the domain in the Sender: field in the message headers, if that field exists.  If it does not exist, then the SPF check will be done against the domain in the From: field in the message headers (the domain that appears in the end user’s email client).  
From Address authentication helps identify and prevent an event where a spammer spoofs both the envelope sender, by sending from a domain with no SPF record, and the domain that the end user sees in their e-mail client.  A traditional SPF check will not capture this case because it does not authenticate against domain in the From: field, “From address” authentication will capture it.  If a Hard Fail occurs, the message is flagged as spam, otherwise spam points are added.

From Address authentication is skipped if the result of the regular SPF check is SPF Pass, Hard Fail or Soft Fail.

Note 
It is possible for From Address authentication to create false positives as it is not illegal in the SMTP protocol to send mail while rewriting the sending organization in the From: or Sender: fields.  This is most likely to occur in newsletters and other bulk mail.

Custom Spam Filter Management Test Mode 

Custom Spam Filters can be enabled individually to run in test mode or in live mode. 

· Live mode: Filters enabled in live mode act on messages in real time, filtering messages that match the custom filter criteria as spam. 

· Test mode: Filters enabled in test mode do not take action on messages that meet the filter criteria. Test messages are tagged with either an X-Header and/or a Subject Line insertion, and then delivered to the original recipient.

In the Test Mode Settings you can also specify a Bcc address (typically the administrator’s address) to be used on all messages tagged by a custom spam filtering rule. 
Test Mode Settings: X-Header 

When you select the X-Header option, the following text is inserted in the e-mail message: 

X-CustomSpam: This message was filtered by custom spam filter option - *specify option*.

Test Mode Settings: Subject Line

When you select the Subject Line option prefixes the spam message subject line with any filters that would have caught the message. The names of custom spam message rules are long for the subject line, and so numbers have been assigned to each rule. The numbers appear after the custom spam setting as 0–12 and 58. The following text is inserted in the subject line: 
Filter Test: C<custom spam filter number>.

The custom spam filters are numbered as follows:

0    IMAGE

1    EMPTY

2    JAVABSCRIPT

3    IFRAME

4    OBJECT

5    EMBED

6    FORM

7    WEBBUGS

8    WORDLIST_SUBJ

9    WORDLIST_BODY

10  NUMERIC IP

11  URL REDIRECT

12  URL to .BIZ or .INFO

13  SPF RECORD FAIL
14  SPF FROM ADDRESS FAIL

Allow User Opt-Out

The Spam Filter service automatically filters spam mail for all e-mail addresses in the specified domain. If there are specific users that you do not want to participate in the spam filtering service, on the Spam Filter page you can opt out these users. Opting a user out of spam filtering is a two-step process. 
To opt-out an individual user from the Spam Filter service

9. Click Enable next to Allow User Opt-Out. 

10. Go to the Accounts page to disable spam filtering at the individual user level. 

To opt out a large number of users in bulk, contact Technical Support.

To opt out an end user who does not have an account, you must first create that account. For more information, see the Accounts section of this guide.
Spam Options

You can choose from four options for storing spam. Each option will be applied at the domain level. 

To select or change a spam storage option, click the drop-down menu list to the right of Spam Options. Depending on the option that you select, the appropriate fields will appear. 

Spam storing options are as follows:
Spam Quarantine

Spam Redirection

X-Header

Modify Subject
Spam Quarantine Storage Option

Spam Quarantine is the most widely used option for storing spam, as it relieves corporate e-mail servers from the need to process and store this e-mail. In addition, using Spam Quarantine means that users don’t have to sort through spam messages, ultimately improving employee productivity.
Mail identified as spam is redirected to individual Web-based mailboxes hosted by our servers. Spam is stored for 15 days, and then automatically purged. 

As an administrator, you can set up Spam Quarantine so that you and other administrators can access users’ Spam Quarantine mailboxes on their behalf. To do so, you must set the Spam Quarantine/Quarantine Interface privilege on the logon accounts used by you and your administrators. This will allow them to view other users’ Spam Quarantine accounts. You can then log on to your Spam Quarantine interface and view user accounts by clicking Open another account. This option gives you the ability to view a spam message, salvage it, or report a false positive back to the Spam Team for review. 

End users can also be given the ability to access their Spam Quarantine mailbox (if desired), to review or retrieve e-mail that has been identified as spam, as well as report a false positive. 

In addition, users can be reminded to review their newly filtered spam mail with periodic e-mail reminders that allow them to salvage messages to their corporate e-mail inbox or report a false positive from within the e-mail message.

Note
For more information on the Quarantine application please see the Quarantine section later in this document.

Spam Redirection Storage Option

Spam Redirection is the second spam storage option. E-mail identified as spam is redirected to a single SMTP address within the domain that is set by the administrator. Administrators can then review these messages at their convenience from a single location hosted on their mail server. 

X-Header Storage Option

When administrators choose X-Header as a spam storage option, a dialog box appears enabling them to enter the custom X-header comments. The X-Header is then added to the Internet header of spam messages. 

The X-Header option gives administrators a legitimate count of what mail would have been filtered as spam without directly affecting users. If desired, mail server or client side rules can be established to filter e-mails marked with the X-Header. 

Modify Subject Storage Option
Selecting Modify Subject as the spam storage option means that spam e-mails are delivered to the recipient with an identifying word or phrase in the subject line. This word or phrase is specified by administrators in the Administration Center. Client-side rules can then be created to filter the spam e-mails, as desired.

Spam Submission Evaluation
Our organization receives spam submissions from all of our customers. The spam team examines indicators within each message submitted to abuse, such as the From address, the sending IP address, keywords, catch-phrases, frequency of transmission, and other trends and patterns. After reviewing this information, the Spam team initiates the relevant changes to the Exchange Hosted Services spam filtering layers. The message will then be tagged as spam (provided that the spammer doesn’t change the e-mail in such a way as to avoid being blocked again).

This is an ongoing process that applies regardless of the originating language or character set. Quite often, because a spam message can be vague, garbled, or even lack text in the subject or message body, we rely on all other available message characteristics to perform filtering. This means that once our Spam team has flagged a given message as spam and made the necessary changes to its rule base, that message will be blocked in the future until its characteristics have been modified in a manner significant enough to evade our filters.
IP Restrict Spam Quarantine
Administrators have the ability restrict access to Spam Quarantine by IP address. This can be an IP subnet mask, as well as a single IP address. 

· Format for single IP address is: ###.###.###.###. Each portion of the IP address may be one to three digits. 

· Format for IP address + subnet mask is: ###.###.###.###/##. The mask should be two digits. 
False Positives and Unfiltered Spam
False positives (e-mail messages that should not have been filtered as spam) are very rare. Our false-positive ratio is less than 1 in 250,000 messages. If administrators have IP-restricted their firewall or e-mail server to accept e-mail only from Hosted Filtering data centers, administrators and users are able to submit incorrectly filtered e-mail (false positives) using the following three methods.
Method One: If you are using Spam Quarantine and a message in the Spam Quarantine HTML notification is not spam, the user should click Not Junk. This will redirect the message to the user’s corporate e-mail address and send a copy of the message to the Spam evaluation team. As long as the message does not match the Hosted Filtering definition of a spam message (unsolicited, non-business e-mail), the spam filtering rules may be adjusted so that the message is delivered to the user’s corporate inbox in the future. 

Method Two: If you are using Spam Quarantine and the message is not spam, click the Subject line of the message. In the menu bar, click Not Junk. 

Method Three: If you are not using Spam Quarantine, send the message as an attachment and the original Internet headers to false_positive@frontbridge.com. The message will be reviewed by the Spam evaluation team. As long as the message does not match the Hosted Filtering definition of a spam message (unsolicited, non-business e-mail), the spam filtering rules may be adjusted so that the message is delivered to the user’s corporate inbox in the future. 
Note  
The Not Junk feature is not available for items filtered with custom spam filter settings. 

For more information, see the Successful Submissions section of this documentation.
False Positive Submission Copy

If you are using the Spam Quarantine service, you can enter a specific e-mail address to receive a copy of every message submitted as a false positive. The e-mail address you specify can be from any domain within the organization. 

Allow Users to Log in to Spam Quarantine
If you are using the Spam Quarantine service, you can disable the Allow Users to Log in to Spam Quarantine option. In this case, Spam Quarantine HTML notifications will still be delivered to the user. When you disable this option: 
Hyperlinks in the message subject lines are disabled. 

Users must salvage any quarantined messages to their Inbox on a one-time basis. Spam Quarantine cannot be used to view this message marked as spam. 

Users do not have the ability to mark messages as Not Junk.  False-positives must be manually submitted to false_positive@frontbridge.com.

First Time Login and Forgot Password functions are not available. 

Requests for passwords are denied, with a message to contact the domain administrator.
Junk E-mail Quarantine SPAM Notifications

If you are using the Spam Quarantine service, and you select Notify when new spam is received, users will receive periodic e-mail reminders to review their newly filtered spam mail. 

After the Notifications option is selected, the Spam Filter page will refresh and several more options appear on the page:

Notification Type

Notification Language

Customization (available for Text Notifications only)

Spam notifications can be sent to users as text or HTML messages. 

Text – If you specify Text as the notification type, users will receive a text-formatted e-mail message with instructions on how to open the Quarantine and review their messages. 

HTML – If you select the HTML notification type, users can salvage messages to their corporate e-mail inbox and report a false positive from within the e-mail message. 
 To turn on spam notifications
11. Select Notifications. 

12. In the drop-down box, select Notification Type (Text or HTML). 

13. Click sample notification to view samples of these two notification types. 
Spam notifications for individual users can be turned off in the Accounts section of Administration Center. For more information, see the Accounts section of this documentation. 

Note 
Users can turn off spam notifications within the Quarantine interface.

Text Notification
The Text spam notification includes a URL and brief instructions for the user on how to log on and view their spam. When administrators select the Customization option a window appears in which they can enter custom text.

HTML Notification

The HTML e-mail reminder gives users a snapshot of the new spam messages delivered to their Junk E-mail Quarantine mailbox since their last notification, or since the last time they logged on to the  Quarantine — whichever is most recent. From this reminder e-mail, users can scan the list of messages that have been filtered and click Move to Inbox or Not Junk directly from the notification. 

The subject line of the quarantined e-mail within the notification is also a hyperlink. Clicking the subject line of a spam message in the message list takes the user directly to their Quarantine account where the user can then log on. 

The subject line of the HTML notification includes the number of new spam messages (as displayed in the HTML notification), as well as the total number of messages in the Spam Quarantine account. 
Subject: Spam Notification: 10 New 460 Total
Note
You cannot customize the body of the HTML notification. You can customize the subject line, but if you do, the message summary will not be available.
 If there are messages quarantined due to the use of custom spam filters, the Not Junk feature is not available.

The Move to Inbox and Not Junk features work without logging on, regardless of whether the user’s Quarantine logon account exists. If an account does not exist (for example, when this notification is for a first-time user), the Quarantine creates the account and sends a temporary password in e-mail to the user.
Notification Language

Spam Quarantine notifications can be sent to users in languages other than English. The notifications can be set to the domain’s default language by administrators. Supported languages include:

Chinese - Simplified

Chinese - Traditional

Dutch

English

French (European)

French (Canadian)

German

Italian 

Japanese

Korean

Portuguese

Portuguese (Brazilian)

Spanish
Junk E-mail Quarantine HTML notifications have instructions to assist the notification recipient with changing the notification language preference. For more information on end user controlled changes to the notification languages please see the Quarantine section later in this document.

Customization

If you select Enable Customization, the Spam Filter page will refresh and several more options will be available. These options allow you to customize the notification interval, notification address, notification subject, and notification body. (Notification body is only available for text notifications.)

By default, notifications will be sent once every seven days after the user has last accessed their Spam Quarantine mailbox, or seven days after receiving and storing a spam message.

Unfiltered Spam

If a user is still receiving spam at their desktop and administrators have configured their firewall settings to accept e-mail only from our data centers, send those e-mails with full Internet headers to abuse@frontbridge.com. 
Do not submit unfiltered spam that is several days old. It is often too late for old submissions to provide any benefit because these spam messages may have already been triaged by the evaluation team. 
Virus Filter

On the Virus Filter page, you can create and customize virus bounce messages. 

If you subscribe to outbound mail services, an Outbound tab will be displayed. This will automatically be turned on for your organization.

Virus Filtering 

If you subscribe to the virus filtering service, a pre-set check mark in the Contracted Services area of the Organizations page indicates that virus filtering is enabled. 

Virus Engines 
Your Hosted E-mail Filtering service has partnerships with a number of virus engines. By default, your organization will always have at least two virus engines enabled. 

In the event of a virus outbreak, the virus engine from whichever partner comes out with a patch first will be turned on for all customers. The default virus engines will be turned on again once a patch is released for the new virus. 

The virus engines scan all text files, as well as the text within each message body. Any text file or message body that contains the complete code for a known virus will be blocked. 

The virus engines also examine each message for partial virus code and will attempt to block these e-mail messages as well. 

At times, if there is not enough text to fully scan and the message can be identified as inactive or non-malicious, the message may be allowed. This can apply to mailer-daemons, bounces, or damaged virus attachments that only contain a small portion of the original virus code.

Virus Inbound: Allow User Opt-Out

As with the Spam Filter page, the Virus Filter pagehas an Allow User Opt-Out feature accessible from the Inbound tab. This gives you the ability to turn off the virus filter at the individual user level. Opting a user out of virus filtering is a two-step process.
Important
For the safety of your e-mail network, opting out any users from virus filtering is not recommended.

 To disable an individual user’s Virus Filtering service

14. On the Inbound tab of the Virus Filters page, click Enable next to Allow User Opt-out.

15. Go to the Accounts section to disable virus filtering at the individual user level. 

To opt out a large number of users in bulk, contact Technical Support. 

To opt out an end user who does not have an account, you must first create that user account. For more information, see the Accounts section of this documentation.
Virus Outbound

Virus filtering is enabled by default for any domain using outbound services. When you click the Outbound tab, you will notice that the check mark in the Enable box is dimmed and cannot be cleared. 

Bounce Messages

Most viruses are propagated by automated processes and not by a legitimate sender.  For this reason bounce messages are disabled by default. 

As the administrator, you must enable the Bounce messages option on the Bounces tab. Once enabled, bounce messages will be sent by the system to the sender of a virus and the intended recipient of a virus, as well as the administrator.  Bounce messages can be customized. 
Click Enable to turn on this feature.

Customization
To customize your virus bounce message, click Enable. Your screen will refresh and several new fields will appear on this page:  

Custom Scanner Name

Custom Scanner Address
Enter the information in these fields to specify who your e-mail bounce messages will come from (such as Virus Scanner <postmaster@contoso.com>).

Send Bounce for Inbound Virus

When you click Enable in the Customization section, several new fields are available in the Inbound Blocked section:
Custom Warning Subject, Custom Warning Text – If a virus is detected in a message and can be cleaned, a Warning e-mail is sent to the sender notifying them that the message had a virus and was cleaned. To tailor the subject and the text of this message, enter these changes in each field.

Custom Rejection Subject, Custom Rejection Text – If a virus is detected in a message and cannot be cleaned, a bounce e-mail notification is sent to the sender. The notification explains that they sent an e-mail that was infected with a virus and could not be cleaned. Therefore, the message was not delivered. You can tailor the subject and the text of this message in the Rejection Subject and Text fields.
On the Bounces page, click Enable in the Send Bounce for Inbound Virus section. The sender of a virus will now receive a bounce or a warning message. 

If a virus cannot be cleaned, a bounce message is sent to alert the sender. 

If the virus can be cleaned, a warning message is sent to the sender. 

To view sample bounce and warning messages, click the sample bounce and sample warning message links in this area.  
Send Bounce for Outbound Virus

On the Bounces page, click Enable in the Outbound Blocked section to send a bounce message to the sender of an outgoing e-mail containing a virus. 

If the virus cannot be cleaned from this outgoing mail, a bounce message is sent to alert the outbound sender. 

Notify Recipient

Notify Recipient informs the intended recipient that an infected message has been rejected. This notification includes the sender’s e-mail address and the virus name. To set this option, click Enable (next to Notify Recipient). 

To view a sample notification message, click the sample notification link in this area.

Notify Admin

Enabling the Notify Admin feature sends to the administrator a copy of all bounce messages mailed to virus senders, for both inbound and outbound mail. 

Once this option is set, the screen will refresh and the Custom Recipient Notify Subject field is now available for you to enter a single e-mail address that specifies where you want copies of bounce messages to be sent. The e-mail address entered may be from any domain within the organization. 

Note 
This feature is only available if Send Bounce for Inbound Virus or Send Bounce for Outbound Virus is enabled. 

Policy Filter

The Policy Filter page allows you to build customized rules for user and domains in your organization. 

Basic Settings for Content and Policy Filtering

Before you can build rules on the Policy Filter page, Enable Policy Filter must be selected. Once this option is set, all options on this page are available.

The option to Enable Outbound Policy Filter is displayed if your organization subscribes to outbound services.

Allow User Opt Out

Allow User Opt-Out is another option in the Basic Settings section. As with the Spam Filter and Virus Filter services, the Allow User Opt-Out feature gives administrators the ability to turn off the policy filter at the individual user level. Opting a user out of policy filtering is a two-step process. 
 To disable an individual user’s Policy Filter service

16. Click Enable next to Allow User Opt-Out. 

17. Go to the Accounts page to disable spam filtering at a user level. 

To opt out a large number of users in bulk, contact Technical Support. 

To opt out an end user who does not have an account, you must first create that user account. For more information, see the Accounts section of this documentation. 
Quarantine Access
Policy Quarantine is a service option that is available on an Organization.  It is not enabled by default.  If you would like to have Policy Quarantine enabled for your Organization please contact Support.

If you have Policy Quarantine enabled, then the Policy Filter tab will display the options for controlling access to the messages within the Quarantine.
Access by Administrators only: This controls the view of quarantined e-mail messages that a user will see when they log into the Quarantine Web application.  If this check box is selected, then a user with Admin privileges to the Spam Quarantine or Quarantine Interface will be able to view both the Junk E-mail folder and the Quarantined E-mail folder when logged in.  A normal end user would only be able to view the Junk E-mail folder.

If this box is not selected, then all end users will be able to view both the Junk E-mail folder and the Quarantined E-mail folder when logged onto the Quarantine application.
Download Attachments: There are three options for downloading attachments that have been quarantined due to Policy Quarantine. These are the domain default settings and may be over-ridden by a specifically configured Policy Quarantine rule.

Disabled: No user, not even an admin, is allowed to download attachments by default.

Admin users only: Only administrators are allowed to download attachments by default.

All users: all users who have access to the Quarantined message can download the attachment by default.

Release Messages: There are three options for releasing messages that have been quarantined due to Policy Quarantine. These are the domain default settings and may be over-ridden by a specifically configured Policy Quarantine rule.

Disabled: No user, not even an admin, is allowed to release a message (Move to Inbox) from the Quarantined E-mail folder by default.

Admin users only: Only administrators are allowed to release a message (Move to Inbox) from the Quarantined E-mail folder by default.

All users: all users who have access to the Quarantined message (Move to Inbox) can release a message from the Quarantined E-mail folder by default.

Footers
In the Footers section of the Policy Filter page, you can add plain text and HTML footers to all outbound messages (including reply e-mail messages). Examples of common footers include your company’s name, address, and contact information, or a required legal disclaimer. You can apply this feature on a per-domain basis. 

When you enter text into the Plain Footer field, click Update Domain. The HTML Footer field will automatically populate with the same message. To display the message in HTML format on outbound HTML messages, you must add the appropriate HTML tags.

However, when you enter text into the HTML Footer field, the Plain Footer field will not automatically populate. If you want the footer to be formatted as plain text, you must enter that text into the Plain Footer field.

Rule Management 

Use the Rule Management section of the Policy Filter page to search, modify, or add a new rule. You can also search for rules in this area, using full or partial text. Search will look across all rule parameters and return any results found within any domains, as well as organizational-level policy rules. By default, you can create up to 50 custom policy rules. If you need more rules, contact Technical Support. 
Add New Rule 

Click Add New Rule to create a custom rule (located in the Rule Management section of the Policy Filter page). Your screen will refresh and a new Add New Rule page will be displayed. 

On the Add New Rule page, you can create custom inbound rules to block, allow, redirect, and deliver filtered e-mail. You can set the rule so that a Bcc e-mail is sent. These rules can apply across all domains (an organization rule) or across a single domain (a domain-specific rule). We recommend that you create at least one domain-specific rule to turn on the Policy Filter tab, so that the rule can be applied on an organizational level.

To create and set new custom rules, follow the instructions on the Add New Rule page. 

For greater detail, the areas and settings of the rule configuration options are explained in the following sections. The first section covers Inbound rule setting, followed by Outbound rule setting details.
Apply to all domains

To create a custom organizational level rule, select Yes or No in the General section. 
Inbound Policy Filtering

Click the Type drop-down menu to specify that this will be an inbound rule.

Action Type for Inbound Messages

Click the Action drop-down menu to specify whether the inbound policy rule will send Reject, Allow, Redirect, Deliver with BCC, or Test Rule messages. Decrypt will also be listed on the menu as an action choice if you subscribe to the Encryption E-Mail service.
Actions for Inbound Messages 

Reject – Rejects messages based on the parameters outlined. These rules will be tagged with a red stop icon ( [image: image4.png]


 ) in the rules list.
Redirect – Allows inbound messages that match the parameters outlined to be redirected to a new e-mail address. The original recipient will not receive the message. If messages are redirected, the new recipient will be able to view the original addressees if they are included in the To: header of the message. These rules will be tagged with a bent arrow icon ( [image: image5.png]


 ) in the rules list.
Deliver with BCC – Allows inbound messages that match set parameters to be delivered to the intended recipient, with a blind copy sent to a new e-mail address. 
Any message using this BCC function will add one message to the delivery report. These rules will be tagged with a person icon ( [image: image6.png]


) in the rules list.
Allow – Ensures that a message will not be blocked as spam or by other policy rules. Messages will still be processed by virus and policy filters as applicable. These rules will be tagged with a green check icon ( [image: image7.png]


) in the rules list.

Quarantine – Allows inbound messages that match the parameters outlined to be quarantined. The original recipient will not receive the message. These rules will be tagged with a yellow icon with exclamation point ( [image: image8.png]


 ) in the rules list.

Test Rule – Allows the administrator to test individual policy reject rules. If a Policy Reject rule is run in Test Mode, all e-mails that would have been blocked by the policy rule will be marked with an X-Header and/or a Subject Line insertion. These rules will be tagged with a cog icon ( [image: image9.png]


 ) in the rules list.

· The X-Header will indicate “X-PolicyTest:  This message was filtered by …”  

· The Subject Line insertion will prefix the message subject line with [Filter Test: P<ruleID>]. Rule IDs correlate to rules on the Policy Filter tab. 

Decrypt – Decrypts messages upon receipt. Rules can be set to decrypt inbound mail based upon subject keywords, message keywords, and common expressions, as well as the sending domain, receiving domain, or e-mail address. These rules will be tagged with a yellow key icon ([image: image10.png]


) in the rules list.

Expiration Date 

You can assign an optional expiration date to any custom policy rule. If no date is assigned, the rule is in force until it is deleted. When a rule expires, it will still appear on the list for historical reference.

Attachments

Administrators can create policy rules based upon filenames and file extensions.

Filenames – You can block specific file names from being delivered to your domain. In the Filenames field, type any file name that you wish to block. To block multiple file names, enter one file name per line. 
Use of wildcards is permitted in the Filename filtering field. You can use wildcards that are a single character or multiple characters. The only supported characters for wildcards are question mark (?) and asterisk (*). Examples of these characters are below.

· (?) represents one character, so ac? acts as a wildcard for file names such as ace and act.

· (*) represents multiple characters, so x* matches any file name beginning with the character x.

File Extensions – As a proactive virus protection measure, we recommend that you include exe, vbs, pif, and scr file extensions to the list of files to reject. If you would like to add file extensions, type in the file extensions to reject, separating each with a comma. 

Use of wildcards is permitted in the file name filtering field. You can use wildcards that are a single character or multiple characters. The only supported characters for wildcards are question mark (?) and asterisk (*). Examples of these characters are below. 
· (?) represents one character, so xl? acts as a wildcard for extensions such as xls and xlt.

·  (*) represents multiple characters, so x* matches any extension beginning with the character x.

All password-protected zip files can be blocked or quarantined by adding zip+ to the list of file extensions to be filtered. To quarantine password-protected zip files, contact Technical Support for more information.

Search Zip and Compressed Files

The Search zip/compressed files option on the rule configuration page enables you to block specific extension types when they are located in an archive file that is not password protected. Archive file types that will be examined are: zip, tar, gz, gbz, arj, lha, pkzip, rar, arc, lzh, tgz, z, cab, gzip, ha, jar, lbr, zlib, ark, lzw, amg, bhx, uu, b64. 

Note 
This option does not by default apply to password-encrypted files. Password-encrypted files will continue to come through unless you have inserted zip+ in the file extension filtering field to block password-protected zip files. 

If you do not enable the Search zip/compressed files option, and any file extension that you want blocked is contained in a non-password-protected archive file, the archive file will be scanned for viruses (if your contract includes virus filtering). If no virus is found, the message will not be blocked.

Block All Executable Content

The Block All Executable Content option is available for administrators to block any file attachment that contains executable content, regardless of filename or file type. 

In essence, the file is analyzed by the virus filtering service to determine if it is a binary executable or if it is simply relying on the extension. 

If Block All Executable Content is selected, no binary executable files of any type will be allowed through the system if those files contain any active content that can be executed.

Class ID Extensions

Setting the Class ID Extensions filtering option is recommended as a virus precaution. The CLSID tag is an extended HTML element used to describe the class of a viewable or downloadable document. When used legitimately, it assists the browser in determining which plug-in, active component, or helper application should be used to handle a data object accessed over the Web.

Attachments with a CLSID extension do not show the actual full extension of the file when saved and viewed with Microsoft Windows® Explorer. This allows dangerous file types to look as though they are simple, harmless files (such as JPG or WAV files) that do not need to be blocked. This method may also circumvent attachment checking in some e-mail policy filtering solutions that rely only on file extensions. 

Message/Partial

Enabling partial message blocking means that e-mail messages that use a special header designed to allow e-mails to be split into multiple messages are not allowed. When these files are reassembled on the client, there is the potential to launch a harmful virus. 
Message Parameters for Inbound Filtering

The Message Parameters section of the rule configuration page is where you can set detailed parameters for new policy rules. Inbound filtering options must have been made available by selecting Inbound in the General section of the Add New Rule page. The Message Parameters section included the following fields:

Originating IP address – This can be an IP subnet mask, as well as an IP address. 

· Format for single IP address: ###.###.###.###
Each portion of the IP address may be one to three digits. 

· Format for IP address + subnet mask: ###.###.###.###/## 
Mask should be two digits.

Maximum Recipients – Use this field to specify the maximum number of recipients to which inbound e-mail messages can be sent. This number must be between 2 and 499. Currently, the network-wide recipient limitation for inbound or outbound e-mail is 499 e-mail addresses.

Maximum Size – Use this field to block sending or receiving messages over the specified number of megabytes (MB). Current network-wide size limitation on inbound and outbound messages is 150 MB. Therefore, any message that is 150 MB or greater is blocked by default. 

Enter bytes in the Maximum Size field (not megabytes) to set the allowed message size. For example, the setting to block files larger than 20 MB is entered as 20,971,520.

Sender Domain, Sender Address(es), Recipient Domain(s) – From these fields, you can specify multiple e-mail addresses, domains, and top-level domains to be included in a single rule. Use a comma to separate multiple e-mail addresses, domains, and top-level domain entries (this field acts as an OR statement).

Recipient Address(es) – Setting this policy rule blocks messages sent solely to the specified recipient. Select Absolute and all messages sent to this address will be blocked, even if there are other recipients on the message; no one on the recipient list will receive the message. Administrators can specify multiple e-mail addresses in a single rule. Use a comma to separate multiple e-mail addresses, domains, and top-level domain entries (this field acts as an OR statement).

Message Subject, Message Body – In these fields, you enter words or phrases that are not allowed in the message subject or message body. There are no limits on the number of character allowed.
Message Subject and Message Body matches are phrase-based. For example, if you enter "one two three" into the Message Body field, then to match the rule that you have set, messages must contain that phrase, in that order. A match will not be made on messages that contain these three words sprinkled throughout the message. The three words must appear exactly as they do in the policy rule field. 

If you select the Exact Match check box, the policy filter will only match the exact word that you entered. For example, if you type the word “time” in the Subject, the policy filter will match a subject of “it is time to go,” but not “this is a timely message.”  

You can further refine this rule by selecting Case Sensitive, which is available for both Subject and Message Body fields. 

Note
 You cannot create Allow rules for words or phrases in Subject or Message Body.

Regex Capability – Policy filter Subject and Message Body parameters can accommodate regex. This is helpful for detection of specific patterns. For example, a company may want to write an outbound rule to detect a social security number or credit card pattern in outgoing mail. Using regex, a subject or message body rule can be written as: \d\d\d-\d\d-d\d\d\d. When combined with the Deliver w/BCC action, an administrator can monitor any matching messages, without affecting delivery.

\d    = Matches any single numeric digit

>  .* = Matches any number of any characters

>  . = Matches any single character

>  * = Used after a character, matches repetition of that character

For AND rules, if you enter an IP address and a sender’s e-mail address, for example, the message must meet both criteria before the message is blocked. 

Except for '\d', the '\' character is always matched literally. The characters * . need to be escaped as \* \. to be matched literally. All other characters ? - + [ ] ^ | ( ) = { } ! < > : $ ' / are matched literally and do not need to be escaped. ex: badword.* (matches ‘badword’ or badword + 0 or more characters) ex: \d\d\d-\d\d-\d\d\d\d (matches 3 digits, a dash, 2 digits, a dash, and 4 digits, which could be a Social Security Number).
Blocked Character Sets – Setting this feature blocks character sets other than English. By blocking a character set such as Cyrillic, the filter will bounce any message sent to your domain that contains Cyrillic characters. 

If you block a character set, this will affect all e-mail sent that includes the blocked character set, not just spam e-mail.

By default, all available character sets are allowed. To block individual character sets, double-click the character. This will move the character set to the Blocked box. 

Rule Comment 

A comment field is available per rule and is displayed with the rule. Maximum length of the comment is 128 alphanumeric characters. Comments are helpful when there are multiple administrators creating rules, or when rules are created in response to a specific issue.
Outbound Policy Filtering

For domains using outbound services, administrators can enforce outbound policy filtering of message extension type, Class ID, attachment file name, maximum message size, maximum recipients, sender address, sender domain, sender top level domain, recipient address, recipient domain, message subject, and message body. Administrators also have the option to block all outbound executable content.

Create Outbound Rule

Outbound filtering options are available by selecting Outbound in the General section of the Add New Rule page. The screen will refresh, and Action parameters available for setting outbound rules now include Reject, Redirect, Deliver with BCC, Encrypt (if you subscribe to the Encryption  E-Mail service), and Forced TLS. Policy rules can be set for outbound filtering that apply across all domains (an organization rule) or across a single domain (domain-specific rule).
Reject – Rejects messages based on the parameters outlined. These rules will be tagged with a red stop icon ( [image: image11.png]


  ) in the rules list.
Redirect – Allows outbound messages that match the parameters outlined to be redirected to a new e-mail address. The original recipient will not receive the message. If messages are redirected, the new recipient will be able to view the original addressees if they are included in the To: header of the message. These rules will be tagged with a bent arrow icon ( [image: image12.png]


 ) in the rules list.
Deliver with BCC – Allows outbound messages that match the parameters outlined to be delivered to the intended recipient with a blind copy to a new e-mail address. 

Any message using this BCC function will add one message to the delivery report. These rules will be tagged with a person icon ( [image: image13.png]


) in the rules list.
In the Administration Center, you can create BCC policy rules. When using the BCC action for outbound policy rules, you can specify originating IP addresses, sender domains, and sender e-mail addresses as a parameter.

Encrypt – Encrypts messages upon sending. Rules can be set to encrypt outbound mail based upon subject keywords, message keywords, or common expressions, as well as sending and receiving domain, or e-mail address. Encrypt rules will be tagged with a yellow lock ( [image: image14.png]


 ) icon in the rules list.
Forced TLS—Enforces transport layer security (TLS) between your outbound service and your recipient’s messaging environment. When enabled, the Forced TLS outbound rule applies to all outgoing e-mail and is enforced across your entire domain.  Encrypt rules will be tagged with a blue lock ( [image: image15.png]


 ) icon in the rules list.
Important

If the recipient certificate is expired, self-signed, or invalid, the TLS connection will not be established and the message will be deferred. 

If a TLS connection cannot be established between your outbound services and the recipient’s messaging environment, the message will go into deferral for 24 hours. If delivery of the message fails, then a bounce message will be sent to the sender. 

If any recipient on the e-mail message is subject to the Forced TLS policy, then the entire message will be transmitted using Forced TLS.
Expiration Date 

You can assign an optional expiration date to any custom policy rule. If no date is assigned, the rule is in force until it is deleted. When a rule expires, it will still appear on the list for historical reference.

Message Parameters for Outbound Filtering

You can set detailed parameters for new policy rules on the Message Parameters section of the Add New Rule page. Outbound filtering options are available by selecting Outbound in the General section of the Add New Rule page.

Recipient Domain(s), Recipient Address(es) – Depending on the action set (Reject, Redirect, or Deliver with BCC), you can include multiple domains and e-mail addresses in a single rule. Use a comma to separate multiple domains and addresses (this field acts as an OR statement).

Recipient Address(es) – Setting this policy rule blocks messages sent solely to the specified recipient. Select Absolute and all messages sent to this address will be blocked, even if there are other recipients on the message. In other words, no one on the recipient list will receive the message. Administrators can specify multiple e-mail addresses in a single rule. Use a comma to separate multiple e-mail addresses, domains, and top-level domain entries (this field acts as an OR statement). 

Setting the Encrypt policy rule will encrypt messages sent solely to the specified recipient unless Absolute is selected. If you select Absolute for Encrypt, all messages sent to the specified address will be encrypted, even if there are other recipients on the message.

Recipient Domain – Setting the Encrypt policy rule will encrypt all messages destined for a specific Recipient Domain.

Message Subject, Message Body – In these fields, you enter words or phrases that are not allowed in the Message Subject or Message Body. There are no limits on the number of character allowed.
Message Subject and Message Body matches are phrase-based. For example, if you enter "one two three" into the Message Body field, then to match the rule that you have set, messages must contain that phrase, in that order. A match will not be made on messages that contain these three words sprinkled throughout the message. They must appear exactly as they are in the policy rule field. 

If you select the Exact Match check box, the policy filter will only match the exact word that you entered. For example, if you type the word “time” in the Subject, the policy filter will match a subject of “it is time to go,” but not “this is a timely message.”  

You can further refine this rule by selecting Case Sensitive, which is available for both Subject and Message Body fields. 

Note 
You cannot create Allow rules for words or phrases in Subject or Message Body.

Regex Capability – Policy filter Subject and Message Body parameters can accommodate regex. This is helpful for detection of specific patterns. For example, a company may want to write an outbound rule to detect a social security number or credit card pattern in outgoing mail. Using regex, a subject or message body rule can be written as: \d\d\d-\d\d-d\d\d\d. When combined with the Deliver w/BCC action, an administrator can monitor any matching messages, without affecting delivery.

\d    = Matches any single numeric digit

>  .* = Matches any number of any characters

>  . = Matches any single character

>  * = Used after a character, matches repetition of that character

For AND rules, if you enter in an IP address and a sender’s e-mail address, for example, the message must meet both criteria before the message is blocked. 

Rule Comment 

A comment field is available per rule and is displayed with the rule. Maximum length of the comment is 128 alphanumeric characters. Comments are helpful when there are multiple administrators creating rules, or when rules are created in response to a specific issue.

Search

You can search policy rules by inserting full or partial text. The search function scans across all rule parameters and returns any results found within any domains, as well as in organizational-level policy rules, for the entire organization.

Notifications 

In the Notifications section of the Add New Rule page, you can set bounce messages that will be sent by the system to the intended recipient of a message that violates a policy rule, as well as to the sender of the message and the administrator. When you enable bounce message, a default bounce message will be sent or you can customize the message on a per-rule basis. 

To view an example of a generic bounce message, see the Help section at the top of the Add New Rule page. 

Send Bounce

Select the Send Bounce check box to send a bounce message to the sender of a message that violates a policy rule.

Once you enable the Send Bounce option, fill in the fields you wish to customize or enable:  

· Bounce Subject — Customizes the subject of the message that will be mailed to the sender of e-mail rejected by the policy filter.

· Bounce Text — Customizes the message text that will be mailed to the sender of the e-mail rejected by the policy filter. 

· Admin Address — Sends a copy of the bounce message to the administrator. Enter a single e-mail address to which a copy of the bounce message is to be sent. The e-mail address may be from any domain within the organization.

· Bounce From — Sets the e-mail address that the bounce notification will come from. Example: From Policy Filter<postmaster@contoso.com>.

Turning on Bounce Messages for the Recipient
Click Notify Recipient to turn on a bounce message that will be sent to the recipient of the message that violates an individual policy rule. Once you enable the Send Notification option, fill in the fields you wish to customize or enable.  

· Notification Subject — Customizes the subject of the message that will be sent to the recipient of e-mail rejected by the policy filter.

· Notification Text — Customizes the message text that will be sent to the recipient of e-mail rejected by the policy filter.

· Bounce Address — Sets the e-mail address that the bounce notification will come from. Example:  From Policy Filter<postmaster@contoso.com>)
Encrypted E-Mail
If your organization subscribes to the Encrypted E-Mail service, your users can send and receive encrypted e-mail directly from their desktops in the same manner as regular e-mail, with no need to use a Web service. 

Encryption is policy-based. Messages are encrypted at the gateway based on policy rules that you have set. Zero Download Messenger (ZDM) enables secure, Web-based decryption and encrypted replies for any recipient of Encrypted E-Mail. Managed key server eliminates the need for certificate maintenance. 

When you set the Encrypt rule action on the Policy Filter page for outbound mail, e-mail messages sent by users in the organization can be encrypted automatically based upon rule matching by subject and message keywords, regular expressions, sending and receiving e-mail address, and domains. 

For more information about creating outbound Policy rules, see the Policy Filter section of this documentation.

Receiving and Replying to Encrypted Messages
Recipients of e-mail sent using the Encryption E-mail service will use the Zero Download Messenger (ZDM) to access and view these messages. Zero Download Messenger allows users to view and reply to EHS encrypted messages.

The first time a user reads an encrypted e-mail message, the user is required to create a new account and password for authentication purposes.  All subsequent requests to read encrypted e-mail messages will prompt the user for his or her unique password for authentication.  
 To open e-mail messages using the Zero Download Manager

18. Open the secure e-mail message as you would any normal message.
19. Open the HTML attachment included in the secure e-mail. An internet browser will open.

20. Enter your password.

21. Read the message.

22. After reading a message, simply click the Reply or Reply All button to reply securely within the ZDM.

Directory Services Page
The Hosted E-mail Filtering service processes by default messages sent to any SMTP address within your domain. The Directory Services feature enables you to pre-screen messages coming into the domain, before they are subject to further processing. 

You use Directory Services to upload a list of approved user e-mail addresses in the Hosted E-mail Filtering Service Administration Center, through Secure File Transfer Protocol (SFTP), or by using the Directory Synchronization Tool. When incoming mail arrives, the address is compared against this domain user list. If the recipient address is on the list, the e-mail is then processed according to settings assigned by the administrator to the user account. If the address is not on the list, the e-mail is rejected.
To help you automatically and regularly update the approved user e-mail address list, the Hosted Filtering service provides both a dedicated Secure FTP site where you can upload your configuration file and a Directory Synchronization Tool that automatically synchronizes your on-site e-mail address list with your hosted services.  

Subscribers to Directory Services can choose from five Directory Services options that will be applied to the list of e-mail addresses. An account needs to be configured with permission to Directory Services in order to edit or change the settings on the Directory Services tab, or to upload a list for Hosted Filtering. 
The Accounts section of the Administration Center documentation describes the following Directory Services options:

· Reject

· Pass Through
· Reject Test
· Group Filtering

· Intelligent Routing

Administration Center Interface for Directory Services

There are three ways to add approved user e-mail address lists to your domain:

· Use the Administration Center to Upload a list of e-mail accounts, or add e-mail addresses manually to the accounts section of the Administration Center. 

· Upload a list of Directory Services accounts to a directory on the FTP site, using Secure FTP.
· Use the Directory Synchronization Tool to automatically maintain the e-mail account list on a schedule that is specified by the tool.

Notes

Directory Services and the “Catch-all” Feature. The Directory Services feature is incompatible with catch-all domains, which are designed to receive all messages not addressed to a specified recipient or subdomain name. All domains and recipient e-mail addresses must be explicitly created in the Administration Center or by uploading account lists.  

Directory Services and Non English Character Sets in Upload Lists. You can use only English characters in Directory services upload lists.
Change Directory Services Upload Modes
You can switch between Administration Center mode, Secure FTP, and Directory Synchronization Tool mode in order to perform a Directory Services upload. However, there are a few issues to bear in mind when you do this:

· If you are moving to SFTP mode, you must first contact Customer Support and request the change.

· When switching modes, the Directory Services lists loaded by SFTP and the Directory Synchronization Tool are not deleted and must be overwritten in order to update the user lists. All Directory Services users loaded from the Admin Center will be deleted when changing to either of the other two modes. This means that if you upload the user account lists through the Administration Center and then switch to SFTP, all existing user accounts will no longer be used for Directory Services filtering, effectively disabling edge blocking of the filters you have applied to your domains.
Monitor Page

The Monitor page is where you set up notifications for a situation in which your e-mail is being deferred by the filtering service. 

Add New Monitor
You can set up multiple SMTP addresses to receive e-mail notifications of delivery delays for e-mail destined for your domain. Each entry can have its own individual threshold settings. To set up multiple monitors, follow the procedure below for each monitor (one monitor at a time).

 To add a new monitor

23. On the Monitor page, click the Add New Monitor link. 


24. Select Enable (next to Deferral Monitoring) to activate notification of any deferrals. 
25. In the Deferral Threshold field, enter the number of e-mail messages that can be queued before you are sent notification. 

26. Enter the Contact Email address of the person to be notified. Be sure the e-mail address is from a domain that is not using our service. Examples include a cell phone that accepts text messages, a pager, or a Hotmail® account.
Accounts Page

The Accounts page is where you create and administer individual user accounts, and add new administrators. 

To access the Accounts page, on the Administration menu of the Admin Center, click Accounts, or click on the Accounts icon on the Organizations page.

If you are using the Spam Quarantine spam filtering option and are allowing users to log on to this interface, you will notice that the Accounts page automatically populates as users log on to their Spam Quarantine accounts for the first time. 

Note 
If you choose to create a Spam Quarantine account manually, the First Time? link on the Spam Quarantine page will not send a password to the user. If users are not granted access to log on to Spam Quarantine or a user does not wish to do so, you can force the creation of Spam Quarantine accounts for administrator use. 
Create and Manage User Accounts
To create a new user account

27. On the Accounts page, select Create/Manage account(s) from the drop-down menu, and then click Go.

28. Select the domain for the new account from the drop-down list. Click Go.

29. On the next screen, use Select Account Type to select the type of account you wish to create. 

30. In Select Action, specify if you want to Add to existing accounts or Replace all existing accounts.

31. Type the addresses for the accounts you wish to create, or use Browse to upload them from a list. If you upload from a list, the correct format is a text file with one e-mail address per line. 
32. (Optional) When you first create an account, you can opt a user out of Spam Filter (after completing the first step of the process on the Spam Filter page). You can also turn off notifications for these new accounts or set a common password.
33. Click Create Accounts to complete this process. You can view the user’s account by signing in to your Spam Quarantine mailbox (as a Quarantine administrator) at http://spam.frontbridge.com, and clicking Open another account. 
For additional information see the Spam Quarantine section of this document.
View Individual Accounts for Editing

 To view and edit individual accounts

34. On the Accounts page, click the Accounts tab.

35. In the Search field, type the domain for the specific user account, and then click Search. The first 10,000 accounts for the specified domain will be returned.
36. Click the e-mail address of the user account that you wish to edit. The user’s account page is now available to be modified.

37. When your modifications are complete, click Save Changes.
Edit End-User Settings
When you open a user’s account page, you can modify that individual’s settings. These settings include setting Spam Quarantine passwords, disabling Spam filtering, Spam notifications, Virus filtering, and Policy filtering at the user level (provided that you have enabled the Notification option at the domain level). You can also add permissions and disable the account. 
For Mailbox Services Customers only, these additional features will appear:

· E-mail Address

· E-mail Aliases

· Forwarding – Forwards the user’s mail to another account.

· Auto-Responder – Sends an auto-response e-mail to every person who sends an e-mail to this account.

· Keep Copy – Keeps a copy of the user’s e-mails on the server at all times.

Edit Allowed IP Addresses
You can restrict access to the Administration Center for each of your individual Administrative accounts by using the Edit Allowed IPs feature. This is considered an additional security feature. If you choose to use this feature, enter the IP addresses that your administrators are permitted to log on from. If they attempt to log on from an IP address not on their list of approved IP addresses, they will see an error message that advises them to contact their administrator.
Create Administrators

Administrative permissions are granular. Access can be set at an Organization level (all domains) or at the Domain level (one or several domains). Select one or the other by clicking domain or company. 
 To add permissions for an individual user

38. In the Administrative Permissions area of the Accounts page, click Add Permission at the bottom of the table.

39. From the drop-down list that appears, specify the areas of the Admin Center to which the new administrator should be granted access. Permissions will need to be created for each section. 
For example, to allow access to View Reports and Manage Domains only, two permission settings will need to be assigned to that user—one for each section of the Admin Center. 

Note 
If you are using the Spam Quarantine option to manage your spam and want the newly created administrators to help manage Spam Quarantine user accounts, you must add Spam Quarantine/Quarantine as an additional permission. 

If you are using Directory Services, you must also add the Directory Service permission to be able to add and manage Directory Services users.

40. You may give each of your new administrators, read-only access, or read and write (full) access. You can also restrict permissions by selecting None. 
Edit Permissions

You can edit the permissions of an existing administrator. Simply click the Edit link to the right of the permission in the administrator’s account. 
Directory Services Options

There are five Directory Services options that an Administrator can choose from. The options are as follows:

Pass Through

Reject Test

Reject

Group Filtering

Intelligent Routing
Each Directory Services option can be enabled through controls in the Administration Center or by creating a Secure FTP management file. The following sections describe each Directory Services format and how to enable them for your service. 
Use the Administration Center to Upload Address Lists

In the Administration Center–based upload, you specify lists of e-mail addresses by uploading one address-list file per domain, with a UI setting to specify the appropriate type.   

Each file to be uploaded should be in simple text format with one e-mail address per line.  There is no maximum length restriction imposed on the file name and the file name does not have to follow a specific naming convention, except that the name must be suffixed with .txt. The user list should include all valid e-mail addresses, distribution lists, and aliases for the domain.  

An example of the .txt file format is as follows:  

User1@alpineskihouse.com 
User2@alpineskihouse.com 
User3@alpineskihouse.com 
Upon file upload in the Administration Center, the list is validated and addresses are inserted into the user database. Replication is scheduled to run every 15 minutes. As soon as replication is complete, the user lists are used immediately within mail processing and filtering.
Use the Secure FTP Site to Upload Address Lists

You need a valid User ID and Password in order to access to the Secure FTP site and upload your user lists. The User ID and Password for the Secure FTP site are different from those used by the Administration Center for authentication, and you must request them through Technical Support.   

Each customer will be allocated a single user ID which is used for the entire organization;    users must contact Technical Support for password changes.  

The Secure FTP site is at sftp.frontbridge.com. You can connect to this site only on port 22, either manually or automatically by using a script.  

Sub-Directory Structure

You are not granted shell access to the Secure FTP site, and you can upload, download, and delete files only within the allocated directory structure.   

You must upload a list of e-mail addresses for any domain for which one of the Directory Services options needs to be specified. When you use the Administration Center–based upload, this is achieved through the upload of one file per domain, with a UI setting to specify the appropriate Directory Services option. For the Secure FTP method, a special tag in the file indicates the Directory Services option.

Table 1 compares the Administration Center–based upload and the Secure FTP upload of address lists files.
Table 1: Comparison between Administration Center–based and Secure FTP-based Uploads

	Feature
	Administration Center Upload
	Secure FTP Upload

	One domain per file?
	Yes
	Yes

	Multiple domains per file?
	No
	Yes

	Multiple files per domain?
	No
	No

	Multiple options per domain?
	No
	No

	How to specify option (Pass-Through / Reject / Reject-Test)
	By adding the accounts via manual upload or by single account in the Accounts section of the Administration Center and specifying type by selecting from the drop-down type list
	Tag in upload file specifies type


Note

Only one Directory Services option can be specified per domain. Only one of the three options (Pass Through, Reject, or Reject Test) can be used at any given time for any given domain.     

These options (Pass Through, Reject, or Reject Test) do not apply to virtual domains.  E-mail will be processed for all e-mail addresses included in an upload list for a virtual domain according to the settings in the Administration Center for that virtual domain. If e-mail is received for an address which is not listed in the upload list for a virtual domain, it will be processed according to the settings (and the Directory Service option being used) for the parent domain.  

There may not be multiple files given for any one domain.

Domains using different options (Pass Through, Reject, or Reject Test) may not be combined in the same file.

There may be one domain per file.

There may be multiple domains merged into the same file, if they use the same option (one of Pass Through, Reject, or Reject Test).

Multiple files can be placed in each directory. 

When you replace a previously uploaded list for a domain, in order to avoid inadvertently leaving multiple files in the sub-directories for a single domain you must do one of the following:

Re-use the same file name each time for that domain 

Delete any existing files for that domain before uploading a newer version

You can upload files as often or as infrequently as you want. Each file for a domain should be a complete user list.
File Replication Schedule

When you upload a file into the Secure FTP directory, a script automatically validates the file. After the file has been validated it is parsed and copied to a central location for replication across the network. Replication occurs every 15 minutes; as soon as replication is complete, the user lists are used within mail processing and filtering.

File Validation Checking

A number of validation checks are carried out on each file that that you upload using the Secure FTP method before the file is accepted and used within mail processing. 

Note 

If the upload process takes more than five minutes to complete, and the #END_OF_FILE tag has not appeared within that time, then the file will be not be accepted.  

Following a successful file upload (including the #END_OF_FILE tag), the file may also be rejected if any of the following are included within the file:
Invalid domain: Addresses whose domain part is not a domain listed in the Administration Center for this organization (note that Directory Services does not currently support the “catch-all” feature)

Duplicate domain: A domain listed twice in the same file

Invalid group: Not a valid virtual domain with #GROUP – GROUP-ONLY tag

Duplicate group: A virtual domain listed twice in the same file

Invalid e-mail address: An RFC non-compliant e-mail address listed

Address not in domain: An e-mail address that does not belong to the specified domain 

Non-English characters: An e-mail addresses must not contain non-English characters
If the validation script encounters any of the above errors, the list will not be processed. In this case, the validation script takes the first domain listed in the upload file, checks for the administrator e-mail address for that domain specified in the Error Notification Email Address field on the Directory Services tab in the Administration Center, and sends an error notification e-mail to the administrator.
File Format for Secure FTP Upload

Your files should be in simple text format, with one e-mail address per line. There is no maximum length restriction imposed on the file name, and the file name does not have to follow a specific naming convention except that the name must be suffixed with .txt.
Specify the Directory Service Option

The first line of each file must be a tag that specifies which Directory Services option (Pass-Through, Reject, Reject-Test, or Grouping) the file is being used for. All e-mail addresses in the file that follow this tag will be subject to the same option. 
The tag must be one of the following:
Pass-through: 
#PASS-THROUGH

Reject-Test: 
#REJECT-TEST-MODE

Reject: 

#REJECT

Group Filtering:
#GROUPING

Intelligent Routing:  #GROUP <virtual domain name> GROUP-ONLY.
Specify Domains
The specified user list must be preceded by a tag indicating the domain to which these users belong, in the form #DOMAIN <domain name>. E-mail addresses should be grouped following the domain that they belong to, on successive lines, with one entry per line.  

The domain part of all e-mail addresses that follow the #DOMAIN tag must be the same as the domain specified in the #DOMAIN tag, as follows:

#DOMAIN alpineskihouse.com 

rmohrman@alpineskihouse.com 

jarnold@alpineskihouse.com 

If you want to specify multiple domains in the same file, they can be sequentially listed in any order, each with its corresponding user list immediately following it:
#DOMAIN alpineskihouse.com 

rmohrman@alpineskihouse.com 

jarnold@alpineskihouse.com 

#DOMAIN contoso.com 

dribaute@contoso.com 

mkhalili@contoso.com 

dpelton@contoso.com 
Specify Virtual Domains (Group Filtering)
User lists in virtual domains must be listed in the same file as the parent domain, following the user list of that parent domain. Specify each virtual domain with the tag #GROUP <virtual domain name> GROUP-ONLY. Enter each e-mail address that belongs to a virtual domain as an address in the form <local part>@<domain-part-of-parent-domain>:

#GROUP marketing.alpineskihouse.com GROUP-ONLY 

rmohrman@alpineskihouse.com 

jarnold@alpineskihouse.com 

mkhalili@alpineskihouse.com

Each virtual domain must be explicitly listed as a domain in the Administration Center.   
Note 
A domain becomes a virtual domain if it has a value selected in the “Parent Domain” field on the Main tab for that domain in the Administration Center.  Also, custom footers are applied on parent domains only and cannot be applied to virtual domains. 

End of File Tag
The last line of each upload file must also use a special tag to signify the end of the file:

#END_OF_FILE
Enable Directory Services Options

The following sections will explain how to implement each of the directory services modes through the Administration Center user interface or by using the Secure FTP Web site. Each description also includes examples for Administration Center and Secure FTP upload. Examples are based on a fictional organization called alpineskihouse.com: 

Rmohrman, Jarnold, and Mkhalili are in the sales group of Alpineskihouse.com 

Luisb, Dpelton, and Drichardson are in the marketing group

Rking, Jlow, and Aludick work in the Helpdesk Services business unit of Alpineskihouse.com 

The Sales and Marketing groups both have alpineskihouse.com e-mail addresses

The HelpDesk Services business unit has its own e-mail domain, alpineskihousehelpdesk.com

Alpineskihouse.com has the following e-mail domains in DNS: alpineskihouse.com,  alpineskihousehelpdesk.com
Pass Through

Pass Through mode allows the administrator to specify a subset of users that will be used to test the service. Pass Through is a Directory Services list of users that will be filtered by the Message Switch; e-mail to all other SMTP addresses not on the list will be delivered directly without passing through the message filtering system. 
Figure 7 shows the message flow when Pass Through is enabled.
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Figure 7. Message flow diagram with Pass Through enabled
Enable Pass Through with the Administration Center

You set up the Pass Through option on the Accounts page, which then uploads the specified user list. Changes will then be reflected on the Directory Services page. 

The user list file that you upload for the Pass Through setting must be in plain text file format. The following example shows how to format the user list in.txt file format:  

User1@alpineskihouse.com 

User2@alpineskihouse.com 

User3@alpineskihouse.com
  To enable Pass Through 
41. In the Administration Center, on the Accounts page, select Create/Manage account(s) from the drop-down menu, and then click Go.

42. On the Manage Accounts page, Select the applicable domain from the drop-down list, and then click Go.

43. On the next screen, from the Select Account Type drop-down menu, select Directory Services Pass Through account(s).

44. To upload your user list, click the Browse button, locate your user list file, and then click Create Accounts. This user list should include only the e-mail addresses, and distribution lists whose messages will be filtered for the specified domain.

45. Once the file is uploaded, a script process runs that validates the list it against the last list uploaded for the domain, creates a database file, and moves the file to a central location for replication to our network. The replication schedule is every 15 minutes. 

46. Go to the Directory Services page, for Enter Notification E-mail Address enter a notification e-mail address to receive e-mail the upload fails, and then click Update Data. This e-mail address must be in the same domain as the user list. 
The following Directory Services fields are now updated, and display the new data: 

Number of Addresses

Last Modified (date and time of upload in Universal Coordinated Time - UCT)

Last Updated By (e-mail address of the administrator)

If any addresses fail, you will see the first failed address in the user interface. You must correct the address and re-upload the user list. Repeat this process until all failed addresses have been corrected.
Enable Pass Through Using Secure FTP Upload

To enable Pass Through using Secure FTP upload, you must first build a user list text file. The user list must include only the e-mail addresses, distribution lists and aliases of end users that will be “opted in” to the service for the domain; only e-mail for these recipients will be filtered.   
As an example, Alpineskihouse.com wishes to filter e-mail for the Sales and Marketing groups, without affecting mail to other business units. The upload file would contain only the e-mail addresses and aliases of the users from Marketing and Sales, who are being “opted-in” for the service:

#PASS-THROUGH

#DOMAIN alpineskihouse.com 

rmohrman@alpineskihouse.com 

jarnold@alpineskihouse.com 

mkhalili@alpineskihouse.com 

luisb@alpineskihouse.com 

dpelton@alpineskihouse.com 

drichardson@alpineskihouse.com 

#END_OF_FILE

Once you have successfully uploaded the file using Secure FTP, a script process runs that picks up the file and validates it for correct formatting and syntax.  If no errors occur, the script creates a database file and moves the file to a central location for replication to our network.  The replication schedule is every 15 minutes. 

Once replication of the uploaded file is complete, mail for Rmohrman, Jarnold, mkhalili, Luisb, Dpelton and Drichardson will be filtered and delivered according to the settings in the Administration Center for alpineskihouse.com. All other e-mail messages will pass through unfiltered.
Additional Information About Pass Through Mode
The uploaded list must contain only the e-mail addresses for which mail should be filtered.  Mail to all other SMTP addresses not on the list will be delivered directly without passing through the message filtering system. 

Test

In Test mode, any message received for a recipient that is included on the user list will be processed according to the domain’s settings. All e-mail for recipients not on the user list is redirected to a separate e-mail address after filtering. 

This is a test function designed to be used for a short period of time. Its purpose is to validate accuracy of the user list. 

As shown in Figure 8, when a message is received for a recipient that is not included on the user list, that message will be processed according to the domain’s settings, and then delivered to the redirect e-mail address specified in the Administration Center for the test. 
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Figure 8. Message flow in Test mode
Enable Test Mode Using the Administration Center

The last e-mail address on the uploaded address list is used for the test mode redirection. Any messages sent to users who are not listed for the domain are delivered to this address.

Because this is the last address in the list, every time you upload a user, you must re-add the address of the person who is to receive the redirected mail.
An example of the plain text file format for the Reject Test option is:  

User1@alpineskihouse.com 

User2@alpineskihouse.com 

User3@alpineskihouse.com 

In this example, all e-mail for users not on the list is redirected to user3@alpineskihouse.com.
  To enable Directory Service Test Mode accounts

47. In the Administration Center, on the Accounts page, select Create/Manage account(s) from the drop-down menu, and then click Go.

48. On the Manage Accounts page, Select the applicable domain from the drop-down list, and then click Go.

49. On the next screen, from the Select Account Type drop-down menu, select Directory Services Test Mode account(s).

50. To upload your user list, click the Browse button, locate your user list file, and then click Create Accounts. This user list should include only the e-mail addresses, and distribution lists whose messages will be filtered for the specified domain.

51. Once the file is uploaded, a script process runs that validates the list it against the last list uploaded for the domain, creates a database file, and then moves the file to a central location for replication to our network. The replication schedule is every 15 minutes. 

52. Go to the Directory Services page, and for Enter Notification E-mail Address, enter a notification e-mail address to receive e-mail the upload fails, and then click Update Data. The e-mail address must be in the same domain as the user list. 
The following Directory Services fields are updated, and will display the new data: 

Number of Addresses

Last Modified (date and time of upload in Universal Coordinated Time - UCT)

Last Updated By (e-mail address of the administrator)

If any addresses fail, you will see the first failed address in the user interface. You must correct the address and re-upload the user list. Repeat this process until all failed addresses have been corrected.
Enable Test Mode Using Secure FTP Upload

To enable Test mode using Secure FTP upload, you must first build a user list text file. The user list must include only the e-mail addresses, distribution lists, and aliases of end users that will be filtered and processed as normal for the domain. The last e-mail address on the uploaded address list is used for the test mode redirection. Any messages sent to users who are not listed for the domain are delivered to this address.

As an example, Alpineskihouse.com Inc wishes to filter mail for users at its Helpdesk Services business unit, but needs to verify that the regular upload process includes all e-mail addresses for that team.  A special mailbox has been set up (unlisted@alpineskihousehelpdesk.com) to accept mail that is sent to addresses not included on the upload list. 

An example of the upload text file format for the Reject Test option is:
#REJECT-TEST-MODE

#DOMAIN alpineskihousehelpdesk.com 

rking@alpineskihousehelpdesk.com 

jlow@alpineskihousehelpdesk.com 

aludick@alpineskihousehelpdesk.com 

unlisted@alpineskihousehelpdesk.com

#END_OF_FILE
Once you have successfully uploaded the file using Secure FTP, a script process runs that picks up the file and validates it for correct formatting and syntax. If no errors occur, the script creates a database file and moves the file to a central location for replication to our network.  The replication schedule is every 15 minutes. 

Once replication of the uploaded file is complete, mail for all e-mail addresses for alpineskihousehelpdesk.com will be filtered according to the settings in the Administration Center for the alpineskihousehelpdesk.com domain. Filtered mail to Harry, Hugh, and Heidi will be delivered to the mail servers listed in the Administration Center for alpineskihousehelpdesk.com. Filtered mail to all other addresses on this domain will be redirected to the mailbox unlisted@alpineskihousehelpdesk.com. 
Additional Information About Test Mode

The uploaded list should contain all the e-mail addresses for which mail should be filtered.  

E-mail to all other addresses will be filtered first, the cleaned e-mail will then be sent to the e-mail server listed in the Administration Center for the domain. It will not be delivered to the original intended recipient; it will be redirected instead to the last e-mail address listed in the upload file.   All e-mail redirected in this manner will retain the original Sender and Recipient information in the message headers for further examination by an Administrator.    
Reject

In Reject mode, all e-mail addresses (spam and legitimate mail) not included on the list of e-mail addresses associated with the specified domain are rejected at the network perimeter. If a message is received that is addressed to a recipient who is not included on that domain’s user list, the sender will receive a 554 error message. 

When a recipient is included on the user list for the domain and a message is received, the message will be processed according to that domain’s settings. 
Figure 9 shows the message flow for the Reject option.
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Figure 9. Message flow in Reject mode
Enable Reject Using the Administration Center

You set up Reject mode on the Accounts page, which then uploads the specified user list. Changes will then be reflected on the Directory Services page. 

The user list file that you upload for the Pass Through setting must be in plain text file format. The following example shows how to format the user list in.txt file format:  

User1@alpineskihouse.com 

User2@alpineskihouse.com 

User3@alpineskihouse.com
  To enable Reject mode
53. In the Admin Center, on the Accounts page, select Create/Manage account(s) from the drop-down menu, and then click Go.

54. On the Manage Accounts page, Select the applicable domain from the drop-down list, and then click Go.

55. On the next screen, from the Select Account Type drop-down menu, select Directory Services Reject account(s).

56. To upload your user list click the Browse button, locate your user list file, and then click Create Accounts. This user list should include only the e-mail addresses, and distribution lists whose messages will be filtered for the specified domain.

57. Once the file is uploaded, a script process runs that validates the list it against the last list uploaded for the domain, creates a database file and moves the file to a central location for replication to our network. The replication schedule is every 15 minutes. 

58. Go to the Directory Services page, and for Enter Notification Email Address enter a notification e-mail address to receive e-mail the upload fails, and then click Update Data. This e-mail address must be in the same domain as the user list. 

The following Directory Services fields are now updated, and display the new data: 
Number of Addresses

Last Modified (date and time of upload in Universal Coordinated Time - UCT)

Last Updated By (e-mail address of the administrator).
If any addresses fail, you will see the first failed address in the user interface. You must correct the address and re-upload the user list. Repeat this process until all failed addresses have been corrected.

Enable Reject Using Secure FTP Upload

To enable Reject mode using Secure FTP upload, you must first build a user list text file. The user list must include all legitimate e-mail addresses, distribution lists and aliases of end users for the domains listed.    

As an example, Alpineskihouse.com has verified the complete set of users in the HelpDesk Services business unit, and wishes to reject mail sent to any other e-mail address. The file must contain all the legitimate e-mail addresses for HelpDesk Services:

#REJECT

#DOMAIN alpineskihousehelpdesk.com 

rking@alpineskihousehelpdesk.com 

jlow@alpineskihousehelpdesk.com 

aludick@alpineskihousehelpdesk.com 

#END_OF_FILE

Once you have successfully uploaded the file using Secure FTP, a script process runs that picks up the file and validates it for correct formatting and syntax.  If no errors occur, the script creates a database file and moves the file to a central location for replication to our network.  The replication schedule is every 15 minutes. 

Once replication of the uploaded file is complete, mail for rking, jlow and aludick will be filtered and delivered according to the settings in the Administration Center for alpineskihousehelpdesk.com.   All other e-mail will be returned to the sender with a “550” error.
Note 

The upload list must contain all legitimate e-mail addresses, distribution lists and aliases of end users for the domain(s) listed.  Mail to all other addresses for the domain(s) listed will be rejected and returned to the sender. 

Group Filtering

Group Filtering mode provides the ability to have a unique set of inbound filtering rules for different groups of users, even if all the users in that group share the same domain. For example a marketing department may have different filtering rules than a user support department.  

Figure 10 shows the message flow when Group Filtering is enabled.
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Figure 10. Message flow with Group Filtering enabled
Enable Group Filtering with the Admin Center

You set up the Group Filtering option on virtual domains. You need to create a virtual domain for each group that will be separately filtered.

The virtual domain user list must be a subset of the parent domain user list.  An example of the .txt file format for the Group Filtering option for the virtual domain hr.alpineskihouse.com is as follows:  

User1@alpineskihouse.com 
User2@alpineskihouse.com 
User3@alpineskihouse.com 
In addition, the virtual domain user list should include only the e-mail addresses, distribution lists and aliases of end users that will be filtered and processed by that group’s settings (i.e. the settings associated with hr.alpineskihouse.com).  If a message is received for a recipient that is not included on the virtual domain’s user list then the message will be processed according to the parent domain’s settings.  
 To enable Group Filtering mode in the Administration Center
59. In the Administration Center, on the Organizations page, select Add/create a domain (virtual domain) from the drop-down menu, and then click Go. An example would be mkt.alpineskihouse.com. You may specify inbound mail server IP addresses for each virtual domain at this time.



60. On the Main tab of the Domains section of the Administration Center, convert the domain you created to a virtual domain by parent association.  In the Parent Domain drop-down list you can select from any domain eligible to be a parent domain.  

Note
Domains with Directory Services Pass Through or Reject Test modes cannot be parent domains.

61. Enable the Deliver to original address in parent domain so that mail for users in this virtual domain will be routed to the IP address specified of the parent domain.  The alternative is to use Intelligent Routing, in which case you leave the Deliver to original address in parent domain unchecked and Intelligent Routing will send or deliver mail for users in the virtual domain to the IP of the virtual domain.  

62. Click Update Domains. (You will now be returned to the Organizations page.) 

63. Go to the Accounts page, click Create/Manage Account(s).

64. Select your virtual domain from the drop-down list. 

65. To upload your user list for the virtual domain, click the Browse button, locate your file (plain text format only), and then click Update Domain. 
This virtual domain user list must be a subset of the parent domain user list. You cannot have an e-mail address in more than one virtual domain.
Upon file upload in the Administration Center, a script process runs that picks up the most recent data, validates it against the last list uploaded for the domain, creates a database file, and moves the file centrally for replication to our network. The replication schedule is every 15 minutes. 

66. Go to the Directory Services page, and for Enter Notification Email Address enter a notification e-mail address to receive e-mail the upload fails, and then click Update Data. This e-mail address must be in the same domain as the user list. 

The following Directory Services fields are now updated, and display the new data: 
Number of Addresses

Last Modified (date and time of upload in Universal Coordinated Time - UCT)

Last Updated By (e-mail address of the administrator)

If any addresses fail, you will see the first failed address in the user interface. You must correct the address and re-upload the user list. Repeat this process until all failed addresses have been corrected.
Enable Group Filtering by Using Secure FTP Upload

To enable Group Filtering by using Secure FTP upload you must first create virtual domains in the Administration Center. You need a virtual domain for each group that will be independently filtered within the parent domain. 

The user list text file must include only the e-mail addresses, distribution lists and aliases of end users that will be filtered and processed by that group’s settings (for example the settings associated with the virtual domain sales.alpineskihouse.com).  If a message is received for a recipient that is not included on the virtual domain’s user list then the message will be processed according to the parent domain’s settings.  The .txt file format is the only supported format for Directory Services.  

As an example, Alpineskihouse.com has verified the complete set of users in the Sales department and wants to have mail to those users filtered differently than mail sent to any other user.  

The file must contain all the e-mail addresses and aliases of users in the Sales department: 
#GROUPING

#DOMAIN alpineskihouse.com

#GROUP sales.alpineskihouse.com GROUP-ONLY

rmohrman@alpineskihouse.com 

jarnold@alpineskihouse.com 

mkhalili@alpineskihouse.com 

#END_OF_FILE
Once you have successfully uploaded the file using Secure FTP, a script process runs that picks up the file and validates it for correct formatting and syntax.  If no errors occur, the script creates a database file and moves the file to a central location for replication to our network.  The replication schedule is every 15 minutes. 

Once replication of the uploaded file is complete:

Mail for Rmohrman, Jarnold and Mkhalili will be filtered according to the settings in the Administration Center for the virtual domain sales.alpineskihouse.com.   

Mail to all other addresses on alpineskihouse.com will be filtered according to the settings in the Administration Center for the domain alpineskihouse.com.  

All mail for both sales.alpineskihouse.com and alpineskihouse.com addresses will be delivered to the IP address of the mail server listed in the Administration Center for the domain alpineskihouse.com. 
Group Filtering for Outbound E-Mail
Group filtering cannot currently be used in Directory Services for outbound mail. Group filtering is for Inbound mail only.
Important 
All legitimate e-mail addresses to be processed and filtered must be included in the list of the parent domain.  Any e-mail address listed as part of a virtual domain must also be included in the upload list of the parent domain.

If you are specifying multiple virtual domains, any e-mail address can be listed as part of one virtual domain only. 

Intelligent Routing
Intelligent Routing mode is a sub-function of Group Filtering. Intelligent Routing allows SMTP addresses to be routed to specific delivery locations based on group names and associations, even if users all share the same domain. 
For example, you can use Intelligent Routing when a remote office wants to receive inter-office e-mail at a location that is different than where they receive e-mail for the company’s main headquarters. 
The following figure shows e-mail flow when Intelligent Routing mode is enabled. The example shows how a company with offices in the U.S. and the UK can use Intelligent Routing to deliver e-mail to the two locations. 

Like Group Filtering, Intelligent Routing mode is enabled for virtual domains.
[image: image20.jpg]Rt st o
member ofUS

Fandaf o
customers US
delivery location

Email sert to Inbounc MTA

sl OuthouncTa
domain using

Fandf o
| customers Uk

Directary Senvices

Rept lited as

delivery location

Hosted Filtering

member o LK





Figure 11. Message flow with Intelligent Routing enabled
Enable Intelligent Routing by Using the Administration Center

You set up the Intelligent Routing option on virtual domains. You need to create a virtual domain for each group that will be separately filtered.

The virtual domain user list must be a subset of the parent domain user list.  An example of the .txt file format for the Intelligent Routing option for the virtual domain uk.alpineskihouse.com is as follows:  

User1@alpineskihouse.com 
User2@alpineskihouse.com 
User3@alpineskihouse.com 
In addition, the virtual domain user list should include only the e-mail addresses, distribution lists and aliases of end users that will be filtered and processed by that group’s settings (i.e. the settings associated with hr.alpineskihouse.com).  If a message is received for a recipient that is not included on the virtual domain’s user list then the message will be processed according to the parent domain’s settings.  
 To create and configure a virtual domain for each routing group
67. On the Organizations page, in the Domain Setup section, click Add Domains (far right side of page).

68. In the Domains text box, enter the name for your virtual domain. For example, if your domain is company.com, you can create virtual domains named uk.company.com and us.company.com. 

69. Do not select Enable in Deliver to original address in parent domain. Intelligent Routing will send or deliver mail for users in the virtual domain to the IP address of the virtual domain. Your mail server must be configured to accept those messages from the virtual domain, and your mail server needs to rewrite the address back to the address of the parent domain. 

Otherwise, select Enable in Deliver to original address in parent domain so that mail for users in this virtual domain will be routed to the IP specified of the parent domain. 

For example, an e-mail message is sent to user1@contoso.com. This e-mail address is part of the virtual domain named virtual.company.com, so the message is filtered according to the virtual domain settings. The message will be delivered to the IP address indicated for the virtual domain as user1@virtual.contoso.com. Your mail server should then be configured to rewrite the address back to user1@contoso.com before delivering it to that user.

70. Click Update Domain. (You will now be returned to the Organizations page.) 
Enable Intelligent Routing using Secure FTP Upload

To enable Intelligent Routing using Secure FTP upload you must first have created virtual domains in the Administration Center. You need a virtual domain for each group that will be independently filtered within the parent domain. 

The user list text file must include only the e-mail addresses, distribution lists and aliases of end users that will be filtered and processed by that group’s settings (for example the settings associated with the virtual domain uk.alpineskihouse.com).  If a message is received for a recipient that is not included on the virtual domain’s user list then the message will be processed according to the parent domain’s settings.  The .txt file format is the only supported format for Directory Services.  
 To create and configure a virtual domain for each routing group


71. Go to the Accounts page, and then click Create/Manage Account(s).

72. Select your virtual domain from the drop-down list. 

73. To upload your user list for the virtual domain, click the Browse button, locate your file (plain text format only), and then click Create Accounts.
This virtual domain user list must be a subset of the parent domain user list. You cannot include an e-mail address in more than one virtual domain.
Upon file upload in the Administration Center, a script process runs that picks up the most recent data, validates it against the last list uploaded for the domain, creates a database file, and moves the file centrally for replication to our network. The replication schedule is every 15 minutes. 

74. Go to the Directory Services page, enter a notification e-mail address to receive a notification if the upload fails, and then click Update Data. This e-mail address must be in the same domain. 

In addition, the virtual domain user list should include only the e-mail addresses, distribution lists and e-mail aliases of users that will be filtered and processed by that group’s settings (for example, the settings associated with uk.company.com). If a message is received for a recipient that is not included on the virtual domain’s user list, then the message will be processed according to the parent domain’s settings. 

The following fields are now updated and display the new data: 

Number of Addresses

Last Modified (date and time of upload in Coordinated Universal Time - UCT)

Last Updated By (e-mail address of the administrator)

A copy of the user list will not be displayed on the Accounts page. This feature only works when the parent domain is set to Reject. 

75. Configure your mail server to accept e-mail for the virtual domain. If you want to rewrite the e-mail address back to the original domain, then this will need to be configured for your mail server as well. 
If any addresses fail, you will see the first failed address in the user interface. You must correct the address and re-upload the user list. Repeat this process until all failed addresses have been corrected.
Note

All legitimate e-mail addresses to be processed and filtered must be included in the list of the parent domain.  Any e-mail address listed as part of a virtual domain must also be included in the upload list of the parent domain.

The mail server listed as the delivery point for e-mail addressed to recipients listed in the virtual domain upload list must be configured to accept mail for that virtual domain. That is, with Deliver to original address in parent domain field left unchecked and using the example above, mail sent to rmohrman@alpineskihouse.com will be sent to the mail server listed in the Administration Center for uk.alpineskihouse.com in the form rmohrman@uk.alpineskihouse.com.

The “Envelope-To” field in the SMTP Envelope portion of the e-mail is set to rmohrman@uk.alpineskihouse.com; therefore the recipient mail server must be configured to accept and relay correctly mail for rmohrman@uk.alpineskihouse.com.

The “To” field in the Data portion of the e-mail remains as rmohrman@alpineskihouse.com, which is the field used by e-mail clients displaying the e-mail address that the mail was originally sent to. The Intelligent Routing is therefore transparent to the recipient mail client.  

A copy of the user list uploaded will not be displayed in the Administration Center user interface.

If you are specifying multiple virtual domains, any e-mail address can be listed as part of one virtual domain only. 

Using the Directory Synchronization Tool to Upload User Address Lists

The Directory Synchronization Tool (DST) is an on-site application that will communicate with your company’s on-site Active Directory® and Exchange Server messaging environment to build an approved recipients list for your domains.  The tool creates a list of approved e-mail addresses for specified domains and uploads the list to the filtering service via a secure HTTP connection (port 443).  The tool must be installed on Microsoft Windows Server® 2003. 

As incoming mail arrives, it is compared against the uploaded user list.  If the address is on the list, the e-mail is processed according to domain settings configured in the Administration Center.  If the address is not on the list, it is blocked at the network perimeter and the sender receives a 554 error message.

The DST allows you to configure the synchronization for any Directory Services enabled domains without making any configuration changes to your Hosted Filtering service.  This allows you to verify the tool will run properly within your internal network and successfully synchronize with the Hosted Filtering service and not adversely affect production mail flow.

After you have verified the tool runs properly and has successfully synchronized with the Filtering Service you can switch the Directory Services Upload Mode (for each individual domain) to the Directory Synchronization Tool in the Admin Center for the tool’s list to be active.

You can download the Directory Services Synchronization Tool and its supporting documentation from the Administration Center. See the Resource Center tab in the Resources & Training section. 

Note  
When you use the Directory Services Synchronization Tool, the user list will not be visible from the Administration Center console.

The tool requires Windows Server 2003.  We recommend that this server is also one of your Microsoft Exchange Server 2003 mail servers.
Systems Requirements
Supported Operating Systems

Windows Server® 2003, Service Pack 2

Required Software

Active Directory (single-forest topology)

Microsoft Exchange Server 2003 Service Pack 2 or Microsoft Exchange Server 2007 (required for the safelist aggregation synchronization feature)

Microsoft .NET Framework 2.0 Hosted Filtering Requirements

The Hosted Filtering Admin Center Administrator account that is used to configure the Directory Synchronization Tool must have full organization-level Directory Services Areas privileges.

Directory Services must be enabled for your organization. You can verify this by logging on to the Hosted Filtering Admin Center and viewing your contracted services in the Organizations page of the Admin Center. 

Administration Center Configuration Requirements
Enable the Directory Services Synchronization Tool in the Administration Center

You must enable Directory Services Upload Mode for the Directory Synchronization Tool in the Administration Center console in order for the list generated by the tool to be uploaded.  Your credentials must include Full Privileges for the Directory Services Areas of your Organization within the Administration Center to use this feature. 

Note 
If you need to have Directory Services activated for your Organization or the Directory Services Areas privilege assigned to your account, please contact Technical Support.

In the Directory Services page for each of your domains, you must configure the Directory Services Upload Mode to use the Directory Synchronization Tool, specify an Error Notification Email Addresses, and click the Update Data button to save the setting.
Install and Configure the Tool
After you have successfully completed the Administration Center configuration requirements, download and install the tool in your local Exchange Server environment. 

A link to download the Directory Synchronization Tool and the Directory Synchronization Tool Administration Guide is located in the Administration Center in the Resources & Training section, under Resource Center.  Use the instructions in the Directory Synchronization Tool Administration Guide to set up and configuration the tool. 
To install the tool, you will need an Active Directory account with the appropriate permissions and user rights necessary to install applications and services on the target Windows Server 2003 member server.  An account that is a member of the Domain Administrators group is usually sufficient.  Also it is recommended you install the tool on your Exchange Server 2003 mail server where possible.
Spam Quarantine 

Spam Quarantine provides two key functions in the spam filtering process:

· Offsite spam storage for e-mail identified as spam (Junk e-mail), and for e-mail that is quarantined as a result of policy settings.  E-mail placed in Quarantine does not reach your corporate network.

· A Web-based interface where users can view spam addressed to their e-mail accounts. In addition to allowing users to review quarantined messages, Spam Quarantine allows users to recover (Move to Inbox) junk e-mail and e-mail that has been quarantined as a result of policy rules. Users can also report e-mail messages that have been misidentified as spam (Not Junk).

Spam is kept in quarantine for 15 days. After that time, e-mail is deleted and is not retrievable.

User Access to Spam Quarantine

In order to log on to the service for the first time, the user will need to their username and password.  If this is not provided by the Administrator the Quarantine services is configured to allow the end users to set them up on their own.
76. From a Web browser, go to https://spam.frontbridge.com.

77. On the logon page, click First Time.  

78. On the Language list, select your language setting.

79. Enter the e-mail address they want to logon to the application with and then Submit. The service will send them a temporary password and they will be redirected back to the main Quarantine Log On page. 

Once they have logged into the application they will be prompted to provide a permanent password. 
Note
If they forget their password, they can click Forgot password? on the log on screen and a new temporary password will be e-mailed to them.

If the user has multiple e-mail addresses, they should click Go to multiple log on and follow the instructions on the new page.  They can log in with each of their e-mail addresses at one time, provided the passwords for each are the same. If the passwords are not the same they can log in to their other accounts by using the Open another account feature once they are logged onto the application.
 To open multiple Spam Quarantine mailboxes

80. On the Spam Quarantine Log On page, enter your password, and then click Open another account.
81. The Web page will refresh and you can enter the user name and password for the additional account and then click Open in the top menu bar. Users must own the account and password to be able to access this e-mail.

To exit the Open another account page click on Cancel and the page will return to the selected Web mailbox folder.
Once the user has logged into the new Quarantine, they will have access to their Junk E-mail and/or Policy Quarantine messages according to the settings configured for each domain within the Administration Center.
Note

If your organization does not currently use the Policy Quarantine option, please contact Technical Support for additional information.

Occasionally, users may log on to see a message that says, "Your spam is temporarily unavailable. An unexpected error has occurred. Please try to log in again in 10 minutes."  This message is rare and indicates a temporary error. If this message appears, try to log on again in 10 minutes. Information about the error will be sent to the network administrator for further troubleshooting.

If multiple log on is used (see previous procedure), that end user will be able to toggle between the multiple Spam Quarantine accounts. 

The interface displays folders for Junk E-mail, and, if the domain configuration allows it, for Quarantined E-mail that has been quarantined due to Policy rules in place for that user/domain.
Text Notification

If administrators choose the Text notification for their domain(s), users will receive an e-mail reminder at the administrator-determined interval. This e-mail notification will contain a link to Spam Quarantine, reminding the user that they can visit Spam Quarantine as needed. 

HTML Notification
When using the HTML notifications, users may salvage messages or report messages as false-positives directly from the reminder e-mail (except for first-time users).  The only time users need to log on to Spam Quarantine is if they want to view a message’s actual subject line. 

Note 
The reporting as Not Junk feature is not available for items filtered due to custom spam filter settings.

The subject line of the HTML notification will include the number of new spam messages, as well as the total number of messages in their Spam Quarantine account. For example:

Subject: Spam Notification: 10 New 460 Total. 

If the administrator has customized the subject line of the HTML notification, the message summary will not be available.
Administrator-Only Access to Spam Quarantine

As an administrator, you can set up Spam Quarantine so that you and other administrators can access users’ Spam Quarantine mailboxes on their behalf. To do so, you must set the Spam Quarantine/Quarantine permissions rule to view users’ Spam Quarantine accounts.
You can then log on to your Spam Quarantine interface and view user accounts by clicking Open another account. This option gives you the ability to view a spam message, salvage it, or report a false positive back to the Spam Team for review. 
 To access user mailboxes in Spam Quarantine as an administrator

82. Go to http://spam.frontbridge.com or click the Spam Quarantine link in the sub-navigation bar of the Administration Center.

83. Enter your corporate e-mail address and password. If you have multiple SMTP addresses or are a first-time user, follow the same logon procedure as for an individual account.

84. Click Log on. The Open one or more additional accounts page appears.

85. Click the Domain drop-down box to view user’s accounts. Remember that the user’s account must be created in the Accounts section before you can view the account in Spam Quarantine. 

This search will result in a display all of all Quarantine accounts that have been created either by end user logon or by account creation in the Admin Center console.

86. The Administrator may then choose the accounts to access.  Once the accounts have been selected click Add in order to populate the window at the bottom of the page.  Then click Open on the top menu bar.

87. If you know the SMTP address for the accounts you are trying to access you can enter this information into the window at the bottom of the page and click Open on the top menu bar.

88. To exit the Open one or more additional accounts page click on Cancel in the top menu bar and the page will return to the selected Web mailbox folder.

89. The Administrator may then choose the accounts which they need to access.  Once the accounts have been selected the Administrator would click on Add in order to populate the window at the bottom of the page. Then they click on Open on the top menu bar.

90. Search for Spam Quarantine accounts by e-mail address. Within the user’s Spam Quarantine mailbox, you have the ability to view a spam message, delete it, salvage it, or report it as a false-positive back to the spam team. The most recent message is displayed at the top of the list.

91. The Last Accessed column in the Other Accounts section of Spam Quarantine indicates the last time any user logged in. The time is displayed in GMT by default. To configure this to local time, select the appropriate setting from the drop-down menu on the left of the Other Accounts section, and then click Change Time Zone.
Managing Quarantined E-Mail 
The following section explains the features available in a Spam Quarantine mailbox. 

Junk E-Mail (Spam Quarantine) and Policy Quarantine Folders

Once logged-in to their Spam Quarantine mailbox, users and Administrators may select multiple messages by clicking on the box next to the message in the list.  

· From the Junk E-mail mailbox list, the actions the user can take on selected messages are: Move to Inbox which will send the message to the recipient’s corporate e-mail Inbox; mark as Not Junk which will both send the message to the recipient’s corporate e-mail Inbox and notify the Spam Quarantine team that it was incorrectly marked as spam; or Delete. 

· From the Quarantined E-mail mailbox list the actions the user can take on selected messages are: Move to Inbox, this will send the message to the recipient’s corporate e-mail Inbox; or Delete. 

When viewing a quarantined e-mail message, if the user would like to have the message delivered to the recipient’s normal Inbox then they can click the Move to Inbox while viewing the message. This will send the message to the recipient’s corporate e-mail Inbox. If the message is NOT SPAM, click the Not Junk button while viewing the message. This will both send the message to the recipient’s corporate e-mail Inbox and notify the Spam Quarantine team that it was incorrectly marked as spam. There is also a Delete option.

Note 
If the Not Junk button is not available it means that the message was filtered according to restrictions put in place by the e-mail administrator and cannot be reported.

Changing User Settings

The Options menu bar item in the Spam Quarantine Web mailbox enables users to change settings.

If the user is logged into multiple accounts when making changes, then these changes can be applied to each of the current accounts.

To exit the Options page click Options and the page will return to the Web mailbox folder.
Reports Page
From the Reporting page, you can access reporting data within an hour of a message being processed by the Hosted Filtering service. You can view reports on all domains or on specific domains using a variety of options to filter the information. 

Note 
The Reports pages of the Admin Center provide customers with access to historical message filtering summaries. This reporting data is made available to customers for informational purposes only. It is not a representation of all the data that is stored by the service.

Any account with access to all standard areas or the reporting area automatically has access to the reporting feature. 

To open the Create Report page, click Reports on the Administration menu, after logging on to the Admin Center.  

Create a New Report

The Create Report page is separated into three task-based sections that help you create and save reports:

1. Select domains to include in the report

2. Select date range

3. Select report type

Select domains to include in the report

In the first section of the Create Report page, you can view the name of the organization to be reported about, and a list of domains within that organization. 

From the Domains list, select the domains you want to include in your report. You have the option to select or clear all of the check boxes with a single click using the links to the right of the list. 

Additionally, you can save your selections as a domain group by clicking Save selection as domain group. When you save a domain group, it becomes available in the Domains list. When you return to the Create Report page to generate additional reports, you will be able to choose the domain group from the Domains list. 

Figure 3 shows section 1 of the Create Report page.
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Figure 3. Section 1 of the Create Report page
Select a Date Range

In the second section of the Create Report page, select the date range that you want your reports to include. 

To select your date range
92. Do one of the following: 

Click Choose from predefined date ranges lists, and then click one of the options. Predefined date ranges are relative to the current date.

-or- 

Click Specify start date and end date, and then define a specific date range. 

93. In the Time zone list, click the time zone you want the report to use when compiling information.

Note   
When you specify a date range for a traffic summary report, it cannot exceed 62 days. Top reports are limited to a seven-day range. Data for messages that are processed through Hosted Filtering is available for 24 months.

Figure 4 shows section 2 of the Create Report page.
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Figure 4. Section 2 of the Create Report page
Select a Report Type

In the third section of the Create Report page, you can specify the type of data you want to have returned in your report. You can create a customized report based on specific types of traffic in your service or choose a predefined set of data. 

Figure 5 shows section 3 of the Create Report page. 
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Figure 5. Section 3 of the Create Report page

To select the traffic type you want to include in your report, do one of the following:

· Click Top e-mail user report to create a report that shows users with the highest number of received e-mail messages

· Click Delivery Deferral to create a report that shows which messages have been deferred and for what reason.

· Click Email traffic summary report and select the type of data you want to query from the Traffic types to include in the report list:

Inbound delivery displays the count and volume of legitimate or clean messages delivered to this organization or domain. This does not include messages allowed by policy filter rules.

Spam displays the count and volume of inbound messages that were filtered as spam. It also includes the number of requests that were sent to the abuse@frontbridge.com and false_positive@frontbridge.com e-mail aliases, and, if applicable, any salvaged messages requested from the spam quarantine or spam notification e-mail messages.

Inbound Virus displays the total count and volume of inbound mail and the volume of virus-infected file attachments scanned, as well as counts of viruses blocked and cleaned.

Inbound policy filtering displays the count and volume of inbound messages filtered by the policy filter. The report displays the counts of the messages broken into each different filter type.

Outbound delivery displays the count and volume of all messages sent from this organization or domain. This includes successfully sent outbound messages and outbound messages that were blocked due to a policy filter.

Outbound virus displays the total count and volume of outbound mail, as well as the volume of virus-infected file attachments scanned and counts of viruses blocked and cleaned.

Outbound policy filtering displays count and volume of outbound messages filtered by policy filter. The report displays the counts of the messages broken into each different filter type.
Generate Your Report

After entering your search criteria on the Create Report page, click View Report to generate a new report immediately from the data you specified. 

To save your report information so that you can run the same report in the future, see the Save a Report section to learn how to save your report settings.

The report is separated into two sections: Email Traffic Count and Email Traffic Volume. Each section displays a summary of the returned results broken down into percentage, a pie graph, and a line graph. In figure 6, the summary includes a table with the values broken out into days.

[image: image24.png]Reports

View Report: Contoso Root

Modify Back to Saved Reports

4 [ Jof1 b bl [100% ] Find | Next [Select a format ¥ Export 3
L]
Prepared for Contoso on 11/17/2007 1:06 AM
Inbound Traffic Overview (Count) Inbound Traffic Trend (Count) |
I Delivery: 1.8% i
W Sparn: 96.91% 3 E
I irus: 1.26% 0000 1
3 Policy filtering: 0.04% 2000 |
160,000
— Delivery L
100,000 — Spam
— virus
50,000 ~— palicy filtering
Date/Time
Email Traffic Count:
Date Inbound Quarantine
Hour Detivery Spam Virus. Policy Filtering Spam Policy
Files Scanned  Blocked  Cleaned  Reject Quarantine  Allow B Redirect  Decrypt Test NotJunk Movetolnbox  Abuse  Move to Inbox
0/01/2007 24 127,534 6565 2,08 3 3 2 I 1 3 3 3 3 0
0/02/2007 2,462 9,03 5574 1,524 0 1 0 2 Iy 0 1 0 0 0 0 3
0/03/2007 225 69,060 6241 2,00 0 0 0 0 ry 0 0 0 0 0 0 3
0/04/2007 225 56,603 5,585 1,691 0 0 0 0 Iy 0 0 0 0 0 0 3
0/05/2007 225 0811 5,6% 1,812 0 0 0 0 ry 0 2 0 0 0 0 3
0/06/2007 211 64,376 4064 1,161 0 3 0 0 Iy 0 0 0 0 0 0 3
0/07/2007 2,163 50,489 3768 1,073 0 1 0 0 ry 0 0 0 0 0 0 3
10/08/2007 2,191 61,500 5744 1,863 0 5 0 1 0 0 1 0 0 0 0 0





Figure 6. The View Report page displays a sample report
Some of the values in the table report can show greater detail. 

· To view the hourly summary from the daily summary, click the + icon next to the date in the table to expand the entry and see more details. 

· Details for a specific traffic type are available from the Email Traffic Count section only. To drill down on a specific traffic type, click the hyperlinked number to expose the details of the messages. A new page displays the details for those messages. 

In addition, you can modify a report from the View Report page after it has been run. From here you can make quick changes to your report settings based on the information you receive from the report. Click Modify in the upper-right section of the View Report page to modify the report’s settings. 

Save a Report

If you want to save the report you created, along with its search criteria, When you save a report, all of the settings you have configured for that report are saved so that you can view or modify saved reports in the future without needing to specify the domains or traffic types. The date specified is also saved and can be modified when you return to the report.

To save your report, click Save Report to open a new page where you can name the report and add a description. You can save multiple reports and reuse them the next time you log on to the Admin Center. Saved reports are specific to your account; each Admin Center logon account has its own set of saved reports.

You can access saved reports from the Manage Reports page, where you can view updated data, modify the report settings, or delete a report.  
Modify a Saved Report

You can modify a saved report in the Manage Reports page. To make changes to a saved report, or to a report that has not been saved, click Modify for the report you want to change. 

Export Report Data

When the report has been generated, you can export it. Supported export formats include XLS, MHTML (Web archive), TIF, and PDF. 

To export the report

94. On the View Report page, select an export format from the Select a format list. 

95. Click Export.

Message Trace Page

Message Trace is a new feature for Hosted Filtering that enables customers to search for a specific message using basic information, such as the sender, recipient, date, and message ID, to obtain the status of that message. E-mail status information helps you see if and when a message was received by your Hosted Filtering service, whether it was scanned, blocked, or deleted, or whether it was delivered successfully within the last month. 

Any account that has access to all standard areas or to the Message Trace area automatically has access to the Message Trace functionality. 

To open the Message Trace page, from the Administration menu on the main toolbar, click Trace Messages. 
Find messages
To begin searching for specific messages, use the Trace Message page to define your search criteria. 

Enter the sender and recipient information, and then choose a date range in which the tool should search for messages. The default date range is set to 48 hours prior to the current date and time. However, you can use the From Date/time and To Date/time boxes to increase the date range to improve your search results. The maximum date range for a single search is one month.

Important 
The Sender e-mail address and Recipient e-mail address information is required when you perform a message trace, and at least one of them must contain a complete e-mail address, such as recipient@contoso.com. The other search field box must be a full e-mail address or just a domain name, such as @nwtraders.com, if you want to broaden your search. 

You can optionally enter a specific e-mail message ID in the Message ID box, to return better search results. The message ID is a unique ID generated by a sending e-mail server. Figure 12 details the features of the Trace Message page.

[image: image25.png]Trace Messages

‘Sender email address:* Recipient email address:*
From date/time:*  [10/24/2007 12:00:00 To date/time:* [11/13/2007 01:23:47
Time zone: | +00:00 GMT ]

Message ID (optonal):





Figure 12. The Trace Message page 

View Search Results
The Message Trace Results page displays a list of messages that most closely match the search criteria you entered on the Trace Message page. You can navigate to more result pages using the navigation buttons at the top of the page.

If you find that there are too many messages returned from the search, click Refine Search and go back to the previous page to redefine the search criteria. 
View Message Details

To view more detailed information about a specific e-mail message, click the e-mail message ID from the Message ID column. The Summary page opens, showing detailed tracing information for that message. 
Guidelines: Successful Spam Submissions

Once you have configured the firewall settings to accept e-mail only from your Hosted E-mail Filtering Service data centers, the best way to submit unfiltered spam messages to the Spam evaluation team is to send the unfiltered spam message with the full Internet headers intact to abuse@frontbridge.com. When submitting to the abuse alias, remember to:

· Submit full Internet headers with the original unfiltered spam message. Do not simply forward the unfiltered spam message, as this process drops the Internet headers.
· Submit the original spam message to the spam evaluation team at abuse@frontbridge.com. Do not modify the spam message or subject line in any way. 

· Submit unfiltered spam in a timely manner to ensure the most benefit from your services. Submitting spam messages that are several days old to the evaluation team is often too late, as these spam messages may have already been triaged.
To increase your submission success, submit one spam sample per e-mail message to the spam evaluation team.
To extract the headers manually, select the type of e-mail program you are using, and follow the directions below. Submit the unfiltered spam message with the Internet headers of that message passed in the top portion of the message to abuse@frontbridge.com. 
· Microsoft Outlook® Express 4, 5, or 6
· Microsoft Office Outlook® 98, Office Outlook 2000, Office Outlook XP, Office Outlook 2003
· Microsoft Office Outlook 2007
· Microsoft Office Outlook Web Access for Exchange Server 2007 

· Outlook Express for Macintosh
· Microsoft Exchange Server 
· Microsoft Entourage® (Office X for Mac)
· Mac OS X Tiger Mail 

· Netscape Mail

· Eudora for the PC
· Eudora for the Mac
· Lotus Notes Email

· Novell GroupWise
Outlook Express 4, 5, and 6

 To submit Outlook Express spam e-mail and Internet headers 

96. Open the message, and then:

Press CTRL+F3 to open the Message Source window.

Press CTRL+A to select all text.

Press CTRL+C to copy the text to the clipboard, and then close the window.

97. On the File menu, click Properties, click the Details tab, and then click Message Source.
98. Press CTRL+A to highlight all the text, and then press CTRL+C to copy it.
99. Open a separate e-mail, press CTRL+V to paste the text into it, and send this e-mail to abuse@frontbridge.com.
Office Outlook 98, 2000, XP, and 2003

 To submit Office Outlook 98, 2007, XP, and 2003 spam e-mail and Internet headers 

100. Open the message.

101. On the View menu, select Options. 

102. Press CTRL+C to copy the text displayed in the Internet Headers window, and then close the Options window. 

103. Go back to the original e-mail and click the Forward button. 

104. Press CTRL+V to paste the headers into the top of the message. Leave a blank line between the headers and the message body.

105. Send this e-mail to abuse@frontbridge.com. 

Office Outlook 2007

 To submit Office Outlook 2007 spam e-mail and Internet headers 

106. Open the message. 

107. On the Message tab, in the Options group, click the Dialog Box Launcher. 

108. In the Message Options dialog box, the headers appear in the Internet headers box.

109. Select the text in the Internet Headers box, press CTRL+C to copy the text, and then close the Message Options window. 

110. Go back to the original e-mail and click the Forward button. 

111. Press CTRL+V to paste the header text into the top of the message. Leave a blank line between the headers and the message body.

112. Send this e-mail to abuse@frontbridge.com. 

Microsoft Office Outlook Web Access for Exchange Server 2007

 To submit Outlook Web Access spam e-mail and Internet headers 
113. Log on to your Outlook Web Access account.

114. In your Inbox, find the message that you want to submit.

115. Double-click the message to open it in a new browser window.
116. In the new window, click the Message Details icon [image: image26.png]


.
117. In the Message Details dialog box, copy all of the text in the Internet Mail Headers box, and then send the information to abuse@frontbridge.com.
Microsoft Exchange Server

 To submit Microsoft Exchange Server spam e-mail and Internet headers 

118. Open the message.

119. On the File menu, click Properties, click the Details tab, and then click Message Source. 

120. Press CTRL+A to highlight all the text, and then press CTRL+C to copy it. 

121. Open a separate e-mail, press CTRL+V to paste the text into it, and send this e-mail to abuse@frontbridge.com.

Outlook Express for Macintosh

 To submit Outlook Express for Mac spam and Internet headers 

122. Open the message.

123. On the View menu, click Source. A new window will open that contains the e-mail text with full headers. 

124. Press command+A to select all, and then press command+C to copy.

125. Paste the text into a separate e-mail and send to abuse@frontbridge.com.

Microsoft Entourage (Office X for Mac)

 To submit Microsoft Entourage spam e-mail and Internet headers 
126. Open the message.

127. On the View menu, click Source. A new window opens with e-mail text and full headers.

128. Paste the text into a separate e-mail and send to abuse@frontbridge.com.

Mac OS X Tiger Mail

 To submit Mac OS X Tiger Mail spam e-mail and Internet headers 

129. Open the message.

130. On the Message menu, click Show, and then click Raw Source. 

131. Place your cursor in the resulting text. 

132. On the Edit menu, click Select All.

133.  On the Edit menu, click Copy. 

134. Paste the text into a separate e-mail and send to abuse@frontbridge.com.

Netscape Mail

 To submit Netscape spam e-mail and Internet headers 

135. Open the message.

136. Click the View menu, and then click Page Source. 

137. Copy the contents of the window (CTRL+A, then CTRL+C in Windows). 

 To submit Netscape (older versions) spam e-mail and Internet headers 

This procedure will not work correctly with HTML spam. 
138. Click the View menu, click Headers, and then click All. 

139. Paste into a separate e-mail and send to abuse@frontbridge.com.
Eudora for the PC

Using the cut and paste to the Web form method is the only option available to Eudora users.

There are two methods to extract full Internet headers in Eudora for the PC. The one you use depends on whether or not the e-mail contains HTML code. Before you start, turn off Microsoft HTML viewer. Click Tools, click Options, and then click Viewing Mail. Click to clear the box labeled Use Microsoft's viewer. 

 To submit Eudora (HTML) spam e-mail and Internet headers 

140. Open the message.

141. Click the button on the upper left hand corner of the message. This shows the extended headers.

142. Highlight the headers only. Copy and paste the headers. Click the button on the upper left hand corner of the message. This shows the extended headers.

143. Press Enter twice after the pasted headers to force a blank line after the headers.
144. In the Eudora window, place your cursor anywhere in the body of the message and right click and click view source. A new window appears.
145.  In the new window, select all (as above) and copy the contents.

146. Paste the text into a separate e-mail message and send this message to abuse@frontbridge.com.

 To submit Eudora (non-HTML) spam e-mail and Internet headers 

147. Open the e-mail message by double clicking on the subject line. Click the button to reveal the headers.

148. Place your cursor anywhere in the body of the e-mail and select the entire message (Edit/Select All or Ctrl-A).

149. Copy the entire e-mail (right click and click copy, or Ctrl/C, or Edit/Copy).

150. Paste the text into a separate e-mail message and send this message to abuse@frontbridge.com.

Eudora for the Mac

 To submit Eudora for Mac spam e-mail and Internet headers 

151. Open the message.

152. Click the button on the upper left hand corner of the message. This shows the extended headers.

153. Select the whole message including headers and paste into a separate e-mail and send to abuse@frontbridge.com.

Lotus Notes

Lotus Notes v.4.x 

 To submit Lotus Notes v.4.x spam e-mail and Internet headers 

154. Open the e-mail, click Actions, and then click Delivery Information. 

155. Look for the first line that begins with Received. There should be a blank line just above it. Then, scroll down to the next blank line. The text in between the two blank lines contains the headers.

156. Copy and paste the text into a separate e-mail and send to abuse@frontbridge.com.

Lotus Notes v.5.x 

 To submit Lotus Notes v.5.x spam e-mail and Internet headers 
157. Open your Inbox. 

158. Highlight the message that you wish to get header information for. 

159. On the File menu, click Export.

160. Type in a name for this file, leave the type as Structured Text, and then click Export.

161. From the dialog box that opens, choose Selected Documents, and then click OK.

162. In WordPad, open the message that you saved. 

163. Copy and paste the text into a separate e-mail and send to abuse@frontbridge.com.
Lotus Notes v.6.x 

 To submit Lotus Notes v.6.x spam e-mail and Internet headers 
164. Open the message.

165. On the View menu, click Show, and then click Page Source.

166. Copy this information.

167. Click the forward button on the original e-mail and paste the headers into the front of the message.

168. Leave a blank line between the headers and the message body. 

169. Send this e-mail to abuse@frontbridge.com. 

Novell Groupwise

 To submit Novell Groupwise spam e-mail and Internet headers 

170. Open the message. 

171. On the File menu, click Attachments, and then click View. 

172. Select Mime.822 attachment.

173. Paste the text into a separate e-mail and send to abuse@frontbridge.com.
Customer Support 

There are three methods for contacting the Support Team in order to open a Support Incident:

Web:    https://messaging.custhelp.com
E-mail: support@frontbridge.com

Phone: Toll-free 866.291.7726, Direct +1.204.927.2580, or Internationally UIFN 800-0000-0060
Internationally UIFN 800-0000-0060

Dialing codes for countries/regions with UIFN support:

Australia  0011


Austria  00


Costa Rica  00


Denmark  00


Finland  00


France  00


Germany  00


Hong Kong  SAR 001


Italy  00


Japan  



0061-010 if Telco is IDC   



0041 010 if Telco is Japan Telecom


Luxembourg  00


Netherlands  00


Norway  00


Switzerland  00

Individual numbers for countries/regions that do not support UIFN:

Mexico  001-8885086467

Belgium  0800-75013

The Support Incident tracking system offers features that allow Administrators to view and search a Knowledge Base, create new Support Incidents, update existing Support Incidents and track the current status of your Support Incidents using a Web browser

Using your e-mail address and your password you can log in and check support incident status or add updates to your existing support incidents. If you do not know your password, you can request that it be automatically e-mailed to you at the login screen.

Only Technical Contacts, Main Contacts, Billing contacts, or Organizational Administrators with full privileges to “All Standard Areas” have access to opening or checking a support incident for your Company.

Knowledge Base
The Knowledge Base is accessible by Web browser. You can search for known issues, submit feedback on the solutions, and subscribe to solutions so that you are notified when they are updated. Navigate to https://messaging.custhelp.com and click the Knowledge Base tab. Click Search Tips for information about the best keyword syntax to use. 

Submitting Incidents by Web Browser

A new Support Incident can be generated from the Web by logging on to https://messaging.custhelp.com and clicking the New Incident tab. Upon completion of the Web form you will be given a 12 digit incident reference number that you can use to update and obtain status on your incident.   

Checking Incident Status

Use your Web browser you to navigate to http://messaging.custhelp.com and click the Incident Status tab. By using the Status and Search by Keyword fields you can filter incidents based on whether they are opened, closed and by the words they contain.  

RSS Feed

We continue to provide our clients with the most up-to-date network information possible, and have developed an RSS feed which will contain all Network Alerts, Virus Alerts, Archive Alerts, and General Information available in the News section of the Administration Center.

The RSS feed is a proactive method of providing critical information to customers. Subscribers will receive updates as they are posted to the Administration Center.

Should you wish to access this service and receive these updates, instructions are posted in the Administration Center. You will find instructions on how to subscribe to the individual RSS feeds on the News page in the Resources & Training section of the Resource Center.
Please note that not all RSS clients are compatible with the feeds provided. It is the responsibility of the customer to identify a compatible RSS reader.  We are unable to provide any support regarding use of the RSS service.
