Common wireless network security myths
Myth     Not broadcasting my access point's name (ssid) will keep it secure.

Hiding an access point's name is not security, as it will be easily gathered while listening to wireless communications between legitimate clients and your AP.  In fact, if an evil attacker is in your area with a strong enough signal advertising the same ssid as your access point, most of your clients will join the one that is visibly broadcasting its name.

Myth     Wireless transmissions won't leave my building or travel much past my property line.

Inexpensive, high powered antennas and cards can make communications possible for several blocks or more.  One extreme example was noted during the 2005 Defcon convention's 'WiFi shootout' which sent a signal 125 miles away.  Therefore, anyone can see your traffic and communicate with your computers.
Myth     Limiting access by MAC address will keep people off of my network

MAC addresses (the serial # for each card) of legitimate clients are easily observed and copied by the 'bad guys', thereby allowing access to your network.

Encryption categories mainly in use today
No encryption – Typically the default setting on routers. Very bad.  An intruder can capture all of your traffic, install key logging programs, and access usernames and passwords for your systems.  When logging in to www.MySafeBank.com you could be redirected to www.MyEvilCopyOfYourBank.com without your knowledge.  This will allow the bad guy to capture the username and password for your bank accounts.
WEP encryption – Not much better than having no encryption at all.  Very easily cracked, sometimes within minutes.  There are numerous videos online giving step by step directions.  According to news reports, this is the same type of 'broken' encryption TJ Maxx was using five years ago when they lost millions of credit cards.  
WPA PSK (pre shared key) – Better, although it is currently starting to get attacked by ‘researchers’.  They have been able to inject some packets into this system without cracking the encryption.  Not necessarily a significant problem now, but move up to WPA2 if your hardware has support.
WPA2 PSK – Even better.  Not vulnerable to the issues cropping up in WPA PSK
WPA- psk and WPA2-psk are both susceptible to brute force attacks.  This involves an attacker gathering up some packets, taking them home, and trying to guess the password.  What used to take a couple of years has been reduced to weeks, thanks to advances in technology.  The ability to brute force your password all depends upon the length and complexity of the password, as well as the name of your AP.
If your access point name is in the list of the top 1000 names for APs (yes, they have a top 1000 list), then your passwords have likely already been computed and available for lookup within minutes. 
The best defense for this is to have a really long pass phrase as close to 64 characters long with a unique AP name.
WPA enterprise – Requires some expense and maintenance to set up an authentication (radius) server, but may be worth it for your situation.
The Computer Crimes Unit visited the following addresses and detected the access points liste below.  Due to the fluid nature of radio signal transmission, these APs may or may not belong to your company.  No content of communications was viewed, and only a brief survey of the area for wireless signals being transmitted was noted.  The Computer Crimes Unit is making general recommendations relating to the use of wireless devices, which are not based upon any specific knowledge of your computer system or networks.

These are only general guidelines which do not take into consideration any compensating controls you may have in place, such as running another layer of encryption for all computer communication traversing the wireless network, or segregating an insecure wireless network from sensitive corporate data.  

You should discuss this information with your IT department to facilitate research in to what is appropriate for your business.

