[image: image1.png]OASIS )




Identity in the Cloud - Use Cases 

Version 1.0

Committee Draft

26 April 2011, Draft Version 0.1q
Specification URIs:

Document Identifier:

id-cloud-use-cases-1.0

This Version:

http://docs.oasis-open.org/id-cloud/id-cloud-use-cases-draft-01q.doc

Previous Version:

None

Latest Version:

http://docs.oasis-open.org/id-cloud/id-cloud-use-cases-draft-01q.doc

[tc-short-name]http://docs.oasis-open.org// [additional path/filename].html

[tc-short-name]http://docs.oasis-open.org// [additional path/filename].doc

[tc-short-name]http://docs.oasis-open.org// [additional path/filename].pdf


Technical Committee:

OASIS Identity in the Cloud TC
Chair(s):

Anthony Nadalin, Microsoft

Anil Saldhana, Red Hat

Editor(s):

Thomas Hardjono, M.I.T. Kerberos Consortium

Matthew Rutkowski, IBM

Related work:

None

Declared XML Namespace(s):

[list namespaces here]
[list namespaces here]

Abstract:

[Summary of the technical purpose of the document]
Status:

This document was last revised or approved by the OASIS Identity in the Cloud TC on the above date. The level of approval is also listed above. Check the “Latest Version” or “Latest Approved Version” location noted above for possible later revisions of this document.

Technical Committee members should send comments on this specification to the Technical Committee’s email list. Others should send comments to the Technical Committee by using the “Send A Comment” button on the Technical Committee’s web page at http://www.oasis-open.org/committees/id-cloud/.

For information on whether any patents have been disclosed that may be essential to implementing this specification, and any offers of patent licensing terms, please refer to the Intellectual Property Rights section of the Technical Committee web page (http://www.oasis-open.org/committees/id-cloud/ipr.php.

The non-normative errata page for this specification is located at http://www.oasis-open.org/committees/id-cloud/.

Notices

Copyright © OASIS® 2008. All Rights Reserved.

All capitalized terms in the following text have the meanings assigned to them in the OASIS Intellectual Property Rights Policy (the "OASIS IPR Policy"). The full Policy may be found at the OASIS website.

This document and translations of it may be copied and furnished to others, and derivative works that comment on or otherwise explain it or assist in its implementation may be prepared, copied, published, and distributed, in whole or in part, without restriction of any kind, provided that the above copyright notice and this section are included on all such copies and derivative works. However, this document itself may not be modified in any way, including by removing the copyright notice or references to OASIS, except as needed for the purpose of developing any document or deliverable produced by an OASIS Technical Committee (in which case the rules applicable to copyrights, as set forth in the OASIS IPR Policy, must be followed) or as required to translate it into languages other than English.

The limited permissions granted above are perpetual and will not be revoked by OASIS or its successors or assigns.

This document and the information contained herein is provided on an "AS IS" basis and OASIS DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO ANY WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE ANY OWNERSHIP RIGHTS OR ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.

OASIS requests that any OASIS Party or any other party that believes it has patent claims that would necessarily be infringed by implementations of this OASIS Committee Specification or OASIS Standard, to notify OASIS TC Administrator and provide an indication of its willingness to grant patent licenses to such patent claims in a manner consistent with the IPR Mode of the OASIS Technical Committee that produced this specification.

OASIS invites any party to contact the OASIS TC Administrator if it is aware of a claim of ownership of any patent claims that would necessarily be infringed by implementations of this specification by a patent holder that is not willing to provide a license to such patent claims in a manner consistent with the IPR Mode of the OASIS Technical Committee that produced this specification. OASIS may include such claims on its website, but disclaims any obligation to do so.

OASIS takes no position regarding the validity or scope of any intellectual property or other rights that might be claimed to pertain to the implementation or use of the technology described in this document or the extent to which any license under such rights might or might not be available; neither does it represent that it has made any effort to identify any such rights. Information on OASIS' procedures with respect to rights in any document or deliverable produced by an OASIS Technical Committee can be found on the OASIS website. Copies of claims of rights made available for publication and any assurances of licenses to be made available, or the result of an attempt made to obtain a general license or permission for the use of such proprietary rights by implementers or users of this OASIS Committee Specification or OASIS Standard, can be obtained from the OASIS TC Administrator. OASIS makes no representation that any information or list of intellectual property rights will at any time be complete, or that any claims in such list are, in fact, Essential Claims.

The names "OASIS", [insert specific trademarked names and abbreviations here] are trademarks of OASIS, the owner and developer of this specification, and should be used only to refer to the organization and its official outputs. OASIS welcomes reference to, and implementation and use of, specifications, while reserving the right to enforce its marks against misleading uses. Please see http://www.oasis-open.org/who/trademark.php for above guidance.

Table of Contents

101. Introduction


101.1 Statement of Purpose


101.2 Terminology


101.3 Normative References


111.4 Non-Normative References


122. Use Cases Categorizations


122.1 Infrastructure Trust Establishment


122.2 General Identity Management (IM)


122.2.1 Infrastructure Identity Management (IIM)


122.2.2 Federated Identity Management (FIM)


122.3 Authentication


132.4 Authorization


132.5 Account and Attribute Management


132.5.1 Provisioning


132.6 Security Tokens


132.7 Audit & Compliance


143. Use Case Template


143.1 Description / User Story


143.2 Goal or Desired Outcome


143.3 Categories Covered


143.4 Applicable Deployment and Service Models


153.5 Actors


153.6 Systems


153.7 Notable Services


153.8 Dependencies


153.9 Assumptions


153.10 Process Flow


164. Use Case Overview


164.1 Use Case Listing and Description of Goals


204.2 Coverage by Identity Management Category


214.3 Coverage by Cloud Deployment and Service Model


235. Use Cases


235.1 Use Case 1: Application and Virtualization Security in the Cloud


235.1.1 Description / User Story


235.1.2 Goal or Desired Outcome


235.1.3 Notable Categorizations and Aspects


245.1.4 Process Flow


245.2 Use Case 2: Identity Provisioning


245.2.1 Description / User Story


245.2.2 Goal or Desired Outcome


245.2.3 Notable Categorizations and Aspects


255.2.4 Process Flow


255.3 Use Case 3: Identity Audit


255.3.1 Description / User Story


255.3.2 Goal or Desired Outcome


255.3.3 Notable Categorizations and Aspects


265.3.4 Process Flow


265.4 Use Case 4: Identity Configuration


265.4.1 Description / User Story


265.4.2 Goal or Desired Outcome


265.4.3 Notable Categorizations and Aspects


275.4.4 Process Flow


275.5 Use Case 5: Middleware Container in a Public Cloud Infrastructure


275.5.1 Description / User Story


275.5.2 Goal or Desired Outcome


275.5.3 Notable Categorizations and Aspects


285.5.4 Process Flow


285.6 Use Case 6: Federated Single Sign-On and Attribute Sharing


285.6.1 Description / User Story


285.6.2 Goal or Desired Outcome


285.6.3 Notable Categorizations and Aspects


295.6.4 Process Flow


295.7 Use Case 7: Identity Silos in the Cloud


295.7.1 Description / User Story


295.7.2 Goal or Desired Outcome


295.7.3 Notable Categorizations and Aspects


305.7.4 Process Flow


305.8 Use Case 8: Identity Privacy in a Shared Cloud Environment


305.8.1 Description / User Story


305.8.2 Goal or Desired Outcome


305.8.3 Notable Categorizations and Aspects


315.8.4 Process Flow


325.9 Use Case 9: Cloud Hosted Kerberos Authentication Service


325.9.1 Description / User Story


325.9.2 Goal or Desired Outcome


325.9.3 Notable Categorizations and Aspects


345.9.4 Process Flow


365.10 Use Case 10: Cloud Signature Services 


365.10.1 Description / User Story


365.10.2 Goal or Desired Outcome


365.10.3 Notable Categorizations and Aspects


375.10.4 Requirements


375.10.5 Process Flow


385.11 Use Case 11: Cloud Tenant Administration of a SaaS Application in a Public Cloud 


385.11.1 Description / User Story


385.11.2 Goal or Desired Outcome


385.11.3 Notable Categorizations and Aspects


385.11.4 Requirements


395.11.5 Process Flow


405.12 Use Case 12: Enterprise to Cloud Single Sign-On


405.12.1 Description / User Story


405.12.2 Goal or Desired Outcome


405.12.3 Categories Covered (technical aspects)


405.12.4 Actors


405.12.5 Systems


405.12.6 Notable Services


405.12.7 Dependencies


405.12.8 Assumptions


405.12.9 Process Flow


415.13 Use Case 13: Cloud Identity SSO – “Authentication-as-a-Service”


415.13.1 Description / User Story


415.13.2 Goal or Desired Outcome


415.13.3 Categories Covered


415.13.4 Applicable Deployment Models


415.13.5 Actors


411.1.1 Systems


415.13.6 Notable Services


415.13.7 Dependencies


415.13.8 Assumptions


425.13.9 Process Flow


425.14 Use Case 14: Transaction Validation & Signing in the Cloud


425.14.1 Description / User Story


425.14.2 Goal or Desired Outcome


425.14.3 Categories Covered


425.14.4 Applicable Deployment Models


425.14.5 Actors


425.14.6 Systems


425.14.7 Notable Services


425.14.8 Dependencies


435.14.9 Assumptions


435.14.10 Process Flow


435.15 Use Case 15: Enterprise Purchasing from a Public Cloud


435.15.1 Description / User Story


445.15.2 Goal or Desired Outcome


445.15.3 Notable Categorizations and Aspects


455.15.4 Systems


455.15.5 Process Flow


475.16 Use Case 16: Federated User Account and Attribute Provisioning and Management


475.16.1 Background 


485.16.2 Goal/Desired Outcome


485.16.3 Notable Categorizations and Aspects


485.16.4 Assumptions


495.16.5 Process Flow


515.16.6 Actors


515.16.7 Systems


525.16.8 Federated Account and Attribute Management Case Study Examples


545.16.9 Provisioning Access Control Use Case


565.16.10 Requirements


565.17 Use Case 17: Describe Entitlement Model


565.17.1 Description / User Story


565.17.2 Goal or Desired Outcome


575.17.3 Notable Categorizations and Aspects


585.17.4 Process Flow


585.18 Use Case 18: List Accounts and Entitlement Assignments


585.18.1 Description / User Story


585.18.2 Goal or Desired Outcome


595.18.3 Notable Categorizations and Aspects


595.18.4 Process Flow


605.19 Use Case 19: Governance Based Provisioning


605.19.1 Description / User Story


605.19.2 Goal or Desired Outcome


605.19.3 Notable Categorizations and Aspects


615.19.4 Process Flow


625.20 Use Case 20: Access to Enterprise’s Workforce Applications Hosted in Cloud


625.20.1 Description / User Story


625.20.2 Goal or Desired Outcome


625.20.3 Notable Categorizations and Aspects


625.20.4 Process Flow


635.21 Use Case 21: Offload Enterprise’s Business Partner Identity Management


635.21.1 Description / User Story


635.21.2 Goal or Desired Outcome


635.21.3 Notable Categorizations and Aspects


645.21.4 Process Flow


645.22 Use Case 22: Access to Enterprise’s Customer Applications Hosted in Cloud


645.22.1 Description / User Story


645.22.2 Goal or Desired Outcome


645.22.3 Notable Categorizations and Aspects


655.22.4 Process Flow


655.23 Use Case 23: Access to Enterprise’s Consumer Applications Hosted in Cloud


655.23.1 Description / User Story


655.23.2 Goal or Desired Outcome


655.23.3 Notable Categorizations and Aspects


665.23.4 Process Flow


665.24 Use Case 24: Per Tenant Identity Provider Configuration


665.24.1 Description / User Story


665.24.2 Goal or Desired Outcome


665.24.3 Notable Categorizations and Aspects


675.24.4 Process Flow


675.25 Use Case 25: Delegated Identity Provider Configuration


675.25.1 Description / User Story


685.25.2 Goal or Desired Outcome


685.25.3 Notable Categorizations and Aspects


685.25.4 Process Flow


695.26 Use Case 26: Association of a User and Tenant During Authentication


695.26.1 Description / User Story


695.26.2 Goal or Desired Outcome


695.26.3 Notable Categorizations and Aspects


705.26.4 Process Flow


705.27 Use Case 27: Auditing Access to Company Confidential Videos in Public Cloud


705.27.1 Description / User Story


705.27.2 Goal or Desired Outcome


715.27.3 Notable Categorizations and Aspects


725.27.4 Process Flow


735.28 Use Case 28: Government Provisioning of Cloud Services


735.28.1 Description / User Story


735.28.2 Goal or Desired Outcome


735.28.3 Notable Categorizations and Aspects


745.28.4 Process Flow


745.29 Use Case 29: User Delegation of Access to Cloud Services and Data 


745.29.1 Description / User Story


755.29.2 Goal or Desired Outcome


755.29.3 Notable Categorizations and Aspects


765.29.4 Process Flow


765.30 Use Case 30: Mobile Customers’ Identity Authentication Using a Cloud provider


765.30.1 Description / User Story


775.30.2 Goal or Desired Outcome


775.30.3 Notable Categorizations and Aspects


785.30.4 Process Flow


785.31 Use Case 31: Privileged User Access using Two-Factor Authentication


785.31.1 Description / User Story


785.31.2 Goal or Desired Outcome


785.31.3 Notable Categorizations and Aspects


795.31.4 Process Flow


795.32 Use Case 32: Cloud-based Two-Factor Authentication Service


795.32.1 Description / User Story


805.32.2 Goal or Desired Outcome


805.32.3 Notable Categorizations and Aspects


805.32.4 Process Flow


815.33 Use Case 33: Cloud Application Identification using Extended Validation Certificates


815.33.1 Description / User Story


815.33.2 Goal or Desired Outcome


815.33.3 Notable Categorizations and Aspects


825.33.4 Process Flow


825.34 Use Case 34: Cloud Platform Audit and Asset Management using Hardware-based Identities


825.34.1 Description / User Story


835.34.2 .Goal or Desired Outcome


835.34.3 Notable Categorizations and Aspects


855.34.4 Process Flow


865.35 Use Case 35: Intercloud Document Exchange


865.35.1 Description / User Story


865.35.2 Goal or Desired Outcome


865.35.3 Notable Categorizations and Aspects


895.35.4 Process Flow


93# Conformance


94A. Acknowledgements


95B. Definitions


95B.1 Cloud Computing


95B.1.1 Deployment Models


95B.1.2 Essential Characteristics


96B.1.3 Service Models


96B.2 Identity Management and Authentication


96B.3 General Definitions


96B.3.1 Glossary for the OASIS Security Assertion Markup Language (SAML) V2.0 [SAML-Gloss-2.0]


104B.3.2 ITU-T Definitions [X.idmdef]


108B.4 Profile Specific Definitions


109C. Use Case Template


1093.1 Use Case ## Number:  ## Title


1093.1.1 Description / User Story


1093.1.2 Goal or Desired Outcome


1093.1.3 Notable Categorizations and Aspects


1103.1.4 Process Flow


111D. Document Change History




1. Introduction

[All text is normative unless otherwise labeled]


1.1 Statement of Purpose

Cloud Computing is turning into an important IT service delivery paradigm. Many enterprises are experimenting with cloud computing, using clouds in their own data centers or hosted by third parties, and increasingly they deploy business applications on such private and public clouds. Cloud Computing raises many challenges that have serious security implications. Identity Management in the cloud is such a challenge.

Many enterprises avail themselves of a combination of private and public Cloud Computing infrastructures to handle their workloads. In a phenomenon known as "Cloud Bursting", the peak loads are offloaded to public Cloud Computing infrastructures that offer billing based on usage. This is a use case of a Hybrid Cloud infrastructure. Additionally, governments around the world are evaluating the use of Cloud Computing for government applications. For instance, the US Government has started apps.gov to foster the adoption of Cloud Computing. Other governments have started or announced similar efforts.

The purpose of the OASIS Identity in the Cloud TC is to collect and harmonize definitions, terminologies, and vocabulary of Cloud Computing, and develop profiles of open standards for identity deployment, provisioning and management. Where possible, the TC will seek to re-use existing work. The TC will collect use cases to help identify gaps in existing Identity Management standards. The use cases will be used to identify gaps in current standards and investigate the need for profiles for achieving interoperability within current standards, with a preference for widely interoperable and modular methods.

Additionally, the use cases may be used to perform risk and threat analyses. Suggestions to mitigate the identified risks and the threats and vulnerabilities will be provided.

The TC will focus on collaborating with relevant standards organizations such as the Cloud Security Alliance and ITU-T [ITU-T Focus Group on Cloud Computing] in the area of cloud security and Identity Management. Liaisons will be identified with other standards bodies, and strong content-sharing arrangements sought where possible, subject to applicable OASIS policies.

1.2 Terminology

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

1.3 Normative References

[NIST-CloudDef]
P. Mell, T. Grace, The NIST Definition of Cloud Computing Version 15. National Institute of Standards and Technology (NIST) - Computer Security Division – Computer Security Resource Center (CSRC), October 2009. See http://csrc.nist.gov/groups/SNS/cloud-computing/cloud-def-v15.doc.


[RFC2119]
S. Bradner, Key words for use in RFCs to Indicate Requirement Levels, http://www.ietf.org/rfc/rfc2119.txt, IETF RFC 2119, March 1997.

[RFC 4949]

R. Shirley. et al., Internet Security Glossary, Version 2, IETF RFC 4949, August 2009. http://www.ietf.org/rfc/rfc4949.txt.

[SAML-Gloss-2.0]
OASIS Standard, Glossary for the OASIS Security Assertion Markup Language (SAML) V2.0, March 2005. http://docs.oasis-open.org/security/saml/v2.0/saml-glossary-2.0-os.pdf.

[X.idmdef]
Recommendation ITU-T X.1252, Baseline identity management terms and definitions, International Telecommunication Union – Technical Communication Standardization Sector (ITU-T), April 2010. http://www.itu.int/rec/T-REC-X.1252-201004-I/
[Reference]
[Full reference citation]
1.4 Non-Normative References

[Needham78
]
R. Needham et al. Using Encryption for Authentication in Large Networks of Computers. Communications of the ACM, Vol. 21 (12), pp. 993-999. December 1978.

[RFC 1510
]
J. Kohl, C. Neuman. The Kerberos Network Authentication Requestor (V5). IETF RFC 1510, September 1993. http://www.ietf.org/rfc/rfc1510.txt.

[SAML-Core-2.0]
OASIS Standard, Security Assertion Markup Language Assertions and Protocols for the OASIS Security Assertion Markup Language (SAML) V2.0, March 2005. http://docs.oasis-open.org/security/saml/v2.0/saml-core-2.0-os.pdf.

[Reference]

[Full reference citation]
2. Use Cases Categorizations

This section defines identity management categorizations that are featured in the use cases presented in this document.

This document will use the following categories to classify identity in the cloud use cases:

· Infrastructure Trust Establishment

· General Identity Management (IM) 

· Infrastructure Identity Management (IIM)

· Federated Identity Management (FIM)

· Authentication

· Single Sign-On (SSO)

· Authorization

· Account and Attribute Management

· Account and Attribute Provisioning

· Security Tokens

· Audit and Compliance

2.1 Infrastructure Trust Establishment

This category includes use cases that feature establishment of trust between cloud providers their partners and customers and includes consideration of topics such as Certificate Services (e.g. x.509),  Signature Validation, Transaction Validation, Non-repudiation, etc..
2.2 General Identity Management (IM) 

This category includes use cases that feature general identity management in cloud deployments.

2.2.1 Infrastructure Identity Management (IIM) 

This subcategory includes use cases that feature Virtualization, Separation of Identities across different IT infrastructural layers (e.g. Server Platform, Operating System (OS), Middleware, Virtual Machine (VM), Application, etc).

2.2.2 Federated Identity Management (FIM)

This subcategory includes use cases that feature Identity Management across cloud deployments and enterprise.

2.3 Authentication

This category includes use cases that describe user and service authentication methods applicable to cloud deployments.

2.3.1.1 Single Sign-On (SSO)

This subcategory of authentication includes use cases that feature Single Sign-On (SSO) patterns across cloud deployment models.

2.3.1.2 Multi-Factor Authentication

TBD

2.4 Authorization

This category features use cases that feature granting of Access Rights to cloud resources to users or services following establishment of identity.  Use cases in this section may include authorization concepts such as Security Policy Enforcement, Role-Based Access Control (RBAC) and representations and conveyance of authorization such as Assertions to cloud services.

2.5 Account and Attribute Management

This category includes use cases that feature account establishment 
including Security Policy Attributes along with their Management or Administration
. Use cases may include descriptions of established provisioning techniques, as well as developing examples of Just-In-Time (JIT) Account Provisioning.

2.5.1 Provisioning

This subcategory of Account and Attribute Management highlights use cases that feature provisioning of identity and accounts within cloud deployments.

2.6 Security Tokens

This category includes use cases that feature Security Token Formats and Token Services including Token Transformation and Token Proofing.

2.7 Governance

TBD
2.8 Audit & Compliance 

This category includes use cases that feature Identity Continuity within cloud infrastructure and across cloud deployment models for the purpose of non-repudiation of identity associated with an action permitted against security policy.

3. Use Case Template

Each use case is presented in the following normative template for ease of comparison:

· Description / User Story
· Goal or Desired Outcome

· Categories Covered 

· Applicable Deployment Models 

· Actors

· Systems

· Notable Services

· Dependencies

· Assumptions

· Process Flow

3.1 Description / User Story

A general description of the use case in consumer language that highlights the compelling need for one or more aspects of Identity Management while interacting with a cloud deployment model.
3.2 Goal or Desired Outcome

A general description of the intended outcome of the use case including any artifacts created.

3.3 Categories Covered 

A listing of the Identity Management categories covered by the use case (as identified in section XXX
)

3.4 Applicable Deployment and Service Models 

A listing of the cloud deployment and service models covered by the use case (as identified in section XXX
)


These categories include:

· Cloud Deployment Models

· Private

· Public

· Community

· Hybrid

· Service Models

· Software-as-a-Service (SaaS)

· Platform-as-a-Service (PaaS)

· Infrastructure-as-a-Service (IaaS)

· Other (i.e. other “as-a-Service” Models)

3.5 Actors

A listing of the actors or roles that take part in the use case.

3.6 Systems

TBD

3.7 Notable Services

A listing of services (security or otherwise) that contribute to the identity management aspects of the use case.

3.8 Dependencies

A listing of any dependencies the use case has as a precondition.

3.9 Assumptions

A listing of any assumptions made about the use case including its actors, services, environment, etc.

3.10 Process Flow

A detailed stepwise flow of actions that comprise the use case.

4. Use Case Overview

This section contains an overview of the use cases provided by the use cases presented in the next section along with identity and deployment classification information.

4.1 Use Case Listing and Description of Goals
	Use Case #
	Priority
	Submitter

	Title
	Goals Description Comments


	1
	H
	RedHat
	Application and Virtualization Security
	Feature the importance of managing identities that exist in cloud at all levels, including the host operating system, virtual machines as well as applications.

	2
	M
	RedHat
	Identity Provisioning
	Feature the need support and manage customer policies for identity decommissioning including transitioning of affected resources to new identities.

	3
	L
	RedHat
	Identity Audit
	Feature the importance of auditing/logging of sensitive operations performed by users and administrators in the cloud.

	4
	L
	RedHat
	Identity Configuration
	Feature the need for portable standards to configure identities in cloud applications and infrastructure (virtual machines, servers etc).

	5
	L
	RedHat
	Middleware Container in a Public Cloud
	Show how cloud identities need to be administered and accounted for in order to manage middleware containers and their applications.

	6
	H+
	RedHat
	Federated SSO and Attribute Sharing
	Feature the need for Federated Single Sign-On (F-SSO) across multiple cloud environments.

	7
	M+
	RedHat
	Identity Silos in the Cloud
	Exhibit how identity attributes can be aggregated based on multiple silos within a cloud, a group of clouds or from outside the cloud.

	8
	L
	RedHat
	Identity Privacy in a Shared Cloud Environment
	Show the need for controls to exist to maintain privacy of identities while operating in a cloud if desired.

	9
	M-
	MIT Kerberos
	Cloud Hosted Kerberos Authentication Scenario
	TBD


	10
	M+
	PrimeKey
	Cloud Signature Service
	TBD


	11
	H
	SafeNet
	Cloud Tenant Administration of a SaaS Application in a Public Cloud
	Feature user authentication to a public cloud to obtain access privileges to administer a SaaS application.

	12
	H
	SafeNet
	Enterprise to Cloud SSO
	A user is able to access resource within their enterprise environment or within a cloud deployment using a single identity.

With enterprises expanding their application deployments using private and public clouds, the identity management and authentication of users to the services need to be decoupled from the cloud service in a similar fashion to the decoupling of identity from application in the enterprise. Users expect and need to have their enterprise identity extend to the cloud and used to obtain different services from different providers rather than multitude of userid and passwords.   

By accessing services via a federated enterprise identity, not only the user experience of SSO is to gain, but also Enterprise compliance and for control of user access, ensuring only valid identities may access cloud services. 


	13
	H
	SafeNet
	Cloud Identity SSO – “Authentication-as-a-Service”
	TBD


	14
	L-
	SafeNet
	Transaction Validation and Signing in the Cloud

	TBD


	15
	H
	SAP
	Enterprise Purchasing from a Public Cloud
	TBD, There are a couple of goals I am looking to achieve via the TC. First is to drive down the number of passwords that are stored and used in the cloud down to as few as possible. Second is to eliminate the need to implement a cloud version of 'directory synchronization' where we attempt to keep identity stores in synch via traditional backchannel techniques. Third and last is to drive towards a claims based architecture wherever possible.


	16
	M
	Homeland Security
	Federated User Account and Attribute Provisioning
	Show the need for provisioning, administration and governance of users and distribution of their attributes among various central and branch offices of an organization using cloud deployment models. 

	17
	H
	SailPoint
	Describe Entitlement Model
	Feature the need for cloud customers to externally manage roles and entitlements against cloud hosted resources, services and applications.

Intent - To provide a means for an external audit/identity governance application to understand assignable entitlements in a cloud application so it can be modeled and understood for audit and provisioning purposes

	18
	H
	SailPoint
	List Accounts and Entitlement Assignments
	Intent - To provide a read-only audit interface that allows an external audit/identity governance application to list accounts-to-entitlement assignments for the purposes of audit and identity intelligence use cases

	19
	H
	SailPoint
	Governance Based Provisioning
	Intent - To support basic Create,Update & Delete use cases for accounts and entitlement assignments with support for preventative SOD policy checks, appropriate approvals and audit controls

	20
	M-SSO
	Ping
	Access to Enterprise’s Workforce Applications Hosted in Cloud
	Exhibit the need for seamless authentication and access privileges conveyance from an enterprise that is wishes to host their workforce applications on a public cloud.

	21
	M
	Ping
	Offload Enterprise’s Business Partner Identity Management
	Exhibit the need for an Enterprise to manage its business partner’s employees’ identities and authorizations on-premise while enabling seamless authentication and access to their cloud hosted applications. 

	22
	M
	Ping
	Access to Enterprise’s Customer Applications Hosted in Cloud
	Exhibit the need for an Enterprise to be able to provide seamless authentication for its institutional or customer-facing applications deployed on cloud.

	23
	M
	Ping
	Access to Enterprise’s Consumer Applications Hosted in Cloud
	Exhibit the need for an Enterprise to be able to provide seamless authentication to its consumer oriented applications deployed on cloud.

	24
	L
	Novell
	Per Tenant Identity Provider Configuration
	Show the need for cloud tenants to securely manage cloud services using automated tools rather than navigating and manually configuring each service individually. 

	25
	L
	Novell
	Delegated Identity Provider Configuration
	Show the need for cloud tenant administrators need to delegate access to their identity services configuration within a multi-tenant cloud service to their chosen identity provider service.

	26
	L
	Novell
	Association of a User and Tenant During Authentication
	TBD


	27
	H
	IBM
	Auditing Access to Company Confidential Videos in Public Cloud
	Features the need to audit various role-based accesses of a confidential data objects stored in a public cloud against the owning company’s security policy

	28
	M
	Internal Affairs Dept, New Zealand Govt.
	Government Provisioning  of Cloud Services
	Show how authorized government personnel could be granted access and assigned appropriate privileges to configure and provision a cloud service.

	29
	L
	University of Kent
	 User Delegation of Access to Cloud Services and Data 
	Users are able to dynamically delegate (grant and revoke) access to their cloud services and data at any time.

	30
	H
	Bank of America
	Mobile Customers’ Identity Authentication Using a Cloud provider
	Show how a financial company is able to use a cloud service provider to authenticate its globally-based mobile clients and to connect them to the closest (cloud) physical location for fast response.

	31
	H+
	Symantec
	Privileged User Access using Two-Factor Authentication
	Show the need for privileged users to use two-factor authentication, such as enterprise administrators, to manage and configure tenant of the cloud services.

	32
	M+
	Symantec
	Cloud-based Two-Factor Authentication Service
	Exhibits the value of a Two-Factor Authentication (2FA) cloud-based service that can be used with an Identity Provider, deployed either at the enterprise, at the cloud service provider, or as a separate cloud service

	33
	M-
	Symantec
	Cloud Application Identification using Extended Validation Certificates
	Shows the value of providing validatable identification of the Cloud Provider/SaaS application to the user or consumer using Extended Validation (EV) certificates.

	34
	H
	MIT Kerberos

	Cloud Platform Audit and Asset Management using Hardware-based Identities
	Describes the value of ``proof of execution'' using persistent hardware-based identities that are traceable and logged as part of the audit trail for the Enterprise customer.

	35
	H
	Traxian
	Intercloud Document Exchange
	
Businesses trading with one another should be able to seamlessly establish new electronic trading relationships via their existing cloud application and commerce systems.  In particular, the identities, attributes and relationships required on the various systems should be able to be set up with zero or minimal user intervention.

	
	
	
	
	


4.2 Coverage by Identity Management Category
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4.3 Coverage by Cloud Deployment and Service Model

	Use Case #
	Cloud Model Categories

	
	Deployment Models
	Service Models

	
	Private
	Public
	Community
	Hybrid
	SaaS
	PaaS
	IaaS
	Other

	1
	X
	X
	X
	X
	X
	X
	X
	

	2
	
	X
	X
	X
	X
	
	
	

	3
	X
	X
	X
	X
	X
	X
	X
	

	4
	X
	X
	X
	X
	X
	X
	X
	

	5
	X
	X
	X
	X
	
	X
	X
	

	6
	X
	X
	X
	X
	X
	X
	X
	

	7
	X
	X
	X
	X
	X
	X
	X
	

	8
	X
	X
	X
	X
	X
	X
	X
	

	9
	X
	X
	
	
	
	X
	X
	

	10
	X
	X
	X
	X
	X
	X
	X
	

	11
	
	X
	
	
	X
	
	
	

	12
	TBD
	
	
	
	
	
	
	

	13
	TBD
	
	
	
	
	
	
	

	14
	TBD
	
	
	
	
	
	
	

	15
	TBD
	
	
	
	
	
	
	

	16
	X
	X
	X
	X
	X
	
	
	

	17
	X
	X
	X
	X
	X
	X
	
	

	18
	X
	X
	X
	X
	X
	X
	
	

	19
	X
	X
	X
	X
	X
	X
	X
	

	20
	TBD
	
	
	
	
	
	
	

	21
	TBD
	
	
	
	
	
	
	

	22
	TBD
	
	
	
	
	
	
	

	23
	TBD
	
	
	
	
	
	
	

	24
	
	X
	X
	X
	X
	X
	X
	

	25
	
	X
	X
	X
	X
	X
	X
	

	26
	
	X
	X
	X
	X
	X
	X
	

	27
	
	X
	
	
	
	
	X
	

	28
	X
	
	X
	
	X
	X
	X
	

	29
	TBD
	
	
	
	
	
	
	

	30
	X
	X
	
	
	
	
	X
	

	31
	X
	X
	X
	X
	X
	X
	X
	X

	32
	X
	X
	X
	X
	X
	X
	
	

	33
	X
	X
	X
	X
	X
	X
	X
	X

	34
	X
	X
	
	
	
	X
	X
	

	35
	
	
	
	X
	X
	X
	X
	X

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	


5. Use Cases

5.1 Use Case 1: Application and Virtualization Security in the Cloud

5.1.1 Description / User Story

Cloud Computing environments have one or more virtual machines/images running on a Host Operating system on a server.  Applications run inside these virtual machines (Guest Operating systems).  Applications can run directly on the host operating system. Identities can be associated with each of these virtual machines. Identities can be associated with the applications running on that server (including the virtual machines). 

Virtual Machines can be owned by different owners. We have identities that administer the virtual machines. We have identities that use the applications. The Virtual Machine identities may not be the same as the application identities. Authentication and validation of Identities by the cloud infrastructure may not be sufficient for the owners of virtual machines.

5.1.2 Goal or Desired Outcome
We have separation of identities and ownership is not just cloud provider.

Could be one or more identity services (e.g. Amazon owns one, Customer owns another)
Since a cloud server can have multiple virtual machines and applications run on these guest operating systems, it is important to manage the identities that exist in the host operating system, virtual machines as well as applications. Additionally, it should be possible for VM owners to do their own proofing of identities.
5.1.3 Notable Categorizations and Aspects
	Categories Covered:

· Primary

· Infrastructure IdM

· General Identity Management (IM) 
· Secondary: 
· Acct and Attr Mgmt.
· FIM
	Applicable Deployment and Service Models:
· Cloud Deployment Models

· Private (F)
· Public (F)
· Community 
· Hybrid

· Service Models

· Software-as-a-Service (SaaS) (S)
· Platform-as-a-Service (PaaS) (F)
· Infrastructure-as-a-Service (IaaS) (F)

	Actors:

· Server Administrator.

· Virtual Machine Owner

· Virtual Machine Administrator

· Application Deployer

· Application User
	Systems:

· None

	Notable Services:
· Virtual Machines

· Hypervisors

· Host Operating System

· Cloud Identity Stores (transformation of identities)

	Dependencies:
· None

	Assumptions:

· Multiple virtual machines run on a single host operating system.

· Not all virtual machines running on a single host operating system is owned by a single entity.


5.1.4 Process Flow

1 A Server Administrator (One type of identity) administers a server in the cloud. He has privileges to administer the host operating system and its services. 
2 A Virtual Machine Owner (an identity) or a virtual machine administrator (an identity) commissions a virtual machine to run on this server. 
3 An Application Deployer (an identity) then deploys an application on a virtual machine. 
4 An Application User (an identity) then makes use of this application. 
5 The Server Administrator, Virtual Machine Owner, Application Owner and Application User identities are authenticated/validated/transformed against an identity store/service that exists in the cloud. 
6 The cloud identity system can transform a federated identity to a local identity if needed.
5.2 Use Case 2: Identity Provisioning

5.2.1 Description / User Story
Resources exist in the cloud. These resources can be virtual machines running on a server, applications running inside a virtual machine or a document created/stored on a public cloud. Eventually, the cloud identities that own these resources may get decommissioned. If the link between the resource and its decommissioned owner is lost, it is possible that the particular resource is lost for ever. Ideally, facilities via design should exist to transition the resources to new owners.

As an example consider the case when an employee creates company documents in a public cloud. These are official company documents hosted on a public cloud infrastructure. Now when the employee leaves the company, his employer should be able to transition the documents to another employee.

5.2.2 Goal or Desired Outcome

When identities get decommissioned, the resources owned by these identities should not be automatically decommissioned. There should be facilities and policies available to transition these resources to new identities.

5.2.3 Notable Categorizations and Aspects

	Categories Covered:

· Primary

· General IdM

· Account and Attribute Management. (Provisioning)

· Secondary

· Audit and Compliance

	Applicable Deployment and Service Models:
· Cloud Deployment Models

· Public

· Community

· Hybrid

· Service Models

· Software-as-a-Service (SaaS) (F)

	Actors:

· Server 
Administrator.

· Application User
	Systems:

· None

	Notable Services:

· Cloud Applications

· Cloud Identity Stores

	Dependencies:

· None

	Assumptions:
· None


5.2.4 Process Flow

7 An Application User creates multiple cloud resources.  
8 The Application User is decommissioned
.

9 The Application Administrator transitions the cloud resources to another Application User.

5.3 Use Case 3: Identity Audit

5.3.1 Description / User Story
Users and Administrators of the cloud environment perform security sensitive operations. There is a need to audit their actions in a tamper proof fashion.

5.3.2 Goal or Desired Outcome

For compliance purposes, it is important to audit/log sensitive operations performed by users and administrators in the cloud environment.

5.3.3 Notable Categorizations and Aspects

	Categories Covered:

· Primary
· Audit and Compliance
	Applicable Deployment and Service Models:
· Cloud Deployment Models

· Private

· Public

· Community

· Hybrid

· Service Models

· Infrastructure-as-a-Service (IaaS)

· Platform-as-a-Service (PaaS)

· Software-as-a-Service (SaaS)

	Actors:

· Application Administrator
· Application User
	Systems:

· None

	Notable Services:

· Cloud Applications

· Cloud Identity Stores

	Dependencies:

· Common Logging/Auditing standards.

	Assumptions:
· None


5.3.4 Process Flow

10 A common auditing standard is used to log all 
sensitive operations 
happening in the cloud environment.

5.4 Use Case 4: Migration of Identity & Attributes Between Cloud Providers
5.4.1 Description / User Story
Cloud Applications use identities. The cloud infrastructure uses identities. If there is a configuration that is an accepted standard, then it is easier to migrate the configuration across cloud infrastructures.

5.4.2 Goal or Desired Outcome

Portable standards exist for configuration of identities in the applications and the infrastructure (virtual machines, servers etc).

5.4.3 Notable Categorizations and Aspects

	Categories Covered:

General Identity Management (IM) 

· Primary

· Gen. IdM

· Secondary

· Attr Mgmt.

· 
	Applicable Deployment and Service Models:
· Cloud Deployment Models

· Private

· Public

· Community

· Hybrid

· Service Models

· Infrastructure-as-a-Service (IaaS)

· Platform-as-a-Service (PaaS)

· Software-as-a-Service (SaaS)

	Actors:

· Application Administrator

· Application User
	Systems:

· None

	Notable Services:

· Cloud Applications

· Cloud Identity Stores

· Cloud Metadata Services

	Dependencies:

· None

	Assumptions:
· None


5.4.4 Process Flow

11 A standard configuration template is used to load identities into an application. 
12 Similarly a standard configuration template is used to load infrastructure identities
.

5.5 Use Case 5: Middleware Container in a Public Cloud Infrastructure

5.5.1 Description / User Story
Middleware containers are services that are able to host applications on a server.  A middleware container such as a Java EE Application Server can run on a virtual machine in the cloud. Administrator identities can exist to manage these middleware containers. Deployer identities may exist to manage the deployment lifecycle of applications running in the middleware containers. In a clustered environment, a middleware set up may spawn multiple virtual machines across one or more servers.

5.5.2 Goal or Desired Outcome

Identities are accounted and administered by the cloud to manage middleware containers and their applications.

5.5.3 Notable Categorizations and Aspects

	Categories Covered:

· General Identity Management (IM) 

· Authentication

· Authorization

· Account and Attribute Management

· Audit and Compliance

	Applicable Deployment and Service Models:
· Cloud Deployment Models

· Private

· Public

· Community

· Hybrid

· Service Models

· Infrastructure-as-a-Service (IaaS)

· Platform-as-a-Service (PaaS)

	Actors:

· Middleware Administrator

· Middleware Deployer

· Application User
	Systems:

· None

	Notable Services:

· Cloud Applications

· Cloud Identity Stores

	Dependencies:

· None

	Assumptions:
· None


5.5.4 Process Flow

A Middleware Administrator creates a middleware container on a virtual machine. A Deployer then manages the deployment of applications on this middleware container. The Cloud Authentication and Authorization system is used to authenticate the identity?entify the identity
.

5.6 Use Case 6: Federated Single Sign-On and Attribute Sharing

5.6.1 Description / User Story
There are multiple applications hosted in the cloud. If you view a cloud as a single security domain, then a collection of cloud environments encompass multiple security domains. A user in one domain should be able to access applications hosted in another cloud or domain as long as a trust relationship exists between the two cloud environments.

Additionally, for users coming in from external cloud or domains, it should be possible to map attributes 
to the local environment.

5.6.2 Goal or Desired Outcome

Federated Single Sign-On (SSO) is achieved with multiple cloud environments.

5.6.3 Notable Categorizations and Aspects

	Categories Covered:

· Primary

· Authentication

· F-SSO
· Secondary

· Authorization

· Account and Attribute Provisioning
· Security Tokens


	Applicable Deployment and Service Models:
· Cloud Deployment Models

· Private

· Public

· Community

· Hybrid

· Service Models

· Infrastructure-as-a-Service (IaaS)

· Platform-as-a-Service (PaaS)

· Software-as-a-Service (SaaS)

	Actors:

· Application Administrator

· Application User
	Systems:

· None

	Notable Services:

· Cloud Applications

· Cloud Identity Stores

· Cloud Attribute Services

	Dependencies:

· None

	Assumptions:
· None


5.6.4 Process Flow

A user accesses an application in the cloud. The call comes with a federated identity attached. The cloud identity services accept the federated identity of the user; do the necessary transformation (and back channel operations) to provide a local cloud access to the application.

5.7 Use Case 7: Identity Silos in the Cloud
5.7.1 Description / User Story
Identity information can be stored in stores
 such as a Directory within a single cloud computing environment, multiple cloud environments or outside the cloud.

5.7.2 Goal or Desired Outcome

Identity Attributes can be aggregated based on multiple silos within a cloud, a group of clouds or from outside the cloud.

5.7.3 Notable Categorizations and Aspects

	Categories Covered:

· Primary

· FIM

· Secondary

· Authentication

· Authorization
· Account and Attribute Mgmt.
	Applicable Deployment and Service Models:
· Cloud Deployment Models

· Private

· Public

· Community

· Hybrid

· Service Models

· Infrastructure-as-a-Service (IaaS)

· Platform-as-a-Service (PaaS)

· Software-as-a-Service (SaaS)

	Actors:

· TBD

	Systems:

· None

	Notable Services:

· Cloud Applications

· Cloud Identity Stores (or Directory Service)

· Cloud Attribute Services

	Dependencies:

· None

	Assumptions:
· None


5.7.4 Process Flow

13 A user accesses an application in the cloud. 
14 The Cloud Identity infrastructure has to authenticate, authorize and proof this user based on information stored in its directory servers as well as get additional attributes from the employer's directory server or any attribute service that exists outside the cloud.

5.8 Use Case 8: Identity Privacy in a Shared Cloud Environment

5.8.1 Description / User Story
Identities operate in the cloud. Many attributes associated with the identity may be confidential and need to be protected in a multi-tenant environment. There is a need for Privacy controls and Governance frameworks in the cloud to protect the privacy of the identity.

5.8.2 Goal or Desired Outcome

Controls exist to maintain privacy of identities operating in a cloud if desired.

5.8.3 Notable Categorizations and Aspects

	Categories Covered:

· Primary

· Account and Attribute Management

· Audit and Compliance
	Applicable Deployment and Service Models:
· Cloud Deployment Models

· Private

· Public

· Community

· Hybrid

· Service Models

· Infrastructure-as-a-Service (IaaS)

· Platform-as-a-Service (PaaS)

· Software-as-a-Service (SaaS)

	Actors:

· Identities

· Privacy control policies

· 
TBD

	Systems:

· None

	Notable Services:

· Cloud Applications

· Cloud Identity Stores

· Cloud Attribute Services

	Dependencies:

· None

	Assumptions:
· There exist privacy control policy standards as well as Identity Governance Framework standards



5.8.4 Process Flow

15 A user 
accesses an application in the cloud. 
16 The cloud identity services 
authenticate and proof the user. 
17 They determine that this is a VVIP 
whose attributes should be masked from other users in the cloud. 
18 Appropriate privacy controls 
are applied such that the attributes of the identity are not visible to other users or applications in the cloud.

5.9 Use Case 9: Kerberos Authentication Service
 hosted in the Cloud
5.9.1 Description / User Story
There is a strong desire on the part of many Enterprises to expand their Kerberos protocol usage for authentication beyond the enterprise boundary. Currently over 60% of medium to large enterprises deploy Kerberos internally as the primary authentication and authorization mechanism.

Many of these enterprises wish to allow Kerberos tokens (tickets) issued to employees to be used by those employees to perform single-sign-on (SSO) to affiliated services outside the enterprise.  Similarly, other organizations wish to allow their consumers/customers to access resources/services offered by the organization using a strong authentication protocol, preferably one which is compatible to their internal authentication infrastructure.  This dual need can be addressed by the deployment of a Kerberos authentication and authorization Service in the Cloud (Cloud-Kerberos). That is, an authentication service that operates one or more Kerberos KDCs 
in the cloud and providing either a hosted infrastructure-as-a-service to Enterprises or to a trusted third-party IdP
.

However, in order to achieve the goal of a Kerberos authentication and authorization service in the cloud, there are several technical issues that need to be addressed.  These include global identities for Kerberos (real and pseudonymous), a standard web-layer API for authentication services, Enterprise-to-Cloud trust establishment, a global authorization structure (i.e. global PAC
), provisioning of users and credentials to the cloud, and others.

5.9.2 
Goal or Desired Outcome

A desired outcome would be one or more profiles or specifications that build on


(a) existing standards (eg. SAML, OAuth) and (b) new standards published by the Oasis Cloud-ID TC.

5.9.3 Notable Categorizations and Aspects

	Categories Covered:

· Infrastructure Trust Establishment

· General Identity Management (IM) 

· Infrastructure Identity Management (IIM)

· Federated Identity Management (FIM)

· Authentication

· Single Sign-On (SSO)

· Authorization

· Account and Attribute Management

· Account and Attribute Provisioning

· Security Tokens

· Audit and Compliance
	Applicable Deployment and Service Models:
· Cloud Deployment Models

· Private
· Public
· Service Models

· Infrastructure-as-a-Service (IaaS)

· Platform-as-a-service (PaaS)

	Actors:

· Enterprise
: This is the legal entity that buys the Cloud Kerberos Service for the authentication and authorization of its employees residing within its organizational boundary.

· Employee
: This is the person that has a legal employment agreement with by the Enterprise.
· Consumer
: This is the individual person that is the customer of the SP (which uses the Kerberized-IdP for authentication/authorization services).


	Systems:

· None

	Notable Services:

· Cloud Kerberos Provider

· This is the entity that offers Cloud-KDC services and its associated account/credential provisioning services to either the Enterprise or the Kerberized-IdP.

· Kerberized
-IdP

· This is the legal entity that buys the Cloud Kerberos Service for the authentication its individual customers (eg. home consumers) residing outside its organizational boundary.

· Token Translation Service
· This is the task of translating between distinct token formats. This task can be offered by the Kerberized-IdP or be a stand-alone service.

	Dependencies:

· None


	Assumptions:
· None



5.9.3.1 Categorization Commentary

· Infrastructure Trust Establishment: Currently in Kerberos there is lack of a standard for an automated and scalable trust establishment, contract agreement and shared master-key establishment between entities (in this case between the enterprise/user and the Kerberos Authentication Service in the Cloud). Some proposals based on X509 certificates have been proposed, but none are standard.

· General identity management:

· Infrastructure identity management:  Kerberos has been and is currently being used as the primary authentication mechanism within virtualized environments. Examples includes authentication by user-owned processes against Kerberized 
file systems. In most cases the deployment scenario demands distinct Kerberos identities, in order to allow separation of the logical resources as well as for audit requirements.

· Authentication: The Kerberos Authentication Service in the Cloud can be narrowly defined as an authentication service that operates one or more Kerberos KDCs in the cloud and providing a web-layer API for Kerberos Clients and Kerberos Service Principals (ie. SPs). An important requirement is the ability of an end-user to perform SSO to a known (participating) SP after authenticating to appropriate Cloud-KDC.

· Authorization: A crucial part of achieving cross-provider consistent security quality is to provide a common authorization semantics that can be evaluated (eg. By a PDP) and enforced (eg. By a PEP). Currently in the IETF there is a new draft proposing a generalized Kerberos attribute set (commonly known also as the Privilege Attribute Certificate or PAC).

· Account and attribute management:  This use-case requires a secure method to establish new accounts, manage existing accounts and to manage attributes related to an account in a consistent manner across organization (eg. cross-enterprise). 

· Provisioning: This use-case requires a method to provision accounts into a Kerberos Authentication Service in the Cloud. This includes provisioning the credentials (eg. master-key(s)) at the Client and Cloud-KDC, cipher-types, as well as other operating policies. Such a provision system should be administered by a legitimate Administrator operating under the jurisdiction of the Enterprise or the Cloud-KDC.

· Security Tokens: Although the Kerberos ticket is a well-known data structure and well deployed in the Enterprise, in order to interoperate with non-Kerberos services in the wider Internet, we anticipate the need of a token-translation to occur. This could be either as part of the Cloud-KDC function or as a separate token translation service. Examples of token translation might be from a Kerberos service-ticket (or TGT) to an OAuth access token (or refresh token). An important part of the token translation task is the correct (secure) transferal of attribute data (if present) from one format to another.

5.9.3.2 Deployment and Service Model Commentary
There are a number of deployment models, as well as service model that can underlie the Kerberos Authentication Service in the Cloud.
Cloud Deployment Models:
· Private: 
· An Enterprise may decide to operate its Kerberos authentication infrastructure as a service in private cloud. This would allow the Enterprise to obtain benefits from isolating the Kerberos infrastructure, and even to outsource/offload the day-to-day management of the Kerberos authentication infrastructure to a private third-party.  The important aspect here is that the Cloud-KDC remains an Enterprise KDC that is accessible only by legitimate employees of within the Enterprise.
· Public:
· An IdP may deploy public-facing Kerberos infrastructure in its cloud, offering a one-stop authentication& authorization portal for various consumers wishing to SSO into other services on the Internet.
Service Models:

· Infrastructure-as-a-Service (IaaS): 

· Since operating and managing a Kerberos KDC may consume Enterprise IT resources, an Enterprise may consider using a Kerberos IaaS in a private capacity to allow employees to authenticate and perform their daily business tasks. The IaaS provider manages the KDCs associated to a given Enterprise, either as a completely separated KDC set or as a shared KDC resource (ie. shared across more than one Enterprise customer). Note that a separate virtualized KDC (or even physical KDC) may also be operated by the IaaS to satisfy the security requirements of the Enterprise customer.

· Platform-as-a-service (PaaS): 

· A cloud platform provider may offer several “tools” that it can instantiate for its customers.  One of these “tools” may be a virtualized KDC that it can spin-up, with a UI for remote management by its owner. Note that the virtualized KDC may belong to a private Enterprise or belong to a public-facing IdP.

5.9.4 Process Flow

5.9.4.1 Scenario 1: Enterprise Employee Outbound

19 Employee obtains Kerberos Ticket Granting Ticket (TGT) from Enterprise KDC (internal).

20 Employee presents TGT in an outbound connection to the Cloud-KDC (external Kerberized-IdP).

21 Cloud-KDC 
returns a Kerberos service-ticket or equivalent (e.g. OAuth2.0 Access Token)

22 Employee presents the service-ticket to an external Service Provider.

23 Employee obtains service or resource from external Service Provider.
5.9.4.2 Scenario 2: Consumer/customer (Inbound into Enterprise-run service)

24 Consumer obtains Kerberos Ticket Granting Ticket (TGT) from the Cloud-KDC (external Kerberized-IdP).
25 Consumer presents TGT to the out-facing Enterprise-KDC
.

26 Enterprise-KDC returns a Kerberos service-ticket or equivalent (e.g. OAuth2.0 Access Token)

27 Consumer presents the service-ticket to desired Enterprise-run service
.

28 Consumer obtains service or resource from Enterprise-run service.
5.10 Use Case 10: Cloud Signature Services 

5.10.1 Description 
/ User Story

There is a business need in many applications to create digital signatures on documents and transactions. When applications, and users, move into the cloud so should also the signing services. Both users and application have a need to sign documents. 

· Examples as xml, pdf, odf, etc. 

There are different signature standards for all these types of documents. 

· Example use cases for signed documents are applications sending signed messages to other applications (edi 
for examples), corporations producing receipts or official documents (e.g. sensitive reports, tax returns etc.) and users with need for integrity protection (e.g. agreements, purchase orders, etc).

5.10.2 Goal or Desired Outcome

TBD

5.10.3 Notable Categorizations and Aspects

	Categories Covered:

· Primary

· Authentication
· Secondary

· Authorization

· 
	Applicable Deployment and Service Models:
· Cloud Deployment Models

· Private

· Public

· Community

· Hybrid

· Service 
Models

· Infrastructure-as-a-Service (IaaS)

· Platform-as-a-Service (PaaS)

· Software-as-a-Service (SaaS)


	Actors:

· TBD

	Systems:

· None

	Notable Services:

· TBD


	Dependencies:

· Of vital importance for a signature service is authentication of users. Authentication is a prerequisite for authorization, without which signature services are virtually useless. In case of individual users there is a need to authenticate the individual and in case of organization signatures you need to identify the organizational identity of the user.

	Assumptions:
· TBD



5.10.4 Requirements
· Be able to securely identify

· Individuals

· Domains (organizations)

· Provisioning

· Provisioning of entities should not require provisioning with the signature service itself.

· Authorization

· Authorization configuration would preferably not have to be done in the signature services themselves.

· Single Sign-On
· Re-use authentication tokens, attributes and metadata in the cloud.

· Signature service should be able to use the same identify as the "using" entities and services.

5.10.5 Process Flow

29 TBD

5.11 Use Case 11: Cloud Tenant Administration of a SaaS Application in a Public Cloud 

5.11.1 Description / User Story

This use case demonstrates Cloud Tenant Administration of a SaaS application in a public cloud.

A business owner of a company’s SaaS application in a public cloud authenticates to the cloud provider and is granted privileged administrative access to only its tenant application. Once authenticated, the user is able to perform administrative operations such as configuration of security policies and identities for other users (roles) at their company. The cloud provider that hosts the SaaS application must account for the privileged user access (identity) and any administrative actions they take on that particular application for security auditing purposes.

5.11.2 
Goal or Desired Outcome

User is authenticated at the appropriate assurance level to the public cloud to obtain access privileges to administer a SaaS application.

5.11.3 Notable Categorizations and Aspects

	Categories Covered:

· Authentication

· Authorization

· Audit and Compliance
	Applicable Deployment and Service Models:
· Cloud Deployment Models

· Public

· Service Models

· Software-as-a-Service (SaaS)

	Actors:

· Cloud Tenant Administrator

· Cloud Resource / SaaS Administrator (setting up of Tenant Administrator)
	Systems:

· Cloud Application Administration System

· Cloud Identity Store

· Cloud Authorization/Policy Store

· Cloud Auditing store  

	Notable Services:

· Cloud Application Authentication Validation Service

· Cloud Application Access Control System Service

· Cloud Application Auditing Service

· Cloud Application Administration Service

	Dependencies:

· Prior to Authentication, the Cloud Application Administrator have set up the cloud tenant account and associated policies and provided the authentication credentials to the application business owner of band.

	Assumptions:
· Privileged account already exists within the cloud that hosts the SaaS application.
· Support for authentication based upon customer/consumer’s organizational security policies and control requirements.

· The Business Owner identity is known and proofed - the use case does not cover the identity proofing process. The process is happening out of band to the use case.


5.11.4 Requirements
· Authentication - be able to authenticate using high levels of assurance, authentication schemes, and multi factor authentication.

· Authorization - fine grain administrative controls with approval workflow schemes

· Audit - Privileged accounts auditing and attestation 

· Audit trails – be able to record administrative events in a tamper evident/tamper resistance transaction log

5.11.5 Process Flow

30 TBD

5.12 Use Case 12: Enterprise to Cloud Single Sign-On

5.12.1 Description / User Story 

This use case demonstrates how a user logs into their enterprise security services, and once authenticated, she is able to access cloud resources without the need to re-authenticate to the cloud provider. The use case allows users to extend their enterprise identity and apply it to consuming cloud applications services in a seamless manner. With enterprises expanding their application deployments using private and public clouds, the identity management and authentication of users to the services should be decoupled from the cloud service in a similar fashion to the decoupling of identity from application in the enterprise. Users expect and need to have their enterprise identity extend to the cloud and used to obtain different services from different providers rather than logging to each service individually

By accessing services via a federated enterprise identity, not only the user experience of SSO is to gain, but also Enterprise compliance and for control of user access, ensuring only valid identities may access cloud services. 

5.12.2 Goal or Desired Outcome

A user is able to access resource within their enterprise environment or within a cloud deployment using a single identity.  Once authenticated, the user access to the application is authorized and audited by the cloud application. 

5.12.3 Notable Categorizations and Aspects

	Categories Covered:

· Primary

· Authentication
· SSO
· FIM
· 
Secondary
	Applicable Deployment and Service Models:

· All Cloud Deployment Models (Private, Public, Community and Hybrid)
· All Cloud Service Models (SaaS,  Paas, IaaS)
· 
None featured

	Actors:

· Cloud Tenant Administrator

· Enterprise User 

· Enterprise Identity Administrator 
	· Systems:
· Cloud Application Administration System

· Cloud Identity Store

· Cloud Authorization/Policy Store

· Cloud Auditing Store  

	Notable Services:

· Cloud Application Federation Service

· Cloud Application Identity Mapping / Linking Service

· Cloud Application Authorization Service

· Cloud Application Auditing Service

· Cloud Application Administration Service 

	Dependencies:

· Prior to Authentication, the tenant Application Administrator have set up the Enterprise user  account in the cloud App out of  band OR just-in-time provisioning takes care of that 

· The federated trust relationship between the cloud application and enterprise identity provider was previously set by the Cloud tenant Administrator

	Assumptions:

· The Business Owner identity is known and proofed - the use case does not cover the identity proofing process. The process is happening out of band to the use case


5.12.4 Process Flow

TBD

5.13 Use Case 13: Cloud Identity SSO – “Authentication-as-a-Service”

5.13.1 Description / User Story

With the broadening of services offered in the cloud, the identity management and authentication of users to the services is under pressure to be decoupled from the cloud services themselves. From a user perspective, Users subscribing to an array of cloud services expect and need to have an interoperable identity that would be used to obtain different services from different providers. 

From a cloud provider perspective, being able to interoperate with identities the user they already have, helps to attract new customers, and would simplify the identity management overhead of the service provider.  A cloud centric authentication service, using federated identity standards such as SAML and WS-Federation, is a key component of a streamlined user experience and obtaining trust in the cloud

5.13.2 
Goal or Desired Outcome

A user is able to access multiple SaaS applications using a single identity.  Once authenticated using the Identity Provider, the user access to different SaaS provider applications does not require the user to re-authenticate to each application individually

5.13.3 Notable Categorizations and Aspects

	Categories Covered:

· Primary

· Authentication
· SSO
· FIM
· 
Secondary

· 

	Applicable Deployment and Service Models:

· Cloud Deployment Models  - Public, Community
· Cloud Service Models – 
· SaaS (Featured)
· 


	Actors:

· - SaaS Application User 
· - SaaS provider Administrator
	Systems:

· SaaS Applications

· Identity Provider

	Notable Services:

· SaaS Federation Service

· SaaS Application Identity Mapping / Linking Service

	Dependencies:

· The federated trust relationship between the SaaS application and the identity provider was previously set by the Cloud tenant Administrator

· The user accessing the service is already registered and enrolled with the Identity Provider of choice 

	Assumptions:

· User enrollment to a SaaS application is out of scope for the use case. The user enrollment process can be done using a registration process out of band, or using just-in-time provisioning




5.13.4 Process Flow

TBD

5.14 Use Case 14: Transaction Validation & Signing in the Cloud

5.14.1 Description / User Story

As business applications and services are moving from the internal perimeter and to the cloud, there is a need in transaction integrity and validation for cloud transactions. Users and systems that consume cloud services present themselves in different form factors and end points, including, but not limited to traditional PCs and tablets as well as mobile devices and smart phones. As access to cloud hosted resources and applications increase, so does the need to provide a transaction validation and signing for business applications.

Authentication of the user performing the transaction is the basis for transaction authorization in the cloud. Furthermore, there is a need for a robust validation of transaction integrity that does not only rely on the authenticity of the user session, but also on the entire transaction content.  Electronic and digital signing of the transaction that validates the identity of person or system, as well as the transaction details is required.

5.14.2 
Dependencies

· Authentication - be able to authenticate users (a person), system (automated system) and organizations using different levels of assurance and authentication schemes (password, certificate, hw tokens, out of band, biometric).

· Transaction Signing – be able to sign transaction details by binding identity, transaction information and a signature using compliant certification levels such as common criteria or FIPS certification

· Transaction Auditing – be able to record signing events in a tamper evident/tamper resistance transaction log

5.15 
Use Case 15: Enterprise Purchasing
 from a Public Cloud

5.15.1 Description / User Story

This use case is concerned with enterprise users from company A accessing a supplier’s (company B) online shop hosted in the public cloud. Employees of company A log on to internal Supplier Relationship Management (SRM) system and can browse a catalogue of suppliers and order goods from there.

Sales orders in the supplier’s online shop must be approved by the manager of the employee who placed the order. Once the sales order is approved, a new purchase order is created and processed in the internal supplier’s Customer Relationship Management (CRM) system.

Company A employees with special privileges (controllers
) can export order data from the supplier`s online shop and CRM system and the analyze the datasets in an Business Intelligence (BI) system which is also hosted in the public cloud. 

Figure 1 - Enterprise Purchasing Use Case Overview, provides an overview of the enterprise purchasing use case:
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Figure 1 - Enterprise Purchasing Use Case Overview
5.15.2 Goal or Desired Outcome

· Enable Single Sign-on (SSO) between enterprise (on-premise) and cloud-based (on-demand) applications for employees accessing the supplier’s online shop via the internal SRM system. This applies to classical front-channel access (i.e. Web Browser-based) as well as backchannel communication (i.e. A2A
 integration between the SRM system and the online shop) based on RESTful 
APIs.

· Ideally no directory synchronization or user account provisioning between the internal (on-premise) and external/cloud (on-demand) systems to enable SSO.

· SSO for RESTful 
APIs provided by the systems in the public cloud should use a standardized token format and protocol binding

· (Semi) automated trust setup between on-premise and on-demand systems.
5.15.3 Notable Categorizations and Aspects

	Categories Covered: 

Select one or more from:
· Primary

· Infrastructure Trust Establishment

· Authentication

· Single Sign-on (SSO)

· Secondary

· Authorization

· Security Tokens
	Applicable Deployment and Service Models: 

Select one or more from:

· Cloud Deployment Models

· Public

· Service Models

· Software-as-a-Service (SaaS)

	Actors:

· Company A Employee

· Company A Manager

· Company A Controller

· Supplier (Company B)
	Systems:

· SRM System in Company A’s internal/corporate LAN

· CRM System in Company B’s internal/corporate LAN

· Company B’s online shop in the Public Cloud

· Company A’s BI System in the Public Cloud
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	Notable Services:

· Enterprise Identity Provider (IdP)

· Central authentication system hosted in company A’s internal network. Issues a security token that can used for SSO to the suppliers online shop. Manages all user-related data like credentials and roles.

· Cloud Identity Provider (IdP)

· Token issuer operated by the Public Cloud provider that issues security tokens to enable SSO between cloud and on-premise systems.

· Cloud Service Provider (SP)

· Generic service provided by the Cloud-based applications to validate and authenticate security tokens issued by Enterprise or Cloud-based IdPs.



	Dependencies:

· Transport- and/or message-level integrity and encryption

	Assumptions:

· Company A employees authenticate at the internal Enterprise IdP before accessing the SRM system and the supplier`s online shop.

· The supplier`s online shop “understands” company A’s claims semantics (i.e. roles/functions like “employee”, “manager” and “controller”) to authorize user actions in the shop (i.e. create a sales order, approve a sales order, export sales orders).

· The supplier`s online shop can authenticate and log-on company A users even without an existing user account in the Cloud. If an account has been provisioned for the user to the Cloud, the Enteprise IdP should maintain the user mapping between the corporate and cloud user account.

· Trust has been established between company A’s Enterprise IdP and the supplier`s online shop and between the supplier’s online shop and CRM system.


5.15.4 Systems

The following figure shows the system interactions described in this use case:

5.15.5 Process Flow

The process flow is divided into three parts: 

· Part 1 covers the order and approval process of a new sales order (on-premise to on-demand SSO)

· Part 2 addresses the creation of the purchase order (on-demand to on-premise SSO)
· Part 3 is concerned with on-demand to on-demand SSO in the context of analyzing data from different sources
5.15.5.1 Part 1
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Figure 2 – Employee Order / Manager Approval Process Flow
31 Employee of Company A authenticates at the Enterprise IdP and gets access to the SRM system to select a supplier (Company B) from the catalogue to purchase goods 

32 SRM system forwards employee‘s web browser to the supplier‘s online shop in the Public Cloud. Employee uses front-channel SSO to authenticate.

33 Employee selects goods and services from the online shop catalogue and places a sales order in the online shop.
34 The employee‘s manager receives an email notification about the new sales order and logs into the supplier online shop via SSO.

35 The manager approves the new order in the online shop.

5.15.5.2 Part 2
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Figure 3 - Supplier Process Order Flow
36 The supplier online shop system creates a purchase order using a REST-based API 
in the Supplier‘s CRM system 

37 The Supplier processes the purchase order in the CRM system and an email notification is sent to company A’s employee about the updated status 
5.15.5.3 Part 3

[image: image6.png][ ———
supple from
oz

Suppber Onineshop,

CEES e

rrs

Customer Retonship Management (ca) Sytem





Figure 4 - Controller Process Flow
38 The controller of company A authenticates via SSO at the supplier online shop and selects all orders created by employees in Company A in the last month to analyze the purchases over this time

39 The online shop system retrieves additional data from the supplier’s CRM system using a REST-based API about all selected orders and uploads the dataset to an BI system which also offers a REST-based API

40 Company A’s Controller authenticates via SSO to Company A‘s BI system hosted in the Public Cloud and analyzes the uploaded datasets. 
5.16 Use Case 16: Federated User Account and Attribute Provisioning and Management

5.16.1 Background 

Organizations can have a diverse IT landscape with many branch offices, containing their own IT infrastructures. The IT infrastructure can include Public Cloud, Private Cloud or some combination. Global Identification, Authentication and Access Management Services need to be provided in order to attain efficient information sharing and collaboration. In order to provide those services, identities along with their attributes must be provisioned from the central and multiple branch offices in a federated environment of autonomous IT enclaves.  These enclaves can provide their own technology and services and be located all over the world. Identities must also be provisioned to support global access control infrastructures in order to share global resources. Additional other trusted organizations such as suppliers and partners must also contribute identities, all for the purpose of accessing and sharing information resources. Conversely, the subject organization identities must be provisioned in partner systems for sharing their resources. The identities, including their attributes, need to be made available to access control systems in a standard way.

5.16.2 Goal/Desired Outcome

For all combinations of cloud architectures for Software As A Service (SAAS), how can provisioning of users and subsequent distribution of user attributes among various central and branch offices of an organization be effectively accomplished and governed to enable sharing of information resources? How can users, such as employees and data managers and people from other domains such as suppliers, business partners, customers and others use those attributes to participate in sharing access to appropriate information resources?
5.16.3 Notable Categorizations and Aspects

	Categories Covered:

· Infrastructure Trust Establishment

· General Identity Management (IM) 

· Infrastructure Identity Management (IIM)

· Federated Identity Management (FIM)

· Authentication

· Single Sign-On (SSO)

· Authorization

· Account and Attribute Management

· Account and Attribute Provisioning

· Security Tokens

· Audit and Compliance
	Applicable Deployment and Service Models:
· Cloud Deployment Models

· Private

· Public

· Community

· Hybrid 

· Service Models

· Software-as-a-Service (SaaS)

	Actors:

· Users/Subscribers
· Administrators 
· COI Data Managers
· Registration Officers
· Central HR Officials

· Branch Office HR Officials

	Systems:

· Central HR System
· Central Provisioning System
· Central Attributes System

· Branch Office HR Systems
· Branch Office Provisioning System
· Branch Office Attribute Systems



	Notable Services:

· Kantara Identity Assurance Framework (IAF) or Federal Bridge PKI/eAuthentication services
· PKI



5.16.4 Assumptions

· Identities are provided by their parent organizations versus identities being provided by a Trusted Third Party
 or Cloud Provider.

· Identities are X.509 certificates, preferably 
on smart cards, with fall back to username/password on a temporary basis when cards are misplaced. The use case may also apply to OpenID/Open Card identities.

· Identity Assurance Levels can be mapped among participating organizations through policy review such as the Kantara Identity Assurance Framework (IAF) or Federal Bridge PKI/eAuthentication services.

· The organizations involved operate Software as a Service (SAAS) both on premise and off premise in both public and private clouds as defined by NIST.

· Access Management Systems sometimes need to be placed close together physically for reliability and performance requirements. Cloud customers in this case use cloud management systems with the ability to place their access management instances close together physically when required.

· Communities Of Interest (COI) data providers have agreed upon a standardization of a global default set of user attributes for access control. They are free to establish and manage additional attributes when required to control access to data and publish those attributes.

· The architecture accommodates Policy Administration Points (PAP)s, Policy Decision Points (PDP)s, Policy Enforcement Points (PEP)s as defined by Organization for Advancement of Structured Information Standards (OASIS) and Internet Engineering Task Force (IETF) as well as the open solutions using attributes inside Lightweight Directory Access Protocol (LDAP) Directories or more proprietary solutions such as the traditional use of Active Directory. 

5.16.5 Process Flow

5.16.5.1 Architecture
The architecture assumes that a complex organization is federated in its management of people and systems. Branch offices may provide IT services including branch Human Resource (HR) systems and may operate in some combination of public cloud, private cloud on premise or off premise, or hybrid/combined clouds. Figure 5 - Data Flow for User Provisioning, shows a notional approach that makes the user’s Branch Office HR system the authoritative data source for primary attributes related to the user. 
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Figure 5 - Data Flow for User Provisioning
Items are managed by the Branch Office HR system and provided to the Central HR System. If an organization relies completely on the central HR system, the model can accommodate that instance. The Branch Office HR system in this model is responsible and accountable for keeping its users’ data up to date in the central HR database. The users are responsible and accountable for keeping their records up to date in their HR database for a given set of attributes they are allowed to manage such as phone number, email address, IM chat handle and other pertinent personnel information. The persistent unique data on the identity token provided by the Identity Management System serves as the primary key to match up the Branch Office HR user data with other instances of the user that may have occurred over time. The Identity Management System through management of the user primary key serves to tie the identity enterprise together. Other user data such as email encryption certificate come from other specialized databases such as the PKI.

The Provisioning System draws required attributes from the HR System either in an integrated or manual way to establish accounts in Attribute Systems and/or directly to Access Control Systems. Attribute Systems support access management solutions that introduce a middleware layer of security abstraction into the communication between applications, user repositories and Identity and Access Management technologies, (Identification, Authentication and Access Management (IAM)) using the concept of PDP, PEP, etc. Access Control Systems encompass the PDP/PEP architecture but include systems such as the Active Directory or UNIX directory containing attributes such as users’ groups or rolls that are compared with file Access Control Lists for determining access.

The Branch Office attribute services and access control services in the following discussion may or may not exist for the Branch Office depending on their need to run their own services requiring access control. Many times they will have an Active Directory (AD) controlling access to their Branch Office network which fits into the category of Branch Office Access Control Services.  The Global Attribute Service provides a standard set of attributes for requirements such as Global IAM for global resources, providing attributes for Branch Office use or Global White Pages and other collaboration services.
5.16.6 Actors

Figure 6 - User Provisioning, shows the actors and systems involved in the use cases. The actors include:

· Users/Subscribers – Individuals belonging to a particular part of the organization. They are member of a particular Branch Office and subject to a Branch Office HR system.

· HR Officials – Officials responsible for entering a user into the HR system of a particular Branch or Central Office within the Organization . The user may be sponsored by other officials of the organization such as a purchasing agent sponsoring a supplier.

· Registration Officers – Or Verification Officers verify identity of individuals, in preparation of issuing digital credentials, enter users’ biometrics and other information into the Central HR System.

· Administrators – Establish accounts on various access control systems and configuration of those systems.

· Community Of Interest (COI) Data Managers – The COI Data Managers are responsible for the accuracy and access to their data. They are aware of a user’s global attributes and are involved in user provisioning by adding or ensuring that additional attributes such as Purpose of Use (PoU) are added to the user pool particular to accessing their data. 
5.16.7 Systems

Figure 6 - User Provisioning, shows the following systems involved in the discussion:

· Central Organization  HR System - Holds the data on Organizational users:  Employees, Suppliers, Partners, Administrators among others.
· Branch Office HR Systems – Acquires attributes for individuals for which they are cognizant. 
· Branch Office Provisioning Systems – Provisions users’ accounts in access control systems for services provided by a particular Branch Office.
· Branch Office Attribute Systems – Holds Branch Office users’ attributes and supports IT functions, either indirectly by supplying attribues to access control systems or possibly directly by providing White Pages for collaboration. It can access other users’ attributes by quering either the Organization  Global Attribute Service or other orgainzations’ attribute services for “just in time” of unanticipated users or bulk provisioning.
· Global Attribute Systems – Holds standard global set of attributes for all Organizational users.

· Global Provisioning Systems - Provisions users’ accounts in access control systems providing centralized services for the organization.
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Figure 6 - User Provisioning
5.16.8 Federated Account and Attribute Management Case Study Examples

5.16.8.1 Overview

The overall goal is to provision identities from multiple Branch Offices in a federated environment of autonomous IT enclaves providing their own technology and services all over the world. Additional other organizations, such as suppliers, must also contribute identities, all for the purpose of accessing and sharing information resources.

Use cases include:

· Provisioning of Branch Office Users: This case shows how a user is initially entered into an organization and how their identity and attributes flow throughout the organization. A Branch Office has applications used by their local users. The users’ HR attributes are collected, transferred from the HR database and other required attributes not in the HR database are added to the Branch Office attribute service. The Branch Office HR System supplies the subset of those attributes required for access control to Branch Office access control systems preferably through integrated provisioning systems but it could be manual.
· Provisioning of Others: The case in one (1), above, has the additional need to accommodate the unanticipated user either from a separate organization or from a different branch of the same organization.  In a “just in time” manner, the user can register with the Branch Office attribute service which contacts the global attribute service or has the ability to contact another agencies’ global attribute services and receives the user’s standard HR attributes. Bulk transfers of attributes for a collection of users can also be done when required.

· Provisioning of Access Control: Branch Office access control systems based on attributes are supplied by the Branch Office Provisioning Service as a baseline. The Branch Office Attribute Service has access to the Global Attribute Service for anticipated people where a batch transfer is appropriate as well as unanticipated people where data would be transferred in a case by case “just in time” basis.

5.16.8.2 Branch Office User Provisioning Use Case

Figure 7 - Provisioning a New User, is the case for on-boarding a new user.  The user has not previously been entered into the Central HR System.  The Branch Office can be a virtual system
, that is relying only on the central HR system without any supporting Branch Office HR system or can be using a Branch Office HR system, but the user is under the cognizance of their Branch Office.
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Figure 7 - Provisioning a New User
41 The sponsored individual, including their attributes, is entered by the Branch Office HR Official into the Branch Office HR system. The user may be responsible for entering some of the information such as local phone number or IM address. The Branch Office HR system collects a standard set of attributes used globally, among others that are important to the Branch Office access control systems.

42 The Branch Office HR system communicates the individual’s record to the Central HR System. A Branch Office Registration Officer or Validation Officer (VO) collects the user’s biometrics if appropriate and other pertinent information in preparation for issuance of a smart card or soft X.509 certificate or other identity token such as an InfoCard, to serve as the individual’s identity claim. 

43 The Branch Office provisioning system, normally integrated within the HR system, provisions the individual into the Branch Office attribute service by entering a record with the standard attributes. It provisions attributes necessary for Branch Office IT systems to provide access control.

44 The COI Data Manager is concerned with controlling users’ access to data for which they are responsible. The COI Data Manager enters any other attributes that must be known for access control at Branch Office applications that are not part of the HR system’s standard collection of attributes.
5.16.8.3 Other User Provisioning Use Case

Figure 8 - Unanticipated User, illustrates the case where a user from another Branch Office of an Organization or some other Partner Organization arrives at a service desiring access. If their identity policies and credentials are of the proper assurance for the access control policies in effect, they are able to have access to IT resources.
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Figure 8 - Unanticipated User
45 A user from some other Branch Office or other Partner Organization requests services. 

46 The Branch Office Attribute Service registers the user’s identity claim credentials and request the user’s attributes from their Central Attribute Service. If there is no connectivity to the Central Attribute Service, by policy a measured amount of default privileges are extended to the user as long as their credentials are within the trust realm.
47 COI Data Managers may decide to attach additional attributes to include the individual as authorized for access to certain systems and data.
5.16.9 Provisioning Access Control Use Case

Figure 9 - Provisioning of Access Control Systems, shows how attribute services support access control systems. The Attribute Services are utilized for supplying users’ attributes directly to access control systems or indirectly through an access control abstraction layer characterized by PEP/PDP etc. 
In this case there are three access control systems for three separate organizations. Additionally, people from all three organizations need to share IT resources from every other organization. 
This case shows the Organization COI Data Manager receiving users’ attributes from other organizations, either on a planned bulk or “just in time” basis and adding any additional attributes necessary for their access control systems for access to the COI data. In the same way the Partner and Supplier COI Data Managers oversee provisioning of the additional users into their access control systems.
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Figure 9 - Provisioning of Access Control Systems
48 Access control systems supporting Branch Office IT services have user attributes provisioned from their respective Branch Office Attribute Services.

49 The Branch Office Attribute Services have access to the Central Attribute Services of all the organizations involved in the greater enterprise. They receive required global attributes from the Other Users’ Organizations’ Central Attribute Services.

50 The COI Data Manager oversees the additional users’ entry into their access control systems and provides additional attributes when required.

5.16.10 Requirements

Some requirements that can be derived from the use cases follow.
· Establish policies for accessing data and establish accepted levels of assurance for user credentials.

· Establish a set of global attributes common to the enterprise. Establish policies for release of attributes.

· Establish service contract for interface to Global HR System.

· Establish method and protocol for discovering attribute services.

· Establish Electronic Authentication Guidelines for Attributes that are added after identity proofing and not verified during registration process.

· Establish Governance of global attributes

· Establish something like the Health Care XSPA for reliable, auditable methods of confirming personal identity, official AuthZ status and role attributes for other COIs.

· Establish framework for cross enterprise exchange of attributes.
5.17 Use Case 17: Describe Entitlement Model
5.17.1 Description / User Story

In this use case, the service provider (the provider) of a SaaS or PaaS cloud-based application (the application) that contains identity & account authorization, security and entitlement capabilities (the entitlement model) may be obligated to provide an externalization of the entitlement model so that it may be reviewed, audited and document by a third party.

The provider may choose to externalize its entitlement model in a variety of documentation formats one of which should 
be a pre agreed upon structured XML document schema. 

Entitlement documentation formats must be machine readable and should enable external management systems to understand and consume its entitlement model for the following purposes

· Creating external enterprise roles that encapsulate application entitlements for the purpose of assignment management.

· Creating entitlement-to-data mapping that facilitates understand what data elements (structured and unstructured) that may be accessed with a given entitlement.
5.17.2 Goal or Desired Outcome

This use case’s goals are to showcase the need for enabling management systems external to cloud deployments that are able 
to:
· Collect a detailed understanding of what authorization, security and entitlement capabilities are available for assignment to accounts and identities within the application for the purposes of audit and governance.

· Define external encapsulations (roles or managed attributes) that can be used to control account and entitlement provisioning activities.

· Create documentation and management facilities that detail what a given authorization or entitlement gives entitlement to (targets and permissions data).  An example would be provider “P1” listing entitlement “A” as being available for application “App1” and further detailing it as entitling access to application functions “f1, f2 & f3”.

· Create entitlement glossaries/dictionaries/metadata repositories for available entitlements as part of an identity governance initiative.
5.17.3 Notable Categorizations and Aspects

	Categories Covered: 

## Select one or more from:

· Infrastructure Trust Establishment

· General Identity Management (IM) 

· Infrastructure Identity Management (IIM)

· Federated Identity Management (FIM)

· Authentication

· Single Sign-On (SSO)

· Authorization

· Account and Attribute Management

· Account and Attribute Provisioning

· Security Tokens

· Audit and Compliance
	Applicable Deployment and Service Models: 

· Cloud Deployment Models

· Private

· Public

· Community

· Hybrid

· Service Models

· Software-as-a-Service (SaaS)

· Platform-as-a-Service (PaaS)



	Actors:

· Cloud Based Application (CBA)

· External Identity Governance Application (IGA)

	Systems:

· ## TBD


	Notable Services:

· The remote API or requestable service point that facilitates the request/response protocol for the collection of the defined entitlement model, may be provided by an external application proxy or information provider

	Dependencies:

· ## TBD


	Assumptions:

· It is assumed that the Cloud Based Application (CBA) or its provider provides a remote API or requestable service point that facilitates the request/response protocol for the collection of the defined account and entitlement assignments



5.17.4 Process Flow
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Figure 10 - Describe Entitlement Model - Process Flow Overview
51 The external Identity Governance Application (IGA) contacts the Cloud Based Application (CBA) and establishes a secure connection (not shown in Figure 10).
52 The IGA requests an export of the assignable entitlement model for a given application.
53 The CBA creates a well formed XML document export of the assignable entitlement model and returns it to the calling IGA.
54 The IGA then requests an export of available target and permissions data available for a given assignable entitlement.
55 The CBA creates a well formed XML document export of the available target and permissions data for the specified entitlement and returns it to the calling IGA.
5.18 Use Case 18: List Accounts and Entitlement Assignments
5.18.1 Description / User Story

In this use case, the service provider (the provider) of a SaaS or PaaS cloud-based application (the application) that contains identity & account authorization, security and entitlement capabilities (the entitlement model) may be obligated to provide documentation that describes the user accounts it maintains and provide details of entitlement model assignment

The provider may choose to externalize its account and entitlement assignment model in a variety of documentation formats one of which should 
be a pre agreed upon structured XML document schema.  

This use case is differentiated from similar “read operation” use cases presented around general account and identity provisioning as it may be provided without any of the expected “write” capabilities that usually come with a remote provisioning service / capability and implemented with the focus on volume read operations and the simplicity of interpretation of the returned results.  In short its read optimized.
5.18.2 Goal or Desired Outcome

The goal of this use case is to enable external management services the ability to collect a detailed understanding of all accounts and entitlement assignments being used within a provider’s application

5.18.3 Notable Categorizations and Aspects

	Categories Covered: 

## Select one or more from
:
· Infrastructure Trust Establishment

· General Identity Management (IM) 

· Infrastructure Identity Management (IIM)

· Federated Identity Management (FIM)

· Authentication

· Single Sign-On (SSO)

· Authorization

· Account and Attribute Management

· Account and Attribute Provisioning

· Security Tokens

· Audit and Compliance
	Applicable Deployment and Service Models: 

· Cloud Deployment Models

· Private

· Public

· Community

· Hybrid

· Service Models

· Software-as-a-Service (SaaS)

· Platform-as-a-Service (PaaS)

	Actors:

· Cloud Based Application (CBA)

· External Identity Governance Application (IGA)

	Systems:

· ## TBD


	Notable Services:

· TBD


	Dependencies:

· ## TBD

· Application Entitlement Model (standard
?) can be exported from cloud provider.

	Assumptions:

· It is assumed that the Cloud Based Application (CBA) or its provider provides a remote API or requestable service point that facilitates the request/response protocol for the collection of the defined account and entitlement assignments



5.18.4 Process Flow

[image: image13.png]CBA - IGA




Figure 11 - List Entitlements - Process Flow Overview
56 The external Identity Governance Application (IGA) contacts the Cloud Based Application (CBA) and establishes a secure connection (not shown in Figure 11).
57 The IGA requests an export of the account and entitlement assignment model for a given application.
58 The CBA creates a well formed XML 
document export of the accounts and assigned entitlement model and returns it to the calling IGA.
5.19 Use Case 19: Governance Based Provisioning
5.19.1 Description / User Story

In this use case, the service provider (the provider) of a SaaS or PaaS cloud-based application (the application) that contains identity & account authorization, security and entitlement capabilities (the entitlement model) may be obligated to provide a general provisioning API (or service point) that enables external management applications to query, create, update and delete accounts and entitlement assignments to accounts and entitlement assignments that it controls.  In general this use case does not differentiate between batch and singleton provisioning requests.

This use case include the provisioning of application level end-user accounts & entitlements and the ability to manage accounts & entitlements within the supporting infrastructure for the application

This use case includes a notification service that allows for the notification of changes carried out via other local or remote provisioning services (for example a Just In Time Provisioning (JIT-P) action).  This use case enables an external management application to track changes made to the identity or its entitlement assignments using this notification service.

This use case is not significantly differentiated from general-purpose (non-cloud based) provisioning capabilities and/or existing standards and protocols.  The reason for including it here is to highlight the requirement for value-based, identity enabled services to provide a remote provisioning capability for the purpose of enhanced Identity and Access Governance

5.19.2 Goal or Desired Outcome

A goal of this use case is to enable external management services to interact with cloud-based applications to create, update and delete accounts and entitlement assignments to those accounts and or its supporting infrastructure.

5.19.3 Notable Categorizations and Aspects

	Categories Covered: 

· Primary

· Provisioning

· Governance

	Applicable Deployment and Service Models: 

· Cloud Deployment Models

· Private

· Public

· Community

· Hybrid

· Service Models

· Software-as-a-Service (SaaS)

· Platform-as-a-Service (PaaS)

· Infrastructure-as-a-Service (IaaS)

	Actors:

· Cloud Based Application (CBA)

· External Identity Governance Application (IGA)

	Systems:

· ## TBD


	Notable Services:

· The remote API or requestable service point that facilitates the request/response protocol for the collection of the defined account and assigned entitlement model may be provided by an external application proxy or provider
· ## TBD


	Dependencies:

· ## TBD


	Assumptions:

· It is assumed that the Cloud Based Application (CBA) or its provider enables a remote API or requestable service point that facilitates the request/response protocol for the provisioning actions listed in this use case.



5.19.4 Process Flow
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Figure 12 - Governance Based Provisioning - Process Flow Overview
59 The external Identity Governance Application (IGA) contacts the Cloud Based Application (CBA) and establishes a secure connection (not 
shown in Figure 12).
60 The IGA requests one of the following change request actions for a single account and passes in all required request parameters to the CBA’s provisioning service point:
60.1 Create Account

60.2 Update Account Attributes

60.3 Assign Entitlements

60.4 Remove Entitlements

60.5 Enable/Disable Account

60.6 Delete Account

61 The CBA executes the requested provisioning change and returns status information to the IGA.

5.20 Use Case 20: Access to Enterprise’s Workforce Applications Hosted in Cloud
5.20.1 Description / User Story

The Enterprise is making certain productivity applications, e.g. CRM and Mail, available to its workforce via the cloud.
5.20.2 Goal or Desired Outcome

Employee’s authentication status conveyed from enterprise to public SaaS provider so that appropriate access privileges can be granted to access requests – for both browser-based and API-based applications.
5.20.3 Notable Categorizations and Aspects

	Categories Covered: 

· Primary

· FIM

· Secondary

· Authentication

· Authorization

· 
	Applicable Deployment and Service Models: 

· Service Models

· Software-as-a-Service (SaaS) (F)

	Actors:

· Enterprise

· Enterprise Employee

· SaaS Provider
	Systems:

· ## TBD


	Notable Services:

· CRM Service

· Mail Service## TBD


	Dependencies:

· ## TBD


	Assumptions:

· The Enterprise is the authoritative source of identity for its workforce and that this authoritative source (i.e. the directory) may be on-premise or itself in the cloud.

· Business relationship with cloud provider has been established.


5.20.4 Process Flow

62 Employee log-ins to Enterprise’s Identity Management (IM) infrastructure 

63 Employee able to access relevant services & resources maintained at SaaS provider (through either SaaS-hosted browser app or some other application interface fronting an API to the SaaS provider)
5.21 Use Case 21: Offload Enterprise’s Business Partner Identity Management 
5.21.1 Description / User Story

The Enterprise is making certain applications available to its business partners for the purposes of collaboration. These applications may be maintained on-premise or be running in the cloud. 

The enterprise wants to push the management of its business partners’ employee’s identity back onto the business partner. 

The authoritative source of identity for the business partner’s employees (i.e. the directory) may be managed on-premise by the business partner or hosted in the cloud.
5.21.2 
Goal or Desired Outcome

Authentication status of employee of business partner conveyed from business partner to enterprise so that enterprise can grant appropriate privileges to access requests – for both browser-based and API-based applications.
5.21.3 Notable Categorizations and Aspects

	Categories Covered: 

· Primary

· FIM

· Secondary

· Authentication

· Authorization

· 
	Applicable Deployment and Service Models: 

## Select one or more from:

· Cloud Deployment Models

· Private

· Public

· Community

· Hybrid

· Service Models

· Software-as-a-Service (SaaS) (F)
· Platform-as-a-Service (PaaS)

· Infrastructure-as-a-Service (IaaS)

· Other (i.e. other “as-a-Service” Models)

	Actors:

· Enterprise

· Enterprise Employee

· Business Partner

	Systems:

· ## TBD


	Notable Services:

· ## TBD


	Dependencies:

· ## TBD


	Assumptions:

· Te Enterprise is the authoritative source of identity for its workforce and that this authoritative source (i.e. the directory) may be on-premise or itself in the cloud.

· Business relationship with cloud provider has been established.


5.21.4 Process Flow

64 Partner employee log-ins to their own Enterprise Identity Management infrastructure.

65 Partner employee able to access relevant services & resources maintained at business partner (thru either partner-hosted browser app or some other application interface fronting an API to the business partner).
5.22 Use Case 22: Access to Enterprise’s Customer Applications Hosted in Cloud
5.22.1 Description / User Story

An enterprise has institutional customers requesting that their employees have seamless access (i.e. SSO) into the enterprise’s customer-facing applications (e.g. employees of an institutional customer being able to access their 401K, Benefits, Payroll, etc.).
This can be seen as the flip-side 
of the Workforce use case 
– i.e. seen from the point-of-view of the SaaS provider rather than the SaaS customer.

These customer facing applications may be running on-premise 
or themselves be deployed in the cloud.
5.22.2 
Goal or Desired Outcome

Authentication status of consumer conveyed from enterprise to enterprise so that enterprise can grant appropriate privileges to access requests – for both browser-based and API-based applications.
5.22.3 Notable Categorizations and Aspects

	Categories Covered: 

· Primary

· FIM
· SSO

· Authentication
· Secondary

· 
	Applicable Deployment and Service Models: 

## Select one or more from
:

· Cloud Deployment Models

· Private

· Public

· Community

· Hybrid

· Service Models

· Software-as-a-Service (SaaS) (F)
· Platform-as-a-Service (PaaS)

· Infrastructure-as-a-Service (IaaS)

· Other (i.e. other “as-a-Service” Models)

	Actors:

· Enterprise

· Customer

· Customer Employee
	Systems:

· ## TBD


	Notable Services:

· ## TBD


	Dependencies:

· ## TBD


	Assumptions:

· The Enterprise is the authoritative source of identity for its workforce and that this authoritative source (i.e. the directory) may be on-premise or itself in the cloud.

· o Business relationship between enterprise and institutional customer has been established.


5.22.4 Process Flow

66 Customer employee log-ins to their own enterprise Identity Management infrastructure.

67 Customer employee able to access relevant services & resources maintained at business partner (thru either enterprise-hosted browser app or some other application interface fronting an API to the Enterprise).
5.23 Use Case 23: Access to Enterprise’s Consumer Applications Hosted in Cloud
5.23.1 Description / User Story

An enterprise wants to be able to accept identities from public Identity Providers, such as FaceBook or Google, to enable access into the enterprise’s customer-facing application.

5.23.2 Goal or Desired Outcome

Identifier and attributes conveyed from consumer Identity Provider to enterprise.
5.23.3 Notable Categorizations and Aspects

	Categories Covered: 

## Select one or more from:
· Primary

· FIM

· SSO

· Authentication
· Secondary

· Account and Attr. Mgmt.
	Applicable Deployment and Service Models: 

## Select one or more from:

· Cloud Deployment Models

· Private

· Public

· Community

· Hybrid

· Service Models

· Software-as-a-Service (SaaS) (F)
· Platform-as-a-Service (PaaS)

· Infrastructure-as-a-Service (IaaS)

· Other (i.e. other “as-a-Service” Models)

	Actors:

· Enterprise
· Consumer

· Consumer Identity Provider
	Systems:

· ## TBD


	Notable Services:

· ## TBD


	Dependencies:

· ## TBD


	Assumptions:

· No business relationship with consumer Identity Provider has been established.


5.23.4 Process Flow

68 Consumer log-ins to their preferred Consumer Identity Provider.

69 Consumer able to access relevant services & resources maintained at enterprise. 
70 Personalization of experience made possible by enterprise retrieving attributes of user from Consumer Identity Provider (presuming consent obtained).

71 Consumer actions on enterprise web site pushed back to Consumer Identity Provider (presuming consent obtained).

5.24 Use Case 24: Per Tenant Identity Provider Configuration
5.24.1 Description / User Story

Multi-tenant service providers, whether they are SaaS, PaaS, or IaaS vendors, benefit from quick and easy addition of new customers – anyone with a credit card can add themselves on demand. However, to benefit from federated authentication, SSO, and other mechanisms that can improve security for their users they need to configure how their users can authenticate to the system, where and what kind of IdP they use, exchange meta-data, etc. Currently this is commonly done by the administrator via web forms that are unique to each service. As adoption of cloud services increases, this will become a significant management burden.
5.24.2 Goal or Desired Outcome

A tenant can quickly and securely manage their use of many cloud services using automated tools rather than navigating and manually configuring each service individually. 
5.24.3 Notable Categorizations and Aspects

	Categories Covered: 

· Primary

· Infrastructure Identity Establishment

· FIM
· Secondary

· 
	Applicable Deployment and Service Models: 

· Cloud Deployment Models

· Public

· Community

· Hybrid

· Service Models

· Software-as-a-Service (SaaS) 
· Platform-as-a-Service (PaaS)

· Infrastructure-as-a-Service (IaaS)


	Actors:

· Tenant Administrator

· Multi-tenant Service Provider

· Identity Provider
	Systems:

· None

	Notable Services:

· Cloud Applications and Services

· Cloud Identity Provider Services

· Cloud Attribute Services

· Identity Provider Discovery services

	Dependencies:

· None

	Assumptions:

· Wide-spread adoption of federated authentication due to rapid adoption of cloud computing.
· The “Categories Covered” highlights the key aspects of this use case. It is assumed that all APIs and protocols used to accomplish the configuration would be follow appropriate General Identity Management, Authentication, Authorization, and Audit principles.

· Others
?


5.24.4 Process Flow

72 A departmental manager in an enterprise (a tenant administrator) wants to configure all of the SaaS applications in use by that department to authenticate users via the enterprise Identity provider.

73 Using an automated tool to manage her SaaS usage, she enters the Identity Provider information once.

74 The tool contacts the Identity Provider and each SaaS application and uses standard protocols to communicate the configuration.
5.25 Use Case 25: Delegated Identity Provider Configuration
5.25.1 Description / User Story

Enterprises are outsourcing more of their applications and management of their IT infrastructure – including their identity provider services – to managed service providers or identity-as-a-service vendors. This results in a situation where an enterprise administrator which owns the business relationship with the service provider (the tenant administrator) does not manage the identity provider service. The identity provider service is controlled and managed by another company (i.e. an Identity Provider Administrator). This becomes a significant management burden when the tenant administrator needs to manage the identity services configuration (such as the exchange of metadata) between the identity provider and many cloud services.
5.25.2 Goal or Desired Outcome

The tenant administrator should be able to delegate access to their identity services configuration within a multi-tenant cloud service to the identity provider service. The identity provider service should be able to manage configuration issues such as meta-data exchange to all connected cloud services on behalf of a tenant. This should not require the identity provider to had access to the tenant administrator's authentication credentials.
5.25.3 Notable Categorizations and Aspects

	Categories Covered: 

· Primary

· Infrastructure IdM Establishment

· Secondary

· Authentication

· Authorization

· Acct. & Attr. Mgmt.
	Applicable Deployment and Service Models: 

· Cloud Deployment Models

· Public

· Community

· Hybrid

· Service Models

· Software-as-a-Service (SaaS)

· Platform-as-a-Service (PaaS)

· Infrastructure-as-a-Service (IaaS)

	Actors:

· Tenant Administrator

· Multi-tenant Service Provider

· Identity Provider
	Systems:

· None

	Notable Services:

· Cloud Applications and Services

· Cloud Identity Provider Services

· Cloud Attribute Services

· Identity Provider Discovery services

	Dependencies:

· This use case depends on the Per Tenant Identity Provider Configuration use case
.

	Assumptions:

· The “Categories Covered” section highlights the key aspects of this use case. It is assumed that all APIs and protocols used to accomplish the configuration would be follow appropriate General Identity Management, Account management, and Audit principles.


5.25.4 Process Flow

75 A tenant administrator pulls out a credit card and signs up for a new cloud services for her users. Her identity services are provided by a third party.

76 She notifies the identity provider that she wants her users to have access to the new services.

77 The identity provider can exchange whatever configuration and meta-data is required with each new service on behalf of the tenant administrator without authenticating to each service as her.
5.26 Use Case 26: Association of a User and Tenant During Authentication
5.26.1 Description / User Story

NOTE: this is a rough idea of a use case. It's a situation we have seen many times, but there may not be a discrete set of viable solutions. Perhaps guidance is the best possible outcome. 

When a user accesses a multi-tenant cloud service, the service needs to be able to associate the user with a tenant account. This may or may not be the same as associating the user with an IdP – there are many efforts to try to solve that issue as well and this use case may in fact be a variant of it.

Currently applications handle this issue in a variety of ways. For example, each tenant may essentially get their own application service instance by embedding the tenant identifier in the domain name or path of the URI. Some applications pass it in as a parameter and some store it in a cookie.

This multitude of application variations further aggravates the problem of identity provider association, and makes it much more difficult to provide consistent federated identity services to multi-tenant systems.

A sample scenario:

A manager in the sales department of “Acme Widgets” wants her team to have access to a new SaaS application, “WidgetTracker”. She opens a new account with her department credit card.

She wants her team to use their corporate user accounts for authentication – so they are provisioned, deprovisioned
, and application access can be audited by the IT department. However, she's paying for the application from her departmental budget, so she only wants her team members to be able to use the service on her account. A manager in the design department has a similar need to sign up her team members for an account in WidgetTracker.

The problem is that tenant boundaries for cloud services are based on the pay-per-use model which often corresponds with departmental cost centers. In contrast, the corporate user accounts – the IdP – are usually built on corporate boundaries.

It has been suggested that this problem could be overcome by using attributes in the corporate directory to distinguish between departmental tenants. However, the explosive growth of SaaS applications is attributed in part to the low-friction, instantaneous addition of new tenants. Asking each department to submit a work order to the IT department for configuration changes in the corporate directory before they can access a new SaaS application would defeat this key characteristic.
5.26.2 Goal or Desired Outcome

5.26.3 Notable Categorizations and Aspects

	Categories Covered: 

· General Identity Management (IM) 

· Authentication

· Authorization

· Account and Attribute Management

· Audit 
and Compliance
	Applicable Deployment and Service Models: 

· Cloud Deployment Models

· Public

· Community

· Hybrid

· Service Models

· Software-as-a-Service (SaaS)

· Platform-as-a-Service (PaaS)

· Infrastructure-as-a-Service (IaaS)

	Actors:

· Cloud Service Developers

· Cloud Services
· End User
	Systems:

· None

	Notable Services:

· Cloud Applications

	Dependencies:

· None

	Assumptions:

· None


5.26.4 Process Flow

78 ## TBD



5.27 Use Case 27: Auditing Access to Company Confidential Videos in Public Cloud
5.27.1 Description / User Story

A media company wishes to store its confidential training videos in a Public Cloud that provides low-cost storage.  These videos can be downloaded by valid employees during specified training periods. 


Certain company managers and developers are permitted to upload, update or delete videos. The company’s security auditors perform monthly audits to verify accesses to these videos are by valid, 
current employees only and that their access policies have been enforced.  

The media company's security auditors need the ability to compile all applicable audit data (on its video accesses) monthly into a report that they can move to their secure cloud storage area and perhaps be able to export it back to their enterprise securely.
5.27.2 Goal or Desired Outcome

The media company is able to use public cloud storage for managing its confidential training videos while preserving enforcement of their security policies and existing role-based processes.

That the company is able to extract audit reports from the cloud provider that provide a means to show clear compliance to those policies including clear identification of all employees and their actions.
5.27.3 Notable Categorizations and Aspects

	Categories Covered: 

· Primary

· Audit and Compliance

· Secondary

· Authorization

· Authentication

· Single Sign-On (SSO)
	Applicable Deployment and Service Models: 

· Cloud Deployment Models

· Public

· Service Models

· Infrastructure-as-a-Service (IaaS)

	Actors:

· Company 
Security Engineer

· Company Human Resource Manager

· Company Employee

· Company Security Auditor

· Company Compliance Officer
	Systems:

· None

	Notable Services:

· Public Cloud Management Platform:

· Single Sign-On (SSO) – User Authentication to Public Cloud provides credentials needed to Manage/Access Cloud Storage Services.

· Access Control Services – Manage Roles and Security Policies 

· Granular to the individual Stored Item (e.g. each Company Video) or Group/Container of Items (e.g. Company Training Videos Folder).

· Cloud Storage Services – Manage Cloud Content (e.g. Upload, Download, Delete, Tag, View, etc.) such as company videos and enforce company’s security policies.

	Dependencies:

· Endpoint security for user authentication.

· Endpoint transaction security for storage services.

	Assumptions:

· Company has established an account with the public cloud service provider along with any “root” trust credentials to further administer more granular (service or resource level) security policies.
· Access Control: Company is able to manage its security policies and associate them to cloud enabled processes (i.e. define roles with permissions that can be assigned to employees based upon their job role).  That employee identities 
· Consistent Audit Record: Cloud provider’s infrastructure and management services produce auditable records against all cloud storage actions.  That these records can be compiled into a consistent auditable trail.  Considerations Include:

· The ability to identify unique users/accounts, applications/services and resources (e.g. network, storage) that were involved in completing a cloud (storage) action.

· The ability to correlate cloud (storage) transactions across infrastructure boundaries (i.e. identities and authentications are preserved).

· Identify Security Policy Enforcement/Decisions that produce a clear result.

· Consistent Timestamp

· Geography: Cloud provider and company are in the same geography and subject to the same governance rules/policies.

· Data: Video format, encryption and upload protocols are not considered. 

· Storage: Low-level storage actions are audited (including archiving, redundancy, permanent deletion).


5.27.4 Process Flow

79 A security engineer in the media company uses Singe Sign-On (SSO) to the cloud provider to access Cloud Storage Services and creates a Confidential Cloud Storage Folder that will hold company confidential employee training videos. 

80 The security engineer then defines employee roles and security policies for accessing confidential videos (consistent with the company’s established policies and processes) and associates them to all content that will be assigned to that Confidential Cloud Storage Folder.

81 The security engineer logs off using Single Sign-Off.

82 The security engineer’s logon/logoff, Cloud Storage Services accesses, creation of a Confidential Cloud Storage Folder and definition of the folder’s security policies (along with authorization decisions that enabled folder creation and policy definition) are recorded by the public cloud provider.

83 A human resource manager of the media company uses SSO to the cloud provider to access Cloud Storage Services and uploads a confidential employee training video to the Confidential Cloud Storage Folder the security engineer created.  The training video is assigned a unique resource name and/or identifier along with a human readable name.

84 The human resource manager logs off using Single Sign-Off.

85 The human resource manager’s logon/logoff, Cloud Storage Services accesses and video upload to the Confidential Cloud Storage Folder (along with authorization decisions that enabled video upload) are recorded by the public cloud provider.

86 A new employee of the media company needs to view the confidential training video within the first month of their employment. 

87 The new employee Single Sign-On (SSO) to the cloud provider and is presented with a portal that displays the company’s confidential training video (using the human readable name).

88 The new employee “plays” the video and watches it from start to finish.

89 The new employee logs off using Single Sign-Off.

90 The new employee’s logon/logoff, Cloud Storage Services accesses and video upload to the Confidential Cloud Storage Folder (along with authorization decisions that enabled video upload) are recorded by the public cloud provider.

91 The media company’s corporate Compliance Officer (CO) uses the cloud provider’s SSO service to logon and access the Cloud Storage Services.

92 The CO is able to verify that the new employee completed watching the confidential employee training video in the time allotted. This is accomplished by being able to retrieve an auditable record that uniquely identifies both the new employee and resource (video), as well as the access times and duration of the resource using a consistent (cloud provider supplied) timestamp.

93 The CO logs off using Single Sign-Off.

94 The CO’s logon/logoff, Cloud Storage Services accesses and access of audit records for employees accesses to the Confidential Cloud Storage Folder (along with authorization decisions that enabled this type of audit) are recorded by the public cloud provider.

95 The media company needs to perform a quarterly audit of all confidential video accesses (successful or not) to search for any anomalies. Therefore, the company’s Security Auditor uses the cloud provider’s SSO to logon and access the Cloud Storage Services and retrieve a report of all access attempts on the Confidential Cloud Storage Folder.

96 The Company Security Auditor logs off using Single Sign-Off.

97 The Company Security Auditor’s logon/logoff, Cloud Storage Services accesses and report generation are all recorded by the public cloud provider.

5.28 Use Case 28: Government Provisioning of Cloud Services
5.28.1 Description / User Story

A vendor offering the provisioning of cloud services (i.e. of any XaaS type) to government agency operatives offers two online service on-boarding options:  
1) through a website to provision simpler, smaller ad hoc cloud services, similar to the retail public cloud portals and 
2) via a B2B (machine based) Web Services call through a common front-end portal or provision larger, more complex services.
Using a web browser, a government agency operative (not necessarily an employee and could be a contracted outsourced vendor operative accessing remotely from a different realm to the agency) logs on to a web page that offers online tools to configure and provision the environment they need.  They define the configuration of the services they need, and once processed by the cloud provider, confirmed online in real time and captured in the cloud provider’s configuration management database application. 

The Web Services call follows an appropriate programmatic process to achieve the same result, but in addition, the confirmation is captured in the government agency’s/outsourced vendor’s configuration management database. 

The online management processes (provisioning and de-provisioning history, activity and access monitoring, reporting, billing etc) is done via either the same browser based customer portal that offers the provisioning, or a separate one, depending on the vendor’s approach.    

In order for the service to operate to high standards of security, confidentiality and integrity, the key IDM requirements will be Identity Proofing, Authentication and Authorization, and Role Management for delegated functions and separation of duties.  For external access to the cloud based provisioning service, these functions are the responsibility of the agency.  For access required from within the service, these functions are the responsibility of the vendor.  The online management processes capture the activities of both external and internal activity related to the service.

5.28.2 Goal or Desired Outcome

Authorized personnel will be granted access and appropriate privileges to configure and provision the service.  All access requests will be verified to ensure that the user is who they say they are, and have a legitimate requirement for access to the service.  
5.28.3 Notable Categorizations and Aspects

	Categories Covered
: 

· Primary

· Authentication (both browser based and API (Web Service) applications)

· Secondary

· Authorization
· Audit and Compliance
	Applicable Deployment and Service Models: 

· Cloud Deployment Models

· Private

· Community

· Service Models

· Software-as-a-Service (SaaS)

· Platform-as-a-Service (PaaS)

· Infrastructure-as-a-Service (IaaS)

	Actors:

· Cloud vendor & their OEMs etc 

· Government agency

· Government agency employee

· Government agency outsource provider/third party support org
	Systems:



	Notable Services:

· Cloud Applications and Services

· Either Cloud or off-cloud (centralized) Identity Provider Services

· Either Cloud or off-cloud (centralized) logon Services

· Cloud Access/Privilege Management Services

· Cloud Attribute Services  

	Dependencies:

For the B2B web services call, a commonly agreed API and assertion method will be required for all agencies and all suppliers

	Assumptions:

· Contractual relationship and SLA already established and operating between government agency and cloud vendor

· Contractual relationship and SLA already established and operating between government agency and its outsource provider/third party support (if applicable)


5.28.4 Process Flow

1 Example: A member of the government agency team logs on to a web page that offers online tools to configure and provision the environment they need.
2 They define the configuration of the services they need, choosing and confirming from a menu of pre-configured capacity, feature and function templates and pre-configured Service Level templates, and optional blank templates for bespoke requirements, and entering enter cost centre and billing authorization codes, at the check-out facility.
3 The activity is captured in the applicable configuration management databases and confirmed online in real time. 

4 Later, at some scheduled interval or as required for the purposes of SLA compliance, security and privacy, the agency’s audit and compliance department accesses the online management processes (provisioning and de-provisioning history, activity and access monitoring, reporting, billing etc) either via the same browser based customer portal that offers the provisioning, or a separate one, depending on the vendor’s approach.   
5.29 Use Case 29: User Delegation of Access to Cloud Services 
and Data 

5.29.1 Description / User Story

Alice has subscribed to her own cloud storage provider and has created various files there containing personal data, one of which is her résumé or curriculum vitae 
(CV) file. Alice wishes to let Bob her friend read her CV file so she needs to delegate read access to him. Bob is not a subscriber to this particular cloud provider, and has no wish to register for yet another set of credentials for accessing yet another service. However Bob does have an account with an Identity Provider that is part of the same federation as the cloud provider, and is trusted by the cloud provider to correctly authenticate Bob.

Alice tells the cloud provider she wishes to delegate read access to a friend for a certain period of time, and the cloud provider returns a secret URL to her, which it has obtained from the delegation service. Alice gives this secret URL to her friend Bob. Bob clicks on the secret URL which connects him to the delegation service, where he is asked to authenticate via his existing IdP. Bob authenticates and the delegation service delegates him access to the CV file (for as long as Alice has determined). Bob can now contact the cloud provider at any time throughout this period. When he does, he is asked to authenticate, which he does via his existing IDP, and he is then granted read access to Alice’s CV. Once the delegation has expired he will no longer be granted access.

Use case variants. The secret URL can be one-time use or multiple-use. In the latter case Alice can give the secret URL to a group of people who will each be granted read access to her CV.

Alice can revoke the delegation at any time. 
5.29.2 Goal or Desired Outcome

Users are able to use cloud services, such as storage services, and are able to grant access to their friends and colleagues, without the latter having to first register for a user account with the cloud provider. The delegated access can be to a single person or to multiple people, and it can be revoked at any time.
5.29.3 Notable Categorizations and Aspects 
	Categories Covered: 

## Select one or more from:
· Infrastructure Trust Establishment

· General Identity Management (IM) 

· Infrastructure Identity Management (IIM)

· Federated Identity Management (FIM)

· Authentication
· Single Sign-On (SSO)

· Authorization
· Account and Attribute Management
· Account and Attribute Provisioning

· Security Tokens

· Audit and Compliance
	Applicable Deployment and Service Models: 

## Select one or more from:

· Cloud Deployment Models

· Private

· Public

· Community

· Hybrid

· Service Models

· Software-as-a-Service (SaaS)

· Platform-as-a-Service (PaaS)

· Infrastructure-as-a-Service (IaaS)

· Other (i.e. other “as-a-Service” Models)

	Actors:

· Users
· Cloud Storage Provider
· Identity Provider
· Authorization Service
· Delegation Service
	Systems:

· ## TBD

	Notable Services:

· Delegation Service

	Dependencies:

· Federated IDM is already in place

	Assumptions:

· Federated IDM is already in place


5.29.4 Process Flow

98 Alice selects the delegate access option from cloud service provider (CSP)

99 Alice selects her CV file and Read Access, selects a time period, and single delegate or multiple delegates and clicks Delegate.

100 The CSP contacts the Delegation Service (DS) on behalf of the user and asks for an invitation delegation token (a secret URL) for the requested access rights of the user.

101 The DS checks that the delegation is allowed, and if so, returns the secret URL to the user. Otherwise it is rejected. (Note the DS is configured with a delegation policy by the CSP to say which delegations are allowed and which are not. Out of scope of the current use case.)

102 The user passes the secret URL to his friend or colleague (the delegate) or multiple people (the delegates). The precise mechanism for this is out of scope of the use case.

103 A delegate clicks on the secret URL, whereupon the DS asks the delegate to authenticate via his preferred IdP. 
104 The delegate authenticates to his chosen IdP and is then assigned (internally) the delegated attribute by the DIS. The IdP stores the PID that it uses to refer to the delegate at the DIS (pairwise secret).

105 The delegate goes to the CSP and is asked to authenticate. The delegate choses the same IdP as before and authenticates successfully to it.

106 The IdP sends the CSP an authentication assertion and a referral attribute that contains the PID of the user encrypted to the DS (ie. a Liberty Alliance EPR). 
107 The CSP passes the referral attribute to the DIS, which decrypts the PID, looks up the delegate, and returns the delegated attribute to the CSP as a SAML attribute assertion.

108 The CSP can now determine which resource the user has been delegated access to from the contents of the delegated attribute.

5.30 Use Case 30: Mobile Customers’ Identity Authentication Using a Cloud provider
5.30.1 Description / User Story

Mobile banking has emerged as a significant financial services channel.  Mobile banking and other financial services enable customers to pay bills on the fly, check and transfer balances and even trade stocks. Mobile banking usage is set to double the next three years, reaching 400 million people by 2013, according to Juniper Research. 

The proliferation of new payments products - such as mobile applications, especially at the front end of the transactions, where initial access is gained - generates ongoing concern around data security, identify theft, fraud and other risk-related issues among consumers, businesses, regulators and payments professionals.

To address issue of the front end of the transaction risk, Identity and Access Management (IAM) technologies for managing the user access control and authentication including Cloud-based identity management solutions offered by Cloud service providers, are leveraged to mitigate this risk. 

Cloud-based Identity and Access Management services offered from the cloud such as identity proofing, credential management, strong authentication, single sign-on, provisioning solutions provide organizations with choices and business values such as benefits of cost, reliability, and speed of deployment.

To leverage the aforementioned business values offered by Cloud service provider solutions, a financial company wishes to use Cloud service to authenticate mobile users before routing the financial transaction requested by the mobile users to its back end system hosted at its data centers.  

The financial company wishes to leverage the Cloud service provider with numerous data centers located in distributed global locations. 
5.30.2 Goal or Desired Outcome

The financial company is able to use cloud service for its global-based mobile clients to make connection to the closest physical location to enhance fast response.

5.30.3 Notable Categorizations and Aspects

	Categories Covered: 

· Primary

· Authentication

· Secondary

· FID,

· SSO
	Applicable Deployment and Service Models: 

· Cloud Deployment Models

· Public

· Private
· Service Models

· Software-as-a-Service (SaaS)

· Infrastructure-as-a-Service (IaaS)

· Other (i.e. other “as-a-Service” Models)

	Actors:

· Financial (Mobile) Customer

· Enterprise administrators

· Service provider administrators


	Systems:

· None

	Notable Services:

· Cloud Management Platform:

· Single Sign-On (SSO) – User Authentication to Cloud provides credentials needed to Manage/Access Cloud IaaS Services.

· Multi-factor authentication 
· Access Control Services – Manage Roles and Security Policies  (e.g. customer’s identification information)



	Dependencies:

· Endpoint security for user authentication.

· Endpoint transaction security from mobile services.

· Compliance to end-to-end security local regulations.

· Forensic investigation traceability, capability and availability 

· On-going verification, certification of the service provider

· Service providers’ downstream contractors

· Trust anchor

	Assumptions:

· Company has established an account with the cloud service provider along with any “root” trust credentials to further administer more granular (service or resource level) security policies.
· Access Control: Company is able to manage its security policies and associate them to cloud enabled processes  

· The ability to correlate cloud (storage) transactions across infrastructure boundaries (i.e. identities and authentications are preserved).

· Geography: Consideration of local rules and regulations on personal identifiable information

· Data: Consideration of local rules and regulations on personal identifiable information. 

· Storage: Consideration of local rules and regulations on personal identifiable information


5.30.4 Process Flow

1 A Mobile client logs on to FI
 on-line service web-site via mobile device browser.

2 The Mobile client enters credential for authentication.

3 The Mobile client is authenticated and allowed access to system to conduct financial transaction.

4 The Mobile client completes transaction and logs off.
5.31 Use Case 31: Privileged User Access using Two-Factor Authentication
5.31.1 Description / User Story

This use case is concerned with privileged users such as enterprise administrators accessing the management consoles to configure and manage their instance. The administrator can use this console to manage the users, assign privileges or change the configuration for their tenant of the cloud service, whether its IaaS, PaaS or SaaS. 
This is a security sensitive operation and it is preferable to require that the administrator to login with Two-Factor Authentication (2FA
) such as a PKI certificate or a username/password and an OTP
. 
An optional element of this use case is that the 2nd factor credential issuance and validation services may themselves be offered as a cloud-based or SaaS offering. 
5.31.2 Goal or Desired Outcome

The enterprise can securely manage their use of the cloud provider’s service. Further they can also meet their compliance requirements.

5.31.3 Notable Categorizations and Aspects

	Categories Covered: 

· Primary

· Infrastructure Trust Establishment

· Authentication

· Multi-factor authentication

· Secondary

· Account and Attribute Management

· Audit and Compliance

	Applicable Deployment and Service Models: 

Select one or more from:

· Cloud Deployment Models

· Private

· Public

· Community

· Hybrid

· Service Models

· Software-as-a-Service (SaaS)

· Platform-as-a-Service (PaaS)

· Infrastructure-as-a-Service (IaaS)

· Other (i.e. other “as-a-Service” Models)

	Actors:

· Enterprise Administrators

· Cloud Provider (SaaS, PaaS, IaaS)

	Systems:

· None

	Notable Services:

· Cloud Provider Management Console

· OTP Server/Service

· PKI Certificate Enrollment & Validation Service. 



	Dependencies:

· Compliance & Audit requirements

	Assumptions:

· Enterprise administrators have been provisioned with the correct 2FA credentials 

· The SaaS provider supports the use of 2FA credentials during access.
· 2FA (and multi-factor) authentication implies these are privileged users who are generally of interest for compliance and audit standards.


5.31.4 Process Flow

Option1: 
109 The enterprise administrator accesses the URL for management console for the cloud service.

110 The user is prompted to enter 2FA credentials in addition to username and password. 

111 Upon successful validation of credentials, the user can access the management console service, and can perform privileged operations. 

Option 2: 
112 The enterprise administrator accesses the URL for management console for the cloud service.

113 The administrator is redirected to an Identity Provider (IdP) hosted by the enterprise using SAML or any such federation protocol. 

114 The enterprise IdP prompts them to enter 2FA credentials in addition to username and password. 

115 Upon successful validation of credentials, the user is redirected back to the cloud provider with the appropriate assertion and can access the management console service, and can perform privileged operations. 
5.32 Use Case 32: Cloud-based Two-Factor Authentication Service
5.32.1 Description / User Story

This is the use case for delivery of cloud based 2nd factor or strong authentication service. This service can be used by the Identity Provider, deployed either at the enterprise, at the cloud service provider, or as a separate cloud service, to add an additional factor of authentication in a chained fashion.
The Two-Factor Authentication (2FA) service use-case is credential agnostic and could support any specific technology for 2nd factor authentication credentials such as OTP, PKI certificates, device identification, biometric, etc. 

5.32.2 Goal or Desired Outcome

The enterprise or cloud-provider can use the 2FA service with the same benefits of using any cloud service – minimal upfront capital investment, pay-as-you-go model, and automatic scaling (elasticity).
The application or the identity provider will also typically have a simpler integration effort to support 2FA by using a cloud-based 2FA service. 
5.32.3 Notable Categorizations and Aspects

	Categories Covered: 

· Primary

· Authentication

· Multi-factor authentication

· Secondary

· General Identity Mgmt.


	Applicable Deployment and Service Models: 

Select one or more from:

· Cloud Deployment Models

· Private

· Public

· Community

· Hybrid

· Service Models

· Software-as-a-Service (SaaS) (F)
· Platform-as-a-Service (PaaS)



	Actors:

· Enterprise Administrators

· Cloud Provider (SaaS, PaaS, IaaS)


	Systems:

· None

	Notable Services:

· Identity Provider service
· Two-Factor Authentication (2FA) service

	Dependencies:

· TBD


	Assumptions:

· While the cloud-based 2FA can be used by any application, in this use case we are focusing on authentication for a cloud-based application, typically SaaS. 

· The SaaS service may authenticate users directly through a ‘built-in’ identity provider or it may delegate the authentication to an external ‘enterprise-operated’ Identity provider.  

· It is assumed that the user’s already provisioned and enabled with the correct 2FA credentials. The provisioning process flows are not covered in this use case below. 


5.32.4 Process Flow

Option 1 (Back-end Integration):
116 The user accesses the cloud service, typically SaaS. 

117 The user completes the first part of the authentication, by entering the username & password at the identity provider. The identity provider could be hosted as part of the SaaS service or could be external. 

118 The identity provider then prompts the user to enter their 2nd factor credential. 

119 The identity provider delegates the validation of the 2nd factor authentication to the 2FA service. 

120 Upon successful validation of the 2FA credential the user is provided access to the SaaS service. 

Option 2 (Front-end Integration):
121 The user accesses the cloud service, typically SaaS. 

122 The user completes the first part of the authentication, by entering the username & password at the identity provider. The identity provider could be hosted as part of the SaaS service or could be external. 

123 The identity provider delegates the 2nd factor authentication to the 2FA service. User provides their 2FA credentials to the 2FA service. The main difference in this flow is that the credential is provided by the user directly to the 2FA service. This may be desirable for certain types of credentials. 

124 Upon successful validation of the 2FA credential the user is provided access to the SaaS service. 

5.33 Use Case 33: Cloud Application Identification using Extended Validation Certificates
5.33.1 Description / User Story

This use case is about identifying the cloud/SaaS application to the user. The SaaS application has been configured to use Extended Validation (EV) 
certificates. When the user accesses the SaaS application, the web-browser turns an element of the address bar green to indicate that the user is going to a trusted site. 

5.33.2 Goal or Desired Outcome

The end-user is assured that they are connecting to a valid trusted site that belongs to the SaaS application, and that any information that they provide to the website will be secured using SSL encryption. 

5.33.3 Notable Categorizations and Aspects

	Categories Covered: 

Select one or more from:
· Primary

· Infrastructure Trust Establishment
· Secondary
· none
	Applicable Deployment and Service Models: 

Select one or more from:

· Cloud Deployment Models

· Private

· Public

· Community

· Hybrid

· Service Models

· Software-as-a-Service (SaaS)

· Platform-as-a-Service (PaaS)

· Infrastructure-as-a-Service (IaaS)

· Other (i.e. other “as-a-Service” Models)

	Actors:

· SaaS Application

· End-user’s browser

· End-user
	Systems:

· None

	Notable Services:

· SaaS applications


	Dependencies:

· TBD


	Assumptions:

· User is using a version of browser that supports the security trust indicator for EV certificates

· The SaaS application is using SSL with an EV certificate.


5.33.4 Process Flow

125 End user visits the SaaS application.

126 The SaaS application uses an EV certificate; this enables the security trust indicators in the user’s browser. 

127 The user is assured about the trust-worthiness of the cloud provider and can continue accessing the application. 

5.34 Use Case 34: Cloud Platform Audit and Asset Management using Hardware-based Identities
5.34.1 Description / User Story

One of the interesting aspects of the paradigm-shift to cloud-based computing is that of the need of Enterprises utilizing cloud computing services to maintain the same degree of audit and logging services/capabilities as found in the conventional scenario where all IT functions occurred within the physical boundaries of the Enterprise. Such audit and logging capabilities are needed for the Enterprise to fulfill regulatory compliance requirements (e.g. SOX, HIPAA, HIT), but also for resolving disputes in the case where attacks, breaches and other disaster-related events occurred in the cloud infrastructure that affects the Enterprise customers.

Enterprises today are very much concerned about access control, configuration management, change management, auditing and logging. These issues represent an obstacle to Enterprises fully embracing cloud computing. Most Enterprises today only operate non-core applications in cloud, while retaining dedicated hardware internally to operate business-critical and sensitive applications. The fact that today many cloud-based service providers (e.g. SaaS, PaaS, etc) operate multi-tenant cloud infrastructures adds the complexity of proving trustworthiness of the cloud-based computing environment. 

For the cloud provider, the server pool model based on virtualization technologies allow virtual server stacks to be “moved” from one server hardware to another. Though this approach provides efficiency through resource sharing, there remains the issue of proving non-interference in the multi-tenant scenarios and establishing ``proof of execution'' (of a given application) for the Enterprise customer.
The notion of ``proof of execution'' is core to the ability of an Enterprise to provide evidence that an employee operated an application software (albeit at a remote cloud provider) and accessed certain resources. This is particularly relevant in circumstances where the Enterprise is seeking to provide evidence to a third-party auditor entity. Core to this proof of execution is a persistent hardware-based identity is visible to the hypervisor layer and to the operating systems functioning above, and is the basis for tracking and logging.  This identity must be traceable and logged as part of the audit trail for the Enterprise customer
5.34.2 .Goal or Desired Outcome

A desired outcome would be one or more profiles or specifications that build on existing standards for hardware-based identity (e.g. TCG TPM1.2 specs) and exposing these hardware-identities to the relevant software tools. 
5.34.3 Notable Categorizations and Aspects

	Categories Covered: 

· Primary

· Infrastructure Trust Establishment

· Audit and Compliance

· Secondary

· none
	Applicable Deployment and Service Models: 

· Cloud Deployment Models

· Private

· Public

· Service Models

· Platform-as-a-Service (PaaS)

· Infrastructure-as-a-Service (IaaS) (F)

	Actors:

· Enterprise
· Cloud Provider

· Employee

· Auditor

	Systems:

· Cloud Management Platform

· Cloud Asset Management Systems and CMBDs

	Notable Services:

· Logging
· Asset Tracking

· SSO

· Endpoint Authentication
 

	Dependencies:

· None


	Assumptions:

· ## TBD



5.34.3.1 Categories Covered
· Establishing Trust in Cloud Infrastructure: In order for Enterprise customers to develop technical trust and social trust in the infrastructure of a cloud provider, there needs to be a hardware-based identity that is the root-of-trust for all software executing on that piece of hardware. This hardware-based identity must satisfy a number of security requirements, and must be a key part of the asset management mechanisms used by the cloud provider.  The hardware-based identity must also be the basis for proving (disproving) multi-tenancy following the request of a customer.

· Audit: Every Enterprise today needs to follow compliance regulations. Currently Enterprise have full control over their IT infrastructure because these are operated internally by the Enterprise. Since internally the various IT functions are allocated across fixed servers, tracking and auditing tasks can be done using current asset management, ITIL and CMDB based tools. Even in the case of virtual servers inside that IT infrastructure, the IT personnel knows which physical servers have been allocated for running virtual servers. The case is somewhat more obscure when an Enterprise uses an external cloud service provider (e.g. PaaS). The Enterprise has no insight into which physical machine its Application is running on. Furthermore, the Enterprise (and Third Party Auditors) have no way to verify that its Application is running either in a multi-tenant infrastructure or dedicated pools of hardware.

5.34.3.2 Applicable Deployment and Service Models
· Cloud Deployment Models:
· Private:  Hardware-based identities that can be traced and logged provide Enterprise (running private clouds) with more control over the execution environment of its applications. It provides a “handle” for asset management tools to track devices.
· Public: In public cloud computing environment, the Cloud Provider needs to make persistent hardware-identities visible and traceable to its Enterprise customers.
· Service Models:

· Infrastructure-as-a-Service (IaaS): In the IaaS scenarios, persistent hardware-identities should be accessible to the tracking and audit tools that the Enterprise may choose to also deploy on the platform.  In this case the task of collecting the traces and creating the logs belongs to the Enterprise.  The IaaS Provider may need to provide some APIs to the underlying infrastructure components that is allocated to the Enterprise customer.

· Platform-as-a-service (PaaS): In the PaaS scenario the Enterprise is typically further removed from the hardware layer, and thus from the hardware-bound identities. The PaaS provider must therefore manage both the hardware-layers and the virtualization layers, and provide some APIs to the Enterprise applications to allow the Enterprise to obtain a log of the bindings between the hardware-layer and virtualization-layers for audit purposes.

5.34.3.3 Actors

· Enterprise: This is the legal entity that buys services from the Cloud Provider (eg. PaaS, IaaS).

· Cloud Provider: This is the entity that offers cloud computing services to the Enterprise.  The term “Cloud provider” is used generically to cover providers of various kinds, but all with a common aspect of operating virtualization layers above a collection of hardwares, as a means to gain efficiency in computing performance.

5.34.3.4 Systems

· Cloud Management Platforms:

· Logging of all users authentications and SSOs.

· Logging of all software and hardware used to fulfill user’s task.

· Logging of all resources (e.g. files, storage) used to fulfill user’s task.
· Cloud Asset Management Systems and CMBDs:

· Asset-tracking and configuration management using hardware-based identities.

5.34.3.5 Dependencies
· End-point authentication and authorization of users: audit system depends on the user correctly authenticated and access control policies enforced.

· Asset management System and CMDB operates unhindered.
5.34.3.6 Assumptions

· Servers are assumed to have tamper-resistant hardware where identities are maintained.  Furthermore, such hardware-bound identities are assumed to be readable/verifiable by the firmware or operating systems in the same physical server.

5.34.4 Process Flow

5.34.4.1 Scenario-1: Enterprise logs the running of an Application (Private Cloud)

128 Employee of an Enterprise runs an Application in the cloud.

129 The running of the Application triggers a process that reads the hardware-bound identity and the writes the identity to an external log.

130 The audit-log infrastructure in the Enterprise periodically collects the servers-logs and VM-logs, and places these logs-data in a separate physical server.

131 When the virtualization infrastructure moves 
the Application to a different virtualized server (from the server pool), this triggers the process that re-reads hardware-bound identity 
and the writes the identity to an external log.

5.34.4.2 Scenario-2: Enterprise logs the running of an Application at a Cloud Provider

132 Employee of an Enterprise runs an Application at the Cloud Provider.

133 The running of the Application triggers a process that reads the hardware-bound identity and the writes the identity to an external log maintained by the Cloud Provider.

134 The audit-log infrastructure
 at the Cloud Provider periodically collects the servers-logs and VM-logs, and places these logs-data in a separate physical server. These logs are structured and periodically signed by the Cloud Provider

135 When the virtualization infrastructure at the Cloud Provider moves the Application to a different virtualized server
 (from the server pool), this triggers the process that re-reads hardware-bound identity and the writes the identity to an external log.

136 The Enterprise customer periodically downloads 
the signed logs from the Cloud Provider, and maintains them for future audit and compliance requirements.
5.35 Use Case 35: Intercloud Document Exchange
5.35.1 Description / User Story

Interoperability is of historically observable importance (e.g. email).  In defining Intercloud interoperability models, issues of identity are central and unavoidable.

In particular, businesses trading with one another want to be able to exchange business documents between their respective systems – increasingly cloud-based.  Such exchanges are already possible in many cases today, but typically require relatively high-cost and non-standard setup processes.
Two convergent use cases arise:

1) “Three-corner”: 
a term 
used for the most common, current model whereby both parties must have an identity on the same system.  This becomes problematic for suppliers in particular, who may need to establish identities on many different clouds to connect with their various customers. Integration models exist; however, these only apply once an identity and routing have been established.  No standard model or profile has been established for the use of existing identity standards in this context.
2) The “Four-corner”: 
a model explicitly defined as an exchange between two clouds (i.e. service providers) or systems, each acting as a proxy for one party to a business relationship. Regarding identity and trust, however, no model beyond peer-to-peer trust arrangements and document signature has been defined.

5.35.2 Goal or Desired Outcome

Business entities trading with one another should be able to seamlessly establish new electronic trading relationships via their existing cloud business and commerce systems.  In particular, the identities and relationships required on the various cloud systems should be capable of being set up with zero or minimal user intervention.
5.35.3 Notable Categorizations and Aspects

	Categories Covered: 

· Primary

· Federated Identity Management
· Authentication
· Secondary

· Authorization

· Account and Attribute Management


	Applicable Deployment and Service Models: 

· Cloud Deployment Models

· Hybrid (Featured)
· Service Models

· Software-as-a-Service (SaaS) 
· Platform-as-a-Service (PaaS)
· Infrastructure-as-a-Service (IaaS)
· Integration-as-a-Service (Cloud Broker)
 (F)


	Actors:

· Receiver Company
· Receiver Administrator
· Sender Company
· Sender User

· Sender Administrator
	Systems:

· Commerce Cloud Services
· Identity Store
· Intercloud Root

	Notable Services:

· Message Delivery Service

· Identity Attribute Query Service
· Identity Attribute Create/Update Service

· Federated Identity Provisioning Service
· Relationship Authorization Service

· Cloud Proxy Authority Delegation Service

	Dependencies:

· Identity Attribute Specification

· Relationship Setup Protocol
Scaling, but perhaps not initial deployments, may depend on the following:

· Identity Store Discovery Service (Intercloud Root)

· Identity Federation Peering Model


	Assumptions
:

· ## TBD



5.35.3.1 Categories Covered
· .

5.35.3.2 Applicable Deployment and Service Models
· Cloud Deployment Models:
· Hybrid: by definition, this scenario involves at least two clouds (one for each party), and probably more, with different cloud systems handling different layers, and performing different roles in enabling an end-to-end connection.
· Service Models:

· Software-as-a-Service (SaaS): the Cloud business systems to be connected are software application systems
· Platform-as-a-service (PaaS): some of the Cloud systems to be connected in this use case context exist as a PaaS – but as platforms that are tightly bound to an API for a specific SaaS system, rather than as generic application platform environments. 
· Other (Integration-as-a-Service): the function of “Cloud Brokerage
”, i.e. intermediating between different Cloud APIs, is also sometimes referred to as “integration-as-a-service”. This has not yet generally featured in standard taxonomies of cloud service models.
5.35.3.3 Actors

· Receiver Company: organization or person receiving a business document via a specified channel

· Receiver Administrator: if the Receiver Company requires human approval of new trading partner setup requests, the user who is authorized to approve such requests.

· Sender Company: organization or person sending a business document to a trading partner.

· Sender User: if a human initiates the sending of a business document, that person.

· Sender Administrator: if Sender Company has a pre-existing account on the Receiver Commerce Cloud, the person who controls access to that account.
5.35.3.4 Systems

· Sender Commerce Cloud: cloud service that sends all of a Sender Company’s commerce transactions of a particular type to recipients (a) via certain sender-designated channels (e.g. email), but also (b) via receiver-designated electronic channels for Receiver Entities discovered to be compatible through querying an Identity / Identity Attribute Store.

· Receiver Commerce Cloud: cloud service that receives and electronically processes transactions of a particular type on behalf of a Receiver Company.
· Identity Store:  a store with a service interface allowing the retrieval of information about entities and the services they support, through pointers to Identity Attribute Stores containing the relevant information. Such a Store acts as a component of a Commerce Cloud.
· Identity Attribute Store: contains Attribute records about certain services supported by a Company.  Identity Attributes in a Store may be managed either (a) by that Identity Attribute Store Provider, or (b) by the Company itself, via its own designated Identity Attribute Store. Records may be stored in one addressable source Identity Attribute Store, or may be cached, replicated or synchronized to other Identity Attribute Store.
· Intercloud Root Identity Store: a single root system with which certain compatible Identity Stores are synchronized, directly or indirectly.
5.35.3.5 Notable Services

· Message Delivery Service: delivers a message of a specified type to a specified Receiver Company.

· Federated Identity Provisioning Service: provisions a new Identity in an Identity Store (e.g. for a Sender in a Receiver Commerce Cloud Identity Store).

· Identity Attribute Services: queries, creates or updates an Attribute record for a particular service supported by an Identity in an Identity Attribute Store.
· Relationship Authorization Service: enables the submission of a request by a Sender Company to be recognized as matching a certain record in the Receiver’s vendor/customer master table (which may or may not have been synchronized with the Receiver Commerce Cloud)
5.35.4 Process Flow

In general and overall, the use case scenarios cover the following steps:

i) Establishing a new identity for the Sender on the Receiver Commerce Cloud (usually the Sender Company, or possibly the Sender Commerce Cloud)
ii) Provisioning and/or authorization of a related Sender identity (usually, the Sender Commerce Cloud, or perhaps the Sender Company), in order to enable:

a. Interactions between Commerce Clouds as proxies for Sender and Receiver
b. Single-sign-On
, to provide seamless user experiences across Commerce Clouds.
iii) Invocation of services to exchange documents between Commerce Clouds.
5.35.4.1 Scenario 1: Federated Identity Provisioning

1. A Sender Company, via its Commerce Cloud, wants to electronically deliver a document to a Receiver Company, via its Commerce Cloud.  This is the first such document to be delivered from this Sender Company to any Receiver via this particular Receiver Commerce Cloud.  For the document to be successfully delivered, in general, the Receiver Commerce Cloud requires that the Sender Company first provision an identity.  Or, if agreed between the Commerce Clouds, the Receiver may allow Sender to assert identity, without a locally-provisioned identity.
2. The Sender Commerce Cloud looks up the Receiver Company in the Sender Commerce Cloud’s Identity Store, and retrieves from the indicated Identity Attribute Store a Record that specifies:
a. Whether the Receiver Company supports Federated Identity

b. If so, whether it requires the provisioning of a Sender identity on the Receiver Commerce Cloud Identity Store;
c. If so, whether a Receiver Commerce Cloud Federated Identity Provisioning Service exists; and

d. If so, how to call it.
3. If a Receiver Commerce Cloud Federated Identity Provisioning Service exists, the Receiver Identity Attribute corresponding to that service also specifies what Sender Attributes are supported, and whether required or optional.

Some examples of Identity Attributes include:
a. Identifier(s), e.g. Domain, DUNS, GLN, Phone, TaxID

b. Administrator email address

c. Company and contact user names

d. Supported services, with format and addressing/routing information, e.g.

i. Notifications, such as invoice status, remittance detail, orders

ii. Payments, including payment network and identifiers/references

5.35.4.1.1 Dependencies

· Error cases may arise if the Sender Company already exists in the Receiver Commerce Cloud Identity Store.  For the handling of such errors, and binding to an existing identity, see Cloud Proxy Authority Delegation.
5.35.4.1.2 Assumptions

· The Receiver Commerce Cloud is assumed to have authorized the Sender Commerce Cloud to create such identities on behalf of its users.
5.35.4.2 Scenario 2: Partner Relationship Authentication and Authorization

1. A Sender Company, via its Commerce Cloud, wants to electronically send a document to Receiver Company, via its Commerce Cloud.
2. The Sender Commerce Cloud looks up the Receiver Company in the Sender Commerce Cloud’s Identity Store, and retrieves from the indicated Identity Attribute Store a Record that specifies: 

a. Whether the Receiver Company requires Sender to be authorized to send it a document (i.e. to access the corresponding Receiver Commerce Cloud Message Delivery Service).

b. If so, whether a Receiver Commerce Cloud Relationship Authorization Service exists, and

c. If so, how to call it, and
d. What Sender Company attributes the service requires for authorization to be granted.

3. The Sender Commerce Cloud calls the Receiver Commerce Cloud Relationship Authorization Service to send a Relationship Setup Request 
on behalf of Sender.
4. The Receiver Commerce Cloud Relationship Authorization Service processes the Relationship Setup Request 
for approval or rejection, by comparison of request message details with Receiver’s trading partner database, either:

a. Automatically and synchronously, by requesting the Identity Attribute for Sender from:

i. the Receiver Commerce Cloud Identity Attribute Store; or
ii. another Receiver Company system (if the Identity Attribute Store indicated above does not contain records for all Receiver trading partners).

b. Automatically and asynchronously, by forwarding the request message for processing by another Receiver Company system; or

c. Manually, by routing of the request message to a Receiver Administrator.

5. Receiver Commerce Cloud Relationship Authorization Service generates, or receives, Receiver Company’s response to the request message, and passes it on to the Sender Commerce Cloud.

5.35.4.2.1 Assumptions

1. The Sender Commerce Cloud is assumed to have either:

a. already provisioned a Sender identity in the Receiver Commerce Cloud Identity Store (see the Partner Identity Provisioning scenario); or

b. otherwise bound to an existing identity (see Cloud Proxy Authority Delegation).
5.35.4.3 Scenario 3: Identity Attribute Management

1. A Sender Company, via its Commerce Cloud, wants to be able, in turn, to receive documents, and potentially payments, from Receiver Company, via its Commerce Cloud.
2. The Sender Company, via its Commerce Cloud, wants to ensure that the addressing/routing A Records for Sender that are stored in the Receiver Commerce Cloud Identity Attribute Store are securely added or updated as required.
3. Scenario 4: Scenario 5: The Sender Commerce Cloud Identity Store triggers transmission to the Receiver Commerce Cloud Identity Attribute Store of any new or updated Sender Company records by one of the following mechanisms:
a. Directly Calling the Receiver Commerce Cloud Identity Attribute Service;

b. Direct Peering: publishing the update via a direct peering relationship between the Receiver and Sender Commerce Cloud Identity Stores (and possibly others). Such a publish/subscribe process might be established for Sender Company only, or for all records in either Identity Store (inner or outer join).
c. Hierarchical Peering: as above, but with a model involving an Intercloud Root.

5.35.4.3.1 Assumptions

1. The Sender Commerce Cloud is assumed to have:

a. already provisioned a Sender identity in the Receiver Commerce Cloud Identity Store (see the Partner Identity Provisioning scenario); or

b. otherwise bound to an existing identity (see Cloud Proxy Authority Delegation).
5.35.4.4 Scenario 4: Cloud-to-Cloud Authentication and Authorization
1. A Sender Company, via its Commerce Cloud, wants to electronically deliver a document to a Receiver Company via its Commerce Cloud.  The Receiver Commerce Cloud requires the Sender Commerce Cloud to be authorized to created Sender identities.

2. The Receiver Commerce Cloud may establish that the Sender Commerce Cloud is authorized to act as a proxy for Sender Company either by:

a. A “Trusted Cloud” / Federation agreement between the Commerce Clouds; or
b. Looking up an Identity Attribute for the Sender Company in a public record known to be controlled by the Sender Company (e.g. a DNS record) to authenticate the Sender Commerce Cloud as a legitimate proxy for the Sender Company.

5.35.4.4.1 Assumptions

1. No previous relationship exists between the Commerce Clouds for Sender and Receiver. This is the first document to be delivered from and any user of one cloud to any user of the other.
2. The Receiver Commerce Cloud:

a. requires an identity for any Sender Company;

b. supports an Identity Provisioning Service; and

c. requires that any Sender Commerce Cloud be authenticated and authorized to act as a proxy for the Sender Company.
# Conformance

The last numbered section in the specification must be the Conformance section. Conformance Statements/Clauses go here.
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B. Definitions

B.1 Cloud Computing

Cloud computing

Cloud computing is a model for enabling convenient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management effort or service provider interaction. This cloud model promotes availability and is composed of five essential characteristics, three service models, and four deployment models. [NIST-CloudDef]

B.1.1 Deployment Models

Private cloud

The cloud infrastructure is operated solely for an organization. It may be managed by the organization or a third party and may exist on premise or off premise. [NIST-CloudDef]

Community cloud 

The cloud infrastructure is shared by several organizations and supports a specific community that has shared concerns (e.g., mission, security requirements, policy, and compliance considerations). It may be managed by the organizations or a third party and may exist on premise or off premise. [NIST-CloudDef]

Public cloud 

The cloud infrastructure is made available to the general public or a large industry group and is owned by an organization selling cloud services. [NIST-CloudDef]

Hybrid cloud 

The cloud infrastructure is a composition of two or more clouds (private, community, or public) that remain unique entities but are bound together by standardized or proprietary technology that enables data and application portability (e.g., cloud bursting for load-balancing between clouds). [NIST-CloudDef]

B.1.2 Essential Characteristics

On-demand self-service

A consumer can unilaterally provision computing capabilities, such as server time and network storage, as needed automatically without requiring human interaction with each service’s provider. [NIST-CloudDef]

Broad network access

Capabilities are available over the network and accessed through standard mechanisms that promote use by heterogeneous thin or thick client platforms (e.g., mobile phones, laptops, and PDAs). [NIST-CloudDef]

Resource pooling. 

The provider’s computing resources are pooled to serve multiple consumers using a multi-tenant model, with different physical and virtual resources dynamically assigned and reassigned according to consumer demand. There is a sense of location independence in that the customer generally has no control or knowledge over the exact location of the provided resources but may be able to specify location at a higher level of abstraction (e.g., country, state, or datacenter). Examples of resources include storage, processing, memory, network bandwidth, and virtual machines. [NIST-CloudDef]

Rapid elasticity

Capabilities can be rapidly and elastically provisioned, in some cases automatically, to quickly scale out and rapidly released to quickly scale in. To the consumer, the capabilities available for provisioning often appear to be unlimited and can be purchased in any quantity at any time. [NIST-CloudDef]

Measured Service

Cloud systems automatically control and optimize resource use by leveraging a metering capability at some level of abstraction appropriate to the type of service (e.g., storage, processing, bandwidth, and active user accounts). Resource usage can be monitored, controlled, and reported providing transparency for both the provider and consumer of the utilized service. [NIST-CloudDef]

B.1.3 Service Models

Cloud Software as a Service (SaaS) 

The capability provided to the consumer is to use the provider’s applications running on a cloud infrastructure. The applications are accessible from various client devices through a thin client interface such as a web browser (e.g., web-based email). The consumer does not manage or control the underlying cloud infrastructure including network, servers, operating systems, storage, or even individual application capabilities, with the possible exception of limited user-specific application configuration settings. [NIST-CloudDef]

Cloud Platform as a Service (PaaS)

The capability provided to the consumer is to deploy onto the cloud infrastructure consumer-created or acquired applications created using programming languages and tools supported by the provider. The consumer does not manage or control the underlying cloud infrastructure including network, servers, operating systems, or storage, but has control over the deployed applications and possibly application hosting environment configurations. [NIST-CloudDef]

Cloud Infrastructure as a Service (IaaS)

The capability provided to the consumer is to provision processing, storage, networks, and other fundamental computing resources where the consumer is able to deploy and run arbitrary software, which can include operating systems and applications. The consumer does not manage or control the underlying cloud infrastructure but has control over operating systems, storage, deployed applications, and possibly limited control of select networking components (e.g., host firewalls). [NIST-CloudDef]

Integration-as-a-Service
Need definition and external reference (from use case #35)
B.2 Identity Management and Authentication

B.3 General Definitions

B.3.1 Glossary for the OASIS Security Assertion Markup Language (SAML) V2.0 [SAML-Gloss-2.0]

Access 

To interact with a system entity in order to manipulate, use, gain knowledge of, and/or obtain a  representation of some or all of a system entity’s resources. [RFC2828]

Access Control 

Protection of resources against unauthorized access; a process by which use of resources is regulated according to a security policy and is permitted by only authorized system entities according to that policy. [RFC2828]

Access Control Information 

Any information used for access control purposes, including contextual information [X.812]. Contextual information might include source IP address, encryption strength, the type of operation being requested, time of day, etc. Portions of access control information may be specific to a request itself, some may be associated with the connection via which a request is transmitted, and others (for example, time of day) may be "environmental". [RFC2829]

Access Rights 

A description of the type of authorized interactions a subject can have with a resource. Examples include read, write, execute, add, modify, and delete. [Taxonomy] 

Account 

Typically a formal business agreement for providing regular dealings and services between a principal and business service providers. 

Account Linkage 

A method of relating accounts at two different providers that represent the same principal so that the providers can communicate about the principal. Account linkage can be established through the sharing of attributes or through identity federation.

Active Role 

A role that a system entity has donned when performing some operation, for example accessing a resource.

Administrative Domain 

An environment or context that is defined by some combination of one or more administrative policies, Internet Domain Name registrations, civil legal entities (for example, individuals, corporations, or other formally organized entities), plus a collection of hosts, network devices and the interconnecting networks (and possibly other traits), plus (often various) network services and applications running upon them. An administrative domain may contain or define one or more security domains. An administrative domain may encompass a single site or multiple sites. The traits defining an administrative domain may, and in

many cases will, evolve over time. Administrative domains may interact and enter into agreements for providing and/or consuming services across administrative domain boundaries.

Administrator 

A person who installs or maintains a system (for example, a SAML-based security system) or who uses it to manage system entities, users, and/or content (as opposed to application purposes; see also End User). An administrator is typically affiliated with a particular administrative domain and may be affiliated with more than one administrative domain.

Affiliation, Affiliation Group 

A set of system entities that share a single namespace (in the federated sense) of identifiers for principals.

Anonymity 

The quality or state of being anonymous, which is the condition of having a name or identity that is unknown or concealed. [RFC2828]

Artifact 

See SAML Artifact.

Assertion 

A piece of data produced by a SAML authority regarding either an act of authentication performed on a subject, attribute information about the subject, or authorization data applying to the subject with respect to a specified resource.

Asserting Party 

Formally, the administrative domain that hosts one or more SAML authorities. Informally, an instance of a SAML authority. 

Attribute 

A distinct characteristic of an object (in SAML, of a subject). An object’s attributes are said to describe it. Attributes are often specified in terms of physical traits, such as size, shape, weight, and color, etc., for real-world objects. Objects in cyberspace might have attributes describing size, type of encoding, network address, and so on. Attributes are often represented as pairs of "attribute name" and "attribute value(s)", or together as "attribute value pairs". Note that Identifiers are essentially "distinguished attributes". See also Identifier and XML attribute.

Attribute Authority 

A system entity that produces attribute assertions. [SAMLAgree]

Attribute Assertion 

An assertion that conveys information about attributes of a subject.

Authentication 

To confirm a system entity’s asserted principal identity with a specified, or understood, level of confidence. [CyberTrust] [SAMLAgree]

Authentication Assertion 

An assertion that conveys information about a successful act of authentication that took place for a subject.

Authentication Authority 

A system entity that produces authentication assertions. [SAMLAgree]

Authorization 

The process of determining, by evaluating applicable access control information, whether a subject is allowed to have the specified types of access to a particular resource. Usually, authorization is in the context of authentication. Once a subject is authenticated, it may be authorized to perform different types of access. [Taxonomy]

Authorization Decision 

The result of an act of authorization. The result may be negative, that is, it may indicate that the subject is not allowed any access to the resource.

Authorization Decision Assertion 

An assertion that conveys information about an authorization decision.

Back Channel 

Back channel refers to direct communications between two system entities without “redirecting” messages through another system entity such as an HTTP client (e.g. A user agent). See also front channel.

Binding, Protocol Binding 

Generically, a specification of the mapping of some given protocol's messages, and perhaps message exchange patterns, onto another protocol, in a concrete fashion. For example, the mapping of the SAML <AuthnRequest> message onto HTTP is one example of a binding. The mapping of that same SAML message onto SOAP is another binding. In the SAML context, each binding is given a name in the pattern “SAML xxx binding”.

Credentials 

Data that is transferred to establish a claimed principal identity. [X.800] [SAMLAgree]

End User 

A natural person who makes use of resources for application purposes (as opposed to system management purposes; see Administrator, User).

Federated Identity 

A principal's identity is said to be federated between a set of Providers when there is an agreement between the providers on a set of identifiers and/or attributes to use to refer to the Principal.

Federate 

To link or bind two or more entities together [Merriam].

Federation 

This term is used in two senses in SAML: a) The act of establishing a relationship between two entities [Merriam]. b) An association comprising any number of service providers and identity providers.

Front Channel 

Front channel refers to the “communications channel” that can be effected between two HTTP-speaking servers by employing “HTTP redirect” messages and thus passing messages to each other via a user agent, e.g. a web browser, or any other HTTP client [RFC2616]

Identifier 

This term is used in two senses in SAML: a) One that identifies [Merriam]. b) A data object (for example, a string) mapped to a system entity that uniquely refers to the system entity. A system entity may have multiple distinct identifiers referring to it. An identifier is essentially a "distinguished attribute" of an entity. See also Attribute.

Identity 

The essence of an entity [Merriam]. One's identity is often described by one's characteristics, among which may be any number of identifiers. See also Identifier, Attribute.

Identity Defederation 

The action occurring when Providers agree to stop referring to a Principal via a certain set of identifiers and/or attributes.

Identity Federation 

The act of creating a federated identity on behalf of a Principal. 

Identity Provider 

A kind of service provider that creates, maintains, and manages identity information for principals and provides principal authentication to other service providers within a federation, such as with web browser profiles.

Initial SOAP Sender 

The SOAP sender that originates a SOAP message at the starting point of a SOAP message path. [WSGloss]

Login, Logon, Sign-On 

The process whereby a user presents credentials to an authentication authority, establishes a simple session, and optionally establishes a rich session.

Logout, Logoff, Sign-Off 

The process whereby a user signifies desire to terminate a simple session or rich session. Markup Language A set of XML elements and XML attributes to be applied to the structure of an XML document for a specific purpose. A markup language is typically defined by means of a set of XML schemas and accompanying documentation. For example, the Security Assertion Markup Language (SAML) is defined by two schemas and a set of normative SAML specification text.

Name Qualifier 

A string that disambiguates an identifier that may be used in more than one namespace (in the federated sense) to represent different principals.

Namespace 

This term is used in several senses in SAML: a) (In discussing federated names) A domain in which an identifier is unique in representing a single principal. b) (With respect to authorization decision actions) A URI that identifies the set of action values from which the supplied action comes. c) (In XML) See XML namespace.

Party 

Informally, one or more principals participating in some process or communication, such as receiving an assertion or accessing a resource.

Persistent Pseudonym 

A privacy-preserving name identifier assigned by a provider to identify a principal to a given relying party for an extended period of time that spans multiple sessions; can be used to represent an identity federation.

Policy Decision Point (PDP) 

A system entity that makes authorization decisions for itself or for other system entities that request such decisions. [PolicyTerm] For example, a SAML PDP consumes authorization decision requests, and produces authorization decision assertions in response. A PDP is an “authorization decision authority”.

Policy Enforcement Point (PEP) 

A system entity that requests and subsequently enforces authorization decisions. [PolicyTerm] For example, a SAML PEP sends authorization decision requests to a PDP, and consumes the authorization decision assertions sent in response.

Principal 

A system entity whose identity can be authenticated. [X.811]

Principal Identity 

A representation of a principal’s identity, typically an identifier.

Profile 

A set of rules for one of several purposes; each set is given a name in the pattern “xxx profile of SAML” or “xxx SAML profile”. a) Rules for how to embed assertions into and extract them from a protocol or other context of use. b) Rules for using SAML protocol messages in a particular context of use. c) Rules for mapping attributes expressed in SAML to another attribute representation system. Such a set of rules is known as an “attribute profile”.

Provider 

A generic way to refer to both identity providers and service providers.

Proxy 

An entity authorized to act for another. a) Authority or power to act for another. b) A document giving such authority. [Merriam] 

Proxy Server 

A computer process that relays a protocol between client and server computer systems, by appearing to the client to be the server and appearing to the server to be the client. [RFC2828]

Pull To 

actively request information from a system entity.

Push To 

provide information to a system entity that did not actively request it.

Relying Party 

A system entity that decides to take an action based on information from another system entity. For example, a SAML relying party depends on receiving assertions from an asserting party (a SAML authority) about a subject.

Requester, SAML Requester 

A system entity that utilizes the SAML protocol to request services from another system entity (a SAML authority, a responder). The term “client” for this notion is not used because many system entities simultaneously or serially act as both clients and servers. In cases where the SOAP binding for SAML is being used, the SAML requester is architecturally distinct from the initial SOAP sender.

Resource 

Data contained in an information system (for example, in the form of files, information in memory, etc), as well as: a) A service provided by a system. b) An item of system equipment (in other words, a system component such as hardware, firmware, software, or documentation). c) A facility that houses system operations and equipment. [RFC2828] SAML uses resource in the first two senses, and refers to resources by means of URI references.

Responder, SAML Responder 

A system entity (a SAML authority) that utilizes the SAML protocol to respond to a request for services from another system entity (a requester). The term “server” for this notion is not used because many system entities simultaneously or serially act as both clients and servers. In cases where the SOAP binding for SAML is being used, the SAML responder is architecturally distinct from the ultimate SOAP receiver.

Role 

Dictionaries define a role as “a character or part played by a performer” or “a function or position.” System entities don various types of roles serially and/or simultaneously, for example, active roles and passive roles. The notion of an Administrator is often an example of a role.

SAML Authority 

An abstract system entity in the SAML domain model that issues assertions. See also attribute authority, authentication authority, and policy decision point (PDP).

Security 

A collection of safeguards that ensure the confidentiality of information, protect the systems or networks used to process it, and control access to them. Security typically encompasses the concepts of secrecy, confidentiality, integrity, and availability. It is intended to ensure that a system resists potentially correlated attacks. [CyberTrust]

Security Architecture 

A plan and set of principles for an administrative domain and its security domains that describe the security services that a system is required to provide to meet the needs of its users, the system elements required to implement the services, and the performance levels required in the elements to deal with the

threat environment. A complete security architecture for a system addresses administrative security, communication security, computer security, emanations security, personnel security, and physical security, and prescribes security policies for each. A complete security architecture needs to deal with both intentional, intelligent threats and accidental threats. A security architecture should explicitly evolve over time as an integral part of its administrative domain’s evolution. [RFC2828]

Security Assertion 

An assertion that is scrutinized in the context of a security architecture.

Security Assertion Markup Language (SAML)

The set of specifications describing security assertions that are encoded in XML, profiles for attaching the assertions to various protocols and frameworks, the request/response protocol used to obtain the assertions, and bindings of this protocol to various transfer protocols (for example, SOAP and HTTP).

SAML Artifact 

A small, fixed-size, structured data object pointing to a typically larger, variably-sized SAML protocol message. SAML artifacts are designed to be embedded in URLs and conveyed in HTTP messages, such as HTTP response messages with "3xx Redirection" status codes, and subsequent HTTP GET messages. In this way, a service provider may indirectly, via a user agent, convey a SAML artifact to another provider, who may subsequently dereference the SAML artifact via a direct interaction with the supplying provider, and obtain the SAML protocol message. Various characteristics of the HTTP protocol and user agent implementations provided the impetus for concocting this approach. The HTTP Artifact binding section of [SAMLBind] defines both the SAML Artifact format and the SAML HTTP protocol binding incorporating it.

Security Context 

With respect to an individual SAML protocol message, the message's security context is the semantic union of the message's security header blocks (if any) along with other security mechanisms that may be employed in the message's delivery to a recipient. With respect to the latter, an example is security mechanisms employed at lower network stack layers such as HTTP, TLS/SSL, IPSEC, etc.

With respect to a system entity, "Alice", interacting with another system entity, "Bob", a security context is nominally the semantic union of all employed security mechanisms across all network connections between Alice and Bob. Alice and Bob may each individually be, for example, a provider or a user agent. This notion of security context is similar to the notion of "security contexts" as employed in [RFC2743], and in the Distributed Computing Environment [DCE], for example. Security Domain An environment or context that is defined by security models and a security architecture, including a set of resources and set of system entities that are authorized to access the resources. One or more security domains may reside in a single administrative domain. The traits defining a given security domain typically evolve over time. [Taxonomy]

Security Policy 

A set of rules and practices that specify or regulate how a system or organization provides security services to protect resources. Security policies are components of security architectures. Significant portions of security policies are implemented via security services, using security policy expressions. [RFC2828] [Taxonomy]

Security Policy Expression 

A mapping of principal identities and/or attributes thereof with allowable actions. Security policy expressions are often essentially access control lists. [Taxonomy]

Security Service 

A processing or communication service that is provided by a system to give a specific kind of protection to resources, where  said resources may reside with said system or reside with other systems, for example, an authentication service or a PKI-based document attribution and authentication service. A security service is a superset of AAA services. Security services typically implement portions of security policies and are implemented via security mechanisms. [RFC2828] [Taxonomy]

Service Provider 

A role donned by a system entity where the system entity provides services to principals or other system entities. Session A lasting interaction between system entities, often involving a Principal, typified by the maintenance of some state of the interaction for the duration of the interaction.

Session Authority 

A role donned by a system entity when it maintains state related to sessions. Identity providers often fulfill this role.

Session Participant 

A role donned by a system entity when it participates in a session with at least a session authority.

Site 

An informal term for an administrative domain in geographical or DNS name sense. It may refer to a particular geographical or topological portion of an administrative domain, or it may encompass multiple administrative domains, as may be the case at an ASP site.

Subject 

A principal in the context of a security domain. SAML assertions make declarations about subjects.

System Entity, Entity An active element of a computer/network system. For example, an automated process or set of processes, a subsystem, a person or group of persons that incorporates a distinct set of functionality. [RFC2828] [SAMLAgree]

Time-Out 

A period of time after which some condition becomes true if some event has not occurred. For example, a session that is  terminated because its state has been inactive for a specified period of time is said to “time out”.

Transient Pseudonym 

A privacy-preserving identifier assigned by an identity provider to identify a principal to a given relying party for a relatively short period of time that need not span multiple sessions. Ultimate SOAP Receiver The SOAP receiver that is a final destination of a SOAP message. It is responsible for processing the contents of the SOAP body and any SOAP header blocks targeted at it. In some circumstances, a SOAP message might not reach an ultimate SOAP receiver, for example because of a problem at a SOAP intermediary. An ultimate SOAP receiver cannot also be a SOAP intermediary for the same SOAP message. [WSGloss]

User 

A natural person who makes use of a system and its resources for any purpose [SAMLAgree]

Uniform Resource Identifier (URI) 

A compact string of characters for identifying an abstract or physical resource. [RFC2396] URIs are the universal addressing mechanism for resources on the World Wide Web. Uniform Resource Locators (URLs) are a subset of URIs that use an addressing scheme tied to the resource’s primary access mechanism, for example, their network “location”. 

URI Reference 

A URI that is allowed to have an appended number sign (#) and fragment identifier. [RFC2396] Fragment identifiers address particular locations or regions within the identified resource.

XML 

Extensible Markup Language, abbreviated XML, describes a class of data objects called XML documents and partially describes the behavior of computer programs which process them. [XML]

XML Attribute 

An XML data structure that is embedded in the start-tag of an XML element and that has a name and a value.

XML Element 

An XML data structure that is hierarchically arranged among other such structures in an XML document and is indicated by either a start-tag and end-tag or an empty tag.

XML Namespace

A collection of names, identified by a URI reference, which are used in XML documents as element types and attribute names. An XML namespace is often associated with an XML schema. For example, SAML defines two schemas, and each has a unique XML namespace.

XML Schema 

The format developed by the World Wide Web Consortium (W3C) for describing rules for a markup language to be used in a set of XML documents. In the lowercase, a “schema” or “XML schema” is an individual instance of this format. For example, SAML defines two schemas, one containing the rules for XML documents that encode security assertions and one containing the rules for XML documents that encode request/response protocol messages. Schemas define not only XML elements and XML attributes, but also datatypes that apply to these constructs.

B.3.2 ITU-T Definitions
 [X.idmdef]

access control: a procedure used to determine if an entity should be granted access to resources, facilities, services, or information based on pre-established rules and specific rights or authority associated with the requesting party 

address: An identifier for a specific termination point that is used for routing. 

agent: An entity that acts on behalf of another entity 

alliance: An agreement between two or more independent entities that defines how they relate to each other and how they jointly conduct activities. 

anonymity: A situation where an entity cannot be identified within a set of entities. 

NOTE: Anonymity prevents the tracing of entities or their behaviour such as user location, frequency of a service usage, and so on. 

assertion: A statement made by an entity without accompanying evidence of its validity.1 

assurance: See authentication assurance and identity assurance. 

assurance level: A level of confidence in the binding between an entity and the presented identity information. 

attribute: Information bound to an entity that specifies a characteristic of the entity. 

attribute type [ITU-T X.501]: A component of an attribute that indicates the class of information given by that attribute. 

attribute value [ITU-T X.501]: A particular instance of the class of information indicated by an attribute type. 

(entity) authentication: A process used to achieve sufficient confidence in the binding between the entity and the presented identity. 

NOTE: Use of the term authentication in an identity management (IdM) context is taken to mean entity authentication. 

authentication assurance: The degree of confidence reached in the authentication process, that the communication partner is the entity that it claims to be or is expected to be. 

NOTE: The confidence is based on the degree of confidence in the binding between the communicating entity and the identity that is presented. 

authorization [ITU-T Y.2720, X.800]: The granting of rights and, based on these rights, the granting of access. 

binding: An explicit established association, bonding, or tie. 

biometric recognition [ISO/IEC JTC1 SC37 ]: Automated recognition of individuals based on observation of behavioural and biological characteristics. 

certificate: [ITU-T X.810]: A set of security-relevant data issued by a security authority or a trusted third party, that, together with security information, is used to provide the integrity and data origin authentication services for the data. 

claim [OED]: To state as being the case, without being able to give proof.1 

claimant [ITU-T Y.2720, X.811]: An entity that is or represents a principal for the purposes of authentication. 

NOTE: A claimant includes the functions necessary for engaging in authentication exchanges on behalf of a principal. 

context: An environment with defined boundary conditions in which entities exist and interact. 

credential: A set of data presented as evidence of a claimed identity and/or entitlements. 

delegation: An action that assigns authority, responsibility, or a function to another entity. 

digital identity: A digital representation of the information known about a specific individual, group or organization 

enrolment: The process of inauguration of an entity into a context. 

NOTE: Enrolment may include verification of the entity’s identity and establishment of a contextual identity. 

NOTE: Also, enrolment is a pre-requisite to registration. In many cases the latter is used to describe both processes. 

entity: Something that has separate and distinct existence and that can be identified in context. 

NOTE: An entity can be a physical person, an animal, a juridical person, an organization, an active or passive thing, a device, a software application, a service etc., or a group of these entities. In the context of telecommunications, examples of entities include access

points, subscribers, users, network elements, networks, software applications, services and devices, interfaces, etc. 

entity authentication: A process to achieve sufficient confidence in the binding between the entity and the presented identity. 

NOTE: Use of the term authentication in an identity management (IdM) context is taken to mean entity authentication. 

federation: An association of users, service providers, and identity service providers. 

identification: The process of recognizing an entity by contextual characteristics. 

identifier: One or more attributes used to identify an entity within a context. 

identity: A representation of an entity in the form of one or more attributes that allow the entity or entities to be sufficiently distinguished within context. For identity management (IdM) purposes the term identity is understood as contextual identity (subset of attributes), i.e., the variety of attributes is limited by a framework with defined boundary conditions (the context) in which the entity exists and interacts. 

NOTE: Each entity is represented by one holistic identity, that comprises all possible information elements characterising such entity (the attributes). However, this holistic identity is a theoretical issue and eludes any description and practical usage because the number of all possible attributes is indefinite. 

identity assurance: The degree of confidence in the process of identity validation and verification used to establish the identity of the entity to which the credential was issued, and the degree of confidence that the entity that uses the credential is that entity or the entity to which the credential was issued or assigned 

identity-based security policy [ITU-T X.800]: A security policy based on the identities and/or attributes of users, a group of users, or entities acting on behalf of the users and the resources/objects being accessed. 

identity service bridge provider: An identity service provider that acts as a trusted intermediary among other identity service providers. 

identity management: [ITU-T Y.2720]: A set of functions and capabilities (e.g., administration, management and maintenance, discovery, communication exchanges, correlation and binding, policy enforcement, authentication and assertions) used forassurance of identity information (e.g., identifiers, credentials, attributes); assurance of the identity of an entity and supporting business and security applications. 

identity pattern: A structured expression of attributes of an entity (e.g., the behaviour of an entity) that could be used in some identification processes. 

identity proofing: A process which validates and verifies sufficient information to confirm the claimed identity of the entity. 

identity provider (IdP): See identity service provider (IdSP). 

identity service provider (IdSP): An entity that verifies, maintains, manages, and may create and assign the identity information of other entities. 

identity verification: The process of confirming that a claimed identity is correct by comparing the offered claims of identity with previously proven information. 

manifestation: An observed or discovered (i.e., not self-asserted) representation of an entity. (Compare with assertion.) 

mutual authentication: A process by which two entities (e.g., a client and a server) authenticate each other such that each is assured of the other’s identity. 

name: An expression by which an entity is known addressed or referred to. 

NOTE: A name is used within a context and cannot be assumed to be unique or unambiguous. For routing purposes, it may be resolved or translated into an address. 

non-repudiation: The ability to protect against denial by one of the entities involved in an action of having participated in all or part of the action. 

pattern: See identity pattern. 

persistent: Existing and able to be used in services outside the direct control of the issuing assigner, without a stated time limit. 

personally identifiable information (PII): Any information (a) that identifies or can be used to identify, contact, or locate the person to whom such information pertains, (b) from which identification or contact information of an individual person can be derived, or (c) that is or can be linked to a natural person directly or indirectly. 

principal [ITU-T Y.2720, X.811, Y.2702]: An entity whose identity can be authenticated. 

privacy: The right of individuals to control or influence what personal information related to them may be collected, managed, retained, accessed, and used or distributed. 

privacy policy: A policy that defines the requirements for protecting access to, and dissemination of, personally identifiable information (PII) and the rights of individuals with respect to how their personal information is used. 

privilege: A right that, when granted to an entity, permits the entity to perform an action. 

proofing: The verification and validation of information when enrolling new entities into identity systems. 

pseudonym: An identifier whose binding to an entity is not known or is known to only a limited extent, within the context in which it is used. 

NOTE: A pseudonym can be used to avoid or reduce privacy risks associated with the use of identifier bindings which may reveal the identity of the entity. 

registration: A process in which an entity requests and is assigned privileges to use a service or resource. 

NOTE: Enrolment is a pre-requisite to registration. Enrolment and registration functions may be combined or separate. 

relying party (RP) [ITU-T Y.2720]: An entity that relies on an identity representation or claim by a requesting/asserting entity within some request context. 

repudiation: Denial in having participated in all or part of an action by one of the entities involved. 

requesting entity: An entity making an identity representation or claim to a relying party within some request context. 

revocation: The annulment by someone having the authority, of something previously done. 

role: A set of properties or attributes that describe the capabilities or the functions performed by an entity. 

NOTE: Each entity can have/play many roles. Capabilities may be inherent or assigned. 

security audit [ITU-T X.800]: An independent review and examination of system records and activities in order to test for adequacy of system controls, to ensure compliance with established policy and operational procedures, to detect breaches in security, and to recommend any indicated changes in control, policy, and procedures. 

security domain [ITU-T Y.2720, Y.2701]: A set of elements, a security policy, a security authority, and a set of security-relevant activities in which the elements are managed in accordance with the security policy. 

security zone [ITU-T Y.2701]: A protected area defined by operational control, location, and connectivity to other device/network elements. 

security domain authority [ITU-T X.810]: A security authority that is responsible for the implementation of a security policy for a security domain. 

self-asserted identity: An identity that an entity declares to be its own. 

trust: The firm belief in the reliability and truth of information or in the ability and disposition of an entity to act appropriately, within a specified context. 

trust level: A consistent, quantifiable measure of reliance on the character, ability, strength, or truth of someone or something. 

trusted third party [ITU-T Y.2702, X.800, X.810]: In the context of a security policy, a security authority or its agent that is trusted with respect to some security relevant activities. 

user: Any entity that makes use of a resource, e.g., system, equipment, terminal, process, application, or corporate network. 

user-centric: An identity management (IdM) system that provides the user with the ability to control and enforce various privacy and security policies governing the exchange of identity information, including the users personally identifiable information (PII), between entities. 

verification: The process or instance of establishing the authenticity of something. 

NOTE: Verification of (identity) information may encompass examination with respect to validity, correct source, original, (unaltered), correctness, binding to the entity, etc. 

verifier: An entity that verifies and validates identity information. 

B.4 Profile Specific Definitions

Kerberos

The authentication was performed by means of the Kerberos protocol as described by the IETF RFC 1510. [RFC 1510
]

Three-corner: 
a model for business document exchange whereby both parties must have an identity on the same system.
Four-corner: 
a model for business document exchange explicitly defined as an exchange between two clouds (i.e. service providers) or systems, each acting as a proxy for one party to a business relationship.
C. Use Case Template

The following template may be removed 
for public draft and is copied here as a convenience to editors.
4.1 Use Case ## Number:  ## Title
4.1.1 Description / User Story

## A general description of the use case in consumer language that highlights the compelling need for one or more aspects of Identity Management while interacting with a cloud deployment model.

4.1.2 Goal or Desired Outcome

## A general description of the intended outcome of the use case including any artifacts created.
4.1.3 Notable Categorizations and Aspects

	Categories Covered: 

## Select one or more from:
· Infrastructure Trust Establishment

· General Identity Management (IM) 

· Infrastructure Identity Management (IIM)

· Federated Identity Management (FIM)

· Authentication

· Single Sign-On (SSO)

· Authorization

· Account and Attribute Management

· Account and Attribute Provisioning

· Security Tokens

· Audit and Compliance
	Applicable Deployment and Service Models: 

## Select one or more from:

· Cloud Deployment Models

· Private

· Public

· Community

· Hybrid

· Service Models

· Software-as-a-Service (SaaS)

· Platform-as-a-Service (PaaS)

· Infrastructure-as-a-Service (IaaS)

· Other (i.e. other “as-a-Service” Models)

	Actors:

· ## TBD
	Systems:

· ## TBD

	Notable Services:

· ## TBD

	Dependencies:

· ## TBD

	Assumptions:

· ## TBD


4.1.4 Process Flow

137 ## 
138 ## 
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�Govt. of NZ use case lists “Role Mgmt” as perhaps a sub category of this.  Do we wish to add and define?


�Insert document reference to Use Case Category section.
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�Remove Submitter and Comments columns from public draft .
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�Need goals of use case (actors) specifically, not specific description of desired standards.


�TBD


�These may be the overall goals of all 3 use cases, perjaps reflect the specifc goals of the 1st use case.


�TBD, perhaps reflect specific goals of the 2nd use case


�Doron asked that we remove in favor of PrimeKey use case


�TBD, perhaps reflect specific goals of the 3rdd use case


�TBD, I would suggest exhibiting the need for these identity related security services in the use case <or> break them down into 3 use cases because 3 goals are listed.





Is there a way to summarize the goals, e.g. “Reduce the need for maintaining duplicate identities across cloud and enterprise deployments”?


�verify accurate based upon recent SailPoint changes submitted (use cases 17, 18 and 19)


TBD, Use case is a r�ough draft only


�Preserve / co-locate with previous MIT use case?


�TBD


�Need to identify primary and secondary of possible


�Need greater granularity, perhaps break down into smaller use cases with specific cloud interactions/requirements.


�Granular enough?


�Granular enough?


�Originally submitted by RedHat.


�Delegated IdM structure for a virtual/cloud infrastructure.





We have separation of identities and ownership is not just cloud provider.


Could be one or more identity services (e.g. Amazon owns one, Customer owns another)


�Applies to VM images as well, might want to add note to this effect.


�Not yet featured.


�Server?


�Need to define?


�Perhaps the use case Process flow should have a specific example of such an access?


�Define?


�If the customer decides to change its cloud provider that manages identities.


�Examples?


�Provisioning?


�Clarify PaaS and need for a “deployer” Role.


�Not Featured Yet.


�reword?


�Perhaps mention token transformation as an example?


�Portable Identities is the use case


�


�may want to reword to remove overuse of “stores”


�Actors not defined.


�It would be good to step-wise describe the cloud services that may be involved and each independent logical step.


�Services can be actors not data.


�Human actors not defined.


�Define. Add one or more examples.


�Actor?


�Service is the “actor”, do not need to add as explicit actor if listed in “Notable Services”


�Define


�Examples would be useful


�Originally submitted by MIT Kerberos


�Do we need to justify this statement?  If we agree that Kerberos provides a unique valid use case, whose protocol/formats features some cloud specific feature that merits a specific use case we do not need to justify inclusion.


�acronym? Define locally if Kerberos specific


�define acronym globally as Identity Provider (service)


�acronym?


�Move as scenario under #20 and preserve the title and reference #13 as an example of a compatible authentication Service in the cloud.


�This is meant to be desired outcome of the use case (success, failure or artifacts created) and/or featured cloud-specific aspect.


�Can we normalize on (enterprise) cloud consumer or customer?


�Can we normalize on cloud consumer/customer employee role?  such as Cloud service Business manager ?


�Cloud Service Consumer End User?


�Is Kerberized a term?  Can we describe these as general IDM services that implement Kereberos standard protocols and formats? Trying to get to unique requirements, so far to me it reads token translation?


�None?


�None?


�I see these either being under “Requirements”, “Assumptions” or decribed as a “Dependency”


�Define Locally?


�This should be a “Notable Service” that interacts with the actors or other services.


�Another “Notable Service”


�Another “Notable Service”, perhaps call it an Enterprise Service, define it elsewhere…


�Originally submitted by PrimeKey Solutions AB


�Subgroup to rework to tie to identity and use Use case #14 as input. (Roger, Dale, Doron, Matt, etc.)


�Rewrite so that the cloud based signature service has to tie this to an identity in the cloud.





Include Federated identity so that receivers of the document can validate the signatures (FIM).


�Would suggest developing the use case process-flow around 1 or 2 of these formats which would help flush out “Notable Services”, “Actors” and further dependencies and assumptions.


�Define


�May want to include Infrastructure as a Service.


�TBD


�TBD


�TBD


�TBD


�Comment, combine/merged with 31, Doron volunteered.


�Doron development process flow somehow borrowing from #6 and extending it.


�Originally submitted by SafeNet


�Similar to #20, but better defined. Perhaps Merge #20 scenario under this.(Include notion of API based applications).





�Reowrk to match IDCloud categorizations


�Match format elsewhere


�TBD


�Originally submitted by SafeNet


�Consumer  (emphasis) version of use case 12





Use case 6+12=13?





Doron to add process flow to this as well as use case 12


�Reowrk to match IDCloud categorizations


�Match OASIS IDCloud categorization names.


�Match format elsewhere


�TBD


�Usde as input to Use Case #10 rewrite


�Doron asked that we remove as PrimeKey use case better features this use case.


�SAP provided some excellent diagrams that, I believe, once we establish the terminology we wish to use for the overall document can include using the agreed upon names for “roles” and system components.


�Added to raise attention to public cloud aspect.


�Actor


�A2A needs tobe defined


�change to “such as” language


�Change to “such as” language


�such as


�such as language


�Applies to all use cases from Homeland Security Consultants


�Applies to all use cases from Homeland Security Consultants


�Acronym, need to define globally.  Here specifically we need to describe what aspects of PKI the service provides (and can we reference standard(s) here as well?).


�Define globally?


�Are there new requirements foreseen here?


�SaaS can reference global definition already in place


�added


�could?


�Need to assure that the use case description and process flow show the need for these “requirements”.  In other words, we need to show the value of having these things as standards.


�TBD


�Is IaaS valid as well?


�Human Roles?


�TBD – Cloud Mgmt.  Platform with suitable APIs to fulill use cases?


�TBD


�moved from notable services to assumptions


�Remove use case #17 as “out of scope”


�could?


�TBD


�Human Roles


�TBD


�TBD


�TBD


�Correct?


�Moved from notable services to assimpitions


�as an example?


�New category


�Human roles?


�TBD


�TBD


�TBD


�moved from notable services to assmptions


�changed from “now”


�TBD


�TBD


�TBD


�Where are the steps or assumptions regarding how these authorizations and entitlements are conveyed between the Enterprise and the Provider?


�Add statement that this is related to #20


�TBD


�Partner employee.


�TBD


�TBD


�TBD


�This is related to #20 except there is another business partner who has subsidiary users to whom the enterprise is granting access.  Please correct wording to be clear.





Do not merge.


�add reference to that use case #20 and or 21


�private cloud?


�Merge as scenario under #20


�TBD


�TBD


�TBD


�TBD


�Add reference to use Cases #20 (extends scenario)


�TBD


�TBD


�TBD


�TBD


�Remove.


�None featured


� Author: Many... for example, wide spread adoption of federated authentication due to rapid adoption of cloud computing.


�Need document link to this reference


�defined?


�Featured?


�For developers:


• Read OASIS document


• Save time and produce better cloud service by structuring their application to associate users with tenant accounts in accordance with the document.


• For users and administrators:


• Start to see consistency in service access


• more easily consume more services with less errors


�Delete because this has implications on violation of corporate security policies, could have been addressed with better design of identity attributes (to reflect department), etc. There is no magic that the service provider can do to force corporations to permit changes to their security policy to enable this use case (or enable localized managers permission to alter their corporations security policies).


�Cloud customer or consumer


�This is a good example of audit, would like to see this in process flow below


�Colin: IT’s RBAC/ABAC/PBAC and RAdAC management. In an outsourced environment you don’t necessarily want to grant access by user and there will be multiple users as contractors come and go, but to grant/ change level/ revoke access by role. So move it up as a subcategory of Authorization.


�Wish to add scenario for Services?


�Changed from Delegation of Authority?


�Correct reference as resume?


�Doron: PC and browser u have SAML and other mechanisms for establishing identity whereas mobile devices (with rich clients) the art of “federation” is less clearly established. Also, these devices often better enable multi-factor auth. (such as from camera phones, device IDs, GPS, etc.)


�Term to define FI – Financial Institution


�Add to definitions


�Define One-Time Use Password


�New category


�Author agreed to add process flow to feature how audit and compliance is worked into this use case.


�Need only specific services (or user actors) that participate in process flows.


�Other services and actors that participate in process flow?


�TBD


�Add to definitions


�This re-enforces the need for mutual authentication. 





Tony: EV Certs do not mandate mutual auth. 


Peter: The user deserves to ability to validate the id of the provider of a service.


Author: this use case can be combined with another use case 


Anil: EV Certi is a form of an identity indicator.


�What services “in the cloud” are needed to support EV certs?


�TBD


�Include user-level actors as well as they are in process flow.


�Described as parts of systems in cloud mgmt. platform. Should be detailed and/or described here as well


�Referenced as well below.


�There seems to be dependencies and assumptions regarding hardware (infrastructure) and platform software supporting these identities.


�There seems to be dependencies and assumptions regarding hardware (infrastructure) and platform software supporting these identities.


�Assumption, notable service and/or dependency?


�assumption or dependency?


�Assumption, notable service and/or dependency?


�Assumption, notable service and/or dependency


�Assumed service to be noted?


�add to definiotns? 


�If it is more prevalent should it not be listed first?


�add to definitions?


�Not currently defined.


�Other-as-a-Service,, preserve as a local definition


�TBD


�Can this be an aggregate of all dependencies for all 4 scenarios below?


�Can this be an aggregation of all assumptions for all 4 scenarios listed below?


�TBD


�TBD - Have added a placeholder below for official definition and external reference.


�Notable service or assumption?


�Protocol dependency?


�Protocol dependency?


��In OASIS template.  Need to determine if we preserve this going forward for use cases.


�Suggested ITU-T terms/defns. 


�Remove for public draft


�Note.  As previously noted need a publicly referenceable document.  The document as provided to our TC has refernces to sources that are not valid. Most notable the ITU-T Terms and Definitions Database - �http://www.itu.int/sancho/index.asp and OASIS �http://www.oasisopen.org/committees/security/ipr.php





�Special ITU-T definition itself borrowed from another document


�Kerberos Reference from SAML 1.1. Core Specification. 





Note: Placeholder until we determine how to manage general use cases vs. profiles.


�add to definiotns? 


�add to definitions?


�TBD – remove for public draft.


�TBD
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