Identity Theft
Background:

Identity theft is defined as “the fraudulent acquisition of and use of a person’s private identifying information, usually for financial gain.”  It became prominent at the turn of the century when advances in technology granted people the ability to invade someone’s privacy without ever even meeting them.  There are four main types of identity theft: medical, identity, criminal and financial.  Financial, as stated in the definition of identity theft, is the most common, as it provides the thief some sort of lucrative gain.  People often obtain this secure information via hacking computer networks or databases, surreptitiously acquiring it through retail transactions, and paper mail theft.  According to the Department of Public Safety, 43% of identity theft occurs from billing statements, stolen wallets, check books, credit cards, and other physical documents with private information.  In 2011 there was a 67% increase in data breaches from the previous year, in which perpetrators obtained an individual’s debit card number, credit card number, or social security number.  Studies show that 8% of the criminals use the stolen information in writing checks, 9% make withdrawals from ATMs, 13% make phone or mail purchases, 30% engage in in-person purchases, and the remaining 40% make online purchases.  In his study of identity theft, Sam Franada discovered that 10% of Americans have been a victim of this pressing first world issue, and as a result they have lost on average $5,000.  
Globally, identity theft garners $221 billion every year.  The Federal Trade Commission (FTC) reported that in 2011, identity theft was responsible for the loss of $54 billion in America alone, in which 11.1 million Americans experience the effects of this growing crime.  A key aspect of this first world problem is that the victims are often not made aware of what has happened until up to three months since their initial theft.  This scenario reportedly applies to 50% of all victims, while 15% of them do not learn that their identities have been stolen for four or more years.  In the case of financial theft, victims may become aware that their identities have been stolen when abnormalities become to surface on their credit report.  In many cases the thieves attempt to open new accounts with an individual’s credit card, and in this event it becomes clear that a crime has been committed.  Also, a victim may notice withdrawals and charges on the credit that cannot be explained, thereby indicating identity theft.  Once the crime has been recognized, it takes on average 330 hours for the damage to be repaired, and in extreme cases, a victim can potentially wait up to 5,840 hours.  Furthermore, approximately 43% of the victims are familiar with the individual who stole their identity.  In other parts of the world, identity theft is just as prominent and lucrative.  The United Kingdom is home to around 89,000 victims of this crime and loses around $4.3 billion annually.  Nearly every first world nation possesses a law regarding identity theft, including Australia where convicted perpetrators may be imprisoned for up to five years.  Thus, the issue of identity theft is indeed prevalent and serious.  It essentially disrupts livelihoods and can even permanently shatter the lives of affected individuals.

UN Involvement:

While the United Nations does combat cyber-terrorism and crime, it does not directly address the issue of identity theft.  The United Nations Federal Credit Union (UNFCU) is the lone branch that specifically targets identity theft, and even then it only applies to the United Nations staff, former civil servants, and their families.  The UNFCU exists to solely serve this demographic, providing these individuals with financial services and protecting them from identity theft.  Seeing as identity theft poses a serious threat to UN staff and their families, it becomes necessary to address identity theft and thereby ensure the safety of the former and current laborers.  Aside from the UNFCU, the Convention on Cybercrime is the sole treaty existent in the international community that binds signatories to the principles upon which it is based.  The Convention on Cybercrime states that it aims to “harmonize the domestic criminal substantive law elements of offences and connected provisions in the area of cybercrime,” as well as “provide for domestic criminal procedural law powers necessary for the investigation and prosecution of such offences in addition to other offences committed by means of a computer system or evidence in relation to which is in electronic form.”  The issue of identity theft falls under the stipulations of the Convention on Cybercrime; however, it does not necessarily address it as one of the problems of interest. 
Due to that identity theft affects such a massive amount of people, there are a multitude of organizations dedicated to the fight against identity theft.  For example, one NGO, the Australian Crime Commission (ACC), recognizes identity theft as one of the fastest growing crimes in the nation of Australia.  In response to this, the ACC coordinated with the Australian government to develop the Organised Crime Strategic Framework as a means of combating organized crime and its link to identity theft.  This dense and detailed strategy has helped in reducing the number of Australian citizens falling victim to identity theft from 0.8% to 0.3%, from 2007 to 2011.  Stop Fraud is another organization that is directly linked to this pressing dilemma.  This effort, otherwise known as the Financial Fraud Enforcement Task Force was established in 2009 and, as its name implies, works to prevent the growth of fraudulence throughout the United States.  The Financial Fraud Enforcement Task Force is composed of over twenty federal agencies, 94 U.S. Attorneys Offices, and state/local branches, this organization acts as a law enforcement body and conducts operations in order to help identity theft subside.  Since 2009, which had a 6% incidence rate concerning identity theft, there has been a 1.1% reduction, largely in part to the collaborative efforts of the Financial Fraud Enforcement Task Force with United States government-supported programs.  In 2011 the United States tried 1,846 individuals for securities and commodities fraud cases, with 520 indictments and 394 convictions.  With the help of the Financial Fraud Enforcement Task Force, $36 million was made in recoveries, $113 million in fines, and $8.8 billion in restitution orders. 
In addition to these organizations, there are a multitude of databases throughout the world that can help people identity the signs of identity theft and instruct them on what to do in the events that they are found to be victims.  The Federal Trade Commission is one such database that has managed to help hinder the significant increase of identity theft in the United States.  This resource provides citizens with the necessary tools to be able to recognize if they have been the victim of identity theft and who to contact if they are indeed victims.  It also offers advice concerning the initial steps to take, including immediately reporting a fraud alerting and monitoring bank accounts.  As a whole databases have been effective in slowing the rate at which identity theft is occurring within the United States.  The 50% increase from 2005 to 2010 has since been significantly slowed and the efforts of organization worldwide continue to work diligently to protect the citizens of first world countries from identity theft.
Questions to Consider:
1. How has your country responded to instances of identity theft within its own borders?

2. How is your country affected by the prevalence of identity theft?

3. What can your country do to restrict the prominence of this first world dilemma?

4. The increasing advances in technology are seemingly making it easier for people to steal secure information.  How can you combat this issue while not compromising the beneficial possibilities of this technology?

5. Does your country feel it is just necessary to bolster the security of databases and mainframes to make it more difficult for thieves to steal this information, or target the actual thieves as well?

6. How can you make the public more aware of the necessary steps to protecting its secure and private information?
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