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A. Summary and Specific Aims (SA)
There has been a drive to provide electronic exchange of healthcare information as a part of an overarching goal of making the utilization of electronic health records (EHRs) the standard of healthcare in the United States and leveraging the attendant benefits.  This is in recognition that patients receive care in numerous settings and that high quality, cost effective care is best delivered with the presence of a transparent longitudinal record.  Much attention has focused on medications, lab data and medical summary documents.  Imaging exams, though one of the most commonly  shared forms of medical information via traditional  mechanisms has been regarded as a challenge given the relatively large size of the data sets. It is our hypothesis that current standards based technologies can facilitate the  Internet based exchange of radiological examinations and reports in a secure, efficient, cost-effective fashion, through a patient controlled Personal Health Record (PHR), providing for the highest quality of standard clinical care while simultaneously providing a common platform for effective exchange of research related imaging examinations.

Specific Aim 1:  Implement an internet based network for image exchange built upon the Integrating the Healthcare Enterprise (IHE) Cross Document Sharing profile (XDS), a standards based architecture.


a. This network must be robust and ultimately surpass current methodologies of image exchange in  ease of use, access and availability of exams.   This network should shorten the time required for the exams to reach the providers that require them to deliver care.


b. The network must be built in a secure fashion, recognizing HIPAA requirements.


c.  This pilot should refine the distribution and access model to ensure that the display, and possible import of imaging exams into foreign systems is an intuitive easy process. These factors should greatly diminish the number of redundant examinations generated simply because of lack of access to existing examinations.
Specific Aim 2: Demonstrate consumer based control and ownership of their imaging exams through incorporation of  Personal Health Records (PHRs) into the above network.


a. The consumer should be able to employ off the shelf internet technologies, similar to other activities they commonly conduct, to manage their imaging exams.


b. The consumer should be able to audit the utilization of their imaging information


c. The consumer should be able to build and share a longitudinal record of their imaging examinations providing for effective utilization of resources and control of radiation exposure. Redundant, unnecessary examinations should diminish.
Specific Aim 3: Demonstrate that internet based imaging exchange is an extensible model that promotes the delivery of high quality care in multiple venues including the numerous venues of standard clinical care as well as in the research environment.

a. Build a solution for clinical image exchange that will replace patient identifiers with research identifiers, but otherwise use the same infrastructure.  Such a solution should significantly increase the access to ALL images for a research subject while also reducing costs, and become a standard for both government funded activity as well as for clinical trials initiated in other forums. 

b. The solution should be built so that as technologies evolve there is a straightforward pathway to implement new standards based solutions.

B. Background
b.1 Introduction and Background
There is a strong consensus that increased use of electronic health records (EHRs) can lead to better informed medical decisions, better analysis of medical outcomes, reductions in unnecessary expenses and improvements in the quality and safety of patient care


. 
The value of EHRs in patient care will be greatly enhanced when these systems are capable of managing, exchanging and displaying medical information in its many forms. Since medical images are among the primary diagnostic tools of clinical medicine, the ability to include them in a patient's medical history is a vital capability.

A persistent obstacle to the deployment of comprehensive EHRs, ones that would allow access at any point in a network to a patient's medical documents generated at any point in the network, is the problem of defining security policies and interoperable security technologies sufficient to allow authorized access while protecting patient privacy from unauthorized exposure. An emerging approach that promises to simplify many of these issues is the patient-controlled personal health record (PHR).
This document proposes a pilot project to create a set of community-based image sharing networks linking care sites to PHR systems.
b 1.2 U.S. EHR Initiatives
The U.S. Federal Government has made implementation of EHRs as an important goal for reform of the U.S. health system. It has established a web of organizations under the Office of the National Coordinator for Health IT (ONC) to define high-priority value cases for using EHRs in patient care and public health, harmonize the data standards needed to support these use cases and foster their implementation in commercial products through pilot programs, federal procurement requirements and support of product certification. 

Parallel and complementary efforts by other organizations and industry have facilitated this work and led to gradually increasing capabilities and expectations for interoperability and accessibility of medical information in commercial health information technology (HIT) systems in the US and worldwide. Standards development organizations in healthcare, including DICOM and HL7, have created standards for transfer of information and the structure of information objects and documents.
Integrating the Healthcare Enterprise (IHE), an initiative by healthcare professional societies and the HIT industry, has for 10 years pursued a process for defining and testing constrained and harmonized implementations of these and other standards to address specific clinical use cases (called IHE profiles).  The RSNA is one of 2 founding members of IHE, and today remains a primary sponsor of the overall organization as well as the sponsor of the Radiology Domain.  IHE is comprised of ten domains representing the major clinical and operational areas  of the healthcare enterprise: 
· Anatomic Pathology
· Cardiology
· Eye Care
· IT Infrastructure
· Laboratory
· Patient Care Coordination
· Patient Care Devices
· Quality, Research and Public Health
· Radiation Oncology
· Radiology
Some of these domain are broad based in that they are intended to provide solution common to multiple aspects of healthcare (IHE Information Technology Infrastructure -ITI) while others are specific to clinical specialties in healthcare.
The Health Information Technology Standards Panel (HITSP), which was formed under ONC to harmonize existing health data standards to address the identified value cases, has adopted IHE profiles for a large portion of its work product (called Integration Specifications). The Secretary of Health and Human Services has recognized the work product of HITSP, establishing its Integration Specifications and the IHE Profiles they contain as requirements for federal procurement of HIT systems.
 The Commission on the Certification of Health Information Technology (CCHIT) has identified many of these same specifications on its roadmap for testing and certifying product interoperability.

IHE Profiles address a broad range of use cases in several different domains of care. The Radiology domain is one of the most highly developed IHE domains. It includes the Cross-enterprise Document Sharing for Imaging (XDS-I) profile, which enables the exchange of medical images and reports between care sites. This profile specifies methods to register, discover and retrieve imaging studies and reports generated within a network of care sites that have entered into agreements to share medical information (called in IHE an affinity domain). It has been tested repeatedly at IHE interoperability testing events, called Connectathons and is the foundation for image sharing in a number of EHR programs worldwide, including Canada Health Infoway.
b 1.3 The Value Case for Image Exchange
To date ONC has not specified a value case focused directly on medical imaging. Yet, for a number of reasons, medical imaging seems to present one of the highest value use cases for implementation of electronic record sharing. 
Medical imaging studies are the most frequently prescribed diagnostic procedure and the fastest growing physician service in the US health system. The capacity of medical imaging to reveal information about a patient’s physical condition without the use of invasive procedures makes it an increasing vital element of patient care. Medicare data show annual utilization increases of about nine percent, three times the rate of other physician services
. The growth of advanced imaging techniques--including magnetic resonance imaging (MRI), computed tomography (CT), positron emission tomography (PET) scans and nuclear cardiology studies--has led to an enormous growth in the amount of imaging data acquired.
Coincident with the increased volume is an increase in the mobility of patients among care sites.  This has led in turn to an increase in the number of patients who have imaging studies and other care events performed at multiple care sites. A study of patients at two major academic centers in the city of Philadelphia suggested that a significant proportion of radiology patients had imaging exams at both institutions
.

Inefficient transfer of imaging studies and reports between sites is a significant impediment to care and a factor in increasing healthcare costs. Currently, radiological exams are shared either by printing and distributing film to consulting care providers or by producing an electronic copy on a CD for distribution.  Both have serious drawbacks with regard to workflow, and can prevent the timely exchange of relevant image data. 

When prior imaging studies from another site are not readily available, patients frequently undergo duplicate exams. Unnecessary duplication of imaging exams has been identified as a significant factor in increasing healthcare costs. Making imaging examinations available to authorized providers with the consent of the patient could improve care decisions, prevent unnecessary expenditures and reduce patient radiation exposure.
Infrastructure is in place in many care sites to make progress toward image sharing feasible. The work product of radiology--medical images and reports--is already almost universally in digital form. The DICOM standards for medical images have been universally accepted in radiology for a number of years. Picture archiving and communication systems (PACS) are in place in most facilities that generate significant volumes of medical images. Most radiology reporting systems can generate results in the form of easily shareable documents such as PDF format. 

b 1.4 Conceptual Models of Network-based Image Sharing

Using XDS-I and related technologies, it is feasible to exchange images and other data across internet based networks, eliminating the problems encountered when prior images are unavailable or removable media is the only available method for sharing.

One model of network-based image exchange is built around the concept of the Regional Health Information Exchange (RHIO).  RHIOs have been in existence for several years in a variety of localities.  They provide two elements necessary to effective sharing of medical information: a mutually agreed implementation of interoperable technologies and a set of policies and legal agreements dealing with security and privacy allowable uses of medical data.  Of these, the security provisions can be extremely complex to invoke and limit the efficiency and benefits of information sharing. The initial RHIOs were mainly funded pilot projects. The economic sustainability of the RHIO model is currently unproven. 

The Personal Health Record (PHR) simplifies some important policy and technology considerations inherent in the RHIO model.  The PHR enables the patient to control the addition of information to his or her medical record and access to that record by care providers and others. Typically the PHR stores information in a secure central archive, which may have other health and wellness information functions that the patient can take advantage of.   
Patient control via a connection to one or more personal health record (PHR) systems is a critical feature of the current proposal. Many of the major obstacles to information sharing, including patient identity management, privacy and security, can be addressed more easily under a model where the patient directly controls access to his or her medical information.  While thus far no large-scale commercial PHR has yet emerged capable of storing, managing and providing access to diagnostic medical images, the basic structure of such a system is well understood and the necessary standards are in place for the transactions it would use to receive and distribute information. 

This model also leverages the standards implementation work in radiology performed by IHE. Also included are related standard and technologies known as the Medical Imaging Resource Center (MIRC), which provides for the transmission of image data for clinical trials; of great interest to the NIH and other research organizations.

Finally, this model is also useful in the research realm, except that the principle investigator and designees control access to images. In this case, a research grant could either implement or purchase a service to provide this storage and management. It is possible that in later steps, such a ‘Research Health Record’ could be merged with caBIG constructs.

C. Preliminary Work

The RSNA has actively supported research and development activities which have positioned us to promote the current proposal.  Three activities of note are relevant to the solutions to be proposed below.  These independent pieces converge to provide the image sharing solution we propose below.
C.1 XDS-I

 IHE has created a family of technical profiles directed at network based exchange of healthcare data beyond the local health care enterprise
.  Initially XDS (Figure 1)8 was created and intended as a common solution to sharing all kinds of healthcare documents. Subsequently it was recognized that the comparative large size of imaging exams when compared to medical summary documents required bandwidth accommodation. XDS for imaging (XDS-I)8 was then created.

A schematic of the basic XDS workflow and the associated IHE profiles is shown below.
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Figure 1.  Schematic illustrates XDS work flow. The IHE actors are shown in rectangles and are connected by lines representing the IHE transactions between them. The lines are labeled with the names of the transactions that can be found in the IHE technical framework. Many of these transactions and actors are dependent upon existing IHE profiles. The basic work flow is as follows: A document such as an x-ray report is created and stored at the document source, perhaps an imaging center. In addition, a (redundant) copy is sent into the document repository for the affinity domain in which this imaging center is participating. Upon receiving the x-ray report, the document repository registers it with the document registry for that affinity domain. The document registry ensures that the document is assigned to the correct patient by transacting with the patient identity source, which may be using the PIX-PDQ profiles to reconcile the varying demographic data and medical record numbers that different systems assign to the same patient. Sometime (perhaps even years) later, the patient is seen by another healthcare provider at a remote site. The healthcare provider wishes to read the prior x-ray reports. This remote site participates in the same affinity domain and is now regarded as a document consumer. As such, it may query the document registry as to the existence of the prior reports and query the document repository to obtain the reports. Again, patient identity is reconciled and confirmed using the patient identity source and the relevant IHE actors and profiles. This scenario can be expanded to describe the sharing of many kinds of healthcare documents. There are also slight variations permitted in which some of the actors can be placed either within the affinity domain centrally or at one of the sites at which documents arise. ITI = Infrastructure Technical Framework.
The following schematic illustrates the refinement introduced into XDS-I to accommodate the bandwidth constraints.

[image: image2.jpg]Patient Identity
Source

Patient Identity Feed [ITI»8]¢

Site B
Query Registry
[ITI-16] <«
Document Document
Imaging
Document

A Register
Document Set [ITI-14]

Retrieve Document
Document
Repository
Imaging WADO Retrieve

[ITI-17] <
Document [RAD-55] <«
Source

Consumer

. Provide & Register Imaging
Site A Document Set
[RAD-54] &>

Retrieve Images [RAD-16] <«
Retrieve Presentation States [RAD-17] <«
Retrieve Reports [RAD-27] <«

Retrieve Key Image Note [RAD-31] <
Retrieve Evidence Documents [RAD-45] <«




 Figure 2.  Schematic illustrates XDS-I work flow. XDS-I is a variation of XDS and was developed to address images as a document type. Note that the work flow references established standards and profiles drawn from other IHE profiles. There are many similarities between this profile and the XDS profile shown in Figure 1. The cardinal differences are as follows: The imaging document source (site A in the scenario described in the text) sends a manifest (ie, list of available images) to the document repository, where it is stored and registered in the document registry. The images are not stored. When site B, the image document consumer, wishes to learn of the existence of prior images and view them, it queries the document registry. The document registry informs the image document consumer of the existence of the images and directs it to the manifest stored in the document repository. Upon retrieving the manifest, the imaging document consumer communicates directly with the imaging document source by means of either WADO (Web Access to DICOM Objects) or C-move (a DICOM service for moving data) commands to obtain the images and display them at site B. Text files such as reports are handled by the basic XDS work flow described in Figure 1. ITI = Infrastructure Technical Framework, RAD = Radiology Technical Framework.
Of particular note is that network technology is rapidly evolving.  It has been recognized that the above solutions must evolve in parallel to remain relevant to real world solutions.  The original version of both XDS, now known as XDS.a and XDS-I are being refined by standing IHE technical committees.  XDS.a will eventually be deprecated by XDS.B and XDS-I by XDS-I.b.  Typical of IHE is that this evolution is done with the input of several standards development organizations, including HL7 and DICOM WG 27. Hence there is a well defined pathway for the evolution of these solutions.
Both XDS and XDS- I have been demonstrated in numerous forums over the last few years, including the RSNA Annual Meeting (2006-2008), the HIMSS Annual Meeting (2006-2008) and several medical meetings in Europe and Asia.  Though limited, there have been real-world production implementations of these solutions, including the Philadelphia Health Exchange, which connects the Hospitals of University of Pennsylvania with Thomas Jefferson University Hospital, and several regional projects under the Canada Health Infoway program, currently in the deployment phase..
C2 Medical Imaging Resource Center (MIRC) and IHE Teaching file and Clinical Trial Export profile (TCE)
C2.1  MIRC- basic platform

This is an RSNA supported endeavor initially designed to promote the exchange of images for education, particularly teaching files.  Established in 2001, this activity has expanded to become a foundation for the transmission of images for clinical trials.  It has been employed in a number of NCI and ACRIN clinical trials.  After extensive evaluation it was selected for use in the National Cancer Institute’s (NCI's) Cancer Imaging Program, as well as in the following clinical trials:

WHIMS 1-3 (Women's Health Initiative Memory Study) 

WHI – Women’s Health Initiative CT Study

CARDIA - Coronary Artery Risk Development in Young Adults

RIDER - Reference Image Database to Evaluate Response to Therapy

CIREN – Crash Injury Research & Engineering Network - Wake Forest (PI)

CAMPS – Carotid Atherosclerosis MRI Progression Study - University of Washington (PI)

Working in close coordination with NCI, the MIRC project team has developed the Clinical Trials Processor (CTP), a fully featured open source software tool for the management, anonymization and transmission of medical images for clinical trials.

MIRC provides open source applications and has a rich volunteer community which has greatly extended and accelerated the rate of solution development.  MIRC production software is currently in release (T34).

C2.2  MIRC - Clinical trial processor

 A MIRC CTP solution includes the following services:

· DICOM Import Service - a DICOM Storage SCP that receives DICOM objects (typically from modalities or PACS) using the DICOM protocol.

· HTTP Import Service - a service that receives DICOM, XML, or Zip objects (typically from remotely located imaging centers) using the HTTP or HTTPS protocol.

· DICOM Export Service - a DICOM Storage SCU that forwards DICOM objects received by the HTTP Import Service to DICOM Storage SCPs using the DICOM protocol.

· HTTP Export Service - a service that forwards DICOM objects received by the DICOM Import Service to HTTP Export Services (typically at other locations).

· Database Export Service - a service that forwards DICOM, XML, Zip, or file objects to an interface to an external database, allowing athe construction of a trial-specific database outside the scope of MIRC.

These services are combined as follows to support a clinical trial

· The modality transmits one or more images to a local computer running the FieldCenter application. 

· The FieldCenter application receives the images via the DICOM protocol and queues them for anonymization. 

· After anonymization, the FieldCenter application queues the images for transmission to the principal investigator site via the HTTP or HTTPS protocol. 

· The HTTP Import Service at the principal investigator site receives each image individually and queues it for processing by the Object Processor. 

· The Object Processor parses the image and obtains its DICOM Study Instance UID. 

· The Object Processor looks to see if a MIRCdocument for the Study Instance UID already exists in the storage service. 

· If the MIRC document already exists, it opens it. 

· If the MIRC document does not exist, it creates a new MIRCdocument by copying the template.xml file from the storage service's trial directory. 

· Once it has a MIRC document corresponding to the Study Instance UID of the image, the Object Processor inserts the image. Note that, as described in MIRC Templates, templates (which are actually MIRC documents) can contain template elements that instruct the insertion process how to obtain information from images or other files and place it in the document. 

· After creating and/or updating the MIRC document for the image, the Object Processor queues the image for all the destinations (if any are configured) for the DICOM Export Service. 

· The Object Processor then queues the image for the Database Export Service, if enabled. 

· The DICOM Export Service forwards all images in its queues to their respective DICOM Storage SCP destinations. 

· The Database Export Service presents all images in its queue to the database interface, an externally developed program which does whatever its designers have designed it to do. 
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Figure 3: CTP MIRC service
C2.3 Teaching File and Clinical Trial Export Profile (TCE)

The radiology community recognized that there was a gap with regard to moving images from a PACS archive into either of the above venues.  The TCE profile was developed to provide the method for easy export of selected images, with annotated information where applicable, into a MIRC service.  This is a simple and elegant solution to solve this problem. There are several commercial  and research implementations of the TCE profile.
The figure demonstrates the  relationship between the 3 actors in this profile.  An export selector, often implemented as part of a PACS, but sometimes as part of a modality, enables the selection of the relevant images.  These are listed in a manifest with additional metadata.  The export manager then negotiates the transmission of the information listed in the manifest to a receiver, often a MIRC service.
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Figure 4: IHE TCE profile

C3 IHE Image Sharing Roadmap and Basic Image Review Profile
In November 2008 the IHE Radiology Planning Committee determined its work for the following year would be to identify all current issues regarding image sharing and develop a roadmap to provide solutions. This included identifying all the use cases for viewing images, not just those relevant to radiologist. This in particular assessed the needs for the varied providers in the community including general physicians and subspecialty practices.  The result was a gaps analysis.

The committee then recommended that the IHE Radiology Technical committee define a profile- Basic Image Review which defines the elements of an image viewer and the minimum hardware required to support such viewing.  The goal is to ensure that all providers have a robust adequate viewer available for making patient management decisions.  This profile is currently in development, shortly to be released for public comment in March 2009.
C4 Research based Image Sharing

The above description is designed to apply to daily clinical care.  We believe that with modest modification it can be applied as a standard solution to the exchange of images for clinical trials and other research endeavors.
A research solution requires the insertion of an anonymization step, where patient information is removed, and study identifiers are inserted.  The exam may then be registered with the Central Bank Clearinghouse with the alias.  The exam under the alias may then be pulled into a study archive, much in the same way that standard exams are pulled into a PHR.
D. Design and Methods
D1 Motivation for Current Proposal

While the technical elements to enable image sharing across sites are available and there is broad agreement on the clinical and economic benefits of doing so, there has not thus far been a program of sufficient scale and persistence to form a critical mass of participating institutions. The goal of this proposal is to obtain support for a sustained program of image sharing across care sites. Implementing a common technical approach and a uniform set of policies and procedures for image sharing in a number of communities centered on major academic medical centers will provide not only a proof of concept for image sharing, but also a core network of participating institutions which additional care sites can link into over time.

D2 Objectives and Scope of Work

The proposed project will establish several regional image-sharing networks where care sites would be linked through shared access to a patient-centered, Web-based personal health record system.  Each community will establish a “Central Image Bank Clearinghouse” which will maintain knowledge of the exams made available by each participating radiology center (hospitals, imaging centers, etc.) Under the direction of the patient (or surrogate), PHRs can upload individual exams having negotiated the transaction through the clearinghouse.

Five communities will be enlisted to participate in the patient data sharing project. In each participating community a lead institution will be responsible for recruiting regional radiology departments and imaging centers that are likely to provide overlapping services to their population. Each group will produce baseline data on utilization and duplication of services before implementation of the image sharing service, as well as other care performance metrics such as length of stay and patient satisfaction.  For research image sharing, eight additional institutions have been identified. These institutions have significant experience with image exchange, and are exchanging research images today for several research projects (each with its own image exchange mechanism). 

D3 Image Sharing Model (Figure 5 – Table I)
There are multiple models regarding the exchange of healthcare information.  Health Information Exchanges (HIE) are in operation, often employing a Regional Health Information Organization (RHIO) structure. Generally these have not exchanged images, though some exchange radiology reports.  

We describe a network where images reside at their original source, but upon request of the patient, or appropriate surrogate, the full DICOM image data of an examination is copied to a PHR site.  An intermediary clearinghouse, much like a bank clearinghouse, is employed to negotiate this transaction.  Once the examination is within a PHR full control of distribution of the exam is maintained by the patient.  That is the patient, through functionality provided by the PHR, directs the distribution of the exam.   The image sharing model addressed portions of the specific aims.
D3.1  Specific Aim 1:  Implement an internet based network for image exchange built upon the Integrating the Healthcare Enterprise (IHE) Cross Document Sharing profile (XDS), a standards based architecture.

D3.1.1 Image Source and the Central bank:
This model is predicated on the notion that the patient will request that an exam(s) will be pushed from the local PACS archive into a network ready edge server. The functional assumption is that this request will be made in the same scenarios where patients currently request a CD or film be produced for image sharing.  A secure PIN number will be created with the patient for future use, and the PIN number will be attached to the exam at the time of the push into the edge server.

This edge server will be in communication with a central “Image banking clearinghouse” which has knowledge of the location of all imaging exams made available to the exchange network.  Upon receipt, the edge server automatically notifies the clearinghouse that an exam and report are available for sharing.  The patient's identity is established in the IHE Patient Identifier Cross- Referencing (PIX) manager.  This IHE profile and its implementation serve to match, track and confirm the various identifiers by which an individual patient is known in different settings.  It is in essence an extension of the concept of an enterprise master patient index (EMPI).  
Upon establishing patient identity the exam is registered in the IHE Registry and simultaneously a Key Object Selection (KOS) is placed into the IHE repository.  The KOS is a manifest listing the exam and its contents, note that it is not the exam itself, which remains at the edge server at this time.

D3.1.2  Uploading and Archiving an Exam in the PHR:

The requested exam will reside on the edge server until the patient decides to upload them in to the PHR.  A choice of PHR archive options will be offered to patients in each participating community.  The patient must establish an account with a participating PHR.  Participating PHRs will need to meet a minimum security requirement (see PHR responsibilities).  At the patient's discretion, he will sign onto his PHR and navigate to the Radiology Image and Report section.  A list of examinations already available on the PHR should be present, with a button that initiates an upload of newly obtained exams. This button will trigger an event requesting the entry of the PIN number, which the patient had previously established. Once the PIN is  entered the PHR, employing XDS methodologies, will query the Central Bank Clearinghouse IHE registry/repository and discover the examinations that are available.  Patient identity will be resolved by the PIX manager employing a standard set of demographic information with the additional security provided by the PIN number.

The Central Bank Clearinghouse will return a list of newly available exams and reports matched to the patient.  A button will be provided that triggers the retrieval and archiving of the exam into the PHR. The retrieve request will be relayed through the Central Bank Clearinghouse for security; thereby limiting the external site exposure of the edge server to only a single site- this is a modification of the IHE XDS profile.  Upon completion of upload into the PHR the PHR should provide notification to the patient that the examination is available.  Upon completion of this step the edge server should mark the exam for deletion.  The exam should be re- registered as being available at the PHR.
The clearinghouse will be a utility of the proposed project. It will receive and transiently store images sent by edge servers at participating sites and allow patients to add them to a PHR within a reasonable window of time (perhaps 30 days).

D3.2  Specific Aim 2: Demonstrate consumer based control and ownership of their imaging exams through incorporation of  Personal Health Records (PHRs) into the above network.

D3.2.1 Patient access and control of imaging examinations

D3.2.1.1  Patient initiates the request to share imaging exams:

Patients can enter this pilot through several portals.  While at a radiology department they can request that images be made available to the exchange network ( in addition to or as an alternative to obtaining a CD).   As an alternative, the patient can request via a phone call or fax that their images be made available.  The patient will need to establish or confirm an existing PIN at the time of the request.
D3.2.1.2  Patient functionality within the PHR:

The patient can log onto their PHR account and query for their exams.  The PHR will query the clearinghouse (XDS-I registry and repository), and retrieve the exam from the relevant edge server (XDS-I document source).  Once images and reports are added to their PHR account, they will have full control over subsequent access by care providers or other parties.

Care providers will have accounts on the PHR system that allow them to access the records of consenting patients in their care.  Patients must credential each provider down to the level of a specific exam.  There will be a user friendly interface to facilitate the credentialing process.
 It is anticipated that each PHR may offer a mixture of common and unique functions.  For imaging data each PHR must provide a variety of viewing and distribution solutions.  This should include the ability to directly visualize images through a web based viewer when logged into the PHR.  In addition the ability to download a full set of DICOM images for archive and viewing at a client site will be mandatory. Other novel means of distributing images such as a patient sending an email link to a provider will be regarded as options, to be evaluated during the pilot.
The PHR should maintain an audit trail of all interactions with examinations.  This audit trail should be visible to the patient so that he can reconstruct the viewing history of his exam at any given time.
D3.2.2 PHR responsibilities:

D3.2.2.1 View and download functionality

The PHR vendor to be able to support the full DICOM exam and download exams under patient control to a Web based viewer, and/or e-mail links to healthcare providers. They must also support a means to download a full DICOM exam so that it may be imported into a PACS system.  
D3.2.2.2 Discover and import from other PHRs.

We envision the need for each PHR to be able to discover exams housed in other PHRs and thus they should abide by the IHE XDS-I profile (or its successor), for such transactions.  If more than one  PHR provider participates in the pilot project, each will be required to implement the ability to share information with other providers via a standards-based exchange mechanism such as the IHE XDS-I profile (or its successor). This will enable migration of data between PHR systems, providing greater patient choice and incentive for innovation among PHR providers.

D3.2.2.3 Provider enrollment

PHRs should provide a means to enroll providers so that patients can actually credential them to see their exams from a list inherent to the PHR.
D3.2.2.4 PHR security model

The RSNA through this proposal will define a minimum level of security that all participants must abide by.  In addition to the inherent security of any PHR, we will define a level of exam security to diminish the possibility of malfeasance with regard to moving and exporting exams.
 Under this model, sending systems will push images and reports to "Central Bank Clearinghouse" where they can be claimed using a PIN (to be established with patient or credit card number if not established face to face) in addition to their standard PHR security and added to their accounts. 
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Figure 5: Clinical Image Sharing Model via Personal Health Record
Table I - Detailed steps of imaging examination flow

Making an exam available beyond the local radiology department:

1) Enroll patient 

- patient may opt in at time of exam and express desire to have exam(s) available for sharing

- patient may opt in at a later time, may require physical presence or credit card to establish secure account if not physically present

2) Establish PIN

- Patient selects an alphanumeric code if physically present.  The PIN is determined by the patient and can be reused, for different examinations; however the patient should be alerted that it will be attached to the examination and should they subsequently choose a different PIN for other exams at another time, that attached to the current exam will not change.
- If patient is not physically present PIN will be a credit card number which can be validated

3) Pull exam and report to edge server (requires an application to be developed)
-  an FTE at edge server will perform DICOM query and pull requested exam to edge server with associated report

- at this time an application residing  on the edge server will attach the PIN number to the exam in DICOM field (____,___ miscellaneous). This is performed by the FTE.

4) Edge server notifies Central Bank Clearinghouse of the existence of the exam and report

- identity is resolved by PIX

- exam is entered into XDS-I registry/repository (demographics and KOS pointer)
- report is uploaded to XDS registry/repository

Retrieval of Exam to PHR:

5) Patient establishes secure account with PHR provider.

6) Patient logs onto PHR and navigates to Imaging Exam section

- a list of  examinations resident in the PHR appears

7) Patient triggers a search for newly available examinations registered with the Central Bank Clearinghouse. 

-This requires entry of the already established PIN number.

-request is sent to IHE registry/repository/PIX from a document consumer (PHR)

-identity is confirmed and matched to master ID in PIX

-List of new exams currently available and their location generated from Registry/Repository(KOS)

8) A list of available exams is shown to the patient

-Patient selects exam for upload into PHR archive

-Exam is uploaded from edge server (document source)

-Exam is added to list of available exams

9) Exam is re-registered as now located at the PHR, registry entry for edge server is deleted

10) Exam is marked for deletion at edge server

-exam is deleted after a specified delay

-edge server set with high water mark for auto purge of cache if mark is exceeded, first in- first out.

Patient Access and Control of images

11) Patient logs onto the PHR and navigates to Radiology section

12) Patient is presented with a list of available reports and images

13) Patient can view images directly by triggering a web based viewer.

14) Patient can share images through a variety of choices

-patient may authenticate which providers can view an exam. Such exams are added to a participating providers list; provider can then spawn web viewer and view exam.
-patient  may email a link to the images to a selected provider

-patient may initiate a send of the full exam


- this may be in fact an IHE XDS-I retrieve to a document consumer 

D3.3 Specific Aim 3: Demonstrate that internet based imaging exchange is an extensible model that promotes the delivery of high quality care in multiple venues including the numerous venues of standard clinical care as well as in the research environment.

Our intent is to build a research image sharing infrastructure which is based on patient image sharing. In most respects, the task is the same. The salient differences are that patient identifiers are replaced with research identifiers. These identifiers may be present in C3PR (the caBIG utility for providing research identifiers) but the CTP software currently works in a stand-alone mode where a study coordinator can manually input the research identifiers. For research purposes, examinations would be sent to a research sharing device (‘AE_Title’ in DICOM parlance) rather than the clinical sharing device. That research AE_Title would be an instance of CTP that is configured to remove patient identifiers and place research identifiers into established DICOM fields for such information. From that point on, the infrastructure is the same.

Table II - Detailed steps of imaging examination flow for Research
This description is based on the presence of the patient data flow infrastructure described above. Here, we highlight the differences to allow research images to utilize the same infrastructure. The light gray text is the patient transfer portions that are not applicable/not performed for research. Standard font is used for common steps. Bold font is used to indicate additional or different steps.

Making an exam available for research:

1) Enroll patient 

- patient may opt in at time of exam and express desire to have exam(s) available for sharing

- patient may opt in at a later time, may require physical presence or credit card to establish secure account if not physically present
- patient may be enrolled using caBIG C3PR or using a internal application. A Center ID, Study ID, and Subject ID will be issued.
2) Establish PIN

- Patient selects an alphanumeric code if physically present

- If patient is not physically present, a PIN will be a credit card number which can be validated
- PI will be issued a PIN for all exams performed for the Center/ Study ID
3) Pull exam and report to edge server

-  a person at the facility where the exam was performed  will perform DICOM query and pull the requested exam to the research AE title edge server with associated report
- Study personal will review the CTP console and assure the replacement of patient information with the correct study identifiers
- at this time an application residing  on the edge server will attach the PIN number to the exam in DICOM field (____,___ miscellaneous). 

4) Edge server notifies Central Bank Clearinghouse of the existence of the exam and report

- identity is resolved by PIX

- exam is entered into XDS-I registry/repository (demographics and KOS pointer)

- report is uploaded to XDS registry/repository
5.  The PI queries the PIX registry for a list of examinations with his Site/Study ID combo

6. The list of examinations in the registry is presented

7. The exams are selected. PI provides PIN to allow transfer 
8. Edge server at pulling facility requests images from sending facility, with the PIN supplied by the PI
9. The Edge server sees that information is present in the clinical trials fields, and automatically sends the data to the research PACS.

10. The Edge server notifies the PIX/Registry and source edge server that these entries can be deleted (assumption is that research images are used/transferred 1 time)
D4 Administrative Structure - Project Management
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Figure 6: Project Administrative Structure
	Position - Committee
	Member

	Image Sharing Subcommittee
	David S. Mendelson, M.D. - Chair

Bradley J. Erickson, M.D., Ph.D

David Avrin, M.D., Ph.D.

Eliot Siegel, M.D.
Chris Carr
Steve Drew

	Project Manager
	

	Technical Consulting committee
	Paul Nagy
Wyatt Tellis

Steve Moore

John Perry

	Lead developer Edge appliance
	John Perry

	Central Bank  Clearinghouse  lead
	

	IHE developer- modifications
	

	Security and HIPAA consultant
	

	Statistician
	

	Site Leads
	David Avrin- San Francisco, CA
Bradley J. Erickson- Rochester, MN
David Mendelson - New York, NY

Eliot Siegel- Baltimore, MD


D5 Work Plan
D5.1 Subcontract Central Bank Clearinghouse(SA1) (Time:    )

The RSNA will subcontract operation and maintenance of the PIX/PDQ manager and the Registry/Repository  functions that represent the components of the Central Bank Clearinghouse. These 2 groupings may be either a single vendor or two separate vendors.


- the vendors should have demonstrated this functionality in prior Connectathons, demonstration projects, or in live production environments


 - the RSNA will initiate an RFP to solicit participation
D5.1.1 Custom Modifications of IHE profile (SA 1b)(Time: )
The clearing house vendor must add the functionality to discover a PIN as part of the demographic employed for identity matching

The clearinghouse must add the functionality to delete and/or modify the exam location in the registry.
Requests to upload examinations into a PHR need to be relayed through the clearinghouse- this is a modification of the current XDS-I profile.

All modifications arising from development in this project will be submitted to the relevant IHE domains (IHE Radiology, IT Infrastructure) for consideration for inclusion in future profile releases.
D5.2 Develop the Edge server appliance(SA1) 


The RSNA will hire a developer to define a hardware platform and develop the Edge server application. The intial appliance will include both the hardware and application in a standardized form.  This will ensure consistency during the development and troubleshooting phases of this project. There will be subsequent exploratioin of packaging the developed solutions in a variety of ways, including virtualization, to drive down the costs of distributing and maintaining edges servers (Phase 2-SA3)
D5.2.1 Hardware Platform (SA1a,b) (time:   )

The edge server must provide robust performance to provide adequate throughput.  It should be expected to handle ten 400 Mb exams per hour.  It is expected to maintain a cache of 1 terabyte. 
D5.2.2 Edge Server application

The edge server application must be a DICOM server capable of receiving and exporting exams. It may be built on the existing CTP solution and extended to handle the specific goals of this project, including the logic to mark exams for deletion upon upload, automatic notification and registration of patients and exams to the Central Bank Clearinghouse (IHE XDS  model).
 The edge server application should be built so that there is 

· Easy ability to upgrade

· Audit logs

· Application modules can be independently upgraded

The local image archive should be built with a level of redundancy
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Figure 7: Image Sharing Model for Research
D5.3 Security review

As the above solutions are developed, implemented and tested the Security and HIPAA consultant will review and ensure compliance with policies developed for this project.

D5.4 Participating Sites

D5.4.1 There will be 5  initial sites (Phase I). These will ultimately serve as seeds for local geographic regions.  These will be 

· Mallinckrodt Institute of Radiology (Washington University in St. Louis) St. Louis, MO

· Mayo Clinic- Rochester, MN
· Mount Sinai Medical Center- New York, NY

· University of California - San Francisco, CA

· University of Maryland - Baltimore, MD

These have been selected as they fulfill 2 important criteria

1. Investigators at each site are experienced in the IHE profiles and/or the transmission of imaging exams for research.

2. They represent cities and/or institutions where image sharing is heavily utilized and the benefits of network based exchange are likely to have a significant impact (SA 1c, 2c, 3a).

D5.4.2 Enroll other radiology sites- local
Once the above sites have established the basic functionality of the IHE network and field tested the edge server appliance, they will each be responsible for enrolling additional local radiology sites (IHE document source), initially 2 for each region.  A second phase of this study should be considered where the number of radiology sites is expanded - this will depend on funding and the progress in minimizing the cost of an edge server.
D5.4.3 Extend pilot to other locations

After __ months of stability in local environments the pilot should be extended to other regions.  Again, initial focus will be on areas with personnel familiar with the technologies employed.  The same model will be  utilized as above; start with an academic site and extend to the local community.  Candidate locations and centers include:

· University of Chicago

· University of Pennsylvania

· Partner's Healthcare - Boston

· Duke University
· Cleveland Clinic
· Northwestern University

· Wake Forest

· Johns Hopkins

D5.5 Enroll PHRs
PHR products are quickly emerging.  However it is a dynamic environment.  Many of the  initial offerings are not intended to handle image data.  The RSNA will solicit participation by publishing a list of specifications and indicating that as part of the pilot there will be funding available to set up and maintain an archive.  Minimum requirements will be published.
The specifications will include:

1. A definition of the size and scale of the needed archive

2. Minimum security profile

3. Functional capabilities including a web based viewer, IHE compliance and the ability to download a full DICOM data set

4. The financial support available to set up and maintain an image archive will be stipulated

5. Minimum duration for which images must be available
6. Notification process to consumer and RSNA for termination of participation
D5.6 Test network
D5.6.1 Edge Server Appliance - Central Bank Clearinghouse

Upon completion of the development activities regarding the edge server and the Central Bank Clearinghouse testing will take place to tailor the performance of the systems
· pull test data (Images and report)  from PACS to edge server- enter PIN

· Edge server negotiates identity with Central Bank Clearinghouse and registers exam

D5.6.2 PHR - Central Bank Clearinghouse - Edge server

Test the capability of the PHR to discover available test exams and pull from edge server. Test the ability of the edge server to auto purge exams.

D5.6.3 Security

The security and authentication steps will be carefully audited throughout the test phase.
D5.7 Develop policies for patient enrollment and management

Concurrent with the development of the IT solutions, the project manager and steering committee will work to develop a set of policies that will be provided to the patient at the time they opt to participate.  These policies will include instructions as to how to operate within the context of this project and the obligations of all parties.  The following will be clearly stipulated and explained to the patient:
· The project is intended as a secure substitution for other means of image sharing

· The imaging examinations are under the patient control

· A PIN is created to ensure the security of the exam, much like a bank account

· The longevity of the data within the PHR.
· Consent process

· Responsibilities to patient on part of project/PHR

D5.7.1 Security and HIPAA 

The Security and HIPAA consultant will work with the project manager to ensure that the policies developed are consistent with HIPAA.  In addition a policy document specific to the security requirements of this project will be generated and submitted to the steering committee for approval

D5.7.2 PHR guidelines and contract

The requisites for PHR participation will be articulated and developed into a contract.
D5.8 Activate initial pilot sites and extend pilot
Upon completion of testing the initial 4 sites will be activated.  They will operate in a production mode for an estimated 4 months.
D5.8.1 Assess stability of initial pilot sites

At the end of 4 months the steering committee will assess the status of the pilot and determine if the project is prepared to extend to other radiology sites locally.

D5.8.2

When the steering committee believes the primary local sites are stable it will launch the addition of 2 other sites in each locality.

D5.8.3

6 months after the above step, the steering committee will consider the addition of other localities following the same model employed, a central facility and 2 local extensions.  

At this time there will also be consideration of furnishing edge serve appliances to other facilities in each working locality.

D5.9 Development of Research Model

The additions required to implement research sharing on the clinical image sharing facility include the development of a ‘gateway’ that would remove patient identifiers and insert research identifiers. This functionality is well established in current CTP software. Obtaining research IDs from caBIG’s C3PR will be considered, but the lack of widespread adoption makes it less valuable at this stage.  It is expected that over time, there will be greater integration with other research components, particularly caBIG, given its current efforts to develop and deploy components that include much of the research enterprise. 
Our intent is that within this proposal, we will implement 1 infrastructure for both research and clinical purposes. That will significantly reduce the cost of research projects that require images from multiple sites. It will also make addition of small sites that may or may not have research intents accessible, with appropriate patient/subject permissions. This is a particularly important problem where much of the care and follow-up is delivered in community facilities.

Perhaps the most important aspect of this project is security. It is critical that patient information be handled with proper attention to protecting the confidentiality of individuals. In a similar vein, principle investigators expect that data they have worked hard to collect be protected. This requires establishment of an authentication and authorization infrastructure. These elements exist within caBIG, but it is not clear that they are suitable for this purpose due to challenges with implementation. If this proves unsuitable by the time these are required, a temporary means for authenticating and authorizing the users of the pilot will be developed.

Another important aspect of the research model is developing a standardized template for IRBs. We believe that having standard language for how image data is handled, it will reduce the amount of effort that both investigators and IRBs must exert in assuring that patient data can be shared.

D5.10 Specific Deliverables and Data Analysis
D5.10.1 High level Summary Timeline
	Milestone/Activity
	Responsibility 
	Due Date

	PHASE I

	1
	Subcontract Central Bank Clearinghouse (CBC)
	Project Manager
	Months 1-3

	2
	Establish Working Clearinghouse
	CBC manager/ IHE developer
	Months 4-6

	3
	Develop Edge Server appliance
	Project Manager
Edge Server Developer
	Months 1-3

	4
	 Confirm initial pilot sites and identify local management staff
	Project Manager
Steering Committee

Site leads
	Months 1-2

	5
	Select participating PHR and develop contractual agreement
	Project manager

RSNA legal
	Months 1-3

	6
	PHR refinement to conform to pilot specifications
	Project manager

IHE developer

PHR lead
	Months 4-6

	7
	Establish PIN process
	Security Consultant 

Edge Server developer

IHE developer
	

	8
	Testing of initial configuration
	
	Months 6-8

	9
	Security Review - Report out
	Security Consultant
	Ongoing with reports at end of month 4, 6, 8

	10
	Decision to activate initial 4 sites
	Project Manager
Steering Committee
Site Leads
	Month 9

	11
	Evaluation of initial activation
	Project Manager

Steering Committee

Site Leads
	Months 9-12

	12
	Decision to Extend Pilot to other local sites
	Project Manager

Steering Committee

Site Leads
Security consultant
	End of Month 12

	13
	Collection of Data for initial  4 months and preliminary analysis
	Statistician
	End of Month 12

	14
	Ongoing Evaluation of Pilot
	NIBIB
Steering Committee
	Year 2

	PHASE II

	15
	Expansion of Pilot to other CTSA SITES (8- listed above); utilization restricted to research
	NIBIB

Steering Committee
Project Manager
	Year 2 Month 2

	16
	Creation of Easy Install Package for Edge server (virtualization technology?)
	Edge server developer
	Year 2  Month 2

	17
	Addition of Clinical utilization at added CTSA sites
	
	Year 2 Month 6

	18
	Addition of Clinical sites 1/ month
	
	Year 2 Month 9

	19
	Collection of Data for Year 2 and analysis
	
	End of Year 2

	MISCELLANEOUS

	
	
	
	

	21
	Development of the CTP research gateway (with and without C3PR)


	Edge Server Developer
	Months 1-6

	22
	Development of any modifications to IHE PIX for research 


	IHE Developer
	Months 1-6

	20
	Public Demonstrations- at least 2/year
	RSNA
	RSNA Annual meeting

&

HIMSS Annual meeting

Other


Note regarding Security: The new XUA SAMUL method appears to be compliant with caGRID security mechanism, at least up to the point of asserting credentials. The next step of applying access controls will be controlled in the edge server or PHR.

D5.10.2 Metrics

1. Number of examinations placed on  CDs for the calendar year prior to this project

2. Number of examinations placed on film for the calendar year prior to this project

3. Number of requests on a monthly basis for exam to be sent to edge server

4. Number of uploads from edge server on monthly basis

5. Log of interval from time of request to share exams on edge server till exam is actually on edge server, time of upload to PHR request and time of availability on PHR

6. PHR logs- including number of times patients interact with Radiology section, number of transactions to upload, number of transactions to share images after upload to PHR, duration for image sharing transactions

7. Participating patient survey



Log complaints



Log of how often exams not available when expected



Overall satisfaction
8. Research utilization

9. ??Measures of reduction in redundant exam performance

10. Cost analysis regarding PHR, edge server, Central Bank Clearinghouse

11. The number and cost of research image transfer systems that can be removed upon production implementation

D6  Future Development
This pilot is directed at taking a limited number of network based technologies and proving that they can effectively provide for image sharing in a production environment that includes both standard clinical care and research.  Once we have refined the basic solution we believe that this is an extensible model that would serve as a basic building block and permit the development of related solutions to address other use cases.

D5.11.1 Point to Point sharing

We have described a solution where a patient takes strong control of their imaging examinations through a PHR.  There are many scenarios where a onetime point to point sharing of images, that is  form a Radiology site to a geographically and functionally separate enterprise might be sufficient.  The required workflow to establish this is somewhat complex.  However, the solutions provided in this proposal could serve as the basis for developing a secure mechanism of such image transfer,
D5.11.2 Patient Upload of existing CD based imaging data

There are a substantial number of CDs currently in the possession of patients, containing their imaging data.  We believe there would be a benefit to provide them with a means to upload these images into their PHR.

D5.11.3 HIE – RHIO model

This pilot will provide an infrastructure which could support image sharing as well as the sharing of other medical documents in a RHIO built to the full IHE XDS specifications.  The essential networking pieces would be in place.  The legal and logistical relationships would need to be solved, but once agreed to, the current model again provides an extensible solution which can drive down the costs of other operational models.

Other Performance Requirement

Disclosure of Information

Information made available to the RSNA and its contractors by the Government for the performance or administration of this effort shall be used only for those purposes and shall not be used in any other way without the written agreement of the Contracting Officer.

Limited Use of Data

Performance of this effort may require RSNA to access and use data and information proprietary to a Government agency or Government contractor which is of such a nature that its dissemination or use, other than in performance of this effort, would be adverse to the interests of the Government, except to authorized Government personnel or upon written approval of the Contracting Officer. RSNA and its contractors shall not use, disclose, or reproduce proprietary data that bears a restricted legend, other tan as required in the performance of this effort.

Nothing herein shall preclude the use of any data independently acquired by the contractor without such limitations or prohibit an agreement at no cost to the Government between the contractor and the data owner which provides for greater rights to the contractor.

Deliverables/Deliverable Schedule

In fulfillment of this effort, the RSNA shall provide the deliverables outlined above.  All deliverables shall be submitted by electronic mail to the Project Officer, unless otherwise agreed upon. The subject line of the email will refer to the “RSNA-NIBIB RadLex Project” and the contract or purchase order number of this award.

The RSNA will review and, as appropriate, incorporate suggested changes and submit the final deliverable to NIBIB.

Projected Costs

The attached cost estimate documents provide rough costs per patient, with appropriate multipliers for each of the potential participating regions. In addition, they reflect the hardware and personnel costs for each site, the hardware costs for the shared infrastructure element (the Image Study Buffer) and personnel costs for managing and overseeing the project. 
Budget items summary- See attached spreadsheet for details
1. Central Bank Clearing house

a. transactional basis vs. set fee

b. IHE modifications- development cost

2. Edge Server

a. Hardware

b. Application development

3. Developers
4. Consultants

5. Statistician

6. Data Analysis

7. PHRs- support for archive- ? $1.60/GB or transactional or per patient account

8. Investigators

Personnel

David S. Mendelson, M.D. (Principal Investigator, 15% effort)

-Co-Chair IHE international, Chair RSNA IHE subcommittee and representative to IHE, Chief of Clinical Informatics The Mount Sinai Medical Center and Director of Radiology Informatics
Bradley J. Erickson, M.D., Ph.D. (Co-Investigator, 10% effort)

- RIC, IHE subcommittee, CTSA image sharing lead, SIIM president and board, caBIG Imaging Workspace SME
David Avrin, M.D.,  Ph.D. (Co-Investigator, 5% effort) 
-RIC committee chair, SIIM board
Eliot Siegel M.D. (Co-Investigator, 5% effort)

-RIC, MIRC subcommittee chair, caBIG imaging lead, NCI consultant, Chair Radiology University of Maryland VA 
R. Gil Jost, M.D.  or designee (Co-Investigator, 5% effort)

RSNA

Chris Carr
Steve Drew
Technical Consultants (tentative)

Steve Moore

Paul Nagy

Wyatt Tellis

John Perry
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