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Purpose of the Information Security Incident Status Report
This form is used by the breach department representative for two purposes – to provide ongoing updates to the CSULA-CSIRT director and to prepare the final report on the incident status.
This report is designed as an electronic form for use and updating on a computer and should not be maintained as a handwritten form.  Due to the confidential nature of information herein this form must be encrypted both at rest and in transit.  The encryption password must be unique to this incident and meet guidelines for creating a secure password.  The handling, retention and disposal of this form must follow all University guidelines for managing protected data.
This report should be submitted to:
IT Security and Compliance

Information Technology Services, LIB PW 1070

California State University, Los Angeles

5151 State University Drive

Los Angeles, CA 90032

General Information

	Incident Number:        
	Date Reported:        
	Primary Contact:        

	Department:        
	Division:        
	Phone:        


Assigned CSIRT Department Representative
This will be the individual responsible for handling the incident for the department or division and completing this form.

	Name:        
	Department:        
	Phone:        


A. Incident Information
	Date the incident was detected:
	     

	Date the incident occurred:
	     

	Incident location:
	     

	Category of the incident:
	 FORMCHECKBOX 
   A.  Unauthorized access or modification to CSULA information assets.

	
	 FORMCHECKBOX 
   B.  An intentional denial of authorized access to CSULA information assets.

	
	 FORMCHECKBOX 
   C.  Inappropriate use of CSULA’s information systems, web site or network resources.

	
	 FORMCHECKBOX 
   D.  The attempted or successful unauthorized access, use, disclosure, modification or destruction of information or interference with system operations.

	
	 FORMCHECKBOX 
   E.  Copyright infringement.

	
	 FORMCHECKBOX 
   F.  Equipment loss or theft.

	
	 FORMCHECKBOX 
   G.  Other

	Severity of the incident:
	 FORMCHECKBOX 
   Critical – The incident has a catastrophic adverse effect on the University, poses a threat to human life or results in major damages, costs, fines or legal actions against the University.

	
	 FORMCHECKBOX 
   High – The incident has a serious adverse effect on the University or results in considerable damages, costs or fines against the University.

	
	 FORMCHECKBOX 
   Moderate – The incident has a serious effect on the University, requires extensive correction actions or repairs or results in limited damages or costs against the University.

	
	 FORMCHECKBOX 
   Low – The incident has limited adverse effect on the University, requires minor corrective actions or repairs or results in little damage to the University.

	Current status of the incident:
	     


B.  Incidents Involving Personally Identifiable and Confidential Information
Personal Information – California Civil Codes 1798.29 and 1798.82 mandate notification to all individuals whose personal information was accessed or is presumed to have been accessed by unauthorized individuals.  Personal information in this case is defined as a name in combination with a Social Security number, driver license number, California identification card, bank, credit card or debit card account number in combination with any required security code, access code or password that would permit access to an individual’s financial account, medical information and health insurance information.
Confidential Information – While not mandated by law, some forms of confidential information must be interpreted in combination with all information contained on the computer or electronic storage device to determine whether a violation has occurred and notification is necessary.  Examples of confidential information include financial records, student educational records, physical description, home address, home phone number, grades, ethnicity, gender, employment history, performance evaluations, disciplinary action plans, NCAA standings and the like. The determination to notify individuals will be made by the CSULA-CSIRT director.

If no personally identifiable information was involved, proceed to section C.
	Type of personally identifiable information:

Check all that apply
	 FORMCHECKBOX 
   Name

	
	 FORMCHECKBOX 
   Social Security number

	
	 FORMCHECKBOX 
   Driver license number

	
	 FORMCHECKBOX 
   California identification card

	
	 FORMCHECKBOX 
   Financial account number and access code

	
	 FORMCHECKBOX 
   Medical information

	
	 FORMCHECKBOX 
   Health insurance information

	Type of confidential information:

Check all that apply
	 FORMCHECKBOX 
   Financial records

	
	 FORMCHECKBOX 
   Student records

	
	 FORMCHECKBOX 
   Residential information

	
	 FORMCHECKBOX 
   Ethnicity

	
	 FORMCHECKBOX 
   Gender

	
	 FORMCHECKBOX 
   Employment records

	
	 FORMCHECKBOX 
   Performance evaluations

	
	 FORMCHECKBOX 
   Disciplinary action plans

	
	 FORMCHECKBOX 
    NCAA standings

	
	 FORMCHECKBOX 
   Other   Describe:       

	Is a privacy disclosure notice required?


	 FORMCHECKBOX 
   No

Why is notification not required?        

	
	 FORMCHECKBOX 
   Yes

Number of individuals affected.        
Date of the breach  or estimated date of breach or the date range within which the breach occurred.       
Date notification was approved for release.        
Individual(s) who approved the notification.        
Date notification was made.        
Notification method(s) (i.e., letter, web site, e-mail, major statewide media, California Office of Information Security).        
If more than 500 California residents notified, date electronic copy of notification was sent to Attorney General.       
Was the breach notification delayed at the request of law enforcement?   FORMCHECKBOX 
 Yes   FORMCHECKBOX 
  No

	Describe preparation for follow-up inquiries by affected individuals.
	     


C.  Contacts

List any other organizations, vendors or others contacted for assistance with the incident.
	Date
	Name/Organization
	Contact Information

	     
	     
	Phone:        
Cell:            
E-mail         

	     
	     
	Phone:        
Cell:            
E-mail         

	     
	     
	Phone:        
Cell:            
E-mail         

	     
	     
	Phone:        
Cell:            
E-mail         

	     
	     
	Phone:        
Cell:            
E-mail         

	     
	     
	Phone:        
Cell:            
E-mail         

	     
	     
	Phone:        
Cell:            
E-mail         

	     
	     
	Phone:        
Cell:            
E-mail         


D.  Corrective Actions Planned or Taken to Prevent Future Occurrences

	Action
	Date to be fully implemented

	     
	     

	     
	     

	     
	     

	     
	     

	     
	     

	     
	     

	     
	     

	Estimated cost of corrective actions.

This corrective action cost should be identified in ITS-2821 Information Security Incident Cost Estimate.
	     


E.  Action Log

Document all actions taken to remediate the problem and notify affected individuals, if applicable.  Attach any related documents or additional pages, if needed.

	Date
	Detailed Actions Taken

	     
	     

	     
	     

	     
	     

	     
	     

	     
	     

	     
	     

	     
	     

	     
	     

	     
	     

	     
	     

	     
	     

	     
	     

	     
	     

	     
	     

	     
	     

	     
	     

	     
	     

	     
	     

	     
	     

	     
	     

	     
	     

	     
	     

	     
	     


F.  Review, Approval and Signature

	
	
	

	Print Name
	
	Signature

	
	
	

	Print Title
	
	Date


The information contained in this document is confidential and should be maintained and safeguarded as Level 1 Confidential Data.
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