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Abstract

This paper provides a general overview of “electronic cash”. We begin with its definition, followed by a basic description of how it works. Then we discuss some of its inherit security flaws and possible mitigations. A complete protocol for the use of electronic cash is presented. After touching on a few implementation details, we end with a comparison analysis of electronic cash with other forms of payment.
Definition
As the name suggests, electronic cash is a form of electronic payment that attempts to mimic the properties of paper cash, namely:
· Unique – limited in quantity, impossible (or costly) to duplicate / counterfeit.

· Portable – easy to carry and transport.
· Recognizable – able to quickly verify authenticity and readily accept.
· Anonymous – no record of who spent or is spending the money.
· Untraceable – no record of where the money has been or was used for.
· Transferable – able to directly transfer ownership (without third party involvement).

· Divisible – able to divide large sum into smaller parts and use separately (make change).
In addition to the above features (most of which are unique to paper money or other hard currency), any electronic cash system must also inherit features of general electronic payment systems:
· Privacy – protection from eavesdropping.

· Identification – protection from impersonation.

· Integrity – protection from message tampering.

· Non-repudiation – protection from after-the-fact denial of transaction.

Non-electronic payment systems depend on physical security and transfer of tangible material to guarantee the above properties.

Basic Operational Model
At least three entities are involved in an electronic cash transaction:

Payer – let’s call her Alice.

Payee – let’s call her Bob.

Financial network – let’s call it the Bank.

It may not be apparent at first why the Bank must be involved, for in the real world, cash transaction only involves two parties. But remember that in real life, paper cash’s many properties are secured by its physical nature, such as uniqueness and transferability. Where as electronically, it makes no sense to talk about uniqueness of 1s and 0s per se. Furthermore, even in the real world, generally a third entity (e.g. the government) issues the currency and guarantees its uniqueness, and one often withdraws/deposits cash from/to a bank.
A typical transaction using electronic cash goes as follows:
Withdrawal:

1) Alice requests some form of “digital coin” from the Bank

2) Bank debits Alice’s account and sends coin to alice.

Payment:

3) Alice sends coin to Bob. (preserving anonymity)
Deposit:

4) Bob deposits the coin with the bank.

5) Bank credits Bob’s account.
Bob may choose to verify the validity of Alice’s coin with the Bank before sending his merchandise to Alice (similar to credit card transaction), or he may verify afterwards (similar to check payment at supermarket). Note that these are not exactly the same because electronic cash maintains anonymity, where as CC or check payments expose payer information, not to mention traceability and lack of transferability.

We call the first type on-line payment, where Bob combines payment transaction with verification and deposit. And we call the second type off-line payment, where verification and deposit are performed after-the-fact. Although both are valid forms of electronic cash transactions, the off-line case presents more of a challenge.
Mitigations

At its simplest form, we see three potential problems:

A. Forgery – creating fake coins that appear to be valid.

B. Traceability – the Bank knows which coin is issued to whom.

C. Multiple spending – using the same coin many times.

The first case can be mitigated by making sure the coins came from the Bank, such as using digital signatures to guarantee the coin’s identity and integrity. Anyone may verify a coin’s authenticity using the Bank’s public signature. This of course requires a public key infrastructure to be present and trusted by all.
The second case can be solved with a blind digital signature. Alice creates the coin instead of the Bank, “blinds” it by combining it with extra random information and sends it to the Bank. After the Bank signs the whole coin + extra info, Alice “unblinds” it to get the original signed coin back. (See Implementation Detail)

The last case can be mitigated by keeping a record of coins issued and deposited. The Bank can compare all coins that were deposited against coins that were issued, mark the ones that were already deposited. If transaction is on-line, then Bank can prevent multiple-use since the transaction has not yet been completed. If off-line, however, Bank can at best detect who the multiple-spender is and penalize the offender, discouraging further abuse from the culprit and others.
In order to preserve untraceability, we must make sure that the Bank is unable to find out who spent the coin if used only once, but if used twice or more, the Bank will have enough information to determine to whom the coin was initially issued. This may require corporation from all the payees. (See Implementation Detail)
Cryptographic Protocol
Withdrawal:

1. Alice creates an electronic coin, including identifying information. (C)
2. Alice blinds the coin. (B)
3. Alice sends the blinded coin to the Bank with a withdrawal request.

4. Bank verifies that the identifying information is present. (C)
5. Bank digitally signs the blinded coin. (A)
6. Bank sends the signed blinded coin to Alice and debits her account.

7. Alice unblinds the signed coin. (B)
Payment:

8. Alice gives Bob the coin.

9. Bob verifies the Bank's digital signature. (A)
10. Bob sends Alice a challenge. (C)
11. Alice sends Bob a response (revealing one piece of identifying info). (C)
12. Bob verifies the response. (C)
13. Bob gives Alice the merchandise.

Deposit:

14. Bob sends coin, challenge, and response to the Bank.

15. Bank verifies the Bank's digital signature. (A)
16. Bank verifies that coin has not already been spent. (C)
17. Bank enters coin, challenge, and response in spent-coin database. (C)
18. Bank credits Bob's account.

The letter in ( ) represent the problem that particular step is mitigating.

Transferability and Divisibility
The above protocol is not transferable. Bob’s only option is to deposit the coin or keep them. He may not give the coin to someone else or make a payment using them. In general, to achieve transferability, the coin must grow in size each time it is transferred, because we need to maintain the chain of payer/payee so that the Bank can detect multiple-spender at the very end. So there is an implementation limit to the maximum number of transfers. There is also a practical limit since the greater the number of allowed transfers, the longer the delay in detecting multiple spenders and harder it is to trace back, since the Bank requires the corporation of every payee along the way.
One method to achieve divisibility is to construct a binary tree, where the root node denotes the entire value of the coin, the two child nodes each denote half the value, and so on, until the terminal nodes each denoting the minimum divisible unit. To spend any arbitrary amount x, where (value of entire coin <= x <= minimum unit), one spends a combination of nodes that add up to the desired amount.

The spending rules are:
· Once a node is used, its descendant and ancestor nodes cannot be used.

· No node can be used more than once.

This ensures that no more than one node is used on any path from the root to a leaf. If any two node on the same path is spent (or if a node is spent twice), then there will be enough identifying information collected by the payee (and thus the Bank) to identify the multiple spender.

Implementation Details
Blind Signature:
Recall RSA algorithm: MED ≡ M (mod N), where N = pq, ED ≡ 1 (mod (p-1)(q-1)), E is the private (signature) key and D is the public (verification) key.
Alice blinds M by multiplying it with rD , where r is a large random number:






(rD ∙ M) mod N
The Bank signs it:





(rD ∙ M)E mod N = (rDE ∙ ME) mod N = (r ∙ ME) mod N
Alice unblinds by dividing by r:






C = ME mod N
Identifying Multiple Spender:

What we need is for Alice to create a set of identifying information, where any one piece of data by itself is useless, but when two or more are combined, it will trace the coin to her.

One way is the cut-and-choose method:

Alice creates K pairs of large numbers. Any one number serves little use, but if any pair is recovered, one can infer Alice’s identity from that pair. During the payment phase, Bob sends a challenge consisting of a series of K bits. Depending on if the bit is 0 or 1, Alice sends back the first or second number in each pair. 

If Alice spends the same coin twice, she will have to respond to another series of K bits. The probability of the second set of K bits being the exact duplicate of the first set is 2​-K. With K sufficiently large, it is almost certain that Alice will give out a pair of identifying information, where upon deposit with the Bank, Alice will be detected as a multiple-spender.
This method is simple, however, not very efficient since the 2K large numbers must be transmitted with the coin.

Another way is by using zero-knowledge proof:

First, Alice creates a key pair such that the secret key points to her identity. The Bank must verify that the secret key does indeed reveal Alice’s identity (even with blinding). Alice gives Bob the public key as part of the electronic coin. She then proves to Bob via a zero-knowledge proof that she possesses the corresponding secret key. If she responds to two distinct challenges, the identifying information can be put together to reveal the secret key and indirectly her identity.
Advantages and Disadvantages
Compared to popular forms of online payment nowadays, such as online credit card payment and EFT (Electronic Fund Transfer), electronic cash provides the advantage of anonymity and untraceability. Additionally, electronic cash may facilitate offline transaction without the involvement of a third party, where as credit card payment requires some form of verification.
It is worth pointing out that many current online payments systems such as PayPal, e-Gold, etc. are not true electronic cash systems. Rather, they are private cash systems. They are quasi-cash which provide the portability and transferability features of cash, but are neither anonymous nor untraceable. The money is never held by the payer or payee, but only transferred between accounts they own. No coin or token even leaves the private “banking” system unless the user makes explicit deposit or withdrawal requests and transfers the money to other bank accounts.

Compared to paper cash, electronic cash appears to be more portable. They seem equally difficult to counterfeit and trace. Paper cash is still more divisible (given the abundant supply) and transferable.

The highly anonymous and untraceable nature of cash itself, plus the extreme portability of electronic cash opens the door to criminal activities such money laundering and tax evasion. Law enforcement agencies must either use some kind of backdoor or strictly controlled tracing mechanism to fight such crimes. The untraceable property of cash is therefore at odds with law enforcement. (The same is true for paper cash.)

In offline form, electronic cash is also susceptible to the issue of multiple spending. Detecting the culprit after-the-fact may discourage would-be offenders, but it does not help if the amount lost is huge, or if someone is willing to disappear after the first offense. This is analogous to writing bad checks or maxing out credit cards and skipping country. The typical defense is generally limiting the amount acceptable in a transaction to limit potential loss in case the payment is bad. For larger transaction, it is generally the case that some more identifying information is needed (checking for ID) or formal escrow process is used (e.g. cashier’s check).
The most serious risk surrounding electronic cash is the underlying cryptographic system, or the public key infrastructure and trust authority the protocol relies on. If any of these are compromised, such as Bank’s signature keys are stolen, broken or lost, the entire system would suffer. Users suddenly find themselves unable to use the “cash” on hand. Lastly, due to the anonymous nature of coin signing, it will be impossible to identify who forged the coins or even which coins were the invalid ones.
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