Software Copyright

1. Under software copyright law, list 2 things it is illegal to do.
steal software,use illegally copied software/manuals, run purchased software on more machines than the license allows. transmit copied software over a telecommunications line, run copied (pirated) software, copy software without the permission of the rightful owner.

2. What is the law that covers software copyright?
The Intellectual Property Ordinance.

3. List 3 types of software licence.
single user, multiple users ,site license and network license.
4. Explain the difference between a single licence and a multiple licence.
single licence can only be used on one computer.
multiple licence can be used on a specified number of computers.

5. What is a site licence?
It lets you install the software onto an unlimited number of computers, as long as they are on one distinct site.
6. List 3 examples of 'software piracy'.
2 employees installing the same program on their computers when the license agreement permits only one.
An IT training instructor buys one copy of a software which is licensed for use in one computer only. But he installs this software in all the computers in the computer laboratory.
An IT manager of a trading company buys one copy of an accounting software which is licenced for use in one computer only. But he asks his subordinate to install it in a LAN server for shared use by all the employees in the accounting department.
transmit pirated software on the Internet 
buys a single CD , converts them to MP3 and posts them on the internet.
7. Why does software piracy cause software developers to lose out?
Reduce profits, stop new software being developed.
8. Why do you think people copy software?
can not afford to buy copyrighted software.
reduce their expense.
sell for money and make profits.

9. What is the maximum prison sentence for copying software?


http://www.info.gov.hk/gia/general/200004/13/0412283.htm

http://solicitor.com.hk/viewpoint/view11b.html

http://www.info.gov.hk/gia/general/200004/05/0405223.htm

4 years prisons

Viruses

10. What is a virus (list 3 things)?
A computer program written by malicious individuals and self-replicate without the knowledge of the user.

Macro viruses-If a user accesses a document containing a viral macro and unwittingly executes this macro virus, it can then copy itself into that application's startup files. The computer is now infected-the virus resides on it.

Boot sector viruses-infects computers by modifying the contents of the boot sector program.

Parasitic viruses attach themselves to programs, also known as executables.

CIH virus attempts to overwrite the Flash BIOS, which can cause irreparable damage to certain machines

WM97/Class-D virus, which repeatedly displays messages such as "I think 'username' is a big stupid jerk"

ILOVEYOU virus arrives as e-mail with the subject line "I Love You" and an attachment named "Love-Letter-For-You.txt.vbs." Opening the attachment infects your computer. The infection first scans your PC's memory for passwords, which are sent back to the virus's creator (a Web site in the Philippines which has since been shut down). The infection then replicates itself to everyone in your Outlook address book.

"Melissa" virus is MS Word-based macro that replicates itself through e-mail, emerged  from nowhere to overwhelm commercial, government and military . 

The Michelangelo Virus infects files on March 6th, which was Michelangelo's birthday. On that day, if it is not stopped, it deletes the files on the hard disc.

The Cascade Virus. has particular dates when it becomes active, causing all characters on the screen to fall in a jumbled mass to the bottom of the screen.

11. Why is it illegal to knowingly spread a virus?
It will take up hard disk space, CPU time, crash memory.
It will erase file and corrupt data, format hard disk, overwrite flashBIOs
bring network to a standstill
allow remote access to a hacker

12. List 3 ways that viruses are generally spread.
through an infected floppy disk loaded into your computer.
through attachment to e-mail, executable programs and downloaded freeware/shareware from Internet
through hidden macros in spreadsheet or word documents.
through sharing infected files over network.

13. List 5 methods of reducing the risk of viruses.
use a commercial anti-virus software to scan your system daily
keep your anti-virus programme up-to-date and up-and-running at all times
do not allow people to use floppy disks on your system
using special filtering software to prevent downloads of computer programs
scan all incoming e-mails
not open suspicious emails or attachments from strangers.
write-protecting disks, so nothing can be copied onto them
avoid software from unreliable sources (shareware)
back up data regularly
disable applications such as Java, JavaScript, and ActiveX on your web browser and email program. Attachments can also be transferred to your system via a web site with a script attached.
Turn off your computer or disconnect it from the network when not in use

14. What does anti-virus software do?
Scan files from disk for virus and remove virus.
Keep an eye for spyware or unwanted adware on Internet and remove them
Prevents spyware programs from hijacking your home page and redirecting you to their download sites
Automatically downloads updates of viruses to protect against new emerging viruses. 
Automatically scans incoming instant message attachments for threats.
Checks incoming and outgoing email attachments for viruses.
Checks compressed file archives for viruses.
Keeps dangerous Internet worms out, blocking them before they infect your system.
Automatically scans for viruses upon downloading updates
Uses smart technology to detect emergent worms and other new threats without waiting for updates
Disinfects your system prior to installation, starting you off with a clean, virus-free computer.

15. Why is it important to keep anti-virus software up-to-date?


New computer viruses are found everyday, causing damages, threats and at least inconvenience to all computer users. The most 
effective way to prevent virus infection is to keep your anti-virus software up-to-date and up and running at all times.

Hacking

16. What is hacking?
unauthorised entry/access to computer systems.

17. List what might a hacker do when they access a computer system.
steal credit card details to make fraudulent purchases
modify data or install a system which does not allow other data from other users to be installed
destroying or altering outputs such as print-outs or summaries so that any fraud continues to remain unnoticed
steal commercially valuable data or to damage or delete the data, blackmail the company
alter files in order to transfer cash or to amend an individual's personal record
use patching programs which trigger a sub-routine to channel funds into a bogus account


18. If you were able to hack into your bank account without getting into trouble, what might you want to do to it?
 have the right to modify, add or delete transaction records. 

e.g.increase the saving balance by  certain amount,immediately withdraw that amount.
Decrease the loan interest rate and amount of the mortgage loan from the bank.
decrease the credit card loan amount.
waive the bank service fee charged.
 
19. Describe 2 ways that a hacker can gain unauthorised access to a computer.
Unauthorized use of others password and access user’s information without permission.
 obtain the access control list
steal IP address and monitor activities of a computer by using IP tracing program 
tap into communication line and steal the data without interrupting the sending and receiving of data.

20. What is encryption?
The translation of data into a secret code. Encryption is the most effective way to achieve data security. To read an encrypted file, you must have access to a secret key or password that enables you to decrypt it. 


21. List 4 things that an organisation should do to protect its computer system from hackers.
Firewall to block access from outside.
Level of security and access control
Passwords
call-back procedures
Access to rooms by swipe cards / fingerprint scan / retina scan
Alarm systems
install anti-spyware applications.

22. What is the law that governs unauthorised access to computer systems? 'The Computer Misuse Act'

23. What are the 3 main terms of this act?
www.comp.hkbu.edu.hk/~comp3430/lec_note/computer-crime.ppt
Unauthorized Access with Criminal Damage/False Accounting ,with Criminal or Dishonest Intent, with a custodial term not less than that for theft , with Burglary, with making False Entry in Bank Book
a custodial term 
Maximum penalty $20,000
5 to 10 years imprisonment





































































