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Section 13775


CCTV Digital Video Recorder and Transmission System

PART 1
GENERAL

1.01
Introduction

A. Contractor’s Responsibility

Unless otherwise provided in the Drawings and Specifications, the Contractor shall provide and pay for all labor, materials, equipment, tools, utilities, construction equipment and machinery, transportation and other facilities and services necessary for the proper execution, operation and completion of the Work.

B. Specification Language

Specifications and notes are written in imperative and abbreviated form. Imperative language of the technical specifications is directed at the Contractor, unless specifically noted otherwise. Incomplete sentences shall be completed by inserting “shall”, “shall be”, “the Contractor shall”, and similar mandatory phrases by inference. The words “shall be” shall be supplied by inference where a colon (:) is used within product specifications.

C. Drawings and Specifications

Contractor shall be provided three (3) sets of the Drawings and Specifications for his use. Additional sets, if requested by Contractor, shall be furnished to the Contractor for the actual cost of reproduction.

Contractor shall carefully study the Drawings and Specifications, and shall at once report any error, unforeseen circumstances, inconsistency or omission he may discover.

The [Client] Project Manager shall be the interpreter of the requirements of the Drawings and Specifications, subject to the final approval of [Client].  All interpretations and opinions of the Security Consultant shall be made in writing or in the form of drawings.

D. Intent and Correlation

The intent of the Project Drawings and Specifications is to include all items necessary for the proper execution and completion of the Work.

The Project Drawings and Specifications are complementary, and what is required by any one shall be as binding as if required by both.

1.02
References

NFPA 70 - National Electrical Code - current version during Notice to Proceed.

1.03
Definitions

E. Exceptions

Words that are in common use are used throughout the Drawings and Specifications, except words that have well-known technical or trade meanings, which are used in accordance with such recognized meanings.

F. Meanings

Whenever the following listed words and phrases are used, they shall be mutually understood to have the following respective meanings:

1. The words “as indicated.” means:  as shown on the Drawings, and in accordance with the Specifications.

2. The words “as required.” means:  as required to provide a complete and satisfactory Work in full conformance with the Drawings and Specifications.

3. The word “New” means:  new Work to be provided by Contractor.

4. The word “Provide” means:  furnish, install, connect, test and make ready for use.

5. The words “Relocate Existing” means:  remove existing item from present location.  Reinstall, re-connect, and test existing item and make ready for use at new location as shown on the Drawings.

6. The words “Remove Existing” means:  remove existing item and return item to [Client].

7. The word “Replace” means:  remove existing item and return item to [Client].  Provide new item as indicated.

8. The word “Work”:  The Work is the completed construction required by the Drawings and Specifications, and includes all labor necessary to produce such construction, and all materials and equipment incorporated or to be incorporated in such construction.

9. The word “Furnish” means:  supply item as specified.  Item to be installed by others.

1.04 Design Requirements – CONTRACTOR DESIGN

G. Project Drawings

The Project Drawings represent the level of system design to be provided by [Client].  Contractor shall provide all additional system design work required, including:

10. Conduit layout and sizing.

11. Wire and cable layout and sizing.

12. Point-to-point wiring and equipment hook-up information.

13. Equipment mounting details.

14. Design of equipment cabinets.

15. Other detailed design work required.

H. Codes and Ordinances

Contractor’s design shall conform to all applicable codes and ordinances.  All electrical design, including the sizing and placement of conduit, raceways and conductors, shall be in accordance with NFPA 70: National Electrical Code unless local codes establish more stringent requirements.

I. Project Management

Contractor’s design work is subject to review and approval by [Client]’s Project Manager.

J. Miscellaneous

16. Contractor shall provide all wire, cable, conduit, connectors and junction boxes required for system operation. 

17. Contractor shall provide complete testing of all wiring and cables prior to connecting to any equipment or power.

18. Contractor shall provide complete “as-built” documentation of all security systems, including documentation of existing equipment, wiring, conduits, and raceways.

19. Contractor shall perform other Work as defined within the Project Drawings and Specifications.

1.05 System Description

K. DVR Unit Characteristics

The DVR unit shall have the following characteristics:

20. The system shall be a networked device purpose built exclusively for the capture and processing of digital video and supporting audio, alarm, storage and other services.  The system shall not be based on generic industry PC components and architectures.

21. The DVR platform shall use a docking station architecture, marrying a removable 2U-high DVR chassis (containing all system and video processing and storage components) with a fixed housing capable of mounting in a standard 19” equipment rack and accepting all power, camera, network and other wiring connections.  The system shall employ an easy-to-use, configurable method (e.g., dip switches) for establishing and maintaining an intelligent I.D. association between this fixed docking station and the removable DVR chassis.

22. The DVR shall employ a common software interface regardless of the model selected.  This will yield consistent user training materials, documentation and system interaction.

L. DVR Unit Configuration

The DVR unit shall be available in the following configuration:

23. 16 BNC video inputs (with loop-through capability) able to accept NTSC or PAL composite signals, and 1 NTSC or PAL composite output for video monitoring

24. 60, 120 or 240 frame-per-second (FPS) aggregate video capture, based on viewing requirements and model unit selected [Note: select only the unit necessary for the project]
25. Up to 12 bi-directional, half-duplex audio input/outputs, optionally deployed

26. Up to 16 alarm inputs and 4 switch outputs, optionally deployed

27. 4 RS-232 ports, 2 RS-485 ports (optionally deployed) for integrating banking ATM transaction or retail POS transaction capture information and PTZ camera controllers, and 1 USB data port (standard) for connecting USB modems or CD burners 

28. 1 RJ-45 10/100BaseT Ethernet network connection for LAN-based system access and management

29. Up to 4 internal, high-capacity, EIDE hard disk drives, at a minimum of 250 GB each, and mounted for easy servicing

30. SCSI interface (optionally deployed) for integrating extensive external RAID storage

31. 1 internal back-up battery for filtering out power fluctuations

32. 2U-high docking-station chassis for simple mounting and servicing in a standard 19” equipment rack

M. Configuration and Viewing Applications

The configuration and viewing applications shall be Windows® 95/98/NT/ME/2000/XP PC compatible. Each application shall be installed from a CD using an automatic installation program. All applications shall have similar interfaces in order to reduce learning time, and shall operate consistently across all members of the DVR product family.

N. Concept of Operation 

The DVR unit shall capture, digitize and compress video (using industry-standard video compression technology) and, if desired, accompanying audio signals on all enabled inputs. Once compressed, the unit shall either distribute the compressed data to any number of viewers requesting the data over the units internal, wide area and/or wireless network connection, and using Windows-based client software.  In parallel, the unit shall also store all compressed data to the available internal hard disk drive(s). The unit shall manage its own hard-drive space using a FIFO (first in, first out) mechanism, deleting the oldest stored video to make room for the newest video.  Alternately, the option for video to also be ‘check-pointed’ by users to protect it from being overwritten shall be made available with a simple system upgrade, or as part of a standard future release.  Selected video data shall be available for export by users through a USB-connected media storage device (e.g., CD Burner) for evidentiary purposes, including a security (authentication) seal and an auto-run video ‘Player’.

The unit shall simultaneously handle recording, retrieving, and live distribution of video and audio. The unit shall be capable of operating in continuous record mode, event driven record mode, scheduled record mode or motion detection record mode.  The unit must be capable of independent operation with network access and control, centralized management in conjunction with a number of other DVR units, or operation under the control of a centralized, enterprise-level suite of multiple-system management software.

O. System Security

33. The unit shall be able to mount on a desktop, wall, or particularly, inside a 19” equipment rack with a secure docking station, and have a removable but secured top cover such that the unit cannot be easily powered down or have the disk drive(s) accessed inappropriately

34. Each DVR shall be deployed almost exclusively ‘behind’ an existing network security firewall, benefiting from that equipments default virus protection software and its encryption options to prevent hacker attacks.

35. Each DVR shall use an embedded (in flash memory) Linux operating system, which is inherently more robust in architecture and less susceptible to virus and other “hacker” attacks than other operating systems.  Each DVR shall minimize the number of access points for hackers to try and gain access to the unit or by which a virus may attack the unit. Communications with the DVR shall be very restricted, with most external ports being blocked and no way made available to open them.

36. The DVR unit shall not share any known or unknown vulnerabilities associated with popular PC or computer operating systems.  It shall achieve a C2 level of security.  All TCP and UDP ports not required for use will be blocked thus ensuring that points of network attack will be minimized.

37. The DVR unit shall operate without the requirement for a keyboard, monitor or mouse - also known as ‘headless’ operation – instead being controlled across the network from authorized client PCs.  As a result, no tampering shall be possible at the unit itself.

38. All video shall be captured and transmitted to the DVR over coaxial cables, directly connected to the rear of the units.  No interception of these video streams shall be possible without physically tapping into the specific cable inside the customer premises.

39. The DVR unit shall allow for the use of password authentication to prevent unauthorized access to the DVR. When password authentication is enabled, the DVR unit shall allow for a unique password. Two levels of authentication shall be supported (user and administrator). 

40. The DVR shall ensure video data packets are encrypted for network transmission using SSL technology, as part of a simple system upgrade or as part of a standard future release.  The questionable sensitivity of video data, and of real motive for ‘sniffing’ or other network attack notwithstanding, copies of licensed DVR Management software and approved access levels shall be required as the most likely method to perform a successful attack, and the user restrictions inherent in these Tools shall provide default levels of security.  Beyond this, quite significant skill shall be required to both access a DVR network, and then capture and reconstruct the video packets.

41. The system shall provide the ability to limit operator access to DVR resources through settings defined in a DVR Listings File.  This file, which is required by the DVR Viewer, shall define which DVR units and audio/video sources that operator has access to. The local or centralized system administrator shall control the creation and distribution of these files.

42. The local or centralized system administrator shall be able to access all DVR units that are visible on the network.  Each individual DVR unit shall keep a log of any user access to the unit. The log shall be retrievable remotely by an administrator, but no user will be able to remove entries from the log. The log shall be maintained automatically by removing entries that are six months old. It shall be an option to copy and save the report to a text-formatted file for import into a third party application. It shall be an option to print the report.  These capabilities shall be scalable such that they will work seamlessly under the control of a centralized, enterprise-level suite of multiple-system management software.

43. Remote system access shall be made available via traditional VPN connection, with existing encryption and other access security measures being applied to these communication sessions.

System Management 

All DVR units shall be capable of being managed locally or centrally over a TCP/IP LAN or WAN network, using individual system or enterprise-level management utilities.   All systems shall be capable of being managed by a set of consistent user interface applications which operate consistently across all members of the DVR product family.  The enterprise-level management application shall be capable of managing system programming, health and users, of upgrading the software on a DVR unit, synchronizing the time on a DVR unit, remotely managing a DVR unit, and more.

Reports on systems use, problems, and alarms shall be capable of being printed. Reports shall also be capable of being copied or saved for importing into third party applications. 

P. Automated Configuration

As DVR units are added to the network, the DVR management application shall automatically detect their presence on the network to support rapid configuration and administration.

Q. Reliability

44. The DVR shall use an embedded (in flash memory) Linux operating system, which is inherently more robust in architecture and reliability than other operating systems.

45. No DVR operating software shall reside on the DVR hard-drives, eliminating hard-drive failure as a reliability issue and allowing the unit to operate without any hard-drives present (e.g., in a video streaming application).

46. The DVR unit shall contain hardware and software watchdog circuitry that maximize fault-free operation. The central management application shall report all problems detected by any DVR units on the network. The DVR configuration software shall continuously supervise the health of both the unit and the network, including dial-up extensions. The management utility shall periodically connect to all dial-up connected DVR units in order to ascertain the health of both the unit and the line/modem on which the unit is connected.  An option to ‘connect on demand’ shall also be provided to support low-activity DVR deployments.

47. The DVR shall use SMART disk technology to provide real-time monitoring of all internal hard-disks, including diagnostics and health reporting, to provide further system reliability.  The unit shall offer internal disk mirroring in a multi-drive configuration to further protect stored data.

48. The administrator shall control the level of problem reporting (from strict to relaxed thresholds) in order to ensure the reliability of the DVR and the equipment connected to the DVR unit, but also to manage the amount of communications consumed by this activity. The administrator shall be able to have notification of problems e-mailed to specific users.

49. The DVR unit shall be capable of fan-less operation, reducing the need for maintenance.  Where environmental considerations dictate, and optional fan kit shall also be available to increase internal unit cooling.

R. Alarm Cut Detection

The DVR unit shall constantly monitor all enabled alarm inputs for cuts or breaks in the wire and provide notification on detection.

Video Capture

50. The video compression protocol used by the DVR unit shall be H.263, which uses an inter-frame mechanism to assist in achieving the optimum compression.  Optionally, ISO-compliant MPEG-4 video compression shall also be supported on the DVR unit.

51. The DVR shall have an aggregate capture rate of 60, 120 or 240 fps (NTSC) or 50, 100 or 200 fps (PAL) across its 16 inputs, depending on the model selected.  [Note: select only the unit necessary for the project.]  On all units, five (5) levels of compressed video quality shall be supported to balance desired video clarity against available hard drive storage. 

52. Video capture rates shall be allocated in a flexible manner per camera, based on the number of inputs being configured.  Frame rates can be set anywhere from less than one fps up to 30 fps per camera input, respecting the aggregate system rate available.  The frame-rate combinations shown in the following table shall be available on the 120 fps (NTSC) model.  Performance on the 60 and 240 fps units shall be proportionally lesser or greater.  The following combinations shall still be variable within the 120 fps limits:

	Camera
	Max. FPS
	Max. FPS
	Max. FPS
	Max. FPS
	Max. FPS
	Max. FPS
	Max. FPS
	Max. FPS
	Max. FPS
	Max. FPS
	Max. FPS
	Max. FPS
	Max. FPS
	Max. FPS
	Max. FPS
	Max. FPS

	1
	30
	30
	30
	30
	30
	30
	30
	15
	15
	15
	15
	15
	15
	15
	15
	7.5

	2
	X
	30
	30
	30
	30
	30
	15
	15
	15
	15
	15
	15
	15
	15
	7.5
	7.5

	3
	X
	X
	30
	30
	30
	15
	15
	15
	15
	15
	15
	15
	15
	7.5
	7.5
	7.5

	4
	X
	X
	X
	30
	15
	15
	15
	15
	15
	15
	15
	15
	7.5
	7.5
	7.5
	7.5

	5
	X
	X
	X
	X
	15
	15
	15
	15
	15
	15
	15
	7.5
	7.5
	7.5
	7.5
	7.5

	6
	X
	X
	X
	X
	X
	15
	15
	15
	15
	15
	7.5
	7.5
	7.5
	7.5
	7.5
	7.5

	7
	X
	X
	X
	X
	X
	X
	15
	15
	15
	7.5
	7.5
	7.5
	7.5
	7.5
	7.5
	7.5

	8
	X
	X
	X
	X
	X
	X
	X
	15
	7.5
	7.5
	7.5
	7.5
	7.5
	7.5
	7.5
	7.5

	9
	X
	X
	X
	X
	X
	X
	X
	X
	7.5
	7.5
	7.5
	7.5
	7.5
	7.5
	7.5
	7.5

	10
	X
	X
	X
	X
	X
	X
	X
	X
	X
	7.5
	7.5
	7.5
	7.5
	7.5
	7.5
	7.5

	11
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	7.5
	7.5
	7.5
	7.5
	7.5
	7.5

	12
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	7.5
	7.5
	7.5
	7.5
	7.5

	13
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	7.5
	7.5
	7.5
	7.5

	14
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	7.5
	7.5
	7.5

	15
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	7.5
	7.5

	16
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	7.5


53. Per-camera video capture rates shall have the option of being increased (to the maximum available based on system capability) on alarm or event triggering (i.e., detection of motion, activation of a panic alarm button, etc.).

54. The DVR shall be capable of capturing and distributing video at high frame rates while storing at a lower frame rate or vice versa.  Display resolutions shall be: NTSC - QCIF (176 x 120 pixels), CIF (352 x 240 pixels), and 4CIF (704 x 480 pixels); PAL – QCIF (176 x 144), CIF (352 x 288), and 4CIF (704 x 576).

Video Loss Detection

The DVR unit shall constantly supervise all enabled video inputs for a synchronization signal and, if enabled, notify the administrator of signal loss.

S. Video Output

The DVR unit shall have looping video inputs plus a single video output which is capable of displaying video from selected camera inputs in a multi-window display application, with a programmable dwell sequence being available for each display. This sequence shall be interruptible in order to display specific video related to an event (i.e., alarm trigger) on the DVR unit, and shall return to the preset sequence once that event has completed. 

T. Audio Capture

55. The DVR shall provide the option to record up to 12 channels of audio data synchronized with video data.  Audio recording shall be 2-way, half-duplex communication.  The audio compression protocol used shall be ADPCM compression, and the DVR shall capture the audio source using a single input/output audio port.  Four levels of Audio compression (quality) shall be supported.

56. Where audio recording is to accompany video capture, the video and audio shall be synchronized to within one second for both live viewing and playback.

U. Storage

57. Each DVR shall support either 0 (for video streaming applications) through to 4 internal hard disk drives to provide high-capacity video storage, with the drives having a capacity of 250 GBytes each or larger.  No system (DVR) software shall reside on these hard drives, thereby avoiding any reduction in video storage capacity.

58. The DVR unit shall contain no removable media for off-line storage. All storage shall be on-line for as long a period as possible based on the configuration that has been selected. Configurable parameters for altering storage duration shall include:

· Display size (QCIF, CIF, 4CIF)

· Frame rate

· Video quality settings (most detailed, more detailed, medium, more compressed, most compressed)

· Recording period (event driven, scheduled or motion detected)

59. All video shall be stored at the DVR unit (or optionally, on externally attached (SCSI) RAID storage devices) and only be delivered over the network when either the recorded video is searched and retrieved or if live video is requested. 

V. Recorded Information

The information recorded on the DVR unit shall consist of the following data:

60. Compressed video

61. Compressed audio

62. Time stamp consisting of date and time with millisecond resolution

63. Associated event information

64. Associated transaction information

W. Recorded Format

Compressed video from all cameras shall be stored in such a way that it is independently retrievable. Compressed audio shall be stored in such a way that it is independently retrievable or can be associated with any video input. When a video recording with associated audio is retrieved, the audio shall be retrieved automatically (synchronized) along with the video. The operator shall be able to retrieve a video clip from the DVR unit at any file size up to a maximum of 2.0 GB.

X. Continuous Recording

The DVR unit shall be capable of recording continuously on each video and its audio input. The capacity for recording shall not exceed 40 GBytes when recording continuously for 7 days on 4 cameras at 15 fps, with a “More Compressed” setting and moderate to low motion.

Y. On-Event Recording

65. The DVR unit shall be capable of recording any video (and associated audio if desired) input in response to an external alarm. The recording period shall be of any duration from 30 seconds to seven days. The recording shall optionally include a user-configurable duration of video and audio captured (cached) immediately prior to the event. There shall be no hard association of an external alarm to a camera or audio source. Any alarm can cause an action to record on any or all cameras and the audio input. 

66. Optionally, any given camera shall be programmable to record at up to the maximum capture rate (fps) available from the system in response to an alarm. 

67. Events that trigger recording shall include:

· Any external closed current loop device connected to the DVR unit (door sensor, motion sensor, etc.)

· Motion in the video image (in the image overall, or in individual and configurable ‘masked’ areas of the image, with configurable sensitivity settings)

· Receipt of ATM banking transaction data

· Receipt of Point-of-Sale (POS) retail transaction data

68. Recording on video motion detection shall be tunable using full screen sensitivity setting to simplify configuration or using a user definable grid for area of interest. In order to reduce the frequency of motion alarms, the detection of next occurrence of motion can be delayed until there is a period of inactivity in the image. Detection of video motion shall be capable of being enabled during specific periods of the day according to a pre-determined schedule. 

Z. Scheduled Recording

The DVR unit shall be capable of executing any number of internal recording schedules defined by the administrator. Schedules shall be remotely configurable and control the following actions:

69. Recording (any combination of cameras for any duration from 30 seconds to 7 days)

70. Monitoring of external alarms (during specified periods)

71. Monitoring of motion alarms (during specified periods)

72. Access to live video/audio (during specified periods)

73. Assertion of a switch (for a specified period)

74. Moving of a PTZ unit to a predefined position

75. Displaying of a specific camera on the spot monitor

AA. Time Synchronization

The DVR unit shall allow for clock synchronization to occur manually or from a central location through a network time protocol (NTP) server.  The DVR unit shall also be capable of automatically adjusting the clock to Daylight Saving Time, and adjusting for deployment in varying time zones.

AB. Live Video/Audio Viewing

The DVR viewing application shall be capable of displaying up to 16 video windows simultaneously with video from up to 16 cameras from the same DVR unit through to 1 camera from 16 different DVR units. Live video windows shall be able to co-exist with playback windows on the same screen from within the same application. As new video windows are displayed, the existing windows shall auto-format to allow for the new window. Each video/audio window shall have independent control and all windows shall be capable of being linked together and controlled simultaneously. Each video/audio window shall be capable of performing an instant replay of selected duration by simply using a slider control to move back in time. If audio is associated with the selected window there shall be a set of controls to adjust the volume or mute the audio. 

AC. Video Zoom/Full Screen Display

The currently selected video window shall support digital zooming of 50 percent to 200 percent using pre-defined buttons. As well, wire frame selection of area to zoom shall also be supported with the ability to pan to areas of interest that are outside of the displayed window frame. The displayed video shall have an option to adjust to the size of the window frame. Multiple windows shall be capable of having the zoom and fit-to-screen operations applied simultaneously. Any single video window shall be capable of being displayed in full screen mode with no window frame (audio will continue to be heard in this mode). 

AD. PTZ control

76. The DVR unit shall allow for connection to PTZ cameras through the RS-232 or RS-485 ports optionally added to the unit, and up to 8 PTZ cameras may be ‘daisy-chained’ on a single port. Control of these cameras shall be possible on the operator side through a physical connection to a PTZ controller (keypad/joystick) or through on-screen software controls. On-screen software controls shall allow for selection of PTZ camera to control, direction of camera movement, zoom, focus and configuration of camera preset locations.

77. At a minimum, the following PTZ camera protocols shall be supported on the DVR:

· Kalatel® KTD-312

· Panasonic® WV-CS850

· Pelco® D

· Pelco® P

· Phillips® TC700/TC8560

· RVision®

· Sony® UniDome UNI-TR1

· Ultrak® KD-6

Video Image Settings

The video window shall support image controls for brightness, contrast, saturation and hue levels to customize the appearance of video in the active display window.  Recorded video is in no way altered by these controls, however, printed or saved still images can be image enhanced.

AE. Dataports

78. The DVR unit, in conjunction with a DVR viewer PC, shall be capable of providing 2 optional channels for RS-485 data to be passed from the COM port of the viewer PC to the Dataports of the DVR unit. Any DVR viewer with a compatible device connected to its COM port shall be capable of connecting to the corresponding device on the DVR unit. Devices will typically include PTZ cameras and multiplexers.

79. The DVR unit shall be able to capture and store banking ATM or retail Point-of-Sale (POS) transaction information using one of the 4 optional RS-232 data ports available on the unit.  The text information captured from a transaction system shall not overlay or obstruct the video in any way, but shall be synchronized with that video, and shall serve as a trigger to capture recorded video of preset duration (including pre-transaction video).

AF. Switch Control

The DVR viewer shall be able to manually control devices connected to the switch output of the DVR unit by activating one either normally open (NO) or normally closed (NC) contact. The switch shall automatically reset after a configurable period of time. The switch shall also be set in response to an external event occurring or as a scheduled operation.

AG. Alarm Notification

The DVR unit shall distribute notification of alarms to clients who have requested notification. All video associated with the alarm shall be automatically displayed on receipt of an alarm. Audible and visual alarm cues shall also be optionally configurable. An operator shall be able to have notification of alarms e-mailed to specific users.

AH. Time Zones

The DVR unit shall be capable of operating in a different time zone than a viewing application. The operator shall be able to work in either the time zone of their PC or the time zone of the DVR when searching for video. 

AI. Search of Alarms

80. Video recorded on alarms shall be searchable by selecting the alarm of interest and entering a specific point in time and period of interest. Each type of alarm shall have a unique icon to represent it in the list. An operator shall be able to narrow down the search without having to re-enter all the parameters. All alarm-associated recordings (i.e. all cameras) shall be retrieved and displayed by selecting a specific entry from the alarm search results. The duration of retrieved video surrounding the alarm point shall be configurable by each user.

81. Video motion alarms shall be handled in the same way as other physical alarms.  A mask shall be able to be applied to a search for video motion such that motion is detected only in the areas of interest.

82. Transaction events captured from an ATM bank machine interface shall be handled in the same way as other physical alarms, in that they shall be searchable. The search fields for ATM transaction alarms will be:

· Transaction type

· Transaction number

· Transaction amount 

· Card number

· Time/date stamp

· Other custom field

83. Transaction events captured from a Point-of-Sale (POS) retail interface shall be handled in the same way as other physical alarms, in that they shall be searchable. The search fields for POS transaction alarms will be:

· Transaction type

· Transaction number

· Transaction amount

· Card number

· Time/date stamp

· Other custom field

84. 
A range will be used when searching on either transaction amounts (e.g., from $1000.00 to $5000.00, or from $0.00 to $100.00, with a maximum of $1,000,000.00).

AJ. Search and Retrieval of Recordings

85. Searching and retrieving video and audio from the DVR unit shall be done as a single operation (i.e. if the audio is associated with the video, it will be retrieved as well).

86. The search function shall allow multiple cameras, multiple DVRs, or multiple DVR locations to be specified and searched simultaneously.

87. Recorded video shall be searchable by:

· Selecting the camera of interest and entering a specific point in time (with time zone reference)

· Selecting an alarm and using the specific point in time of the alarm to locate the associated video

· Using the ‘activity scan’ feature to search based on motion detection

· Specifying ATM or POS transaction data as mentioned above

88. The search function shall allow any duration of video to be retrieved (to a maximum file size of 2.0 GB).

AK. Playback Viewing

The retrieved video shall be displayed automatically in a window. The playback windows shall be capable of being displayed along side the live video windows. If audio is associated with the video that is retrieved, it shall be automatically played when the video is played. A date/time stamp shall appear with the video being displayed and shall be updated for each frame that is displayed.

Playback Controls

89. When a playback window is selected, the following controls shall be made available to control the playback of the video:

· Play – forward and reverse

· Pause

· Single frame – forward and reverse.

90. In addition, the play speed shall be capable of being changed to 2x, 4x, 8x, and 16x normal speed.  The recorded video shall also be capable of being quickly navigated using a shuttle search (slide bar).  Video frames shall be displayed while the slide bar is being moved to assist in finding the frame of interest.  The video shall be capable of being viewed in a continuous playback loop. 

AL. Time Ruler

For navigation through a video clip, the operator shall be able to use a slide bar. The video image shall update while the slide bar is being moved. To change the time resolution for more accurate navigation, the time ruler shall be capable of being zoomed in or out.

AM. Event Markers

The playback controls shall present event markers on the slide bar. Selecting an event marker shall display the information about the event. Double-clicking an event marker shall position the video and audio at the time of the selected event. The user shall be able to display any or all of the events that might be associated with the video clip being viewed.

AN. Video Images - Copy, Save and Print

An image from a live or playback video window shall be capable of being manipulated as follows:

91. The image shall be capable of being copied to the PC ‘clipboard’ and then pasted into any third party application that will accept data from that clipboard.  These applications include image enhancement, email, or word processing. Image coping options shall include specifying standard JPEG or .BMP file formats for the image.  The copied information shall include both video and associated detail data (location, camera, time, date, and event information).

92. The resulting images shall then be able to be saved to the local PC or other network storage location, retaining their JPEG or .BMP file formats and their associated detail data.

93. The images shall also be capable of being printed to any network-connected printer. The printed image shall have the associated detail data (location, camera, time, and date) printed on the same page.

AO. Video Clips – Security Sealed

A video clip from a live or playback video window shall be capable of being manipulated as follows:

94. The video clip shall be capable of being saved to the local PC or other network storage location in an industry-standard .AVI read-only file format.  The captured information shall include the video clip itself, any audio data if recorded, and associated location, camera, time, date and event details.

95. All video clips shall have a tamper-proof security seal applied automatically as part of this process, ensuring the authenticity of that video and its admissibility as evidence in a legal investigation or prosecution process.  This security seal process shall be based on the SHA (Secure Hash Algorithm) of Digital Signature Standard [U.S. FIPS PUB 180-1, 1995].

96. Video clips shall be able to be exported from the DVR to a USB-connected CD Burner.  Control of this operation shall be made available to authorized clients locally or remotely over the network.  This export process shall include the copying of a free, thin-client, auto-run Player utility with which third parties may play back the video clip.

97. The industry-standard .AVI video files shall be capable of being displayed by any commercial application that will render such media files.  To display all associated detail data, and to verify authenticity of the video, the Player utility shall be necessary.

1.06
Submittals

AP. Product Data

Product Data submittal shall only be required if the Contractor requests a substitution or a particular brand product is not specified or recommended.

AQ. Procedures

1. Provide submittals to [Client]’s Project Manager.

2. Submit two (2) copies of each submittal.

AR. Shop Drawings

1. Provide General Shop Drawings for the project as described elsewhere.

2. Provide other Shop Drawings only if specifically requested by [Client]’s Project Manager.

AS. Manufacturers Installation and Programming Instructions

Provide Manufacturers Installation and Programming Instructions as requested in the various Specification Sections.

AT. Project Record Drawings

1. Definition: Project Record Drawings are drawings that completely record and document all aspects and features of the Work. (Also known as “as-built” drawings.)

2. The purpose of Project Record Drawings is to provide factual information regarding all aspects of the Work, to enable future service, modifications, and additions to the Work. 

3. Project Record Drawings are an important element of this Work. Contractor shall accurately maintain Project Record Drawings throughout the course of this project. Project Record Drawings shall include documentation of all Work, including the documentation of existing equipment, wiring, conduits, and raceways that are to be reused in the Work.

4. [Client] Project Manager shall furnish Contractor with two (2) sets of site plans for Contractor’s use in preparing Project Record Drawings. One set shall be used as a working set, the other shall be used to prepare the final record set.

5. Contractor shall maintain the working set of Project Record Drawings at the project site throughout the course of the Work. The working set shall be updated on a daily basis as the Work progresses.

6. Project Record Drawings shall accurately show the physical placement of the following:

· Equipment and devices

· Conduit and raceways

· Junction and pull box locations

· Interfaces to external equipment

· Connections to power and telephone or other communications circuits

7. Project Record Drawings shall show the physical placement of each device and conduit or aerial centerline, to be accurate to within one foot (1') of the nearest landmark.  Where the site plan furnished by [Client] Project Manager conflicts with actual conditions, Contractor shall amend site plan as required.  Indicate exact description of conduit runs (above ground, two-foot trench, along outside wall of building, etc.).

8. Project Record Drawings shall show wire and cable runs, zone numbers, tamper circuit configuration, panel/circuit breaker numbers from which equipment is powered, and splice points.  Such information may be shown on the site plans.

9. Project Record Drawings shall be available for inspection by [Client] Project Manager on a daily basis.  Incomplete or inaccurate Project Record Drawings may be cause for delay of Contractor’s payment.

10. Upon completion of Work, and prior to Final Acceptance, Contractor shall prepare and submit to [Client] Project Manager a final record set of Project Record Drawings.  This set shall consist of all data transferred from the working set, supplemented by Riser Diagrams and other information.  The final record set of Project Record Drawings shall be drafted by a skilled draftsperson, under the supervision of Contractor.  All final Project Record Drawings shall be provided to [Client].

AU. System Documentation

1. Definition:  System Documentation is a complete collection of all installation, programming, operation, and maintenance manuals and work sheets relating to the equipment provided as part of the Work.

2. Contractor shall maintain a file of System Documentation at the project site throughout the course of the Work.  Such file shall be updated with new information as equipment is received and installed.  System Documentation shall be available for inspection by [Client] Project Manager on a daily basis.

3. Upon completion of Work, and prior to final Acceptance, Contractor shall prepare and submit to [Client] Project Manager two (2) sets of System Documentation.

AV. Closeout Submittals

1. Provide a set of as-built drawings and manuals to the [Client] Project Manager, including:

· As-built drawings

· Mounting details

· Product data

· Installation manuals

· Operating manuals

· Maintenance/service manuals

2. Also provide the [Client] Project Manager with all programming sheets, keys to the equipment cabinets, spare fuses, tools for tamper-resistant enclosures and tools for manual resetting of devices.

1.07
Quality Assurance

AW. Qualifications

98. Qualifications of Contractor

· Contractor shall be an installation and service contractor regularly engaged in the sale, installation, maintenance and service of video surveillance systems.

· Contractor shall have two years experience with the installation, start-up and programming of systems of a similar size and complexity to the one proposed.

· Contractor shall be a factory authorized dealer of the system proposed for at least one year.

· Contractor shall submit the names and phone numbers of customers for at least three other projects of similar size and complexity using similar technologies.

99. Supervision of Work

· Contractor shall employ a competent Foreman to be in responsible charge of the Work. Foreman shall be on the project site daily during the execution of the Work.

· Contractor’s Foreman shall be a regular employee, principle, or officer of Contractor, who is thoroughly experienced in projects of a similar size and type. Contractor shall not use contract employees or Subcontractors as Foremen.

100. Qualifications of Technicians

· All electronic systems Work shall be performed by electronic technicians thoroughly trained in the installation and service of specialty low-voltage electronic systems.

· Journeyman Wireman electrical workers may be used to install conduit, raceways, wiring, and the like, provided that final termination, hook-up, programming, and testing is performed by a qualified electronic technician, and that all such Work is supervised by the Contractor’s Foreman.

· All incidental Work, such as cutting and patching, lock hardware installation, painting, carpentry, and the like, shall be accomplished by skilled craftspersons regularly engaged in such type of work. All such Work shall comply with the highest standards applicable to that respective industry or craft.

· All 120 VAC power wiring and connections are to be performed by a qualified Journeyman Wireman, licensed to perform such Work in the local of [Client].

101. Qualifications of Subcontractors

· Definition:  A Subcontractor is a person or entity that has a direct contract with the Contractor to perform any of the Work at the site.

· Use of any Subcontractor is subject to the approval of [Client].  The Contractor shall identify all Subcontractors on the Bid Form. The Contractor shall make no substitution for any Subcontractor previously selected without approval from [Client].

· Contractor’s Foreman shall be on the project site daily during all periods when Subcontractors are performing any of the Work. Contractor’s Foreman shall be in responsible charge of all Work, including any Work being performed by Subcontractors.

· By an appropriate written agreement, the Contractor shall require each Subcontractor, to the extent of the Work to be performed by the Subcontractor, to be bound to the Contractor by the terms of the Drawings and Specifications, and to assume toward the Contractor all the obligations and responsibilities which the Contractor, by these documents, assumes toward [Client].

AX. Supervision and Construction Procedures

102. The Contractor shall supervise and direct the Work, using his best skill and attention.  Contractor is solely responsible for all construction means, methods, and techniques.

103. The Contractor shall employ a competent foreman who shall be in attendance at the project site during the progress of the Work.  The foreman shall represent the Contractor and all communications given to the foreman shall be as binding as if given to the Contractor.

AY. Regulatory Requirements

104. All Work is to conform to all building, fire, and electrical codes and ordinances applicable in the [Client].  In case of conflict between the Drawings/Specifications and codes, the codes shall govern.  Notify [Client] Project Manager of any such conflicts.

105. Contractor shall secure and pay for all licenses, permits, plan reviews, engineering certifications, and inspections required by regulatory agencies.  Contractor shall prepare, at Contractor’s expense, any documents, including drawings that may be required by regulatory agencies.

AZ. Permits

The Contractor shall make application for and obtain any and all permits required by federal, state, county, city, or other authority having jurisdiction over the work.

BA. Certifications

The system shall use U.L. Listed power supplies and lightning protection.

1.08
Delivery, storage, and handling

BB. Delivery to Job Site

Contractor shall have total responsibility for safe and secure delivery of security equipment and tools to the job site.  Arrange deliveries of Products in accord with construction schedules to avoid conflict.

BC. Storage and Protection

[Client] is not responsible for the care, storage or security of any of the Contractor’s tools or equipment.

1.09
Project/Site Conditions

BD. Environmental Conditions

106. Facilities

· Power:  Electrical power will be supplied by [Client] to the extent that the usage is compatible with available facilities in the vicinity of the work.

· Telephone:  Contractor may use a telephone designated by [Client] for local and toll-free calls.  The costs of long distance calls are the responsibility of the Contractor and shall not be charged to [Client].

· Rest room Facilities:  Contractor may use existing Rest room facilities designated by [Client].

· Parking:  [Client] reserves the right to limit or restrict Contractor parking based upon the daily requirements of the other contractors on site.

· Dust Control:  Make provisions to control all dust, dirt, and foreign material caused by the performance of the Work.

· Use of explosive type fastening equipment is prohibited.

· Notify [Client] immediately of any damage or possible damage to any other equipment.

107. Clean-Up

· Contractor shall clean up, on a daily basis as the Work progresses, all dirt, dust and debris caused by Contractor’s operations.  Clean up shall be completed by the end of each workday to the satisfaction of [Client]’s on-site representative.

· In the event that Contractor fails to clean up, [Client] may elect to have clean up performed by others, with the costs of such clean-up being charged to the Contractor.

108. Construction Aids

· Definition:  Construction Aids are facilities and equipment required by personnel to facilitate the execution of the Work.  Construction Aids include scaffolds, staging, ladders, platforms, hoists, cranes, lifts, trenchers, core drillers, protective equipment, and other such facilities and equipment.

· Contractor shall provide all Construction Aids required in the execution of the Work.  Construction Aids that are the property of [Client] or other contractors shall not be used without permission.

· Storage of Construction Aids shall be coordinated with [Client]’s on-site representative.

109. Safety

· The Contractor shall be responsible for initiating, maintaining, and supervising all safety precautions and programs in connection with the Work.

· Contractor shall comply with all local, state, and federal regulations and laws for the safety of the work place.

BE. Existing Conditions

Existing Wiring, Conduits, and Raceways

110. [Client] does not warrant the condition of any portion of the existing wiring, conduit or raceway systems.  Prior to submitting his proposal, Contractor shall examine all existing conditions and determine to what extent the existing wiring, conduit, and raceway systems may be reused.

111. Contractor’s proposal price shall include the cost of replacing existing wiring, conduit, and raceways as required.

BF. Accident Reports

Serious or fatal accidents shall be reported immediately by telephone or radio to the [Client]’s Project Manager.

1.10
Sequencing

BG. Description

This implementation plan describes the general approach that shall be followed in order to minimize the time for the access control systems to be operational.

BH. Approach

Contractor shall plan and schedule all work in such a sequence as to minimize the time before the system is operational.  The following is a suggested work sequence:

112. Order all equipment needed and notify any subcontractors to schedule their participation.

113. Perform all system layout work.

114. Insure there are an adequate number of power receptacles available to operate all security equipment and coordinate with [Client] as to where power is available.

115. Provide shop drawings to verify location of all equipment, conduit runs, power connections, etc.  Submit shop drawings to [Client] Project Manager.

116. Coordinate with [Client] to provide space for the placement of all monitoring, control and recording equipment.

117. Prepare and pre-test all equipment to the greatest extent possible.

118. Install all equipment.

119. Test and inspect all systems.

120. Perform all other Work as required.

121. Provide as-built drawings.

122. Provide Operating & Maintenance manuals

123. Perform the Acceptance Test.

124. Provide training.

1.11
Scheduling

The Contractor, within five (5) days after being awarded the contract, shall prepare and submit for [Client]’s information, an estimated progress schedule for the Work.  The progress schedule shall be related to the entire project, and shall indicate start and completion dates.

1.12
Warranty

125. Contractor warrants that all Work furnished (material and labor) under this Contract will be of good quality, free from faults and defects, and in conformance with the Project Drawings and Specifications.

126. Contractor shall provide parts and labor guarantee on all Work.  Unless otherwise specified herein, Contractor’s guarantee shall be for a period of two years from date of Acceptance, except where any specific guarantees from a supplier or equipment manufacturer extends for a longer time.

127. Contractor’s guarantee shall cover all costs associated with troubleshooting, repair, and replacement of defective Work, including costs of labor, transportation, lodging, materials, and equipment.

128. Guarantee shall not cover any damage to material or equipment caused by accident, misuse, unauthorized modification or repair by [Client], or acts of god.

129. Contractor shall promptly respond to [Client]’s requests for service during the guarantee period. Contractor shall provide repair service as soon as reasonably possible upon request from [Client], but in no case shall service response exceed 8 hours from time of request. 

1.13
System Start-Up

Power shall only be applied to the system after re-checking for proper grounding of the system and measuring all loops for lack of shorts, grounds, and open circuits.

1.14
Owner’s Instructions

BI. Coordination with [Client]

130. Contractor shall closely schedule and coordinate his activities with designated [Client] representatives.

131. Contractor shall provide [Client]’s Project Manager with a work plan on a weekly basis.  Such work plan will describe locations of intended activities, types of activities, and potential conflicts to facility operations.

BJ. Coordination with Manufacturer

132. Contractor shall perform Work in accordance with manufacturer’s instructions.  Do no omit any preparatory step or installation procedure unless specifically modified or exempted by Contract Documents.

133. Contractor shall maintain one set of complete instructions at the job site during installation and until completion.

1.15
Commissioning

134. After all Work is completed, and prior to requesting the Acceptance test, Contractor shall conduct a final inspection, and pre-test all equipment and system features.  Contractor shall correct any deficiencies discovered as the result of the inspection and pre-test.

135. Contractor shall submit a request for the Acceptance test in writing to the [Client] Project Manager, no less than fourteen days prior to the requested test date. The request for Acceptance test shall be accompanied by a certification from Contractor that all Work is complete and has been pre-tested, and that all corrections have been made.

136. During Acceptance test, Contractor shall demonstrate all equipment and system features to [Client].  Contractor shall remove covers, open wiring connections, operate equipment, and perform other reasonable work as requested by [Client].

137. Any portions of the Work found to be deficient or not in compliance with the Project Drawing and Specifications will be rejected.  [Client] Project Manager will prepare a list of any such deficiencies observed during the Acceptance test.  Contractor shall promptly correct all deficiencies.  Upon correction of deficiencies, Contractor shall submit a request in writing to [Client] Project Manager for another Acceptance Test.

138. If, at the conclusion of the Acceptance Test, all Work is found to be acceptable and in compliance with the Project Drawings and Specifications, [Client] Project Manager will issue a letter of Acceptance to Contractor and [Client]. 

Part 2
Products

2.01
General Requirements

BK. Contractor Responsibility

139. The Contractor shall furnish all material and labor for a complete and operative Digital Video Recording System including documentation, programming, and training.

140. All products not provided by [Client] shall be new and unused, and shall be of manufacturer’s current and standard production.

141. Where two or more equipment items of the same kind are provided, all shall be identical and provided by the same manufacturer.

142. Drawings and Specifications indicate major system components, and may not show every component, connector, module, or accessory that may be required to support the operation specified.  Contractor shall provide all components needed for complete and satisfactory operation.

BL. Product Availability

143. Contractor, prior to submitting a proposal, shall determine product availability and delivery time, and shall include such considerations into his proposed Contract Time.

144. Certain products specified may only be available through factory-authorized dealers and distributors.  Contractor shall verify his ability to procure the products specified prior to submitting a proposal.

BM. Wire and Cable

145. General:  Contractor shall provide all wire and cable required to install systems as indicated.  Wire and cable shall be sized to provide minimum voltage drop and minimum resistance to the devices being supplied.

146. All cables shall be specifically designed for their intended use (plenum, direct burial, aerial, etc.).

147. Contractor shall comply with equipment manufacturers’ recommendations for wire and cable.

148. Color codes shall be made consistent in cables used for the same purpose.

149. Contractor shall comply with all applicable codes and local ordinances.

BN. Conduit and Raceway Systems

150. General: [Client] shall approve the placing of surface mounted conduit on the exterior of any building prior to its installation.

151. Interior Conduit shall include any of the following, as determined by local code requirements:

· Electrical Metallic Tubing (EMT).

· Flexible Metal Conduit.

· Fittings and connectors as required for installation of EMT or flexible conduit.

152. Surface Raceways shall include any of the following, as determined by local code requirements:

· Sheet metal channel with fitted cover, suitable for use as surface metal raceway, WIREMOLD or approved equal.

· Fittings, elbows, and connectors designed for use with raceway system.

153. Exterior Conduit shall include any of the following, as determined by local code requirements:

· Rigid Steel Conduit.

· Rigid Aluminum Conduit.

· Rigid Nonmetallic Conduit (only if buried 18" below ground surface).

· Intermediate Metal Conduit.

· Rain-tight fittings and connectors as required for installation of exterior conduit.

154. Exterior Flexible Conduit shall include any of the following, as determined by local code requirements:

· Liquid-tight Flexible Conduit (flexible metal conduit with PVC jacket).

· Rain-tight fittings and connectors as required for installation of Liquid-tight Flexible Conduit.

BO. Junctions and Pull Boxes

155. Interior Boxes/Sheet Metal Outlet Boxes:  Sizes to be determined in accordance with code requirements for conductor fill.  No box shall be smaller than a single gang 1-1/2 deep.  Box covers shall be provided as required.

156. Exterior Boxes:  All exterior boxes shall be NEMA 4 or NEMA 3R class, watertight and dust-tight.

157. All interior and exterior boxes shall have their covers fastened using security screws.

BP. Lightning Protection

158. The Contractor shall provide suitable lightning protection for all processors/controllers.

159. All lightning protection equipment shall be UL listed.

BQ. Surge Protection

The Contractor shall provide a separate surge protection device for the DVR if not a part of an external UPS system being used with the unit.

2.02
General System Specifications – DVR Hardware

BR. DVR Unit

The DVR shall be an IP-networked digital video recorder for digital video management and storage capabilities in a system that provides a total of 60, 120 or 240 fps (NTSC) across 16 cameras, based on the model selected. [Note: select only the unit necessary for the project.] This frame rate shall be distributed unevenly across the video inputs to provide higher frame rates on selected cameras (for example, 30 FPS on some inputs, 15 FPS on other inputs, 4 FPS on all other inputs, etc.) based on specific requirements.

The DVR shall be a secure, easily-serviced desk, wall or 19” rack-mount system with a 2U-high docking station architecture, offering LED’s for unit, operation and hard-drive status indication.  All cables are to be terminated on the rear of the docking station, allowing the system itself to be removed without disrupting any cabling.  The internal hard-drives (up to 4 high-capacity drives) shall be accessible easily for service or upgrade.  

Modularity in functions offered shall be achieved through the use of the following optional kits, which allow the unit to be customized to different application requirements.  The DVR unit shall accept up to two PCI-card options simultaneously, based on customer need.  Any of the options listed below shall be provided as part of the system.  [DELETE OPTIONS NOT REQUIRED]
BS. Alarm Option Kit  

The Alarm Option Kit shall be added to the DVR when there is a requirement to connect external hard-wire alarm devices to the DVR.  This kit includes 16 alarm inputs and 4 programmable output relays, and connects to the DVR unit using the expansion port on the rear of the docking station.

BT. Audio Option Kit  

The Audio Option Kit shall be added to the DVR when there is a requirement to capture audio along with the video data.  This option card supports up to 6 half-duplex, bi-directional audio channels, and shall be installed in one of the two PCI slots available at the rear of the DVR unit. Two Audio cards may be used for a total support of 12 audio channels.

BU. Cooling Option Kit

The Cooling Option Kit shall be added to the DVR whenever the unit must be mounted in close proximity to other heat generating equipment such as other DVRs congested in the same equipment rack. Each kit shall contain a dual redundant fan module to be fitted inside the DVR.

BV. RS-232 Dataport Option Kit  

The RS-232 Dataport Option Kit shall be added to the DVR when there is a requirement to connect to external data devices using an RS-232 communications link (e.g., banking ATM Transaction system, retail POS Transaction system). This option card shall support up to 4 bi-directional channels and shall be installed in one of the available PCI slots at the rear of the DVR unit. 

BW. RS-485 Dataport Option Kit  

The RS-485 Dataport Option Kit shall be added to the DVR when there is a requirement to connect to external data devices using an RS-485 communications link (e.g., Pan/Tilt/Zoom (PTZ) cameras). This option card shall support up to 4 bi-directional channels and shall be installed in one of the available PCI slots at the rear of the DVR unit.  Resulting camera control shall be provided by both an on-screen software interface and/or a physical (joystick) unit attached to the user PC.

SCSI Option Kit  

The SCSI Option Kit shall be added to the DVR when there is a requirement to connect a SCSI device (e.g., external RAID storage) the DVR.  Up to 7 SCSI devices shall be able to be connected to the same adapter card, which shall be installed in one of the two PCI slots available at the rear of the DVR unit.

2.03
General System Specifications – Network Communications

1. The DVR unit shall connect to an enterprise LAN or WAN network via a 10/100 Base T connection. The viewing and configuration applications shall operate on workstations that are connected (locally or remotely) to the enterprise LAN/WAN, and be able to communicate with the DVR units across this network. The DVR unit and DVR applications shall communicate using TCP/IP protocol.  In addition to communicating on a LAN, the DVR unit shall be addressable via a phone line using PPP network protocol. 

2. The DVR unit shall operate using either DHCP or static IP addressing. The configuration application shall be able to perform the function of a DHCP server, for the purpose of provisioning, if one is not available on the network. 

3. The DVR unit shall be capable of having a bandwidth limit set, that it will not exceed when distributing live video or delivering recorded video.

4. The DVR shall operate using a peer-to-peer architecture with no central video-streaming server and there shall be no imposed limit to the scalability of the system. The DVR system shall be field upgradeable by adding additional units to the system to achieve increased camera capacity.  All other system components (alarms, audio inputs, dataport connections and all supporting software) shall also scale in this fashion to support application or configuration growth.

2.04
General System Specifications – DVR Software

BX. DVR Configuration Tool

160. The DVR Configuration Tool shall be used to manage the entire network of DVR units and the DVR Central PC.  All DVR units shall be managed concurrently using a single application.  Any new DVR that is added to the network shall automatically notify the DVR Configuration Tool of its location.  Once its location is known, that DVR shall be configured remotely from a central location.  The DVR Configuration Tool shall be able to cause the unit to act as a DHCP server if one does not exist on the network.  This shall allow the Tool to establish a network connection with a DHCP configured DVR unit.

161. DVR configuration shall also include enabling and naming the devices connected to the unit including video inputs, audio inputs, alarm inputs, and peripheral devices.  The recording options for video and audio on a DVR shall include: continuous recording, scheduled recording, recording on motion detection and recording only on alarm conditions. The scheduling capabilities on the DVR shall allow customization for different applications.

162. The DVR Configuration Tool shall also be capable of monitoring the health of all of the DVR units on the network.  Identified health problems shall include failed network connection, unit problems, PCI card failures, camera sync loss or DVR temperature exceptions.  Monitoring of dial-up sites shall be performed automatically at specified times during the day.  The DVR Configuration Tool shall be configured to e-mail a notification to a number of users when a problem has been detected on a DVR unit.  The DVR Configuration Tool shall have the ability to remotely upgrade the DVR.

163. An audit log of user events on the DVR unit shall be maintained on each DVR and retrievable using the DVR Configuration Tool.  This audit log shall contain entries by username, for live or recorded video requests, configuration changes, and database access.  It is a requirement that an audit log, which cannot be tampered with, shall be available to support standard operating procedures (SOP) when using video clips as evidence in a court of law.  Should the SOP be challenged, each video clip can also be authenticated by any viewing applications.

164. In order to manage large deployments of DVR units and to limit access for operators, the DVR Configuration Tool shall be used to export a list, which could contain a subset of the total DVR units deployed as well as the audio/video sources accessible for each DVR unit.  An operator would have to import this list into the DVR Viewer that they are using, in order to access the DVR units on the network.  Once the list is imported, the operator shall only be able access the DVR units which appear in the list.  This ability to specify access to audio/video sources uniquely to each operator shall be separate from the ability to access a DVR unit as a whole when password authentication is enabled.

BY. DVR Viewer

165. The DVR Viewer shall be the application used by an operator responsible for viewing live video or for reviewing recorded video.  Live video shall be displayed when the user selects the camera of interest and requests the associated video.  If audio has been associated with the camera then that audio shall also be heard.  The Viewer shall display up to 16 live or playback display windows at the same time, from any mix of local or remote DVRs and cameras according to pre-defined user access privileges.

166. The Viewer shall be able to search for Recorded video by:

· Selecting the camera of interest and entering a specific point in time. 

· Selecting an alarm (externally wired) and using the specific point in time of the alarm to locate the associated video.

· Scanning the video for motion in selected areas of the field of view (using masks).

· Specifying transaction information (transaction ID, amount, card number). 

167. Once the time point is specified, the Viewer shall retrieve a video clip of any duration.  A retrieved video clip shall be played using a set of VCR-like controls.  A shuttle search feature shall allow the operator to move quickly to the point of interest in the recorded video clip.  Event markers on a sliding indicator shall also be used to navigate to a specific point in time in the recorded video.

168. The retrieved video shall be stored locally in standard .AVI file format, which can then be transferred to removable read-only media or e-mailed.  Each stored video clip shall be digitally sealed using the industry-standard SHA-1 encryption protocol and shall be authenticated at any time. 

169. Still video images shall also be extracted and:

· Transferred into third party applications for image enhancement or presentation purposes.

· Saved in JPEG or BITMAP format for email purposes.

· Printed to any network-connected printer.

170. The DVR Viewer shall be registered to receive alarm notifications from any DVR unit.  Upon receipt of an alarm, all of the alarm-associated video shall be automatically displayed along with other audible and visual cues indicating that an alarm condition exists.  Each alarm shall be placed in a list as it is received and be managed from that list at the user’s discretion.  In additional to local notification of alarm, the DVR Viewer shall have the ability to be configured to e-mail a notification to a number of users when an alarm has been detected on a DVR unit

171. Multiple DVR Viewers shall view live video and retrieve recorded video from the same DVR simultaneously, and all connected Viewers shall receive alarm notifications as well.  A single DVR Viewer shall be able to view live video and retrieve recorded video from multiple DVR units simultaneously and receive alarms from multiple locations.

BZ. DVR Player

172. The DVR Player shall be a client-based software application used to playback previously stored video clips. This application shall be freely distributed via the manufacturer’s website and shall primarily be used to provide third parties (e.g., investigators, law enforcement officials) with the ability to view customer video clips.

173. A copy of the DVR Player, in an auto-run configuration, shall be loaded automatically along with all video clip files exported to USB-connected removable media (CD) for the purpose of replay by third parties.

CA. DVR Mobile Viewer

The DVR Mobile Viewer shall be PDA client software application designed for “mobile” security staff that must have the ability to roam or patrol away from their desks.  This software shall allow the viewing of live or archived video from any camera on the network using wireless LANs (i.e. 802.11x). This application shall also be freely distributed.

CB. Enterprise Management Suite

The DVR shall offer a set of centralized, optional client software applications and server tools for deploying and managing unlimited numbers of DVR units across any number of locations.  This Enterprise Management Suite of software shall be compatible with all DVR units in the product family, and shall provide larger or multi-site customers with extremely high levels of control and efficiency when managing these DVRs.  The Suite shall be comprised of the following:

174. A server-based control application (Enterprise Services Manager) that sits at the core of this software suite, and provides management of key ‘services’ designed to address specific large-deployment customer applications.  Client-based ‘assistants’ that provide specific user interfaces and control options in each application, shall be paired with each ‘service’ and work through this Services Manager to exert the specific application functionality.

175. A client-server software pair that provides centralized programming and configuration control of unlimited numbers of DVR units (the Programming Assistant).  Application access will be strictly controlled, and authorized users will have extensive ability to review, modify and update DVR programming remotely.  The ability to copy programmed characteristics from one DVR unit to another, or to automatically restore programmed characteristics to any DVR unit that must be replaced in the field shall be some of the features provided by this assistant.

176. A client-server software pair that provides centralized, automated, real-time monitoring and management of the health of each DVR unit (the Health Assistant).  This assistant shall provide a customizable range of alerts or notification in the event of DVR problems, and allow administrators to execute remote diagnostic and test routines, and effect preventative or corrective measures on the DVR unit(s).

177. A client-server software pair that provides centralized ability to remotely upgrade the software level on any number of DVR units in the customer network (the Upgrade Assistant).  This assistant shall allow upgrades to be scheduled and automatically deployed during selected time periods, and will keep a running record of the release level applied to each DVR unit.  New software releases shall be able to be deployed across the network to any or all DVR units as they become available.

178. A client-server software pair that provides banking customers with centralized access to and control over synchronized video clips and ATM or Teller transaction data (the Banking Assistant).  This assistant shall provide a unified interface for monitoring live transactions, searching through and reviewing recorded transactions, exporting necessary video/audio/data records, and doing it all either on demand or in response to a DVR alarm.  The DVRs being monitored may be local or anywhere on the customer network.

CC. Software Integration

179. The DVR unit shall communicate with external devices via both RS-232 or RS-485 protocols and serial ports. 

180. The DVR unit shall use an RS-232 port to capture ATM (automated teller machine) transaction information, such as transaction ID, amount, and card number, and store this data along with the recorded video and audio.

181. The DVR unit shall use an RS-232 port to capture POS (point of sale) transaction information, such as transaction ID, amount, and card number, and store this data along with the recorded video and audio.

182. The DVR shall use an RS-485 port to control PTZ cameras from a joystick controller.  In addition to pass through mode, the most common PTZ units shall be controlled directly from the user interface.

183. The DVR shall also offer an optional Software Development Kit (SDK) to facilitate the integration of its video recording capabilities with other security equipment such as access control systems. 

PART 3
EXECUTION

3.01
Preparation

184. The Contractor shall order all required parts and equipment upon notification of award of the Work.

185. The Contractor shall bench test all equipment prior to delivery to the job site.

186. The Contractor shall verify the availability of power where required.  If a new source of power is required, a licensed electrician shall be used to install it.

187. The Contractor shall arrange for obtaining all programming information.

3.02
Installation

CD. General

188. The Contractor shall coordinate with the [Client]’s Project Manager for storage of the equipment in a secured location prior to installation.

189. The Contractor shall carefully follow the instructions in the manufacturers’ Installation Manual to insure all steps have been taken to provide a reliable, easy to operate system.

190. The Contractor shall coordinate with the [Client]’s facilities coordinator to insure the proper location to tap into electrical power.

191. Perform all Work as indicated in the Drawings and Specifications.

192. The Contractor shall install the appropriate cables from the cameras to the monitoring equipment.

193. All communications cables shall be kept away from power circuits.

194. The Contractor shall provide for adequate ventilation of the system.

195. The Contractor shall also execute adequate testing of the system to insure proper operation.

196. The Contractor shall provide adequate training of the system users to insure adequate understanding to prevent operating errors.

CE. Mounting

The DVR unit shall be capable of wall mounting, desk mounting, and mounting within a 19” equipment rack, using a unique docking-station architecture for easier deployment and servicing in each case.  Video, alarm, network and power cabling shall remain attached to the docking station when the main DVR unit is removed for provisioning or servicing.

CF. Workmanship

197. All work shall comply with highest industry standards, except when specified requirements indicate more rigid standards or more precise workmanship.

198. All work shall be performed by persons experienced and qualified to produce workmanship specified.

199. Quality control shall be maintained over all suppliers and Subcontractors.

200. Quality of workmanship is considered important.  [Client] Project Manager shall have the authority to reject Work that does not conform to the Drawings and Specifications.

CG. Equipment Pre-Test

All equipment shall be bench tested prior to delivery to job site and prior to installation.  Bench test shall be conducted as per manufacturers’ installation instructions.

CH. Wire and Cable

201. Design, layout, size, and plan new wire and cable runs as required.

202. All wire and cable from the cameras to the monitoring and recording equipment shall be “home-run” unless otherwise specified.

203. All wire and cable, including any wire and cable that is existing and will be reused in the Work, shall be installed in conduit or surface metal raceway, except for the following:

· Wire or cable, in lengths of less than ten (10) feet, that is “fished” within walls, ceilings, and doorframes.

204. All wire and cable passing through metalwork shall be sleeved by an approved grommet or bushing.

205. Avoid splicing conductors.  All splices shall be made in junction boxes (except at equipment).  Splices shall be made with an approved crimp connection.  Wire nuts shall not be used on any low-voltage wiring.

206. Identify all wire and cable at terminations and at every junction box.  Identification shall be made with an approved permanent label, Brady or equal.

CI. Wire and Cable Terminations

207. Identify all inputs and outputs on terminal strips with permanent marking labels.

208. Neatly dress and tie all wiring.  The length of conductors within enclosures shall be sufficient to neatly train the conductor to the terminal point with no excess.  Run all wire and cable parallel or normal to walls, floors and ground.

209. Install connectors as required by equipment manufacturers.

210. Terminations shall be made so that there is no bare conductor at the terminal.  The conductor insulation shall bear against the terminal or connector shoulder.

211. Do not obstruct equipment controls or indicators with wire or cable.  Route wire and cable away from heat producing components such as resistors, regulators, and the like.

CJ. Conduit and Raceway Installation

212. Design, layout, size and plan new conduit and raceway systems as required.

213. Indoor Requirements:

· Route exposed conduit and raceway parallel and perpendicular to walls and adjacent piping.

· Maintain minimum a six (6) inch clearance between conduit and piping.

· Group conduit in parallel runs where practical and use conduit rack constructed of steel channel with conduit straps or clamps. 

· Use conduit bodies to make sharp changes in direction, as around beams.  Fasten conduits and raceways to structural steel using approved spring clips or clamps.

· Where conduit penetrates fire-rated walls and floors, seal opening with UL listed fire rated sealer or other methods as approved by codes.

· No exposed conduit, raceway, or junction box shall be installed within any office area.

· Install all boxes straight and plumb.

· Do not support conduit from mechanical, plumbing, or fire sprinkler systems.

· Drill or core drill all holes in walls, ceilings, or floors where required for new conduits.  Do not cause damage to any structural steel or other structural support member by drilling or cutting.

· Do not use flexible conduit in lengths longer than six (6) feet.

214. Outdoor Requirements:

· Where conduit penetrates exterior walls, seal opening around conduit in an approved manner to make watertight.

· Use galvanized straps and fasteners on all exterior conduit.

· All exterior boxes will only be used to aid in pulling the cable between points.

CK. Penetrations

Do not penetrate any roof, flashing, exterior wall, or parapet without prior approval from [Client]’s designated Construction Project representative.

CL. Grounding

Provide earth grounding of equipment as required by equipment manufacturer.  Earth ground shall be connected to ground rod or approved cold water pipe.  Electrical or telephone ground connections shall not be used as earth grounds.  Connections to mounting posts or building structural steel shall not be used as earth grounds.

CM. Power to Security Equipment

215. Power all equipment from 120 VAC circuit dedicated for security use, except as noted. Mark all panel circuit breakers with labels worded “Security Equipment - Do Not Operate”, or equivalent.

216. All plug-in transformers shall be located at the security control panels.  Secure all low-voltage plug-in transformers to outlet with screw or strap.  Clearly label all transformers to identify purpose and use.

CN. Cutting and Patching

The Contractor shall be responsible for all cutting, fitting or patching that may be required to complete the Work.

CO. Painting

All conduit, fittings, and junction boxes shall be painted to match the existing surfaces they are mounted on.

Plywood Backing

Install the processor(s), power supplies, and all other related equipment on a plywood backboard for testing in the shop.  The mounted assembly will then be transported “as is” to the job site for mounting in the designated room.

3.03
Field Quality Control

CP. Final Tests & Inspection

The Contractor shall coordinate with the [Client]’s Project Manager for final tests and inspections in the presence of the Project Manager, System Designer/Consultant, and a factory support person from the manufacturer.

CQ. Documentation

The following DVR system documentation shall be available:

217. DVR Unit hardware installation 

218. Viewer Application quick reference 

219. Management Application user manual

CR. Training

220. The training of all personnel shall be performed on-site by the Contractor and optionally, a factory trainer provided by the manufacturers.

221. If engaged, the manufacturer shall provide a training tutorial and all handout material.

222. Optionally, the manufacturer shall also supply a videotape or CD/DVD of either the actual on-site training or a copy of in-house training at the manufacturer’s office.

End of section
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