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Note: All of the material included in this report is learnt and adapted from different web resources, cited at the end of the report.
Abstract: 
There have been predictions of the elimination of physical cash as a transaction medium and the substitution of one form or another of an electronic payments system for more than a decade now. While some analysts view the prospect with delight, looking on it as increasing the efficiency of the economy, some behold it with foreboding, anticipating it to be another way in which the details of our lives become subject to scrutiny. This survey paper describes some of these opinions and a digital replacement system for physical monetary system, known as digital cash. Over last few years, several interest groups have attempted to study and formalize digital cash, a way to achieve electronic privacy. It is difficult to define precisely what digital cash is as there are several interpretations of what it means to different people. However, to put it simply digital cash refers to money exchanged electronically, with the help of internet, computer networks, and some digital value systems. Monetary freedom refers to electronic commerce with freedom in unit of value. Section 1 below describes why monetary freedom is important, while section 2 delves into details of digital cash.

1. Monetary Freedom

Every time a person makes a purchase with his credit card, every time he makes a telephone call, or pay his taxes that information goes into a data base somewhere. Furthermore, all these records can be linked so that they constitute in effect a single evidence on his life not only your medical and financial history but also what he buys, where he travels and whom he communicates with. It is almost impossible to learn the full extent of the files that various organizations keep about a person, much less to assure their accuracy or to control who can gain access to them. 

Often, organizations link records from different sources for their own protection. As we all know, banks look at these records to grant loans, or issue credit cards to people. This information lets a financial institution know of a person’s financial history, his ability to pay off the loans. 
That same information in the wrong hands, however, provides neither protection for businesses nor better service for consumers. Thieves routinely use a stolen credit card number to trade on their victims' good payment records; murderers have tracked down their targets by consulting government-maintained address records. The more information that organizations have (whether the intent is to protect them from fraud or simply to target marketing efforts), the less privacy and control people retain.

Because of these concerns, analysts have shown interest in developing mechanisms that provide electronic privacy. This can be made possible if customers can pay for their purchases with untraceable electronic cash or present digital credentials that serve the function of a banking passbook, driver's license or voter registration card without revealing their identity, [5 and 7].
This gives rise to other important issue- monetary units of transaction. In current world of global e-commerce, having transaction units independent of government currencies is essential to the preservation of a free-market economy. This is what we term as monetary freedom, [6]. As the current trend on the Internet demonstrates, robust economic commerce depends on a flexible, responsive monetary system which can best be provided by unbridled market competition. This implies not only market competition among issuers but strong competition among the units or representative units that are being issued. Ultimately, the competition for the standard of value should be no different than the competitive market of multiple providers that we see for toothpaste or shoes. 

If all that digital cash permits is the ability to trade and store dollars, francs, marks, yen, and other governmental units of account, then we have not come very far. Today, even the major card associations are limited to clearing and settling governmental units of account. True digital cash should be able to support monetary freedom.
2. Digital cash

Currently the word "Digital Cash" is used to describe many different kinds of products, from micropayment to smart cards to actual digitized value stored in computers. Each system is different, has different requirements and capabilities, and potentially different problems [2]. To state simply, digital cash is a digitally signed payment message that serves as a medium of exchange. A message is any signal or a communication item such as email. By signed payment message we mean something like a check. And a digitally signed payment message means a payment message signed with digital signature, such as an electronic check.  The prospect of digital cash as a developing method of payment is both exciting and worrisome. Many different interest groups have issues which must be addressed before digital cash and electronic commerce can proliferate. Among these issues are anonymity and privacy, security, ease and cost of use, standards, infrastructure, control of the money supply and criminal activity. And as is to be expected, the positions of some interest groups are directly opposite to those of others [6]. 

2.1 Key Elements of a Private Digital Cash System

As would-be currency providers should note, there are ten key elements to a successful, private digital cash system. This section compares and contrasts true digital cash to paper cash as we know it today [3, 7, and 8]. A digital cash token is assumed to be used in the system in any transaction.

2.1.1 Security

The transaction protocol must ensure that a high-level security is maintained through sophisticated encryption techniques. For instance, Alice should be able to pass digital cash to Bob without either of them, or others, able to alter or reproduce the electronic token. 

2.1.2 Anonymity
Anonymity assures the privacy of a transaction on multiple levels. Beyond encryption, this optional untraceability feature of digital cash promises to be one of the major points of competition as well as controversy between the various providers. Transactional privacy will also be at the heart of the government's attack on digital cash because it is that feature which will most likely render current legal tender irrelevant. Both Alice and Bob should have the option to remain anonymous in relation to the payment. Furthermore, at the second level, they should have the option to remain completely invisible to the mere existence of a payment on their behalf. 

2.1.3 Portability

The security and use of the digital cash is not dependent on any physical location. The cash can be transferred through computer networks and off the computer network into other storage devices. Alice and Bob should be able to walk away with their digital cash and transport it for use within alternative delivery systems, including non-computer-network delivery channels. Digital wealth should not be restricted to a unique, proprietary computer network. 

2.1.4 Two-way payments
The digital cash can be transferred to other users. Essentially, peer-to-peer payments are possible without either party required to attain registered merchant status as with today's card-based systems. Alice, Bob, Carol, and David share an elaborate dinner together at a trendy restaurant and Alice pays the bill in full. Bob, Carol, and David each should then be able to transfer one-fourth of the total amount in digital cash to Alice. 

2.1.5 Off-line capability
The protocol between the two exchanging parties is executed off-line, meaning that neither is required to be host-connected in order to process. Availability must be unrestricted. Alice can freely pass value to Bob at any time of day without requiring third-party authentication. 

2.1.6 Divisibility

A digital cash token in a given amount can be subdivided into smaller pieces of cash in smaller amounts. The cash must be fungible so that reasonable portions of change can be made. Alice and Bob should be able to approach a provider or exchange house and request digital cash breakdowns into the smallest possible units. The smaller the breakdowns are the better to enable high quantities of small-value transactions. 

2.1.7 Infinite duration

The digital cash does not expire. It maintains value until lost or destroyed provided that the issuer has not debased the unit to nothing or gone out of business. Alice should be able to store a token somewhere safe for ten or twenty years and then retrieve it for use. 

2.1.8 Wide acceptability

The digital cash is well-known and accepted in a large commercial zone. Primarily a brand issue, this feature implies recognition of and trust in the issuer. With several digital cash providers displaying wide acceptability, Alice should be able to use her preferred unit in more than just a restricted local setting. 

2.1.9 User-friendliness
The digital cash should be simple to use from both the spending perspective and the receiving perspective. Simplicity leads to mass use and mass use leads to wide acceptability. Alice and Bob should not require an advanced degree in cryptography as the protocol machinations should be transparent to the immediate user. 

2.1.10 Unit-of-value or monetary freedom

Another important need is that the digital cash is denominated in market-determined, non-political monetary units. Alice and Bob should be able to issue non-political digital cash denominated in any defined unit which competes with governmental-unit digital cash.

2.2 Achieving digital cash

Given the above list of requirements, it’s a significant challenge to achieve digital cash in a large global market.  There are several political and technical issues that need to be resolved to achieve a completely successful cashless society. Here I discuss few mechanisms that can be used to achieve digital cash system.
Register based systems were one of the earliest technologies used in digital cash systems. In a register based system, a counter is stored on a smart card. The amount of

digital money is then indicated by this counter, [8].
Due to the limitations and problems inherent in a register based systems, E-cash was developed as the next step in digital cash systems. E-Cash consists of a token which represents some fixed value and denomination of money. Most schemes are based on digital signatures, and allow the token to be authenticated independent of the issuer. These tokens can be stored either on a computer or a smart card, [2, 8].
Digital Checks are similar in nature to conventional paper checks. Using digital signatures, a customer signs a transaction form which lists the payer, payee, amount, account, and timestamp. The customer then gives this digital check to the merchant, who verifies the information and then endorses the check using their digital signature. This endorsed check is then supplied to a bank, which verifies all signatures. At this point, the check is treated like a paper check and must go through the clearing house process for the appropriate funds to be transferred, [8].
And from purely cryptology perspective, using blind signatures is another interesting alternative, [4 and 5]. A bank can create a digital bank note by signing a message which specifies the serial number and value of the note, and send it to Alice. Alice can now send this digitally signed note to Bob. However when Bob deposits the note with the bank, bank has the potential to know that Alice and Bob have made a transaction. To prevent this, blinding signatures can be used by Alice. Before sending a note number to the bank for signing, Alice in essence multiplies it by a random factor. Consequently, the bank knows nothing about what it is signing except that it carries Alice's digital signature. After receiving the blinded note signed by the bank, Alice divides out the blinding factor and uses the note as before. 

This system of use of digital cash can pose few challenges. Forgery would seem to be much easier with such electronic bank notes than with paper money since they are merely electronic signals. However, public key cryptography and digital signature algorithms can be used to verify the electronic note as a valid bank note. 

Another potential problem is that of double spending. Any person, who owns a valid note issued by a bank, has the potential to use that note twice. What if Alice sends copies of a note to Bob and Carl? To prevent double spending, each note must be checked on-line against a central list when it is spent. Such a verification procedure might be acceptable when large amounts of money are at stake, but it is far too expensive to use when someone is just buying a newspaper
There are several other digital mechanisms for electronic cash developed both for internet and not necessarily for important. The ones developed for internet use different current day encryption techniques.
2.3 Disadvantages of Digital Cash

Though there are several benefits of digital cash, there are also some potential drawbacks of this system. For instance, the unconditional anonymity that some of these systems provide is much greater that what paper cash provides its users today. With electronic cash, criminals would be able to perform illegal transactions anonymously and untraceably Digital Cash and Electronic Commerce from remote locations. Having to perform transactions with paper cash in person reduces the anonymity of a transaction. Moving money electronically, in small denominations to avoid suspicion would be easy compared to the paper money alternative.

There is also a pressing issue in regards to the technology involved in digital cash. Power failures, loss of records, and undependable software often cause a major setback in promoting the technology [1].
4. Conclusion

Digital cash promises to be a revolutionary method for conducting business. It will allow transactions to occur between parties on opposite sides of the globe with the same ease as going to the corner gas station to buy gas. However, this new technology will present us new challenges. 

Electronic cash also gives us the ability to trade in non governmental units of currency. Electronic cash transactions have the potential to become as popular as credit card transactions. Banks or other financial institutions will then, essentially, be minting these electronic coins which will be backed by the financial stability of a corporation rather than a government. This will certainly have an impact on world economies. 
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