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ABSTRACT
The research was carried out with the main objective of finding the relationship between Information Technology and Commercial Bank Frauds, to establish  how Information Technology has helped to improve banking services and to find out the other causes of commercial bank frauds.

The data was collected from both primary and secondary sources. The primary source involved distributing questionnaires to the bank employees and secondary sources include; journals, reports, magazines,  textbooks and internet.

Data was analyzed for completeness and results presented through text and tables. The findings revealed that other factors other than Information Technology contribute to commercial bank frauds.

Recommendations  suggested that  banks should involve themselves more in  protecting themselves against frauds in general, assess risk, maintain a tone of ethics at the top, review and reinforce password security, promote whistle blowing culture, conduct pre-employment screening,  cooperation by all commercial banks through sharing Information tools, training and communicating to employees to understand the ethical behavior expected of them, designing and delegating responsibilities systematically and installation of digital evidence recovery capabilities by the fraud invistigation unit.

The suggested areas for further research  included;
How commercial banks can curb down fraud due to advancement in Information Technology in the banking industry. 

The role of Information Technology in money laundering banking environment

CHAPTER ONE

1.0 INTRODUCTION








This research paper pursues the concept of Information Technology and Commercial Bank Frauds.  Information Technology refers to the coverage of electronics, computing and telecommunication. 









 It is also defined by Information Technology Association of America (ITAA) as the development, implementation, support and management of computer based information systems, particularly software applications and computer hardware. (Holt, 1992)

Information Technology refers more particularly today to how computers store, process and transmit information through for example, satellite, telephone lines, telex and cables (Oliver and Chapman, 1993).

It is a discipline that covers all activities and technologies that involve the handling of information by electronic means, that is information acquisition, storage, retrieval, processing, transmission and control (Hanna, 1993).

Fraud refers to the false representation or concealment of material fact to cause someone to part with money (Adam, 2003).

In this case Information Technology and Commercial Bank Frauds refer to the use IT systems to commit fraudulent activities in the banks.

In relation to the topic mentioned above, this chapter brings forth the background of the study, the statement of the problem, purpose of the study, study objectives, research questions, the scope of the study in terms of geography, variables, time and the significance of the study.

 1.1 Background

All banks worldwide including developing countries like Uganda use computers and computerized equipment (Kateeba, 2001). Automated Teller Machines (ATMs) are the
perfect examples of such computerized equipment.
 ATMs are basically tellers that operate 24hours a day.

 Their purpose is to provide banking services to customers at their convenience, such banking services include; cash withdrawal, balance enquiries, mini bank statements, statement request, cheque book request, funds transfer and PIN change.

In 1997 Standard Chartered Bank introduced the first ATM in Uganda, and other banks followed (Monitor Report, 2004). Stanbic bank got its mobile ATMs in 2006 (Nabayunga, 2006).

The use of computer systems in the banking industry has been termed as e-banking. 

In Uganda e-banking can be said to have started with the introduction of debit cards in 1980s. This was followed by the introduction of ATMS in 1998, and finally PC banking in 2002, by December 2002, six commercial banks had ATMs while several had a presence on internet at least for information purposes, (Muwanga, 2004).

Many people have associated e-banking with fraud in today’s bank operations.

Fraud rarely involves violence or sudden act. It normally takes place during normal business activity over a period of time, often using normal business practices or facilities and invariably involves those trusted employees who work for the organization.

Fraud usually occurs when some people employed at banks use it as a licensed opportunity to connive with the outsiders and collect money for themselves using the gaps existing in the institution’s internal control system. (Bagyenda, 2002).

It is evident that banks, brokerage and investment firms suffer most computer frauds but only 15% of these frauds are reported to the police because employers feel the adverse publicity would damage the corporate image. For example the cases quoted; in 1991, 108 cases were reported and the total amount of money involved was 1,930,254,200/=, 75 in 1992 with an amount of 1,114,912,094/=, 85 in 1993 with an amount of 2,207, 434,950/=, 76 in 1994 with an amount of 2,077,530,950/= (Chemonges, 1997).

 Ironically commercial banks hamper police investigations into fraud by refusing to expose the vice for fear of negative publicity. Even with the few cases that come to light, police investigations stall because banks are often unwilling to give vital information. The amounts of cash involved are too alarming for example the latest Shs.80billion that almost vanished from Barclays bank being the biggest attempt in the country’s history.

1.2 Statement of the Problem

Bank fraud is a serious problem in Uganda and indeed elsewhere in the World. It is estimated that banks in Uganda lose over 2 billion shillings annually through fraudulent activities, (Chemonges, 1997).

 In spite of the many gains made in the use of modern technology and security management in financial services fraud has become equally very sophisticated, complex and dangerous in commercial banks (Agin, 2006). 

It is against this background that the researcher carried out this research to mainly find out the relationship that exists between Information Technology and Commercial Bank Frauds.

1.3 Purpose of the Study


The purpose of the study was to establish the relationship between Information Technology and Commercial bank frauds.

1.4 Objectives of the Study
The specific objectives that were considered during the study include;

i) To find IT systems used in the banking industry.

ii) To find the causes of fraud in commercial banks.

iii) To establish how Information Technology has helped to improve the banking services. 
iv) To establish the relationship between Information Technology and Commercial Bank Frauds.
1.5 Research Questions

i) What are IT systems  used in the banking industry?
 ii) What are the causes of fraud in commercial banks?

iii) How has Information Technology helped to improve banking services? 
iv) What relationship exists between Information Technology and Commercial Bank Frauds?
1.6.0 The Scope of the Study

1.6.1 Conceptual Scope

The study was aimed at establishing the relationship between Information Technology and Commercial bank frauds.

1.6.2 Time Scope

This study covered the period 1990 to 2011.

1.6.3 Geographical Scope

The study covered Stanbic bank, Crested Tower branch which is the main branch in Kampala.

1.7 Significance of the Study

The relevance of the study aimed at the following;

i) Fulfilling the requirement by Makerere University for the award of the degree of Bachelor of commerce.

ii) To add to the related literature in order to act as reference to scholars who may wish to carry out research as regards Information Technology and frauds in the banking industry.

iii) To provide available information to policy makers to be able to perform their job with ease.

CHAPTER TWO

 2.0 LITERATURE REVIEW

2.1.0 Introduction
 This chapter dealt with the existing literature on the relationship between Information Technology and Commercial bank frauds and the other causes of frauds in banking industry.
Among others, this chapter looked at an overview of Information Technology in the banking sector, services Information Technology offers to banks, and how it has helped to improve banking services, IT systems in banking sector and other causes of commercial bank frauds and the relationship between Information Technology and Commercial banks frauds.

2.1.1 Information Technology Systems used in the Banking Sector

Information Technology Systems refer to the interconnected components that work together to collect, process, and store and disseminate data to support decision making, control, coordination, analysis and planning. It consists of people, data, method, equipment and financial resources (Augeron and Corford, 1993).

Technological innovations have influenced the banking sector and the technology revolution has produced new development in the banking industry (Kassim, 2005). It is no doubt that IT is now a strategic issue in the banking sector. Development in Information Technology has paved way for banking applications such as electronic fund transfer and telephone banking.

The development in banking industry also incorporates the use of global network commonly referred to as internet which can be accessed by anyone at any time (Basel Committee on Banking Supervision, 2001). The Information Systems used in commercial banks in Uganda include;

2.1.2 Electronic Fund Transfer (EFT)

In 2002 the banking community developed and adopted Electronic Fund Transfer and Standards, this was to facilitate the transfer of funds electronically and Standards are now used by commercial banks. 

The Electronic Fund Transfer enables customers to transfer funds from one account to another either as credit or direct debt. The Electronic Fund Transfer credits are being used by corporate customers to transfer funds, which is a salary payment to employees’ accounts.

 Direct debts allow customers to standing instructions to their utility providers to collect money directly from their banks. It is currently being used for collection of bills of utilities such as water, electricity, telephone and insurance bills (Basel Committee on Banking Supervision, 2010).

2.1.3 Electronic Clearing System (ECS)
The Electronic Clearing System was implemented in May 2002 to automate both cheques processing and clearing. The banks deliver electronic cheque data to the Clearing House which is the verified, scanned for viruses and processed to derive net financial obligations for each bank. The Financial Authentication System (FAS) is done before dispatch to the clearing bank (Gottschalk and Anderson, 2001).

2.1.4 Cheque Clearing

This is done in the Clearing House daily at the Bank of Uganda and all banks are represented. At the Clearing House, presentation and settlement of non-cash instruments for example cheques, drafts, credit clearance and similar payment orders and their electronic records is carried out. The cheque clearing is done using the Electronic Clearing System (ECS).

Membership of Electronic Clearing House is open to all commercial banks licensed by Bank of Uganda to carry on business of banking in Uganda under the Financial Institutions Statute 1993. Bank of Uganda is responsible for appointing the Clearing House manager, software upgrades, systems maintenance, replacement of the hardware and software of Electronic Clearing System in the Clearing House and being the clearing agent.

There are committees in the Clearing House which include; the Clearing House committee is a technical committee that advises the Uganda Bankers Association (UBA) on clearing House operations and the Fraud Committee that advises the Uganda Bankers Association on ways of preventing and managing fraud (International Monetary Fund, 2001).

2.1.5 National Cheque Standard

In order to strengthen risk management and improve on the efficiency in the cheque clearing, National Payment System Sensitization (NPSS) developed a National Cheque Standard which spells out the basic security, physical and code line features of cheques issued in Uganda. All cheques issued in Uganda must conform to the standards so as to prevent fraud in the banking business (Basel Committee on Banking Supervision, 1996).

2.1.6 Real Time Gross Settlement System (RTGS)

Bank of Uganda implemented Real Time Gross Settlement (RTGS) in February, 2005 to further improve efficiency and strengthen risk management in the national payment system. The system is also called Uganda National Interbank Settlement (UNIS) and it provides settlement facilities for Uganda Shillings payments only (Gottschalk & Anderson, 2001).

2.1.7 Regulatory Framework for Payment (ATM), Switching in Uganda and the Bankon Switch

In 2003 Bank of Uganda put in place the regulatory framework for the establishment, operations and management of payment switches in Uganda. The framework is intended to ensure safe and efficient switching operations that are in line with International best practices and strategic trends and also have adequate and sound business continuity and sound arrangements.

A payment switch enables Automated Teller Machine (ATM) card holders to make cash deposits and withdrawals, electronic payments, account balance inquiries, utilities prepayments and loading airtime from any ATM of a bank that is connected to the switch.

The Bankon (ATM) switch was implemented in June 2005, and currently supports cash transactions, account balance enquiries and airtime loading. The Switch range of services is expected to be expanded to include among others, electronic payments for purchases at points of sale called Electronic Fund Transfer at point of Sale (EFTPOS) (Monitor Reporter, 2004).

2.2.0 Information Technology and Commercial Bank Frauds

Fraud occurs because of leaving the window open. This may be because of opportunity, incentive, sanction and motivation. It usually occurs when some people employed at banks use it as a licensed opportunity to connive with outsiders and collect money for themselves using the gaps existing in the institution internal control system (Bagyenda, 2005).

2.2.1 Opportunity
It involves knowledge of procedure, access to the company, its staff or its activities. The increase in retrenchment the number of people knowledgeable in banking on the streets is also on rise (Chemonges, 1997). There is also a possibility of such people having close contacts like relatives and spouses in banks from which they exert undue influence, which pauses a real danger to banks. It is often trusted and valued employees who generally commit these frauds. And when they are discovered there is often a shock and disbelief that they could have committed such an act. Most frauds occur because the opportunity exists and the perpetrator does not believe that he will be caught. 
In most cases the offender has little or no criminal self concept and offenders view violation as part of their work.

2.2.2 Incentive
This is the estimated benefit likely to accrue from fraud. It is said that people will only do things expecting to benefit from them be it donors or bank fraudsters. The benefit from the bank frauds is usually in monetary terms especially compared to the effort. For example adding one zero to one hundred million makes it one billion, (chemonges, 1997).

2.2.3 Sanction
Sanction is a likelihood of covering the fraud. One looks at the laws in place and the ability of the administrative machinery in place to enforce the laws. It also looks at the internal controls in banks and the extent to which they unable to uncover and expose fraud. Fraudsters in Uganda try to get very big amounts which enable them to discourage conclusive investigations (Chemonges, 1997).

2.2.4 Motivation

It usually represents an unsatisfied need that creates a state of tension causing the individual to move in a goal directed towards restoring that equilibrium by satisfying the need. This may be due to goals like malice, expensive lifestyles, debts and revenge on the company, (Chemonges, 1997).

2.3.0 Frauds

From the banks point of view, fraud is defined as a false representation or concealment of a material fact to cause some one to part with money. The effect is that the bank pays for what it has not received or does not get the benefit expected, (Chemonges, 1997).

According to (Adam, 2003) defines bank fraud as;

The deliberate misrepresentation in order to fraudulently obtain money or other assets that are held by a bank.

He emphasizes that bank fraud is distinct from simple bank robbery or theft because the perpetrator usually commits the fraud in secret, hoping that it will not be noticed.

 It usually requires some sort of technical expertise and for this reason, bank fraud is one of the offenses referred to as white-collar crimes.

Also (Adam, 2003) identifies types of bank fraud that is;

Identity Theft, where one person uses another person private information identifying information to obtain money usually in the form of loans or credit.

Cheque Fraud, which involves forging cheques or signatures on them as well as altering cheques that have already been written. In case of altering the cheque it may be as simple as adding a few strokes of a pen to turn a cheque figure for example $100 to one for $1000.

Cheque Kiting is the kind of fraud that takes advantage of the fact that fraud can be drawn on a deposited cheque before money is actually removed from the cheque writer’s account.

Fraud can also be defined as an intentional deception made for personal gain or to damage another individual or business (Alex, 1999).

 Information Technology according to Information Technology Association of America (ITAA) defines it as the study, design, development, implementation, support or management of computer based systems, particularly software and computer hardware. (Holt, 1992).

It is also an umbrella term that covers computer hardware, software, communication and network systems and it signifies the provision of banking products and services electronically (Gottschalk and Anderson, 2001).

But in this case the major interest of the researcher was fraud committed while using IT systems.  Fraud can be committed through many Information Technology media including mail, wire, phones, and internet commonly referred to as computer crime and internet fraud (Fred, 2000).

2.3.1 Frauds in Present Technology Environment

With banks deciding to set up networks and computerize the whole banking process, to offer their services on multiple channels, they now face risks both from inside and outside. This section describes the kind of frauds that can happen in this environment.

2.3.2 Attacking the User’s Computer

In this type, the fraudster implants a virus, Trojan horse into the victim machine and using that program; he monitors all transactions, steals vital data like username and password and then impersonates the victim. This is done using numerous methods like emails, Internet Relay Charts (IRC) and fake websites, (Rhoda, 2000).

2.3.3 Attacking the Bank’s Computer

In this case  the fraudster directly takes control of the bank’s server, does the transactions impersonating many customers (even the internal staff can be impersonated) of the bank, and can delete all transaction log files of him visiting the bank’s site, such that he cannot be traced back, (Rhoda, 2000).

2.3.4 Denying Services from the Bank’s Servers

The aim of this kind of fraud is to cause inconvenience to the bank by making it disrepute, and take away its customers. The customers just cannot access the bank’s services, (Rhoda, 2000).

2.3.5 Less Security on Data held in Computers

It appears that less far security is applied to the data held in the computer system. In the corporate world, computer security is generally seen as being of interest to the IT department and so many professionals do not give adequate importance to these security concerns of the organization. The main premise is that more proactive security administration is needed; it argues that many of the losses owing to fraud could be avoided if businesses were more serious about the prevention of deterrence, (Gurpreet, 1999).

In many security abuses it’s not technology that causes problems; it’s the people using technology who tend to subvert controls in a system. For example in Malaysia a senior bank official responsible  for verifying and releasing interbank deposits through SPEED system which is an automated clearing system, gained access to passwords of his subordinates.

 He then transferred frauds belonging to the bank to his own account in another bank. And his fraudulent transactions came to light only when he appeared on the local television as a proud owner of several sports cars. (Gurpreet, 1999).

2.3.6 Money Laundering

This is when one gets money illegally for example through corruption or selling of drugs and disguises it by routing it through other people’s accounts. Money laundering is very real in Uganda and Uganda is internationally ranked high as a destination or route for launded money (Namubiru, 2008). Also in the same way Uganda is very vulnerable because it’s a very free and open economy. But in the olden days when foreign exchange was strictly controlled and only given out by the central bank, the sector was a lot more secure from money launderers.

  The Bank of Uganda has established an Anti-Money Laundering Committee which will launch a sensitization drive and the anti-money laundering bill has been drafted, (Mutebile, 2008).

However, the Bank of Uganda has also put in place committees that would analyze the causes and prevention of fraud cases and banks should put in place risk management systems so as to improve their ability to identify and measure risks to mitigate their impact (Bagyenda, 2005).

2.4.0 How Information Technology has helped to improve banking

2.4.1 Information Technology and Management

The adaption to change is a managerial problem, the executives are expected to handle situations where major changes in technology or structure affecting or will affect employees. Usually top management has knowledge to deal with such issues. However, while dealing with the changes effected through the introduction of IT, such conventions of wisdom and experience seems to wane.

 Ironically those in authority, those accustomed to planning and initiating change, now become the subject of change. There is ample scope to improve organizational efficiency and effectiveness using IT innovatively. The IT based information reduces both informal flexibility and psychological and professional support together with sharing of responsibility with subordinates, (Mulira, 2003).

2.4.2 Information Technology and Employees

The changes associated with introduction of IT systems are numerous and can be like a bomb explosion, causing widespread panic and confusion in the organization. In banking sector, expertise such as balancing, posting, which staff would have acquired over the years would take new formats as IT takes over these. This creates on initial feeling of despondency amongst staff since they feel that their services would no longer be required. It is only after they realize the true benefit of IT especially through relieving them from drudgery of routine work that they start to appreciate the positive impact, (Mulira, 2003).

Introduction of IT in any organization inevitably leads to some jobs being made redundant along side, the people who perform those tasks. But IT also creates new and different jobs, new skills and new challenges. For example, poor connectivity to global nets, maintenance problem, (Kenaroglu, 1991).

2.4.3 Efficient and Speedy Transactions

The efficiency of transactions was drastically increased by the computerization and that enabled the banks to serve a large number of customers within the same period, while shortening the queues in front of the counter. For example the use of ATMs has made depositing and withdrawing money from the accounts so easy. Hence time wastage while making very long queues for the same bank services has been solved (Wattegama, 2003).

2.4.4 Elongated Banking Hours

With manual systems the banking hours were limited as more time was needed to carry out the back office accounting functions, after the counters were closed for customers. With the introduction of computer systems the banks could no longer offer services for long hours to their customers (Wattegama, 2003).

2.4.5 Accurate and Updated Transaction Detail

In contrast to the manual systems where the updates were slow and often inaccurate, the computer systems have enabled quick updates while maintaining accuracy of the information. It eliminates duplication of records and easy retrieval of stored records at reduced costs and time (Nyiramahoro, 2006).

2.4.6 Possibility of carrying out several activities at the same Counter

One of the main draw backs of manual systems was necessary for separate counters for different types of transactions. In the manual environment this saved time and was more methodological. On the other hand it was inconvenient for the customers as that system created long queues at some of the counters. Automation has enabled any teller to carry out more than one transaction type, if not all. The customers are given option to approach any available counter.

2.4.7 Any Time Banking

The concept of any time banking was first introduced in Srilanka perhaps within a limited scope, with the installation of Automated Teller Machines (ATMs) as part of the branch automation programmes (Kateeba, 2001). And today most commercial banks have ATMs that operate 24hours which guarantee any time banking.

2.4.8 Anywhere Banking

Before automation, customers could carryout transactions only at a branch where the account was maintained. However, the computer systems effectively connected all the branches to a centralized network and enabled carrying out transactions at any branch within the network. At present, almost all the leading commercial banks maintain such island wide branch network (Muwanga, 2004).

The use of electronic payment means eliminating geographical constraints and customers may not need to access banks physically that is customers can have access to banking services in any area at any time (Quiros, 2002). 

2.4.9 Division from the Branch Concept

Within the introduction of anywhere banking, the branches were no more isolated operating centers, but just entry points to the same networked system. To underline this key change, some private banks have gone to the extent of renaming the so called branches. For example Hatton National Bank now terms them as, customer centers while commercial banks prefer calling them, service points. This indicates a clear deviation from the traditional, branch banking concept, (Wattegama, 2003)

2.4.10 Branch Networking

The degree of sophistication in such areas as banking is developing all the time and the description, which follows, is gradually becoming reality, though some areas may not yet be fully online. Every bank has a terminal linked to the main computers at the head office. Almost all branches are directly online to their own accounts, and can debit or credit a customer’s account in the computer without any delay, although the updating of accounts may take place over night. Some branches may not yet be on-line but they may eventually send the information to the centralized clearing where they can be handled more economically in bulk.

 Transfer to accounts at another bank are encoded and keyed in during the day as they are paid in. The stored data is sent daily after closing hours to central clearing to go through the Bankers’ Automated Clearing Service (BACS) in due course, (Coult, 1990).

2.5.0 Other Causes of Commercial Bank Frauds

2.5.1 Laxity of Enforcement

One of the problems with enforcing bank fraud laws is that it is often given a low priority or ignored altogether, because the activity can span several jurisdictions, involve many unidentified subjects is non-violent and usually there are few leads. The vacuum in our laws makes matters worse that one cannot criminalize money laundering because there is no anti-money laundering law. But still a thief is thief! And there should be strong enforcement of the law before things go out of hand, (Namubiru, 2008). 

Many bank fraud suspects are able to elude arrest by furnishing false identification when cashing which requires non-bank customers to provide a thumb print using a clear solution on the negotiated cheque for identification purposes. With this positive identification it has been much easier to identify, arrest and successfully prosecute bank fraud scams.(Bill,2002).

2.5.2 Falsification of Loan Application

While scheming to defraud four banks and credit union, one con opened chequing and saving account using a false name and fraudulently obtained a new social security number. He the applied for seven loans for the stated purpose of financing the purchase of motor vehicles. He also submitted false documents concerning his employment and income including fake tax returns.

 By producing fictious records including motor vehicle appraisals, insurance documents and invoices he obtained approximately $380,000 in loans for purchase of a 1976 Rolls-Royce silver shadow, a 1978 Ferrari model 308 GTS convertible, a 1992 Mercedes-Benz model 300SE ,a 1995 Mercedes Benz model SL320 and a 1994 Mercedes-Benz model 500Sl.  He also applied for and was issued multiple credit cards and charge cards. In just seven months he ran up charges leading to losses of at least $460, 000 (Bill, 2002).

2.5.3 Kiting

Cheque kiting is when non- existent cash is recorded in more than one bank account. The crime usually occurs when a bank pays on an unfunded deposit. For example when a bum cheque is deposited into an account before the bank collects the cash, a cheque is written against the same account and deposited into a second account or cashed. The increased use of wire transfer allows this type of scheme to be perpetrated quickly (Bill, 2002).

2.5.4 Unsecured Deposits

This is where the deposits of the bank customers’ do not have security from intruders. The company or individual is authorized, supervised or regulated. For example in the US when the deposits of the companies do not have protection of Federal Deposit Insurance Corporation or any other state of Federal deposit insurance then they are in most cases exposed to fraudulent activities (Bill, 2002).

2.5.5 Weak Controls within Commercial Banks

The customers' money is often stolen by banking officials working with outsiders. But there are also outright robberies by security guards who transport cash from one point to another. The recent fraud attempt in Stanbic Bank, Garden City branch by a Kampala businessman to withdraw shs.500M and $500,000 is a clear indication of how porous the bank security is in Uganda.

It also shows how dirty transactions have been carried out in banks with ease and with full co-operation of bank employees. Many banks have suffered huge losses as a result of illicit transactions and theft by employees. The banks themselves have not put security measures and where they exist are very weak to protect the customers from fraud and abuse by the bank employees. (Katunzi, 2009).

CHAPTER THREE

3.0 METHODOLOGY

3.1 Introduction

This chapter entails the description of how the research was conducted. It includes the research design, type of information gathered and sources of such information, methods to obtain the information, processing, presentation and limitations.

3.2 Research Design

The research design was exploratory where a lot of information about the problem was read. The purpose of choosing this type of research was to acquire theoretical or qualitative data. 

3.3 Area of Study

The area of study was Stanbic bank Crested Towers branch, Kampala central because it is the main branch where much information as regards Information Technology and Commercial bank frauds could be obtained.

3.4 Population of the Study

The population in the study involved the top managers, lnformation Technology department, tellers, internal auditors and other staff who use IT in carrying out day to day transactions of the bank.

3.5 Sampling Method

Purposive sampling was used to select the sample in which the researcher expected to obtain primary information from top managers, lnformation Technology department, auditors, tellers and other staff who carry out the day to day operations of the bank.

3.6 Sample Size

A sample size of 30 people was selected from which information was provided.

3.7 Data Collection Methods

The data was collected by use of questionnaires, document review this entailed reading, interpreting and analyzing these documents. The questions in the questionnaire were both closed-ended and open-ended. For closed ended questions respondents were offered a set of answers and asked to choose the one that closely represents their views.

Open-ended questions were set to enable respondents to give their opinions and thoughts freely, spontaneously and in their understanding. However to come up with a concrete study, information from business publications, magazines, text books and internet was used.

3.8 Types of Data

Both primary data and secondary data were gathered.

3.9 Sources of Data

The data was collected from primary source which involved reaching the employees especially those that use IT in transacting activities in Stanbic bank for example tellers, top managers, information Technology department, internal auditors and the rest of the staff . And secondary sources was used, these include; reports, journals, magazines, newspaper publications, text books and internet.

3.10 Data Processing

Data was processed and analyzed using a combination of manual and computerized systems. This included editing to make sure the data is consistent, accurate and complete.

3.11 Presentation and Analysis of Data

The data collected from questionnaires was edited and summarized in light with the objectives and the research questions of the study. The answers were translated into numeric data, tabulated with percentages and figures obtained for understanding and presentation of the data.

3.12 Limitations of the Study

The researcher encountered a number of challenges while under taking this research.

There was lack of comprehension of some questions especially where the respondent selected had little knowledge about a particular question.

The other problem was financial constraint related to expenses in terms of transport to and from the bank premises and all other related expenses such as stationary, photocopying and printing.

Some respondents were hesitant in giving answers related with fraud because it is considered to be a private matter of the bank that does not need to be exposed to outsiders or the public. It took days for the respondents to answer questions in the expected time and made delays in collecting data.

CHAPTER FOUR

PRESENTATION, INTERPRETATION AND DISCUSSSION OF THE FINDINGS

4.0 Introduction










This chapter presents the findings which were obtained from both secondary and  primary sources of data. The data collected is in line with the research objectives. In the  secondary source the researcher’s arguments  are analyzed together with those advanced by different scholars. The study also  used the primary data obtained through the use of questionnaires that were distributed  employees in Stanbic Bank, Crested Tower branch.








4.1 Information Technology and Commercial Bank Fraud

Bank Fraud is still a big obstacle to Banking industry in Uganda and the whole World. It is estimated that banks in Uganda lose over 2billion shillings annually through fraudulent activities (Chemonges, 1997). In 1986, the loses arising out of cheque and Euro card fraud to the major clearing banks in the United Kingdom stood at GBP 17.7. By 1990 this was estimated to be at GBP 120million (Chemonges, 1997).

It is evident that banks, brokerage and investment firms suffer most from computer frauds but only 15% of these frauds are reported to police because employers feel the adverse publicity would damage their corporate image or the company’s share price.

An example is the cases quoted, in 1991,108 cases were reported and the total amount of money involved was 1,930,254,200/=, 75 in1992 with an amount of 1,114,912,094/=, 85 in 1993 with an amount of 2,207,434,950/=, 76 in 1994 with an amount of 2,077,530,950/= and 68 in 1995 with an amount of 555, 530,900/= (Chemonges, 1997).

Table 1: Cases of Fraud that have been Reported to Police in the Past Years

	Year
	Cases reported
	Total amount

	1991
	108
	1,930,254,200/=

	1992
	75
	1,114,912,094/=

	1993

1994

1995
	85

76

68
	2,207,434,950/=

2,077,530,950/=

555,530,900/=


Source: Secondary Data

The figures in the above table present a very small percentage of what goes on in the whole industy. This implies that banks lose a lot of money through fraud in setting up networks and computerize the whole banking process to offer their services on multiple channels.

In less than a second, a computer can process millions of pieces of data. Computers can also be used to steal a million dollars in the same time. Compared to robbing a bank or a retail store with a gun, computer crime can be committed in the privacy of a house with a terminal. Some experts estimate the average computer fraud may be as high as $500,000 (Ralph, 1986).

It is true that many times commercial banks suffer frauds from Information Technology and some times they donot easily detect it until they have lost millions of money that they get to realise. The widespread use of Information Technology by banks today has given rise to new forms of illicit behavior and security blindness on the part of the users.

The problems related with security are not restricted to individual organisations, in many cases there is  a whole network of operators and fraudsters (Gurpreet, 1997).

All the major  operational areas reported are under deposits, loan and inter-branch accounting transactions, including remittances. Many frauds occur due to forged documents and false information(Mayur, 2004).

The probability of security breaches has increased over the past few years. For example in 1992 in the USA, 773 computer break-ins were reported, in 1994 this figure jumped to 2,300. A near 60% increase in the system penetration over a period of two years is a cause of  concern (Gurpreet,1997).

Equally the figuires  from the UK are astonishing between 1992 and 1994 computer fraud  resulted in loses to the tune of GBP 1.2billion because of inadequate security.

From the above findings, there is increased frastration among businesses, banks in particular   to combat increased incidents of fraud. It thus evident that alot of fraud  are caused by Information Technology in commercial banks.

The findings from the primary data were obtained through responses from the questionnaires distributed to the Stanbic bank employees. Thus it through these responses that conclusions were drawn in relation to the objectives.

4.2.0 Gender of Respondents

The respondents were asked their gender in order to findout the caliber of staff employed by Stanbic bank.
Table 2: Showing Gender Responses

	Sex of respondents
	Frequency
	Percent
	Valid Percent
	Cumulative Percent

	
	Male
	16
	53.3
	53.3
	53.3

	 
	Female
	14
	46.7
	46.7
	100.0

	 
	Total
	30
	100.0
	100.0
	 


Source: Primary Data

  The findings indicate that more males than females are employed but the difference of 6.6% is small. This implies that Stanbic bank does not have bias in recruiting employees basing on sex differences. Hence the researcher was given more reliable information as regards Information Technology and Commercial bank Frauds.  

4.2.1 Age Range of Respondents

The respondents were asked about their age range in order to find out the most employed age in the bank. 

Table 3: Showing Age Range of the Respondents

	Age range
	Frequency
	Percent
	Valid Percent
	Cumulative Percent

	
	18-25
	03
	10.0
	10.0
	10.0

	 
	25-45
	23
	76.7
	76.7
	86.7

	 
	45-60

Total
	04

30
	13.3

100.0
	13.3               

100.0
	100.0

 


Source: Primary Data

According to the findings the biggest number of employees (76.7%) in the bank is the age range between 25-60  

 This implies that Stanbic bank employs the most active and knowledgeable age bracket and who are ready to change with the modern development in Technology in the present business environment. Thus the researcher was able to get the necessary information.

4.2.2 Experience of the Respondents

The respondents were asked how long they have worked with the bank so as to find out if they have got enough experience in the use of Information Technology Systems used in the bank.

Table 4: Showing Years of Experience

	Experience 
	Frequency
	Percent
	Valid Percent
	Cumulative Percent

	
	 0-5
	12
	40.0
	40.0
	40.0

	 
	6-10
	15
	50.0
	50.0
	90.0

	 
	11-20

Total
	03

30
	10.0

100.0
	10.0               

100.0
	100.0

 


Source: Primary Data

The majority of the respondents have worked with the bank for 6 to 10 years. This shows that Stanbic bank retains the employees for some long time. This implies that it is satisfied with the employees recruited and they can be well equipped with the organization’s behavior and have experience of how information Technology systems work in the bank.
4.2.3 Level of Education completed by the Respondents

The respondents were asked about the level of education they have attained in order to find out if their level of education can easily adopt and understand the use of Information Technology in the bank.
Table 5: Level of Education of Respondents

	Education level 
	Frequency
	Percent
	Valid Percent
	Cumulative Percent

	
	Certificate  
	02
	6.7
	6.7
	6.7

	 
	Diploma 
	05
	16.7
	16.7
	23.4

	 
	Degree 

Masters 

Total
	20

03

30
	66.7

10.0

100.0
	66.7              

10.0

100.0
	90.0

100.0

 


Source: Primary Data

 From the findings the degree holders dominated the study, this shows that the respondents were able to understand the questions and respond accordingly and also the level of education influences the bank’s effectiveness and management of Information Technology and fraud. The majority of employees could easily understand and use the Information Technology and how fraud could be committed through the same systems.  
4.2.4 Position held in the Bank by the Respondents

The respondents were asked the position they hold in the bank such that the researcher finds out the most sensitive ones as regards the use Information Technology the bank.
Table 6: Position held in the Bank.

	Position 
	Frequency
	Percent
	Valid Percent
	Cumulative Percent

	
	Staff 
	04
	13.3
	13.3
	13.3

	 
	Teller 
	15
	50.0
	50.0
	63.3

	 
	Manager 

Top manager

Total
	06

05

30
	20.0

16.7

100.0
	20.0               

16.7

100.0
	83.3

100.0

 


Source: Primary Data

 The tellers dominated the rest of the employees in the bank. This implies that they are very vital in handling cash that is receiving and recording in the database and also helping in the withdrawing of cash from the counter especially those clients that need a lot which cannot be got using an ATM cards. Thus this also shows that cash is the major raw material in the bank which needs to be handled with great care while using Information Technology systems.
4.3.0 Responses about the Information Technology Systems
The respondents were asked to mention some of the IT Systems used in Stanbic bank so as to find out the common ones being used in making transactions.

The most mentioned was Electronic Fund Transfer system that was 90% of the respondents; this is in agreement with Basel Committee on Banking Supervision (2010) which facilitates the transfer of funds electronically to customers from one account to another either as credit or debit.

Others such as Real Time Gross Settlement System, Cheque clearing were also mentioned. This implies that the bank has several IT systems that facilitate the day to day transactions. 
4.3.1 Findings about what fraud means

The respondents were asked about what fraud meant to them in order to find out whether they understood it.

Generally, they defined it as the concealing of the material fact through using the loopholes in the bank in order to steal money belonging to the bank. This is in line with Adam (2003) contends that fraud is the deliberate misrepresentation in order to obtain money that is held by the bank.
At least 80% of the respondents gave the meaning of the word Fraud which implies that they really knew the meaning of the word in relation to the banking industry.
4.3.2 Fraud as one of the major problem in the Bank Responses

The respondents were asked whether fraud is one of the major problems facing their bank today in order to find out if fraud really exists in the bank.
Table 7: Fraud as one of the major problems in the Bank 

	
	Frequency
	Percent
	Valid Percent
	Cumulative Percent

	Valid
	Yes 
	28
	93.3
	93.3
	93.3

	 
	No 
	02
	6.7
	6.7
	100.0

	 
	Total 
	30
	100.0
	100.0
	 


Source: Primary Data

. According to the researcher’s findings it showed that fraud was a major problem faced by the bank basing on a bigger figure (93.3%).
 Hence Stanbic bank stands a very big risk of fraudulent activities in its operations and this gives a conclusion that fraud is a major threat to the banking industry in Uganda.
 The kinds of fraud that were given by some respondents include; cheque forgeries, money laundering, attacking the bank’s computers and identity fraud of which some of them are in line with those advanced by Adam (2003) for example the identity fraud and cheque forgeries.
4.3.3 Respondents responsibility for detecting Fraud

The respondents were asked of who is responsible for detecting fraud in the bank in order to find out the category of people that take the responsibility of finding if there is any fraud committed in the bank through the use IT.
Table 8: Responsibility for detecting Fraud in the Bank

	
	Frequency
	Percent
	Valid Percent
	Cumulative Percent

	Valid
	IT Department
	17
	56.7
	56.7
	56.7

	 
	Auditors
	07
	23.3
	23.3
	80.0

	 
	Staff 
	03
	10.0
	10.0
	90.0

	 
	Clients
	03
	10.0
	10.0
	100.0

	 
	Total
	30
	100.0
	100.0
	 


Source: Primary data

This implies that the IT department takes the biggest responsibility for detecting fraud followed by auditors, staff and clients. 

The researcher found out that much work for detecting fraud is left to the IT department and the auditors come in later and staff and clients have little responsibility.

 However, it is a responsibility every employee and clients of the bank to detect fraud and report for appropriate measures and prevent it. This also indicates that detection against fraud in Stanbic bank is not yet very strong enough to protect the bank against fraudsters because detection of fraud is mostly taken to be the work of IT department. 
4.3.4 Controls against Fraud Responses

Respondents were asked whether there are controls so as to find out if any controls against Fraud committed by use of IT do exist in the bank.
Table 9: Controls against Fraud in the Bank 

	
	Frequency
	Percent
	Valid Percent
	Cumulative Percent

	Valid
	Yes 
	20
	66.7
	66.7
	66.7

	 
	No 
	10
	33.3
	33.3
	100.0

	 
	Total 
	30
	100.0
	100.0
	 


Source: Primary Data

 According to the findings by the researcher the controls are there but there are still leaks basing on the respondents that reported with a no answer in Stanbic bank. This indicates that there is still chance for fraudsters to penetrate into the bank’s systems and defraud.

The researcher also asked the respondents those with a yes answer to mention some of the controls already existing in the bank to curb down fraudulent activities.
 Controls such as, tight security on the user name and passwords of the clients’ accounts, CCTV cameras that can trap anyone trying to defraud the bank, timely and continuous up dating of the bank records in the bank’s database.
4.3.5 Information Technology being used to commit Fraud

The respondents were asked whether Information Technology is one of the ways used to commit fraud in order to find out if the use of IT is one of the causes of fraud in the bank.
Table 10:  Information Technology as one way used to commit Fraud 

	
	Frequency
	Percent
	Valid Percent
	Cumulative Percent

	Valid
	Yes 
	21
	70.0
	70.0
	70.0

	 
	No 
	09
	30.0
	30.0
	100.0

	 
	Total 
	30
	100.0
	100.0
	 


Source: Primary Data

 Basing on the information given the researcher found out that the use of IT systems was one of the major causes of bank fraud in Stanbic bank. This means that the IT systems are manipulated to defraud the bank by both outside and inside fraudsters. 

Those who gave a no answer reported the other causes of bank fraud such lack of ethical behavior by the employees in the bank, security concerns are only left in the hands of the IT department and weak internal controls. Thus the use of Information Technology holds a bigger percentage as a cause of fraud in Stanbic bank.

4.3.6 The Responsibility for using Information Technology to Defraud the Bank

Respondents were asked of who is responsible for using IT to defraud the bank so as to get the category of employees capable of manipulating IT systems in order to commit fraud. 
Table 11: Responsibility for using Information Technology to Defraud the Bank Respondents

	
	Frequency
	Percent
	Valid Percent
	Cumulative Percent

	Valid
	Top managers
	05
	16.7
	16.7
	16.7

	 
	IT department
	09
	30.0
	30.0
	46.7

	 
	Staff 
	12
	40.0
	40.0
	86.7

	 
	I do not know
	04
	13.3
	13.3
	100.0

	 
	Total
	30
	100.0
	100.0
	 


Source: Primary Data

 The researcher was able to draw the conclusion that the staff is most responsible for using IT to defraud the bank followed by IT department.
 This is because it is the area where the IT systems are controlled by the employees and can easily manipulate the systems to defraud the bank and the top managers also take a responsibility much as the percentage is small but it is still fraud committed through using IT. 

 4.3.7 Importance of Information Technology 

The respondents were asked whether Information Technology is important in the bank so as to find out how helpful IT is in carrying out the day to day transactions in Stanbic bank.
Table 12: Importance of Information Technology in the Bank 

	
	Frequency
	Percent
	Valid Percent
	Cumulative Percent

	Valid
	Yes 
	29
	96.7
	96.7
	96.7

	 
	No 
	01
	3.3
	3.3
	100.0

	 
	Total 
	30
	100.0
	100.0
	 


Source: Primary Data

The researcher was able to draw the conclusion basing on the information given that Information Technology is very vital in Stanbic bank because it takes a bigger percentage (96.7%)
The researcher went ahead and asked the respondents to give reasons why IT is important in Stanbic bank, some of the reasons given were; accuracy of records, speed in carrying out transactions, quick retrieval of records and anytime banking.
 Hence this is in agreement with what Wattegama (2003) advanced that the development of Information Technology has made the banking operations much easier.

Table 13: The relationship between Information Technology and Commercial Bank Frauds

	Correlation



	
	Total of Information Technology
	Total of Commercial Bank Frauds

	Total of Information Technology
	Pearson correlation
	1.000
	.936(**)

	
	Sig.(2-tailed)
	.
	.000

	
	N
	30
	30

	Total of Commercial Bank Frauds
	Pearson correlation
	.936(**)
	1.000

	
	Sig.(2-tailed)
	.000
	.

	
	N
	30
	30

	**correlation is significant at the level 0.01 level (2-tailed)




From the table above findings showed that there is a strong positive relationship between Information Technology and Commercial Bank Frauds at Pearson correlation coefficient r= 0.936 and this implies that Information Technology affects Commercial Bank Frauds by 93.6%.
The findings indcated that that there are other factors which cause commercial bank fraud and they constitute of 6.4% and the may include; laxity of enforcement, weak internal controls and lack of ethical behaviors by the employees in the bank.

In additon the findings are in line with Agin (2006) who contended that there are many gains made by Information Technology in the management of financial services but  fraud has become equally sophisticated, complex and dangerous in commercial banks through the manipulation of Information technology Systems.
CHAPTER FIVE

SUMMARY, CONCLUSION AND RECOMMENDATIONS

5.0 Introduction

Basing on the presentation and discussion of the research findings which was covered in line with the research objectives, this chapter presents the summary, conclusion and the recommendation thereof.
5.1  Summary of  findings of the major objectives  
· To find  IT systems used in banking.
· To find the causes of fraud in commercial banks.

· To etablish how Information Technology has helped to improve banking services.

· To establis the relationship between Information Technology and Commercial bank Frauds.

5.1.1 Information Technology Systems used in Stanbic bank
The findings on the first objective revealed that the Stanbic bank uses several Information Technology Systems such as Electronic Fund Transfer, Cheque Clearing and Real Time Gross Settlement System.  Electronic Fund Transfer System which was mentioned most  helps in the tranfer of funds either credit or debt on the accounts.

5.1.2  Causes of fraud in Stanbic bank

The findings on the second objective indicaded that the use of Information Technology was the major cause of bank fraud  and other causes such as weak internal controls, lack of ethical behavior by the employees of the bank and security concerns are left in the hands of IT departments only were also given.Therefore, IT is one of the major causes of bank fraud especially through the manipulation of the systems by fraudsters.
5.1.3  How IT has helped to improve banking services
The findings on objective three showed that IT is very important in carrying out the day to day operations in Stanbic bank and the ways in which it helped included; accuracy of records, speed in carryingout transactions, quick retrival of records and any time
banking.This is in line with Wattegama (2003) that advancad that Information Technology has made banking much easier.

5.1.4 The relationship between Information Technology and Commercial Bank Fraud

The study revealed that IT has an effect on Commercial bank fraud. Pearson correlation coefficient was used to establish the relationship betweeen IT and Commercial Bank Frauds. It indicated a strong positive correlation valve (r=0.936**).
5.2 Conclusion

From the findings, it was found out that there is a high effect of Information Technology on fraud in Stanbic bank. Fraud has become a common phenomenon  in the banking industry in Uganda and else where in the World. It is a human tendency of taking the risk to commit the frauds if he or finds suitable opportunities. Therefore efforts can be concetrated on areas which are fraud prone so as to manage the risks.
5.3  Some Recommendation to help tackle Frauds
The most effective defense banks could have against fraud is to strengthen their operational practices, procedures, controls and review systems so that all fraud-prone areas are fully sanitized against internal and external breaches. However, the huge expansion in banking transactions and the use of Information Technology consequent to the transition of banks to mass perpetration of frauds and the recommendations include;
Develop a Fraud Policy

The policy should be written and distributed to all employees, borrowers and depositors. This gives a moral tension to potential fraudsters. Also maintain a zero tolerance for violations and media publicity against fraudsters at all levels is necessary.
Assess Risk

This can be done by looking at the ways fraud can happen in the banks. It is important to study the trends and style of frauds in the banks. Some of the big nationalised banks maintain the data bases of fraud cases reported in their banks. But databases are dumb, they yield nothing unless they are analyzed effectively.

Establishing regular fraud detection procedures which could be in form of internal audits or inspection, these procedures alone discourage employees from commiting fraud.

Promote a Whistle Blowing Culture

Many surveys on frauds have shown that frauds are unearthed by the outsiders, internal audits and internal controls come  much later. The message about contacting the vigilance officers is flashed in most of the branch premises. However, the ethics lines are very rarely seen. The ethics lines are the helpline to the employees or well wishers of the bank, which tell them whether a particular activity constitutes of a fraud or not.

Conduct Pre-employment Screening

Since the raw  material of the banks is cash, the bank needs to be more alert than any other employer is before they recruit. Only testing  the aptitude is not of any use. The banks should test check the character of their subordinates by creating real life scenarios such as offering the bribes by calling on some dummy borrower.

The banks should be proactive by putting in place anti-fraud programmes and controls. For instance some software have to be put in the Information Technology systems like for the case of  Stanbic bank has put in place, Fool Proof Software, training of Information Systems staff and ordinary bank staff who are authorised to operate computers so as to detect and prevent fraud in the bank.

Also commercial banks should step up in cooperation through sharing information tools to combat fraud and manage risk. For instance through the use of risk management soft ware like Methodware Enterprise Risk Assessor so as to prevent fraud since all commercial banks are exposed to fraud. Their combined efforts would discourage fraudsters from taking any opportunity in the the banks.

In addition training and communicating to employees to understand ethical behavior expected of them.New employees should be oriented in all banks about the details of the banks’ mission, core valves. Code of conduct, types of fraud, compliance, their responsibility to report violations of ethical behavior and other integrity concerns.Periodic training throughout the employees’ career reinforces fraud awareness.

Designing and delegating responsibilities should be systematic. Delegating too many functions to one person can constitute a high risk and should be avoided whenever possible. For example the risk of fraud  can be reduced by proper apportioning of duties in sensitive areas and encourage job rotation.

The fraud investigation unit must have to install digital evidence recovery capabilities for identifying, preserving, recovering and examining electronic evidence and forensic data analysis tools to identify anomalities or irregularities in electronic data that are indicative of fraud or abuse.

 The ivestigative staff must be trained in the use of the Information Technology tools but a fraud investigation unit also should have a dedicated forensic data analyst to support complex investigations.

5.4 Suggested Areas for further Research

How commercial banks can curb down fraud due the advancement in Information Technology in the banking industry.

The role of Information Technology in Money Laundering Banking environment.
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APPENDIX I
QUESTIONNAIRE TO STANBIC BANK, CRESTED TOWER BRANCH

Dear sir / Madam

I am a student of Makerere University pursuing a bachelor of commerce degree. I am in my final year carrying out research study which is aimed at getting opinions regarding information Technology and commercial bank frauds. And the study is purely academic. 

Please kindly respond to the questions.

Any information provided will be treated with utmost confidence. Your contribution and cooperation towards this research is highly appreciated.

SECTION A
Background information
Tick the most appropriate answer 

1. GENDER                                                                                                                           Male □




Female□


2. AGE
18-25□

25-40□
    45-60□

3. How many years of experience do you have with your bank?

0-5□


6-10□



11-20□


4. What level of education have you completed?


Certificate□




Degree□



Diploma□




           Masters□


5. What position do you have in the bank?


Staff□

                         Teller□



Manager□



Top manager□


SECTION B
6. Mention some the Information Technology Systems used in transacting activities in your bank?
………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………
7. What does the word Fraud mean to you?

………………………………………………………………………………………………………………………………………………………………………………………………

..

  8. Is fraud through Information Technology Systems one of the major problems in your bank today?

Yes□



No□


9. If your answer is yes from (question 7 above), mention the kinds of fraud that do exist in your bank. ………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………

10. Who is responsible for detecting Fraud in your bank?

Top management  □                                        Auditors□
IT department        □                                             Staff□
11. Are there any controls against fraud in the bank’s Systems?

Yes □                                                                No□
12. If your answer is yes from the above question mention some of these controls used to curb down fraudulent activities in the bank.

………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………

SECTION C

13. Is Information Technology being used as a tool or one of the ways to commit fraud in your bank?


Yes□




No□


14. If your answer is no mention other causes of fraud in your bank other than IT.

………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………

15. And if yes, who is responsible for using IT for fraudulent activities?


Top managers□



Staff
□



IT department□



I do not know□
SECTION D
16. Is Information Technology important in your bank?


Yes□




No□


17. If your answer is yes in the above question, give the reasons why IT is important in carrying out banking services. ………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………………….......
                                                Thank you for your participation.
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