Topic Thesis that I will address:  Is effective smart card security possible?

I will debate this thesis and derive a final conclusion.

Below are my outline and references.

Smart Card Security:  It Can Be Achieved
I. Background
A. Physical Attributes

1. Convergence of Credit Card Industry and Computer Industry

2. Plastic Coating (Shell)
3. Memory Chip

4. Processor

5. Types of Communication with Devices
a. Magnetic Stripe

b. Contactless

B. Qualitative Attributes
1. Storage
a. Store

b. Retrieve

c. Update

2. Programmable

3. Portability
   a.   Size of a Credit Card

4. Safety
   a.   Eliminate need for carrying bulky cash

5. Convenience

   a.   Applications expanding at increasing rate

6. Security

a. Public-Key Infrastructure and Encryption

b. Password / PIN
c. Biometrics

d. Other Security Measures

C. Smart Card Functions

1. Authentication/Identification

2. Storage

3. Financial Transactions

4. Personalization
II. Current Applications

A. Physical and/or Logical Access Control
1. E.g., Entry to Workplace and Its Computers and Network

2. For Use in Various Environments

a. Government

b. Military

c. Educational

d. Ordinary Workplace
3. Implications of Stolen Smart Card

a. Identity Theft/Fraud
b. Break-ins and Thefts
4. Preventing the Use of Stolen Smart Card

a. Use of Biometrics

b. Frequent Password / PIN Changes

c. “Lock” Feature after Entering Invalid Password / PIN

B. Tracking Commuters
1. Privacy Issues

2. Finding Children/Missing Persons
C. Digital Funds
1. Who benefits?

2. Implications of Lost/Stolen Smart Card

a. Identity Theft/Fraud
b. Potentially Negative Effects on Personal Credit

3. Preventing or Alleviating Impacts of Stolen Card

a. Using a Low Fund Limit or Small Balance
b. PIN requirement

c. Use of Reader Matching Fingerprint in Card’s Storage with 

That of Cardholder

D. Use of Adaptive (Flexible) Readers/Equipment

1. Improved services for Disabled/Elderly

a. Increased Feeling of Autonomy

b. Increased Capabilities

2. Decreased Capital/Medical Costs

a. “One size fits all”

b. Services can be customized by the user

III. Future Applications

A. Storage of Vital Medical Information
1. Provision of Health Attributes during Emergencies
2. Improved Accuracy/Safety of Drug Distributions

a. Improved Health/Longevity

b. Increased Hospital Efficiency

c. Reductions in Healthcare Expenses
3. Legislation Might Require Such Use

   a.   Excessive Government Control?

B. Multi-Purpose Smart Cards

1. Personal Card:  SSN, Medical, Driving Record, etc.

a. Privacy Issues (Patients’ Rights)
b. Potential for Identity Theft/Fraud

2. Combination Driver’s license and Ignition Key

3.   Multi-Everything
IV.       High-Level Security as an Attribute of Smart Cards
A. Use Unique Biometric Identification.
B. Store Photo ID in Card Memory as Proof of Ownership

C. Use Personal Identification Numbers (PINs).
D. Change PINs Often Using a Random Number Generator.
E. Apply for a Card-Tracking Service in Case Smart Card Is Lost.
F. Incorporate Varying Combinations of Security Features.
1. Be Innovative.

2. Stay ahead of the criminal mind.

G. Lobby for Legislative Efforts to Improve Security Measures for

Smart Cards

1. Measures within the Smart Cards
2. Measures as to readers, terminals, etc.
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