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A Global legal Survey of Internet Privacy
Table of Contents
· Concept
· Challenges

· Challenges to UNESCO
· Literature Review

· Intervention Needed

· Draft Terms of Reference
· Annex
Concept
Privacy is usually defined as the right of any citizen to control his or her own personal information and to decide about it (to keep or disclose information). Privacy is a fundamental human right recognized by Article 12 of UDHR, the International Covenant on Civil and Political Rights, and in many other international and regional human rights conventions.
Nowadays 2 billion people online seek and disclose information through search engine, micro blog, social network websites, however very few of them are aware of the extent they have disclosed their personal information and what implications it could have.

Internet privacy in the context of this proposed research is to explore various legal and human right implications on  people’s privacy arising from transactions or transmission of data through internet-based applications and ICTs including search engine, microblog, social networks, ISPs, Cloud computing, etc.
Challenges  
In today’s technological world, millions of individuals are subject to privacy threats. There emerged various cases on Internet privacy such as Google map, right of being online anonymous, mobile phone tracking, surveillance and etc, which have close tie to safety and freedom of expression.

Search engines help users seek information, however, infiltrate the information and send advertising based on users’ browsing history; other human rights such as freedom of expression may also be compromised if third parties seek such sensitive information from search engines.

People set up accounts for Facebook, enter bank and credit card information to various websites. The rise of social networks and Cloud computing are increasingly defining norms of privacy, acting as gatekeepers for applications, and setting their own proprietary standards rather than universally compatible standards.  
In cyberspace users’ rights to privacy and freedom of expression, are not only be infringed by government monitoring and surveillance, but also impacted by Internet intermediaries, companies or simply by other users.
“Internet is not tidy. It is complex. Everyone is both a data subject and a data controller,” said Richard Allan of Facebook at IGF in Vilnius, Lithuania in 2010. This new relationship set by social networks can raise critical legal challenges: for governments to enforce laws, which can risk limiting freedom of speech; for Internet companies to protect privacy and develop standards in an online environment; for users, and especially for young people, to know how to protect their privacy and free speech.

Challenges for UNESCO
As newly identified in UNESCO biennial strategy document 36/C5, Program V of Communication and Information is engaged to address a wide range of Internet and new ICTs related issues including promoting freedom of expression and privacy protection on Internet.
As the discussion paper on UNESCO’s reflection on Internet called upon by UNESCO 185th  Executive Board meeting recommended, there is a need to better understand the implications of emerging Internet technologies on data security and privacy. 
UNESCO views freedom of expression and privacy interdependent as fundamental human rights. The challenge of applying these rights exists in the discrepancy of the legal frameworks between online territory and the real one, given Internet’s transnational diffusion. 
UNESCO has a mandate to provide its member states with technical assistance of legal and regulatory framework related to Internet aiming to create an enabling environment for freedom of expression and free flow of information. Thus, its task remains: how to find applicable standards and legislation, and share good practice on privacy protection? How to provide a reasonable privacy and security in a computing continuum? How to promote privacy protection in this same global environment freedom of expression? 

Literature Review

Traditionally the European countries and North America have a leading role in Privacy legislation; there exist plenty of literatures about European countries and developed world. 

Through years of development, privacy is a global concern now. As recent research shows, privacy issues resonate quite strongly around the world, as something relating to privacy/private-life is included in the vast majority of constitutions. There are comprehensive data protection laws in nearly 70 countries including quite a few in Africa and Latin America.

In the reality, though the term 'privacy' may not always be on the top of everyone's mind, until recently with Internet’s penetration and increased use of social media, privacy has become an inevitable concern in their life.

However, to deal with privacy issues arising from data transactions through internet and  ICTs, remains a new task for almost all countries.UNESCO is in a position to gather information from all regions and present an overview of existing tools, which will help all member states, particularly developing countries to learn about the potential risks, global trends and good practices. As a matter of fact, in many developing countries in Asia and Africa, privacy issues are seriously neglected.

Outcome from an Initial Consultation

After a consultation with about 20 experts and organizations on privacy from all regions on UNESCO’s concept paper on Internet privacy, we have got initial outcomes as below, which can provide a reference to the proposed research”

- A consensus was reached that such a research is highly pertinent and timely, and UNESCO plays a unique role in bringing an objective and international perspective to this new area which has a natural tie to its mandate of freedom of expression.

-Experts also agree to the methodology proposed by the Concept paper, namely, to examine existing legal frameworks in different countries across world through a global legal survey complemented with case studies of law, in a broader social science context if possible.

-A conflicting idea to address: whether privacy should be addressed in context of cultural diversity?
Some experts saw more constitutional universality of the privacy issue around the world and perceived a difficulty of painting a picture of “culture” for privacy issues On the contrary, some experts perceive that “privacy is culture sensitive” and “no general standard could be adopted”.
-Existing relevant researches suggested by experts in consultation

1 Privacy research in Asia done by PI, suggested by Gus Hosein

https://www.privacyinternational.org/article/pi-releases-analysis-priv
2 APED privacy framework by, suggested by William Drake
This APEC (Asia Pacific Economic Cooperation) privacy framework in light of OECD guidelines is one of pioneering standard-setting practice particularly related to cross-border data.

http://www.ema.gov.au/www/agd/rwpattach.nsf/VAP/(03995EABC73F94816C2AF4AA2645824B)~APEC+Privacy+Framework.pdf/$file/APEC+Privacy+Framework.pdf
3 ISOC’s survey on privacy among its members, suggested by Christine Runnegar 

ISOC conducted a very interesting survey among its members on their opinion and knowledge about privacy. The results reaffirms the necessity to foster awareness of privacy and provide assistance for building up laws, regulations, principles related to privacy in the light of challenge of the Internet and ICTs.

http://www.isoc.org/internet/issues/privacy.shtml
4 Convention 108 and  recent work on privacy protection related to ICTs of CoE, suggested by Sophie Kwasny 

 
Convention 108 seeks specific protection of individuals with regard to the processing of their personal data.  
http://www.echr.coe.int/NR/rdonlyres/4FCF8133-AD91-4F7B-86F0-A448429BC2CC/0/FICHES_Protection_des_données_EN.pdf
 
The impact of new technologies (notably internet) on this right to data protection  :
http://www.coe.int/t/dghl/standardsetting/dataprotection/Consultation_Modernisation_Convention_108_EN.pdf
http://www.echr.coe.int/NR/rdonlyres/CA9986C0-BF79-4E3D-9E36-DCCF1B622B62/0/FICHES_New_technologies_EN.pdf
http://assembly.coe.int/ASP/NewsManager/EMB_NewsManagerView.asp?ID=6461
 
5 IDRC regional projects in African and Asia, suggested by David Banisar 

IDRC has been funding regional projects in African and Asia (and a small one in latin america also i believe) on privacy, funding local groups and international expertise.

The paper on African one

http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1716969. 

privacy and access to information.  http://ssrn.com/abstract=1786473
Intervention Needed
UNESCO will initiate a global research aiming to map the current regulatory landscape in the U.S., the EU, Asia, Latin America, Arab States and Africa in regards to Internet privacy and provide an overview of legal protections, self-regulatory guidelines, challenges, and cases relating to the topic, in order to create a global snapshot of trends and developments. The research will also offer privacy policy recommendations to inform member states and international policymakers. 
Draft Terms of Reference

1 The research should be reported in the form of a policy paper that will be written in a style and at a quality that may be published by UNESCO for distribution in print and online, with a size of 80-100 standard book pages
2. The structure of the research should include:

2.1  Summary: this part conveys the central question, findings and recommendations of this study. It will be accessible to a broad, educated public, seeking to translate complex and shifting legal and technical issues into language that conveys the central findings and themes of this research. 

2.2  Introduction: this part defines the focus and scope of this project and provide an introductory overview of the issues tied to Internet privacy, particularly as they related to freedom of expression. The methodological approach of this study will be described, but a more detailed methodological appendix will be included for review by experts in this field. This section will also identify the limitations of this pilot study, indicating gaps or new areas identified by this study that should be addressed by further research. 

       2.3  Background: This part provide a review of literature and related background material on international and national standards and global tendencies around internet privacy. This section will clarify the unique value-added of the present study and how it differs from available research. 

2.4  Global Mapping: This part offers an overview of dynamics of privacy in the context of Web 2.0 (and Web 3.0) and a global mapping of how privacy is protected in the different legislations and a list of legal tools that have been adopted to enhance privacy protection. Based on this mapping, the research provides analysis of the challenges and emerging issues that this fundamental right has to cope with in light of technological renovations, and identify which legal tools and which strategies represent good practices. 
2.5  Case study: To illustrate the above global mapping, the research collects some particular cases that could help in highlighting which strategies have proved to be successful and which should be avoided. Cases will be drawn from national, regional and international levels. The cases will well represent five regions of Africa, Arab States, Asia and Pacific, Latin America and Caribbean, Europe and North America

2.6 Policy Recommendations: The final section will move from the findings to extract key recommendations for UNESCO and its member states and other international policy makers. This section will end with suggestions for further research.
3 Establishment of an Advisory Committee: Given the complexity of the subject, it is recommended to establish an advisory committee which is imbedded in the contract and composed of experts from all regions for providing inputs and comments at each stage of the research.

Time Frame: 
Phase 1: First Draft , July-December 2011 
Phase  2: Consultation and finalization, January- May 2012

Annex:

-UNESCO Draft Resolution of Biennial Strategy 2012-2013 (36/C5)

-UNESCO’s Reflection Paper on Internet
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